A3 T499ELXUVFALATI v NATZE
HADERTE

« Xy hU—2 7 RUAZHOBE (1 <)
« AXT 4 v 7 NAT IZBT H1EH (2 <—)
« AT v 7 NAT O (4 X—2)
cHALT T RAT=AL (5§53—=Y)
* NAT ONET L ABLUINHET KL (6 X—)
« FAFT Iy NAT DT =)L R =K (T—=2)
cABT 4y I BROSF AT Iy 7 Twice NAT OBEE (7 <—2)
« AZT 4 v 7 NAT DIEEFHEPB LOHKFEHE (8 ~—)
« XA F I v 7 NAT OFKFHE (9 ~—)
« A5 3 v 7 Twice NAT OVEFEFHIL LOMHIKHFE (10 ~—)
« AXT 4 w7 NAT ORE (11 *—)
e XA F I w7 NAT OFE (19 X—)
* VRF *fiix NAT ([ZBH¥ 2 1F#H (32 =—2)
« VRFE %)t NAT O E (33 =2—)

Y bIT—0 T FLAZBOME

F v hU—27 7 KL AEH (NAT) X, BEFEINTHRWIPT RLAZEH LTS U H—F v
Nt T 57 TAR—FIPA VX —Fy NI =T A F—T ML ET, NAT LT /34 A
(CEN 20@*/h7~7%%ﬁ¢6%®)f@%b\ﬂﬁy%%%@*ykv%&mﬁ%
THANS, HRNF Y hU—27 D (Fa— W Z—EBEDT RLVATIERL) 774 _X—KIPT
hvx%Eﬁ@m?bvx’W@Li¢ NAT (X, *> hU— 7£m WL T1ODOIP T R
VAT ENTICT RARZ AL T EHLEHICRETXET, Z O V. 1ODIPT FL A
D%HAIZHNE A~ b T — 7 2R E R %ﬁ_&f\k%19%4ﬁﬁm3ﬂiﬁo

NAT BERE SNT2T 3 A2, Wy hU—27 4%y N T —27 OZFNEUCER T
HAE—T A ARLRLEH 1 DT OB 3, EERNRERIETIL, NAT ZA X7 R 2
AV ENRY IR—VOMOHONL—ZIZEESNET, 7y "R RKAAL UL HTITL &
X, NAT Zu— AV CTEMOHHEEIL T RLAZ 78— L T—EO 7 RLAICE#RELE

ZREFA v BEUFLF vy NATZROEE [
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B =557« vynaricey aiEsm

To X7y R RAAL UNCASTL DB, NAT X7 v — VU —ER5ET R A%k —
HV T RUARIZEBRLET, HOEPNEEGEETIHE. Hx O NAT IZE CERT —T V%
o TWAMENH Y £9,

NAT % RFC 1631 IR & TV E T,

AT 4 w4 NAT IZEE9 A 153K

ABT 4w Fy NT—27 T RUAZEHE (NAT) 2HT 5L, =2—VFEINHEe—L 7 KR
VAMMWBANR 70— LT RUASND I I EBMAERETHZENTEET, ZhiCEh, N
WPOINE N T 7 4 v 7V BLOINTINONHE T 7 4 v 7 ~DIP T RL A ER— hEFO
FOEENAIREIZ 72 ) F£9, CiscoNexus 7/3A A it v FLANAT 2V HR—hrLET, Zh
X, BEFONAT 877 ¢ v 7 7 —Z@8% 5 2 3712 NAT 3% & C NAT £ #2800 % 7= 13H|
BRCExBZEEEWRLET,

2ZABF 47 NAT Tld, TIA4_X—F T FLANBART Y w7 7 R A~OEELBNVER
ENFET, AFT 4 v I NAT TR I R—ZATT RLANE D B ToENLTD, T —
N7 RUVRERUEDONRT Y v 7 7T RUVABMETT, AFT 47 NAT Tix, 7Y v 7
7 R ALEGT 588 CRILTH Y . KR AR FET 5729, s8Ery hT—
I DRA NMIEWEHRDEARNSD T T 4w V7 HHBTEEST (FONT 7 4 v 7 ZFFT
DT A VRANRHLGE)

HAF Iy 7 NATBLIOR— K 7 RLRZH (PAT) Tlx, AR MIgkiT2E#IT LI
BB T RUVRAERIIHR—MEERHLEST, ¥4IV 7 NAT L AT 1 v 7 NAT DE7RE
VWME, AFT 4 w7 NAT TIlE U B— b 7R A MDBEHRFLDOR A b~ ZRIBTE (£
BT HT A VANRHLIEGE) . 4TI v 7 NAT TIRHBBETE RN E NI JT

7T

KOBNT, —MRIRAZT 4227 NAT DY F VAR LET, BRIFICT 7747 ThD
Teth, ZEWRGRAA R LY E— b AR DOWSTHBAZERTE, ~ v 7 7 R LA static
g RIC k- TEHIIZEID B TohET,
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1: 2374979 NAT

Inside Outside
Interface Interface

o
q; Internet
Cisco Nexus device \
8
L

“ Inside Network

, Inside Local <—> Inside Global
Inside Local

Addresses Cutside Local <—> Qutside Global

"

MAT Translations

WIZ, AXT 427 NAT BT 5 DI H>ERHEEZ R LET,

*NATOWNHEA v H—T 2 A A : TTAR—F Xy NU—JIZHTDHLA YIS H—T =
A A,

*NAT OHEA v H—T =2 A A RXT Vw7 Ry NT—JIZHTDHLA VIS F—T =
A A,

e —HNLT RKLR: Ry NT—=TOWNER (T4 X—1) HHIIERREINDEEDT KL
A,

e Ja— N7 RV AR Xy RU—=T O N7V v 7)) HICFERENDEEDOT R
A,

« IEHID IP 7 K L A : Network Information Center (NIC) 0V — B R o X4 X — |2 L v #E|
DETHNET FL A,

c ¥ —H )L T KL A : NER Yy hU—27 EOFRA MIEID Y TOHNEZIP T FL A, =
OF RUVAZIEHOIP 7T RLATHAMLETH D T A,

IR — I T RL A  NERR Y R T =7 036 BIZANEEA D IP 7 KL A, T,
WE %y MU —27 O)—TF VT RABERT RLAZEMNSEI D B THhb7zd, EHOT
RLATHHIMEITH Y EHA,

e N/ — L7 RLZ 1O EOREe —H/VIPT R L2 EAEICKT L TET DT
FERATEAERDIP T R A,

287490 BLUE1F vy NATZEHROEE [}
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AETAVIBEUTAF S v NATEBRORE |

AT — N T KRR KRR MTEEDRINBA Y hU—27 EOFRA MIEID ETSIP
T RLVA, ZOF7 RLAX, — FARERT RLAEII Ry U — 722/ 6E ) YT
LN EHROT RLATY,

54+ 3y NAT DBE

XA F 3 v 7 Network Address Translation (NAT) TlZ, EEEOIP 7 KL AD JV—F1%, %85
Iy NT—7 ETCA—TFT 4 VI HEER~ Y EV T IP T RLAD T —/VIZEBRINET, ¥4
T2 Y INATIEL, REEROIPT K LA LFERFHDIPT KL ADRIZ L& 1 O~ B2 7 & ff
SLET, L, vy BT, WBERICEEH TR R BRERE A IP T RL AL L > TEZRY
£

HAF vV NAT Zix EHEIATH &, AL TCWDINER Yy hT—27 ARy hT—2
FlFA A —Fy FEIC, 77 A4 U4 —ADPREESNET, FA4F I v INATIH, AX TR
AA CNTHRIG SN DB ZFTFILET, MRy NV —2 LT A A%, Bz Bk
LTWARWRY, 2y hT—Z DT /A RTER TE £ A,

HAF v NAT D, BHHRDO NT 7 4 v 7 T3, RTZAFT % F Tld, NAT £#
T=TMIER T NP FEIELEE A, AT Iy 7B, il P HOAA~R—
AEERT HTOIEHA SN TGS, 2V T ERIEFA LT 7 hSvET, %, NAT
Zifar. kUL, Ternary Content Addressable Memory (TCAM) = hUHIRINH E 7 U
TENET, AT I v INATEWRDT 7 4V s O/ A AT 0 ME305CT9, ip nat
transation sampling-timeout 2~ > KOH 7Y 7% A4 L7 7 b OF/IMEIL, 3050006 1557
WZHIHE S vE LTz,

HAFI v I NATEMD X A LT T MX, Yo7V 7% A LT 7 ML TCP £7-1% UDP
HALTYU MEOWEENEGEENET, VTV T XA LT ML, TN AREELT 7
TAET 4 5F 2y 7 THETORREZRELET, 774/ MEIZIR2EB T, o34 T
DHA LT T ME, sample-timeout?s Z A L7 0 b LIRICOBFIMASNES, TV T7x
ALT T M TAALRAIZOERBIIE y FLTWAE Ry hEBRELET, Z0F =y’
%, TCPE72IXUDPDO ¥ A A7 w7 MAIZATOIVE T, TCPEZIZUDPH A A7 7 M D3
Ty NIRRWGEE, BT VT INET, BERTT 7T BT S hD e, Ty
gL sh, BTV T2 A LT NSRS S ET,

ZOFLWY TV T EALT T NIMERE L%, 7 REFAF Iy VBT 7
TAET A EHEF 2y 7 LET, 77T 4T 4 F =y 7RI, TCAMIZZ A 73 v Z7NAT
BT 5y hOab—%CPUILEELET, v ba—nATL—rRU vy
(CoPP) MEL EVWEIZERE SN TWDHE, TCPEZIXUDP /7 v h3CPUIZEIEE L7232V AT
MRSV, CPUXINENATEMOIET 77 4+ 7 LR LET,

HAFI v INATIZ, A—FT7 RLAEH (PAT) BLXO727®A= be—LU X+ (ACL)
Y AR—KFLET, PAT (bbb d) | F——m— NIRBEEOEBDIP 7 KL A
., SESERR—IEMHEIZLICL - T, BREFELOH—-DIPT RLRIZwy B 7T 5
ZAF 7 NAT O 1 FERETT, NATREICIE, R U EI3RR2DACLZ Fi>E 5O % 1 F
SV INATEHZ GO DL Z LN TEET, 72770, BEDACLICK L CTHRETE 5 ¥ —
7 A AT T,
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BALTIORAHNZX L

XA T w7 NAT Mﬁ@é‘){’ﬁﬁ}‘z L72#1%, FFIC TCAM =2 b U OEDBHIRE N TWDH A,
LWEBAEERCTE D L9110, AL TCWARVWLDE 7 VT3 50ERH Y £, CiscoNX-0S
U U —2A 7xI% syn-timeout kcthlnrst timeout Z# AR — hLET, A4 v F TlE, RO NAT
BHHA LT TN X A<w—0DYFR—FINTHET,

e syntimeout : TCP7—4% O /37> kXA L7 7 M, SYNVU 7 =& N &%, SYN-ACK
ISE B ZAET D E TORKEHLEB T,
A A LT D MEOEFHIZ, 1~ 172800 T4, 77 /b Ml 60 BT,

s finrst-timeout : RST £7/2 X FIN X7 v OZFICL > TR/ T LIz ED 77— =
VRUDHEA LT T ME, RST/X7 v hEFINST » O ST OBEEZRET DL, [F
CH¥F—U—FREFEHLET,

o BEESHESL SNV RIZRST XN » R fE &5 & (SYN->SYN-ACK->RST) ., 7
0—[XREINTZHA LT U MEOHIZHREIIIZ/R Y £,

o BEHGEDSHEST. SN BITSYN/ R b (SYN->SYN-ACK->FIN) 2Z{Z&n5 &, finrst
ZA~—MNRBRINET,

o« FHFAINBFIN-ACKZZET 5 &, Bac Mz V7 EanET, Tl
DEGEE, XA LT U MEDSETHIZZ VT SNET,

GE) HFAFI 07T N_R—2OFEEMHEH L. FIN-ACKEZ32Z{E L7
BE. B NI VT ENNET AL

A A LT MEOHFIL, 1 ~ 172800 BT, 7 7 +/L ML 60 T,

« tcp-timeout : TCP 2D X A L7 7 ME, 3 V=A ~ K =47 (SYN., SYN-ACK,
ACK) DEITHENL L= B D KFFHIEE T, #ERS ML SN RIZT 7T 47 71—
MIELRWES., BHITREINTZZ A LT 7 MElZHE> THIRREIIC/AR Y £9, 20
AA LT MEZ, BTV T BALT Y MEDTE THRICHBENET,

2 A LT MEOEFIX, 1~172800F0 T3, ZHZiFH 7V T XA LT MbEE
nEJ,

» udp-timeout : TXTD NATUDP /37 v DX A LT 7 MH,

XA LT MEOFFIL, 1~172800F0T7, ZZFH o7V T XA LT MbEE
nET,

etimeout : A 73 v 7 NATE¥ DX A4 L7 7 MA,

XA LT U MEOFFIZ, 1~172800T7, ZUZiZH 7TV I XA LT 0 MbEE
nEI,

| ZREFA v BEUFLF vy NATZROEE [
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B vwons7z rLassvssr KLz

« sampling-timeout : 7 /3 ANA A F I v I BEWT 7T A €T 4 5T = 7T 5HETORE
fHlo

XA LT U MEOFFHIZ, 1~ 172800 BT,

tcp-timeout, udp-timeout, 35 KX Uftimeout fED % A ~—(Z, ip nat translation sampling-timeout
AV RTRESNTWDLZ A LT T FOHIRMNUINIZZIC N T—EnET,

\)

GE) EROZA~—13T T, HIRMNUIND L TEOHICHEMA20 4 (1—308) . ZoEmn
BFRIE, N7 —~ U R Lk D 7=DIiz X A ~—HRBYILA X b &2 T o X 2 LT 572D
HDOTT,

NAT DR 7 FLAE LU T LR

NAT N & 1E, BA LEE T ORI T 5%y NU—27 2L E T, NAT BeXiE S
TWAHEE, Z0%y NT—ZHNOKRR M, BIOZER (Fa— L7 FLRZE/MELTHS
NTN3) IZH2b0ELTHRy hT—7 OIMANZEIIND 1 2%/ (m—Hv T KL AZEM &
LTHBLNTWD) NOT RLAREFFSZ L2720 £,

FIERIZ, NAT MR E1X, A¥ T Ry NIRRT H Ry NY—J 2B LET, BE. M
OB TIIEH Y /A, XY NT—FTNOKRA MEEBROMNRIZTLZ L L TE D
O, INHDORA IR =DV T RLRETa— )L 7 RLAZEOZ ENTEET,

NAT Tlit, ROEENHFEHINET,
el —HNT RLA: Xy NT—7 DR ZICFIEINDa—I LR IP T RLVATY,

e Ju— LT FLUR Xy NT—7 OIMUETICRREIND T a— L7 IP T RLAT
9,

cHNEHE—HNL T RLA N Ry FU—27 EORA MZE DS TOHENTZIPT RLA, 2
DT RLRE, << DFE, A F—F > b Fy hU—IFERE L Z— (InterNIC) <°
P—ERA TR AL 0EYLTOENZEROIP T RLATIEEH Y THA,

s NE 7 — )L 7 KL R AAERICANT T, 1 DL EORNE e — 4L IP 7 L AEFRH L
FIEHDOIP 7 FL A (IntertNIC £72139— VR Fu X/ X— 2k E Y Tohi-t
D) ,

e e —H L T KL NERy hT— SRR FOIP 7 RLA, LT LY
EHOT RLATHY A, WEBT/L— MA[REZR T RLAZE/MNHEID S ToHN=bD
<7,

cHERT T — LT KLU A ARy BT — VT ICAFET DR A M LT, RA NOFTES
WCEVEY L THENIEZIPT RLA, ZOT7 RLRL, Za—)Lcb— he[feER T KL
A, FlERy NI EENLED S ToNEZLOTT,
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HA4F =

g4+ v T T—Lgt— [

w49 NAT ) 7— )L HR—

FAFI I NAT 2T 2L, 70—V T RLADT—LEREL T, FrLWE#H T L
T —=NAnb 7 a—L 7 RUAZEMICEID B THZENTEET, 7T RLRE, Byis
POHIREIIC A B, AL BN T —VITIRENE T, ZCE Y, BERZE SN TT
KL A% XM T £,

PAT D% FE— MZlE, Za— L 7 RL A P—AOFERABREGENET, 2 VIPT R
VADHENS Ikt ILET, PAT X, &~— FEFZMHH L T, *fklo@ET
RLUREFENEZ LET, B RS T L —FTROTF N THE0. BHO P T
RUAREESINTWDHEHE, [Ta—V—ER TSN T, (V—AKR—F2HEHETD
M, ENERFALE D EHAAT) BOYTERGLET,

HAF v 7 NAT BEOPAT Tlid, FARA MIERT LN E/R DT RLUAEZIEAR— b
EEHALET, 4TIV NAT EAXT 47 NAT DEREWVIE, A¥T v 7 NAT T
2V E— b KRR NDEBEHDORA N~OHfZmTE (ENZFAITL27 78R UR B
NHDHGE) . AT v NAT TR CTE 22V v ) 1 TF,

A2 T4 9LV FAF v Twice NAT DISE

BETIPT RLVAESEHEIP T RUADMIGTN, Ry hU—7 T LU AEH (NAT) T /31 A
PBIRTAHE—O/NTy M LTEINDYE. Twice NAT & XL EF, Twice NAT 13,
ABT A I BIOIAT I v IV EBRTHR—FSNET,

Twice NAT T, 22D NAT A2 (1 DIIHE., &9 1 DIFEH) 22X\ NV—TD—f & L
THRETEET, ZNOHDOEHIL, NATT A A& @A 28—y MOEH T 9,
TN—TD—EE LT2ODOEMEBMT D & lx O LA ST EBRO T INEHZ
0 E9,

NAT WERAEHIE, /7 PRI BAMBICAL D &L IZTIMEITIP T LA LR — ET %
EELET, ATy PPN REICRD &L 2, 0GP T FLAER— FEZEEEL
F9. NATHMHBA#IL, 7 v RSN DNENICHND & SITEETIP 7 FL R LR — |
FBHEEEREL, 7y FRHNENOAIICRED &L 5L IP T FLALR— M ESFEZETL
£,

Twice NAT ZfEH L72WEA. BETIP T RV A LR — b ER, E213560EIPT FL A&
R— FEBFONTINN 1 DOEHIL— VOB MIEH I E T,

R N—TIZ@T D AT 7 NAT ZBHalx, Twice NAT REDRIR LD 4, R ¥
T A T RIEIC T IV—TID Hi% Eéﬂfmﬁw%ﬁﬁmMNﬂﬁﬁi%%Liﬁhoﬁw~
71D CHlBI SN D H—D 7 N —T 2@ T 2T X TONERE L OV NAT BHiix, <7127 -
T Twice NAT Z#i xRk L £ 77,

ZAF 2 v 7 BI7 NAT ZHeix, FRiEFI Nz ipnatpool £/21X 43— A4 R #F—
N—O—FKRENL, HETIPT FLALER— FEFOFEREEBIVTRIRLET, &7 v b
T4 Y U TIEACL DFREIZL > TTOIL, 8T 7 4 v 7134453 v 7 NAT EHfr—L

ZREFA v BEUFLF vy NATZROEE [
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B <57y naroxssEs s UsnEE

DFHFPORIESNDIVERH Y T, £DH, FMEREMIIL AT I v 7 NAT L—L%&
L TIThhEd,

XA F w7 Twice NAT TlE, 2 50D NAT 2t (NER LM 2 E# 7 —7D—fE LT
BETEET, 1 2OBHIFX AT I v I T, MMOBBIIAZT 4 v 7 THHLERHY 7,
IINED2ODEMNPNERD 7 )NV—T D—EThH D55, WEH LA E 721380 6 NE O
WTALDNTNAT 73 R &35 & &2, WFOEHREZ 1 DOy MIEHATEET,

AET 497 NAT DEEFES &L UHIFIEER

ABT 4 v 7 NAT R ERFOEEFEL L ORI FRILZ, RO LB TT,

NAT X, AZT 4 w7 NAT & XA F 3 v 7 NAT D7 % & ek K 1024 DLW Z YR —
FLET,

» CiscoNexus 3500 ' UV — X 2 A v FIX, vPC bA B Y TONAT VA — L TWHERFA,
« Cisco Nexus 7 /3 AL, DA H—=T =2 A X Z AT LEONAT ¥R —FLET,

o AA v FRBA L H—T = A A (SVI)

e N—T v RR—F

s LA ¥ 3IKR—F F¥rIL

*NAT IZ, IPv4 2=F ¥ A N THR—F SN THET,
* Cisco Nexus 731 A%, k&P HR—FLEFA,

T T — g VBDOER, LAY 4BLIOEOMOMAAL P IIEHFINETA
(FTP, ICMP D&% | IPSec, HTTPS 72 &)

e AU B —T oA A L TRIFICEESNIZNATB LIV VLAN 7 72 a2 ha—jL
YAk (VACL) ,

« 7T VA MEENTZIP 234 v kD PAT 254,
o VT MU THRENR T PO NAT B, 7= 21E, IPA T a v a2 o7 v ME
NAT B S FH A,
o« 1 ACLIZTT D /347w MIEH &4, NAT B 87 v MOTERA S EE A,

« 77 #/L FTliE, NAT (256 TCAM = + U THK 127 OB E TFEITTEET, LV
% < O NAT ZBHNLEEREAT, o= U 7HNOD TCAM U — 9 VED Y TEE S LT
M5, hardwareprofiletcam regionnat =<2 K& LT, NATTCAM U — 3 > &1
LLET,

* HSRP 35 LTV VRRP 1 NAT NE 7 R L ATIEHAR— FENFE T2, NATHE T KL AT
Y R—hENnEEA,
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SA4F 3 v NAT OHI$EE .

« U7 F— FBIENT 4 —~ 2 AE, SMBENE R AL ZEET 537 FTIERY
—FENEEA,

cIPT RLAWAET ¢ v 7 NAT ZBH#E 7213 PAT ZH2fH S A4, fho B A I3E
HTxFHA, HexE AV F—T2AA RZEYYTHZ LITTEET A,

« AHT 4 w7 NAT DAL, A7 a— )L IP T RLARHNEA 2 —T = A4 AP T
RUARAEBIZDVENSHY 9,

TSNP S, WA L H—T 2 A 2 H T Fy hO—EThBEA . NAT DIERA >
4 —7 = A AT iplocal-proxy-arp 2~ > RZfH L £,

« NAT HEHHSHRITFH T 8 A,

-UW%ﬁzé)y@@ﬁ@%ﬁﬁﬁé%Q\E@ BELTHONAT A v F—T = A
FRETDHHIPARICGHRETEET,

e A =T 2 A ATEIZADNITEX DT, WOBEREOWT NS T, Zhb
OHSRED1OLL ENA v X —T o4 ATEHEDNC > TWAEE . BBICED-oTWVD
FERED A DFERE L £ 7,

« NAT

«DHCP V L —
*« VACL

127 %HADPDNAT AX T 4 v 7 =2 F IR, —BMEORWCOPP N~ R =T o
O EITHIN— R =T OHIBIZ LY R — I FEHA,

XA+ = v NAT DHIKEIE

HAFIv 7 Xy hU—7 7 RLREH (NAT) ([ZiE, ROFFFENEH SINET,
« 7T T A MEENTEA y MIAR—FENER A,

TV r—varvEsr— s =4 (ALG) BTV FR— I TWERFA, ALG, £700X
TV =y a0 F— e Afld, TV r—ary Ny oA a— RKNOD
IPT RUAERELBT DT 7V r—a T,

-NAT:&EU“VLANT&JZX 2 bhe—/L UA R (VACL) 1Z. A v FZ—T = AT—H&
WY R—FENFEHA, A1V F—T7 A ATNAT £7-13 VACL 2R ETX 7,

« 1 ACL 1%, S T= "7y MOTEH SN EF A,
*MIB [Z¥HR— S THEEA,
« Cisco Data Center Network Manager (DCNM) (FH 4R — F SN TWEH A,

A FIVINATEM UL, TI7T 4 TT XA ABIORZ RS TF AL R LR EN TR
Po

ZREFA v BEUFLF vy NATZROEE [



RETAVIBLUVILF Iy NATEROFE |
B 7200 wicenaT oz EEES £ UHIKEE

e A7 — M7 ANATIEH R — F SN TWEHA, 727 L. NAT & Hot Standby Router Protocol
(HSRP) 13AfFTcx F,

« @ . ICMPNAT 7 0 —|%, BEINEY LTV T HA LTI NBILOVERA A LT T
FOWTHIZZA LT FLET, 72720, AA v FITIFET DICMP NAT 7 22— T A
RIVIRBBIZ /2 B &, BRIESNT-V T Y v 7B A LT 7 FOWIRNEINT-EZIZEZ A LT
7 hLET,

c BHBENTZIP B, SMEA P F =T = A A BT Ry FO—HTHL5E . NAT DAL >~
X —7 x4 A Tiplocal-proxy-arp 2=~ R&fHLET,

* Cisco Nexus 3548 ' ) — X AA v F TH LWEBREIERT D56, BB NN~ Ry 2T T
TR TAINDIETT7a—RY 7 MU= TIREINET, ZIUTER» 0D Z Enb
DEd, ZOHMTF, NEZ7a—"LT7 RLADEBRT N IZHY ¥ AL, LIRS
T V= 774y 27 E Ry E&NET, ZORIBRERRT HIZIE, v—T Ry
A B —T oA AENERK L. NATZ—/LIZBT HIPT RLA%ZE Y CTET,

CTLET 7B AHIE= Y (ACE) #&te 30 M ACL 2/ L T NAT MERR STV 5
Yaid, NAT TCAM %+ IiEFCTE FH A, HKERNAT X7 p—~< 2 AL U YV —Af#
ABEERETH-DIZ, TTEACE T/ FACLZER LWL S ICT A2 L 2HR L £
@—O

4+ 32w Twice NAT DFEZIEH L UHIHEIE

HAF I v 7 MIFIHNAT OFEIZHOWTIL, ROTFEBEHEHEAZB L T EEN,
c XA F I T MR NATTlE, AXT 4 v 7 NAT 7 —%{ERT DRI E AT I v 7
NAT 7 —%ER LW E, X452 v 7 WA NAT 72 —NIE LERI TR A,
« 220D ACL MERR S D &, permitipanyany OF 7 4 /b b L— L NRE SN E T, &)
D ACL BZEA DA, NAT-ACL iFF LI ED ACL =2 U IZ—F L FH A,
e TCAM AXR— AL T 57D R — SN DHICMP A FE /- 1F 7o —x 2 K
D RBIT 176 T,

cET /7B AHIE= Y (ACE) #&te /30 M ACL 24/ L T NAT MERR STV 5
BA1E. NATTCAM %+ IiEHTE £¥ A, HERNAT X7 4 —~< A& Y V—Aff
ALBEFERET H7-DIZ, TTEACE T/ FACLZERR LWL S ICT 52 24 L £

_a_o
* NAT |Z ECMP 55 Tdh 0 . K 24 O ECMP N2 Z Y R—F LET,

e CiscoNX-0OS U U —2Z 9x 1%, CiscoNexus 3548 A1 v FDFx >y hTU—7 7T KL RAZEH
(NAT) #EatEsHREz YR —bh L ET,

s traceroute [, AXT 4 v 7 BIOFAF I v/ NAT TiEVAR—FEINTWHEREA,

B X574 v98&UFC4F2 99 NATEBROFEE



| 227499 BEVF1F3 9 NATEHBOH
zs7¢vo ozt 1

AR T4 9% NAT DERE

AT 499 NAT DA +~—T )Lk

FleDHE
1. switch# configureterminal
2. switch(config)# feature nat
3. (f£#&) switch(config)# copy running-config startup-config
F gD
FIE
ARV KRFERRETI a3 Y B#J
R T w 71 | switch# configureterminal Jra—N) ary7 4 Xal—iay T— REELG
LET,
AT v 72 | switch(config)# feature nat TNAALETAZT 17 NAT B§REZ A R — 7 /L
IZLET,
AT 73| (IEE) switch(config)# copy running-config V7= BLOY RAZ— MEICETa 7 4 Ko
startup-config L—Ya v aBAY— K NT v ar7 4 ¥alb—g
SNZaE— LT, BEEMRGEARICREFEL LT,

A2B—DTTARATDAET 14 v NAT DEE

FIEDOHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config-if)# ip nat {inside| outside}
4. (f£&) switch(config)# copy running-config startup-config
FIED %
FIE
ARV RFERIETI Va3 Y BHY
Z 5w 71 | switch# configure terminal Jua—N) a7 4 Falb—ay T— NG
LET,

| ZREFA v BEUFLF vy NATZROEE [



RETAVIEXVLAF Iy NATEROBE |
B msEz7 FLROREF 4 90 NATOA F—T i

ARV RFERET7TI3 Y B#
R T 7 2 | switch(config)# interface type slot/port RETHA L Z—T A AEHEEL, AV F—T =
A Aary74Xal—arT— RefhLET,
R T 7 3 | switch(config-i)# ip nat {inside| outside} W E7Z I E LTA v X —T = AEFRELE
—é‘o
(3¥)
VI EA B =T oA RZBE LTy N2
JWE#RTEET,
ATw 4| ({£E) switch(config)# copy running-config V7= BLOY AZ— FRFIZETa 7 4 K=
startup-config L—y g B AR — Ty a7 40Xl — 3

Zabv—1L 7T, BEAEMGEANARTLET,

il

WIZ, AXT 47 NAT R L THEDA v —T =24 AERET HH 27 LE
7,

switch# configure terminal
switch (config) # interface ethernet 1/4
switch(config-if)# ip nat inside

NEBEETTT FLADRAEZ T 49 NATDA +—T L1k

WIEBEE T DA, T 7 4 v ZIEWNE A v H—T = A AMBINRA X —T = A ATk
NWET, NAT i, A —H/VIP T RLAEZNHZ/ e — L IP 7 RLRIZE#BLET, V
B—r NFT 4w TR, SGEORE 2 — L IP T RLARAE e —H/)LIP T KL A&
SN TREINET,

N

() CiscoNexus 7 /31 A N, WEBEFEILIP 7 R LA (Srciipl) ZAMTE(ETLIP 7 RLA
(newSrc:ip2) (ZEHLT D L D IZERE SN TV DA, Cisco Nexus 7 734 A [IAMA5E5E P T
KL A (Dst:ip2) OWNEFESEIP 7 R LA (newDst: ipl) ~DZE M2 R ERANIZEBMN L £77,

FIRDOHE

1. switch# configureterminal
2. switch(config)# ip nat inside sour ce static local-ip-address global-ip-address [group group-id]
3. (f£E&) switch(config)# copy running-config startup-config
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siERT FLAOZE 71 vo NToA x—T Lt [l

F gD FEH
F&E
AU RFERET7TIV3 Y B#
R w 71 | switch# configure terminal Jau—N)L a7 4 Xal—ay T— REBLG
LET,
2 5w 2 | switch(config)# ip nat inside source static WES 7 o — L 7 RLAZRNEHa—h /L 7 KL A
|ocal-ip-address global-ip-address [group group-id] oL EIEFEOME (Nga—HhL NS T 4wV R
WE 7 m— L 857 4y 710) BT 2 R HICA
2T 4 v NAT Zi%ELET,
AT T3 ({EE) switch(configy# copy running-config U7 —=RFBLOY RF— MFZI T2 7 ¥ =
startup-config L—varvaBAY—R T vy ary7 X2l —g
ANZaB— LT, BR LRI L E T,

SNEMEIETT

FIRDOHE

451
WIZ, WERIEETTT RV ADAX T 4 v 7 NAT &R ET HHlzr~LET,

switch# configure terminal
switch(config)# ip nat inside source static 1.1.1.1 5.5.5.5
switch (config) # copy running-config startup-config

FLADRZT 499 NATDA =—T )AL

SREETTEWDGE, N T 7 4 v ZIIINBA v H—T A AMBNERA o Z— 7 = A AT
NWET, NAT L, SN a— L IP 7 RLUAZNHEa—A/VIP T RLAIZERLET, U
H—2 8T T 47 TIE, 5O —HIVIPT LA a0 — )L IP T KL RITE
BENTRENET,

1. switch# configureterminal

2. switch(config)# ip nat outside source static global-ip-address |ocal-ip-address [group group-id]
[add-route]

3. (f£E) switch(config)# copy running-config startup-config

ZREFA v BEUFLF vy NATZROEE [



RETAVIBLUVILF Iy NATEROFE |

B nssEz7 rLzx0r87 090 PATORE

F gD FEH
F&E
AU RFERET7TIV3 Y B#
R w 71 | switch# configure terminal Jau—N)L a7 4 Xal—ay T— REBLG
LET,
R w 2 | switch(config)# ip nat outside source static SN a— v 7 RV RAEA e —r 7 KLU A
global-ip-address local-ip-address [group group-id] T EIRE O — L T T o T R Ak

[add-route]

Hr7a—r v NI 7 4 v JICEBMTDHEIITAH
T 4 v 7 NAT & ELE T,

ATv7T3| (TR

switch(config)# copy running-config V7= BLOY AZ— MFICETa 7 4 Fa
startup-config L—yarmBAA— T v ary7 4 ¥zl — g

AN E—L T, ERz kA RiF L E T,

1
WIS, AMEREIE LT RV ADAZ T v 7 NAT 2T 5hl 2R LET,
switch# configure terminal

switch (config)# ip nat outside source static 2.2.2.2 6.6.6.6
switch (config) # copy running-config startup-config

FLADRAZ T« v PAT DERE
A=+ 7 FL AL (PAT) 2EH LT, HEOHNEHFA MY —E A2~y B/ TEE
o

FlaD#E
1. switch# configureterminal
2. switch(config)# ip nat inside source static {inside-local-address outside-local-address| {tcp| udp}
inside-local-address {local-tcp-port | local-udp-port} inside-global-address {global-tcp-port |
global-udp-port} } group group-id
3. (f£E) switch(config)# copy running-config startup-config
=3[k 2t
FIE
ARV RFERIETY a3 Y B#Y
Z 5 1 | switch# configure terminal Ta— ) ar7 4 Xal— gy T— N2
LET,
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SNEEETET FLZOR 471 v o T 0%z [

AU RFERETIVa Y

B8

R v 72 | switch(config)# ip nat inside sour ce static ART 47 NAT #NEa—h)v R— b, W7
{inside-local-address outside-local-address| {tcp| udp} | m— 31 F— Mow v L2 Lk,
inside-local-address {local-tcp-port | local-udp-port}
inside-global-address {global-tcp-port | global-udp-port} }
group group-id

ATv7F3| ({LE) switch(configy# copy running-config V7= BLOY AZ— MEIZETa 7 4 X

startup-config

L—YarvaBAA— KTy ary7 4 ¥al—g
Zav—1L 7T, EEAHGEANRATLET,

FIEDHE

F IR D

FIE

il

&IZ, UDP ¥ —E R B EEDONEERETLT FLABLIRUDP R— M~y B 77

LH R L ET,

switch# configure terminal
switch (config) #

ip nat inside source static udp 20.1.9.2 63 35.48.35.48 130

switch (config)# copy running-config startup-config

KLADRZT 4 v PAT DERTE

R— bk 7 RURZEH (PAT) 2B LT, FEOHBHEA M —ERE~v v B/ TEE

D

1. switch# configureterminal

switch(config)# ip nat outside sour ce static {outside-global-address outside-local-address| {tcp |
udp} outside-global-address {global-tcp-port | global-udp-port} outside-local-address
{global-tcp-port | global-udp-port} } group group-id add-route

3. (EE)

switch(config)# copy running-config star tup-config

ARV RFFERERTI VA Y

=)

R T w 71 | switch# configureterminal Ta—r ) ar7 4 Xal— gy T— NG
LET,
R v 72 | switch(config)# ip nat outside source static ART 47 NAT %, A7 a— 30 R— k. 4+

{outside-global-address outside-local-address| {tcp | udp}
outside-global-address {global-tcp-port | global-udp-port}
outside-local-address {global-tcp-port |

global-udp-port} } group group-id add-route

Ha—hLR— MM~y b7 LET,
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B <5517 WwicenaT iz

AV RFERIETIaY B#
AT T3 ({EE) switch(config# copy running-config V7= FBLNY A — FMRIZFTa 7 4 ¥
startup-config L—varvaBAA—RT vy ary74FX¥al—3
VNZabv— LT, BEREFEAICHRTLET,

451
WIZ, TCP Y —EREREDHEIEETT FRLABIOTCP A — MI~vv B 735
B &= LET,

switch# configure terminal
switch(config)# ip nat outside source static tcp 20.1.9.2 63 35.48.35.48 130
switch (config) # copy running-config startup-config

R A2 T 4 w4 Twice NAT DL E

F U7 N—THNOT X COERT., AH¥ T (v 7 Twice Network Address Translation (NAT) /L—
IWEAERT DT DI EESNET,

FIEDHE
1 enable
2 configureterminal
3. ip nat inside sour ce static inside-local-ip-address inside-global-ip-address [group group-id]
4 ip nat outside sour ce static outside-global-ip-address outside-local -ip-address [group group-id]
[add-route]
5 interface type number
6. ip address ip-address mask
7 ip nat inside
8 exit
9. inter face type number
10. ip addressip-address mask
11.  ip nat outside
12. end
FIED %
FIE
ARV RFERETI3 Y EL:Y
RTwvF1 |enable FiHE EXEC £— REAC L ET,
U s T NIRFRRINIEL, NATY—REAT)
switch> enable LET,
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AB T 14 v Twice NAT DERE .

ARV FFEREETIVa Yy

E:)

RF w2 |configureterminal FrHE EXEC B— FABMA L ET,
1 :
switch# configure terminal
ATvT3 ?p nat insidegourcestatic insideloca]-_ip-addr% WIS — 1 VIPT R L 2 Z5tind 27 v — 31
inside-global-ip-address [group group-id] IP7 RLUARIZEBT DL DIZAZT 1 v 2 Twice
i - NATZ B E L £7,
suitchconfia) ip nat inside source static | group %—U— KiZ, BTSN~
o o ERELET,
RAFw T4 |ip ngt outside_ source static outsideglqbal—ip-address ZHT 4 7 Twice NATH 22 E LT, 47 a—
outside-local-ip-address [group group-id] [add-route] | ,L1p7 KL 2 &%t B E 2 — B LIPT R L R
51 EHLET,
switch(config)# ip nat outside source static . group Xr—1— F&i\ 2§%ﬁﬁ§ﬁ§j—zsifjbb_:f
209.165.201.1 10.3.2.42 gr -r -
165 1.1 1 42 group 4 add-route ffﬂ%ﬂibijﬂ,
AFw 7F5 |interface type number A H =T 2 A RAEHREL, /{H—T xR 2
1 - Y74 F¥alb—varET—FERBLET,
switch (config)# interface ethernet 1/2
AFw 76 |ipaddressip-address mask AE—=T 2 A ADTT7A<YIPT RLVAEZRE
1 : LET,
switch(config-if)# ip address 10.2.4.1
255.255.255.0
AFw 71 |ipnatinsde NAT DRRTH LN A Y NTV—2 124 vV F—T =
i - £ AL ET
switch(config-if)# ip nat inside
ATFyvT8 |exit Ao B —Tx AR Ay T 4Fal—gy E—R
- PRTL, ZJu—Nary 7 4 FXal—g s E—
switch (config-if)# exit FIZRY iﬁ—o
R T w79 |interfacetype number AVH—T 2 A AEREL, AV H—T = A 2
11 V74X alb—v gy E— REBBLET,
switch (config)# interface ethernet 1/1
A7 710 |ip addressip-address mask A VB =T 2 A ADT T4~V IPT RLAZHKE

1 -

switch(config-if)# ip address 10.5.7.9
255.255.255.0

LET,
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RET 4V ELVIAF Iy NATEROEE |

ARV FFEREETIVa Yy

S

R w711 |ipnatoutside

1 :

switch(config-if)# ip nat outside

NATDORRTHDIINE Ay NI =7 v X —T =
A AR LET,

ATv 712 |end
1 :

switch (config-if)# end

AV H =T A A AT 4Falb—raryET—FK
T L, BMHEEXEC =— FICED £9°,

A2T4 99 NATEKLUPATD

Wz, AXT 4 w7 NAT OFREF Z - LET,

X E B

ip nat inside source static 103.1.1.1 11.3.1.1

ip nat inside source static 139.1.1.1 11.39.1.1

ip nat inside source static 141.1.1.1 11.41.1.1

ip nat inside source static 149.1.1.1 95.1.1.1

ip nat inside source static 149.2.1.1 96.1.1.1

ip nat outside source static 95.3.1.1 95.4.1.1

ip nat outside source static 96.3.1.1 96.4.1.1

ip nat outside source static 102.1.2.1 51.1.2.1

ip nat outside source static 104.1.1.1 51.3.1.1

ip nat outside source static 140.1.1.1 51.40.1.1

WIZ, A¥T 1 v 7 PAT ORERIERLET,

ip nat inside source static tcp 10.11.1.1 1 210.11.1.1 101
ip nat inside source static tcp 10.11.1.1 2 210.11.1.1 201
ip nat inside source static tcp 10.11.1.1 3 210.11.1.1 301
ip nat inside source static tcp 10.11.1.1 4 210.11.1.1 401
ip nat inside source static tcp 10.11.1.1 5 210.11.1.1 501
ip nat inside source static tcp 10.11.1.1 6 210.11.1.1 601
ip nat inside source static tcp 10.11.1.1 7 210.11.1.1 701
ip nat inside source static tcp 10.11.1.1 8 210.11.1.1 801
ip nat inside source static tcp 10.11.1.1 9 210.11.1.1 901
ip nat inside source static tcp 10.11.1.1 10 210.11.1.1 1001
ip nat inside source static tcp 10.11.1.1 11 210.11.1.1 1101
ip nat inside source static tcp 10.11.1.1 12 210.11.1.1 1201

Bl - AR F 4 v% Twice NAT D& E

Wz, NERIEEILE L OGNEIEE IO A X T 4 v 7 WIFHNAT iR ET 262~ LE

\jﬂo

Switch> enable
Switch# configure terminal
Switch(config)# ip nat inside source static 10.1.1.1 192.168.34.4 group 4

Switch(config)# ip nat outside source static 209.165.201.1 10.3.2.42 group 4

Switch (config) # interface ethernet 1/2

Switch(config-if)# ip nat inside

(
(
Switch (config-if)# ip address 10.2.4.1 255.255.255.0
(
(

switch (config-if)# exit
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2551 v5 NToBEoRE [

switch (config) # interface ethernet 1/1

switch(config-if)# ip nat outside

(

switch(config-if)# ip address 10.5.7.9 255.255.255.0
(
(

Switch (config-if)# end

AZT 4 %9 NAT DERTEDHER

AHT 4 w7 NAT O E =TT HI121E, WOEEEITHNET,

FleD#HE
1. switch# show ip nat trandations
F gD F%H
FI&
ARV FEREET7TOVa Y B#
R w 71 | switch# show ip nat translations NE 7 a— )L, Nfe—hL, Agae—hLr, B
KOG B — LD IP T R AR LET,
£l

WRIZ, AXT 47 NAT OFRExEFrT 4%~ LET,

switch# show ip nat translations

Pro
any
tcp
any
any
tcp
tcp

Inside global Inside local Outside local Outside global
-—- -—= 20.4.4.40 220.2.2.20

-—- -—= 23.1.1.133:333 210.3.3.33:555
160.200.1.140 10.1.1.40 -—- -—-
160.200.1.140 10.1.1.40 20.4.4.40 220.2.2.20
172.9.9.142:777 12.2.2.42:444 -——= -
172.9.9.142:7717 12.2.2.42:444 23.1.1.133:333 210.3.3.33:555

A4 F32v%9 NAT DETE

FATIVIEBEIUVERZI A LTI FDERTE

FIRDHE

apwDd-=

enable

configureterminal

ip access-list access-list-name

permit protocol source source-wildcard any
deny protocol source source-wildcard any
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exit

interface type number

ip addr ess ip-address mask
10. ipnatinside

1. exit

12. interface type number

13. ip addressip-address mask
14. ip nat outside

15. exit

©oNo

16. ip nat trandation tcp-timeout seconds

RETAVIBLUVILF Iy NATEROFE |

ip nat inside sour ce list access-list-name inter face type number overload

17.  ip nat trandation max-entries [all-host] number-of-entries
18. ip nat trandation udp-timeout seconds

19. ip nat trandlation timeout seconds

20. ip nat trandation syn-timeout {seconds| never}
21. ip nat trandation finrst-timeout {seconds| never}
22. end
Flgn
FIE
AU RFERIETOIVa Y B
RATwv 71 |enable ¥t EXEC — FZ A LET,
Bl - s TR T NRFRENES, SAT— FEAT
Switch> enable LZE9,
RFw 72 |configureterminal ra—)ary7 4 Xalb—3ay B— K&
151 LETS
Switch# configure terminal
ATFvT3 ip access-list access-list-name TIEBAVANEERL, 7Z7EBA VAL av
i - T4 X2l —varyT—FERBLET,
Switch(config)# ip access-list acll
AT w74 |permit protocol source source-wildcard any ST B NT T4 v T LR T ASEEIPT
- AR NMIERELET,
Switch (config-acl)# permit ip 10.111.11.0/24 any]
RTw 75 |deny protocol source source-wildcard any Fy NT—=T1ry EBRADLDOEFELETHIP T

151
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s4+zvormsrvznas L7y rogz |

ARV FFEREETIVa Yy

E:)

Switch (config-acl)# deny udp 10.111.11.100/32
any

deny /L — LT permit & L CH#bil, fiEL—Liz
RUE ST —E T 5 % MIE NAT A s
NTICEESNET,

ATFvT6 |exit TI7RAVA N ary7 4 Xal—var E— K%
5l - KTL, Za—r b arry Fal—vary £—
Switch (config-acl)# exit RiZRY iﬁﬁo

X w77 |ipnatinsidesourcelist access-list-nameinterfacetype| 25« 73 CEHR LT 7R U X MEHEEL T,
number overload SAF L EE AR ERE LT,
&1
Switch (config)# ip nat inside source list acll
interface ethernet 1/1 overload

RFw 78 |interfacetype number AN B—T A AEHREL, AV F—T A X
i - V74 F¥al— g E— FEEBLET,
Switch (config)# interface ethernet 1/4

27w 79 |ipaddressip-address mask { B =T 2 f ADTTA~ V) IPT FLAZRE
1 - LET
Switch(config-if)# ip address 10.111.11.39
255.255.255.0

A7 w710 |ipnatinsde NATDOXRTHLNEHFR Y NT—7 A X —T =
Bl - oA A B LET
Switch(config-if)# ip nat inside

ATy 7N |exit Ao B —Tx AT 4 F¥al—ary EF—FK
i - ERTL, Je—Lary 7 Fal—vg L E—
Switch (config-if)# exit FiZRY ij‘o

AT w 712 |interface type number AB—T 2 A AEFEEL, AV F—Tx A A2
- V74 F 2l — g E— FEEBLET,
Switch (config)# interface ethernet 1/1

AT w713 |ip addressip-address mask AR —T 2 A ADT T4V IPT RLAZHRE
B - LETS
Switch (config-if)# ip address 172.16.232.182
255.255.255.240

AT w714 |ipnatoutside A B =T o2 ANy N =7 (B L&

1 -

Switch(config-if)# ip nat outside

j—o
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RAFAVIBEEVEAFTI v NATZHOEE |

ARV EERRTIVa Y Sl

ATy F15 |exit AV H =Tz A AT 4 Fal—varE—F
11 - ERTL, Za—bar 7 Xal—va Vs E—
Switch (config-if)# exit FIZRY jzj‘o

5w 716 |ip nattrangation tcp-timeout seconds TCP R—ADXAF I w7 NATZ> FUDH A L

1

Switch(config)# ip nat translation tcp-timeout
50000

TV MEEZRELET

o AT v ZITHERR S U7 NAT ZBHix, RE
SNTEA LT T MIRICET L7V TSN
7T, TARTORESNTZA LT T ML, ip
nat translation sampling-timeout =~ > KDz
DIRESNTZFA LT T IBRETTHE, b
VI EET,

ATy I

ip nat trandation max-entries[all-host]
number-of-entries

1

Switch(config)# ip nat translation max-entries
300

A F Iy INATEB DR R A fRELET, =
v Y O¥IE1—-1023T9,

all-host ¥ —7U — R, ZOEHFIRZTXTOR
ARNMIEHLET, SA MBIV O U EITIL
— 1023 T,

ATy 718

ip nat trandation udp-timeout seconds

1 -

Switch(config)# ip nat translation udp-timeout
45000

UDP~—Z DX A F 3 v JNATT Y kU DX A 1
TU MEZEHEELET,

« XA F I v ZITHER S AT NAT 25403, BOE
SNTHA LT T MIRICEST D7V T SN
FT, TRTOREINTZHA LT T ML ip
nat translation sampling-timeout =~ > FD 7
DICRESNTZA LT T B TTHE, b

UHENET,

ATv 719

ip nat translation timeout seconds

1 -

switch(config)# ip nat translation timeout 13000

A FI 7 NATEBDE A LT 7 MEEZFETE L
i—é—o

ATy T2

ip nat trandation syn-timeout {seconds| never}

51

switch(config)# ip nat translation syn-timeout
20

SYN ZR 2 E(ET 572 SYN-ACK JEE &35 L7
WTCP T —%D/Nry "2 A LT U MEZFEEL
\ij—c

XA LT MEOEFHIZ, 1~ 172800 CTd, 7
7 v MEIL 60 BT,

never ¥ — 17— RNiX, SYNZ A ~—MNEITS
ZLERELET,
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s4+3 v Nt - Loz [

ARV EEEET7Ia Y B
2T w721 |ipnattrandation finrst-timeout {seconds| never} T O (FIN) 27y FEZIZVEY b (RST) 347 v
il - NaeZE L THEREAKT L&D 7 —2 Y
switch(config)# ip nat translation finrst-timeout] DEA LT 17 Ffﬁ%ﬁ?gﬁiﬂbi‘?‘*o RST/~7 > b &
30 FIN/X7 > N O OEWEZRET 5121, [T
F—U—REFEHLET,
2 A LT U MEOEPFHIZ, 1~ 172800 F»CTF, 7
7 4V MEIX 60 BT,
never ¥ —7U — N, FIN £721ZRST ¥ A ~—MFE
TENRBNZ EEBELET,
AFv 722 |end sa— ) ar 7 4 X¥al—iar EFT— REKT
i - L. HHE EXEC £— RIZRE Y £,
Switch (config) # end

FALFZv9 NAT T—ILDEETE

NAT 7' —/LiE, B—@® ipnat pool =~ K7, F7=ldipnat pool & address =~ K& {#iH
LT, IPT RLADOHFMAEFRT D Z L TIERTE £,

FIEDHE
1. switch# configureterminal
2. switch(config)# feature nat
3. switch(config)# ip nat pool pool-name [startip endip] {prefix prefix-length | netmask network-mask}
4. (fEE) switch(config-ipnat-pool)# address startip endip
5. (/&) switch(config}# noip nat pool pool-name
FIED %
FIE
ARV KRFERETI a3 Y B#J
R T w 71 |switch# configure terminal Jua—\)ary 7 4¥al—3gy T— REEG
LE7,
R T 7 2 | switch(config)# feature nat F A AD NAT #éfexm A4 2— 7 NI LET,
ATvT3 SWitCT_l(COHﬁ_g)# ip nat pool pool-name [startipendip] | 7'z —/ L [P 7 R L A D#iPH T NAT 7 — /L Z 1B
{prefix prefix-length | netmask network-mask} LET, IP7 FLRIE., FL7 4 w7 AEE713
Xy NT—=0 AT HHER LTI NZ ) TS
\i j—O
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RETAVIBLUVILF Iy NATEROFE |
B z=xuzxron

ARV RFERFTIVaY =)

ATy 4| ({EE) switch(config-ipnat-pool)# addressstartipendip| 7’ 22—/ )LIP 7 KL A& PHAFRE L ET (F—L
DVERRFFICHRE L TV o 2358

ATv 75| ({E) switch(config)# noip nat pool pool-name FRE L7- NAT 77— L &Ml L £,

151
WIZ, V7 4 v 7 ZAEZMHEHA L TNAT F— Va2 {EkT 562~ LET,

switch# configure terminal
switch (config)# ip nat pool pooll 30.1.1.1 30.1.1.2 prefix-length 24
switch (config) #

RIZ, Ry N =7~ 7 2 LT NAT 7=V &2 Elcd 2612~ LE7,

switch# configure terminal
switch (config)# ip nat pool pool5 20.1.1.1 20.1.1.5 netmask 255.0.255.0
switch (config) #

Z OFITIL ip nat pool & address =~ R&ffEH L TNAT 7— /L& {ER L, 7 r—
JVIPT RLADHEHIPFZERL £,

switch# configure terminal
switch(config)# ip nat pool pool7 netmask 255.255.0.0
switch (config-ipnat-pool)# address 40.1.1.1 40.1.1.5
switch (config-ipnat-pool) #

wOFNL, NAT 7— LV OHIG T EEZRLET,

switch# configure terminal
switch(config)# no ip nat pool pool4
switch (config) #

L= — I

EET) A MDEHRTE
WA H—T oA RN, 2 —T 2 ADIPT RLADEETLY XA NERETXET,
1R BRI

T=NDEEILY A FERET LN, T 7=V ERELTIZSIN,

FIRDHE

1. switch# configureterminal
2. (f£E) switch#ip nat inside sourcelist list-name pool pool-name [overload]
3.  (fEE) switch#ip nat outside source list list-name pool pool-name [add-route]
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REEIETT KLRADH A F3 v 4 Twice NAT 0 [

FIE D
FIE
ARV RFERERETI VI Y By
R w 71 | switch# configure terminal JTa—)L a7 4 X2 lb—3ay e— REELG
LET,
ATw 72| (JEE) switch#ip natinsidesourcelist list-namepool | 4 —/N—1— ROFEIZ ) 0b 53, 7 — L& H
pool-name [over load] LT NAT WHEE0 Y A &R L £,
ATwF3| (IE&E) switch#ip nat outsidesourcelist list-name | A —/3—1— K732 L7 —/L %2 L T NAT 446
pool pool-name [add-route] HEETLY A M EERLET,
15l
KIZ, A= "—a— RO\ T— /L& L TNATHNEEE LY A R 2Bk 5 6%
RLET,

switch# configure terminal
switch(config)# ip nat inside source list listl pool pooll
switch (config) #

WIZ, === FDH DT —/VafEH L TNATHEIRE LY A F 2B 5612
%Li—é‘o

switch# configure terminal
switch (config)# ip nat inside source list list2 pool pool2 overload
switch (config) #

RIZ, A—="—m— RO\ T =)L 2 L TNATAMTEE T ) A 2Bl 501 %
ALET,

switch# configure terminal
switch(config)# ip nat outside source list list3 pool pool3
switch (config) #

REEETT7 FLADF A4 F 3 v Twice NAT DEXE

WIS WD E ., N T 7 4 v ZIENEA v H—T = A ADBIERA o H—T7 = A AITT
NET, WEHEETTT RLVAIZIIZF AT I v 7 MG MNAT 2R ETE£7,

1R BHIIZ
AA Y FTNAT A RT—T NN o TNWAZ L 2R L E T,
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B msEz7 FLROF A F 3 90 Twice NAT DETE

FIEDHE
1. switch# configureterminal
2. switch(config)# ip nat outside source static outside-global-ip-address outside-local-ip-address |
[tcp | udp] outside-global-ip-address outside-global -port outside-local -ip-address outside-local -port
[group group-id] [add-route] [dynamic]
3. switch(config)# ip nat inside source list access-list-name [inter face type slot/port overload | pool
pool-name ] [group group-id] [dynamic] ]
4. switch(config)#ip nat pool pool-name [startip endip] {prefix prefix-length | netmask network-mask}
5. switch(config)# interface type slot/port
6. switch(config-if)# ip nat outside
7. switch(config-if)# exit
8. switch(config)# interface type slot/port
9. switch(config-if)# ip nat inside
FlED
FIE
ARV RFERRETI a3 Y B#J
R T 71 | switch# configure terminal JFa—s L ary7 4 X o b—vay E'— Nadh
L/ \i—g—O
R v 72 | switch(config)# ip nat outside source static N7 o — )L 7T RLAZNEa— AL 7 KL &
outside-global-ip-address outside-local-ip-address | [tcp | - zs#14- 7 P EFENEE— AL NS T 4y S E
| udp] outside-global-ip-address outside-global -port NERZ TSI R 5T ¢ 2 (B 5 51T A
outside-local-ip-address outside-local-port [group > o NAT %2 L4
group-id] [add-route] [dynamic] 7Y R °
group ¥ —U— Rk, BN ET D7V — T %2 WRE
LET,
R F v 7 3 | switch(config)#ip nat inside sourcelist access-list-name| 4 — R —wm— KOG IZnb 5T, 7 — /L& {F f
[interface type dot/port overload | pool pool-name ] LTNAT N Y — 2 Y 2 R 2B+ 5 - L2 k-
[group group-id] [dynamic] ] T HAF Iy V—ABWRERL LET,
group ¥—7U— N, BWNET D7 N — T ZRIE
LET,
2Fv T4 switch(config)# ip nat pool pool-name [startip endip] Ja—/ VP T KU AO#IF T NAT 7' — /L &2 B
{prefix prefix-length | netmask network-mask} LET, IPT7 FLRIE., FL 74w 7 AEE713
Fy MU= RAZEMER LTI 4 NZ Y TSR
\i j—O
Z 5+ 7 5 | switch(config)# inter face type slot/port Mo BT 2 f ABREL, A H—Txf 2 Ay
T4 F¥al—varyT—FRFERBLET,
R T 7 6 | switch(config-if)# ip nat outside AV B =T oA ARy MU =7 IHHR L&

B
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SMEBEETT FLADZ A F 3 v ¥ Twice NAT DERE .

ARV RFERETI Va3 B#)
R v 77 | switch(config-if)# exit A H—T A A a7 4 Falb—aryF—FK
ERTL, Za—rarry s Xalb—va s E—
RIZERY £79°,
R T w 7 8 | switch(config)# interface type slot/port AV HE—T oA ABRZE L. /o X —T AT

TA4Xal—varEw—RERBLET,

R T v 79 | switch(config-if)# ip nat inside

NAT DR THLINE R Y NI =72 F—T =
A AR LET,

S ERIELS

FIEDEE

T

1
W, WEBRIE LT RLADF A F X v 7 W5 NAT 2% ET 562" LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# ip nat outside source static 2.2.2.2 4.4.4.4 group 20 dynamic
switch(config)# ip nat inside source list acl_1 pool pool_ 1 overload group 20 dynamic
switch (config)# ip nat pool pool_ 1 3.3.3.3 3.3.3.10 prefix-length 24

switch(config) # interface Ethernetl/8

switch(config-if)# ip nat outside

switch (config-if)# exit

switch (config) # interface Ethernetl/15

switch(config-if)# ip nat inside

KLADSAF v Twice NAT DEETE

WNEEE DS, N T 74 v I3 v Z—T = A AMBNEA v Z—T = A AT
NET, HMBEETT FLRICHE AT I v 7 WM NATA R ETE £7°,

1R BRI
ZA o FTNAT "4 X —T IR o TNBZ L 2R LE T,

1. switch# configureterminal

2. switch(config)# ip nat inside source static inside-local-ip-addressinside-global-ip-address | [tcp |
udp] inside-local-ip-address local-port inside-global -ip-address global -port [group group-id]
[dynamic]

3. switch(config)# ip nat outside sourcelist access-list-name [inter face type slot/port pool pool-name

] [group group-id] [add-route] [dynamic]

switch(config)# ip nat pool pool-name [startip endip] {prefix prefix-length | netmask networ k-mask}

switch(config)# interface type slot/port

switch(config-if)# ip nat outside

switch(config-if)# exit

switch(config)# inter face type slot/port

o N® G A
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AETFA4VIELVSFALF 2y NAT EHDHR

9. switch(config-if)# ip nat inside
FIED %
FIE
ARV KRFEREETI a3 Y B#J
R T w 71 |switch# configure terminal Ja—x) a7 4 Falb— gy ET— Raefls
LET,
R T 72 | switch(config)# ip nat inside source static NI 2 — )L 7 RLAEZRNEe—HL 7 KL A
inside-local-ip-addressinside-global-ip-address | [tCp | | |z #4275, F7- 13N m—HL T 7 4 v 7 %
udp] inside-local-ip-address local-port NEZ 0 — L N5 T 4y 2T B L D IC A S
inside-global-ip-address global-port [group group-id] e
[dynamic] T4 v NAT #RELET,
group ¥—7— Rk, BN ET L7V — T2 RE
LET,
Z w7 3 | switch(config)#ip nat outside sour celist accesslist-name| —*— 1 % F§ L C NAT AAEB5E2T U 2 N & 1ERRT
[interface type dlot/port pool pool-name ] [group B LIk oT, BAF I v 7 E T EMA TS L
group-id] [add-route] [dynamic] *4
AT v 7 4 | switch(config)# ip nat pool pool-name [startip endip] 77—V P 7 R L ZAOHPH T NAT 7 — /L Z {ERk
{prefix prefix-length | netmask network-mask} LET, IPT RLVRAK, V74 v 7 AEEHIT
Xy M= A7 B LTI VE2 ) TSR
£7.
R T w 7 5 | switch(config)# interface type slot/port AV —T oA ARZEL. /X —T AT
T4 X2l —var T NEBBLET,
AT 7 6 | switch(config-if)# ip nat outside A B =T 2 A RNy NT— 7 IZHHE L &
—g—O
R T v 71| switch(config-if)# exit Ao B =Tz A AT 4 Fal—ary F—R
EHRTL, Za— i vary 7 4 Fal—varE—
FIZERD £,
R T w 7 8 | switch(config)# interface type slot/port AV EBE—T 2 A AEZEL, A2 F—T A AT
TJA4F¥alb—vary Ew—RERBLET,
R T v 79 |switch(config-if)# ip nat inside NATDORETHANER Y KT —T 12 v F—T =

A AR LET,

1
KIZ,
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switch# configure terminal
Enter configuration commands, one per line.

s4+zvo 07 |

End with CNTL/Z.

switch(config)# ip nat inside source static 7.7.7.7 5.5.5.5 group 30 dynamic
switch (config)# ip nat outside source list acl_2 pool pool_ 2 group 30 dynamic
switch (config)# ip nat pool pool 2 4.4.4.4 4.4.4.10 prefix-length 24

(
(
switch (config) # interface Ethernetl/6
switch(config-if)# ip nat outside
switch(config-if)# exit

switch (config) # interface Ethernetl/11
switch(config-if)# ip nat inside

FA4F2 v NATEHBDS )T

FAFI v s BME S VT BT, ROMEEEFITLET,

avU kR

S

clear ip nat trandlation [ all | inside
global-ip-address local -ip-address [outside
local-ip-address global-ip-address] | outside
local-ip-address global-ip-address ]

FTRTCERIIFHEDF AT I v I NATEH: %
BB L £,

1

RIS, TXTOIAT Iy 7 EWME T VT 3561 2R LET,

switch# clear ip nat translation all

I, WET R A LAY RLADF A F 3

switch# clear ip nat translation inside 2.2.

FAF 3 v NAT DERTEDHEE

v B s VT o0 AR LET,

2.2 4.4.4.4 outside 5.5.5.5 7.7.7.7

XA T v 7 NAT DR EZEFRRT HITIE, WOEEEZITTWVET,

avwo kR

B8

show ip nat translations

AT I I EMEEZSLT 7T 47 72% v b
U—7 7 KU AZLH#H (NAT) Bz R L
T

T M UBMERBLIOMEH SN HEFR &
BEHT—T )N = N OBINEREYFERL
jzjﬂo

show ip nat trandlations verbose

IAT Iy 7 EMEGLT 7T 47 0xy b
U—7 7 RUAZH (NAT) Bz iiro7
WIERTERRLET,

show run nat

NAT OB EERR L ET,
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451
WIZ, NAT DEITa L 7 4 Fal—2a b E2ERTLHHZ2RLET,

switch# show run nat

!Command: show running-config nat
!Time: Wed Apr 23 11:17:43 2014

version 6.0 (2)A3 (1)
feature nat

ip nat inside source list listl pool pooll

ip nat inside source list list2 pool pool2 overload
ip nat inside source list list7 pool pool7 overload
ip nat outside source list 1list3 pool pool3

ip nat pool pooll 30.1.1.1 30.1.1.2 prefix-length 24

ip nat pool pool2 10.1.1.1 10.1.1.2 netmask 255.0.255.0
ip nat pool pool3 30.1.1.1 30.1.1.8 prefix-length 24

ip nat pool pool5 20.1.1.1 20.1.1.5 netmask 255.0.255.0
ip nat pool pool7 netmask 255.255.0.0

address 40.1.1.1 40.1.1.5

WIZ, T 7T 4772 NAT BHfam R+ 562~ LET,
F—N—a— RO H LN —v

switch# show ip nat translation

Pro 1Inside global Inside local Outside local Outside global
icmp 20.1.1.3:64762 10.1.1.2:133 20.1.1.1:0 20.1.1.1:0
icmp 20.1.1.3:64763 10.1.1.2:134 20.1.1.1:0 20.1.1.1:0

switch# sh ip nat translations verbose

Pro Inside global Inside local Outside local Outside global
any 1.1.1.1 10.1.1.2 -—- -—-

Flags:0xl Entry-id:0 State:0x0 Group id:0 Format (H:M:S) Time-left:0:0:-1
icmp 101.1.0.1:65351 101.0.0.1:0 102.1.0.1:231 102.1.0.1:231

Flags:0x82 Entry-id:101 State:0x3 Group_id:0 VRF: red Format (H:M:S) Time-left:12:0:9
udp 101.1.0.1:65383 101.0.0.1:63 102.1.0.1:63 102.1.0.1:63

Flags:0x82 Entry-id:103 State:0x3 Group_id:0 VRF: red Format (H:M:S) Time-left:12:0:9
tcp 101.1.0.1:64549 101.0.0.1:8809 102.1.0.1:9087 102.1.0.1:9087

Flags:0x82 Entry-id:102 State:0xl Group id:0 VRF: red Format (H:M:S) Time-left:12:0:9

syn:0:1:9 fin-rst:12:0:9

F—R—a— RO RN T — L

switch# show ip nat translation

Pro Inside global Inside local Outside local Outside global
any --- -—= 177.7.1.1:0 77.7.1.64:0
any --- -—= 40.146.1.1:0 40.46.1.64:0
any --- -—= 10.4.146.1:0 10.4.46.64:0

switch# show ip nat translations verbose
Pro Inside global Inside local Outside local Outside global
any 1.1.1.1 10.1.1.2 -—= -—=
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nat geattsmorz i}

Flags:0xl Entry-id:0 State:0x0 Group id:0 Format (H:M:S) Time-left:0:0:-1
any 101.1.0.1 101.0.0.1 -—= -—=
Flags:0x0 Entry-id:92 State:0x3 Group id:0 VRF: red Format (H:M:S) Time-left:12:0:11

NAT #f 5T IEEHR O R

Fy NU—27 7 RLAEH (NAT) MeHEREFR T DT, ROEEEZFITLET,

avw ok EL:y

show ip nat statistics Xy NU—27 7 RLALEH (NAT) #ita#
~LET,

i

WIZ. show ip nat statistics =~ > KW > 7Vl E R L £,

NAT #EETIBEERD I U7

Fv =27 7 RUREH (NAT) #EHEHZ 27 V735121, ROX AT #FTLET,

avw Uk EL:y
clear ip nat Statistics X NU—27 7 FL 225 (NAT) #EHER

TRV EIZ VT LET,

451l
clear ip nat statistics =~ > Ri%X, v hU—27 7 KL A& (NAT) #it= hVU %
7UT7LET,

switch# clear ip nat statistics

Total expired Translations: 0
SYN timer expired:

FIN-RST timer expired:
Inactive timer expired:

Total Hits: O

In-Out Hits: O

Out-In Hits: O

Total Misses: 0

In-Out Misses: 0

Out-In Misses: 0

Total SW Translated Packets: 0
In-Out SW Translated: 0
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B 5 s rsovzmssvzns L7y rORE

Out-In SW Translated: O

Total SW Dropped Packets: 0

In-Out SW Dropped: O

Address alloc. failure drop: 0
Port alloc. failure drop: O

Dyn. Translation max limit drop: O
ICMP max limit drop: 0

Allhost max limit drop: O

Inside / Outside source list:
Missed: 0

Bl : FAFTIVIEBMBEUERE A LTI FDERTE

W2, 778 AV A REHRELTEAFT I v I —_"—ag—RKxy hU—27 T KL &
M (NAT) Z2RETHHlERLET,

Switch> enable

Switch# configure terminal

Switch(config)# ip access-list acll

Switch (config-acl)# permit ip 10.111.11.0/24 any

Switch (config-acl)# deny udp 10.111.11.100/32 any

Switch (config-acl) # exit

Switch (config) # ip nat inside source list acll interface ethernet 1/1 overload

Switch (config) # interface ethernet 1/4

Switch (config-if)# ip address 10.111.11.39 255.255.255.0

Switch (config-if)# ip nat inside

Switch(config-if)# exit

Switch (config) # interface ethernet 1/1

Switch (config-if)# ip address 172.16.232.182 255.255.255.240

Switch (config-if)# ip nat outside

Switch (config-if)# exit

Switch(config)# ip nat translation tcp-timeout 50000

Switch (config
(
(
(

)

)# ip nat translation max-entries 300
Switch (configqg)

)

)

ip nat translation udp-timeout 45000

#
Switch(config)# ip nat translation timeout 13000
#

Switch (config

VRF %3 ii: NAT [ZBE9 5 15%R

VRF s NAT 1%, AZT 4 v 7 BIOREAFI v 7 NATHRECTHER— b ENET, b
T4 TN, T 74 RSO VRE (NER) 2SR UF 7 40 SO VRE (ORH) 1Tiid
HEITHREZINTWAHEES, IPNAT 2~ RO match-in-vif 27 a3 VA EET HHLEN D
nET,

NZ 74y, T 7N NUSD VRE (N 2267 7 4L 5@ VRE (AMF) 123 s X
IZHTEINTWABES ., IPNAT =2~ > RO match-in-vif 7> 9 V2 EETAHZ LIXTE
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westis NAT oz [

i, NAT OREBEENT 74V D VREF A v Z—T 2 ATHRESNTWVWAEES ., NAT O

AR E T

T 7V NUSD VRF A vV Z—T = A ATV HR—
NAT NEA v F —7 = A ADHE L VREBTEBE LT FL AN

FERFEE A,
RE SN TWVAEES . NAT

A B =T 2 A AT TV D VREA v X —T 2 A AT HZ LT TEERATZEZ
X, vifA L viBB BRI CIEETY 7 Xy FE2EONATWNE A v X —T7 =214 AL LTHREIN,
NAT MR A v H—T = A ZAET 74/ F VRF & LTHRESINTW=E LET, 20k H 7k
FETIE, NATHME A v F—T = A AN NAT WA > F—T = A A~DT sy NOV—T 4
YITMBNENTH DD, NAT (FHHA— S EHA,

VRF %t )it> NAT D% E

FIRDHE

F IR D FH

FIE

146> BT
ZA v FC NAT 73 A F—

1. switch# configure terminal

TN TNDB Z L R LET,

2. switch(config)# [no] ip nat inside | outside sourcelist ACL_NAME [interface INTERFACE NAME
overload ][pool POOL NAME overload ] [group group-id] [dynamic] [ vrf <vrf-name>

[match-in-vrf] ]

3. switch(config)# [no] ip nat inside| outside source static LOCAL IP GLOBAL IP | [tcp | udp LOCAL
IP LOCAL PORT GLOBAL IP GLOBAL PORT ] [group group-id] [dynamic] [ vrf <vrf-name>

[match-in-vrf] ]

4. switch(config)# interface type slot/port [ vrf <vrf-nameip nat inside| outside

ARV RFERETIVa Y

B8

R T w 71 |switch# configure terminal ra—nN)ary7 4 Xal—ary F— NG
LET,
25 7 2 | switch(config)# [no] ip nat inside| outside sourcelist | VRF [E# % 1 3 v 7 NAT % (B % 7= 13515 L
ACL_NAME [interface INTERFACE NAME overload E
][pool POOL NAME overload ] [group group-id] ) ) \
[dynamic] [ vrf <vrf-name> [match-in-vrf] ] group ¥ —7— Ni%, BN ET 57— T ZWRE
LET,
R Fw 7 3 | switch(config)# [no] ip nat inside | outside source static | VRE A& D A X 5 4 v 7 NAT ZVERLE 7= 1380 L

LOCAL IP GLOBAL IP | [tcp | udp LOCAL IP LOCAL
PORT GLOBAL IP GLOBAL PORT ] [group group-id]
[dynamic] [ vrf <vrf-name> [match-in-vrf] ]

i'ﬁﬂo

group *—U— K|
L&,

I, EMDET D TN —T B IRE
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AETAVIBEUTAF S v NATEBRORE |

ARV RFERETIVa Yy

B8

R v 7 4 | switch(config)# interface type slot/port [ vrf <vrf-name

ip nat inside | outside

VRF %A v Z—7 = A4 A TNAT A R — 7T
L%,

showrunnat =<2 ROH B L T 7ZE 0,

#show run nat

feature nat

ip nat inside source static 1.1.1.1 1.

1.1.100 vrf red match-in-vrf

ip nat outside source static 2.2.2.200 2.2.2.2 vrf red match-in-vrf add-route
ip nat inside source list nat-acl-inl pool pool-inl vrf red match-in-vrf overload
ip nat outside source list nat-acl-outl pool pool-outl vrf red match-in-vrf add-route

interface Ethernetl/3
ip nat outside

interface Ethernetl/5
ip nat inside

N3548#show ip nat translation verbose
Pro Inside global Inside local
any 1.1.1.1 10.1.1.2
Flags:0xl Entry-id:0 State:0x0
icmp 101.1.0.1:65351 101.0.0.1:0
Flags:0x82 Entry-id:101 State:0x3
udp 101.1.0.1:65383 101.0.0.1:63
Flags:0x82 Entry-id:103 State:0x3
tcp 101.1.0.1:64549 101.0.0.1:8809
Flags:0x82 Entry-id:102 State:0x1

syn:0:1:9 fin-rst:12:0:9

B 57499 B&UH 1739 NATEROEE

Outside local Outside global

Group_1id:0 Format (H:M:S) Time-left:0:0:-1
102.1.0.1:231 102.1.0.1:231

Group 1d:0 VRF: red Format (H:M:S) Time-left:12:0:9
102.1.0.1:63 102.1.0.1:63

Group 1d:0 VRF: red Format (H:M:S) Time-left:12:0:9
102.1.0.1:9087 102.1.0.1:9087

Group 1d:0 VRF: red Format (H:M:S) Time-left:12:0:9
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