hash

*Bash [Z2W\W T (1 X—Y)

eBash ~O7 7t & (1 =)

HERENL— MCZABL—L a0 F D (28— )
*Bash == FOfi| (3 ~—)
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Cisco NX-OS CLI {2/l 2T, Cisco Nexus 3500 77 > N 7 #+— 2 A4 v F % Bourne-Again SHell

(Bash) ~DO7 7 A%HHR—hKhLET, Bashidx, =—VF—NANLica~vr FERFv=v
AT VT Ibgisr b za~vy REMIRLET, BashzfHT5E, 734 A LR L
2% Linux Y AT AT VB A LTV AT AEEHTE £,

Bash ~D7 U X

Cisco NX-OS T, Cisco NX-OS dev-ops = —/LF 721% Cisco NX-OS network-admin & —/L{Z
HTT b lza—F T H UMb Bash (7 7 BATEET,

WOHNE, dev-ops ©—/b & network-admin 7 —/LOMERZ /R L TV ET,

switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

bash .
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Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

featurebash-shell =2~ K& E4T79 5 &, Bash RAEMI 2V £,
Z ®runbash =+ Rid Bash 5t iAH, 2—HF—DFR—LT 4 L7 MU DGR LET,
WOBENL, Bash v = /VHSBEZ AT 5 5L, Bash T35 HEEZRLTHVET,

switch# configure terminal
switch(config)# feature bash-shell

switch# run bash
Linux# whoami

admin

Linux# pwd
/bootflash/home/admin
Linux#

)

GE)  runbash<[=~> K (command) ] > =~ RCBash 2~ REFITTHILHTEE

HERZIL—

. bash

‘j‘o
LRl runbash<[22<> K (command) | > 2~ ROFITT,

run bash whoami

MIIXAL—L 3095
EHEL—Y—ORHEIL, V—F T2 B ADOKEET AT L — g o TEET,
LT, HREZ = AN L—ya v d 5720004 KT A4 TY
« FiHEZ root ICZ A L— 3 U TE LZOFEHEL—YF —DHRTT,
HMERAEZAH L— 3 U DRI, Bash 2T H2MERH D £7°,
croot ~DT AN L—3 g NIRRT — ROR#ESNTOET,

A A —T 2 A AH I LT root =T —Z HHH L= A A v F~DSSH Tli, root
Z—HF—@ LinuxBash = /V ¥ A X TV EART 74V M2V ET, NX-OST =)L 7
IR RCREBTEDIZvsh AN LET,

WROHIL, FHEZ rootiCT AT L —a T 5 HEE, AN LV—ra U ERT D HEEFR
AL TWET,

switch# run bash
Linux# sudo su root
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We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

Password:

Linux# whoami
root

Linux# exit
exit

Bash a7 > KD

Ok v aiZit, Bash a~y REHAOFINEENTWET,

AT LfEHERO R

WIZ, VAT DRFHEROR T ITEOH ZRLET

switch# run bash
Linux# cat /proc/meminfo

MemTotal: 3795100 kB
MemFree: 1472680 kB
Buffers: 136 kB
Cached: 1100116 kB
ShmFS: 1100116 kB
Allowed: 948775 Pages
Free: 368170 Pages
Available: 371677 Pages
SwapCached: 0 kB
Active: 1198872 kB
Inactive: 789764 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 888272 kB
Mapped: 144044 kB
Slab: 148836 kB
SReclaimable: 13892 kB
SUnreclaim: 134944 kB
PageTables: 28724 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 1897548 kB

Committed AS: 19984932 kB
VmallocTotal: 34359738367 kB
VmallocUsed: 215620 kB
VmallocChunk: 34359522555 kB
HugePages Total: 0
HugePages Free: 0
HugePages Rsvd: 0

Bash 3 < > KD .

bash .
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HugePages_Surp: 0
Hugepagesize: 2048 kB
DirectMapédk: 40960 kB
DirectMap2M: 4190208 kB
Linux#

CLI A* 5 @ Bash MET

wOHIE. CLI A5 run bash <command> =~ > F&H LT bash =~ RE2FEITT 5 HEE
KL TWET,

switch# run bash ps -el

F S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD

4 3 0 1 0 0 80 0 - 497 select ? 00:00:08 init

58 0 2 0 0 75 -5 - 0 kthrea ? 00:00:00 kthreadd

1 s 0 3 2 0 -40 - - 0 migrat ? 00:00:00 migration/0
18 0 4 2 0 75 -5 - 0 ksofti 2 00:00:01 ksoftirgd/O0
58S 0 5 2 0 658 - - 0 watchd 2 00:00:00 watchdog/0
1S 0 6 2 0 -40 - - 0 migrat 2 00:00:00 migration/1
18 0 7 2 0 75 -5 - 0 ksofti 2 00:00:00 ksoftirgd/1l
58S 0 8 2 0 58 - - 0 watchd 2 00:00:00 watchdog/1
1S 0 9 2 0 -40 - - 0 migrat 2 00:00:00 migration/2
1S 0 10 2 0 75 -5 - 0 ksofti 2 00:00:00 ksoftirqgd/2
58S 0 11 2 0 658 - - 0 watchd 2 00:00:00 watchdog/2
1 s 0 12 2 0 -40 - - 0 migrat ? 00:00:00 migration/3
1 s 0 13 2 0 75 -5 - 0 ksofti ? 00:00:00 ksoftirgd/3
58S 0 14 2 0 58 - - 0 watchd 2 00:00:00 watchdog/3
4 3 0 8864 1 0 80 0 - 2249 wait ttySo 00:00:00 login

4 S 2002 28073 8864 0 80 0 - 69158 select ttySO 00:00:00 vsh

4 R 0 28264 3782 0 80 0 - 54790 select ? 00:00:00 in.dcos-telnet
4°S 0 28265 28264 0 80 0 - 2247 wait pts/0 00:00:00 login

4 S 2002 28266 28265 0 80 0 - 69175 wait pts/0 00:00:00 vsh

1 S 2002 28413 28266 0 80 0 - 69175 wait pts/0 00:00:00 vsh

0 R 2002 28414 28413 0 80 0 - 887 - pts/0 00:00:00 ps

switch#

Bash 5\ 5 @D Python D EAT

. bash

WDHNL, Pythonz 1 — KL, PythonA 7 V=7 hEFEHLTAL v TFE2HERT D HIEEZRL
TWET,

switch# run bash
Linux# python
Python 2.7.5
[GCC 4.3.2] on linux?2
Type "help", "copyright",
Loaded cisco NxOS 1lib!
>>>
>>>
>>>
>>>

(default, May 16 2014, 10:58:01)

"credits" or "license" for more information.

from cisco import *

from cisco.vrf import *

from cisco.interface import *

>>> vrfobj=VRF ('myvrf')

>>> vrfobj.get name ()

'myvrf'

>>> vrfobj.add interface('Ethernetl/3')
True
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Bash /A 5 @ Python M3E1T .

>>> intf=Interface ('Ethernetl/3')
>>> print intf.config()

!Command:

show running-config interface Ethernetl/3
!Time:

Thu Aug 21 23:32:25 2014

version 6.0(2)U4 (1)

interface Ethernetl/3
no switchport
vrf member myvrf

>>>

bash .
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