URFLAVvE—SOX LY ORE

ZDOETIE, CiscoNX-0S TNRA A ETYVAT A A yb®— aX oV ERET D HEICON
THEHALET,

ZOET, WONETHRLSINLTWET,
c VAT L AvE—T BX VO, on page 1
¢ VAT A AvE—Y X OFEEFRELOHKIER G —)
C VAT A AvE—T aX DT 7 4V Fi%IE, on page 3
c VAT AA =YX TORE 42—)
s VAT A Av—Y BX IO EHER, on page 20
VAT A A=Y X TORTEH (21 =)
« EOMDOBEGE (22 X—)

~ — o~ b ~ » E\

DATLAYytE—D OX T DM

VAT LAy aX o e EH L, VAT AT e ARERT DA v E—
VOBRKEEZTA4NEZ VT TEET, Iiktyary, 7 7y A0, BEXOUVE—K ¥
AT LD Syslog h—/S~DOu XU T ERFETEET,

VAT LA YE—VDT 4=y FBIOT A ABRAERT DA vE—TOFEMICOWTIL,

[Cisco NX-OS System Messages Referencel] &2 L T 72 &0,

FTITFINVETIE, TXA AT Z—IF LBy vailAvke—VaHAL, v 77402
VAT A Ayve—VEu gL ET,

WORIZ, VAT LA vE—VTHHEINTWIERELRLET, BEREZRET D55

VAT HFZEDLNVUTORA v =V E N LET,

Table 1: VR T L A v 2—CDERE

LRI Bl

0: B2 VAT BDMEAE]

1:77—F VRS AL B 203 2 B

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |
. Syslogt—/\

LR & EA

2: 7 UT 4T VT 4 IIVIREE

3: 27— = 7 —IKHEE

4 = /NS

5 : g BN R 2B 5008
6 : T W2 HEHA v E—Y

1Ty T | TRy ST D BFT

TNNAAIERKEO, 1, FHIE2DAvE—=VDI 6, HHD 100 A vtE—% NVRAM
N LFET, NVRAM ~Oua X Z IR ETXEEA,

Ao —UERAERLET7 7o) T 4 EERKEICESWTRRTHIVAT AR vy E—VERET
=FET,

Syslogtr—/\
syslog #— 3%, syslog 7’0 F A/VZHEASNWT U AT A Ay =V AT HVE— K VAT
A ETEVMEL £9, IPv4 £/ IPv6 @ Syslog — %K 8 DRETXET,

777V ITNOTRTDAA »TF Tsyslog b — DR UREE Y AR— T 5H72DIZ, Cisco
Fabric Services (CFS) Z{# ] L C syslog ¥ —/\i% & & Fifi T& 9,

N

Note  f5A10>7 /S f ZAFIHEIEIC, A v — VD syslog h— KB SN D DIE, F v hT—7 D)
Witk T,

t & 2 7 73 Syslog H—/\

CiscoNX-0S U U —2 92(1) LIETIE, VE—bh aX o7 =X 2T R TLS N T
AR— M A AR — M2 K 9 ICSyslogV—"ZRETEET, S HIT, MHARIEORIEIC
LFoTNXOS AL v F (VFAT >N OTATT 4T 4 &b EnTEET,
NX-0S ZA v F DA, ZOREHEIEX TLSvI.1 BLONTLSvI2 %R —k LET,

¥ 2 7 77 Syslog h— SORETIE, T /31 AFREHES L OWE (L 2429 % 7212 TCP/TLS
FIUAR—IBIOEXF2 VT 0 Fu harzEHLET, 2o+ sLe,. (75
AT hE LTH#EEL T D) CiscoNX-0OS 734 AN, aX o 7t ¥ a7 ez R —
F42% (=L L THEREL TV D) UE— b Syslogh— NIk L CEF 27 R ES{b &N
TR RERAMNL T DL 0220 9, siFERESfbic kv, ZoMETIE, &
X2V T A RESN TRV R Y N —7 ETh X a7 RBELZEATE E7,

s A0k



| Y2762y E—nX IORE
YRFL A ve— axvrnxEsEssUHnsE ]

VATLAYvE—20OX S NDFEFTEL LUHIKHNEIE

VAT A A=Y aXr JIIROBRELOEBEFHEFNFERRID D 7,
VAT A Ay —UE, TN RTaryI—RBLOR S T A NVIZEESNET,

e syslog V— NIZRBET DHNCH I END VAT L A=Y (A== NRA Y T 7T 4
T Ayb—URF L TA Y A= E) 13X, syslog P— NICEETEEHA,

«Cisco TlX, 9 _XCTHOTut20Onl L L%2T 74/ bOFEHFFT L2 L2 HEL T
WET, LR BIFTEVEICERET D &, BRI Tldleisyslog A v E— UMK
RINAHEEERHV FT, ZNHD XA vE—d, BRolT 7 — A EBERT A REEMEN
HY . EEILTACIC L AEHWR NI TNy a—F 4 7 OBEBIEHR S ET, Cisco
T, 774NV FEDH EOL~LD syslog A vE—VEFAR—FLTOERA,

* Syslog DHIFRIZ L U | securePOAP pem 7 7 A /L4 D LFF1T 230 LFICHIE SN TV E
T2, X =27 POAP [ pem 7 7 A /L4 & LT 256 XLFDOESEZYR—FLTHET,

* CiscoNX-08 U U—292(1) LARETIE, VE—h BX 7 —"~DEF 2772 TLS b
TV AR— MELE YR — b9 5 L 91T Syslog M — N\EZRETEET, ZOMEEIX, TLS
vII BEIOTLSvI2 Y AHR— b LET,

s X 2T Jesyslogh— N3 N K (FEERL) A X —T oA RAENLTEETED X
2T DX, CoPP 7B 7 7 A VTR LERGANSH Y 97, FFiC, #konx
TP = RRRESNTVAEEA, BIOERB TS syslog WAER SN EE (77—
N7 o TPRBET TV r—vavil)

« EBE . syslog lZiZr—H XA L —URERSNET, 7272 L, NGINX 22 EO—H D
aVR—=FR 2 FTlE, BN UTC XA b = TERRAINET,

DATL A= OX DT I4ILNERE
WDORIZ, VAT A A= aX o I RIRA—EZDT 73V vREEZRLET,

Table2: T 7AW FDVATL A ytE—D AX UG NS A4

INTA—4H FI4I bk

ayvy—jaX s BRE2 T R—7

E=HF aX HRES T R—7 L

ay ZJryANaX ol | BERESOAyE—yaX o VNS x—7)1

EVa—uaxrs BERES T x1x—T

Ty VT XS | A x—=T

DRTLAYE—SOFX VT DHRE .
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B x570xvt—vox rome

NS A—4H FI4IE

S A DAL T HAL ﬂ‘

Syslog =X m¥ 7 | F =71

Syslog Y—/\FE ORcAT | b

VATLAYyE—OF T DERTE

N

GE)

Z OMEHED Cisco NX-0S 1< RKiZ, CiscolOS D a~ v RE BRI LEERNHHOTHEEL
TLIEEN,

— ~ ~ — ‘\\ N NS E l_._l
B—ZIFIL Y I UADVARTLAYyE—0O0FXF D TDERTE
BREIZESNT, avrY—b, Telnet, BLOSSHE Y a A v b=V T589
ST AERETEET,
FIFNEITIE, F—3IF by iarTcaX oA x—7 1 TF,

\)

Note

SUMMARY STEPS

NSO A WN A

A= DR — L— FHR 9600 R — (F7 4/ ) OBA. BAIED Critical (F7#+/L 1) &
XU LB SN E T, arY— L aX o S LA EELLY LT E, P T—
Avb—UnNERENET, uX S LULE BiFS (Critical £V 6 EIQ) i, =Y —
VDR — L— % 38400 R—ICEFETHMLENH Y F9,

terminal monitor

configureterminal

[no] logging console [severity-level ]

(Optional) show logging console

[no] logging monitor [severity-level]

(Optional) show logging monitor

[no] logging message inter face type ethernet description
(Optional) copy running-config startup-config

. VRTLAYE—OOFXF VT DHRE
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DETAILED STEPS

Procedure

B—3FLtyLavADYRTLA A ve—Y oxvsniE [

Command or Action

Purpose

R w 71 |termina monitor

Example:

switch# terminal monitor

FRAANRA L I — VI A v —UhEgE T3 L
SN LET,

ZFw o2 | configureterminal

Example:

switch# configure terminal
switch (config) #

Juau—)Lary7 4 xXal—g )y T— NELG
LET

Z v 73 |[no] logging console [severity-level ]

Example:

switch (config)# logging console 3

BESNEZERELZENLY EfLOBEKRED A v
v—Uhary— Nty ia U lEEETA LD IC,
TNRARAEHEELET, PNSVEIT, LVEVEK
EAERRLET, BEREIXO~ 7 OFHTT,

o0 : BRA

e1:77—%F

2:7UF 4V

3. T —

. 4 ;A

I

O
B
-

%
Ea

T TNy T

.
(@)}
T

BEREMEESNTWRWES, T 740 F0 20
ERENET, notr 7y aid, Avk—VEar
V—pca ST LT, ZADEEER T 4 B — T LIT
LET,

X+ 7 4 | (Optional) show logging console

Example:

switch (config)# show logging console

oY= uaX U TREEERLET,

R w 75 |[no] logging monitor [severity-level]
Example:

switch(config)# logging monitor 3

TNAARBESNTZERELZNLY EALOEK
JEORA =V hE=FICHEHKTEDLLIICLE
T, INEVEIE, KV EWEKRELZRLET, BEX
FEIX 0~ 7 OFPH T,

o0 XA

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Command or Action

Purpose

e1: 77—k
2: 70T 4
T —
Sy

B CEp

: T
TRy T
BREIL Telnet B L UNSSH v v a VA S E
kR
BEREMEESNTORWEGEA, T 744 FD2 MR
FHENES, nod 7 a g, Avk—V%

Telnet BEUNSSHE v g iza 455754 AD
Mherx T 4 v—7 I LET,

R 7 v 7 6 | (Optional) show logging monitor T R XU TREERRLET,
Example:
switch (config)# show logging monitor
R 7w 717 |[no]logging messageinter facetypeethernet description | o 25 4 2 v & —2 v ZINT, WA —P % v
Example: MV H =T 2 A ABLOY T A F—T =2 A R
switch(config)# logging message interface type xf Lf?ﬁ%%ﬁbﬂf% D& 5 (z Li—a“’ :O)E}E%
ethernet description X, £ V=T 2 ATREINTZHALFELCE D
T‘a‘o
not 7> a i, WA —Y Ry h A X —Tx
AADVAT I AvE—Y aJHNOA X —T7 =
A ABAOHIMEZ T 4 E—7 M LET,
R T w 7 8 | (Optional) copy running-config startup-config FEiFar 74X al—vark RAEX— | T v

Example:

switch (config) # copy running-config startup-config

Y74 Xalb—valat—LET,

Syslog A v —C MEIETID DERE

U E— b syslog h— NMTFEE SN D syslog A v B—DITHRA ML, IPT RLA £72137F A
kN SCFHN A5 K 912 Cisco NX-0S % ETE 7,

FIRDEE

1. configureterminal

. VRTLAYE—OOFXF VT DHRE
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FIRD

I7ANADYRTL 2 vte—onii ]

2. loggingorigin-id {hostname | ip ip-address| string text-string}

3. (EE)
4. (LE)

show logging origin-id

FIR

copy running-config startup-config

ARV RFEEETIVa Y

=)

R 7w 71| configureterminal Jua—s\var7 4 Xal—ay E— KEHh
fi LET
switch# configure terminal
switch (config) #

AT 72| % loggingorigin-id {hostname|ip ip-address| string| U <&— | syslog " —/ N2 %15 &5 syslog A v & —
text-string} JIGEMT AR A MM, IPT RV A £72137F A
Bl RSB & RE L E T
switch (config)# logging origin-id string
n9k-switch-abc

ATw 73| ({£E) showlogging origin-id U E— b syslog % —/NZHE(E S5 syslog A v E—
1 - VIAHnEND, EFHFDORA M, IPT L

y . R A, ERET A MCFHERFLET,

switch (config)# show logging origin-id
Logging origin id : enabled (string:
n9k-switch-abc)

ATv 74| (f£E) copy running-config startup-config FITar 74 F¥alb—vark, A¥—hrT v
51 Y74 Xal—varilar—LEd,

switch (config)# copy running-config startup-config

T7ANANDUARATL A vE—DEEER

VAT LA b=V ET 7 AMIRERT DL IICT A, R ERETEET, T 74/ FTIE
VAT A A v —1 /logflash/log/logfilename (ZFEEk S AV E T,

FIEOHE

configureterminal

[ no ] logging logfile logfile-name severity-level [ | size bytes ]

(&) show logginginfo

1
2
3. logging event {link-status| trunk-status} {enable| default}
4
5

(f£#&) copy running-config startup-config

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

FED FF 4
g
ARV REEEFET7IVa Y B
X w 71 | configureterminal JTa— )L a7 4 X2 lb— gy e— REELG
1 LET
switch# configure terminal
switch (config) #
AT 72 |[no]logging logfilelogfile-name severity-level [ | size | JEokisiflin 77 7 A V/RT A —R BB E LET,
bytes ] .
logfilename : A7 A A v —YORIFEIHEHT S
- 0y 7y ANDLHIERELET, T4 D
switch (config)# logging logfile my log 6 377’/f/VﬁééjiﬁnessageJ 7§7f0
severity-level : 1 7 \ZFdkT DR/ NOEKE L~V
ELET, INSVMEIX, KV EVWERELZRLE
T, T 7 AN NMIS TT, &HIZ0—7 TT,
0 A
e1:77—F
2.7 UT 4
*3: - T7—
4B
o5 : RN
<6 [H#
T TNy
sizebytes: A7 a L LT, &RT AN P AKX
ZARE L £, #iPHIL4096 — 4194304 /314 kT,
R w 73 |logging event {link-status| trunk-status} {enable| A B —T 2 A A ARy "X 7 LET,
default}
* link-status : 9-_XT® UP/DOWN £ vt —%
i - Y U'CHANGE # vb—U% 1 7 ik LET,
switch (config)# logging event link-status default
etrunk-status : 9 XCHO R T T AT —H A Ay
T—UhuX T LET,
eenable: R—h LD 7 4 Fal—3g
VEEEXLCEX TR RX—TNMIZT D K
I, FRELET,

II VRATLAvE—OFXFUTDH
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ES1-ABEUTTLUT 1 Avte—vonxvsniE [

AU RFERETIVa Y

B8

« default : 72 Z0HRIICERE S TRV A
VH—=T 2 A AT, T7HNIOOX U TRIE
EHEATALO, BELET,

ATv74

(f£&) show logging info
1 -

switch (config)# show logging info

RXCREEZRTLET,

ATvTH

(f£7#) copy running-config startup-config

1

switch (config)# copy running-config startup-config

FTar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilav—LET,

EVA-ILELV TV T a0 AyE—0XF050D

=L ==

ax &

FVa—ABIORT7 7 VT 4SOV TRETHA v E—VOERELBI O A LA T

DHENZRETEET,
SUMMARY STEPS
1. configureterminal
2. [no] logging module [severity-level]
3. (Optional) show logging module
4. [no] logging level facility severity-level
5. (Optional) show logging level [facility]
6. (Optional) [no] logging level ethpm
7. [no] logging timestamp {microseconds |milliseconds |seconds}
8. (Optional) show logging timestamp
9. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

25w 71 | configureterminal Ja—rYL Ay T 4 Xab— gy T— REth
Example: LET
switch# configure terminal
switch (config) #

R 7w 7 2|[no] logging module [severity-level] HESNEEREEITZENU LOERETHLE

Example:
switch (config)# logging module 3

Va—ng Ay—VkAFX=TMILET,
HKREL 0~ 7 O#PFATY,

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Command or Action

Purpose

o0 : BRA
e1:77—%F
2: 70T 4V

T TR T

BRENMEEINTWR2WEES, F7 4L D50
EHENET, nodF 7 ar2EHTLHE, £
Va—ual Ayve—URNF 4 —T IR F
7,

AT 7 3 | (Optional) show logging module FEVa— NV aX U TREARRLET,
Example:
switch (config)# show logging module
R T 7 4|[no] logging level facility severity-level RESNTEKEZZITTRU EORERKETH L

Example:

switch (config)# logging level aaa 2

. VRATLAvE—OFXFUTDH

EDT7 73 VT 460X 7 Ay —T% 4
F—T M LET, BEREILO~7 OFEHTT,

o0 : BRA
e1:77—%F

2: 7 UF 4V
3. T —

W 22

il

H
#

T TNy T

O
B
-

.
(@)}
T

=

FLERKELZTXTO7 7T 0 IZ#AT DI
Foal 77y VT 2EALET, 7740 MEZ
DWW T, show logging level =< > K& &M L CT<
I,

noA7varEERTsL, HESNZZ 7)Y
TADOUX L TEKENRT 74V DL~



| v2FL4vEe—SnF¥Li0H

ES1-ABEUTTLUT 1 Avte—vonxvsniE [

Command or Action

Purpose

ty bENFET, 77V T Ao BIOERELEE
Lo 7256, T XTCOT7 7 T 4 BENEN
DT 74NV FEKRKECIEY hERET,

A7 75 | (Optional) show logging level [facility] Ty VT4 ZEIC XS LAVRER KUY
Example: AT LDT 7NV LV EFRLET, 77v )
— SN TN . S
switch (config)# show logging level aaa 7 A %:]:E'ﬂi L/f‘ﬁﬁ)/jf“%‘j &i‘ j—J\VCO)7 i U
TADLNAPRRRINET,
A7y 76 | (Optional) [no] logging level ethom LAL3DA =P Ry A=k vx—Vx V7
Example: Ty IV E T s syslog A vE—YDORX TR
A LET,
itch fi 1 i 1 1 eth; ? o< S 0
ivg._;:>(con ig)# logging level ethpm no7f7‘/a ‘/%{Eﬁﬂﬁrét\ /(‘—‘H';F/ ]\ e ]\
O-ererg; 1-alert; 2-crit; 3-err; 4-vam; S-rotif; 6-infomy 7-deog <7j§b_3>*’0)syﬂ0glxfyﬁz“—i)5:5;j7?*7v]‘ODEIﬂ?
YT LVBMERI S IVET,
link-down Configure logging level for
link down syslog messages
link-up Configure logging level for
link up syslog messages
switch (config) #logging level ethpm link-down ?
error ERRORS
notif NOTICE
(config) # logging level ethpm link-down error ?
<CR>
(config)# logging level ethpm link-down notif ?
<CR>
switch(config)#logging level ethpm link-up ?
error ERRORS
notif NOTICE
(config)# logging level ethpm link-up error ?
<CR>
(config)# logging level ethpm link-up notif ?
<CR>
2w 77 |[no] logging timestamp {microseconds |milliseconds | n gy 7/ % 4 LA X LV THABELET, F7 4
[seconds} R TIEL BT,
Example: Note
switch(config)# logging timestamp milliseconds Zoa<wy N, AA v TFNTHREFEINLTWAE S
WCHEHSNET, ol AMBorF T H—RI
FEH S EE A,
AT 7 8| (Optional) show logging timestamp BESN-aX 7 H A LAY TR EZFRLE

Example:

B

switch(config)# show logging timestamp

DRTLAYE—SOFX VT DHRE II
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. RFC 5424 [Z#EHL L f=O X > 4 syslog DIERK

Command or Action Purpose

R 7 9 | (Optional) copy running-config startup-config Firar74FXalb—rvark, AF4—r7vy 7=
Example: V74 FXal—Iailat—LFET,

switch (config)# copy running-config startup-config

RFC 5424 [Z#H#L L =0 > 4 syslog DIERL
o< Rk, ROFETERTEET
* [no] logging rfc-strict 5424
« show logging rfc-strict 5424

FIEDHE
1. switch(config) #[NO] logging rfc-strict 5424
2. switch(config)# logging rfc-strict 5424
3. switch(config) #show logging rfc-strict 5424
FIIE D
FlE
OV RERETIVa Y B#
A TFw 71 |switch(config) #[N0O] logging rfc-strict 5424 (FF>ay) avry REEZT AN, 2137
DT 74N MCERELET
R T w 72 |switch(config)# logging rfc-strict 5424 Avbt—aX Ll 77 VT A REEL, Ay
Y= VORI D MEDBH D RFC 23 E L ET,
R T 73 |switch(contig) #show logging rfc-strict 5424 RFC 5424 |ZHEHLT 5 syslog R /R L ET

syslog —/\D X E
A\

Note o 2 oif, HEURIENL—T 4 > 7B L OEEE (VRF) A v AX  AZERT 59— LT,
syslog — "ZFRETH Z L A HELE L £9°, VRF OFEMIE#RIC W TiX,  [Cisco Nexus 9000
YU—=ANX-0S 2=F ¥ X b =T 4 VITRENA R 2ZRLTIZE0,

VAT A Ave—UEREETDH, VE—N VAT LAESHT D syslog ——E K KT8 H
RETEET,

. VRTLAYE—OOFXF VT DHRE
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syslog F—/\DE&TE .

SUMMARY STEPS
1. configureterminal
2. [no] logging server host [severity-level [use-vrf vrf-name]]
3. logging source-interface loopback virtual-interface
4. (Optional) show logging server
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

Z 5w 71 |configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
Example: LET
switch# configure terminal
switch (config) #

AT 72 |[no]logging server host [severity-level [use-vrf vrf-name]] | {57E S 7= A N4, IPv4 £7213 IPv6 7 KL AT

Example:

switch(config)# logging server 192.0.2.253

Example:

switch(config)# logging server 2001::3 5 use-vrf
red

Syslog Vr— "—Z 4k L £ 9, usewrf ¥—U— K%
HHT2E., Avt—Y BX¥ 7% VRE D ED
Syslog Hh—/"—{ZfRETE £ 7, usevrf vrf-name
F—U— &, VRFA4 DT 7 4V 72138 HEE
RLET, T 74/ KN VRF X, 77 4/L b TEHEH
VRF T, 7272 L. show-running 2~ > NiX7 7+
JVRDVRFZ# Y AR LERHA, EREZXO~T O
FHCF,

<0 BE
*1:77—1Fh
*2: 7 UT v
37—

<4 BE

« 5 AN

<6 [

T TN

FI7 3NV MDFRIET 7V T 1% local? T,

no 7> aid, fEELEZFRA DR X 7 H—
NEHIERLET,

ZORPDOETIX, 77U T o4 local 7 DTXTD
Ayb—UEERLET, 2HFBOHITIR, ERE

DRTLAYE—SOFX VT DHRE .
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SRTLAvE—oOX I 0HE |

Command or Action

Purpose

MNSUTDOA =%, VRFred DFEE I T-
IPv6 7 R L Z|ZHE%E LT,

Z 5w 7 3 | Required: logging source-interface loopback UE— bk Syslogh—"OFEETXA L F—T =2 A%
virtual-interface A 3 —F M LET, virtual-interface 515 1%
Example: 0~ 1023 T,
switch (config) # logging source-interface loopback|
5
R T 7 4 |(Optional) show logging server Syslog Y — R EAZFK T LET,
Example:
switch (config)# show logging server
R w 75 | (Optional) copy running-config startup-config EiTary 74 Xal—arvks, A¥—RF v a

Example:

switch (config)# copy running-config startup-config

V74X al—vala—LEd,

+ % 1 77 Syslog —/\DHTE

[no] logging server host [severity-level [port port-number][secure[trustpoint client-identity

FIEDHE
1. configureterminal
2.
trustpoint-name]][use-vr f vrf-name]]
3. ({£E) logging source-interface interface name
4. ({EE) show logging server
5. ({£&) copy running-config startup-config
FlED EHHH
FIE

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal Jua—r )L ary7 4 F¥al— gy E— REEhh
switch# configure terminal
switch (config) #

R T 7 2|[no] logging server host [severity-level [port FRESNIZAA MM, HDHWIXIPv4 £7213 IPv6 7

port-numberJ[secureftrustpoint client-identity
trustpoint-name]][use-vr f vrf-name]]

1

II VRTLAYE—OOFXF VT DHRE

R L AT Syslog —"&EELET, LEIIST
T, CAlZE o TBALEND I IA TV N TAT
T 4T AREAEE A A h—/L L. trustpoint



I VATFLAYvE—OOF VT DRE

CA uEEﬁi(D XE .

AU RFERETIVa Y

B8

switch(config)# logging server 192.0.2.253 secure

1

switch (config)# logging server 2001::3 5 secure
trustpoint client-identity myCA use-vrf red

client-identity 47> a A+ %5 Z & TH ARG
WA TEET,

T 2 7 72 TLS ##e D
Tﬁ‘o

T 7 AV MEEAR— ML 6514

ATvT3

UE— b Syslogh—"DFETLA L F—T =4 A%
A X =T M LET,

ATvT4

({£E) logging source-interface interface name
fi
switch (config)# logging source-interface 100
(f£&) show logging server
1 -

switch(config)# show logging server

Syslog Y= "REZFRRLET, secure 7T =

RETH%E. Mo VIR 7 AR— 1
%%%@iﬂéiﬁ’@@i# 77 4V KT
secure 7'V a UINRE SN TV eWEE, TV
AR—FITUDP T,

ATy 75

CE=D)
1

switch (config)# copy running-config startup-config

copy running-config startup-config

Frar 74 Xal—vark AX—LTv7a
V74X al—vailar—LEd,

= e —

CA EIE Eﬂ % 0) ax A&
t % 2 77 Syslog EEED Y AR — M2, FTAMKRA U FOREICL T E— | —1%
RET MR H Y T,

FIEDHE
1. configureterminal
2. [no] crypto catrustpoint trustpoint-name
3. crypto ca authenticate trustpoint-name
4. ({£&) show crypto ca certificate
5. ({£&) copy running-config startup-config

FIE D

FIE
ARV KRFERETY Y B
AT w 71 | configureterminal Jua—N)Lar7 4 Xal—3iay T— &G

1 -

switch# configure terminal
switch (config) #

LET

DRTLAYE—SOFX VT DHRE II
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SRTLAvE—oOX I 0HE |

ARV RFEREET7TOVa Y ]3]
Z 5 2 | [no] crypto ca trustpoint trustpoint-name F7ZARKRA Y FERELET,
i) : GE)
switch(config)# crypto ca trustpoint winca FZ X b 71'\9/]) VN O)EQE@EMC ip domain-name % %
switch (config-trustpoint) # Eﬁ‘é%%ﬁ!% @ i.@—@
AT 73| %ZE: crypto caauthenticate trustpoint-name N7 ARKRA Y FO CAGEAEZZEL 7,
i) :
switch (config-trustpoint)# crypto ca authenticate
winca
ATy 4| (f£E) show crypto cacertificate RESNTWDFEHE/F = — & BT 5T
5l - WB RT A REA Y FERFLET,
switch (config)# show crypto ca certificates
ATw 75| ({£E) copy running-config startup-config TNAADY B— RZIZ N T A RRA > hD3FRE S
51 NHEDIT, FT7arr74Xal—val B AH—

switch (config)# copy running-config startup-config

Ny arg o Xal—Talzar’—LET,

CA

FIRDEE

AEBAE D & 8k

NX-OS A v F (7 74T F) BNl + 2LV E— b — Tk > TERSN DA
AETIE, ETRGRENSATH D720, ZTHITREAEZ A A » FIORERT 272D OBINERE T

R

1. configureterminal

2. cryptokey generatersalabel key name exportable modules 2048
3. [no] crypto catrustpoint trustpoint-name

4. rsakeypair key-name

5. crypto catrustpoint trustpoint-name

6. [no] crypto caenroll trustpoint-name

7. cryptocaimport trustpoint-name certificate

8. (f£&) show crypto cacertificates

9. copy running-config startup-config

. VRTLAYE—OOFXF VT DHRE
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castmzozi ]

=3[k 2t
FlE

AU RFEREET7TIVa Y B &

R 7w 71 |configureterminal su— L Ay 7 4 ¥ ab—3i gy E— NE Bk
fi LET
switch# configure terminal
switch (config) #

AT 72| ¥ZH: cryptokey generatersalabel key nameexportable| RSA — <7 2% E L £3, 7 74/ hTi, Cisco
modules 2048 NX-0S Y7 b v = 711024 £~ h D RSA ¥—%1F
i - RLET,
switch (config-trustpoint) # crypto key generate
rsa label myKey exportable modulus 2048

2 5w = 3 |[no] crypto ca trustpoint trustpoint-name NZARMKRA LV NERELET,
fil Gx)
switch (config)# crypto ca trustpoint myCA FZ 2 MARA 2 FORTEDRIIZ ip domain-name TR
switch (config-trustpoint) # /ﬁiﬂﬁ—éd\é%ﬁ) &) ) i‘@—o

AT 74| %H: rsakeypair key-name 7 A RARA 2 b CAIZAER ST F—_7 % B

T 5

B - SISEXE
switch (config-trustpoint) # rsakeypair myKey

Z v 7 5 | crypto ca trustpoint trustpoint-name RNTZARKRA L MO CAGEAELZRELET,
il -
switch (config)# crypto ca authenticate myCA

27w 76 | [no] crypto ca enroll trustpoint-name CAICBET DAL v FOTAF LT 47 1 A E
15“ : %EEEE Lij«o
switch (config)# crypto ca enroll myCA

Z 5w 7 |crypto caimport trustpoint-name certificate CAIZE>TEBASINIETAT T 47 4 EHES
Bl - AAf v FlA v ¥ = FLET,
switch (config-trustpoint)# crypto ca import myCA
certificate

ATv 78| ({£E) show crypto cacertificates RESNTWDHIEAEE T T =— &, AT
5l BRTVD R T2 ML v hERFLET,
switch# show crypto ca certificates

AT 79| ¥ZHE: copy running-config startup-config FTar 74 F¥al—vark, AF¥—rT v S
1 Y74 Fal—varilar—LEd,
switch# copy running-config startup-config
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B unix 7 Linux 25 LT syslog H—/ DR E

SRTLAvE—oOX I 0HE |

ARV RFERETIVa Y

UNIX E7=I& Linux X F L TO syslog H—/\DRE

Jete/syslog.conf 7 7 A JWZIR DT Z B0 L T, UNIX F 7213 Linux ¥ A7 A EIT syslog Hh—/3%

BiETEET

facility.level <five tab characters> action

WDFKIZ, REFHE syslog 7 4 —/V RERLET,

3 3:syslog.conf @) syslog 7 1+ —)L F

J4—ILF

B

Facility

A v—OERKFE, auth, authpriv, cron,
daemon, kern, lpr. mail, mark, news.
syslog, user, local0 ~ local7? T4, 7 AX Y
27 (%) AT LT XITEEELET,
INHD7 7T 4HEEICLY ., EETIC
EONWTA =05k a il T £7,
GE)

=N 77T 4 AT DRNCBE &
Fxv7 L/ij—o

Level

Ay —UhkFLET D/ NERE, debug,
info, notice, warning, err, crit, alert, emerg
TY, 7AZ YR (*) ZEHTLETT
ZHEELET, nonex i+ 5L 772V T ¢
ET ATV TEET,

Action

Ay —=TDs5t, 77 A NV4, Bl @RS
EMZTZRA ML, 2—F &~ TR -
7ZUVA B, 239X Cou s A4y 2a—%%
KFTTAXY AT (*) BEHTEET,

FIRDEE

1. Jete/syslog.conf 7 7 A JVIZIRDITZBIM L T, 7 7 A /L /var/log/myfile.log (T local7 7 7 ¥
VT4 DTNy 7 dyb—VaitdkLET,

2. Y= TurF I TCROAT REANLT, B2 77 A VEFRLET,

3. KOa~wrREANLT, VAT A A=Y X7 F—F N myfilelogzF = v 7

LT BTLWAERZRET 2L 912 LET,

. VRTLAYE—OOFXF VT DHRE
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ny 774 noxrssvou7 |

F IR D
FIE

AT v T 1 Jetc/syslog.conf 7 7 A IR DITAEBINL T, 7 7 A/ /var/log/myfile.log (Z local? 7 7 ¥ V7 4 DT /8w 7
Ayb—UEFERLET,

1 -

debug.local7 var/log/myfile.log

AFyT2 v Fuar X N TROavy RE AN LT, v 77 AV EERR L £,
1 -

$ touch /var/log/myfile.log
$ chmod 666 /var/log/myfile.log

ATFY T3 ROa~< FEANLT, VAT L Avk—Y X7/ F—2rNmyfilelogzF = v 27 LT, HLOWE
BAERGT LI LET,

1

$ kill -HUP ~cat /etc/syslog.pid~

Oy 274ILORTEIUVCI )T

0y 77 ANLBIORNVRAM DA vE—U2F R LEVEELEZY TEXET,

SUMMARY STEPS

show logging last number-lines

show logging logfile duration hh:mm:ss

show logging logfile last-index

show logging logfile [start-time yyyy mmm dd hh:mm:ss] [end-time yyyy mmm dd hh: mm:ss]
show logging logfile [start-segn number ] [end-seqn number]

show logging nvram [ last number-lines]

clear logging logfile [ persistent ]

clear logging nvram

®NDOHWN A
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DETAILED STEPS

Procedure

SRTLAvE—oOX I 0HE |

Command or Action

Purpose

&

Required: show logging last number-lines

Example:
switch# show logging last 40

OX T Ty A NVDOEREITESEFR R LET,
ITHEEITIT 1 ~9999 ZIFETX £,

DS

2 5+ 72 | show logging logfile dur ation hh:mm:ss ANNENTZEBNDOH A W AR T oefon s 7y
Example: /]’/l/@)( ‘yt‘—y%%ﬂ—_“ Lij_o
switch# show logging logfile duration 15:10:0

A7 73 | show logging logfile last-index BT 7 ANDREDA v =D —r v AE R
Example: ERRLET,
switch# show logging logfile last-index

X7 7 4 | showlogging logfile[start-timeyyyy mmmdd hh:mmiss] | A 5 &= AU NICEZ A L AZ L TRbhbal
[end-time yyyy mmm dd hh:mim:ss] TP ANDA Y=V RFRLET, KT HMEA
Example: N e BEORMAER SN E T, H ORERH
switch# show logging logfile start-time 2013 oct 74—V RIZIE3 i%% E'E& H @H#Fﬁ7’f —JV K

115:10:0 WX EEE AT L ET,

A7y 75 show logging lodfile [start-seqn number ] [end-seqn | o — 4 U A FEOHPFANTH D, BAELTA vE—
number] VEERLET, BTV —r L ARSEEE LR
Example: MoTGEE, v 77 AND, BGES» b RE
switch# show logging logfile start-segn 100 DA /‘[Z*—‘:/i’(‘@)( R —UNFREINET,
end-segn 400

R T 7 6 |show logging nvram [ last number-lines] wmAMmf/ﬁ ?%%fbi? %ﬁéhéﬁ
switch# show logging nvram last 10 i'ﬁ‘o Hiﬁ‘k{Tgéﬁ j: 1~ 100 %:J: Ef%iﬁ—o

A5 77 |clear logging logfile [ persistent ] Ry 77 ANONEE7 VT LET,
Example: persistent : KHHI 72T D, 777 7 A VORNE
switch# clear logging logfile U7 Lig‘*o

A7y 78 |clear logging nvram NVRAM Dk SNz A v —V %7 VT LET,

Example:

switch# clear logging nvram

DARATLAYyt—

o~

v

E]#F—/éfab iEEEmu

VAT A A=Y aX S ORE[BRERRTHINE, ROEEOWTNNEITWVET,

. VRTLAYE—OOFXF VT DHRE
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22574 2ve—sanxvrnzes |

avy kR

EL:)

show logging console

A= aXTEEERRLUET,

show logging info

BXTREEZRRTLET,

show logging last number-lines

n7 77 ANVORRBNOIRETREFRRLET,

show logging leve [facility]

77V T4 AR TEREREEZR T LET,

show logging logfile duration hh:mm:ss

AN ENTZRERANOH A b AR T Rou s 77
ANVDA =R RALUET,

DARATL AYyt—

show logging logfile last-index

BT 77 ANDEED A =D — v ATk
FRLET,

show logging lodfile [ start-time yyyy
mmmdd hh:mm:ss] [ end-time yyyy mmm
dd hh:mm:ss]

BHIE AR T HEICE S N T S 77 A LD A >
t—TEFRLET,

show logging logfile [start-seqn number
] [end-segn number]

V= U AF G DORBNTH D, FELILA Y-
EFIRLET, BT =T ARGERE LR T2
e, v 7y AND, FRESNORED A v
T—VETOR Yy E—VRERRENET,

show logging module

EVa— XU SREEF TR LET,

show logging monitor

T2 uX U TRECFRTILET,

show logging nvram [ last number-lines]

NVRAM 2 7D A v —I %2R LET,

show logging server

Syslog —"REZ LR L LT,

show logging timestamp

DX B LAE L TENRETF R LET,

o~

v

Ox>45mn

&% 7€ 151

VAT A A=Y uX o roar7 4 Xal—ya  HERLET,

configure terminal

logging console 3

logging monitor 3

logging logfile my log 6
logging module 3

logging level aaa 2

logging timestamp milliseconds
logging server 172.28.254.253
logging
copy running-config startup-config

server 172.28.254.254 5 facility local3
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TOMDSEEH
A
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