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Note  (Cisco Nexus 7 /34 AL, £ —H % v F MIB D SNMP &~ F &2V HR—F LEHA,
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SNMPv1, SNMPv2, SNMP3 Dt X174 ETILELVEXF2)T1 LN

X2V T 4 LUK SNMP A v =V 2R ORETDIUERH L0 E 57 BEID

Ao —VHHIETEZNE I LET, EX2 VT 4 BT ANOESESE X2 T4
LYLid, RO ERBY T,

» noAuthNoPriv : FRFEE 72 ITRE b2 FEIT L 2WnEx 2 7 0 LU, 2O LU,
SNMPv3 TV AR —hENTHERA,

s authNoPriv : RBAEIXFEITT DM, B LT L2 0nEX 2T 4 Ll

s authPriv : 8AE EBEBALIM H 2 FIT T2 X =27 4 UL,

SNMPvl. SNMPv2c., BLUSNMPV3 D3 5Dt Xx 2V F 4 EFAEEATEXET, %2
V7 TNl Xa T4 LULOMAEHLEIZLD, SNMP X vt — OAF G5
ENHZEXF2VT 4 AD=ALNRED 3,

Table 1: SNMP %1 T4 ETLELUVEFa T4 LRI

ETIL LR EH ES1t LEES
vl noAuthNoPriv II 2= 4 A |72L a3 2= 4 A
NN N T OREE
fE L CRRREL %
j—o
v2¢ noAuthNoPriv II2=54 A |72L a3l a2=T 4 A
NV N T OREE
AL CRAEL £
7
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E

St

HR

v3 authNoPriv

HMAC-MD35 %72
/% HMAC-SHA

ARSI

Hash-Based
Message
Authentication
Code (HMAC)
Ayt— FA
Y ARS
(MD5) 7=V
ALFETIT
HMAC Secure
Hash Algorithm
(SHA) 7=
NI - S ANE]
AELET,

v3 authPriv

HMAC-MD35 %72
/% HMAC-SHA

DES

HMAC-MD5 7 /L
FY X AFEIX
HMAC-SHA 7 /L
Y R ATFESN
TRIELET,
T — K W LR

(DES) @ 56
vy Mgk, B
KOWsE7m v
4l (CBC) DES

(DES-56) f=
DWW TRREL
7

A—HYR—=—XDtEFXa)T4 ETI

SNMPv3 22— HF—_—Z2 vXx =2 U F 1 EF/L (USM) IZSNMP A v E—I L~ &Fa

T4 EBRL, ROV—ERERMELF 3,
e Ayt —UDEEMN A v —UNARERTIETERERIIREINT, T—F —F v
ANEERSEIVELIHAZBELZ TCEEIN T RN EARIELE T,

=7,

« Ay b=V ORIEITOGE

L T4 BRAE L — P — SR LTz ID OFfE Tt A HERR L

e A=V OMEN  ERAERARTITTHBE I L, FLIEARERA—Y, 2T 4T 1,
FEE TR RSN EERIELE T,

SNMPV3 1%, REFHA2—FIC L H2EHIMED %

B

Cisco NX-OS X, #&kD 2 -2 SNMPv3
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* HMAC-MD5-96 8E~7' = |k =)L

. HMAC-SHA-96 W niE7 = }‘ )b

CiscoNX-OS /X, SNMPv3 A vt —UKE s b7 7 A "o — 71 hanrd1-5& LT, Advanced
Encryption Standard (AES) % i/l L. RFC 3826 (ZYE#LL £,

privA> > a2 T, SNMP ¥ =2 U7 Bk & LT, DES £721L 128 £ ~ AES 5 5
fbaBINCTEEd, privd 7 v artaesl28 h—7 V2T HE, ZOTTARN— s8R
U— KNI 128 €'y FD AES ¥ —F S L ERT D7D D/RAT — N2/ 0D £7, AES priv /XA
J—Rit, SCFLUFEOESICTEET, RAT7L—X%2 27 VT FX X NTEETIHE. &
K64 XFTEARETEET, B—HTA AR F—2FHTIHEE, &K 130 LT %25 T%
£7,

\}

Note ALiiD> AAA Y— N—Z ] LT SNMPv3 21 5 34 . M AAA — _R— Do —HF —FRIET
TSN — T s 3l AES ZIRETALERH D F1,

CLl 5 & U SNMP 2 —H— D [E#A

SNMPv3 = ——& %, Access Authentication and Accounting (AAA) H—/3— L~ L THEH
fbcx 4, ZoORRERR 2 —F—FHIZ LD CiscoNX-0OS D SNMP = — = M AAA
"j_*‘/{*‘@:’-*"ﬁ:*‘wu uE"j-*‘ B A %%IJ)EHVC% iT :L%'H-wﬁugizﬁ*ﬁgﬁéﬂé CE . SNMPPDU
DOHFENHEIT L ET, AAA P — =2 —P— J L —TZ DKM BEH SN E9, SNMP
XN —T4%ERA LT, AL v FTa—INVHEHATEET7 7 A R v—F-idn—L
R —mwmALET,

== T N—T v, FLEFANRAT— ROBRPEEIND E, SNMP & AAA D5
DT —Z X—ZANEPLENE T,

Cisco NX-0S 1. kD X 9l a—V—HEk 2R L E9,

e snmp-server user 2~ 2 R CHRE &7z auth /XA 7 L— XL, CLI 2—H —D/RA T — R
W20 £,

» username avy RTHRESNE/NAY — RiL, SNMP = —#—o auth 3 X W priv /X2 7
L—XZ 0 E£T,

* SNMP £ 721X CLI Z#ffl L C2— W —Z B E7213HIBRT 25 &, SNMP & CLI Offi 5 T
a—YP—PNERFE ZITHIBRE N E T,

o 2—WF— L o — LOXIGEROEE L, SNMP & CLI CTRI#E S FE T,
s 0 —/LEHE (CLIDSDOHIBRFEZIZEF) (X, SNMP & REHLENE T,

)

Note 271 —XFH 32T —RE2a—HF74 A LT-F—BLOERRTHE L-HE . Cisco
NX-0S [T —¥—fFH (AT —F, L—17Ry) ZRBEITEETA,
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la—v) TR 7 —7) 2ERALET,

SNMP 7 7 & ZHglZ, 71— 7RI SN E T, QMPW@%7W— X, CLI #fi 9 5
Laoa— Bl TnET, &7 —T1X3 2507 7 B AHEIZ #INET, ODFEV, W
BT IR, EBEIABRT A, kio@ﬂ77tzf¢o%ﬂ%h@?ytx%\%ﬁ
N—TTAF—TNELRXT 4 =T VIZRETZET,

—PADPMER S, 2= O — L PEFHEIC L > TRESH, 2—FRL0r—/LITEN
INTVWIE, 202 —PFF=—T > M OWBEERGETEET,

SNMP O FESFIES K VHIFIEIE

SNMP (121, ROFEEFHEL L UOHIREENH Y 7,

« SNMPSET Z [l L THEK &7z 2~ KiZ., SNMP SET O & Z A L CHIBRT 5 MLEN
HVET, avr NI A H—T=AA (CLI) £IENX-API 2 L TS
7-a< RN, CLIE7-1ENX-API O 2 H L THIBRTHALERH Y 9,

T Ay kr—L UAL (ACL) X, AA v FICHEE I NIz a— AL SNMPv3 = —
PORCHEHATEET, ACLIX, F8FE. FFrl. TH DT 47 (AAA) Y — NITERAT
XNB Y E— b SNMPv3 2 —H(CEHA T 8 A,

* CiscoNX-0S 13, A —HF v FMIB~DOFHAIY AT 7822 R—F LES, FEMIC
DUNTIZIR D URL ftp:/ftp.cisco.com/pub/mibs/supportlists/nexus3000/
Nexus3000MIBSupportList.html (27 7 & 2 LT, CiscoNX-OS ® MIB #7"— K U 2 k%%
L T7ZEN,

e Cisco NX-0S IX. SNMPv3 noAuthNoPriv ¥ = U 7 4 L-ULZ PR — K L TWERA,

« SNMPSET Zf [ L THEpK &7z 2~ KiZ., SNMP SET O & Zfifi L CHIBRT 5 MLEEN
HVET, avr NI A H—TxA A (CLI) £IENX-API 2 L TR S
7-a<r RN, CLI E7-13 NX-APL DL H L THIRT A LERH Y 4,

« Cisco Nexus 3600 > U — X 2 A » F &, snmpwalk ZRIZk L THRAK 10000 D7 7 v > =
T ANEYR—FLET,
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SNMP OO 7 7 #JL FERE

Table2: 7 7+ )L @ SNMP /X5 * —4

INT A—45 TIAILE

S A & AEAH A4 X =TV

linkUp/Down i1 & 7" | ietf-extended

SNMP ) i%E

SNMP EETA 8 —T 14 ADEXE

BEDA v H—T oA AFEHTHLIICSNMP 2RETEET,

FlaD#EE
1. switch# configureterminal
2. switch(config)# snmp-server source-interface {inform |trap} type slot/port
3. switch(config)# show snmp source-interface
F D 48
FIE
ARV EFEREET7TIVa Y B#J
R T w 71 |switch# configure terminal Ja— NV RERTE— REBE L F9,
R T 7 2 | switch(config)# snmp-server source-interface {inform |4 <COSNMP > v NOEETA v X —T = A A
| trap} type slot/port ZRELET, kDU A MZ, interface & L TH%)
BEERLET,
* ethernet
* loopback
* mgmt
* port-channel
* vlan
R T 7 3 | switch(config)# show snmp sour ce-inter face RIEFHADSNMPIEETTA  F—T = A A FoR L
£7.

SNMP D& E
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WIZ, SNMP £/ v X —T oA AEBRET AW ERLET,

switch (config)# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server source-interface inform ethernet 1/10
switch (config) # snmp-server source-interface trap ethernet 1/10
switch(config)# show snmp source-interface

Notification source-interface
trap Ethernetl/10
inform Ethernetl/10

SNMP 1 —H D EE

)

Note

Cisco NX-OS T SNMP = —H —Z A& B = DIl 4% =< Fi, Cisco [0S T —H'—

ERERT DT OIS NS b O LITRRY £97,

2. switch(config)# snmp-server user name [auth {md5 | sha} passphrase [auto] [priv [aes-128]

SUMMARY STEPS
1. configureterminal
passphrase] [ enginel D id] [localizedkey]]
3. (Optional) switch# show snmp user
4. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—r )y arz 4 Xalb—3gy T— ReBh
L/ji‘g_o

ATvT2

switch(config)# snmp-server user name [auth {md5 |
sha} passphrase [auto] [priv [aes-128] passphrase] [
enginel D id] [localizedkey]]

Example:

. SNMP D&% E

FEAEEB IR T A R — RTF A —ZDEH %D SNMP
2—PEHRELET,

IRAT L —RITIIR K 64 LFOEFEFH T
T4, KXFE/NLFERXBISHET,
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Command or Action

Purpose

switch (config)# snmp-server user Admin auth sha
abcdl234 priv abcdefgh

Iocallzedkeyv*v U— REFEHT LA, AT
(RS L/ NCF- 2 XA L 72 074 130 3C
?ifﬁ%?%iTo

enginelD DAL, 127D =1 TREI- 72 10
BT,

X T 7 3 | (Optional) switch# show snmp user

Example:

switch (config) # show snmp user

1 NFEITEH D SNMP o — Y — 28T A F A %
ARLUFET,

R T w 7 4 | (Optional) copy running-config startup-config
Example:

switch (config) # copy running-config startup-config

JF— FBEOY R¥— ML T ¢ ¥ a
L—ya A —NT v ar7 4 X¥al—a
NZaBE—L T, BHEEMGEICRIELE T,

Example

KIZ, SNMP 2 — W — %R 50z~ LET,

switch# config t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # snmp-server user Admin

SNMP #* v t— U HESL D& A

auth sha abcdl234 priv abcdefgh

EIEERICEIEE I LA UL 725 L O SNMPABRETE £ T, 7 74/L M TiL, SNMP
TV MIGEIEB L OB Z2ITHRWTH SNMPV3 A v — U223, 774

No—%iE AT 5846, Cisco NX-0OS i,

noAuthNoPriv £ 72 1% authNoPriv DWW 3 17D+

X2 UT 4 LoUL RNT A—F 2 FEHT 59 _T?D SNMPv3 PDU E:RiZxf LT, HFAI=5—T

JRELETS

SNMP 2 & — Y ORF AL ZFFE D= — =T 2121E, Fa—rb ar 7 4 Fab—
varE—RTROa~<y FEERLET,

avwoU kR

S

switch(config)# snmp-server user name
enforcePriv

Z O —F =T LT SNMP #* vt — Y1k
ZiEHLE S,

SNMP * v &— O EAL TR TO—WF—|Z8HTBI1I21F, Fue— a7 X l—
TaryE—RTHROavy REFEHLET,

avy kR

B

switch(config)# snmp-server
globalEnforcePriv

TRTCOZ—P—|Z5% L TSNMP X v —IE 5
b5 L E9,

SNMP D&% E .
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SNMPv3 1 —H (39 2EHDOO—ILDOE|Y HT

SNMP 2 —H —Z{ERk L72% T, 02—V —ZE8EOu— L a2EN Y THI ENTEET,

\}

Note fpDa—H—icm—La2E ) HTHZ

72T,

LMW TEDHDIL, network-admin @ —/VIZ @t 52— —

avyU kR

=)

switch(config)# snmp-server user name
group

Z @ SNMP 22— — L FHE S Nz2—HP— n—/L
7V —FLET,

SNMP OS2 =7 1 D1ERK

SNMPv1 £721Z SNMPv2c @ SNMP =1 I = =5 ( Z/ERL TE £7°,

avy kR

=)

{ro|rw}

switch(config)# Snmp-server community namegroup|SNMP = X = =5 ¢ 2 MU L 7% /Ef L £

B

SNMP ZRD T4 ILAE Y VY

T Aarba—n UZXh (ACL) 23 2=F 4 ICEID Y TT, &HE SNMP ERICT ¢

N EEATEET, #lY E Tk ACL |

CRVFEEERAT Yy BT END8A. SNMP |X

ZOFREMILLFE T, ACLIZE Y ERN/IEESINDI5E. SNMPIZZEOERAZFEIEL T, &

AT hAvE—VEEGFELET,
ACL [ZIRD /T A =2 TR L7,
« EFILIP T RLA
«BEJEIP T R LA
« EETLA—
« FEEAR— b
« 7 k=)L (UDP ¥721% TCP)

ACL (%, UDP BLXUTCP #7125 IPvd BLOIPv6 Ol FIZEMA SN Ed, ACL #{FRkL7-
5. ACL %2 SNMP 22X = =5 (|2 Y ¥ TET,

. SNMP D&% E
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Je

B2k ACL OFEROZEZ DWW TIL, A LT3 CiscoNexus 'V —X V7 b7 =7 NX-0S &
X2 UF 4 a7 4 FXal—Yar HA REZRLTLIEE N,

ACLZaI=2=7 (128D ECTSNMP ERE 7 4 VX THITIE, Fa—L a7 0¥
L—yay B—RTHROa~<wy REFEHLET,

avw kR B#

switch(config)# snmp-server community community |SNMP = I = =5 ¢ |Z IPv4 ACL £ 713
name use-acl acl-name IPv6 ACL %]V 24-CC SNMP sk % 7 «
Example: NELET,

switch(config)# snmp-server community public
use-acl my acl_ for public

SNMP @%b & —/\DERTE
BEORA B L2 —3—IZx LT SNMP @i & A p T % £ 9 Cisco NX-08 ZHR TE £97,
Ja—r Ay 7 4 Xal—var T=FTSNMPVl b7 v TDHRA D LI =@ ETSE
ESE

avw vk EL:g]

switch(config)# snmp-server host SNMPvl T v FDHRA RN Ly —REHRELET,
ip-address traps version 1 community | address | IPvd %721 IPv6 7 K L A & T £,
[udp_port number] 23 =T 4T, K255 LFOVRT CIETE %
9. UDP AN— &5 OHiPHIL 0 ~ 65535 T,

Ja—n_)ary7 4 Fal—arF—RTCSNMPv2e T v 7 E7203A4 0 73 —LDHEA K
VY= NERETEET,

avy R B

switch(config)# snmp-server host SNMPv2c F 7 v 7 E7FA v 7 4 —LDFEA L Li—
ip-address {traps|informs; Version 2c| <z | %+, ip-address 13 IPv4 %7213 IPv6 7 K L

community [ udp_port number] AEMATEET, a3 2=7 1%, HKR255LTFOH
BPCHETE £, UDP A — MEBOIIL 0 ~
65535 T,

Ja—\)L a7 4 F¥Fal—a3 F—RTSNMPV3 T v 7 E77013A4 0 7 —LDHEA B
VY= NRERETEET,

I SNMP D&% E .
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B v zEmT 2 sameEsIL L — ST

avw Uk EL:y

switch(config)# snmp-server host SNMPv2c b7 v 7 E7213A T —LDHEA K Li—

ip-address {traps|informs} version 3 | )< z-a5 L4, ip-address (3 IPv4 £ 721X IPv6 7 K L

{auth | noauth | priv} username[ A TXF T, a— 4%, Bk 255 RO

udp_port number] B THRETE £, UDP H— MBS ORI 0 ~
65535 T,

\}

Note SNMP ~ % — ¥ (% SNMPv3 A vt — U %FRGE L TMEFiT 572912, Cisco Nexus 7 /34 A D
SNMP enginelD |2 SN T2 —H%— 7 L7 > T v /L (authKey/PrivKey) Z#iH~_X2MENH Y F

B

WIZ. SNMPvl F T v 7DHRA N LI —REHRTETAHHEZ R LET,

switch (config) # snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 A > 7 4 —LDKA N L —RNERETHHEZRLET,

switch (config)# snmp-server host 192.0.2.1 informs version 2c public

WIZ, SNMPV3 A > 7 4 —LDKA N L —RERETHHERLET,

switch (config)# snmp-server host 192.0.2.1 informs version 3 auth NMS

VRF Z{#H9 5 SNMP @41L > —/\DETE

BRIEZ T2 VRE 2R A b L — N 285545 K 912 Cisco NX-0S Z R ET& £9, SNMP &
LT — 30D VRF B|ZFER[REMER IO AN E VT AT a2/ TETDHE. SNMP 2k -
T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (2= kU 2B &L E T,

\)

GE)  VRFEEWREMELIZTANEZY T g U ERETDHEIC., RA NERRETLLEN
HHFEI,

FIEOHE

1. switch# configureterminal
2. switch# snmp-server host ip-address use-vrf vrf_name [ udp_port number]

3. (f£&) switch(configy# copy running-config startup-config

SNMP D&% 3E
12| I
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VRF[ZE D SNMPEXID T 1 LB Y 2 .

FIED 4
FIE
ARV RFERFTIaY B8
R T 71 | switch# configure terminal 7 a—\NWAEE— RE B L F9,

R F v 7 2 | switch# snmp-server host ip-addressuse-vrf vif_name[ | #@E® VRF #{ifH L CH A F LI — R L@ET S
udp_port number] ESIZSNMP ##ELET, IPT7 FL R, IPv4
EITIPv6 7 FLAZEHTE £4, VRFAIZIT
K255 DY ST HEH X EY, UDPHAR— MEE
DOHFPHIZ 0 ~ 65535 T, ZDa~vr RIZE-T,
CISCO-SNMP-TARGET-EXT-MB ®
ExtSnmpTargetVrfTable (2= h U 28BS 4L E T,

ATv7T3| (&) switch(configy# copy running-config Y7 —=hrBLOY RAFZ— MFZI T 7 4 F 2
startup-config L—yarvaAZ— T o ary7 4 ¥al—s
VA B — LT, ERAMREAICRTE L E T,

151
Wiz, IP 7 K12 192.0.2.1 @ SNMP #—/3— ;KA b % [Blue] &9 4RID VRF %
T DL ICRET HH 2R L ET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

VRFIZE D SNMP EHID 7 4 LAY VT

BT LTz VRF ICEESW T, CiscoNX-OS BHZ 7 4 NV Z ) v T3 B HICHRETEE
7,

FIRDEE

1. switch# configureterminal
2. switch(config)# snmp-server host ip-addressfilter-vrf vrf_name[ udp_port number]

3. (f£&) switch(configy# copy running-config startup-config

SNMP D& E
|
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=3[k 2t
FIE
ARV RFERIETY Va3 B#Y
Z w71 | switch# configure terminal Jua—r Ui — K2R L E7,

R Fw 7 2 | switch(config)# snmp-server host ip-addressfilter-vrf | 2@ X417- VRF IZ3SWT, BAIA A F LI —
wif_name [ udp_port rarber] ~DIERIET 4N Y 27 LETF, IPT KL AL,

IPv4 £7212IPv6 7 KL A&l C& £4, VRE4
(I3 IRR 255 DT 2 TE 9, UDPAR— b
H 5 OFPHIL 0 ~ 65535 T,

ZDha<vw NickoT,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= kU 28BS AL E T,

ATv7F3| ({£E) switch(configy# copy running-config U7 —=FrBLOYRFZ— MRRZF T T 4 F =
startup-config L—Ya v aBAY— K NT v ar7 4 Xalb—g
SNZaB— LT, BEEMKGANIRT L E T,

!l
WIZ, VRF IZEESW T SNMPBAID 7 4 V2 V) U TR ET D0 Z2 R LET,
switch# configuration terminal

switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config)# copy running-config startup-config

AN R THEADTE=HD SNMP DEEE

WDOEDEFEHLT, AN R 772 AHICSNMP 2R ETEXET,
eI VTHRARDRWSNMPV2 Offifl : av T FA My VI ENaIa =T 4 %
ERATEXET, ZOBE. SNMPZ 54T MIarFH A MIOWTHETALE L
nNEHEA

AT HXRARDHDH SNMPV2 DFE : SNMP 7 A4 7 v MEaa=7 ., =& zif.
<community>@<context> ZfiE L T, T TFA M EfRET HMENH Y £7°,

sSNMPV3 D : T H A MEIETETET,

FIRDOEE

1. switch# configuration terminal
2. switch(config)# snmp-server context context-name vrf vrf-name
3. switch(config)# snmp-server community community-name group group-name

. SNMP D&% E
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4. switch(config)# snmp-server mib community-map community-name context context-name

FIE D 5%
Fig
ARV RFERETI Va3 Y BHY
R w 71 |switch# configuration terminal Jua—\)L ary 7 4¥al—g )y T— REEG
LET,
R F v 7 2 | switch(config)# snmp-server context context-namevrf |48 VRF £7-1%5 7 +/L h VRF|{Z SNMP =2 > 7 %
vri-name AP Ew BT LET, HAZAVREIZHHE— b
SINFEHA,
BENTITER 32 OFMTFAHEHTEET,
A7y 7 3 | switch(config)# snmp-server community SNMPv2c 22 2= f LSNMP 2 T ¥ 2 M~ v
community-name group group-name oL, aa=T A NET LS N—TERERIL
T, LANTITRK 32 O TFEEHTEET,
Ry 7 4 | switch(config)# snmp-server mib community-map SNMPv2c 22 2= 4 ZSNMP 22> 7 ¥ & hMI~ v
community-name context context-name EL s LET, LRI 32 ORE A
TETS

1

KD SNMPv2 OFIL, 227 %A MZ snmpdefault & WHLBIOII 2=T 4 &< v

T ok ERLTOVET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config) # snmp-server context def vrf default

switch (config)# snmp-server community snmpdefault group network-admin

switch (config) # snmp-server mib community-map snmpdefault context def
( )

switch (config) #

WD SNMPV2 DHliE, = v B 7 ENTWRNWI I 2=F 4 comm Zi®EL., 12N

YRT I RATLHGEERLTWVET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config)# snmp-server context def vrf default
switch (config) # snmp-server community comm group network-admin

switch (config) #

K@D SNMPv3 OfllE. v3 2 —F—&Z L 2T — REHHAT 2 HFEE2 R LTWET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config) # snmp-server context def vrf default

switch (config) #

SNMP D&% E .
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SNMP 0D A — T JLAE

BHEA =T NVEREFT A =T NI TEET, BMLEFEE LRV E, Cisco NX-OS 13
METXCTA R—T M LET,

)

Note snmp-server enabletrapsCLI =~ > K& T 25 &, @EBMA A b Ly — 2L - T,

TG T F—bDEFEA F—T M TEET,

~

WDF T,

Table 3: SNMP @51 D A & — T )Lkt

Cisco NX-OS MIB D@ = F 95 CLI a2~ > RErRLET,

BEaTUR

T T O

snmp-server enabletraps

CISCO-ERR-DISABLE-MIB

snmp-server enabletraps show interface status

Q-BRIDGE-MIB

snmp-server enabletraps show mac address-table

CISCO-SWITCH-QOS-MIB

snmp-server enabletrapsshow har dwareinternal buffer

info pkt-stats

BRIDGE-MIB

snmp-server enabletraps bridge newroot

snmp-server enabletraps bridge topologychange

CISCO-AAA-SERVER-MIB

snmp-server enabletraps aaa

ENITY-MIB,

CISCO-ENTITY-FRU-CONTROL-MIB,
CISCO-ENTITY-SENSOR-MIB

snmp-server enabletraps entity

snmp-server enabletrapsentity fru

CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

IF-MIB

snmp-server enabletrapslink

CISCO-PSM-MIB

snmp-server enabletraps port-security

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enabletraps snmp authentication

CISCO-FCC-MIB

snmp-server enabletrapsfcc

CISCO-DM-MIB

snmp-server enabletrapsfcdomain

CISCO-NS-MIB

snmp-server enabletrapsfcns

CISCO-FCS-MIB

snmp-server enable traps fcs discovery-complete

snmp-server enabletrapsfcsrequest-re ect

. SNMP D&% E
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EEav> R

CISCO-FDMI-MIB

snmp-server enabletraps fdmi

CISCO-FSPF-MIB

snmp-server enabletraps fspf

CISCO-PSM-MIB

snmp-server enabletrapsport-security

CISCO-RSCN-MIB

snmp-server enabletrapsrscn
snmp-server enabletrapsrscn els

snmp-server enabletrapsrsenils

CISCO-ZS-MIB

snmp-server enabletrapszone

snmp-server enabletraps zone
default-zone-behavior-change

snmp-server enabletrapszone enhanced-zone-db-change
snmp-server enabletraps zone merge-failure
snmp-server enable traps zone mer ge-success
snmp-server enabletraps zone request-rej ect

snmp-server enable traps zone unsupp-mem

CISCO-CONFIG-MAN-MIB

Note

cemCLIRunningConfigChanged i %1 &
&, MIBA 7Y =2 h&YR—F
LCWEHEA,

snmp-server enabletraps config

)

Note

FA B R@ENE, T 7 4N B TIEA =T NV TT,

ra—sL ary7 4 ¥al— a3y ET— NTHREOEME A RX—7/MIT DI, IROEHE

ZATVET,

avy kR

=)

switch(config)# snmp-server enabletraps

F_TO SNMP #H % A F—T WM LET,

switch(config)# snmp-server enabletraps aaa
[server-state-change]

AAA SNMP il & A F2—T7 VI LET,

switch(config)# snmp-server enable traps entity
[fru]

ENTITY-MIB SNMP i@ %1% A Fr—7 WM LFE
7,

switch(config)# snmp-server enabletrapslicense

FA ¥ ASNMP#EHIZ A 2 —T /M LET,

SNMP D&% E .
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avw Uk BHY
switch(config)# snmp-server enabletraps ‘— R EX=VUF ¢ SNMP#EHAE A R—T /L
port-security - Liﬂ‘o

switch(config)# snmp-server enabletrapssnmp [SNMP =— 2 = > MBEAE A 2 — 7 WZ L E
[authentication] +,

)20 DBEMDETE

TN ZNIHKE LT, A F—T M F % linkUp/linkDown A1 & 5% E CE 9, ROXA 7D
linkUp/linkDown %1% A X —7 /LT TE X7,

s cieLinkDown : A IEIRY 0 AT — K XU a@iE A4 r—7 I LET,
ecieLinkUp : ALk 7 A7 — K 7y P E A R—T M LET,

s cisco-xcvr-mon-status-chg : A2 f VX —T 2 A A hTF U= N FH— AT —H AR
HiEmH &z A F—7 I LET,

« delayed-link-state-change : JE4E Y > 7 AT — NEF & A F—TF e LET,

« extended-linkUp : IETF L3R Y 7 AT — K 7 v Tl E A x—7 M LET,
» extended-linkDown : IETF Ji3R U 7 A7 — N XV i@fE A F—7 W LET,
e linkDown : IETF U 7 A7 — | XU i@fa A F—7 M LET,

linkUp : IETF U > 7 A7 — K 7 v T #@HE A 3x—7 /M LET,

FIEDHE
1. configureterminal
2. snmp-server enabletrapslink [cieLinkDown | cieLinkUp | cisco-xcvr-mon-status-chg |
delayed-link-state-change] | extended-linkUp | extended-linkDown | linkDown | linkUp]
FIED
FIE
ARV KRFERETI Va3 Y BH#Y
AT w 71 | configureterminal Jua—N)Lar7 4 Xal—iay T— REBLG
15“ : Liﬁ—o
switch# configure terminal
switch (config) #
25y 72 | snmp-server enabletrapslink [cieLinkDown | V> s SNMP i@k1% A % —7 i LET,
cieLinkUp | cisco-xcvr-mon-status-chg |

. SNMP D&% FE
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AU RFERETIVa Y

B8

delayed-link-state-change] | extended-linkUp |
extended-linkDown | linkDown | linkUp]

fi
switch (config)# snmp-server enable traps link
cieLinkDown

AB—TTARXATD) I BHMDOT 14 E—TILL

fEBIDA > 2 —7 = A AT linkUp 3 L W linkDown #5147 4 £—7 M CT&E £9, Zhick
D, 7998 T A E =T xR (T o7 XU UHOBITERVIRLTNDA V¥ —T =

A A) BT p@mEHRTE £,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface type slot/port
3. switch(config -if)# no snmp trap link-status
F g > ¥4
FIE

AR NFERERTOVa Y

S]]

R T 71 | switch# configure terminal

Juau—n)ary7 4 Xal—g )y FT— NELG
L/i‘j‘o

R T 7 2 | switch(config)# interface type slot/port

BEFT AL E—T oA AEBEELET,

R 7 3 | switch(config -if)# nosnmp trap link-status

B =Tz AADSNMP U 7 A7 —hK bT v
TET 4 =TI LET, ZOMBMEIL. T4
FCA =T M ENTWET,

TCP T® SNMP [Zx9 2T % A LERFED A r— T L1k

TCP v a ETSNMPIZKRT DY Z A LEITEEA X —T NI TEET,

avy kR

E:g)

switch(config)# snmp-server
tep-session [auth]

TCPE v 3 L CSNMPICXT B Y % A LERGEEE A
=4

F—=T NI LFET, ZOEREILT 7 4V b CTEIZERE

SNMP D&% E .
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B svwe x o v F oS S UBFORROEY 4T

SNMP R 1 v F DE#E 5L F & VIBFTOERDOENY 4T

AA v FOEFEIER (AX—Z2EEDT, K32 LFET) BLOARS v TFOGFTEEID
WMTHZENTEXET,

SUMMARY STEPS
1. switch# configuration terminal
2. switch(config)# snmp-server contact name
3. switch(config)# snmp-server location name
4. (Optional) switch# show snmp
5. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R v 71 | switch# configuration terminal ra—nN)ary7 4 Xal—3ary T— NG
LET,
X T 7 2 | switch(config)# snmp-server contact name sysContact (SNMP {145 4,) Zi%E L £,
R T w 7 3 | switch(config)# snmp-server location hame sysLocation (SNMP 2/ —3'3 ) #FELET,
R T v 7 4| (Optional) switch# show snmp 1 DFERIFER O T 07 7 A VT D E# %
FRLET,
R T w 75 | (Optional) switch# copy running-config startup-config DB ELEFEHEIFLET,

AVTFFRMERY N I)I— D T OT 4 TARBDRYEVIHRTE

Taban A ALZ A, VREREDOWRBEAX Y NU—2 =0T 47 4 1Z%d 25 SNMP =27
FRAMNDOT T ERETEET,

SUMMARY STEPS

1. switch# configuration terminal

2. switch(config)# snmp-server context context-name [ instance instance-name] [ vrf vrf-name] [
topology topology-name]

3. switch(config)# snmp-server mib community-map community-name context context-name

4. (Optional) switch(config)# no snmp-server context context-name [ instance instance-name] [ vrf
vrf-name] [ topology topology-name]
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DETAILED STEPS
Procedure
Command or Action Purpose
R v 71 | switch# configuration terminal JTa—NN) ary7 4 Xal—3iay T— NEELG

LE7,

R T 7 2 | switch(config)# snmp-server context context-name [ SNMP 2> F X% A &2 a ha)Lb A AR A,
instance instance-name] [ vrf vrf-name] [ topology VRF, ¥7213 bR dic~vy B 7 LET, 4RI

topology-name] K 32 DR AT X £,
R T w 7 3 | switch(config)# snmp-server mib community-map SNMPv2¢c 23 =2=FT 4 ZSNMP 2> 7% X NI~ v
community-name context context-name Vo UE, ARNCITR K 32 OB A ER T
TET,
R T 7 4 | (Optional) switch(config)# no snmp-server context SNMP 2> T %A MeTa ha)l f LV AH A,

context-name [ instance instance-name] [ vrf vrf-name] [ VRE., 7713 FRn Do~ v Er V2R LES,
topology topology-name] AENTITIR R 32 OFEHF AL TEET,

Note

ATRARN Ty BT EHIBRTHHEHBT, AV
AL A VRF, £ MRV E2 A L7220 TL
723, ingtance, vrf, F7ziXtopology ¥ —7 — K
PHEMTHE, arTFxFAREEREZX N U
DO~y BT INRESINET,

SNMPO—A)L TV IDDRE

CiscoNX-0S U U —=x27.0 (3) F3 (1) VBT, a— AT R_A AP D R T

£7,
SUMMARY STEPS
1. configureterminal
2. snmp-server enginel D local engineid-string
3. show snmp enginelD
4. [no] snmp-server enginel D local engineid-string
5. copy running-config startup-config

SNMP D& E
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DETAILED STEPS

Procedure

SNMP OE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

sa—\Lary 7 X al—3ay ®— Ntk
L‘ij‘o

ATvT2

snmp-server enginel D local engineid-string

Example:

switch(config)# snmp-server engineID local
AA:BB:CC:1A:2C:10

02— )V T /3A A SNMP enginelD % 2% L £,

n—AN Y rIDIE, an L THRESNE 161
BA7 7y hOUA L LTRIET 2 LERD Y %
. 22T 10 ~ 64 DRETIOMEL 16 HRLF
S, 20016 EH LTI LIZan TS
WET, 72& 201E, 180:00:02:b8:04:61:62:63 T,

ATvT3

show snmp enginel D

Example:

switch(config)# show snmp enginelID

BESNTWVWASNMP P DIDERRTLET,

ATvT4

[no] snmp-server enginel D local engineid-string

Example:

switch (config)# no snmp-server engineID local
AA:BB:CC:1A:2C:10

o—A Y ID L, BHEAER ST
FIFNL IO IDEHRELET,

ATvTh

Required: copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

FFar 74 X¥al—vark, AE—FT v S
Y74 F¥al—varilar—LET,

SNMP 7 4 £— 7 JL1E

FIRDEE

1. configureterminal

2. switch(config) # no snmp-server protocol enable
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FED FH 4
FIE
ARV REEEFET7IV3 Y B#
Z 5 71 |configureterminal Ta—r ) ar7 4 Xal— gy T— NG
1 LET
switch# configure terminal
switch (config) #
R TFw 7 2 | switch(config) # no snmp-server protocol enable SNMP #5 4 E—7 iz LET,

1

no snmp-server protocol enable

SNMP (%, 74/ FTTF 4 B—T N> TCWVE
j‘o

SNMP &% T D2

SNMP R EBWAEFRT HIIE, ROEEEITVET,

avU kR

=)

show snmp

SNMP A5 —#% A% F R LET,

show snmp community

SNMP 21X =2=5 4 ANV T HFRLET,

show interface snmp-ifindex

FTRTOA v HZ—T = A AZONT (IF-MIB 7°5) SNMP @
ifindex fEZFR/R L F 9,

show running-config snmp [all]

SNMP DE/fFa L7 4 FX¥al—Tar s FERLET,

show snmp enginel D

SNMP enginelD #F~ L £ 7,

show snmp group

SNMP =2 —/L%Fx LET,

show snmp sessions

SNMP v g ra2RRLET,

show snmp context

SNMP 2> 7% A f v BT E2RRLET,

show snmp host

FELT SNMP & A FDIFHRAF T LET,

show snmp sour ce-interface

RELERETA v E—T 2 ZADEREF TR LET,

show snmp trap

A X =T NEFITT 4 B—T7 NV THD SNMP @M EF R LE
—g—o

show snmp user

SNMPv3 =—H %2 £RLET,

SNMP D&% E .
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