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Procedure
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Command or Action

Purpose

R w 71 |configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E— N&RWBLES

R w 72 |radius-server host {ipv4-address | |

hostname}

Example:

10.10.1.1

switch (config)# radius-server host

AR 4% RADIUS #— 30 IPv4
T RUVAFEAIIAA N ERRELET,

R 7 3 | (Optional) show radius {pending |

pending-diff}

Example:

switch (config)# show radius pending

BT 2 2 DIREIRBEIZ > TNV D
RADIUS R Ex £~ LFET,

R 5w 7 4 | (Optional) radius commit

Example:

switch (config)# radius commit

—F — 2 _X—2NIZH 5 RADIUS O
BEEFEE T 7 4 X2l — g
WA LET,

AT v 75| exit
Example:

switch (config)# exit
switch#

REET— FafTLET,

2w 76 | (Optional) show radius-server

Example:

switch# show radius-server

RADIUS #—DFRTEEX R LET,

R w 77 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATH O E . AX— b7 v TRERRIC
I —LF9,
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Before you begin

J & — h RADIUS #— 30 RADIUS ¥ —DEZ BE L 1,

Y &— h RADIUS #— 32 RADIUS F¥—%#RELE7,

Procedure

Command or Action

Purpose

R Fw 71 |configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—rg
T— F&EBHEBLET,

R w72 |radius-server key [0 6] 7] key-value

Example:

switch (config) # radius-server key 0
QsE£fThUkO

J-_"T? RADIUS #— 3] ® RADIUS
F—ZELET, key-value 237 U 7
TXZAREX (0) 2, XA 7 6H5EAb
B (6) 7, XA TR ALIE (7)
MERETEXE T, CiscoNX-0S V7 b
77 Tk, FEfTrar 74 Falb—3
NRGFETDRNCZ VT TH A FOF—
EREELLET, T 740 bRy
U7 7HFARTY, mKT63LFT
7

7 )L b TlX. RADIUS F—(IHRE &
NnNEHE A,

AT w73 exit
Example:

switch (config)# exit
switch#

RET— FafTLET,

R w 7 4 | (Optional) show radius-server

Example:

switch# show radius-server

RADIUS #— OB ELXFE S LET,

Note

RADIUS F—3FEfTa 7 1 F a2 b—
¥oa T b SN TR E
F9, Bk S 7z RADIUS F—% %
KT 521X, show running-config =~
Y REMEMLES,
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Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FITH O Z, A X — T v THERIC
o —LE9,

Related Topics

RADIUS — /R 7L —T DR E

4% F M RADIUS H-—/\

(12 ~<—2)

ADF—DERE

CiscoNX-0S /34 AT, HE D RADIUS V" — "HOF—%RET& £9, RADIUS F—I3,
Cisco NX-0O8 7 /34 A L HE D RADIUS v — L DB CTHAETIMETF AN AN 7T

B

Before you begin

1 DF 721385 D RADIUS — R R A b 2R ELE T,

JE&— K RADIUS —_"DF —DEZBE L F 1,

RADIUS ¥— NI HF—ZFE L E T,

Procedure

Command or Action

Purpose

ATy 1

configureterminal

Example:

switch# configure terminal
switch (config) #

Juaua—\)L a7 4 Xal—g
T— RFEBRLET

ATy T2

radius-server host {ipv4-address |
hostname} key [0 | 6 7] key-value
Example:

switch (config)# radius-server host
10.10.1.1 key O P1lIjUhYg

¥#7E @ RADIUS H— 3H ® RADIUS

X —ZfELET, key-value 287 U T
TX¥ A MER (0) 20, A 7 651k
B (6) M, ZA 7T (7)
MEFEETEZ £, CiscoNX-08 YV 7
U7 Tk, FEfrar 74 Xal—va
NRFT DENZZ VT TH A RDF—
B AL LET, 77+ hoRILs
U7 7F%FARMTT, &RKT63LFT
7

Z @ RADIUS F—» 7 —/ 3L
RADIUS F— Do W IEH S E T,
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Command or Action Purpose
AT 73 exit WEE—RFEZETLET,
Example:
switch (config)# exit
switch#
AT 7 4 | (Optional) show radius-server RADIUS — O EEF R LET,
Example: Note
switch# show radius-server RADIUS F—{IFEfTar7 ¥ 2 b —
Va I E LSRR S I
£7, KEkZi7/- RADIUS ¥ —% &
R HIZIE, show running-config =2~
Y REMEHLET,
R 7w 7 5 | (Optional) copy running-config FATH ORI A, AZ— T v THERRIZ
startup-config ar— L%,
Example:
switch# copy running-config
startup-config

Related Topics
RADIUS ¥ —/ 3 RA hDFEE (8 ~X—2)

RADIUS H—/\ 5 )IL—TDHFE

PRI N—T2FEHLT, 1 BERITEEEDO U T— b AAA T — L 5BFEEEETE
Ft, L —TFDANR—FTFT T, RADIUS 7 H F 2 )LIZB L TWAMERH Y T4, HE
L7ZNERRIC e » TH— "R ITENE T,

NGO =N TN =TI DOTHERETEETN, RE LTI NA—TZHNTT HITIE,
AAA P —E R T2 HENH Y £7,
Before you begin

TN—THNOFTXTDOH— 308 RADIUS H—"ThHhH Z L &R LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa—L AT 4 e L— g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #
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Command or Action Purpose

AT 72 |aaagroup server radius group-name RADIUS ¥— J—T"Z{Ek L., *
Example: DY N—7"7 RADIUS H—/% 7 )L—7
switch(config)# aaa group server radius| 27 A ﬂ?; b—var %7%_ ]\%

RadServer Bt L 7, group-name FlEIE, &K
switch (config-radius) # 127 I?@Eé@%%{$@7\ rU 7
T, REF/NLFENRRIIENET,
RADIUS % — 7 )v—FZHld 512
. Zoa~vwr FOnoBERAEHALE
7,
Note
F I F NV MDY AT DERT 7 F L b
7' V—=7" (RADIUS) 1FHIfrCE £+
/Vo

R w 73 |server {ipv4-address | hosthame} RADIUS #—/3%_ RADIUS H#—/ 7
Example: =T DA N—L L TRELFET,
switch (config-radius)# server 10.10.1.1] j:‘g’ﬁ; L 72 RADIUS Y — B E2o03 6 VA

WA TE, radius-server host =2~ > K%
FETL., Zoavy REFBRTLET,

R T 7 4 | (Optional) deadtime minutes FT=HV T Ty REAALERELE
Example: ‘d—o 5‘)7?/1/ ]\1ﬁbi0§7\fj_o ?E/\dg"c%
switch (config-radius) # deadtime 30 %’)%ﬁ@i 1~ 1440 T‘\@—O

Note

RADIUS — R Z)—7DF v K Z A
LRIBE2Y 0 L0 REWEAIEL, Z0E
NI A=)V T y R 2 A LMEX D HE
EEnET,

R Fw 75 |(Optional) server {ipv4-address | hostname} | RADIUS #—/3% . RADIUS H#—/ 7
Example: V=T DA N—=L L TERELET,
switch (config-radius)# server 10.10.1.1 T|p

FE7E L7z RADIUS — 3SR o572
WIBATE, radius-server host =< > K
EHEHALTH—"ZHREL, ZDa~v
Y REL O EFEITLET,

R T 76 | (Optional) use-vrf vrf-name PN T — T ND B — N & DT

Example:

switch (config-radius) # use-vrf vrfl

9% VRF #EE L £,

RADIUS DE&E .
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RADIUS DEEFE |

Command or Action

Purpose

ATy T17

exit
Example:

switch (config-radius)# exit
switch (config) #

a7 4 Fal— gy ET— REKT
l_/iﬁ‘@

ATvT8

(Optional) show radius-server groups

[group-name]

Example:

switch (config)# show radius-server

groups

RADIUS $— JIIL—T DORE & TR
Lij_o

ATvT9

(Optional) copy running-config
startup-config

Example:

switch (config) # copy running-config

startup-config

FITH O E, A¥— 8T v THERRIC
= EO"— ]\/\i‘g_o

Related Topics

RADIUS 7> F Z A AREORE (24 ~—)

RADIUS H— N\ FIL— D=0 5 O—N\)LFKETA VI —T A4 X

DELTE

RADIUS $— Z)—"F127 7B AT HBRICEHT 5. RADIUS r— R 7L —7HO 7 a—

PNNWRETLA VH—T = A%

FETEXFET, F7/-. BHED RADIUS %— N 7 L— 7 I &

WRAORGETA LV H—T oA ABRETHIELTEET, T 74/ FTlE, CiscoNX-0S V7
oy =7id, SRR LDEA X —T =2 RAEMHFEHLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config)

Ja—)L a7 4 FXal—g
T— F&ERHEBELET

ATy T2

ip radius sour ce-interface interface

Example:

switch(config)# ip radius
source-interface mgmt 0

DT NRA ATHESNTWVBETTO
RADIUS #— JI)L—FH D 7o —
NIIETA LV E—T oA AERHZELE
ﬁ—o

ATvT3

. RADIUS DERE

exit

Example:

%&E%_ F‘%%T L/gzjﬂo
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Command or Action

Purpose

switch (config) # exit
switch#

ATvT4

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS —_"OREFREF T L E
—g—o

ATy Th

(Optional) copy running-config startup
config

FATH O A, 2 ¥ — b7 v THERUC
= l:o"—]\./jz‘g_o

Example:

switch# copy running-config
startup-config

Related Topics

RADIUS H#— R 7 )L—7DEE (12 2—)

044 VB3 —4(Z & % RADIUS H—/ DI E F 25l

77 4 )V h TliL, Cisco NX-OS T /31 A[XT 7 4V b D AAA 78GF 7 I HAS W CREGEE R %
HRik U E T, FRREERIE(E 58 RADIUS Hr—"—% 2 — W —35E T& % X 9 1T Cisco NX-0S
TNA AEFRET DI, directed-request 77> g VEHNILET, ZOF T arEHY
W2 L72%A. —%—I% username@vrfnamehostname & L Cr /4 > C& £9, Z I T,
hostname (1f 192 VRF, hostnameli% & X 4172 RADIUS $—/X—D 4 i TJ,

)

Note

directed-request 47> =3 VA BT SH & Cisco NX-OS 7 /34 A TIXFRAEIZ RADIUS K72

FEEHRL, 74 o —h L FRITEHA LRI S22 £1,

\}

Note ——fsED T 7 A 0% Telnet v o a VTR HR— RS ET,
Procedure

Command or Action Purpose

X 71 |configureterminal Fa—r\L Ay 4 X al—g
Example: T—FZBBLES
switch# configure terminal
switch (config) #

Z 5w 2 |radius-server directed-request 77 A R — R FRREE R OEE 5
Example: L 72% RADIUS #—_ZFETE 5 &

RADIUS DE&E .
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RADIUS DEEFE |

Command or Action

Purpose

switch(config)# radius-server
directed-request

NTLFET, 74V NTIRESIZ />
TWET,

ATvT3

(Optional) show radius {pending |
pending-diff}

Example:

switch (config)# show radius pending

B9 2 e DICREIREIZ > TV D
RADIUS % Ex#~ LFET,

ATvT4

(Optional) radius commit

Example:

switch (config)# radius commit

— 5 — & _—ZAWNIZH H RADIUS D
BELEFEE T 7 4 X2l — g
WZEA L ET,

ATvTh

exit
Example:

switch (config)# exit
switch#

WEE— FEKTLET,

ATvT6

(Optional) show radius-server
directed-request
Example:

switch# show radius-server
directed-request

directed request DX E A KR LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATH O A, A ¥ — b7 v THERUC
= to_biﬁ—o

2 0—s\)L 73 RADIUS 315

VrSARKRERZ A LTV FEROKTE

T RTORADIUS r— 2T 5 70— LR R E Y b T A B A4 L7 7 MR 2 5% E
T&EJ, 774/ FTIL, Cisco NX-0S 7 /34 AT v —HVBGEEIC R RIIC, RADIUS H—
NADEFEZIRZETHERITLET, 20U M T4 DREE, — T L ITEHKSFEE THR
TZENTEET, XA L7 7 FEMIZIE, CiscoNX-0OS 7 /34 A7 RADIUS % — 3735 D i
BrfoRMERELE T, TNEREDZLEX A LT TN = TF7—12hDET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Jua—)L a7 4 FXal—g
£ — }“%‘/Fﬂlﬂﬁébij‘o

. RADIUS DERE
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H—RIZ%T % RADIUS %45 RS A EHE 21 L7 rRImoEE |

Command or Action Purpose
R 72 |radius-server retransmit count 4T D RADIUS Y — RO FEE R
Example: AEELET, 774/ FOFEEFREE

11T, #EIL 0~ 5T,

switch (config)# radius-server
retransmit 3

R 7w 7 3 |radius-server timeout seconds RADIUS =/ DE(EZ A L7 7 bl
Example: EIRELET, 774NV NDEA LT T
switch (config)# radius-server timeout| IIMPAIESFTL HPHIL 1 ~ 60 T
10 R
A7 v 7 4| (Optional) show radius {pending | FLAR 9 2 72 DICREIRIBIZ > T D
pending-diff} RADIUS #%7& % #75 L £,
Example:

switch (config)# show radius pending

R Fw 75 | (Optional) radius commit — BT — X2 _R— ZANIZH 5 RADIUS O
Example: RELH L FEFa L T4 Fal—vay
switch(config)# radius commit ﬂ:ﬂﬁ;ﬁ L/§37fo

AT v 76| exit WREE— & T LET,

Example:
switch (config)# exit
switch#

A5 77 |(Optional) show radius-server RADIUS $—"OHREEF R L ET,
Example:
switch# show radius-server

A7 7 8 | (Optional) copy running-config FATH O A, AX— N7 v THERIC
startup-config ar—LET,

Example:

switch# copy running-config
startup-config

H—/NIZx I S RADIUS XY RS AR ER A LTV FREIRDRTE

77 4V hTlE. Cisco NX-OS 7 /34 A F 10— B /LFEFEIZ R RIIZ, RADIUS H—/ S ~D %
ZIRZETHERITLET, 20U T4 DEEIE, = "TEIHRKSEIETHEST I ENT
XFET, CiscoNX-OS T /A AN, XA LT U NTT7—%2EETHA0Z, RADIUS — 3005
DIGEEFHET DX A LT U FERBLRE T £,

Before you begin

1 DE 721385 D RADIUS — R R A b &R ELE T,

RADIUS DE&E .
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Procedure

ks
iy

RADIUS DEXE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXalb— g
T— REMBELET

ATy T2

radius-server host {ipv4-address |
hostname} retransmit count
Example:

switch (config)# radius-server host
serverl retransmit 3

FEE D — NITxkE B R E R R R E
LEY, T 740 MITa— UET
—g—O

Note

¥FE D RADIUS H— N ZHRE L 7- ik
FE%E. +_T?D RADIUS H—3|Z
BE LemEERE L eI ET,

ATvT3

radius-server host {ipv4-address |
hostname} timeout seconds
Example:

switch (config)# radius-server host
serverl timeout 10

FED—OFEEZA LT 7 MilEz
BELET, 7740 NI e —ULE
<7,

Note

¥EE D RADIUS — N ZHRE LT 4 A
AT U MERRIEL, 9XTo® RADIUS
P—NITHRE LA A 2T v FEE X
DS ET,

ATv74

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

BT 2 72 DIREIREIZ > TV D
RADIUS X E&F L ET,

ATy Th

(Optional) radius commit

Example:

switch (config)# radius commit

— T — & _X—ZANZH D RADIUS O
BELEFELFETa L T4 X2l —Ta
ICHEA L, CFSICLDx—H o— /L%
TEDEATEEERE A F—T M LT D
#1E. RADIUS & & % fif.> Cisco NX-0S
TONA ATEAT L ET,

ATvT6

exit
Example:

switch (config) # exit
switch#

REE— Rz TLET,

ATy T17

. RADIUS DERE

(Optional) show radius-server

Example:

RADIUS — OB TEERLET,
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RADIUS H— DT hy o7« v s vRiEREkonE [

Command or Action Purpose

switch# show radius-server

A7y 7 8 | (Optional) copy running-config FATH O E . AZ — b7 v TREKIC
startup-config aE— L%,
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS #—/ 3 R A FORRE (8 ~—2)

RADIUS Y —/\DT7 ho T4 VI ELXUVRIBREDERTE

Procedure

RADIUS — %7 h o7 4 V7 EM, EEGRREEMAICERT 20 2EETCEET, 7
74 ETIEL, RADIUS =X T7 H U7 4 7 EBGEOEFIER s nET, £/, 7
T H N hDR— FEDOFEDBET DHHEEIE, RADIUS T AU T 4 7 A ybE—U L3R
Avb—VORERTH D5 UDP R— hESERETH b TEET,

Before you begin

1 DE 721383 D RADIUS — R R A h &R ELET,

Command or Action Purpose
XFw 71 |configureterminal SH—NL Ay T 4 X g
Example: T—FZBBLES

switch# configure terminal
switch (config) #

X 5w F2 |(Optional) radius-server host RADIUS T AU VT 4 T DA vt—
{ipv4-address | hostname} acct-port JICERT A UDP R— F T LE
udp-port 4, 574 /L b UDP R— b i 1813
Example: T, #iPHIT 0 ~ 65535 T,

switch (config)# radius-server host
10.10.1.1 acct-port 2004

X5 w73 |(Optional) radius-server host RADIUS —RETH T 4 I 77
{ipv4-address | hosthame} accounting FIERT 3 - e afsELEST, 7
Example: THNNTIE, ThAOT 407 LR

switch(config)# radius-server host %EODEﬁj?GZ{%fﬁE§%L§i7rO

10.10.1.1 accounting

AT w74 |(Optional) radius-server host RADIUS #3E A v & — 2l UDP 7K —
{ipv4-address | hostname} auth-port NEREEELET. 5740 D UDP
udp-port

RADIUS DE&E .
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RADIUS DEXE

Command or Action

Purpose

Example:

switch(config)# radius-server host
10.10.2.2 auth-port 2005

A— ME 1812 T, #iPHIZ 0 ~ 65535
<d,

ATy TH

(Optional) radius-server host
{ipv4-address | hostname} authentication
Example:

switch(config)# radius-server host
10.10.2.2 authentication

RADIUS ¥ — " Zi8GEIZ %
ZLERELEY, 774 FTIE
TAY T 427 ERAED W STIAEH
SNET,

ATvT6

(Optional) show radius {pending |
pending-diff}

Example:

switch(config)# show radius pending

BEAi 3 B 7= DICREIREIC 22 o TV D
RADIUS %&£ R L FET,

ATy T1

(Optional) radius commit

Example:

switch(config)# radius commit

— T — ¥ _X—ZAWNIZH 5 RADIUS D
RELE>FEfTa L 74 Fal—a
TEHALET,

ATvT8

exit
Example:

switch(config)# exit
switch#

Ut

MEE—RFERKRTLET,

ATv79

(Optional) show radius-server

Example:

switch(config)# show radius-server

RADIUS — DFHTEEF R L FET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FITH O E ., AX— 8T v THERL
Wabve—L%E7,

Related Topics

RADIUS — RN R A FOT|/E (8§ X—)

RADIUS —/\D 4/ O—/NILIEEEZ=Z2 ) VT DETE

K — RIZEHBNE T A b RXTFG A— X BRELRLTH, TTO RADIUS Y— A A%
TR YT TEET, TANRTA=FRREINLTORWNT =T, Z7r—23L0 LUL
DNRFTA—=FEFRLTCE=Z I ENET,

[l RrADIUS DEE
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B

axX ;&

Procedure

\)

RADIUS H— iy a— LnEsE=4y v rnEE ||

Note

& — IR
£

EENTET AR NG RA—RF, ZTa—rULDT Ak N A—2 L ELEIN

Ta—\)L a7 4 X alb—gr NRNTA—=2IZF, Y—N"THEATI2—TLH LA T—

R, BEXOTA RV 2 A~—REPRDHVET, 74 FL ZA~—IZ
DL HWDOHIHER ZZAE LR » 25 A1,

TEHEMNEIRELET, ZOF 7T a 23 E L TEHI

ARNEFATLIEY TEET,

\}

I%. RADIUS $— "3 &

CiscoNX-OS T34 ANT A b 2%r v h&IEE

=T 2L, 1 EETT

Note

\}

Xy FI—=2Otxa VT 1 2R T 5720
CHbDZfER LR &2/ L £,

\Z. RADIUS 7 — & _— 2 DREAFED = —HF 4 L [d]

Note

TITFNEDT A RV ZA~—fHIE0

BT, TA ]

SJLU A A A E =N 0 G DA

RADIUS r— RO EWH 72 =4 ) U TI3FEITEINFEHA,

Before you begin

RADIUS % A % —

T LET,

Command or Action

Purpose

Z 5w 71 | configureterminal Sa— L Ay T 4 L—g
Example: T—F&BBLES
switch# configure terminal
switch (config) #

R w 72 |radius-server test {idle-time minutes | T a— L — RN =2 Y SO

password password [idle-time minutes] |
username name [passwor d password
[idle-time minutes]]}

Example:

switch (config)# radius-server test
username userl password Ur2Gd2BH
idle-time 3

NRIA—BER/ELET, 774D

a—H L Ltest, T T AN RDONRAT —

Rittest T4, 7A K XA ~—DF

7 A MEZ 053 T, AL 0
~ 1440 43 T,

Note
RMmB#~A®E%%@%:&UV
TEATHIICIE, T4 KV A ~<—

XU K& EAR E#éb%#&@i
R

RADIUS DE&E .
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Command or Action Purpose
R 7 3 |radius-server deadtime minutes CiscoNX-0S F /54 Z A%, HilEEZ L7
Example: no7-RADIUS V—R%&2F = v 7945

ETORH (5) ZfELET, 77+

switch(config) # radius-server deadtime

5 JV MEIZ 073 TY, AN &iPHIE 0 ~
1440 43T,
AT w74 |exit REET—RFZKRTLET,
Example:
switch (config)# exit
switch#
AT 75 | (Optional) show radius-server RADIUS #— O EEF R LET,
Example:

switch# show radius-server

A7y 76 | (Optional) copy running-config FATH O E . AX— N7 v THERIC
startup-config ar—LET,
Example:

switch# copy running-config
startup-config

Related Topics
% RADIUS = "DEHE =5V 7 DRE (22 °—)

% RADIUS H—/\DEEE=2 1) VT DETF

% RADIUS — O AHMZE=F2 Y I/ TEET, a0 T4 Falb—alr "JTA—FT
i, =" THEHTI22—FHZENRRT =R, BLOT A RV A ~—RERBVET, T4
Nv & A <—IZiX, RADIUS H— 3 ED < H WO ERZ 325 L e 7235412 Cisco
NX-OS AA v FNT AR Ry NekGETo0EBELET, 2047V a2 ELTE
Y — "2 T AN LD, 1T T A NERIT LD TEET,

)

Note X 4— SHICRESNIZT AN NFGA—ZL, Fa—LDTF Ak RT 2= LVEREIN

\}

Note =17 ¢ EoFf) D, RADIUST — 4 R—ANOEEFDO 2 —HH LFE LT A b 2—HF4,
ERELIRNZ EEHELET,

[l RrADIUS DEE
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BE
% Rabws 4—nE@E=2 U rnEE [
)
Note =74/ L hDT7 A KL ZA~—fHIZ04TT, 74 F/LVERBBEA 02 D34, Cisco NX-OS
T34 AL, RADIUS — "D EMI2E=2 1 75 FITLER A,

Before you begin

RADIUS # BN LET,

1 DF 721385 D RADIUS — X AR A b & B L £97,
Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR)L a7 4 X2l — g
T—FEBLET

ATvT2

radius-server host {ipv4-address |
hostname} test {idle-time minutes |
passwor d password [idle-time minutes] |
username name [passwor d password
[idle-time minutes]]}

Example:

switch (config)# radius-server host
10.10.1.1 test username userl password
Ur2Gd2BH idle-time 3

Y—NEF=H VL THDONRT A =S %
ERNCHEELE T, T 74 hoa—H
T test, T 7 F L FORAT— R
test T4, 74 KL EA~—DF 7 /L
MEIZ 043 T, ARh7e&HIL 0~ 1440
5T,

Note

RADIUS — D EMH) /et =21
TEITOITIE, TA KV EA~<—I20
FOREREEZRETOHLENRH Y £
7,

ATvT3

radius-server deadtime minutes

Example:

switch(config) # radius-server deadtime
5

CiscoNX-0S 7 /34 A3, HilEILE L7
No7=RADIUS r—R%2F v 775
ETOREE (43) ZEELET, 774
JV MEIX 03T, ARhefiEIT 1 ~
1440 73 C9,

ATv74

exit
Example:

switch (config)# exit
switch#

REE— R T LET,

ATvTh

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS r— DR EEZFERLET,

RADIUS DE&E .
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Command or Action Purpose
A7 7 6 | (Optional) copy running-config FATHOMER A, A2 — T v TR
startup-config ar—LET,
Example:
switch# copy running-config
startup-config

Related Topics
RADIUS r—/ R R A N DORE (8 2—)
RADIUS r— D7 a— NV REME=4 U U T ORE (20 *—)

- > = SLo
RADIUS T ~ 2 1 LEIfRDEETE
T _RTORADIUS — DT v K XA AfRERECTCETET, 7 v K ¥ A L[RRIZIEL, Cisco
NX-0OS 7 /31 A3, RADIUS H— %7 > RIREETHH EEHEF LToth, O — N7 F7 4
TREBIZRE ST E I D EHRTAT-DICT AN Xy N2 EETAHAECOMEEZIEELE
T, T 74V MEIZ 04T,

\)

Note . N & 1 ARIFEZN05DHE . RADIUS H— N3, JEEEZ RS RWEETH, 7y hE LT
~v— 7 ENFEH A, RADIUS H— R F—FIZxT 567 v R 24 AERERETEET,

Procedure
Command or Action Purpose
R 71 | configureterminal Jsa—n)ar7 4 Fal—g
Example: E—FZBBLES,

switch# configure terminal
switch (config) #

R 72 |radius-server deadtime minutes Fo R 2A LBBRERELET, 74
Example: v MEE 0 43T, AR 1 ~
switch(config) # radius-server deadtime 1440‘?}7?7f0

5

A7 v 7 3| (Optional) show radius {pending | FLAi 3 2 72 DICREIRABIC 22 > T D
pending-diff; RADIUS #7& % #1 L4,
Example:
switch (config)# show radius pending

R v 7 4 | (Optional) radius commit — T — & _— 2N H D RADIUS O
Example: RELEHEZETa 74 Fal—ay

(L ET

switch (config)# radius commit

[l RrADIUS DEE
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Command or Action Purpose
AT v 75| exit REE— N T LET,
Example:

switch (config)# exit
switch#

X 7 6 | (Optional) show radius-server RADIUS — OB EEFRLET,
Example:

switch# show radius-server

A7 77 |(Optional) copy running-config FATH O Z, A ¥ — b7 v THERIC
startup-config ar—LET,
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS —/ ZL—TDOFE (12 =)

o > =L

DAL LINAT— FKDOHRTE
RSA SecurlD h—27 > B— % fEHT B Z & T, CiscoNX-OS T /XA ZATI LU Z A L INRAT—
K (OTP) #HAKR—hT&FET, ZOMREEFEHTLI L, 2—ViX, BREEE (V¥ A LN

2T —R) LFDOHRETRSA SecurlD h—727 IR REND h—2r 2 a— FROWHFE AT
5 Z LT, Cisco NX-OS T /31 Akt T 2G5 EE EITTE F9,

)

Note (Cisco NX-OS /31 A2 Z A 457D END b—27 v a—RiE, 60T LICET
SNFET, T ABHBICET AREAES 72901, Cisco Secure ACS WERT — & _X— R TFF
ET R D2V HEFEHT L E2HERELET,

Before you begin

Cisco NX-OS /34 AT, RADIUS H— KA ET 74NV DY E— bk v /A ViliEa ik
E]\/\i—éqo

RKDOLDBPA AP ENTNDHZ L 2R LET,
« Cisco Secure Access Control Server (ACS) Version 4.2
* RSA Authentication Manager Version 7.1 (RSA SecurID F— 2 » #—3)
* RSA ACE Agent/Client

RADIUS DE&E .



B reows —RF g —nTL—ToFEHE=SY LY

T HA L INAT— REVR— T 572012,
A phEVUE—}|

N ARAELASR D) F

LOITRET DHENRDH Y £,

1. RSA SecurID h—72 > H— 3E3E% A R —

TNz

RADIUS DEE |

Cisco NX-08S 7 /34 2T (RADIUS ¥—/3 7K
REZITHMNEITH Y A, 7272 L. Cisco Secure ACS Z KD

LET,

2. RSASecurID h—7 v =N ARP2—P K o— F—=F X=X TBEMLET,

RADIUS H—/\FE =T H—/

RADIUS Y¥— "FE =TV —N 7 —

Procedure

N\TIL—TOFEFHE=2)2Y

IR LFETT AN A=V E2FEETEET,

Command or Action Purpose

R w 71 |test aaa server radius {ipv4-address | RADIUS #— NIZTF A F A v —T%
hostname} [vrf vrf-name] username YlE UCA M AR LT,
password
Example:
switch# test aaa server radius
10.10.1.1 userl Ur2Gd2BH

R 7F 2 |test aaa group group-name username RADIUS $r—/N JL—FIZTF A N A >

password

Example:

switch# test aaa group RadGroup user2
As3He3CI

’[Z_‘/%—f%L:u L/TT)EH EE%EEWLA LiTo

Dynamic Author Server D F 1L £ 1= (X ESNE

FIE

ARV KRFERRETY Va3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATy T2

aaa server radius dynamic-author

fl
switch(config)# aaa server radius
dynamic-author

RADIUS dynamic author server % A Z)Z
LFET, 20z~ RonBRAEFHT
#UiX. RADIUS dynamic author server %
W TE £T,

. RADIUS DERE



| RADIUS DEE

RADIUS &

FIE

raowws A zE0%E

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—rVEREE— K2R LET,

ATy T2

[no] aaa server radius dynamic-author

1

switch(config)# aaa server radius
dynamic-author

AA v T AAA Y —NE L TREL.
AR Y — —N b O AR L
FT, Zoa<wr FonBAEFHAL
T, RADIUS # A} v 7 A—H—&
BEfHT BNy T4 T 2 N 2B T
xET,

ATvT3

[no] client {ip-address | hosthame }
[server-key [0] 7 ] string ]
fi

switch (config-locsvr-da-radius)# client
192.168.0.5 server-key ciscol
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[no] port port-number

1

switch (config-locsvr-da-radius) # port
3799
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bk AR— RE 1700 T,

ATy Th

[no] server-key [0] 7] string
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show radius {status| pending | pending-diff}

Cisco Fabric Services @ RADIUS #% & DO lcAi L &

L OFEMEHZ F£om L E T,

show running-config radius [all]

FITaL 7 4 ¥ 2 L— 3 O RADIUS RIE A #

ALET,

show startup-config radius

ABE— KT T a7 4 ¥ o b— 3 ORADIUS
REERTFLET,

show radius-server [hostname | ipv4-address]
[directed-request | groups| sorted |
statistics]
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show running-config dot1x
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show running-config aaa
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show running-config radius
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show aaa server radius statistics

7 — % LD RADIUS H— et E#R 2 For LE T,

show aaaclient radius statistics {ip address
| hostname }
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clear aaa server radius statistics
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clear aaaclient radius statistics {ip address
| hostname }
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Before you begin
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Procedure

Command or Action

Purpose

ATy T

show radius-server statistics {hostname |
ipv4-address}
Example:

switch# show radius-server statistics
10.10.1.1
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Related Topics
RADIUS r—/ X R A N DORE (8 2—)
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Before you begin

Cisco NX-0OS /34 Z @ RADIUS — & HEL T,

Procedure

Command or Action

Purpose

ATy T

(Optional) show radius-server statistics
{hostname | ipv4-address}
Example:

switch# show radius-server statistics
10.10.1.1
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clear radius-server statistics {hostname |
ipv4-address}

Example:
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Command or Action Purpose

switch# clear radius-server statistics
10.10.1.1

Related Topics
RADIUS #— N R A R OFE (8 X—)

RADIUS O &% 7€ 5l

®IZ. RADIUS #ZET HH & R~RLET,

radius-server key 7 "ToIkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhT1" authentication accounting
aaa group server radius RadServer

server 10.10.1.1
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radius-server host 10.77.143.170 key 7 "fewhgl23" authentication accounting

aaa server radius dynamic-author
client 10.77.143.170 vrf management server-key 7 "fewhgl23"
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ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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