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TS T —REBR—OFRA L MPOLETE AV~ 7u—%Mt LT, BV 1 N
HENY 7 N =T Ty 77— REFH CHET LULEN R, 7Ty 77 L— RIEET S
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ZL—RNHEEIZT 7 BATEET, ZOX=VUI450F THRHV ET, Zokr7vart
Ko7 v arTHBELET,

[#ZE (Overview)] #Z 71213, Multi-Site KA A CNOYA &, BEAINATND, E/2I3ERA
DYFRTE TV T 77— LU =T N=Ua VIHEHTDHIEMBFRENET, 94+ 772
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T e———  Site Firmware Management

B Operations

Qverview Controllers Nodes Downloads
Backups & Restore

—

Sites Firmware

Firmware Update Summary
Tech Support

Controllers

Nodes
Remote Locations

< Infrastructure

£ Admin : 23 s
et

ifav109-site1

Controllers Physical Nodes

ifav109-site2

Controllers Physical Nodes

1 7

)

AR—=IERD 3 ODOEIBIT Y I TWET,

[T7F7F—LYHTT 7y TTF— FOWE (Firmware Update Summary)] : Cisco APICH L T8 A

A vF Ty —2bUxT EET, Multi-Site KA A L NOTRTOYA MNMIFEET DT 7 —
BT 2T A A= ORI EEZRME L F9,

ARA=VDIAT LI, FREDOA A=V BETle, BEADHERPFRINET,

* [58T (Completed)] Z/f)(“—cjﬂiﬁ?’f\ arhe—JFFTAA V?‘K@Eﬁéﬂflﬂ
ESc AN

o [#Urm— KW (Downloading)] (AA wvTF /J—FRKDH) A A—VIIAAL vTF /) —F
WX T ra— RETT,

¢ (A VA F—AOETET (Ready to Install)] (AA v F/—RDH) £ A—TTA
Ay F/—FRCEFY 7 ya—FEh, 4 X F—AOEFRTE THET,

o [{ YA F—/L (Installing)] : 2 b —F FFAAL vF /) — NITHEA A—V 5 R
BT,
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* [RPHR— 1 (Not Supported)] : JJy—2Xx 4.2(5)c]: DETDOY Y — A7 . VE—FT77—
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TIEFEEHIRNSEIA

Nexus Dashboard Orchestrator 767 7 7 U w7 7T v 77 L— REFEITTHEE. IROEIRI #E
HEnEd,
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Upgrade, and DowngradeGuide] ) |ZFE# S 41TV 5 CiscoAPIC 7 » 77 L— K & &
WCEHEDTA RTA4 v HRFH, BIORIRFHZMERE L., TR RERH Y F
R

» Nexus Dashboard Orchestrator % Cisco Nexus Dashboard |ZJEBI I 2 MLE N H Y £97,

A NOT v 77— FEEREIZ., VMware ESXONDOEA T c& A, £/,
['Cisco APIC Ingtallation, Upgrade, and Downgrade Guide] (ZFE# STV HEHED T v
77— RFRIAICHE D LERH Y £,

« 777V w7i%, Cisco APIC U UV —Z 42(5) L2 FAT L TV DA MLERH Y £3,

IRIOAPIC V) V=22 FTL TV 777V v 27id, Ty 77 L—RU—r7n—HC
BN T& A, [CiscoAPIC Ingtallation, Upgrade, and Downgrade Guide] (ZFC# =4
TWHIEHEDT v 77 L— FRIAICHEVE T,

A MDOT T T L —Rit, oD 777 v 7 Z2ET 594 NMEHE LHETAZ
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E. XU —RLIA A=V EEHLTT vy 77 L — R et XA & aTE £7,

FIE

AT w1 Cisco Nexus Dashboard Orchestrator ® GUL(Za 7' A > LE9,
ATF9 T2 7y—rvT Furu—Raety 7Ty 7 LET,

= abali: Multi-Site Orchestrator Cluster Status 3/3 () (@ @)
o Dashboard
[EIT—. i [irmware Manage t ®
o (-]

Qverview Controllers Nodes Downloads

Backups & Restore
—
Sites Firmware

Tech Support

Remote Locations

& Infrastructure

£ Admin

There Are No Downloads

c Setup Download

a) ElOF e — g A T2k (Operations)] > [¥4 b 7 7—L™ 7 (SitesFirmware)] & 5241
L/i‘j—o

b) AAL T4 RUT[ArO— K (Downloads)] % 7 % E4R L £,
¢) [FHora—Fnty k7w 7 (Setup Downloads)] # 7% 27 U v 7 L7,

URNZ 1 2L EF o ra—Reaty b7 v 7 LTOWERAE, bz, A0 0 EZdh D
[#9vO0— KDty 7w 7 (Setup Downloads)] K% > %27 U v 7 LET,

[4 A—C % APIC A% ™ > 0— K (Download Imageto APIC)] B 23 # Rk S E 7,

ATFYT3 A FEERLET,
CZITEBIRLETRTOY A RO Cisco APIC IZA A—U WA a— RENET,

a) [¥4 FORIR (Sdlect Sites)] 2 U v 7 LET,

b) [HA FDFEIR (Select Sites)] 7 4 KU T, 1 DL EDOHY A FEA 2L, EBMLTEAL S (Addand
Clos9l 27 Vw7 LET,

c) [k~ (Next) 127 U w7 LTRATLET,
ATvTa4 FEEATILET,
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Download Image to APIC x

3t Setup + Downloading © Complete
¢ -] :
Site Selection Authentication Confirmation

Download Details

"aci-apic-dk9.5.1.0.110a.iso [x)

'aci-n9000-dk9.15.1.0.95 bin (%]

Username
admin =%

OAmenUca— on Type

EESUCIG SSH Key ;.
Password

o

LTI

a) [4&HI (Name)] # A/ LE7,

Zora— REBRlT 572000 T WARTEZIEELET,
b) 7'r haLEBRIRL ET,

HTTE E72IL scP R TA A=V R XU m— R 2 &2 EINTEET,
¢) [+URLMEM (+AddURL) %7 U > 7 LT, 4 A=Y OEEEELET,

APIC L AL v F 77 =AU =T A A=Y O G TE ET,
d) SCP Z&IN L7=AE, iikE#RE A LE T,

074 3% [A—HF (Username)] (admin 7% %) Z AT HLERH D 7,

[FB3E% 1 7 (Authentication Type)] Z#R L £,

« NRT— FREEDOHA L, AICHEE LIa2—F 4D AU — K& AN LET,
* SSH F—FBFEDH AL, SSH F—& SSH F— RRITL—XE ANTHRLENRH Y £,

e) [k~ (Next) %27 U7 LTHATLET,
R CIE MR A MR L. [XE (Submit) 127V v 7 LTRATLE T,

FoREIN 5[4 >Ba— K (Downloading)] Hi[fii T, £ A—Y DX — ROAT —H AR TEE
ﬁ—o
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AT =B 2% ) v 7 LT, EITRUOFMERTTHILLTEET,

Image Download - MSO-d11 x

1+ Setup

Download Details

Name
MSO0-d11

+ Downloading

Overall Status

Downloading

© Complete

Status Breakdown

ifav109-site3

URLs

Link

0.117a/final/aci-apic-dk9.5.1.0.117a iso

Status

Downloading (30%)

X

~

w

"

Sites

Filter by attributes

Site URLs Status

ifav109-site1 U loading (1)
ifav109-site2 1 Downloading (1)}
ifav109-site3 1 Downloading (1)}

TRTOE T a—RRETT5E, [T (Completed)] B IZB4T L £9, [ > 0O— K (Downloading)]
EE Cr%T A2 LI A, BIOFIECTHELX v re— K422 0 v 7358, [FooA—F
(Downloads)] # 7B WD THERD Z &N TE £9,

— O » N\

A hA—S5OF7 v I L—F
ZIZTIE, YA POAPICY FAEZDY T " o= T Ty 7F T L— RERET D HFIETHONTH
L%,

FIE

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI {22 71 > LE9,
RTY T2 APICY FAXDT v 77 L —FR&ety N7 v 7 LET,
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ATvT3

ATvT4

ATy TH

avrn—s07vIsL—F ||

= ke Multi-Site Orchestrator Custer Status 3/3 @) () @)

cisco

o Dashboard

TT—T————— S Firmvre Management ®

e Operations
Qverview Controllers Nodes Downloads
Backups & Restore

Sites Firmware a

Tech Support

Remote Locations

& Infrastructure

£ Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

c Setup Update

a) LMo FEs— g A THEE (Operations)] >[4 b 7 7—L™ 7 (SitesFirmware)] % 54R
LET,

by AA U4 Ry T[arbO—35 (Controllers)] # 7 # &N L £,
¢) [EHDEY +7 w7 (SetupUpdate)] %27V v 27 LET,

LRNZ 1 2P EOFEH 2% E L TV AHEEIE, D VICAA XA O EICH L [BFHDEY b7y
7 (Setup Update)) R v %27 UV v 7 LET,

(A b D27—LIz7DEFHFOELY b7 v T (Setup SiteFirmware Update ) ] i 2388 & £37,
Ty T T L— ROEME AN LET,
a) [®&EI (Name)] # AL £7,

I, WoOTHET v 77 L— ROEITIRINZ BT A5 72DIEHATE S, avrive—07 v 77
L— KR —4TT,

b) [V FDFEIR (Sdlect Sites)] 27 V v 7 LET,
[ FDEIR (Select Sites)] 7« > RUBRERINET,

c) [UA FDEIR (Select Siteg)] V4> KU T, 1 2L EDOH A hEF 2L, [EBMLTEHALS (Addand
Closgl 27 Vv 7 LET,

d) [k~ (Next) |27 Vv 7 LTHAITLET,

[/A—2 3 D DFE4R (Version Selection)] BiHIC, 7 v 7B —RL7Z7 7 =AU T N—Ta V&L,
[R~(Next)] 227 U v 7 LET,

ZZCHEHMBRICT AR, 7y —L U =T B A MIF Y — RTH0ENRHY ET, Aot s
va rTRELESY ‘7/D~I\75>E% SETLEZLOD, ZZTAA—VEEHTERWGEIE, [77—
LT TDEHFDEY b7 v 7 (Setup Site Firmware Update)] [ ?ﬁﬁ%ﬁ'ﬁlﬂ [#24E (Operations)] > [H 4 +D
77—LAL 7 (SitesFirmware)] >[a > kA—7S (Controllers)] # 7'iZ . [B# (Refresh)]| A& %7
Uy 27 LT, EHTREREAE®REZ Y m— FLET, Tanb¥A b@? /7 7 L— RFIEE 5> —
WBLET,

[#EER (Validation)] Eiff CIE#H AR L. [RNNext)] 27 U v 7 LET,
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LEfER L. 7Ty T L— FIZRET LN S D BMER e #HR L E7,

Setup Site Firmware Update x

fed Setup + Downloading := Ready to Install @® Installing © Complete

© » @ 4

Site Selection Version Selection Validation Confirmation

ifav109-site1 o Following nodes are notin vPC ['1111;102; '101;'104; '103'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site’ @ Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  Following nodes are not in vPC ['301;'302°].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site3 @ Pod(s) [1] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  NTPis not configured.
Configure NTP via System > QuickStart > First time setup of the ACI fabric = NTP. This is recommended to avoid any issues in
database synchronization between nodes, SSL certificate check, etc.

ifav109-site3 @  APICs are not running recommended CIMC versions :node-1: 4.0(2f)
Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC
firmware version.

(" Previous ) w
i 4

AT 76 [HEEE (Confirmation)] i CTHE A MR L. [EE (Submit)]| 227 Vv 7 LTT v 77 L— R&fta L £,

AT TT1 [41 VR F—ILOEFEST (Ready to Install)] i T,
T w7 T L— K ZFa APIZNDO SV A b ~DEEFINKDbILD &, GUI

[4 YR k=L (Ingtal)] %2 U v 7 LET,
W2, B kb DRID,

T T T — RORFIOBEMAT — X ANFKRINET, BRI INDE, Ty T 7L —FRDORAT—

FANEFENET, Rt RKbNIZE,

L, FEITHEHTEET,

— ko7

T L—F

SiEL A YDA F )= RO T "N =T TSI — RE#E
FAL £,
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FIE

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI I\Z & 7' A > L%,
ATV T2 AL vF )= OT7 v 77 Lb—FR&®ty b7 v 7 LET,

= Al Multi-Site Orchestrator custer satws 111 @) @ (W)
@ Dashboard
SIS  Sitc Firmware Nvagemem ®
e Operations

QOverview Controllers Nodes Downloads

Backups & Restore
—
Sites Firmware

Tech Support

Remote Locations

< Infrastructure

£ Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

C Setup Update

a) LEMlDF el — g XA T2 (Operations)] > [H 4 b 7 7—L4™ 7 (SitesFirmware)] & 5241
L/\i‘a—O

b) ALY U4 RUT[/—FK (Node)] ¥ 7 &R L £7,
c) [BE#HDEY b7y F (SetupUpdate)] =7 U v 7 LET,

PANZ 1D EOBEH 2% E L T DAL, RDOVICAAS A OE EIZH L [BHOEY T v
7 (Setup Update)) R&# v %27V v 7 LET,

[/—F 27—LOzT7DEHFDEY h7 v 7 (Setup Node Firmware Update) | EaE 238 & £9,
ARTY T3 To7 7 L—ROtME AT LET,
a) [®&H1 (Name)] Z AN L £,

S, VOTHT v TS L— RORTRIE BT 3 IR CE 7 v 77 L— FHRY v —4
<7

b) [/ — FMDEIR (Select Nodes)] #7 U v 7 L £,
[/ — FD:EIR (Select Nodes)] 7 « > RUBERRIINET,

o YA FEERL, OV A FDXA vF /7 —F2ERL T, BMLTHAL % (AddandClose)] %7 U »
7 LET,

—EIZ1ODYA PN AL v F ) — REBMTEET, oA F2bAA v F2IBMT 55513,
COFNEZ#Y KL ET,

d) oOYA D) —RIZHONWT, BIDOY T AT v 7 &KL E7,
e) [k~ (Next) 1227 U2 LTHATLET,
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ATvT4

ATy TH

ATvT6

ATy 717

[/3—2 3 Y DEIR (Version Selection)] ki T, 7 v T u— K L7 7 =AU =7 A= a ZBRL,
[R~ (Next)] 27 U 7 LET,

ZZCHEMTRRICT A72DIZiE, 77— U =7 &Y A MU a— NT20ERH) £§, Aiots
Varv TRELIEA VB — RBEFIZETLEDLDD, ZITA A—VEFHTE2WGEEIE, [77—
LT 7DEHFOEY b7 v T (Setup Site FlrmwareUpdate)] i 4 P U, [#4E (Operations)] > [H4 ~D
7 7—AL T (SitesFirmware)] > [/ — F (Nodes)] # 7'I . [E# (Refresh)) R¥ &7 U v 7 LT,
TR e AE Y e — FLET, Thunb A ]\ODT /7 JL—RFIEZ S O —ERBLET,

[#REE (Validation)] i C, FEENRAEL TN Z EE2HEERL, [RNNext)] 227V v 7 LET,
FEENRNZ ERMER L, 7T v 77 L— NS LN 52 BNERE2HERE L EI,

GE)

JU—=2501) EVRETDOY U —=REFEITLTNDEHA ME/— FRGEZ AR —F L TR0 72D, NDO

S5DOT v 7T L— REBRBTLR1C, A D APIC TAA vF /) — ROEEETF = v 7§52 & aflE
LET,

Setup Node Firmware Update x

3+ Setup + Downloading = Ready to Install @® Installing © Complete

(";\ Y ) 5

N _4
Node Selection Version Selection Validation Confirmation

ifav109-site3 g t [ I li
Continue upgrade (without node validation)

(" Previous ) Next
| S

[#32 (Confirmation)] i CHE# 4 M8 L. [#{E (Submit)] 227 U » 7 L TheAT L £ 7

ZHUCEY, BRLZTARNTO /) — R A—UNFRNICF TV m— RafvEd, ¥Ure— RKRETT
He, BES[ A URM—ILERFET (Ready to Install)] IR L, kO FIEICHET Z N TE £,
(A7 av) [BEMERTE (Advanced Settings)| # A H L £,

GE)
FEA T Y a AT BAHIIC, Upgrade and Downgrading the Cisco APIC and Switch Software (Cisco APIC
Installation, Upgrade, and Downgrade Guide) THi#] X1 TV % Cisco APICT » 77 L— R at XD A
R4, HEEE, BIOHIRFEEZHERL TIZIN,

[1 VR F—ILOEHFTET (Ready to Install)]EiE T, [FF#lIEXE (Advanced Settings)] A = = —Z BV TEM
DAT Y areRRTEET,
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ATvT8

ATvT9
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« [EfEF = v U 48 (IgnoreCompatibility Check)] : 77 4 /v b Tld, ZOA 7> a Uitz (No) ]
ICRRE SV, BT = > 7 AT > TOET, /ZTA@ﬁf£ﬁ$®A%V3/#6?
NIZFH LR —=T a0 ~DT v T L= RRNANRY R = FEINTWHENE I DR EINET,

[HHaMETF = ~ 7 % ML (Ignore Compatibility Check)] 7 « —/L R C [IE\W (Yes)] (2 L CHHMEF = v 7
BEREZR T LT2Ga . VAT ATHR—=FENTWRNWT v 77 L —RRFETEIND VAT R3HY
AT LAPFATERVIRBIC R D ATREER H VD £7,

[JL—RTI Fxv?¥ (Graceful Check)] : 7 74/ b Tk, ZOFT T3 iF vz mo) 1 ITHRE
INTWEYT, 77T 1L —RK7avATOT v 77 L— RETRIZE, FORAL v F LT L —R7
JAEANELD AL (GIR) E— RiZ7eh £/ A,

TOF I arEENNCTHE, Ty ST — ROETHIC ) — RE 7L —Z2 7002 (GIRZfEAH L
C) UV EEDLZIENTE, 7T L —RICXd 7740 v 78EPED LET,

[%?:.I':E— N (Run Mode)] A Y FTCIE, ZOF T a3 0% (BEICHAT (Continue on Failure) ]

WICRESNTEBY, /—ROT7 v 77— RRET 5L, kD — NCl#ERET, E£72id. 204
WA=V E&ijr C—WHEZIE (Pause on Failure) JWZFRTETH E., Wi /) —RKOT7 v 77 L—K
IR 7/7&v~k7mtz%ktfﬁi¢

[Failed] E~¥—F7 &N/ —K&T v 77 L — KM HHIBRLET,

Ty T — KRR —Z, 77—z TDX 7 a— RNZERHK L1 ED ) — R EFENTWD
WA, Ty 77— REFITTEEH A, (5K (Failed)] AT —Z R H—V)VEEbE 5L, SEER
LR O RN IR ENET,

Ty 7T — R ) — REHIRT DL, [Ty TT— DM %E#E (Edit Update Details)] @V > 7

([ >R F—ILDERSET (Ready toInstall)] ®iiim) #27 VY v LET,

[MRA b=l (Instal)] 27 V27 LCT v 77 L— RERKLET,

T 7T L—FK 7aEAHIINDO LY A MO NKRDILD &L GULIZIE, Kb DEID,

T = ROBEHOBEMAT —Z ANERINET, BN HELESNDLE, Ty T T —RDOAT—
ZANEFINET, Bnkbhizth, A0 O Echs [B#HF (Refresh)| RZ %227V v 74
e, FEITHESHTEET,
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