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1 DL EOFEREAEXF—Z KO I B OFFEOWTNNEFERA L CHRETEET,

« GUI Z#1{# Ji] L 7= CloudSec 51k Cisco APIC OikE (12 2—) THBHINATWAS
Cisco APIC GUI O ffi [

» NX-OS Style CLI % f#i fi L 7= CloudSec 5 52 %3 % Cisco APIC D% E (13 X—) T
i X TV 5 Cisco APIC NX-0OS 2 Z A )Ld CLI DfFEH

« REST API Z{#i[fl L 7= CloudSec i 5{b.> Cisco APIC O E (14 =—) T I T
% Cisco APIC REST API O ]

GUI Z{$ A L 7= CloudSec iS5 1L ® Cisco APIC D% E

ZDE 7 v a X, Cisco APIC GUI 2l L C 1 L Lo FHpidA 5 — (PSK) 7% &9 5 ik
IZOWTEBLET,

FIE

ATy 1 APICIZu /A LET,
RAT9T2 [TFUR>[M42T7F]>[RY) —]>[CloudSec BEE1L] ICBEILFE T,
ATvT3 SAX—DFEYDHREZIEEL £,
ZOF T a it EX—NENRER N ERELET., TNETNOAR SN TXRX F—1F, HFx—

Tt A% MY K LB ETEORECHBRYINICAR Y £, HROERIX., 5~1440 53 0O&EFHTASTE
F7,
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ATvT4
ATy TH

NX-0S Style CLI % {&F8 L 7= CloudSec F&-51L =% 9 % Cisco APIC DEXE .

[(BRIHBEX—]T— TN+ T A ar %220 v LET,
BT 52FEAEEX—DA VTV IRZIEE L, 0%, BRIXEF—AKEZEELET,
[Ty PA(ndex)] 7 4 —/v RiL, FpidtExF—2EHT2EF2EELET, KEHEEMNOA T v

7 R) F—=EH S NIE T, T ATRY) (B TAOA T > 7 X) F—"Thill HiLE T, Cisco APIC
IR 256 DO FRIILA F—%2 PR —"FT5DT, PSKA T v 7 AF 11 ~256 Tt huide v 8 A,

BBEAIHBEF—1L. 64 LFD 16 EHTFHTHHMLERH Y £,

NX-0S Style CLI Z{# FH L 7= CloudSec k&5 1kIZxt3 % Cisco APIC D& E

FIE

ATy T
ATvT2

ATvT3

RTv74

ATy TH

Z Dk v a Tk, Cisco APIC NX OS Style CLI Z i L C1-oLL D HHiHA % — (PSK) %
RETHHEICONTHHALE T,

Cisco APIC NX-OS style CLI iz 7’4 > L £7°,
a7 4 Fal—aryrE—FREANLET,

51

apicl# configure
apicl (config)#

F 74/ K CloudSec 72 77 A NDar 7 4 7L —ay E—REANLET,
B -

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

FATHA % — (PSK) O BHIRZ A E L £,

ZOF T a it EX—DNENBREM O EREELET., TNTNOAR SN TXRX F—1F, HF—
Tuv A% MU A LEEEEORRCTHIRROIIICZ2 Y £9, WIROERRNIL, 5~1440 7y OFFHTAIITE
7,

i -

apicl (config-cloudsec) # sakexpirytime <duration>

| DEIFEROFIEAFF—ZHEELE T,

WD A< RTIE, BELTWSPSK DA »F v 7 AL PSK UFHHKRERRE L £,
i

apicl (config-cloudsec) # pskindex <psk-index>
apicl (config-cloudsec) # pskstring <psk-string>

<psk-index> /X7 A —H %, FpiHEAF—DNEHINDIEFEZREE L T, K& (K EAOA T v 7 R)
F—MER SN % T, T RERY B FEOA U F v 7 2) F—THild HivET, Cisco APIC [Tk
256 HOFRIEFEF—Z VR — T 5DT, PSKA VT v 7 ZAFH 1 ~256 TRITFTNIERD £H A,

CloudSec F5S1t .
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B ResT AP %55 L7 CloudSec BES L0 Cisco APIC D E5E

<psk-string>/37 A —# X, EEOPSK #FELE T, iU, 64 LFD 16 EECFFNTHLMLENRH Y
£7,

RTYT6 (AT a)BEDOPSKREEZHERLET,
BUERRE SN TWS PSK 0¥t 2o 2 Fon7 5121k, koa~r REEHLET,
5 -

apicl (config-cloudsec) # show cloudsec summary

REST APl Z{#F L 7= CloudSec FE&1t ® Cisco APIC NDEETE

ZDE 7 aiE, Cisco APIC REST API Zf#ifl L C 1 DLl LD FERFHA F— (PSK) 2% T T
2 IFIEICHOW T L E1,

FIE

PSK HHIR, £ T v 7 A, XFHNEHRELET,
K@D XML POST C, RZEHLET,
+ % PSK OHAR % © > sakExpiryTime DfH,

Z @ sakExpiryTime /N7 A — X |35F — NG R72H (40) Z#HEELET, TNAENDOER I L2
TX/RX ¥—l&, HF¥— Fmtx% ) B LIBREEORM CHIRTINICZR D £, WIRORFEIL, 5
~1440 77 DHFIPI T AT TE L7,

HELTWAPSK DA T w7 A% H 04T vh R DOff,

AVTYDRNRT A—=21F, FHidE—PNMEHSNDIEFZHRE LT, K& wREMLOA T v
7 RA)F—=0MEHENTH T, o' RIEY) (K FOA T v 7 X) F—THilF bivEJ, Cisco

APIC I3dx K 256 O FHRTHA F—Z2 YR — T 5D T, PSKA VT v 7 ZAFI1% 1~ 256 TRITNILR
v EH A

HELTWD PSK DA T v 7 A% D pskString D,
pskString /X7 A —Z |XEEED PSK #FEE L ET, T 16 EXTFHI TR X 64 LFTRITIULZR
D EHA,

i

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">

<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""
>

<cloudsecPreSharedKey index="1"
pskString="1234567812345678123456781234567812345678123456781234567812345678" status=""/>
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Nexus Dashboard Orchestrator [J ) CloudSec FEE DA XL .

</cloudsecIfPol>
</fvTenant>

Nexus Dashboard Orchestrator R @) CloudSec BE 5D E X1t

FIE

ATy T
ATy T2

ATv73
ATvT4

CloudSec B5 5{kix, YA FZ EICEBNCHERE-IXENICT 52 RN TExFET, 727250, 22
DOV A FEIOBEEIX, ZOEENE T DOV A N THENZ /> TWAIEEICORE b anE
‘é‘o

1R BHHIIZ

2L EDH A FREITCloudSec s AL A BN T HHIC, IROX AT 5T L TEBSMLENRD
Dij‘o
e [CiscOAPICDOA A h—)b, T v T L—FK, Zoo7L—KIA K] THRBEENLTWH
HE oz, BEDOYA M CiscoAPIC 7 T AR ZA VA R—)L L THRELET,

« [Cisco Nexus Dashboard Orchestrator f >~ A FL—a v BLIORT v 77 L— R B4 R
DFBAIZHE > T, Nexus Dashboard Orchestrator 2 A > A h—/L L, REL F7,

e [CiscoACI ¥V FH A h a7 4FXal—ar HA R OB T, £ Cisco
APIC Y1 b % Nexus Dashboard Orchestrator {ZiEHN L £,

Nexus Dashboard Orchestrator (22 7' > LE 9,
FEOFEF—vay A=a—N0nb | [4AYITFRXAMS9F+ (nfragructure) 1> [H 4 MESE (Site
Connectivity) 1% &R L 9,
A T4 RUOEEIZH S [ (Configure) | R& %227 U v 7 LET,

(A7 ay) [ E (General Settings) | X—T D[22 fr—/L 7L —2OH§EK (Control Plane
Configuration) ] % 7 T, [IANA T # UDP "— I (IANA Reserved UDP Port) | 47> 3 VBT L
£75

T 7 4L hTiE, CloudSec|ZIMBE DUDPAHR— hEMHALES, ZOF T ar2HHTHE. A FMEOD
CloudSec 51 LIZAR D IANA IR — b 8017 {95 X 912 CloudSec #HERK T £,

GF)

IANA THIAR— Rk, U U —2R52@) LIFEZ LT LTV 5 Cisco APIC A F THAHR— M SN TNET,
ZOFREEEETDHITIE. TITDOH A b T CloudSec & RN T 20N H Y £3, IANA THKR— %
FHINZ LT, 37 TIZ 1 2L EDH A KT CloudSec K5 b Z BN L TV DAL, TXTOHA KT
CloudSec #2012 L, [IANA F#UDP7R— b (IANAReserveUDPPort) |47 a v ZHHIZ L ThbD,
VB2 A kT CloudSec #FEARNC LE T,

CloudSec F5S1t .
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B = 7o cloudsec R DORER

ATY TS MOV A RX—738 CloudSec R ELXEH T HY 4 M2 IR L £,

ATvT6 AEDOYA K/X—T, [Cloudsec B§BS1t (Cloudsec encryption) | % E &IV B % T, %A b ® CloudSec
FALHEREE AN - IX I L £,

A A v FTO CloudSec #E R D FER

WDz~ REFEFT 5 & Nexus Dashboard Orchestrator 7> & CloudSec F 2142 A%hic L=
. AL 2 AL v FITEB S NTZHIAED CloudSec # ik 2 MR TE 97,

FIE

RTYTN AN AL yFICn /A LET,
AT YT 2 show cloudsec sa interface all 2< > R&FT LT, CloudSec #ka # /R~ L 7,
WOHBHTT, A s—72A4AIOVWTIRDZ & 2GR LET,
o [EifEAF— K A (Operational Status) ] DfEIL ve /R LET,

o [l (Control) ] fEHIX. CloudSec B SALICHAEFAH I TWA UDP A— &2 RT 720, TTD
CloudSec Xt A FDOFTRTDA v Z—T = ZATHE L TT,

WDOHIX, FI7 )V DO ZaME D UDP A— |k (deprecatedUdpPort) ZRLTWET, IANA 2 E|
Y YT A— k8017 ZfE /9% & 9 I CloudSec Z Mk % &, [#I# (Control) ] 7 ¢ —/L RiZiZft
vz ianaUdpPort MBERINET,

spinel# show cloudsec sa interface all

Interface: Eth1/49.49(0x1a030031) Physical Interface: Ethl1/49(0x1a030000)
Operational Status: UP Retry: Off Control: deprecatedUdpPort
Site-Id: 2 Peer: 200.200.204.0/24 Type: ext-routable-tep-pool Operational Status: UP
Pod-Id: 1
TX Key: R R R R R R R R I I b dE b I b b h I b b Ik ASSOC Num: l Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.520-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.202.1/32 Type: msite-unicast-tep Operational Status: UP

TX Key: R R R R R R R R I I b dE b I b b h I b b Ik ASSOC Num: l Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.563-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: R R R R R R R R I b b b I b dh E b h I b b b Ik 3 ASSOC Num: l Sci: OXZOOOl
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 3 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.442-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs
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24 v 50 cloudsec #RE0HEE [

RX Key: R R R R R Ik kb 3 I b I b b b b b b b b b b I b b b 3k 3 ASSOC Num: O Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.453-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.201.1/32 Type: msite-multicast-tep Operational Status: UP

TX Key: R R R R R I bk b 3 I b I b b b b b b b b b h I b b b 3k i ASSOC Num: 1 Sci: OXlOOO2
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.549-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: R R R IR R I kb 3 I b b b b b b b b b b b b b b b 3k i ASSOC Num: 1 Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:36.501-08:00 Retry: Off
Uptime: 11 hours 30 mins 46 secs

RX Key: R R R IR R I Ik kb 3 I b b b b b b b b b b b h b b b 3k 3 ASSOC Num: O Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: O Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.495-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Interface: Ethl1/50.50(0x1a031032) Physical Interface: Ethl/50(0x1a031000)
Operational Status: UP Retry: Off Control: deprecatedUdpPort
Site-Id: 2 Peer: 200.200.204.0/24 Type: ext-routable-tep-pool Operational Status: UP
Pod-Id: 1
TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkhkhkhkhkhkkhhkhhkkkk ASSOC Num: 1 Sci: OX].OOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.577-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.201.1/32 Type: msite-multicast-tep Operational Status: UP

TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkhhkkkk ASSOC Num: 1 Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.537-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkhhkkkk ASSOC Num: 1 Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:36.463-08:00 Retry: Off
Uptime: 11 hours 30 mins 46 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkkk ASSOC Num: O Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.416-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.202.1/32 Type: msite-unicast-tep Operational Status: UP

TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkkk ASSOC Num: 1 Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.593-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs
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RX Key: R R R R R I Ik kb I I b I b b b b b b b b b b b b b 3k i ASSOC Num: O Sci: OXZOOOI
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.481-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: R R R R R Ik kb I I b b b b b b b b b b b b b b b 3k i ASSOC Num: 1 Sci: OXZOOOI
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 3 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.507-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

ANADVDRAYFAOTFIORBPOZT—FER7OER

W, ZOMERENEINNC /2> TNWB AN v AL v FO—KHR AT F A F U ATO
CloudSec F—HAK 7o 20O ELZ R LET,

« BE DRI CloudSec KA, v AA v FNTFTaI vy g &5 &, CloudSec F—
HAR T o 20 BE8ECEIE LTS, s hiz ) — FAFEES SN H, fifikshiz
J— RIDBRMPHEIBRESND E T, F—FHAKR T 1 v A IHERRK I EH A Cisco APIC

CANAVRAYFDI I Iz T TITITL—FK AL AL v TFNY T R T =2TD
Ty —FRickyVa—FRENn5b L, CloudSec ¥ —HAR 7 v X XHEMICEIEL
FT, F—FAER TR L, AL AL v TV a—FKRETTHE, BEEINE
—gqo

« AT F 2R (GIR E— F): CloudSec ¥ — Ak 7 17 A%, NX-OS Style CLI Zfli [l L
THF—DOHERT BB AL L CTHEANIT D (18 ~—) IZRHINTWDHF
EZEHR LT, FEICEILTZXNERHY 9, F—FERT, /— KB NTF 74 v7 %
RS T DYEH D ERE S - RRICDH, BN TEET,

« Cisco APICH 5 DR & HlE& : CloudSec F— 4 7" 1 & A%, NX-OS Style CLI Zfli ] L
THXF—OHERT BB AL L CTHEANCT S (18 X—) [Zi#HiSNnTWAHF
EZ=fEH LT, FEITEIETOILERH D £3, F—FAEKIX, CiscoAPIC/) 5 / — KA
HIBR SN2 RICOHRENTE E7,

NX-0S StyleCLI # A L TXr—DBER IO R EZEMLTEES
T H

XF—OFAER T r Y A% FECEIE LETS 2 ENARETT, BFEDRMTEF—DFHAERT
Ot A FEICEHEHT A EBRMBERGENHV ET, LLXE, TalviarbArrt
VADYIWEZ I ETT, 2Ok a3 E, Cisco APIC NX-OS Style CLI 2 fH L TR E %
U2 5 HEEFALET,
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RESTAPI A L= ¥ —BEm 7o nmmitcaant [

FIE

AT v F1 Cisco APIC NX-OS style CLI (22 7' > LE T,
AFwT2 ar74Xal—varyE—FR2ANLET,
1 -

apicl# configure
apicl (config) #

ATFY T3 FT74)LFCloudSec 7277 A /Dar T 4 L —aryET—REAHNLET,
1 :

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

ATV T4 F—OFER O AEEILET A, BELET,
X —OFAREEIET 512
5 -

apicl (config-cloudsec) # stoprekey yes

F—OFAER T e 2 EFRET A2
1 -

apicl (config-cloudsec) # stoprekey no

RESTAPI ZEAL-F—EBAER 7O XD EML EBEME

F—OHER T o A2 FECEL LERT S Z ERAEETT, FFEORR T —DHERT
N AEFEICERT LI ENMBERGANHY 3, L1, TaIyvvarbtArrt
VADYIY Bz IR ETY, ZD® 73 TlE, Cisco APICREST API Z i L TREE TV
B2 AHFEICHOWTERIALET,

FIE

ATyl F—HER T A X, ROXML A vt —V %L TEDCT L ENTEET,

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "true" status=""
/>
</fvTenant>

ATv T2 F—FAERTBER L, ROXML A v E—VEFERALTHMCTHZENTEET,
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B orestar 2R LR —BER T O LR OB EBEME

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""
/>
</fvTenant>
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



