ACl A rRITDA > T 5 ERE D EH

e AU TITHREDORERE (1 2—)
cFUTVLIRET TR YA MNEDOBEROEME 2 —)

1417 IEEDREFA

T I TIE, & APIC VA MIA 7 FHRTEEERT 5 HIEICHOWTHEBA L ET,

ATV TN AL A D LEIZH D B (deploy)] 227V v 7 LT, RELZEMLET,

FrFUIRAELNET T R A M OBERE LA, BB (Deploy)] 227V v 7 LTA v 7 FRE
PR LET,

el AT VIRET TR YA FOMGRHL5E1E. ROBMA T v a a2l TEET,

«[BRBI& IPN T/NA RERTE 77 A ILE S > 0O— K (Deploy & Download | PN Device config files):] 4>
TVUIADAPICHA b& 7T U RAPIC A bOMGITRELT v al, AT VLIRETTY
KHA MO Y —2 v R A X —ax 7 NI LET,

BT, ZOF T a3 TIE, IPN T AL A0 Cisco 7 77 R —E & JL—#F (CSR) ~DHE T
XD THEODOBRERFREEL zip 77 AN EX Y e — RLET, TXTCELIT—HOHE
Tr7ANDELLEF 0= RTENERINTE DX TH0D, 70 —7 v FHEHAER
EhET,

[EBBI& IPN T/INA REBRTE T 7 A ILESF ™ 0O— K (Deploy & Download | PN Device config files):] i /5
DY T RAPICYA MIREE T v al, 77U K YA FENBT A AWOZ RY—x2 2 R
Ao H—axy VA LET,

IHIZ, ZOF T a T BT A R, B0 77 KA MIER Sz Cisco 7 7 7
R —tE A /L—% (CSR) ~EHTEDHEICT DD, REEREETezip 7 7 AN EX T a—
FLET, T RXRTCELIT—HOBRET 7ANDELLEA T B — RTENERINTEL L9275
O, Tru—7 v FEENFRRIIET,

«[IPN FINA RBRE T 7 A ILDHZEH 9> O0— K (Download | PN Device config files only):] # 1% # & &
tezip 77 A NEZ D a— RLET, Tk, IPN T /34A A5 Cisco Cloud Services Router (CSR)
~O AR, HRERET L Z LR ARICTS27DICHWS D TT,

Acl 44 rATDA v 25%ENER [}



ACIHA rATDA VT SHEDNER |
B 77 22959 44 rEOEGOEMIE

« [SERTINA RERE T 7 A4 ILDH %S ™ > A— K (Download External Device config files only):] 4 k1% #
aitezip 7y AN EX Dy — RLET, Ziux, FMET /31 A5 Cisco Cloud Services Router
(CSR) ~D#Hix . M ZREHT 2 Z L R<ARRICTH72OICHNWDS H O TY,

ATY T2 RV 4V RUTEWN(Yes)] 227V v 7 LET,

ERBADRBItA SN E LTz, a2 DOV A FORBAT =X A X v2—IIZoWnTiE, EDA=2—%5H 1L T ZEVW (Deployment
started, refer to left menu for individual site deployment status)] Wy A /12*—°/ZZJ: D, 17
TR DRBNPIRE NI Z ERSNET, EMORA DA MOBIZFRENDT A 2T, &
YA P ORI E R TE ET,

RDBRY

AT TH—=NR— A T U= A OEEREN, TXTOVA hoaryte—FLrIy
RCSRIZEB SN FE T, oGO TIETIX, VA MEEEEHROFH THHT L L D12,
IPN FNA 2% 275 RCSRD Mo ZAEFHLTEELET,

N
\l
\J
<
1

AEVTI R YA FEDOEROEME

F T VIRV AL NERITZTZ TR YA FOBRRBIERIT. 20OV a2 Axy ST

EF7,
T, AT VI RAAPICH A FE 27 T R APIC Y1 FME OB A BN T 5 HIEICD
WCHBALEJ,

5 7 # /)L K TiZ. Cisco Cloud APIC [X/T.& Cisco Cloud —E & JL—% 1000V OX7T % B L
F9, ZOHOFIETIE, 200 bV EEHRLET, 12034 7L I AD PsecT /31 A
235 2B D4 Cisco Cloud ¥—E A /L—% 1000V %95 IPsec b2 kLT, D47
L2 A IPsec T /31 ANHIHBEIT. AL T LI AT NAL ZADCSRICHAL b RV ERET
LHUENDHY ET,

WOERIT, 7L I ADIPsec ¥ —I % —3 3 T35 AL LT CiscoCloud —E & jL—

Z1000VD o<y RERELET, BIOT AL ZAERITT Ty b 74— &AL TWBES
X, FEoa<r FEFEHLET,

RTYT1 7T RHA MTEAINTZCSR EA VT LI ADIPsec ¥ — F—3 3 v T3 A L DMK % A %)
T Do DI ERERIEREIE L ET,
A7 TREDER (1 2—) OFMAD—H L LT, Nexus Dashboard Orchestrator @ [IPN T /34 X%
E77AILDERE S O— K (Deploy & Download | PN Device config files)] 473 = » £ 721X [IPN T/
ARBET7A4ILDF > O—F (IPN Deviceconfigfilesonly)] 47> a > &2 L C, SLEARFEDEHM
ERAFTEET,

ATV T2 AT VLI ADPsec T3 Al A4 LET,

ATV T3 D CSR D b R EFHELET,

B AciHA FATOA VI SHEDER


cisco-nexus-dashboard-orchestrator-deployment-guide-371_chapter6.pdf#nameddest=unique_34

ACl A FRITDA 2T SHREDER

FrILzREsSY 44 rEoEgoENE [

)P CSR DML, Nexus Dashboard Orchestrator 7f)> HHA 7 a—RLEISNT A, ZADary 7 4 KXo lb—
Tarv 7y ANTHERTEETN, ROT 4 —V RiZit, BEOREBOBEERMENRENET,

o <first-csr-tunnel-ID> : 2D s RIVIZEID B TH—ED 2RV ID TY,

o <first-csr-ip-address> : IO CSR D3 FEHDOFR Y NV —2 A B =T ADO/NT Y 7 1P T R
ATY,

N RNVDSINEL, T oA —VABRRDO XA T2 > TERRY 7,

T U=V AMWNT VI o F—Fy MERDEFE, N RAVDIIIET T T R A—H A
H—T =2 ZAD/XT Y 7 IP T,

T UBE—LANT T A _N— Mgl (AWS O DX R Azure D ER 72 F) Z AL TWAEE, Fo*
NDSERIT T T TR N—F A =T 2 ADT T A _X— K IP TT,

« <first-csr-preshared-key> : £ #)? CSR OFHFTHA F— T,

« <onprem-device-interface> : Amazon Web Services (Z i8] S 4172 Cisco Cloud #— E 2 J/L— % 1000V ~OD
BRI SN DA V¥ —T = A ATT,

+ <onprem-device-ip-address> : Amazon Web Services {Z B & 4172 Cisco Cloud #—E 2 JL— % 1000V ~~
OEFICEH SN D, <interfface> f VX —7 = A4 ADIPT FLATT,

« < peer-tunnel-for-onprem-1Psec-to-first-CSR> : i)~ 7 7 R CSRIZxf L TA > 7' L I AD IPsec 7 /3 A
ADET RV IPT RLAE L THERSNET,

« <process-id> : OSPF 7’rt A ID T,

« <area-id> : OSPF = U 7 ID T,

W DOFIE, Nexus Dashboard Orchestrator U U — & 3.3(1) 3 X O Cloud APIC Y U — & 5.2(1) A& THHR— b
SHTWDHIKEV2 7' b =Lz il L7eH A PR E 2R L TV ET, IKEvI 2 L TWh 55513
NDO /b 7 u— R L IPNBRET 7 A VONBNE T RR L5613 H 0 953, FANEXFE T T,

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
peer peer-ikev2-keyring
address <first-csr-ip-address>
pre-shared-key <first-csr-preshared-key>
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1-<first-csr-tunnel-id>
match address local interface <onprem-device-interface>
match identity remote address <first-csr-ip-address> 255.255.255.255
identity local address <onprem-device-ip-address>
authentication remote pre-share
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authentication local pre-share
keyring local key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-l-<first-csr-tunnel-id> esp-gcm 256
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-csr-tunnel-id>
set pfs groupl4
set ikev2-profile ikev2-infra:overlay-1-<first-csr-tunnel-id>
set transform-set infra:overlay-1-<first-csr-tunnel-id>

exit

interface tunnel 2001
ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <onprem-device-interface>
tunnel destination <first-csr-ip-address>
tunnel mode ipsec ipvi4
tunnel protection ipsec profile infra:overlay-1-<first-csr-tunnel-id>
ip mtu 1400
ip tcp adjust-mss 1400
ip ospf <process-id> area <area-id>
no shut
exit

1 :

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-2001
peer peer-ikev2-keyring
address 52.12.232.0
pre-shared-key 1449047253219022866513892194096727146110
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1-2001
! Please change GigabitEthernetl to the appropriate interface
match address local interface GigabitEthernetl
match identity remote address 52.12.232.0 255.255.255.255
identity local address 128.107.72.62
authentication remote pre-share
authentication local pre-share
keyring local key-ikev2-infra:overlay-1-2001
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-1-2001 esp-gcm 256
mode tunnel

exit

crypto ipsec profile infra:overlay-1-2001
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set pfs groupld
set ikev2-profile ikev2-infra:overlay-1-2001
set transform-set infra:overlay-1-2001

exit

! These tunnel interfaces establish point-to-point connectivity between the on-prem device and the
cloud Routers

! The destination of the tunnel depends on the type of underlay connectivity:

! 1) The destination of the tunnel is the public IP of the cloud Router interface if the underlay
is via internet

! 2) The destination of the tunnel is the private IP of the cloud Router interface if the underlay
is via private
connectivity like DX on AWS or ER on Azure

interface tunnel 2001
ip address 5.5.1.26 255.255.255.252
ip virtual-reassembly
! Please change GigabitEthernetl to the appropriate interface
tunnel source GigabitEthernetl
tunnel destination 52.12.232.0
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-2001
ip mtu 1400
ip tcp adjust-mss 1400
! Please update process ID according with your configuration
ip ospf 1 area 0.0.0.1
no shut
exit

2FH, BLXORETHLENHLLHFDOMOD CSRIZOWVWT, ZTNHOFEEZBEVIRLET,
ATV ADIPsec T ATR U RANRT v 7 LTNWD I EEfERLET,
BHEORT =X A FKmT 510, WOa<wr ReEFERHLET, WiHFDO M RART v 7 LTERRIN
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ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
Tunnell0O01 30.29.1.4 YES manual up up
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