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Trademarks

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)
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« # hardware profile tcam region qos 0
« # hardware profile tcam region racl 0
« # hardware profile tcam region vacl 0
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« # hardware access-list tcam region
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« # hardware access-list tcam region egr-racl
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« # hardware access-list tcam region ing-ifacl
1024

- #feature nxapi
« #hardware acl tap-agg

- #feature lldp
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config.ini 7 7 A VEMET DMLENH Y 7,

NDDB Y U—2Z3.1041%, 3/ —KITAZDLEYR—FLET,
ATy KTV A FVADEE, 3/ — R 7 FAXITROLH B INET,

AL OEFEFEOTHD EFRLET, 77 AXZEMERIEICT D121, Dl b2
OD)—RKPBBL, 7IAXATERINTWAUERHY T, £ THRWEE, 7T A
2 ) — RIZIEMIERBICBITLET, A——F 4 RET v a IR TEEA, LEITS
CTC, VMRXRy hU—=2 ) 7 #EELET,
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\)

GE)  IPv6 1%, £ Cisco Nexus Dashboard Data Broker &— R CO ALY R — b i, fHAIAL T —
KT R—brEShFEHA,

REDVSRAIDEERT—ER

DSRR AT —A DIS3RAIDRAT—E R HESR
ok ¥ wT8E AT —H ANEHEF DD,
HELERIE I H D £ A,
AT — —EpD s T A H ) — RHIMEH | BETE D Nexus Dashboard Data
TXFEHEA Broker DFERKICE T 20z 7=
D, BMMLZY LAgnwTL 72
él/\o
R J—RIZZ FZAZNLEES | BETFD Nexus # v & =R — K
nNTWET, T —X T a— i — DRI

WA=, BMLEY L
RNTLTZE N,

H:2 ) — K 7T AXDGE,
EHOBIENTOND LD IT
THZDIZ, WTn1OD
JTAK ) — R TOHS—
N—=F 4 RTLHMENRDY F
T

RO BRI
cTANTOIP T FL AL, BEARET, MACBETE2LERHY £,
« I TAIZHNDTXTDAAL v FiE, TRTOAL b —J TG T 2R0ENRH Y 3,

eI R_XRTPOaryhe—JF RULUHAZ 7AZ Y v TREREHR%E config.ini 7 7 A VI
FoVvENRHY £,

e T R_RTOarbr—Ji%, £o7<FAUIE#HR%E ndb/configuration/startup 7 4 L
7 NUICEORERH Y 7,

I TARL NAY = REMHT 56, $3Toay he—=J 3R EARATY— Nz
ndbjgroups.xml 7 7 A JVZEET DHLENRH Y 9,

« J—REBET 74~ L Tv—2FDIT1L, config.ini 77 A LDA—/3— ) —
RURNOEYDO /) —RKELTRER)—RIPT RLAZBMLES, #ETT7A4~Y
J—RZZEETHIZE, ndb 2 br—F% {1k L, config.ini 7 7 A /MTHLEERZE
TEMZET,
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RATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6
ATy FT17

ATy T8

samrsszx2otn i

\)

() JF—%7vn—harbtoe—JiF, (config.ini 774/ T) ZHEINTND A=/~ ) —
RO MR LET, BRI RMBOLEIL, 2/ — R TAZPRYR— IR TWRNI &%
AT T —ERRLET,

JTABNDA AL AD I HDTa~vy R4y RuaEEd,

VT IOxT A A =L LT EIHER S 72 ndb/configuration T 4 V7 MU IZEEIL $9,
EEDOT XA N =F 4 ¥ Tconfig.ini 77 A VEHEET,

ROTHFAFZERLTLITEE N,

# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part

of the cluster.)
# supernodes=<ipl>;<ip2>;<ip3>;<ipn>

5 -
IPv4 D,

# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part
of the cluster.)
supernodes=10.1.1.1;10.2.1.1;10.3.1.1;10.4.1.1;10.5.1.1

51
IPv6 O,

# HA Clustering configuration (semi-colon-separated IP addresses of all controllers that are part
of the cluster.)
supernodes=2001:22:11::1;2001:33::44::1;2001:55:66::1

Tr7ANVERTFL, T 4 XK TLET,

7 A H N ® Cisco Nexus Dashboard Data Broker DA v AZ L AT L2, AT v T 3MBAT v T 7 ZH0
WLET,

Cisco Nexus Dashboard Data Broker % g L £ 4,

Nexus Dashboard Data Broker 7 7 A ¥ JEBH DA, /7 — RO THEINDEIEILZ 3BT, HFfTIX 3 [ET
T, BERME & R RKFERITRIEIIRECEE T, UTOFIEEZZBML TSI,

RDZRY

(A7 ay) ZOFIEHES T, /— ROBIERERH & FRITERE R E L E7,
1. VIAZHNDA VAR AD 1 DTavwr R RuzB&E£E7,

2. ndbFEET 4 L7 MUICBEILET,

3. EEDOTF A =5 1 % T ndbjgroups.xml 7 7 A L EBIE £,

4, WROTHFANEERLET,

FD timeout="3000" max tries="3"/
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5. [EBIERFH (LatencyTime) | Ol & [ KFFFATIEIEL (maximum_tries) | DEA AL L E7,
6. 77 ANEREL, =T 4 X ERKTLET,
7. VIRAZDTRTDA LV AZ L AZH LT EROFIEERY KL ET,

S MY SR 2DINRT— FRE

ATFYT1 VIGRAEZNDA L AZ L AD ] DTa~vy Ry RuzklExE4,
AT w72 ndb/configuration 7 4 L7 MV IZBEIL 7,

ATV T3 EBEDOTF AN TF X Tndbjgroups.xml 7 7 A /L EBFE £,
AT T4 ROTHXANERLET,

<!-- <AUTH auth class="org.Jjgroups.auth.MD5Token" auth value="ciscoXNC" token hash="MD5"></AUTH>
-—>

ATy T5 AUTHIT O3 A v M EREBRLET,
Bl -

<AUTH auth class="org.Jjgroups.auth.MD5Token" auth value="ciscoXNC" token hash="MD5"></AUTH>

RATv 76 ((EE) auth value BYED/RAD— REEHTLE7,
T 7 xRN THE, 7T AXT/NRATU— R [ciscoXNC] THR#EINTWET, ZORRU— T, FARE
WTCTHERTEET, 2770, ZTAXNDTRTOYY Y ETCRICERZITOLERNH Y F9,

AT Tl 77 ANVERIFEL, =T 4 X 2T LET,

AR INA J— FDiEM

YU —23104LETIX, 7 T7AZEZYR— T HLEDIZAZ NN, ) — REBIITEET,
config. ini 77 AV TA—/3— ) — REHEKRT HRRIC X, RN, ) —RThHDHZ EERT
TelZ, AZ A ) —FRDIPT KL AT -standoy ZIBEMT HMERH VD £, KITHIZR
LET,

supernodes=<ipl>;<ip2>;<ip3>;<ip4>-standby

VYU—231041%, 3/ —R 7 TAXOHEVR—FLET, 3250/ — KT XTHREFIZH)
ELTWB5GE, 7§R&i*émﬁﬁﬁ%é&wm\(30®/—P@5B)20ﬁEﬁK
BEL T ARSI SOMIICER THLEVWET, 120D/ — ROLZRNIEFIZENEL TWD
%D\oio(&7%&@30@/~F@5%)20@/~Fﬁﬁ?ybfmé%é\7?%
ZIFRFETT, FTHDO ) — R TITARAZEZRKT DAZ A 7 — RiL, FEITESHT D4
ERH 7,

UTDESBRGE, AZ AL 7 — RIHBITK T LET,
M %?TEP@/— ]\z’))HB%'f‘kT ]\/fk_.]ﬂ_jljo
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Cisco Nexus Dashboard Data Broker GUI ~D O 4 1 > .

c UV, DHIZ T LTWe 2290 ) — KT v FIRREIZR - 72356,

ABUINA J—FRIZxT 5FEEEEHIREIE

o VT ARAENDTRXTD /) — KR FE T LTWAERIE, AZ A ) — REREcxEdA,
AHRINA ) — R TIT TAXERT HIZIE. 1200 — FNFETEINTWALERHD
e

c VT AANIEFREGE (DFV, 3 /) —KIZITAXHND2OD ) — KBNEFIZEEL TV
DFE) 1T, AX N, ) — RERBTEEEA,

c AB UL ) — REREBT AN, 7T AXPEFE TR > TNDH I LaHERLE
To VIAED ) —RKBREDTLLTNDHIE, £ LT/ — REOERS Flr & Tunzen
ZeErMERLET,

J—FR1&7—=R2P—HEICRESN, /— R3ERX A J— KRBIOEFTIC—FEI1C
MMEINTWAY TV A EEZFET, /—R1E2B /) —KRK3ERZ LA ) —FKhbH—
FEICEIE SN2 6. /— R1E2BX T LTS LB THIRS LD FREMEDR H Y
FT, ZOHERICESHNTRAZ NS ) —RERETLHE, AFLNA ) —KE /) —R3
W FAZEERLET (V=R 23BH L TC0a56TH) , 2k, /—F
1/ —R2L7—=R3ELERAZ UL ) — FRIOERNE TSN E X, REOAR—HK/H
KM ELET,

Cisco Nexus Dashboard Data Broker GUI ~D O 45 1 >

HTTPS % {# i L T Cisco Nexus Data Broker GUI {22 7' . C& £, Cisco Nexus Dashboard
Data Broker GUL D7 7 4 /L O HTTPSWeb U > 7 |%, https://IP address:8443/monitor

<.
S

GE)  Web 77 U¥Thttps// 7' k2L & FENTIRET HAHLENRHY £3, 2> hr—7 4 HTTPS
FICHERT DR ERH D £7°,

AT 971 Web 77 7T, CiscoNexus Dashboard Data Broker ® Web U > 7 & A1 L %7,
ATy T2 BER—U T, WOFIHEEZITNET,
a) —PHENRRT—FREADNLET,
T 7 4V hD—YH LAY — KL, admin/admin T,

b) [AY4> (LOGIN) 127U v27 LET,
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B -oro-s579tz20zE

AV hO—5 7O ERADERE

ATy T

GUI ~D 354 (HTTP) 727 BABLRar ba—F 77 BA~DAPLIX, T 74/ T
MEZHZ 72> CUVET, URL http://<host>:8080 TlL 2> ha—F 27 7 A TEZEHA,

HTTP ~®O =2 b —F 77 v A&EET T 5120, ROFIEEZEITLET,

458 HHEIIZ

Cisco Nexus Dashboard Data Broker (Z1%. Cisco Nexus Dashboard Data Broker & 7 7
HTTPS £t H OFEAEN R L CWET, ZnEHOEHEICET T ET,

A7) 7 | generateWebU I certificate.sh 1%, ndb/configuration 7 + L ZIZHV £, ZDORAY

U7 NE2FETTHE M SIZFEIED old_keystore (8N X, BT LUWGEEN keystore
WA S E T, &IEID Cisco Nexus Dashboard Data Broker D FE BRI, Z O LW GEAE

DEHAEINET,

WOHNZRT L DI, *%52’7‘4' L7 N U ®D tomcat-server.xml 7 7 A VIZHDHR— K 8080 D7 X
A NFEHIRLETS,

<Service name="Catalina">

<l--

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" server="Cisco NDB" enableLookups="false" />
-—>

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"
keystoreFile="configuration/keystore"
keystorePass="ciscondb" server="Cisco NDB"
connectionTimeout="60000" enableLookups="false" />

ATvT2 artue—J%HEEHLET,

Cisco Nexus Dashboard Data Broker @) GUI D #f=

Cisco Nexus Dashboard Data Broker GUL IZIZIRD Z T NG ENTWET, ZNHDEHZ TITHON
T, ZOHA RO%FEOX— T (EROFEE LT) FFMicHAE L £,

o Ky aR—R
e hARm Y
o« FNA A

‘%&ﬁ

it

=l
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Cisco Nexus Dashboard Data Broker DEE O 3 > h—R > b .

e IR —F 2 b

ey g

- et

s "IN a—T 4T
o

N B =T A aLDFEMCONTE, ~v X —FBRLTLIEEN,

Cisco Nexus Dashboard Data Broker D EE DI Vih—FR > b

BTV TETar) T DL EOZTOBIEDOHERNR TR RINET,

J J — 2 3.10.1 Cisco Nexus Dashboard Data Broker GUI D % 7 @ 1 -> % F3 #UB ) 720 [ 1) & YR 1T
~LFET,

.él‘nsléLoNexus Data Broker Stand-alone  Slice .‘i default ) ® &o [ 5] @
Filters @
Filter by attributes oe Actions v

In Use Default Filter Name Bidirectional EtherType Protocol AdvancedFilter(s) Created By Last M By
Default-Match-all No All EtherTypes (0... admin ( Network-...
b
Default-Match-ARP No ARP (0x0806) admin ( Network-...

Default-Match-ICMP o IPv6 (0x86DD) ICMP (1) nd-na,nd-ns,rout...  admin ( Network-...
Default-Match-ICM...  No IPv6 (0x86DD) ICMP (1) admin ( Network-...
9; / Default-Match-I1P No IPv4 (0x0800) admin ( Network-...
5 Rows Page 1 of 7 |4« 1-50f34 »»|

o]1- 577‘\/‘6\7‘\5?7\\@%%0

«2-[BHICL D7 0% (Filter byattributes) | N—ZfFH L C, BIRL7¥ 7 O5EME S
DERREINTERTT A VAL EITNET, B, AT, BROT 4 LV FEEZEIRL £
R

T NVDERIIII— Y NV ERbEDEERREND [ 74047 (Filter) | 7A 225D
WT, FRENTET—TNE T A NVEZART A Ly TEET,
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I

*3-[®H (Refresh) | 74 2 ZHLT, RENTWDLHEMERHL, 27 /H 7427
(ZBT DR A UG L £

c4—[HDOH AL~ A X (ColumnCustomization) | 74 2 ZEH LT, #RrshizT—7
JNZRRT DHNZRIR L E 7,

«5—[7Uar (Actions) |RHZ %227V w7 LT, W CHEMARERTY 7 v a v aFKR
L/jz—g—o

c6—R— Ly MIRRTHTOHZ, [T (Rows) 1 Fry 7 Z 7  U X RbiERL
£7,

Ny H—
Z DY a3 TiL. CiscoNexus Dashboard Data Broker GUl D ~w % — (J5 L) 7 A4 2 d
BB ZOW TR L E 7,

% 6: Cisco Nexus Dashboard Data Broker ~y 35— 74 3>

Vi = AR

[V 5 X% (Cluster) ] BIAE D Nexus Dashboard Data Broker = > b & —
TFAVAE AOO—)VERRLET, 7—)L
3774~ (P) A= M) T, 77
ARV ERANR=DIPT RLARRRINE
T, TT7A~V ITFAZDOIPT RLAL (%)
TRENET,

Nexus Dashboard Data Broker = > b —7 237 5
AR WIS (%> F7ay (Standalone) ]

WERSNET,

XS54 R (Slice) =P —NBER A L TWDBRTA AL %
FrLET,

KayFE o JRARNBRIORT A A &R
T, XY NU—V Ba—%LFETxET,

1:4FRL BRI S oMk E KO BEFIE~D 7 1 >

a 7 Fesr— g UEREELET,

B2:75—A FJELIZNDB 731 ADHERRLET, [T
77— (Alarm) 1OT7 A2 w27 ) v 755

L. AR RL WS Ta—0ER X TCE
#LET,
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Syslog .

T4y

Bl

E3:[~LT (Help) ]A=a2—/— WKDFT S 3 v BRFRESNET,

« [FrHBE (What's New) ]: &V UV —2D
FHEREE FR LET,

c[NILT (Help) 1: A>T~V F av
TV ERRLET,

B 4:[V AT L Y—)L (SystemTools) ] * =2—R— |RDA TS g o wRALFET,

(B DHF S A—FK (Download Log) ] :
Oy Ty ANV ER—HIL T NIE T
n— RTXET,

[Northbound API] : [Swagger] UI (Z& @) L
¥ 9, Nexus Dashboard Data Broker @ REST
APl DFERINFE RS NLET,

[Eviar 2A4LT Dk (Session
Timeout) 1: v a v ZA LT 7 Mk
BRECTEET,

[Nexus Dashboard Data Broker [ZDUL\T

(About) ]: EJL RoN—T g 7 B
Nexus Dashboard Data Broker D2l 2 R L
£75

IN—

=

B5:[A—Y— T 74) (UserProfile) ] *=a1— | kDA T g o wift LET,

«[&5 2% (Welcome) =—H— (Usr) ] :
GUI DBIfED 2 —H —Z KR LET,

s [/NRT—FMDZEFE (ChangePassword) ] :
AT — REBETCEET,

«[BF 79+ (Logout) ]1: GUI ST
7 hTEET,

Syslog

Nexus Dashboard Data Broker h—/N— /X 7 =2 R TCld, 7 7% Syslog % —/\—|Z%[FT 5 &
3T logback.xml -/ 7 A NVEFERRTE 35'9#0 o RIS T AX~ A AT 35—’9,—0

logback 5K 7 7 A /L DRI,

/ndb/configuration/logback.xml VC“@—O
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. Syslog

\)

() Nexus Dashboard Data Broker $—/3—% 3T L T\ 541X, logback.xml 7 7 A /WA E %
ZT% T, —"—%HEHR L ET,

Sample Syslog configuration:

Add below config with respective Syslog server IP address and port number in logback.xml
file.
<appender name="SYSLOG" class="ch.gos.logback.classic.net.SyslogAppender">
<syslogHost>10.16.206.171</syslogHost>
<facility>LOCAL7</facility>
<port>514</port>
<suffixPattern>[%thread] %logger %msg</suffixPattern>
</appender>

Append "<appender-ref ref="SYSLOG" />" in root as shown below,
<root level="error">
<appender-ref ref="STDOUT" />
<appender-ref ref="SYSLOG" />
<appender-ref ref="ndb.log" />
</root>

T TL— KRBT &, logback.xml 7 7 A IVND :ﬂ%@*%ﬂz%%bi%bﬂi#o ok
17— %31 L\ Nexus Dashboard Data Broker /X — g 27 v 77 L— R LA, -FH#H)
THEREZMER L THEIT LT E X0,
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TLSSEBAZE. KeyStore S XU S X FX b
7 774ILDEE

ZOETIH, TLSFEHEE T A MARNT 77 A NVEERT B72OOMHFEHR EFNEIZOWVTHE
Eﬂ L\iﬂqo
U J—23.10.1 7>5. Cisco Nexus Data Broker (NDB) D4 FijiZ. Cisco Nexus Dashboard Data
BrokeriZZZH INF L7, 7277L. GUIBXWOA VA =)L 7 3 VEFREE LIS E 5720,
—¥FONDBDA LV AZ L ANZD R o A MIFFEIN T E9, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & V9 o %, FAAICAHATRE/R D & L THWS L TWE T,
*NDB #—/3— & NDB A A v F DT NXAPI 2+ 2% TLS H B4 A ELERKT 5
(25 =—)
¢« NDB #—/3— & NDB Z A v F [ THD NXAPI D TLS V— R 3—F 4 ZFAEO AL (31
)
¢ WebUIl 77 7 & NDB $— —D T TLS H B4 GFHEL AT 25 (39 <2—2)
« WebUI 77 ¥ & NDB - — "X—[]D TLS ¥— R 8—F ( ZEAED AR (46 2—3)

NDB #—/\— & NDB R A v FMDfEI T NXAPI Z2EHT %
TLS BECEZEAIAZZERT S

ZD¥®T T arTiE, NDBY—/3— L NDB A1 v FORITTLS H O BLAEHEL AT 2507
BIZOWTHBALET, TLSZAZNIT DL, AL v F T EICGERAEL X —2 kT 503
BHY FEFT, NDB AA v F & NDB — —fD TLS i@E CTlx, "— 43 DAL ZFEHLE
j‘o

NDB #—/3— & NDB A A v F D] T NXAPI 245 TLS H COZ4FiFHEL AT 51T
X, ROFINEEFEITLET,

s HOEBAFFHE L F—04grk (26 2—)
o TLS TrustStore 7 7 A L DERL (29 ~=—)

« TLS Z{# /i L7~ NDB OBtE (29 ~=—)
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
B cczzamzsr—osm

« Nexus Dashboard Data Broker C? TLS KeyStore & TrustStore /XA U — RO (30 ~2—
V)

\}

GE)  TLS M L72% T, A—F 80 ZMMLCBEILILIICar be—F—2MKT 22 LT
TEEHEA,

BeERAMAZT EF—DEMK

Ok va TR, HOEBLAHREL F—F2 4T 5 HFECOWTHALEI,

1R BHHIIZ

AA Y FIZRAAL CADPRER SN CTND Z L&D H 72, ipdomain-name 2~ > R4
LT, NDBAA v F LT, Z2EMi A A 4 (FQDN) MHERET 52 L 2B LEd, &K
2Bl Z R LET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A @ FQDN (% N9K-117.cisco.com |Z7% € S TWE T,

ATy Y—RNiza A4 LET,
ATwF2 opensslreq o~y REMHHALT, MEX—L HOBATERAELAR LT,
{5

docker@docker-virtual-machine:~/TLS$ openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out
swl-ca.pem -outform PEM -keyout swl-ca.key

Generating a 2048 bit RSA private key
R

writing new private key to 'swl-ca.key'

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA
Locality Name (eg, city) []:SJ
Organization Name (eg, company) [Internet Widgits Pty Ltd]:cisco
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| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE

ATv73
ATv74

ATy TH

ATvT6

ATy 17

CEET T TE T |

Organizational Unit Name (eg, section) []:insbu
Common Name (e.g. server FQDN or YOUR name) []:NO9K-117.cisco.com
Email Address []:myname@cisco.com

GE) BHDOAL v TFNHDHHEE. AL v TFICH L CGEAE 7 A LV EREX—Z AR L E7,

Zoawr RNiE, GEFAET 7 4L (swl-capem) L OFE X — (swl-cakey) ZAERKL ET,

NDB A1 v FiZmn 7 A LET,

AEFAE T 7 A )L swl-capem & ¥ — 7 7 A L swl-cakey & AA v T2 —LEJ, copy 2~ R&fl
)Eﬁl/ij—o

fi
N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS CA june 23/swl-ca.pem bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management
docker@10.16.206.250"'s password:
server.cer

100% 4676

4.6KB/s 00:00

Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@l0.16.206.250/home/docker/Mallik/TLS_CA_ june_23/swl-ca.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered) : management

docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

G¥) BEDOAAL v F2BROLOEE, TXTOAL v FIZH L TIOFIEEZ#EYIRLET,

AA v FTRHEAET 7 A )L swl-capem & ¥—7 7 A /L swl-cakey ZHEA L £3, nxapi =2~ R&ffH
LET,
fi

N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:swl-ca.key

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:swl-ca.pem
Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

(GE) BEDAAL v FRHLHEE. AL v F THICT HREHEF & EF — 2l L £,

nxapi certificate =~ > FZEH L T, A1 v FOACELEHEL AN LET,
{5

NO9K-117 (config)# nxapi certificate enable
N9K-117 (config)#

G¥) AA v F CHREBLIEHELZANCTH LTI T —=DNELRNWZ L 2R LET,

P—riza s LET,
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B cczzamzsr—osm

ATvT8

ATvT9

ATy 710

ATy

ATy 12

copy 2~ R&EFEHA LT, swl-cakey B8 Wswl-capem 7 7 A /L& a2t — L, PEMERIIEHL T,
il -

cp swl-ca.key swl-ndb-privatekey.pem
cp swl-ca.pem swl-ndb-cert.pem

cat 2~ RZEHAL T, MBS —CiEHE TV AL 2@ L E T,
1 -

docker@docker-virtual-machine:~/TLS$ cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

openssl =~ RZFEH LT, pem 77 A V% pl2 77 A NVIERICEBR L ET, SAT— RN THREIN
72 pI2REAZE T 7 A VEAENT 2 KO IR A v —URERRINTEDH, T AR—F RAT— &2 A
jjl_/iﬁ_o

1

docker@docker-virtual-machine:~/TLS$Sopenssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem
Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step
(ciscol23)

keytool =~ > RZfEH LT, swl-ndb.pl2 Z/ AU — N{R# I 417z Java ¥ — A b7 (tIsKeyStore) 7 7
ANWVICEBRLET, A1 A=A ENTWDbjavaT 4 L7 U D jre/bin ZHEH L E T,

1

docker@docker-virtual-machine:~/TLS$ ./ (relativePath)/keytool -importkeystore -srckeystore
swl-ndb.pl2 -srcstoretype pkcsl2 -destkeystore tlsKeyStore -deststoretype jks

Enter Destination Keystore password:ciscol23

Re-enter new password:ciscol23

Enter source keystore password:ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 enteries successfully imported, 0 enteries failed or cancelled.

GE) TN RTIE, 1) LW UT ARKRHDAA v F O tsKeyStore ([ZRAF SN ET,
NDB 2> b =TI NEED AL v FZEH L TWDHEIE, T_XTOAL v FIZHLTID
FlEEBOIELET, 2EFHDOAAL v T E2BINTDHE, =T A VT AL S TRYIDAA ¥
FOXA VT ALEZELTELLIICRVET, 2BHDOAAL v T OA VT AL ZELTDH
ZEBTEET, LTI RTHIZZBL T EEN,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks

keytool =~ > RZfEf LT, javatlsKeyStore D227 V% U A ML THRIEL £,
il -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more
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TLS TrustStore 7 7 A JLOERL .

RDZRY
WD F A7 TLSTrustStore 7 7 A /L OVERRIC L F T,

TLS TrustStore 7 7 4 JLD1ERK

TrustStore | L, 1 2LL EDAA » FITk L CTAEKR SN B BAGEHENOERESNEST, 20
TZrANMIa b —FHNO 1 DL EDAL v FOFEAEELRFLET, 2Ok 73T
T, BOBAGEELE X —04gpktE 7 v a U CIER L7 B OB A E %2 ] L T TrustStore
EAERRT 2 HEICOWTHB LET, ar ba—J I8 BOAL v TF RS L5E, AL VT
WIEBEBIDOFEREZ 7 AV’ H Y £3 (72 & 21X, swl-ndb-cert.pem, sw2-ndb-cert.pem) .

ATV =Nz s 4 LET,

RATw T2 keytool 2~ REMH LT, GEAEY 74V (7z& 21X, swl-ndb-certpem) % JavaTrustStore (tlsTrustStore)
T ANMIEBR L ET, /XA T — RCHGE I L7 Java TrustStore  (tlsTrustStore) 7 7 A /L ZVERNT 572 91C
NAT—=RERDOLNTEH, ANLET, NAT—=RE6 LFLEICTHMENRSY £7, javaT 1 L7
MUNZA VA R—=L STV D jrebin ZfEH L E T,

1 -

docker@docker-virtual-machine:~/TLS$ ./ (relativePath) /keytool -import -alias swl -file swl-ndb-cert.pem
-keystore tlsTrustStore -storetype jks

Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step (ciscol23)

G¥) NDB=Zy ha—I 0 HDO AL v FHERLTHHESRIT. T_XTOZAL v FIZH LTI DFE
EZ#DIK LT, §XTDOAAL vF F—%E L TrustStore (Z:BIML F4, RICHIZ <L ET,

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw2 -file sw2-ndb-cert.pem
—-keystore tlsTrustStore

docker@docker-virtual-machine:~/TLS$ keytool -import -alias sw3 -file sw3-ndb-cert.pem
-keystore tlsTrustStore

// Here sw2 and sw3 are alias for switch 2 and switch 3 for identification purpose.

AT w73 keytool =~ > K& LT, [[U tlsTrustStore NOEED A A v F DX —% —EFE R L CHERLET,
i -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS Z{£ A L 1= NDB D 1A

TLS #{#f L C NDB % B4 512i%, ROFNEEZFEITLET,

ATvF1 NDB ¥ —_—lcua s L%7,
Z2F7v 72 runndbsh =<2 RZFEHA LT, NDB7 7 U r—3araiElLET (ETH08E) .
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. Nexus Dashboard Data Broker T TLS KeyStore & TrustStore /X2 7 — K D&

ATvT3

ATvT4

1 :

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

GE) FRAL R X R—F 4 T HEEIE. TDOTF A ZADFEAEO AR SN =T 3
A@D FQDN 721X IP 7 KL AZFRE L TL 72 S0,

fERK L 7= tlsKeystore 35 2 N tlsTruststore 7 7 1 /L& NDB O 7 4 /4 (ndb/configuration) {22 B — L &
bé‘o

51 :

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndbsh 227V 7 " &AL T, TLS TNDB 7 U —3 3 V2B L £,
1 -

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore

1 -

F 74 F D= =4 (admin) &5 7 4L MUSAD/RAT— K (72 & 21E, pwdl23) TNDB % &9

AT

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore

./configuration/tlsTrustStore

If ndb password is changed, 0SGi webconsole password needs to be changed.

To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

G¥) TLS ZELh24 %21, Jrunndb.sh-notls =~ > RZ2 24T L $£9, TLS ZM4hZ LT NDB %
3 512i%, Jrunndb.sh-notls-start =~ > KA %17 L £, TLS ZHICT SA1IZ, &7 NDB
AEIE LT EE W, TLS # M L=k, NDB Y — —ZHFE SN TN DT /3 ADKR—
Tk QO ICEE T HMENRHY £,

Nexus Dashboard Data Broker T @ TLS KeyStore & TrustStore /XX J—

DIERL

ATy T
ATy T2

Nexus Dashboard Data Broker 733 A U — R C{g## S #1172 TLS KeyStore & TrustStore 7 7 A /b
Bt I D X 5129 DL, TLS KeyStore & TrustStore D/SA U — R &GRS 20N H Y
%9, Nexus Dashboard Data Broker ¢ TLS KeyStore & TrustStore (/N A U — K &AL 5 121,
ROFNEEFEITLET,

Nexus Dashboard Data Broker %—/X—iZa 7 A4 LE9,
bin7 4 L7 FUIZEBEILET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE

ATvT3

NDB +—/<—& NDB 2 1 » FRITD NXAPI Fi0D TLS +— K /i—7 < sz ]

1 :

cd ndb/bin

ndb config-keystore-passwords =~ > RZ{fi H} L T, TLS KeyStore & TrustStore D /XA U — R &A% L £
R

1 -

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password
Please enter your password: <enter the NDB GUI admin password>

Nexus Dashboard Data Broker 75 AAA (Tacacs/LDAP/Radius) THEESN TRV, Loz~ FTndb
config-keystore-passwords 732 L. 401 unauthorized = 7 — RN E R I 7ZHA -

1. ndb F7201% xnc ﬁ‘:/f L7 MUIZBEILET,
2. ./runndb.sh -stop Z{#fH L T. Nexus Dashboard Data Broker —/S—Z{= - L ¥4,

3. 77 7 enable.localUser.Authentication % false 225 true ZC%E LT, ﬁ;jﬂ: Li'ﬂqo DT T
Nexus Dashboard Data Broker @ config.ini 7 7 14 /L iZ&H Y £,

4. ./runndb.sh -start 2fff L C. Nexus Dashboard Data Broker V- —/3— & & L £,
5. ndb config-keystore-passwords =~ > FZHEEITLE 7,

Gx) HA BRETlIX., 7 7 A ZNDT T D Nexus Dashboard Data Broker V-—/3N— 2%} LT FED
FEZEZITTHMLENDY FT,

Nexus Dashboard Data Broker © TLS Z A %527 % & . Nexus Dashboard Data Broker #-—/3— & Nexus Dashboard
Data Broker A A v F DT X TOEEHE AR — b 443 ZfEH L TN SN ET, N—F 443 2T 559
|Z Nexus Dashboard Data Broker D5 /3 A A2 BT LT 72 &V,

INHOFIREIEFIZETTDHE, A— B3 EFEHALTar fr—TFINexus A v T ZBINTEET,
A A »F @ FQDN Z il L C. T /31 A% Nexus Dashboard Data Broker = > b @ — Z (ZiBI L £9°,

A A F D WebUI Sandbox ZfEH L CREHER R AR T £,

NDB H-—/\— & NDB X £ v F 8 T NXAPI A TLS H—
K/N\—T 4 SEBAZE D AERL

ZDOk®V g TiX, NDBY—/3— & NDB A4 v F OB TTLS %r— Ro8—F ¢ GEIAE L A AL
TEHHECOWTIHHALET, 2y hT =2 DAL v F Z EIEBIOFEAE L F— 28R4
HULENRHY F£9, NDBH— =L NDB A1 v F ORI TTLS BfEIEL. &A— b 443 DA% {FH
L/i‘g—o

NDB #—/3—& NDB A A v F DT NXAPL D TLS ¥— K X—F ¢ ZFHEL AT 51
X, WOFNEEZFEITLET,
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B =ieroamzemeys

L nﬁﬁﬁlggﬂzﬁ)q%%ﬁ’?%jﬁé
eNDDB =2 hE—FDTLS F—A T E FTFARNZARNT 77 A VOIER
« TLS Z#{# fi§ L 7= NDB DBtk

* Nexus Dashboard Data Broker "¢ TLS KeyStore & TrustStore /XA 7 — K DA,

)

CE) WhHFOEBZ>a 0T _XTOFIELFEITLT, arba—F L2 vF MO TLS TOBEEN
EFIATbNA LI LET,

LM LEIAEZTRET 5
2 ()ODjiﬁEjfwunEF% (CH%) noH ﬂE@ﬁﬁi%EE& %’(ﬁ%iﬁ?f ﬁzfﬁﬂF &fﬂE@HgiO)ﬁﬁjf XL TCA
WZEHET e —F 352 M TEET, CAIL, FBIT6 CA DEANB M ESNT-A¥—2 5T
RERAEA AR L. BRI bs THEX—Z AR L E7,
H )1 ODOT 7 r—F Tk, openssl 2 EDY — L&A L CREF—24m L2 5 2T, W
ERITHEI~DFEIEE A ZR (CSR) #ARK L £7, CAlX., CSRD=—H —ID{F# % H
L. A —%2FH L GEHELZ AR L ET,

1R BRI

AL v FOFE2ENM KA A 4 (FQDN) & L CTHRET 54 NDB A A » FIZ%F L Cip
domain-name =< RZHEHL T, AL v FICRAAL VADBPRESNTNDL I L 2MERLE
T, Wil EZ R LET,

conf t

ip domain-name cisco.com
hostname N9k-117

end

A A »F @ FQDN (% N9K-117.cisco.com (ZF% T STV ET,

ATvT1 H—=Nicu A LET,

ATFw T2 openssl 2~ REMHALT, MEFX— (certkey) &iFIIEEAER (certreq) ZAMLET,
GE) BEOAAL v TFRHLGE. HAA v FICH L CREHET 7 AV LR — 2 AR L £,
il -

docker@docker-virtual-machine:~/Mallik/TLS CA$ openssl req -newkey rsa:2048 -sha256 -keyout cert.key
-keyform PEM -out cert.req -outform PEM

Generating a 2048 bit RSA private key

writing new private key to 'cert.key'
Enter PEM pass phrase: [l ciscol23
Verifying - Enter PEM pass phrase: [l ciscol23
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ATvT3

RTv74

paps oiEnEsnETs

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:N9K-117.cisco.com
Email Address []:myname@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []: [] ciscol23

An optional company name []:[] ciscol23

docker@docker-virtual-machine: # 1s
cert.key cert.req

openssl @~ &M LT CSR ZfER L £7,
i

docker@docker-virtual-machine:~/Mallik/TLS CAS openssl req -noout -text -in cert.req

Ex—1Z, BEX 274 NRRATL—XZH L TERINET, BEX— O SLEMRT 2 BN
ELDS LNVERA, EENO N7 L—X%HIBRT 5121, openssl 2~ A LET,

f5i

docker@docker-virtual-machine:~/Mk/TLS CAS 1ls

cert.key cert.req
docker@docker-virtual-machine:~/Mk/TLS CAScp cert.key cert.keybkp

docker@docker-virtual-machine:~/Mk/TLS CAS rm cert.key
docker@docker-virtual-machine:~/Mk/TLS CAS openssl rsa -in cert.keybkp -out cert.key

Enter pass phrase for cert.keybkp: ciscol23

6= ZOFRZ#H VR L T, §XTDOAL v FOWERNGNAT L—XZHIERL £7,

GE) BINT 5 CA OREJEICIE U T, & CSRICK L Tie K 3 lOGEHE GEET = —) #Hf5
TEFET, ZDZ&iE, NDB AA v F T LI, CAND 3EOFEHAE (root, FH. KAA
V) ZEGTLHZ L AR 'H%LiT KA T OREAELZFT 21213, CAIZHERR T D E N
BV ET, EAFEOMmARANL, REMEZ LICERLIGARHV £, T2& 2R
test-root-ca-2048.cer (/L— k) . test-ssl-ca.cer () . N9K-117.cisco.com.cer ( KA A ) D
L2127 £7,

SFAEIXIZE A YOS, PEM 7 7 A VIER T IR FE T,

certreq 7 7 A VDT — XL, V— K X—F ¢ OFEABBEIC AT 20N H Y 9, BHHi3
DFIECHEST, 38D GEHE) 77 AV E2EELET,
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B =ieroamzemeys

ATy TH

ATvT6

ATy 717
ATvT8

ATvT9

cat 2~ FEFEHLT, 3HOERAEZ 7 A0 5 1 BOGEAEY 7 A VEAER LET, Z ORI,
KA A FERAE, root AFAAE, FRFEFAZDIEE CTITHONEJ, cat 2~ ROMILIL, cat domain
certificateroot certificateintermediate certificate > server.cer ® X 9512720 £97,

{1 -
Scat N9K-117.cisco.com.cer test-root-ca-2048.cer test-ssl-ca.cer > server.cer

L AERR L7z server.cer 7 7 A V& HRE LT, BiEIN7Z ENDAT & BEGIN{T2 0Bt LEd, 77 A /v
MBI HHIER L2V T E SN,

1 -

o=}

GE) ZOFEETRXRCTOAAL T THDIRLET,

NDB ZA v Ficm 7 A LET,
copy 2~ RAEH LT, MWEx— (certkey) LiEBFE%A CA (servercer) MHAA v F|IZab—L &
D

1 -

N9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/server.cer bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250's password:
server.cer
100% 4676 4.6KB/s 00:00
Copy complete, now saving to disk (please wait)...

N9K-117# copy scp://docker@10.16.206.250/home/docker/Mallik/TLS CA june 23/cert.key bootflash:
Enter vrf (If no input, current vrf 'default' is considered): management
docker@10.16.206.250's password:
cert.key

100%
Copy complete, now saving to disk (please wait)...

G¥) TRTOAAL v FITHF L TZDOFIEZ YR L FET,

AA v FTREHIET 7 A )L swl-capem & ¥ —7 7 A )L swl-cakey ZHEA L £9, nxapi =2~ R&ff
LET,

il -
N9K-117 (config)# nxapi certificate httpskey keyfile bootflash:cert.key

Upload done. Please enable. Note cert and key must match.
N9K-117 (config)#

N9K-117 (config)# nxapi certificate httpscrt certfile bootflash:server.cer
Upload done. Please enable. Note cert and key must match.
NO9K-117 (config)#

=3 BEDAAL v FRHLHEE. FAL v FTHICT DREHE L E X — 2 L ET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE
NDDB Y FE—SDTSF—RX r7ERSR MR NP 771 ILDER .

AT w710 nxapicertificate 2~ FZEHA LT, A v FOHLELMEAZEZAEICLET,
fil

N9K-117 (config)# nxapi certificate enable
N9K-117 (config)#

G¥) 2L v F CTHEBAMAZFZANNCT L LI T =N ELRWT & s LE T,

NDDBa > FO—SDTSF—RX T ERFRAMRANT T74ILDE
NDDB/FFREME & F—2 A LT, A4 v FHOBREZHREL£T, F—LFERAFTF—2 b
TICHiZESNET, ZIHD 7 74 /LE, NDDB (Z tlsTruststore 33 & " tlsKeystore 7 7 A /L &

L CRFESNET, NDDB =2 k17— 7 O Java tlsKeyStore 35 & U tlsTrustStore 7 7 1 /L & £k
FTHIE, RKOFNEEFATLET,

RTv T RN S OFEFEORGE 7 > 3 » CTIER L7 certkey & server.cer ZBIfEDT 4+ L7 U (TLS) (2=
E—LET, B—DAAS vy TFHOGEHELF— 77 AV EZBRLET, ZNHDOT7 7 AME, 2 br—
BT 2T X TOARA v FITKk L CTURNZAER SN2 b D TT, BAIED A A T D server.cer & cert.key

EHALT, TLS¥—A M7 77 A LV E/ERLET,

BEDOAA v FRER STV DIGE, FAA v FITK L TEBNC ZOFIEZ D KL £,
RTw T2 copy 2~ REMM LT, servercer 5L Weertkey 7 7 A L& a— L, PEM JERUCEH L 5,
i -

cp cert.key swl-ndb-privatekey.pem
cp server.cer swl-ndb-cert.pem

ATwF3 cat a2~ FafiH LT, WEX— (swl-ndb-privatekey.pem) &FEIE T 71 /L (swl-ndb-cert.pem) % H
—@ PEM 7 7 A MZHERE L £,

1 :

cat swl-ndb-privatekey.pem swl-ndb-cert.pem > swl-ndb.pem

ATv 74 openssl 2~ REMH LT, PEM 7 7 A V% PRIENICER LT, A vE—YNERENEZLT
JAR—=bK NAT—=FREADNLET, NRAT—= R &b 6 IFREFENRITIULRY EHA,
f @ ciscol23 swl-ndb.pem 7 7 A /LiX, /SA T — R TLRFEI 72 swl-ndb.pl2 7 7 A WATEH I LE T,

51 -

docker@docker-virtual-machine:~/TLS$openssl pkcsl2 -export -out swl-ndb.pl2 -in swl-ndb.pem

Enter Export Password: ciscol23

Verifying - Enter Export Password: ciscol23

Enter a password at the prompt. Use the same password that you entered in the previous Step (ciscol23)
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B voeos bo-—SONSF—REFERSRER LT T7ALOER

ATy TH

ATvT6

ATy 17

keytool =~ > R&ZfEH LT, swl-ndb.pl2 Z#/3A T — R{R#E S 4172 Java ¥— A b7 (tIsKeyStore) 7 7 A
JCEBLET, Zoa~<r NiE, swl-ndbpl2 7 7 A V& /SAT — R CR# S L7z tlsKeyStore 7 7 A /L
(ML £,

1 -

docker@docker-virtual-machine:~/TLS$ keytool -importkeystore -srckeystore swl-ndb.pl2 -srcstoretype
pkcsl2 -destkeystore tlsKeyStore -deststoretype jks
Enter Destination Keystore password:ciscol23

GE) T7FNETIE, 1) EVWIAFDOTA T ABRHID AL v F Ik L CTHE S, tlsKeyStore
WCRAFSNET, NDBa Yy hr—I BB DOAAL v FEZEFHL T HHEEIL. TXTDOAL
FIZKH L TCZOFIELHEVIRLET, 2FEHDOAL v FE2BMTHEEITIE, =2—T 4 VT«
EEHLTEHIIDAAL v FOTA YT ADAREELTEET, FILWALS v FDOTA YT R
DAFIEERT L7007y a7 bigfhanEd, L2 UFE23RL TS
U,

keytool -importkeystore -srckeystore sw2-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype Jjks
keytool -importkeystore -srckeystore sw3-ndb.pl2 -srcstoretype pkcsl2 -destkeystore
tlsKeyStore -deststoretype jks

keytool =~ > RZ{HH LT, javatlsKeyStore D27 > % U A hFE/R L THRAEL 77,
i -

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsKeyStore | more

keytool =~ > FaMH L C, FEBHEY 7 4 /L (swl-ndb-cert.pem) % Java TrustStore (tlsTrustStore) 7 7 A
JCER L FF, /SATU— RN T# S 72 Java TrustStore  (tlsTrustStore) 7 7 A /L& VERKT 25 721273 A
U—RaERdDbhES, ANLET, N2 T—RE6 XFURICTAHLERH Y F1,

&1

docker@docker-virtual-machine:~/TLS$ keytool -import -alias swl -file swl-ndb-cert.pem -keystore
tlsTrustStore -storetype jks

Enter keystore password: ciscol23

Re-enter new password: ciscol23

Owner: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US

Issuer: EMAILADDRESS=myname@cisco.com, CN=localhost, OU=insbu, O=cisco, L=SJ, ST=CA, C=US

Serial number: c557f668a0dd2cab

Valid from: Thu Jun 15 05:43:48 IST 2017 until: Sun Jun 13 05:43:48 IST 2027

Certificate fingerprints:

MD5: C2:7B:9E:26:31:7A:74:25:55:DF:A7:91:C9:5D:20:A3

SHAl: 3C:DF:66:96:72:12:CE:81:DB:AB:58:30:60:E7:CC:04:4D:DF:6D:B2

SHA256: DD:FB:3D:71:B4:B8:9E:CE:97:A3:E4:2D:D3:B6:90:CD:76:A8:5F:84:77:78:BE:49:6C:04:01:84:62:2C:2F:EB
Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 0D B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..@

]

]

#2: ObjectId: 2.5.29.19 Criticality=false
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ATvT8

Tis z4/ L 7= NoB 0Bt I}

BasicConstraints: [
CA:true
PathLen:2147483647
1

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: OD B3 CF 81 66 4A 33 4E EF 86 7E 26 C3 50 9B 73 ....fJ3N...&.P.s
0010: 38 EF DF 40 8..@

]

]

Trust this certificate? [no]: yes
Certificate was added to keystore

GE) NDB = hr—= I BNEBDOAL v FEELL TVWDLHEEIEL. TRXTOAL v FICKHLTIOF
EZ DK LT, $_XTDAAL »F F—%I U TrustStore [ZIBIM L £, KITHIZRLET,

keytool -import -alias sw2 -file sw2-ndb-cert.pem -keystore tlsTrustStore
keytool -import -alias sw3 -file sw3-ndb-cert.pem -keystore tlsTrustStore

keytool =~ R&MEH LT, [FLU tlsTrustStore NOEED A A v FOF—% —EFR R L THERLET,
i

docker@docker-virtual-machine:~/TLS$ keytool -list -v -keystore tlsTrustStore | more

TLS % {3/ L - NDB DFA1A

&
ATy T2

ATvT3

ATvT4

TLS #{#f L C NDB % B4 512i%, ROFINEEZFEITLET,

NDB H— R —jcu /A4 v LET,

runndbsh =~ > RZEH LT, NDB 77U r—a vy aEIELET GEATHOHRE)
11 -

./runndb.sh -stop
Controller with PID: 17426 -- Stopped!

GF) FTNRA ATV R—FT 4 VT T HEEIE. FOT A ZAOFEAEO AR INEZT A
ADFQDN £721ZIP 7 KL AZFEE L TLZ &0,

YERK L 7= tisKeystore 33 K O tlsTruststore 7 7 A /L& NDB DAL 7 4 /L4 (ndb/configuration) (2= B — L &%
R

51

cp tlskeystore /root/ndb/configuration
cp tlsTrustStore /root/ndb/configuration

runndb.sh 227 U 7 r &AL T, TLS TNDB 7 XU A —3 3 2B L E T,
B -
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |

. Nexus Dashboard Data Broker T TLS KeyStore & TrustStore /X2 7 — K D&

./runndb.sh -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore ./configuration/tlsTrustStore

1 :

F 74 F D= =4 (admin) &5 7 4L RUSAD/RAT— K (72 & 21E, pwdl23) TNDB % &9

B

./runndb.sh -osgiPasswordSync -tls -tlskeystore ./configuration/tlsKeyStore -tlstruststore

./configuration/tlsTrustStore

If ndb password is changed, 0OSGi webconsole password needs to be changed.

To set non-default 0SGi webconsole password, enter ndb Admin Password [default]:
(Type the non-default password which was set)

G¥) TLS Z 424 %21, Jrunndb.sh-notls =~ > K% 54T L9, TLS Z4hiZ LT NDB %[
351X, Jrunndb.sh-notls-start =~ > K& %17 L £ 9, TLS Z M3 SA1IZ, &7 NDB
AEIE LT &V, TLS # M L=k, NDB Y — —ZHFE SN TN DT 3 ZADKR—
Tk QO ICEE T HMENRHY £,

Nexus Dashboard Data Broker T @ TLS KeyStore & TrustStore /XX J—

DIERL

&
ATy T2

ATvT3

Nexus Dashboard Data Broker 733 A U — R C{g# S #1172 TLS KeyStore & TrustStore 7 7 A /b
Bt I D X 5129 DL, TLS KeyStore & TrustStore D/SA U — R &G 2 MLE N H Y
%7, Nexus Dashboard Data Broker ¢ TLS KeyStore & TrustStore /XA U — R &9 5 121,
ROFNEEFEITLET,

Nexus Dashboard Data Broker %—/X—Zma 7 A4 > LE9,
bin7 4 L7 FUIZEBEILET,
1

cd ndb/bin

ndb config-keystore-passwords =~ > R ] L C, TLS KeyStore & TrustStore D /3 A U — R & Ak L £
ﬁéo

51 -

./ndb config-keystore-passwords --user admin --password admin --url https://ip-address localhost:8443
--verbose --prompt --keystore-password keystore password --truststore-password truststore password
Please enter your password: <enter the NDB GUI admin password>

Nexus Dashboard Data Broker 78 AAA (Tacacs/LDAP/Radius) THAK I TERY, Loz~ FTndb
config-keystore-passwords 2358 L, 401 unauthorized = 7 — N F R INT-HE -

1. nab Fldsxnce T4 V7 FUIIBEILET,
2. ./runndb.sh -stop Zf#H LT, Nexus Dashboard Data Broker —/N— % {51 L £9°,

3. 77 7 enable.localUser.Authentication % false 75 true ZCZJEE L <, ﬁ;a](: Li'ﬁ—o D7 T 7%
Nexus Dashboard Data Broker @ config.ini 7 7 A /WiZH Y £,
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| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE
WebUl 75 54 & NDB 4 —/\—0RIT LS BEEBLEREzEmRT 5 |

4. ./runndb.sh -start Zf#fl LT, Nexus Dashboard Data Broker V— 3— % EHE L £,
5. ndb config-keystore-passwords ==~ > K& FEFEITL £,

GE) HA BREEClX., 7 7 A ZND T T D Nexus Dashboard Data Broker —/3— (2%t LT LD
FlEZEITTHHENRDY 7,

Nexus Dashboard Data Broker ¢ TLS Z A 212§ % & . Nexus Dashboard Data Broker H—/3— & Nexus Dashboard
Data Broker A A v FREDT X CTOREFNHR— b 443 A L T EINFET, A— 443 2fEHATDH LD
IZ Nexus Dashboard Data Broker D5 /S A2 B H LT 72 &0,

INGOFIEEZEFIZET T, A= M3 EEH LT br—F 2 Nexus A v FZBMTEET,
AA v F @ FQDN Zff LT, 7 /31 A% Nexus Dashboard Data Broker = > h 2 —Z |ZiBML £7°,

A A T D WebUI Sandbox #{# fH L CREBAEER MR T F T,

WebUl 75 7+ & NDB H—/\— DR T TLS B 2 & 4 5
EEERT D

HOBAGEHELZHEH L T, EHE— RTHEITINTND Web 7 7 UH & NDB #—/S—[HD
WEERECEET, 2072 TE, WebUl 77 U & NDB 7 7Y 7 —3 2 U RDiE
BERETHT-OOECELMEAEL AR T 2 HIEICOWTHHLES, 7740 Tl
Cisco NDB %, F174E2° Cisco NDB, 3177t CiscoNDB T, T 7 4/ hOFIEEFST
TV NOFEREE LI S nuE T, T 402 O T H D generateWebU Icertificate.sh
27 VT NEEHLT, BCEBAMEHELZER TE £, CiscoNDB Y U —RA3S5LUATOGE
ZHHOFEAEIX 6 2 H AL T, CiscoNDB U U —2 3.6 LUKk, FEAEDT 7 4L kDA
T 6 22 H T, FEEOAHIMZRETE L LRV £ LT,

\)

(¥) NDB D HCE4 TLS iEHE L, £ LT — R TOREHKTE £,

« WebUl 7' 7 U LT — R TEITEN TV NDB ¥ ——D[H T TLS H 2 E4FiFH
EEAART D

WebUl 75O EEREIIRIZETEITINTLVS NDB H—/\—DRET
TLS BECELIAZEZAE/RT S

WOTFNEAEFEIT LT, WebUl 77 v LeEFE— R THEITSH TV D NDB H— 3—0D[H T
TLS H O B4 EE AR L FT,
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
B webui S5 oy L EpRBEETRITFSA TS NDB Y —\—ORIT IS BESAAREL LT

ATYF1 NDBY—R_—lcrns AL, #L> T 4127 FU% \ndb\configuration [ZEH L ET,
£

[rOOt@RHEL-VM-NDB-ACI]# cd \ndb\configuration

AT w72 generateWebUlIcertificate.sh 227 U 7 h & i LT, TLS B B4REAEL AR L ET,
i -

[rOOt@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

KKK AKRKAAKRAAKRA A KA AR KA AR A A AR XA A XA A A XA XXk %

Entor Fully qualified domain name
R R IR b dh dh b b db b b d eh b b dh Sb b S Sh b b Sb A Sb b db Sb b b db Sb b db e 4

NDB-browserl] This can be FQDN of the NDB java application as well

BRI I b S b I S b I S b I S b I S b I S 2b 3

Enter Organizational unit
kAR hkkhkhkhkhkk kA hkkhkkhkhkhkk kA ik kkhkkxk%k

INSBU

AKhkkAhkhkkkkhkkhkhkhAkk kA ki kkkk k%

Enter Organization
kAhkk Kk khkhkhkkhkk kK khkkhkrxkhkhkkhk*k

cisco
kA KAk Kk kK k Ak Xk kK, *x**x

Enter Location
kA KAk kA k) Kk Xk *xkh*x**x

SJ

kAKhkkkkhkkAkhk Ak kA Kk k)%

Enter State
Kk kkkhkkhkhKhkkxk k%K

CA

AKhkkkkhkkhkkkhkkhkhkkkkk*k

Enter Country
kAhkkhkkhkhkkhkkhkkkkkkK

USA

AKhkkAkkkhkkAkKhkkkhkhk kK kK %k

Enter keypass

AKhkkhkkkhkkhkhkkhkkk kA kA Kkk*k

ciscol?23
XAk kK khkhk Kk k Xk kkx k) K**x*%

Enter storepass
kAhkkhkkhkkhkkkhkk kA khkkhkkk k)%

ciscol?23
E i b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b b i b i 4

Enter the validity in number of days
R IR IR b dh b b S Ib b 2 dh b b dh S b S dh b b db Ib b d db A Sb b S db b b db S b dh 4

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) °?
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| TLSEEBAE. KeyStore 5&U SR PR 7 J7 A/ LDEE

WebUl 75 9+ & EhRBETET SN TL\H NDB H—A—DRIT TS B ERTHEEEHT 5 [

Yy

KAAKKAARAA KA XK A R IAA XA AR A A XA AR AKX KA

Self-Signed Certificate Created
R R I I d b b b b Ib Ib db db 2 2 b b b Ib dh db g b b b b (Sb Ib gh g 4
Alias name: cisco
Creation date: Jan 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F 0OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 ..J!

]

]

Ak Ak Ak Ak Ak kA hkkhkhkrhkhk Ak krhkhkkxrxkhk k*xhk*x*%x
Displayed the generated keystore
R I I b b b b b I 2 b b b dh Sh b 2 ah b b 2h Sb b 2 2h Ib b db e 4
R R I b b I b I e Sh b b b b b b Ih b b Ih Eh b b Sh b b I Sh b b SR Sb b Sb Sb I b Sh Ib b 2 db b b 2b ab b i 4
Configured the keystore details on tomcat-server.xml
R R R I e b b I b I e b b b 2 b b b Sh b b 2h db b b Sh Ib b I Sh b b Sh Ib b I Sb Ih b 4h Ib b 2 Sb b b 2b ab b b 4

hhkhhhhhkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhkhhkhkhkhkhkhkhkkhkkhkhkhkhkhkhkhhkhkhkh bk hkhkhkhkhhhhhhhhhhkhkhkhkhkhkrrhhhhhhhhhhhhhkhkhkhkhkkhkkhkkkxx

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

hhhhhhkhkhkkhkhkkhkhkhkhkhkhkhkhkhkhhkhkhhhhhkhhhkhkhkhkhkhkhkhkkhkhkhkhk kA hkhkhkh bk hhkhkhkhkhkhhhhhhhhkhkhkhkhkhkhkhhhhhhhhhhhhhhkhkhkhkhkhkhkhkkkxx

y
Doesn't seem any Controller daemon is currently running

Running controller in background with PID: 13573, to connect to it please SSH
to this host on port 2400

NDB GUI can be accessed using below URL:

[https://10.16.206.160:8443]

[https://[£e80::250:56£ff:£e90:b764]:8443]

[https://10.16.206.159:8443]

[https://192.168.1.123:8443]
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TLS SEFAE. KeyStore 5EU SR R F7 774 LOEE |

B webui S5 oy L EpRBEETRITFSA TS NDB Y —\—ORIT IS BESAAREL LT

ATvT3

ATvT4

[https://[fe80::250:56ff:fe90:9c79] :8443]

*AhkAkRk Ak Ak KAk k KKk

NDB Restarted
R IR SR d b b b b Ib gb g 4

GE) generateWebUIcertificate.sh 27 U 7 hix, NDB 7 7V r—v g v EHu— KL T, 77 U¥
2ZHNDBJava7 7'V r—va LT 7B A LI & XIZT T UR Z O EOME H 2T 5
XokeLxd,

keytool -list -v -keystore keystore_Name =~ > K& LT, A SizitlEL T a—NLET, T
T ERERREINTEH, ARNT NAUY—REANLET,

1

[rOOt@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [
0000: 63 8A 92 8F 6F OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 L.J!

]
]

R R R e R R

R R R R R

HOBAGEHEX, 770 BV IKS B TAERRSNE T, LEen-T, 77 U FICiERES
A VR— T DEIC, 2 HOFEHEZE PKCS12 RIS E T 2 0835 0 9, JKS JEX O EL
PKCS12 TERUCEHT H1T1F, ROFIAEZFEIT L £ 7, keytool =~ FZEH LT, JKS EXDOFEHEL
PKCS12 U EH L E 5,

G¥) BT AR TIEOIEHED I E—% L 5 TBNTL E X0,
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| TLSEEBAE. KeyStore 5EURSRA MR RT T 74 LOEE
BRI VBBEEALT, SHAHE— FTEFEATLS Web 7594 & NDB 4—\—RITTLS e ERTHEE 8T 5 [

1 :

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass
ciscol23

GE) keytool =~ > RO AL, UIGEHEZER LIZEEDOAT BT HLERH Y 7,

GE) WL LTELNDIAAET 7 AL (keystore.pl2) % PKSCI2 T,

ATy TS ZOMHEEZ T I UTOEEINTL— FEHAEA N TIEML 9, FEAZEAZEEL— FEHER T
A R TITBIT 5 FECONTE. ENENDO Web 77 U DO~LTEHBRLTL &N,

A IILREZEALT, ARAAFE— FTEITEINTLSWeb
TS5 ENDBY—/\—[ITTLS HEERIHAZEZERT S

AR Va VEREEZEHAL T, Web 77 UV LLAALE— R TIEITSN TS NDB H—
N—L DM TTLS HEZBLFHEAZARKTHI20E. ROFIEEZFEITLET,

ATwF1 guestshell 2~ REFEH LT AN = /W8 L ET,
£

N9K-C93108TC-EX-108# guestshell
[admin@guestshell ~]$
[admin@guestshell ~]$

AT9FT2 v T 4127 hU % \ndb\configuration [CEE LET,
i

[admin@guestshell ~]$ cd \ndb\configuration

AFw 73 /home/admin/ndb/configuration/generateWebUIcertificate.sh A7 V7 h&fHH LT, TLS
HOEBAGEAEZ LR L £7,

51

[rOOot@RHEL-VM-NDB-ACI configuration]# ./generateWebUIcertificate.sh

LR I R I S b I S b I S b I Sb b I db S b e S b Sb Jb I Sb JE I S db 4

Entor Fully qualified domain name
khkAk Ak A hkhk A hkkhkhkrhkhkhAhkkhkkhkrhkhkhhkhkkhkrkhk kxkk*x*%x

NDB-browserl] This can be FQDN of the NDB java application as well

LRI R S b e S b I Sb b I Sb 2b b Sb b I S db I Sb db 3 3

Enter Organizational unit
kAhkAkhkkhkhk Ak hkkhkhAhkkhkkhkrhkhkhhkkhkkhkrkhk,kkxkxk*k

INSBU

Ak kkhkkkhkkkhkhkkkhkhAkkkhkkkkkk*k

Enter Organization
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B rxrorrmsemmLTc. A2HE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS HEBAAREEEMT 5

KAk AkRkAARA A XA A XA A XA KX KK

cisco
*khkhkKhkkhkhkhkhkhkkkh*xk*xk*k

Enter Location
*hkhkkhkkhkhkhkhkkkhk*xk*xk*x

SJ

BRI i dh b db b i b ]

Enter State

KAk ANk Ak KKk kK Kk k%K

CA

Ak kkkhkhkkxhkhkkxKkk*x*

Enter Country
R IR IR ah I g b b b b Sb Sh Sh g 4

USA

Ak kkkhkhkkxhkhkkkxkk*x*

Enter keypass

Ak kkkhkhkkxkhkhkkxkk*kx*

ciscol23
Ak khkkhkkhkkhkkhkkhkkhkkhk k), )k k%%

Enter storepass
R IR IR dh I b b b b Ib Sh Sb dh I b o 4

ciscol23
BRI b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

Enter the validity in number of days
R IR S e b b b b Sh Sh S g b b b b b Ih Sb S g b b b b Ib db db db g b b b b b 4

365 [0 in NDB 3.5 this script will let you to specify the certificate wvalidity.

Below process will rename the existing key file to <old keystore>, will generate
a new key file. Do you want to continue (y/n) °?

Yy

R IR R S b I S b I Sb b S Sb I S Sb b Sb 2b I Sb b I Sb b I Sb 3b 3

Self-Signed Certificate Created
ER R I I I I b b I I I e b b b b b I I I e b b b b b a4
Alias name: cisco
Creation date: Jan 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA
Version: 3
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| TsizeE.

KeyStore BEU FS R MR M7 774 ILDEE

BRI VBBEEALT, SHAHE— FTEFEATLS Web 7594 & NDB 4—\—RITTLS e ERTHEE 8T 5 [

ATy T4

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F 0OF 45 BD EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..
0010: AC FA 4A 21 L.J!

]

]

IR I b b b b b b b b b b b b b b b b b b I b b b d b b b b b g

Displayed the generated keystore

R b b b b b b b b b b a b b b b b b b b I b ab b d b b b b b 4

LR i b b b b b b b b b db b d b b b 4 b b db 2b ab b db b I b db b b b b b b I b db b db b db b b b b I b e b i 4
Configured the keystore details on jetty-ssl-context.xml
LR i b b b b b I b b b b b db b I b b b b b b b b db b I b db b b b b I b I b db b db b db b b b b I b ab b a4

KAk khkhk kA A A A A A A A A A A A A A A A A Ak bk hk kA Ak A kA A A A A A A A A A A A A A A A A Ak Ak Ak Ak kA kA Ak kA h kA kA A A A A A A Ak Ak hkhhhkhkhkhkhhkhkhkkhkhkhkkhkkk%k*k

The newly generated key will used on next NDB restart. Do you want to restart
NDB now (y/n) ?

KAk khkhk kA Ak A A A A A A A AR A A A A A Ak Ak ko hk kA Ak A A A A A A A A A A A A A A A A A Ak Ak Ak Ak A kA kA kA kA hh kA A A A A A A A Ak bk bk hkhkhkhkhkhkhkhkhkhkhkhkhkkhk%k%k

n
Xk Ak hkhkkkkhkkxkk*k

The newly generated key will be used on the next NDB restart.

Xk kA hkhkkkkhkkxkk*k

G¥) 7T Y MNOENDBlavaT S r— g VT VB AT HEEICL, 7T UYRZOFEHEOMH
ZBAthd 5 X 9129 5 1TiE. guestshell reboot =< > FZ{# ] L T guestshell 2 F&ETY 7' — h
Lij‘o

keytool -list -v -keystore keystore_Name =~ > K& LT, A I izitlEL T a—NLET, T
TIEBREREINTEH, AT RNRRAU—=FREANLET,

1

[root@RHEL-VM-NDB-ACI configuration]# keytool -list -v -keystore keystore
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

Alias name: cisco
Creation date: Jul 6, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 1
Certificate[1l]:
Owner: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Issuer: CN=NDB-browser, OU=INSBU, O=cisco, L=SJ, ST=CA, C=USA
Serial number: b404beb
Valid from: Sun Jan 06 20:22:05 PST 2019 until: Mon Jan 06 20:22:05 PST 2020
Certificate fingerprints:
MD5: 71:07:F6:4E:57:6A:08:3A:AD:06:32:B3:6C:5F:8F:52
SHAl: 04:08:B9:D5:B7:EB:ED:E0:F9:22:49:14:FA:C6:09:39:22:32:43:A2
SHA256:
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B webui 55545 L NDB 4 —"—RID TLS 4 — K/ {—F ( EEREDEH

TLS SEFAE. KeyStore 5EU SR R F7 774 LOEE |

34:D9:EB:34:0A:52:D1:4A:DD:F1:8B:14:D0:84:E4:1C:57:8B:2B:99:9B:E5:A1:4C:C7:8C:CD:AE:24:31:49:75

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: 63 8A 92 8F 6F OF 45 BD

0010:
1
1

AC FA 4A 21

R R R I I b b b I I b b b b b b h b b b b b b b b b b b b b b b 3h b b b i

R R R I b b I b I b b I I b b h b b b b b b b b b b b b b b dh b b b i

ATv 75 ACEA

DHEMZ, Z

EE 55 C5 A8 99 3B F6 F7 c...0.E..U...;..

LLJ!

SEHEL, 7T U E RO WIKS B TARSNES, 7T UTICHEAEES A R — M
NHOFEHESL PKCS12 U AT A2 LR H D £9, JKS IR DFEHE 4 PKCS12 #IC

EHS HITIE. WOFIEAZEIT L E T, keytool =~ > RA&EH LT, JKSEROFEHE% PKCS12 ERUZ

L ET,
GE)

51

A DN T ITOEHED I E—2 L > TENTIZEW,

keytool -importkeystore -srckeystore keystore -srcstorepass ciscol23 -srckeypass ciscol23
-destkeystore keystore.pl2 -deststoretype PKCS12 -srcalias cisco -deststorepass ciscol23 -destkeypass

ciscol23

GE)

GE)

RATY 76 CAGEHEL Web 77 U OEFENL— MNEHERA R TIZT v 7ue—RKLET,

keytool =~ RO AL, UIGEEZ AR LIZEEDAN E—HTHLERH Y £7,

FERLELTELNDIEHEY 7 4L (keystore.pl2) 1% PKSCI2 XX T,

A& & (R L — hREE

A N7 A R TITEINT 2 HECHOWTIE, FRENOWeb 7 7 7O~V TEBR LT ZE, fFHE
ZWeb 77 UPIIT v T a— RT3 LETar 7 MRERENTZD, FFHEOIERTITIER Lz, 2

U—REHEALET,
AT FT1 AL vz VEHEE LT, NDB & HiE L £,

WebUl 7595 & NDB Y —/N—fED TLS Y — K/s—F «

slEBAZE D Ak

Web 77 U LERE— FTIEITIN TS NDB V= "—[OBELIRETCEET, 20k

72 a Tt CAGFBAEARAR L, FFBHEA JIKS JBRUCEH L, FFHEL Web 77 U I
Ty 7a— RTHHFECOWCHA LET, CAGEHEL AN TSI, EHFESES ZK (CSR)
AR L, SFER (CA) IEXEL THRIEZZITAVERH Y £, A—TF v V—2ADY—)L
AL TCSR 24K TE £,
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EHRE— FTERITHD Webll T35 54 & NDB #—A—0RITO TS 4— F/i—7 « EHE0ER ]

e WebUl 77 UV LT — R TEITEN TS NDB Y ——DE T TLS ¥— K X—F ¢
SEAEE AR D

EhFE— FTETHDOWebUl 75 9H & NDBH—/N\—DRETHTLS
HY— R/NN—T s SEBAZE D &R

WebUl 7' 7 U L HEHE— R TEITEIIN TS NDB —/3— L DT TLS #— K /3—F ¢
RERAE AR T A I2iE, RO FIRICHEWE T,

ATwF 1 opensslreq 2~ REMHH L CREAEZEAER (CSR) ZARK L 7,
fi

[root@NDB-server ~]# openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

Lt
................................................ +++
writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [] ciscol23
Verifying - Enter PEM pass phrase: [] ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJd

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburra@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23

[root@NDB-server ~]# 1ls
ndb-server.req ndb-server.key

GE) ndb-serverreq (CSR) 7 7 A /VGERERATHER (CA) ICEEINET,
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B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

GE) CAPRMET 2FEAEE 7 T UFIC 7 AR — 95 L XX, RUEREZERTLILERH Y
F9, CSR 7 7 A /L certreq M CA ITEESNE T,

ATv T2  CSRERAZMGEEIIIERRT DITIE, opensslreq =2~ REMHHLET,

I
[root@NDB-server ~]# openssl req -noout -text -in ndb-server.req
Certificate Request:

Data:
Version: 0 (0x0)
Subject: C=US, ST=CA, L=SJ, O=cisco, OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburralcisco.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:05:30:75:e8:¢c8:5f:05:3b:0e:4f:2a:00:d9:64:
8d:bf:b2:80:20:56:c3:be:b0:4c:e0:52:e5:be:d8:
d2:74:85:4e:8a:ba:d3:1e:30:76:bf:e5:de:7d:51:
11:79:8e:0c:96:38:7a:23:5a:26:31:50:50:£fa:29:
44:ab:56:06:0d:41:38:ba:dl:d5:bd:e3:ba:a3:6c:
43:35:73:27:d9:£fd:5c:4b:21:85:1a:£9:4d:b0:9%e:
f3:ae:ce:49:98:ef:a2:f8:11:ab:bd:7e:64:ee:68:
68:19:6e:8f£:3c:54:30:0£:28:01:13:00:3d:34:b8:
£f9:f5:cc:4a:84:d8:e5:d2:27:47:cc:83:76:92:ad:
92:62:£3:a3:35:be:14:ce:38:af:2a:c5:2e:fa:b8:
31:6b:71:cd:56:00:1f:0d:cc:b0:£8:fc:b0:52:91:
£f8:9c:cf:45:13:¢c9:05:86:£fa:30:dd:88:78:01:15:
fb:5¢c:c9:6£:5b:07:80:28:6c:86:54:c0:£2:5£:35:
70:82:49:5¢c:79:1¢c:£2:23:dd:50:d5:47:12:37:a3:
3£:£9:1d:90:8f£:c0:e8:18:09:2e:66:8d:c3:72:17:
7f:7d:27:da:bl:cc:26:2d:8c:6b:ee:c5:e8:05:78:
31:7c:bb:ba:6d:2c:e5:a3:29:7e:cl:4a:93:19:ed:

9a:e7
Exponent: 65537 (0x10001)
Attributes:
unstructuredName :ciscol23
challengePassword :ciscol23

Signature Algorithm: sha256WithRSAEncryption
9c:9a:51:e0:1d:e4:0b:8f:cl:c6:£f5:€0:d2:£6:30:0e:18:af:
a7:b2:a4:4a:57:d7:07:44:cd:9c:fa:2d:0e:8b:c9:31:5b:16:
6b:84:42:0b:ed:06:5c:ed:30:d8:9b:ee:5d:79:f4:8a:e3:52:
3c:b3:4a:eb:6c:22:a2:f4:35:80:28:3a:67:62:7£:5f:dc:80:
e0:74:£0:3c:39:26:39:3a:76:6a:6a:98:e9:68:£9:b7:58:bf:
e7:44:2e:e7:73:0a:9c:62:28:02:¢c6:09:41:81:b2:53:46:14:
e6:ed:dc:ca:90:81l:5a:5e:dc:1b:dc:36:2¢c:86:5£:37:29:4c:
b0:ee:85:2b:34:£2:82:8a:d4:fc:al0:ce:10:e4:44:4e:d0:7a:
37:6d:3e:£9:ff:a21:19:8c:db:06:bf:be:87:57:al:cb:05:15:
0b:9f:6c:8b:c2:ad:22:25:10:£0:4d:0£:4d:b7:be:71:87:£7:
85:24:e7:2d:£9:59:86:1a:07:88:57:16:93:31:1f£:d7:e5:07:
42:77:00:£9:ac:44:3b:6c:35:0£:80:5d:00:6f:ea:be:fe:e7:
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

EHRE— FTERITHD Webll T35 54 & NDB #—A—0RITO TS 4— F/i—7 « EHE0ER ]

28:53:0c:6b:5f:0c:76:bf:8c:a7:60:57:63:05:06:ff:ac:3d:
£1:63:54:d0:d0:13:44:01:e9:53:6b:32:11:2:83:26:04:£f5:
23:67:6b:de

FA% 2 — ndb-serverkey [Z, /XA T L — X TCHREINTWET, GEHAEOME X — DR 5L 2 fEERT 5 44
ERH Y £, opensslrsa 2~ FEFEH L THEX—DORES{LZER L E7,

i
[root@NDB-server ~]# cp ndb-server.key ndb-server.keybkp
[root@NDB-server ~]# rm ndb-server.key
[root@NDB-server ~]# openssl rsa -in ndb-server.keybkp -out ndb-server.key

Enter pass phrase for ndb-server.keybkp: [ciscol23
writing RSA key

GE) ndb-server.req 7 7 A VDT —H X, Y— R X—F 1 OFEHIEREICEET 2 LERH D £,
BES 2 FIAICHE-> T, GEHETZ 7 A V2B L E7,

BT 2 CA OFEJEIZIR U T, & CSRICK L CTHRR 3 MOGEHE GERET = —) 2HG
TEET, ZOZ&iE, NDB AA v F T LIZ, CAND 3WOFEHE (root, HE, FAA
V) BEGTHILEERLET, & A TOFEHELRIT 5121, CAIZHERE T DN
BV ET, iEAEOMAHANL, RBEMEZ L ICER 560350 £9, #i @ qurca2.cer
(root) . hydsslg2.cer (Hff]) . ndb-server.cisco.com-39891.cer (KA A ) .

SEAETIZ L AP DRSS, PEM 77 A AVERTIE ENE T,

cat A< RZMHH LT3 DOFHET 7 A AN 1 DOFFHET 7 A VL EER LT, ZoEFHL. F
AA EEBIE, root AEIE, HRTGEMIEOIEE TITONET, cat v ROV ¥ v 7 A : cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1

[root@NDB-server ~]# cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

#H U< VERL L7z servercer 7 7 A V&2 fREE L C, HiE SN/~ END{T & BEGINTT2 0L Ed, 771/
MOBMBHIBRLANTL &N,

1

ndb-server.cer 33 X O¥ ndb-serverkey 7 7 A /L&l L C TLSNDB #—/3— F—Z £ 7 7 7 A L& {ERL L
F9, copy av I REMHEHLT, 77 A VEAL v TFIZab—LET,

1

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat v FEEHLT, MEX—LIEAEY 7 A L EH—0O PEM 7 7 A MTHEE LET,
5 -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem
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B s=ome— FTEFHO Webll 7554 £ NDB 4 —/S—DRITD TLS #— F/8—F ¢ EEHEDERK

ATvT8

ATy

ATv 710

ATy TN
AT 712

CA |Z PEM JEXOFEMF A ML L, FEHFOHILHEF X pem TT, PEM B DFERF % PKCS12 AU
B 20ENH Y £9°, PEM 7 7 A /LT 5 ndb-server-ndb.pem % openssl pkes12 =2~ > KA L
T, PRIFANBRICEELET, - A vE—UNRRINTEHT I AR— b RRAT—=REATL
F9, NRAT—= R LD 6 UFEREENRITNIER Y £ A, i : ciscol23 ndb-server-ndb.pem
7 7 A WIS A T — RRGE I L7- ndb-server-ndb.pl2 7 7 A JVIZEHE S IVE T,

1

[root@NDB-server ~]# openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem
Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

keytool =~ > R Zfif§ L C. ndb-server-ndb.pl2 % /XA U — NI L7 Java *— A N7

(ndb-server-keystore) 7 7 A /VIZEH L FT, ZDa~ KX, swl-ndbpl2 7 7 A L& /SAT — R TR
# I 7z ndb-server-keystore 7 7 A MZEH L ET, TAT 4 X —2 3 VIKSA KT OFH LWWIRT — R
EERL, 707 ERERENEZL Y —A F—A T ONRAT—RE AN LET,

fl

[root@NDB-server ~]# .(relativePath)/keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password:liciscol23

Re-enter new password:llciscol23

Enter source keystore password:--ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed
or cancelled

[root@NDB-server ~1#

keytool =~ > F&fEH LT, javatlsKeyStore D7 Y% U A N L THRIELET,
fil

[root@NDB-server ~]#.(relativePath)/keytool -list -v -keystore ndb-server-keystore

ndb-server-keystore 7 7 - /L% Indb/configuration 7 + /L X2 a b — L £ 7,

gft%%O)iEkEP&:?XLE L7z — AT RAT— }\fffﬁ)ﬂ LT, jetty-ssl-context.xml (ndb/configuration/etc
(&) 2 ARk L £ 9, KeyStorePath, KeyStorePassword, TrustStorePath, TrustStorePassword % 57 L C
WDITIX, Vi T 4 X2 L CRECTE £,

1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>
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ATw 713 NDB ZHEEH L £,

ATv 718 CAGEHELZ Web 7 7 UV OEFIL— FMEHER NTIZT7 v 7 — RLET, fEHELEHELV— N
FERNT A NTIGEMT D HECONTE, ZNENDOWeb 7 7 U FDO~LTESMLTLEIV, GE
BHELZ Web 77 UWICT v 7a— RTH L& 7v 7 MRFoRENTE D, EAEOIERPIC/ER L7
NAT— REFHLET,

FARVTVREZEFEAL T, MAHAHE— FTERITSNTL S Web
TS5 ENDBY—/N—RTTS Y— K N—T(AEZERT S

ANV NVERBAERA L T, flAIALTE— RTEITINTWD Web 77 7% & NDB ¥ —
N—DTTLS %— K X—F ¢ FEREZ AR T D12E. ROFIEIENET,

ATvT1  feature 2~ R&fEH LT, AA v T T bash-shell lEEE AN L 7,
1 -

N9396TX-116 (config)# feature bash-shell

ATw T2 rnzavr K& LT, AA v F Tbash-shell T— K& PG L £9,

1 -
N9396TX-116 (config)# run bash
bash-4.2$

ATy F3  opensslreq 2~ K& L CREBEESA ER (CSR) ZAEKLET, YRy b3FRanizn, &
BERE AT LET,

1

bash-4.2$ openssl req -newkey rsa:2048 -sha256 -keyout ndb-server.key -keyform PEM -out
ndb-server.req -outform PEM
Generating a 2048 bit RSA private key

R
................................................ +++
writing new private key to 'ndb-server.key'

Enter PEM pass phrase: [] ciscol23

Verifying - Enter PEM pass phrase: [] ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:CA

Locality Name (eg, city) [Newbury]:SJ

Organization Name (eg, company) [My Company Ltd]:cisco

Organizational Unit Name (eg, section) []:insbu
Common Name (eg, your name or your server's hostname) []:ndb-server.cisco.com
Email Address []:chburralcisco.com
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Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:ciscol23

bash-4.2$ 1s

ndb-server.req ndb-server.key

GE) openssl =~ > NI, % % — ndb-serverkey & iEHEEA EK 7 7 1 /L ndb-server.req % {FiL
L %9, ndb-serverreq (CSR) 7 7 A /LSEEMEFATHEEY (CA) ([ZXE ST,

GE) CANRMET 25 EE 7 T UFIC 7 AR — 95 L XX, RUEREERTLI2LERZH Y
F9, CSR 7 7 A /L certreq 7 CA ITEESNE T,

ATvT4 arTFUVEFRRLIED, CSRERZMR LIV 3 5I121%, opensslreq 2~ REHEHALET,
1 -

bash-4.2$ openssl req -noout -text -in ndb-server.req
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=US, ST=CA, L=3J, O=cisco, OU=insbu,
CN=ndb-server.cisco.com/emailAddress=chburralcisco.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 Dbit)

Modulus (2048 bit):
00:b5:30:75:e8:¢c8:5£:05:3b:0e:4f:2a:00:d9:64:
8d:bf:b2:80:20:56:c3:be:b0:4c:e0:52:e5:be:d8:
d2:74:85:4e:8a:ba:d3:1e:30:76:bf:e5:de:7d:51:
11:79:8e:bc:96:38:7a:23:5a:26:31:50:50:fa:29:
44:ab:56:06:0d:41:38:ba:dl:d5:b4:e3:ba:a3:6c:
42:35:73:27:d9:£fd:5c:4b:21:85:1a:£9:4d:b0:9%e:
f3:ae:ce:49:98:ef:a2:f8:11:ab:bd:7e:64:ee:68:
68:19:6e:8£:3¢c:54:30:0£:28:01:13:00:3d:34:b8:
£f9:f5:cc:4a:84:d8:e5:d2:27:47:cc:83:76:92:ad:
92:62:f3:a3:35:be:14:ce:38:af:2a:c5:2e:fa:b8:
31:6b:71:cd:56:00:1£f:0d:cc:b0:£8:fc:b0:52:91:
£8:9c:cf:45:13:¢c9:b5:86:fa:30:dd:88:78:01:15:
fb:5c:c9:6£:5b:07:80:28:6c:86:54:c0:£2:5£:35:
70:82:49:5¢c:79:1c:£2:23:dd:50:d5:47:12:37:a3:
3f:£9:1d:90:8£:¢c0:e8:18:09:2e:66:8d:¢c3:72:17:
7f:7d:27:da:bl:cc:26:2d:8c:6b:ee:c5:e8:b5:78:
31l:7c:bb:ba:6d:2c:e5:a3:29:7e:cl:4a:93:19:ed:

9a:e7
Exponent: 65537 (0x10001)
Attributes:
unstructuredName :ciscol23
challengePassword :ciscol23

Signature Algorithm: sha256WithRSAEncryption
9c:9a:51:e0:1d:e4:0b:8f:cl:c6:£5:e0:d2:£6:30:0e:18:af:
a7:02:a4:4a:57:d7:07:44:cd:9c:fa:2d:0e:8b:c9:31:5b:16:
6b:84:42:0b:ed:06:5c:ed:30:d8:9b:ee:5d:79:f4:8a:e3:52:
3c:b3:4a:eb:6c:22:a22:£4:35:80:28:3a:67:62:7£:5f:dc:80:
e0:74:£0:3¢c:39:26:39:3a:76:6a:6a:98:€9:68:£9:07:58:bf:
e7:44:2e:e7:73:0a:9c:62:28:b2:¢c6:09:41:81:b2:53:46:14:
e6:ed:dc:ca:90:81:5a:5e:dc:1b:dc:36:2c:86:5£:37:29:4c:
b0:ee:85:2b:34:f2:82:8a:d4:fc:a0:ce:10:ed4:44:4e:d0:7a:
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ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

37:6d:3e:£9:ff:a1:19:8c:db:06:bf:be:87:57:al:cb:05:15:
Ob:9f:6c:8b:c2:ad:22:25:10:£0:4d:0f:4d:b7:be:71:87:£7:
85:24:7:2d:£9:59:86:1a:07:88:57:16:93:31:1f:d7:e5:07:
42:77:00:£f9:ac:44:3b:6c:35:0£:80:5d:00:6f:ea:be:fe:e7:
28:53:0c:6b:5f:0c:76:bf:8c:a7:60:57:63:05:06:ff:ac:3d:
£1:63:54:d0:d0:13:44:01:9:53:6b:32:11:2:83:26:04:£5:
23:67:6b:de

Fh 2% — ndb-serverkey (X, /N A T L — XTSI TWE T, FEAFEOWE F — DR SL 2 FERT 54
ENRHY £9, opensslrsa =~ REfiH L THE X —DOE S b 2R L E T,
{1 -

bash-4.2$ cp ndb-server.key ndb-server.keybkp

bash-4.2$ rm ndb-server.key

bash-4.2$ openssl rsa -in ndb-server.keybkp -out ndb-server.key
Enter pass phrase for ndb-server.keybkp: [lciscol23

writing RSA key

GE) BRT 5 CA OFERBIZIE U T, & CSRICRE L TRR 3 BOFENE GEHET =—) ZHfS
TEET, ZOZ LI, NDB AA vF T L2, CAND 3EOFEMHFE (root, HH, FAA
V) BERASTLHZELEE %Li? KB A T OREAZEZFRNT D121, CAITHERT 2 LEEH
b0 FET, FEHEOMAHANT, REMEZ IR 2550350 £3, i : qurca2.cer
(root) . hydsslg2.cer (FFf#]) . ndb-server.cisco.com-39891.cer (KA A ) |

EEAEITIZE A L DS, PEM 7 7 A AJERTHE SN E T,

cat 2~ REEH LTI ODIAET 7 A b 1 DOHAET7 » A AV AER LET, ZOHEREL, R
AA REBE, root FEAAE., PFHFEFEDIEE TITONET, cat 2a~v 2 RO ¥ v 7 A @ cat domain
certificate root certificate intermediate certificate > ndb-server.cer

1 -

bash-4.2$ cat ndb-server.cisco.com-39891.cer gvrca.cer hydsslg2.cer > ndb-server.cer

L < ERR L7z server.cer 7 7 A V& HmE LT, SN 72 END{T& BEGINTT2 0Bt LEd, 77 A /v
MHMHHIER LN T &N,

1

ndb-server.cer 33 X (N ndb-serverkey 7 7 A L& L T TLSNDB #—/3— F—ZX 7 7 7 A V& {ERk L
F9, copy av U FEEHLT, AA v FICT7 7 AV Eab—LET,

1

cp ndb-server.key ndb-server-ndb-privatekey.pem
cp ndb-server.cer ndb-server-ndb-cert.pem

cat a~v > REFEHAL T, MEX—LIENET7 7 A L EZH—0O PEM 7 7 A VITHEE L ET,
& -

cat ndb-server-ndb-privatekey.pem ndb-server-ndb-cert.pem > ndb-server-ndb.pem
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
Byt BBsERALT. BHRAE— FTEASA TS Web 7594 & NDBH—/\—FIT TS ¥— K /\—F ( ERBEERT 5

ATv 710 CA X PEM EROGEHELZRM L, GEBHEDOILEI1X pem T3, PEM A DFEAE %A PKCS12 XU
B 20ENH Y £9°, PEM 7 7 A /LT 5 ndb-server-ndb.pem % openssl pkes12 =2~ > KA L
T, PRIFANBRICEELET, - A vE—UNRRINTEHT I AR— b RRAT—=REATL
F9, NRAT—= R LD 6 UFEREENRITNIER Y £ A, i : ciscol23 ndb-server-ndb.pem
7 7 A WIS A T — RRGE I L7- ndb-server-ndb.pl2 7 7 A JVIZEHE S IVE T,

1

bash-4.2$ openssl pkcsl2 -export -out ndb-server-ndb.pl2 -in ndb-server-ndb.pem
Enter Export Password:llciscol23
Verifying - Enter Export Password:llciscol23

ATFY TN FHHEZ 7 ALEZNDBHK 7 + V7 —ca’—LET,
5 -

bash-4.2$ sudo cp ndb-server-ndb.pl2
/isan/vdc_l/virtual-instance/guestshell+/rootfs/usr/bin/ndb/configuration/

AT 12 exita~<wr REFEMALT, bash =/ F— FEKTLET,
B

bash-4.2$ exit
exit
N9396TX-1164#

RATwT13 guestshell 2~ REMHEH LT A b o VICHEERE L £7,
1

N9396TX-116# guestshell
[admin@guestshell ~]$

ATy T4 BT 4V27 b % ndb/configuration (CAHE LE7,
1

[admin@guestshell ~]$ cd ndb/configuration

AT w715 keytool =~ KZfiH LT, ndb-server-ndb.pl2 % /XA U — R CT{i# X 1172 Java KeyStore
(ndb-server-keystore) 7 7 A /MZAEB L £3, T D=~ R, ndb-server-ndb.pl2 7 7 A /L& /XA T —
R CLR7# S #17- ndb-server-keystore 7 7 A JWICEHA L £T, T AT 4 x—3 3 VIKS A R T O LUWIA
U—RZERL, 7ar T bRFRENTZL Y —A F—A FT ONRAT—RE A LET,

1

[admin@guestshell configuration]$ keytool -importkeystore -srckeystore ndb-server-ndb.pl2
-srcstoretype pkcsl2 -destkeystore ndb-server-keystore -deststoretype jks

Enter destination keystore password: [lciscol23

Re-enter new password: [lciscol23

Enter source keystore password: [lciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

AT w716 keytool =~ REMA L C, javatlsKeyStore D227 Y% U A R L THIELET,
f1

[admin@guestshell configuration]$ keytool -list -v -keystore ndb-server-keystore
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| TLSEEBAE. KeyStore 5&U SR PR 7 J7 A/ LDEE
B2k LT VEHEERLT, MHRHE— FTEASATLS Web 7599 L NDB H— \—RTIS ¥— K {—F iiBE£4RT 2 [

ATvT11

ATy 718

ATv 719

§E@§%®$EJZEPKVEER L7LC F— R }‘ T NATY — }‘zi’@%ﬁﬁ LT\ jetty-ssl-context.xml (ndb/etc W—*%?(ﬂj‘])
ZAER L £ 9, keystore 35 & U keystorepass CUL FOITEMRIET HI2I1F, vi =T 4 X T £,

1

<Set name="KeyStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.keyStorePath" deprecated="jetty.keystore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="KeyStorePassword"><Property name="jetty.sslContext.keyStorePassword"
deprecated="jetty.keystore.password" default="ciscol23"/></Set>

<Set name="KeyManagerPassword"><Property name="jetty.sslContext.keyManagerPassword"
deprecated="jetty.keymanager.password" default="ciscol23"/></Set>

<Set name="TrustStorePath"><Property name="jetty.base" default="." />/<Property
name="jetty.sslContext.trustStorePath" deprecated="jetty.truststore"
default="configuration/ndb-server-keystore"/></Set>

<Set name="TrustStorePassword"><Property name="jetty.sslContext.trustStorePassword"
deprecated="jetty.truststore.password" default="ciscol23"/></Set>

CAGEMEZLZ Web 7 7 U ¥ OfEHUL— FEFEA 72T v 7 a— R LET, GERELZEEL— bAEH
EZNT A MTISEMT 52BN TIE, ZRENDOWeb 7 7 VDO~V T 2B LT IEEW, GE
HELZ Web 77 U HICT v Fu— RT3 L& Ic7n 7 IRFRENES, GFHEOERPICER L7
WNAT— REfEHLET,

NDB % frfdd) L £ 7,
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TLSSEBAE. KeyStore SEU SR PR 7 J7/ LDEE |
B rxrozmseEmLT. @AAHE— FTEFSN TS Web TS5 54 & NDB 4 —/\—RIT LS ¥— K /$—F « TREE4ERT S
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B,
=% =R

Cisco Nexus 9000 ') — X XA v FDIERK

Y J—2A3.10.1 75, Cisco Nexus Data Broker (NDB) D4 Hijlx. Cisco Nexus Dashboard Data
BrokerlZZZHE SN FE L1z, 27 L., GUIBLA VA h—)b 74 VX REE LGS DD,
—ERDONDB DAV AH AN D RFa A2 MIFFEI N TWE T, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & V™ 9 Gl i, FHAIZARHAREZR S D & L THWHBILTWET,

ZOEL, ROETHER SN TWET,

* Cisco Nexus 9000 >V — X A A v FOEEFHELHIRFE (57 2—)

« Cisco Nexus 9000 > J — R 2 A »FTD TCAM /~— R 7 =7 A D0 T OER (58 ~2—
)

o CLI Z{# [l L 7= Cisco Nexus 9000 Series Switches T Cisco NX-API DA %ML (60 ~=—=)
e AA vFHA—FBIOR—F F¥ XL TOIN T 7 ELTDAAL v F R—F F—FD
Hohb (61 ~2—)

Cisco Nexus 9000 ') — X XA v FDIEZIE L FIRE
18

Cisco Nexus Dashboard Data Broker % /" L 7= Cisco Nexus 9000 > V) — & A A v F DR EIZDOWVT
1T, WOTEBFHEFREEEZSHE L TIEIN,

» Cisco NX-08S U U — 2% 7.03)17(2) LAKETiE., NIK-X9700-EXF X UV N9K-X9700-FX 7 1 >
H— R %A Z2 7= Cisco Nexus 9500 7’7 v b7 —25 AA v F D TAP B2 A TE %
9,

* N9K-X9700-EX 5 L T8 N9K-X9700-FX T A > #1— N T TAP AGG Hfe &2 AN T 2121
CiscoNexus 9500 A A FC hardware acl tap-agg % 7 10— 7 N)VICERET DR H Y i’s}”

» Cisco Nexus Dashboard Data Broker %, V U —2Z 7.x L& ® Cisco Nexus 9000 >V — X 5%
AATZ77IVDONX-API 7 harzHR—MLET,

» Cisco Nexus Dashboard Data Broker {2 L > T a by a =7 E&N55T /31 A%, LLDP ®
BNz TWD EETEINTEY ., CiscoNexus Dashboard Data Broker & D7 /34 2 DR
BAFT L, LLDPHSREZ S50 L2\ T 7280, LLDPAEREN BN 72 - TV DA
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Cisco Nexus 9000 & ') —X 21 v F O |
B ciscoNexusa000 & —X 24 Y FTOTCAM N— KH T 7 44 0T DR

T A& HIERE L THIBIM L2V EEE TE RV REEE M Cisco Nexus Dashboard Data Broker
TRETAHEELRH Y 97,

+ Cisco Nexus Dashboard Data Broker (£, " — FEEIZ L > THREINTZT/NA A A U H—
T2 AANIR AL v F R—=FTHOH, TNOLDA L F—T oA AT 74/ N TAAL ¥
FR—F T 7 ELTOT A AEERH D EABELTNET,

» CiscoNexus 9200 > — X A A » F%, Edge SPAN 33 I (NEdge TAP 7~ — k @ Q-in-Q VLAN
X T Y R—FLTOERA,

* Cisco Nexus 9000 >V — X 2 A v F DA, Cisco NX-OS V7 b7 =7 % Cisco NX-OS V
U—RTxURIZT v 77 L—RKLET,

*NX-API 7’1 k22L& L CTHiHH T& % Cisco Nexus 9000 > 1) — & Z A1 v F % Cisco Nexus
Dashboard Data Broker (ZIBINC& 5 L H 220 F L1z, AR TDHE, vy —v T
L9500 DT RTDT A H— RIERABH S ET,

» Cisco Nexus 9000 'V — X A A v F % NX-API “E— K ® Cisco Nexus Dashboard Data Broker
%41 L C Tap/SPAN £ HIC BT D A1IZ, IROBRETE T TH2HERH Y 77,

e IPv4 ;"— b ACL ¥£721Z MAC i"— F ACL H®D ACLTCAM @ U — 3 > WA X %4
Ekl/i—g—o

« feature nxapi @~ FZfEH LT, A1 v F CTNX-APIHREZ AL £,

s TRTDOAAL v FMAR— FB IR — h Fx /LT switchport mode trunk %z ##% L
i—é‘o

* Cisco Nexus Dashboard Data Broker 1%, A A vF £ X~ rARrYOMAEER. B
FORAT—Z 22 EMMICHERELEST, 2oL, AT —% 2125 0T GUI THEH
SNFET, FHRHERIIAERTEE T, FREMEOT 7 44 MEIX 10 BT,

CiscoNexus9000>!) — X XA vy F TCHOTCAM/N\— K™Y T
T AU DER
TCAMAERL L, 74 VZ ) U B ESWTWET, 7 4 L& U o ZEEICESWT, B3

DTCAM = b U 2T 2L E RN H L5503 0 £9°, SPAN 2T 5121%, RO FIEZ
FAITLET,

FIRDHE

1. hardware access-list tcam region <region> <tcam-size> =~ > F&fiH L T, KD TCAM
V—Ya v aRELET,
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| Cisco Nexus9000 & 1) —X 2 A v F DR
Cisco Nexus 9000 ') —X XA Y FTHTCAM /N\— FH =7 H4 S5 DER .

F IR D

ARV KRFERRETI a3 Y B#J
R T w 71 | hardware access-list tcam region <region> <tcam-size>
avy REEMALT, ROTCAM Y —¥ 3 V&R E

NAT ACL[nat] size = 0
Ingress PACL [ing-ifacl] size = 1024

L/jzjfo VACL [vacl] size = 0
Ingress RACL [ing-racl] size = 0
Ingress L2 QOS [ing-12-gos] size = 256
Ingress L3/VLAN QOS [ing-13-vlan-gos] size =
0
Ingress SUP [ing-sup] size = 512
Ingress L2 SPAN filter [ing-1l2-span-filter] size
= 256
Ingress L3 SPAN filter [ing-13-span-filter] size
= 0
Ingress FSTAT [ing-fstat] size = 0
span [span] size = 512
Egress RACL [egr-racl] size = 1792
Egress SUP [egr-sup] size = 256
Ingress Redirect [ing-redirect] size = 512
Egress L2 QO0OS [egr-12-gos] size = 0
Egress L3/VLAN QOS [egr-13-vlan-gos] size = 0
Ingress Netflow/Analytics [ing-netflow] size =
512
Ingress NBM [ing-nbm] size = 0
TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size =
Ingress Flow Redirect [ing-flow-redirect] size =

0
Ingress PACL IPv4 Lite [ing-ifacl-ipv4-lite] size
= 0
Ingress PACL IPv6 Lite [ing-ifacl-ipv6-lite] size
= 0
MCAST NAT ACL[mcast-nat] size = 0
Ingress PACL Super Bridge [ing-pacl-sb] size =
1024
Ingress Storm Control [ing-storm-control] size =
0
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Cisco Nexus 9000 V — X XA »F TCAM /~— K
U7 A TR DOFINEE B S IO T
. Cisco Nexus 9000 Series NX-OS Security
Configuration Guidex R L T 7230y,
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. CLI %&£/ L 7= Cisco Nexus 9000 Series Switches T Cisco NX-API D & %11t

Cisco Nexus 9000 & ') —X 21 v F O |

ARV RFERETIVa Y

B8

GE) OpenFlow E— R ® Cisco Nexus % = 3 =
R— K F—% 7 u—HiL, OpenFlow
TCAM U —¥ 3 UIMEIR TRIES LTV
LHEAICDRH (7= & 21X, hardware
access-list tcam region openflow 512
double-wide) . A —¥ x> h MAC D%
BT FLRLHERET FL A2~ v F
VI OMEET RN LET,
OpenFlow TCAM U —7 = U M IER5IE T
RESINTWDLIHE, A= XA 7D
~yF U T DRNB~YyTF U THREE LT
PR—FEhET,

CLI {8 L 7= Cisco Nexus 9000 Series Switches T® Cisco
NX-API D E%h1t

I AR 1 TR ST O CiscoNexus 9000 ' J — X A4 v F 2 EFHTEH L IRV EL
7=, Cisco Nexus Dashboard Data Broker "7 7'+ >1%, LLDP Z{EH L CAA v T DA%
i L. Cisco Nexus Dashboard Data Broker WD h R Y h—ERZHEHTEXF4, 21 vF
DB L, WY 7 ETAIAR = Fry x4 =T = A2 TEET, bR
o 2L, NDB 7734 2 U A MZIBAIE U7z Cisco Nexus 9000 2V — X A A~ F[EOFH A1
BDOHRMFRINET, bR POMAERR) GULIZERRSNET,

Cisco Nexus 9000 >V — X A A v F T Cisco NX-API ZH T 5121, ROFIEZFEIT L E

D

FIE

ARV RFERFTIaY

=)

AFYT|EHA L B —T oA ZAEHIMZLET, AL FDERA L H—T oA AEHZLUET,
R Ty 7 2 | switch# conf t a7 4 Fal—vary ET— REBBLET,
Z v 7 3 | switch (config) # feature nxapi NX-API #ie =B LET,

ATv74

switch (config) # nxapi http port 80

HTTP & — k&A% L E 9,

ATvTh

switch (config) # nxapi https port 443

HTTPS &~— b 24k L ¥ 9,

Cisco Nexus 9000 2 U — R & A v FC NX-API #4HE
G T D7D DEFERI 72 E T HIZ DOV T,
Cisco Nexus 9000 Series NX-OS Programmability Guide
EHRRLTIEEN,
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| Cisco Nexus9000 & 1) —X 2 A v F DR

ALy FEK— FEEUK—F FYRLTO IS5 ELTORS vF K— b+ T—Foant [

AAYFRHR—FEELUVR—FFNYRILTO ST &
LTORAMYF HKR—bkET—FOEHIE

2L v FBR—=FBLOR—F F¥ RNV TRAAL vF R—F T— FEEDTDI0E, KROF

NEZ 34T L £,

FIE

ARV KRFERERETI Va3 Y

=)

R T 71| switch(config)# config t HRE— RE A LET,
R T 7 2 | switch(config)# interface { {type slot/port} | {port-channel | kg4 %A o X — T = A4 ZAZ RN L FT,
number } }
R T 7 3 | switch(config-if)# switchport mode {access| trunk} ZA o FMR—FBIOR—FF ¥ RLTARA T
R—hFE—FKETI7BRAFELIZINT 7 L LTEE
LET,
R T w 7 4 | switch(config)# exit AT 4 FXal—varyE—REKTLET,
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B AT rBEUR—F FrALTO RS D ELTORA vF K b E— KOEDIE
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, 6

i

Gfﬁli/:L/:——ls

ZDOETIE, CiscoNexusDataBroker % v 3 2 R — FIZOWTFH LA LET, ¥y iah—
X, DO A R—= b ET A AN DFRERE SNIZRRICELOET,

Y Y —23.10.1 5. Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZ A I FE L7z, 72721, GUIBEUA VA b—/L 7 4 L HEE L RESE 5720,
—HONDB DA AL AN D R = A 2 MR I LTV E T, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

e HyvaR— k(65 —)

> ~ » >
Ayramk—F
Ay arR—FORMIE, Xy NT—F7EHE L A ML —UEHE ) Cisco Nexus Dashboard

DataBroker DfEEME L RT3 —< LV AT A REDOHEIICEFT TE AL HITHZ L TT,
ZOERIT. 4RO Ty S gy FELTEREENET,

A= a— =7k [FyPaR—F (Dashboard) ] #EIRLET, [FyPaR—F
(Dashboard) 17 1 > RUIZIE, ROFX v aly MRFRRINET,

o 1) —RRID R T—42 X —Nexus Dashboard Data Broker = o b @ —Z [T S CW\Wb
V= ADAT—H AL, By ESNTEATERRINET, VY —RTKROEEY T,

«NDB 5 /34 %
« AJjAR— b
« 7 4 LVH
cE=H YT )b
+ Connections
« WEBEHT—2/ZIEFHT—4 (DataHandled/Receivedsince) Hfl (date) : ~Siiz

H fF LA 12 Nexus Dashboard Data Broker =2 b —J I k> TZEB L OEESI =T —
Z DR,

[V 5 ARHB S84 L (Cluster Runtime) | —BIED T T AXDT X A A,
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Cisco Nexus Dashboard Data Broker D/ |
- PR S

e HSRADBREBODERE (Cluster Last Restart) : 7 T A ¥ )N & ICERE) X7~ B,

« Ny RERID EATHESRE (Top Connections by Packet Count) (a3} S L7z /3 —T#%
R Ty MR (RO T v ko TRE SN EF Ny M) IS KRR L |
Ny MIICEES KD BB KL oM, U A MIBIETY, N7y MR Z W
Befe i LIIC R RS NET,

ZAE/Ny BRI ELA AiFR— B (Top Input Ports by Received Packet Count) (4451}
SNTeN—TERR) A= b TZELEAT Yy MUZESS AR =, U R MIFIET
., BET y NEDR B EVRETR— MR LR R S ET,

REENT Yy FEAIOESE=4") >4 Y—IL (Top Monitoring Tools by Transmitted Packet
Count) (a3 SN/N—TFR)  XEAT Yy MUIES<E=4 D 7Y —, U
A MIFENETT, EE Ty NI IR LS NE=F U 7Y — 3 BB RS E T,

T4 T ENTNT Yy FUZ KB ERID T 4 L2 (Top Filters by Filtered Packet
Count) (B3 ENT=R—THER) :ACL TT 4 NVEZ U T ENT-7 v M RIZEES W
TIZ4NZ2 V7 LES, UANMIBIETT, 7y MIPRRHZWT 4 V2D EFRICE
IRENET,

TCAM ) Y —RERAZER D EHIT/34 X (Top Device by TCAM Resource Utilization) (%
ST ENTAN—THER)  TCAM U Y — AERITIES T30 A, U A MIRRIETT,
D b @O T A AR EFICER RS NET,
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.7

i

\\‘
=

ZDETIH, Xy hU—7 FARrYVOFEME . Cisco Nexus Dashboard Data Broker 5 73 A
B ORI OWCHIBI L £97,

Y Y —23.10.1 5. Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZZAH I FE L7z, 727210, GUIBEUAS VR b—/L 7 4 L HHEE L XHGSE 5720
—EDONDB DA VAR ANZD R¥ a2 A v MIFFEESNTVWET, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & VN 9 Rl (%, FHAIZAHA[EE2 b O L LTHWLINTWET,

s hARBEY (67 2—)

=%

[ kRO (Topology) 1% 7iZi%. CiscoNexus Dashboard Data Broker 1 v 'V —2 Off A E = —

NERINET,
rRTURICIE, *y MU= OBEEZENFRINET, BRIIIV—VVEeEbEDL L, TDF
MINFRENET, BRE27 v rT5E, TOBEOILIZELWEEFHINE RINET,

RREINDLHR Y PT—THERITRD LBV TT,
o Bifoi SHL72 NDB 7 /34 A
- ANyH— b
cE=HF VLT V—)L
* NX-0S 7 /34 A
« ACI T3 A A

)

GE)
KHO FRv UEFIRT DI, [EH (Refresh) ] ( O ) 7 Uy LET,

[F7RB Y (Topology) 14 7int, DT 7 v araFITTEET,
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Cisco Nexus Dashboard Data Broker D/ |
. rROD

«NDB T/ RM3EH (Add NDB Device) : iEfICOWTIE., 31 ZADBEMESZR LT
<TZEWY,

« [R/X2 TN ZD3EM (Add Span Device) ] : FEHIICDOWTIX, A3 T34 20BN
(85 ~—v) ZZMLTILEIN,

[EZR YT Y—ILMEM (Add Monitoring Tool) ]— £l OWTiX, £=4% 1) 7
V=L DEMEZR LTI EEN,
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i

=,54

Z OE T, Cisco Nexus Dashboard Data Broker D5 /3 AT OWTCEELL AL E1,

Y J—23.10.1 75, Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZZZHE SN FE L1z, 27 L., GUIBELA VA h—)L 7 VX REIE LGS E AT,
—HEONDB DA AL AN D R = A 2 MIIFFE I LTV E 9, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5Rifld, fHAICREEATREZe S D & L THWLN TV ET,

\)

GE)

ZDE/TA RTD DNA/DNAC OFTXTHO LML, Cisco DNA/Cisco DNAC %= &M L £,

« TRA A (69 =)

oA .S
[T/31 R (Device) | # 72iE, OB T X TNHY 97,
«NDB 7/31f X (NDB Devices) :NDB 1> b2 —F |2 k> TEBEINDENT A X,
FEANZ DWW TIL, NDB T34 222 L TLEE0,

[R/32 T34 X (Span Devices) ] : NDB IZ#&i St/ A1 »F (Nexus/Catalyst) 35 KO
2 br—7 (Cisco APIC/Cisco DNAC) . FEAHIZ DUV TIE, SPAN 7 /314 2 (82 ~<—

V) EZHRLTIIEEN,

2w T FINA R (TapDevices) :NDB > b —F TSN TWDHH v 7 T340 A,

FEHIZOWTIE, v T TR AL TS0,

Wi

« [T/8 R F)L—T (Device Groups) ]: NDB 734 ANGEES LD 7 )V—7, B

WX, 73 A 7 /L—7 (Device Groups) &ML T 7ZE0,

NDB 7/\1 X

[NDB7/31 X (NDBDevices) 1% 7iZix, NDB=2 > b —J 2RI TNDETXTOT N
A ADFHMPERRINET,
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Cisco Nexus Dashboard Data Broker D/ |
B vos sz

FINIIROF N T R I NET,

£ 7:NDB T /N4 X

F% aiBA

[RT—2 R (Status) ] (RDOKEMID NDB IZHERES IV TNDT N ADBUED AT —H A,
1)) BCTRLET, ROFTvarBndbh 7,

o fkth . TN ANEMERBETH Y, NDB Y hr—
TR ENTWD Z &R LET,

o R REEIRLET, T34 RIEINDB = b
2—JICER SN TOVER A,

« W TN AT STV E TS, e
MNTETWRNWIEERLET, T34 A&
L, AT —F ANRRAIZ D FE TG E
T, FH L CHERLET,

KB TNRAARA LT F A FT— RIZRo TN
F7,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D18
nog 754 2 [}

F% B

IP7 FLZR

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



B nos7iax
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F%

B

TNRAADIP T KL A,

DT 44— RIINANN—Y I TF, IPT RL A%
JU S ITEE, FAL ADHMBER SNET,

[IP7 KLAR (IPAddress) 1227V v 27 LEd, 734
AT HEEIE A2 B T8 LD AN R R
SNET, TIMBIATTELEBMT 7 ¥ a UNIRD
LB TT,

« TNA 2D
T NAREFTTTANZT D
o FA ZAD T a— 3 URERR DOFRAE
GE) [T A AEAT7 T4 1295 (TakeDevice
Offline) 17 7 ¥ a UNT@EFIKATER RS

TWET, AT F U RAE—ROTINA A
TOIREHTEET,

KIS TDHHTH7 Y v LT, T/, AD [R—k
(Ports) 1. [[R— k F+ +JL (PortChannels) ]. X
W [R— bk ZIL—TF (PortGroups) |#FR_THZLb
TEXET, B— K Fx & TN —FOEHMONT
T, R—hF Fr xR —hr 7 N—T%2SH LT
W,

[¥# (Details) 17 A =2 (L) 22Uy 27 LT, T
NAAZADFEMETAELET, Ly o> Foid, &
RENTZT NS R T DROFEMEF R LET,

 [&% (General) ]

o AR— |

e R— bk Fx¥ 2L

* Port Groups

o« ' — N LERE
[y ya O]

o [7 o —#EHESR  (Flow Statistics) ]
o AN— MHCEHE

« [TCAM V YV —Zf#ifiZ (TCAM Resource
Utilization) ]

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D #& Rk

nog 754 2 [}

F%

B

[¥# (Details) 1 # 7 b3 AT TEHBMOT 7 3
o
s [/ m—sL ACL @ kU #— (Trigger Global

ACLs) 1: ZODOT7 7 v a ik, T3 A0SR
TWRWNWA X —T oA ZA%WHIL, TNHT X
TOA A —T A AT 10—, ACL ZfHL
EF9, 72— VL ACLIET A ADTXTDA >
B =T A AIRETDHDULERDHY E7,

o R— K~ F ¥ RLDEM

TINA RE

TN ADRHERFFICEBENRE LT 3 24 (A
Ay T4) o TAARAE, T/ A AT —H APk
DEFEICDHRFRINET, T3 ADRAT —H AN
REFIFTEDOEHA., THA AL ETEREINEEA,

TS5y b T4+ —L

TNRAADT T v 8T H— 54,

/ — K ID (Node ID)

FTNA AD ) — K ID,

[ 774IL4% (Profile Name) ]

TS ZAOBIMFHIAERL SNV T A ZADT a7 7 A4
Ve

NX-0OS

TNA A LETHAZEITINTWEY 7 b =T D/—
T,

E—F

AL v FNBEFH L TWDE—FR, kOF T a
NHY FT,

«[NDBE— K (NDBmode) ]: AA vF 2K (-
TOA L HZ—T A A) IZNDB a2 ha—7 (T
oINS Z LERLET,

s [ T7 Yy K (Hybrid) ]: 7 /5 AD—FDA >
B—=T A ADHENBPNDBaI L fr—TF—|ZL->T
BHINDZ EERLET,

G¥) F 70 T, ZoFEREATHET,
F N ZADBEINFINCT AL ZTAALT Y
K E— RBREDNZ 2> TGS, 20
NFREINET,

R—*F

NDB = b2 —F 3 NDB T34 A L@ETH7201C
FEHTHR— 1,
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Cisco Nexus Dashboard Data Broker D/ |

F% B

RAT—R ZADiRHA NDB /31 2 & NDB @ ko —F [ O#EkGED A5 —

HA RDOLT T3 onH0 £,

o [B6¢R% (Connection succeeded) ]: 7 /31 A &
NDB = > b v —Z ORI AR L2 Z &L 2R L
ij‘o

o[BI (Connection failed) |: 7 /3A A & NDB
oy ha—JMOBERNRIR LI 2R LET,
FRREIZ IR LTe, MG Shve (RIEZAR AR —
N 72 &, KROBHELERINET,

s [HE DU N TE TV EHF A (Connection not

ready) |: 7N ADY m— RPKRKLIZZ L &R
LE7,

[NDB 7/34 X (NDB Devices) | ¥ 7 MHIROT 7 v a L EFRITTEET,
« [T/AM ZADENM (Add Device) ]1: ZHEFEH LT, FrLWT A Z&BMLUET, FEM

IZOWTIE, 73 ZDEMESRL T ES0,

s [T/N14 RDOBHE (Rediscover Device) |: {TORIHICH LT = v 7Ry 7 RAeA 2L

T, MERT AL AERINLET, [F2 3> (Actions) 1> [T/31 AOBKRE
(Rediscover Device(s)) 147 Vv 7 LET, Ry 77y 7FRERranEd, [BigH
(Rediscover) 1 %7 U » 7 LT, BIRENTT A ZAZHEBRHLET, 74 2AOHMK

HZ21TH &, Zo—sU0 ACL BN SN E T,

N

TR ANEHREEND &, UDF, A— bk, Zu—L, BLO
BEG OB TV, 2LV T 7 40 v I nkRbilET,

W7 =0 55813, BRHZEN L TTF A 22 fmR L £,

Frxy I RNy 7 ABREPICHMIET 7 a v 2BRT 58 =27 —DNFRESNET,
TNA AT D L IR b ET,

o [T/31 RDOFEES (Reconnect Device) | : {TORIAICH LT = v 7Ry 7 Az Az L

T, BERTNA RAEZERLET, [T 3> (Actions) 1>[T/31 ROBEHE (Reconnect
Device) 127 Vw7 LEd, Ry 77 v 7RnErInEd, [BEHK (Reconnect) 1 %7
Uo7 LT, BRLET A AR LET, BT 7 v a i, 77314 A& NDB
Ay bua—JHOERP R LT SE . BELT DO S ET,

Frxv I RNy 7 ABREPIIHER T 7 a vy 2RI 58 27 —RFRESNET,
TNA ZEENT L L O IR B ET,
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T4 Z2D3BIN .

[FRT77A4ILDOEH (Update Profile) 1: 277 v a &AL T, T4 ADT 1
T ANEBMERITEHRLET, ZOFX A7 OFEMIONWTIE, T4 AT 77 AL
OHF #ZR LT ZE0,

s [T/ ZDHIBR (Delete Device) ]: {TOLIBICH LT = v 7Ry 7 A% A2 LT, &
TR T A AR L ET, [FP 3> (Actions) 1>[T/314 ADHEIER (Delete Device) ]
IV LET, Ry TdT o7 Uy RUNRERINET,

« [HIB& (Delete) 1: 24T arvaMHALT, T3 A E R L2 £ £ NDB =
Y ha—I LT A AEHIRLET,

« /38— L THIB (PurgeandDelete) ]: 2047 a VAR LT, T35 A& HIk
L. NDB 2> ha—F /b7 /31 AERBHIBRL £,

Frxy IRy 7 REBRETITHIRT 7 v a x2S E, 27 —NRRINET, 741
AZBERT L L IITROBNET,

\}

TN AMEM

GE) TS RIZHAFETET, NDBa» hu—I 060l SnzH4,. NDBa2y b —J 133082

LT A AERDTTHHL LS L LET,

7a—7UER ACL 1%, 73 A LD EN T ARNTRXTOA v F =T =2 X (Zy Y
SPAN/TAP, X7 v b hTF v r—v gy, VE—FEERT,. BLOe—OLBLNY £—FE
=4—=) ICHBICEMENEY, 7740 bTiE, 78— VUUER ACL #REIZ T ~TDT
INA ZATHEMNI 2> TWET, config.ini 7 7 A /LT configure.global.acls /X7 A — % % false IZ
RET DI LICEY, Ze—rULER ACLREZ TN 2 2 &3 TE £F, M7 7 A v
WCEWZIMZ 2%, ¥9 NDB Z#HiEE L T 7Z2E0,

NDB 2t b —F |21 DDT A ZAZBMTHI2iE, ZOFIEEZHEHLFET,

1a s BRI
NDB = b B —F 2T A A %&BMT 5R01Z, ROFNEZEITLET,
« feature nxapi =~ > R&EMHH LT, 7/34 A TNXAPl Z#HhZ LET,

¢ TNRA A%HHTNDB 2> b a—ZEMT 285E81E, [T 3 AORHESEM (Device
Prerequisites) |4 7> a v &2FH L 9,

\)

GE)  HAR—FER TV CiscoNexus ¥ J — & ZA v F LB R—FEN TS NX-OS N— g

PRI A1, %415 Y Y —2D CiscoNexusDataBroker J J —2 / — bk 2R L TL 72
W,
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B = zxoem

ATYF1 [T/84 R (Devices) ]1>[NDB T/34 X (NDB Devices) JIZBE L £,
AT9FT2 [7HUar (Actions) | Kuy 7 X A=a—n5 [T/84 ADEM (Add Device) ] Z#E4R L £,
RAT9 T3 [T/AA ADENM (Add Device) ] XA TR KRy 7 AT, ROFEMEATILET,

= 8: T /N4 ADIEM

J4—ILK Bl

[£#% (General) ]

[IP7 KLA/HRZ +% (IPAddress/ Hosthame) ]| 554 24 F71XIP 7 RLAZADLET, #HEOT
INA AZBIMT BT, RAMERIZIPT RL A%
a < TRY - TEMLET,

A—H—%&/ Fa T 74 (Usernamel Profile) | 1—H—ZE7-1ZTAT 7L ILONTINEZ RN L
ﬁ‘o

[A—H—%& (Username) 1527 Vv 7 325&, IRD
74—V RBRFRENET,

s [2—H—%& (Username) ]: 731 Al 7 A ¢
BDIZDDAAL v FOa—F—2% ASJLET,

«[/SRT—F (Password) ]: SAU—KR&ZASHLZE
7

[FB774)L (Profile) 1227 Vv r35&, ROT 14—
IV RBFIREINET,

[FBT7AIL (Profile) 1:[FR 774 ILDEIR
(Select Profile) ] ey 7& o YA King, 7
07y ANVEBRLET,

G¥) BEEHOAA v F o7 a7 7 A VI BEER
FAHZEBRTEET, 77 A VEE
. TRTDOA L R— 24 v FIZEH

SNFET,
#4414 7 (Connection Type) Ray 72y A RNG, By A 7 28R L ET,
BITE, NX-API OHBHHR— kI THET,
[R—F (Port) ] FNA ZADWEER— 2 AHLET, HTTP FRHD
NX-API (ZiZA— b 80 ZfF i L, HTTPS |Z1% 443 % f#
HALET,
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7ri1z206% |

J4—I)LFK SR BA

TN ADHEMHREH IREDRZ 22U v LT, T35 ADHIREM 2 A

NI LET, N—RNEHFAILEDLY, R¥UINEICBEIL
F9, WMOF =7 Ry ANRERINET,

e AVBE—TIARARVYK—FT 74V T, 2D

Fxv IRy AT TR STVET, T R
DRMHESEMEICLY, —#HOT 7V A v F—T =
AR avwy RRHBMIZFETINET,

«[JVT—F (Reboot) ]: ZORZ &AL T,
NDB |[ZiBIT 2RNZT A A%V 7 — R LET,

«[TCAM|—ZDF = IRy 7 A% F I LT,
TCAMfEZFZELET, [T 74+ (Default) ]
72X [R4—JL (Scale) 1 #iERL 7, ThEh
1024 £72152048 D AE U NE D Y THNE T,

TNA ADREMHRGFRMICEET 258X, 7 31 ADHIHES
(80 R—) EEHMMLTLIEIN,

NT)yKE—-FK ATV RE—REEDNTTDHITIE,. X—ZFIZAT

ARLET, T Yy RE=FTHE, 7750 20—
DAY H—T A4 ZADHBNPNDBIZ L » TEFSHET,

ZOF T a rEFRAT HITIE, configini 7 7 A LD
nx.hybrid.support=true # AT 2 LE R H Y £,
NDB % fH#lEh L T, NDB [ SN TWDT_XTOT
WA AXATZOWREEZEMTE L LI LET,

ATY T4 [T/INA ADEM (Add Device) 1 %227V v 27 LET,

GE)

TN ADIRE

7 a—sVACLIE, T A EDTRTCOA U4 —T =4 AZHBSEMSNET, 774
NV RTIE, TAA AR LT B—sUL ACL AN > TWET, 7 r— UL ACL & #
9 %121, config.ini 7 7 4 /LIZ configure.global.acls /X7 A — X Z BT 2 M ERH Y £7, T
INAAD T 71— ACL % 5023 5 121E, configure.global.acls /X7 A — & % false |ZFXE L\
TNA A HERE L ET,

TRA ADBIMT o AT, HEEY v TERINRENT/e D £,

COFMEEZFEMLT, 70 Z&fmELET,
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B = xom%

1R BHEIIZ
1 LA EDF S 2 A ERE L £,

AT T [T/A R]>[NDB T/8f R IZE L7,
ATFY T2 BRENERT, IPFRLREZ U v 7 LET,
BrLASA U NC R RS ET,

AT9F3 [7HOar (Actions) |27V v 7 LT, [T/Nf AD#wRE (Edit Device) ] 2R L 9,

ATy T8 [T/ RADFE (EditDevice) | ¥ AT 07 Ry 7 A, BIEOT A AFRNRERSINET, b0
T4V RELEIS U TERLET,

R 9:TINA RDFEE

J4—ILF i BA

[£f% (General) ]

[IP7 FLR/RR ;% (IP Address/ Hostname) 1|5 /34 AQBIED IP 7 KL A, ZD 7 4 —)L NiERE
TEFEHA,

A—H—%&/FA T 74)L (Username/ Profile) |[1—H—% (Username) JE£7-1X[FO 774 L
(Profile) JOWT Iz iBIR L £,

[1—H—%& (Username) 1527 Vv 7 325&, IRD
T4 =V RIRFETRSINET,

s [2—H—4 (Username) |: 7 /34 A~Dua /A
IR SN ca—F—anRR-EINET, 2D
74— RITRETEET,

s [/XRT—F (Password) ]: AJjL7c=—H—4D
NAT—REANLET,

[FBZ74I)L (Profile) 127V v o 35E, ROT 14—
IV RPERRINET,

[FRZ7A4I)L (Profile) 1: [FRZ 74 IILD:EIR
(Select Profile) 1 ke 7% URX Mpb, 7
07y ANEERLET,

G¥) BEDAA v T T a7 7 A VIR
frrsztncEEd, Yoy
BIEIL, TRTDORA L N— A v F|T
WHINET,

#4414 7 (Connection Type) Kay 72 RIS, By A 72 RIRLET,
BIfE, NXAPI OANBHHR— RSN THET,
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TIRAR TAT7 A ILDEH .

J4—I)LFK ERBA

[R— & (Port) ] TAA ZADWER— M2 AN LET, HTTP BEH O
NX-API |[ZiZR— k 80 Zffi ] L, HTTPS |13 443 % {#
)EH L/i—é—o

TINA RDENHREH JREDARZ %7 Vw7 LT, T3 AOFHESRE A

FNZLET, N—DFRIIEDY, R¥UPEIZEEIL
4, ROF vl Ry ANREREINET,

A VB—TIAR ARV KF—FTT7HIV T, ZDO
F v IRy I AIF Ao THOET, T/ A
DRHRFRMIC LY, —#HDOT 7NV A F—T =
AR a<y RREHEBMICFEITENET,

«[JT—F (Reboot) 1: ZORK &AL T,
NDB (ZiBMT HENZT NA A%V 7 —KLET,

«[TCAM]—ZDF = v 7Ry 7 A% F 2 LT,

TCAMEZ & ELET, [T+~ (Default) ]
FE[R7—IL (Scale) ] Z&IRLET, TNZ
1024 £7-132048 D AE Y BNEIV B THNET,

TSN, ADRHRSMC BT 23 M. T 31 ADRHES
2 (80 X—) EBIRLTLIEEW,

ATy 75 [RE (Save) 127V v7 LET,

FINA R TAT7AILDOED
ZOFNEIHE ST, TRT 7 ANET AL AZE Y YT (BEfT) | AL 20T a7 A
NEFEFLET,
1R BHEIIC
12U DT 77 AV EERLET,

AT9F1 [T/N4 R (Devices) ]1>[NDB T/34 X (NDB Devices) ] 28I L £,

ATwFT2 [FUar (Actions) | ka7 Xy A=a—p[FTAT74IILOE|Y L T/EH (Assign/ Update Profile) ]
ZEBINL E9,

ATw 73 [FOT74ILDENY L T/EHF (Assign/UpdateProfile) 1 %A 717 Ry 7 AT, IROFEMEATLET,
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. R— b F¥RLDEM

£10:[70T774ILDEIY B T/HES (Assign/Update Profile) ]

Cisco Nexus Dashboard Data Broker D/ |

T4—ILF

BLl]

£l

777 IJL (Profile)

Ray7Zor A=a—n5[FBT7 7))L (Profile) ]
IEIRL 7,

8542 4 7 (Connection Type)

T 7 4V b D NXAPL ##i % 4 T HRERINET,

ATy T4 [TRT7A4IILDENY B T/EH (Assign/Update Profile) 1227V v 7 LET,

R— bk FrRILDEM

ZOFEEMEHTLE, A= Fr X LZ2BMTHIENTEET,
R—hF F¥ RNVOFEAMIONTIEL, A—hF F¥ R —hK TN =TSR LTI EZEV,

AT w1 [T/84 R (Devices) 1> [NDB 7/34 X (NDB Devices) ] (28 L7,
ATy T2 [IP7RKLR (IPAddress) 1227V w27 L, §Eli7 A 2 Z8IRL 7,
ATY 73 [[R—F FrRILDENM (AddPort Channel) | ¥4 707Ky 7 AT, ROFFEMEANTTLET,

= 11:K— L F ¥ RJLDEM

TJ4—ILF

BLL]

[£#% (General) ]

ID R—FF ¥ 2V DLETEATTLET,
SRER N—bF FrXNVOHAEATI LET,

[R— k (Port) ]

[R— DR (SelectPort) 127V v 7 LET,
VERF vV Ry 7 AzF LT, EIR
(Select) 1227V v 7 LET,

ATy T4 [[R—k FrRILDOEM (AddPort Channel) 1227V v 7 LET,

TN ADEHREH

Nexus Dashboard Data Broker (%, #7 L <:BIIS 72T A AZHEAMEREZ 7 v = LET, Al
PR O & IEH 127 > ¥ 23 521X, Nexus Dashboard Data Broker D LT /34 AT
NX-API AN/ > T\ D Z & 2R L £ T, NX-API T /31 A % Nexus Dashboard Data Broker
WIS S EATDICTFETHRET HALEITH Y TR A,
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A=t Frrref—t -7 |

TNA ADHHESEMIE, TS RAZBMELIIRET D L&, FREIT M RTve 77 AL
FPEMELIIETT D EEITHERTEET, T80 20BN (75X—) F2ET( AD
e (77—) ZSRLTLIEE,

O IE. Nexus Dashboard Data Broker IZ L > TH LWAAL v FICTF vy a2 SR ET,

« STP ORHESGM AT S TITNDB T3, R4 R— R 5 L& WLz v 7z
IZAR— K F ¥ XV NDB T3 AZHEGE STV HH4) . switchport mode trunk =2~
> K& spanning-tree bpdufilter enable =~ > & FEy TR T 2L ERH Y 7,

c TNA AT Ty b7 4 — KIS TCAM L

« ANR=2 ) —TMST E— RBEM/->T 5D

o JEAR VLAN #7k

cBERE Y v TEKIDEDNT o TN D,

« LLDP BRENH NI /e o T D (EHHE— ROBHHEDRH) |

Nexus Dashboard Data Broker (Z & > T X TOBRBIEFIZ T v oo SNTth, 7351 ANRH
EEIESNE T, TCAMREDT-D, T34 ZOFEEH RN T, NX-0S 025D U 7 — ki
PR—=FENTWVDHDIE9.2(3) LLETT,

mR— bk FrRILER—K T IIL—T
R—k FrRIL

F— N F ¥ RTEBOWEA v 2 —T o A ADELET, A X —T oA AE{ER L
T, 1 2DKR— K F ¥ R K8ODMEBT 77 4 7 U 7 &80 KL LT, HghE & TE
P ESELZENTEET, R—=F F¥RNVHNDA N — R — MIEEREAET D &
PEENREELTZY 7 TIEESNTWE N T 7 4 v 73R — N F ¥ RAVNOZEDMD A 2N —
R—=MIUW DY £, CNLOEHNEINEZEWIA L X —T 2A A ThT 74 v 7D
H—RNF T ETVET, R—F Ty XL OYEA L Z—T 2 A AR EH 1D
EEL CWIUE, ZOFR— bk Fr 2 UEEEL TWET,

A=k Fyrnid, EBEOH DA o H—T oA AN RATEHZ EICE > TERLET,
AHRT 47 K—h FxRNVLDIEH, Link Aggregation Control Protocol (LACP) % {77 5
A=K FY FNVEREL THEHSIEL LR TEET, BELEREEZR— b F v 3Ll
HAIbL, ZOR—FFXFNDRALNRA U H—T 24 ATHLENENEENEWH S NET,
72z, A=Y Y= hajl (STP) NI A—H &R —hF ¥ RIVIRET D &
CiscoNX-OS [N DHD/INT A —H &R — K F ¥ RNLVDENENDA X —T7 = A ATH#H L
3

BiET 57 m halvafed, A¥7 v 7 A— b Fr xR, RE LKk
T& %7, IEEE 802.3ad I[ZHLE X4 TV % Link Aggregation Control Protocol (LACP) % i 9
e, R=FF¥rNELVNROIHENT D ENTEET, LACPZEMNTLL, V2
iZkoTFm han Ry R ESNET,

w_"—kr -7
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Cisco Nexus Dashboard Data Broker (D #& X |
B ssnssorsmro—rASL LUy

TNA A (FTRITEEORIR DT A R) OR— 27 NV—TL LT, FA— bk 7 NV—T %K
T&FET, R—hF 7N —TF, SEIERASN T Oy Y ANV R—hezmoy P ¥y
N—hOMAELEICTIZ N TEET, R—F I N—TE2HHLTWEHA, R—K 7
N—"T"Df & DR— N2 BIRTHZ LT TEERHA,

SRS LVERMEO—F NSO

Cisco Nexus Data Broker GUI 38 L UYREST API A > % —7 = A A5, NX-API T — K& f#
ALT, o — KT v 7 &L, Cisco Nexus 3000 2 U — X33 L O Cisco Nexus
9000 U —R AA v F TCMPLS X7 AN v B TEFNTHIENTEET,

WDFEIZ, IAHBLOENHOO— RN RT o7 A7 arERrLET,

BRESAT Ny LR TS5y b TH—L F 7+ 3> (Options)
Symmetric SOURCE_DESTINATION | Nexus 9000 U — X |IP. IP-GRE,
(F~=7) . IP-L4PORT,
N3K-C3164xx, IP-L4PORT-VLAN,
N3K-C32xx IP-VLAN, L4PORT,
MAC
REST API IP, IP-GRE, &~— |k,
MAC, TP OF, HR—
[N
FHexS PR *EIT Nexus 9000 >V — X |IP, IP-GRE,
~ (F~=7) . IP-L4PORT,
S EPH
N3K-C3164xx, IP-L4PORT-VLAN,
N3K-C32xx IP-VLAN, L4PORT,
MAC
REST API IP, IP-GRE, &"— k.
MAC

SPAN T /\1 X

Switched Port Analyzer (SPAN; AA v F KAR— K~ 7T A %) (&, 2RO TEMERER T 7 4 v
BB YT VATATY, Xy MU= bT T4 v 7 EERL, Ny bEE=X Y
TDIZDIZT F T AFIZEE L ET, SPAN L, HEROMBED NI TV a—T 47 Xy
N —ZRROFHE, BIOR T+ —~ 0 RAEF=F Y I &£, NexusDashboard
Data Broker Z{HH LT, 7 /34 A% SPAN (ZiB/I, fmEE. HIBR, BLUOFMmH T E7,

Cisco Nexus Dashboard Data Broker U U — % 3.10.1 LA, Cisco Catalyst 9300 > U — R A A v F
IEFEBIA A v F L LT AR—hERTWET, Catalyst switch OFEHIIZ-SUVW Tl Cisco.com
DOFET A RAaD RF a2 A FESRLTLLIEEN,
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sean 731 2

\)

(GE)  Catalyst >V — R AA »F9300-24UB 1L, UV U—A310.1 I3 LTWET, AR —hINT
W5 I0S XE X" — 3 >0, 16.09.05 LI T,

Catalyst A (%, Nexus Dashboard Data Broker GUI Zf fl L CE#:A L R— FB X OEHT
& $£ 9, Catalyst A1 v F (L. Cisco DNA Center (Cisco DNAC) %L CA v FR— KI5
L TxFJ, [CiscoNexusDashboard Data Broker & Cisco DNA Center D#i4a (88 X—7) |
AL TLTEEN,

[SPAN T/34 X (Span Devices) ] % 71Zi%, SPAN (ZHERE SV TV DT /NA ADFEIN R
ET,

A £ T 521, [a Yy hE—S (Controllers) | £7-1% [E#%E X 4 v F (Production
Switches) ] Z&IRL £,

«[3> kB—7F (Controllers) ] : Cisco APIC ¥ 7|3 Cisco DNAC % 41 L C Nexus Dashboard
Data Broker = & b = —Z [T S Ky MU — 2 ET2013T7 51 A,

 [3E52B X A v F (Production Switches) ] : Nexus Dashboard Data Broker =% > k 1 —F |ZH
ST A K R7 1@ Nexus £ 7214 Catalyst A1~ F,

x12:a>b0—5

el BrL

[Active IP (72T« FIP) ] arsa—I0T7 7T 4 TRIPT RLVA, IPT KL
27V w735 E HRANTH LSS URRRS
NET, TIMNBLIATTEXHEBMT 7 v a FKRD
LB T,

o« ZNNU TR ZADE (86 X—3)

Nexus Dashboard Data Broker = > k2 —F & @24 %
Cisco APIC/Cisco DNAC =t > b a—F OBALED IP 7
}\\‘ LA o

IP7 RLAZZ7 Yy r35L, HRZH LnSg v
MRRIN, FEHRERINET,
Cisco DNAC = v —F D354 . Nexus Dashboard
Data Broker 73 Cisco DNAC |21 > A b—L3 5T
T — M MBERRINET, T — MIRD &
BV TT,

«NDB E=4%— & v g DOf|%

*NDB E=4—t vz DK

[2—%—% (Username) ] gy hu—FIZBER /AL LTS — 4

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



- IR

Cisco Nexus Dashboard Data Broker D/ |

el

A

%

BT (Name) oy b —7 D4R,

[TZ54<)IP7RELR (PrimaryIP |2y ha—50O 754~V IPT KL XA,

Address) ]

[EAUF)IP7 FLR (SecondaryIP| (APIC &) @iy hu—5DEvH XY IPT R
Address) ] A,

[Z2—L %) IPT7 FLRX (Tertiary IP (APIC D&) 2y ha—SDFEIDOIPT RL A,

Address) ]

= 13:[EBRBX A vF (Production Switches) ]

5l Bz
[Z79 T« 7 IP (Active IP) ] TNAADT I T 4 T2IPT KL A,
IP7 RLR&EZY w7 35E, AHNIH LW
NAUBRARINET, ZTINHFETTED
BIN7 7 v a Ik EBY T,
o« 2N TFNNA ZADFE (86 —)
[1—H—% (Username) ] FRA AZBER A v LT B—IF—4,
TS5y b TA—L TNAADT T > N7 F—2D,

[SPAN T/34 X (Span Devices) 1 ¥ 7 /b, IROT 7 v a v EFITTEET,

* [SPAN T/34 R MiEHN (Add Span Device) 1: 2N &AL T, #H LV SPAN T /314 A%
BAMLET, FEHIZOWTIH, AN T, 20BN (85 %—) #HZMLTLIES
A

« [SPAN F/34 RDE#HH (Rediscover Span Device) |: {TOXFHICH L TF = v 7 Ry 7 A
EANCLT, RERT AL AEZERLET, [F72 23> (Actions) 1>[SPAN T/\1f R
DEEE (Reciscover SpanDevice) 127 Vv 7 LEd, RNy 7T v 7 U g RUBRER
ShET, [BHEE (Rediscover) |27 U v 27 LT, BIRLET A A& FMMHLET,

[SPAN T/34 R DE#&HE (Rediscover Span Device) 147 2 >zl L T, Nexus
Dashboard Data Broker = > h 1 — & SPAN 5 /31 A O 2 HHESL L £97,

Frxv I Ry I ALBRETICHERHNT 7 a VEAERTLE, =27 —RNERENET,
TNRA ABIRT DL HIRdDLNET,

* [SPAN T/\14 ZDHIBR (Delete Span Device) ]: fTORIHICH LT = v VR y 7 R A
IZLC, MBERT AN AEFIRLET, [72 3> (Actions) 1>[SPAN T/\4 X DI
(Delete Span Device) 1 =2V v 27 L%,
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| Cisco Nexus Dashboard Data Broker (D #& X
Ry TR RDEM .

Frxy IRy 7 REBRETITHIRT 7 v a xRS E, 27 —NRRINET, 71
AZERT L L IITROBNET,

RINY TINA ZADEM
SPAN IZ 1 DDT /A AZBINTHI21E,. ZOTFEEZEHLET,

AT9 1 [T/A4 R (Devices) 1> [R/\2 T84 R (Span Devices) ] 1B L £,

ATv T2 [7U 3> (Actions) | Ruy 7 & U R Rk, [RS8 T34 AMEM (Add Span Device) ] %%
RLUET,

ATY T3 [R/I8Y T/ ZAD3BI (Add Span Device) | A 7 a2/ Ry 7 2T, IROFEMEATILET,

R 14:[R/XY TN AD3BI (Add Span Device) |

Z4—ILE Bl

[£% (General) ] [2> kB—35 (Controller) | £7-1X [ERBRA v F
(Production Switch) ] #&RLE£7, =2 te—J &
L ClE, APIC £7-1X DNAC B A[EETT, FEHEAA v
F (PS) & LTI, Nexus F£721% Catalyst A A v FH3A]
BT,

FNEFNTHHTE AT 7Y a3 zo0nTiE, UTOIT
THBALET,

[3> kB—3 (Controller) IZERINDLT 41—/

o> ta—3 247 (Controller Type) kay7Hor VA INhbay ha—7 XA 7 &EHR
LETROA T a v Rnd £,

* Cisco APIC
* Cisco DNAC

[IP7 FLR/IFRR k4 (IPAddress/Hostname) 1| = he—5DIP 7 RLAZAZ AN LET,

[IP7KLR (h>&1)) (IP Address (A7Far, APICORL) v ra—T0kth 2
(Secondary)) ] IP7 RLVAZEANLET,

[IP7FLR (2—2+ 1)) (IP Address (A7 ar, APIC DFEDH) a2 br—FDHF3
(Tertiary)) ] IP7 RLRAEANLET,

Username =P —ZE AT LFET,

INRAT—FK PRRED T2 OB RAT— RE AN LET,
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B =~ 7 zxoms

Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

Bl

Cisco DNAC £

(CiscoDNAC D &) CiscoDNACZZ AN LET, =D
£ A, Nexus Dashboard Data Broker = k@ — 7|2 &
HiBNAE A SN FET,

[E#B R4 vF (Production Switch) JIZF/R &

nNoH7 44—V R

[7 FLAR (Address) ]

Nexus ¥ 7213 Catalyst A v FDIP 7 KL X,

T39I+ —LBAT

Kay7Z o JARPLIEBRLET, ROL T a v
NHY ET,

* Nexus

* Catalyst

[R— k (Port) ]

TN ZWER— B,

Nexus A1 v FOR— b EZE AN LET,

[T5y hTr—L 24T (Platform Type) 1& LT
Catalyst IR L7255, 7 7 4/ bOR— ME22 3%
RENFET, Catalyst A v F~D#Ef51% SSH #H T
‘3‘0

[2—%—4% (Username) ]

TNAADA—=YF =2 AT LET,

ISR J—F (Password)

DB B RIET D T DI B RA T — RE AT L
%7,

INAD—RE#EH#HMIZT S (Enable Password)

(Catalyst 2 A v F DI) MBEIR/NAT— RRE AT LE
ﬁ—o
GE) AL FRA F—T )V E— RTRWGAIL,
NAT—RE AN LET,

ATy T8 [RS8 T84 AD3EM (Add Span Device) 1227 U v 27 LE7,
CiscoDNAC 1> b —F N AR T34 2L L TIEFICTIEBIME LS &, Nexus Dashboard Data Broker (4%
g nYel T 7L —bF&2CiscoDNAC 2 b —F |24 VA =L LET, fEEn/i-7nd =
7 h&F 7 L— hE, Cisco DNAC @ [Template Editor (7> 7L —h =5 4 &) | CHER T £,

RINY FINA ADIRE

ZOFEIHE ST, AR TR, ADNRT A —H ERELET,
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| Cisco Nexus Dashboard Data Broker (D #& Rk

ATy I
ATvT2

ATvT3
ATvT4

1R BHHIIZ

215w 7131 20%% |

1 DU ED AR TR ZEERE L E T,

[T/ R]> [RNY TINA R ICBEH L ET,
KRINTZET, IPPRLREZ Y v 7 LET,
B LA ARl FRRENET,

[ <3y (Actions) 127 Vw7 LT, [RINY T/ AD#wE (Edit Span Devices) ] &R L £,
[R/XY TINA4 ZD#RE (Edit Span Device) 1 XA 7 7R v 7 A2, BUED AR T8, ZERNFR
ENFET, INHOT 4 — IV RELEIZSUTERELET,

R 15: RN TINA ADIRE

J4—ILF

Bl

[£f% (General) ]

ZO7 4=V FiE, ETEEEA, LENcary ta—
FELIIRBBRA v F BN L IHE. TOBREL
BIHZLiTTEERA, 2L, TNHD/ART A—=H
EFRERTRETH Y . LLFOITTHH S TWET,

[2> kB—3 (Controller) 1IZEREND 7 «

—/L K

ar kO—3> &4 7 (Controller Type)

PIFNZEIRN L2 be—T7 ¥4 7, ZOT7 44—V F
I, RETEER A,

IP7 FLR/IRR 4 (IP Address/Hostname)

ay ha—ID07T7A4<YVIPT RLA, ZD7 4—)b
RiZ, fETEFEHA,

IP7RKLR (£h>%1Y) (IP Address
(Secondary))

(APIC DA DI) APIC T XA ADEB I Z YV IPT
KL 2B AN LET,

IP7RFLR (#—2+1)) (IP Address
(Tertiary))

(APIC DA DI) APIC T34 AD3IRIP T KL A
AN LET,

Username ay b —IOa—F—4,
INATT—FK HELD - DIIMTE R RAT— RE A LET,
Cisco DNAC % (CiscoDNAC D7) CiscoDNAC D4R, = DAL,

Nexus Dashboard Data Broker = > kb @ — (2 X S 5kAlIZ
fERENET,

[ERBX A vF (Production Switch) JIZ#E/R S

nbH7 44—V K

[7 FLR (Address) ]

Nexus ¥ 721% Catalyst A v FDIP 7 KL A,
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. Cisco Nexus Dashhoard Data Broker & Cisco DNA Center D#f &

Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

Bl

T39I+ —LBAT

DIHNCGEIR L2 T T v I —bHA Ty ZDT 44—/
KiZ, fmEECE £ A,

[R— bk (Port) ]

74/\/1)1 1[3 o

v— FE 51, Nexus A A v FOEE1T 80, Catalyst A
4/%@ A1 22 T,

1—9—%

TR ADZ—Y —44,

JINATJ— K (Password)

JP‘—H- g%wu nE—gA%) 71:__
5

ICBER XA T — RE AT L

INRT— R#F%Z9 5 (Enable Password)

(Catalyst switch DF) AA v FZHENTT D72 DITL
BN AT —R&Z AT LET,

ATvTE5 [{R7F (Save) 1227 U v 27 LET,

Cisco Nexus Dashbhoard Data Broker & Cisco DNA Center Dff &

Cisco Digital Network Architecture Center (Cisco DNAC) X, ®*~ hU—7 ZEHTX 507
Fy hT—27 arv b —JBLO0ERY v 2R —RTT,

Cisco DNAC DEEMINC DWW T, BE$ 2 CiscoDNAC D R¥F =2 A v F 2SR L T &V,

Cisco DNAC =2 b @ — 7%, Nexus Dashboard Data Broker & #i#5C& £, Catalyst A v F
® SPAN &z v ¥ 3 U HAkI%, Nexus Dashboard Data Broker Ul 72 545 B C & %97, Nexus Dashboard
Data Broker (X, A > R—F 4 7 H CiscoDNAC LIy L7z vny=7 heT o7 L—F
% VB L £9, NexusDashboard Data Broker (%, Catalyst A » F DR — ks DF#% Cisco DNAC
LHEBFLET, 77— MZESWT, Cisco DNAC I Catalyst A ~»F TSPAN kv 3

VEAERRLET,

Cisco DNAC = > ks &— 7 ™ Nexus Dashboard Data Broker 7+ 7 L — kD :

monitor session $sessionNumber source $sourceType $sources $direction
monitor session $sessionNumber destination interface $destinationInterfaces

Nexus Dashboard Data Broker = & k 7 —% & Cisco DNAC [H @512

B

By T TFINA R

IZ REST API M &

Cisco Nexus Dashboard Data Broker J V — & 3.10.1 {%. Cisco Nexus 3550-FL1 U —X A A v F
EH T TNRAAELTYR—bLET, v T TAAL RAE, Xy hT—F T—HDat—
EERT 200D, T—2E2EELRNTNAATT, v T TNAADLDRNT T 47

IZ. Cisco Nexus Dashboard Data Broker |

WCREL T HICAE A2 %17 £, Cisco Nexus 3550-F

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3
88



| Cisco Nexus Dashboard Data Broker (D #& Rk

5975734z |

L1 %, Cisco Nexus Dashboard Data Broker Zfifi L, # v 7 T /34 2 & L THRET 5 HEO

N HOWTIE, ¥ v 7RI DWW T

£R16:29 T TIN(R

(176 ~—2) ZZWRLTIZSV,

el

B

[IP 7 FLR (IP Address) ]

BT FNAADIP T KL A,

TINA R4

T A ZADAHI,

[FZ v k74 —L (Platform) ]

B TTNRAADT T N7 4— L,

[/ —FID (NodeID) ]

Cisco Nexus Dashboard Data Broker = > h & —
FIZEBHHINEREIND X v T TR AD
—E D ID,

[Fa 274 )L% (Profile Name) ]

BREfT I -7 e 7 7 A V4,

BT TN ADERFEZ [TR T 7 AL
(Profile) 147 v a U BB S LTV RN
B ZZIBEREIFRRSINETA,

Version

B TTNAADY T " =T RX—V g,

[RT—2 AMDEREA (Status Description) ]

Cisco Nexus Dashboard Data Broker = & k @ —
F BT TN AW OB D AT —H A,
WDF T a v A TEET,

« PEfoek ) (Successfully connected) @ £%#5¢
[D2ZIN

REFSCEL  (Authentication failure) : % w7
TN ADFFEFRNELL H Y T/ A,

o e # 4 57 7 K (Connection
timed-out) : —TEEFRHINICH v 7 T34
AZEETEEHATL,

e IRA RADNL— FRH Y FH A (Noroute
tohost) : X7 T/NAADIPT KL A
MBEE-S> TWET,

« TN A OB RIEE (Invalid
response from device) : RIE72T /XA &
(CiscoNexus 3550-L1 LIk DT /3 A R)

[y 7 T/84 R (Tap Device) | X 76, IROT 7 v arazFircadEd,
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B 77 z20em

Cisco Nexus Dashboard Data Broker D/ |

[2y T TINAZDEM (Add Tap Device) |1 : ZNEHEA LT, HrLWHZ v T T34 R

ZIBMLUFET, IOV TIE, ¥ v 7 T8 ZADBM (90 X—) ML TLEE
A

s JTOT774IILDE|Y BT/EH (Assign/ Update Profile) : o7 7 v a U AEHL T,

BT TNRAADT a7 7 A NEBMELTEFTLET, ZOX A7 OFEMIHOWTIL,
T T ANDOREEESRLTIIEIN,

« By T FTINA ADOBER (Reconnect Tap Device(s)) : fTORIHICHHF = v 7Ry 7 A

EAATLT, MERTANA AEBINLET, [7223> (Actions) 1> [T/N\1 REH

&%t (Reconnect Tap Devices(s)) 17 Vv 7 LET, Ry 77 v 7 REREINET, [B
% (Reconnect) |27 VU v 7 LT, BRLEA T TAAL AEHERLET, 204

7Y a it TAP 7734 A & Nexus Dashboard Data Broker =2 > ks 12— O C[ 85 & A

27 7k (Connection Timed Out) | =7 —2334 L7288 L £,

« 2y T T/NA ADHIBR (Delete Tap Device) : {TOREHICH DT = v IRy 7 A% A

IZLTC, MBSy T TNAL ZAERIRLET, [TY 3> (Actions) ]>[T/34 XDH|
B% (Delete Device) 1227 UV w27 LET, IRD2ODF T a U NHIEIRTEET,

« HIB& (Delete) : # v 7 5,34 A% Nexus Dashboard Data Broker 7> S8 U %4,

« IX—2 LHIBR (Purge and Delete) : % - 7" 7 /31 A % Nexus Dashboard Data Broker
controller 2> k@ —F7 B UIRT L, BE#AS 1T 5417255 % Nexus Dashboard Data Broker
controller = b —I ML HIBRL £,

AT TFINA ZRDEBM

ZDOFEZEMFEH LT, CiscoNexus3550-FL1 %X v 7 T4 AL L TGEMLET, Val— bxf
LBOR/NI T T 2T N—T g %, 1.15.0 TT,
1R BHEIIZ

- configure http enable ZfH LT, ¥ v 7 7 /54 X CHTTP # AN L £ 7,

o BT TN ANBEFEOREERD 72N L R L E T,

ATV TN [TINAR]> [y T TNRA R IZBEILET,
RTYv T2 [TV 3> (Actions) ] ka7 Xy UA ML, [29 T T34 XRDEHM (Add Tap Devices) ] &%

WLET,

ATV T3 [Z2vT T/INA ADEM (Add Tap Device) | ¥ A 7 a7 Ry 7 AT, WOFFEMEADLET,

R17: 89 TTIN4 ZDEM

TJ4—ILF

BLL]

[IP7 FLR/RAR L4 (IPAddress/Hostname) 1| XA ZADIP 7 KL AE AN LET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D #& Rk

TN R J')L—7T (Device Groups) .

J4—I)LFK SR BA

FRAL ZADa—P =L HT 50, BEfToNn-7 a7 7 A VEFEH LT, Z v 7 T8 Z %380
THZ LR TEET, [—H—4% (Username) | £721X[FB 77 4L (Profile) ] Z3&R L, B
T57 44—V RICADLET,

Username

Username FTNRARZaTA T HEEOO2—Y -4 % ANTILE
ﬁ—O

ISAT—F A—YPHLDNRNAT—REZANLET,

a7 74 (Profile)

JOoJr4AIL Ky 72 VA RNLTa 7 7 AV EERLET,

#4414 7 (Connection Type) ZDT 4=V RiFFARY EHATY, 7740 ME
(REST) MBERENET,

ATY T8 [y T T/NA ADEM (Add Tap Device) 1 %27 UV v 27 LET,

—

5

INA R 4 )L—7T (Device Groups)

[T/84 R F')L—7T (Device Groups) 1 % 7\2iX, T3 A N —T OFINF R ENET,
RIITROFEMR T RSN E T,

R1B:TNARTN—T

eJES FiEA

gn—7 FNA AT N—T4

DT 4=V RIFNANR=Y T T, T—
ThHwI )y T hHE HANTEH LA v
NEREN, TN—TIEENDT A AD
UAMRERRINET, TINHFETTED
BIMOT 7> a A3kOERY TT,

o TNA AT N—T DR

TINA R TNHA R TN—=THNDT /A ZADH,

WDT 7 a it [TIN R FIL—T (Device Groups) 1 # 70 FEITTE £,

«[FHLWT/NA R JIL—T (AddDevice Group) |: #7314 X ZL—F ZBIML £,
TNRA AT N—TDBEMESB LT EIN,
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Cisco Nexus Dashboard Data Broker D/ |
B 7 zxo—Joem

[T/ R TIL—TDHIE (Delete Device Group) |: {TOMEEICH L F = v IV Ry 7 A%
FAT LT, BERFAL R T A—T RN LET, [F2Lay (Actions) |>[F/34
R JIL—TJDOHIE (Delete Device Group(s)) 1% 27 U v 7 LET, BRLIZT AR T
N—TPHIBRENET, Ty IRy 7 AZBRETICHIRT 7 a v &S L, =57 —
NFRENET, TS X TN —TFE2FIRTH LI ROONET,

FINA R T I)IL—TDEM
HLWT NN, AT N—T2BINT 5120, ZOFIEEZFEHALET,

ATV TN [TIRAR]>[TNNAR TIL—T BB L £,

ATy T2 [7U a3y (Actions) | Kay 7 Xy A=a—n5 [T/IAM R FIL—FDEM (Add Device Group) ]
ZEIRLE,

ATV T3 [TINA R TIL—TDEM (Add Device Group) | ZA 702 Ry 7 A, ROFEMEANT LET,

FR19:T\A AT IL—TDEM

Z4—ILE Bzl

[£#% (General) ]

Device Group Name FNRA A T N—TDL&ETE AT LET,

TINA R [T/34 AD#EIR (Select Devices) 1 &7 VU v 7 LE
D

[T/34 RDER (Select Devices) 14 A T Ry
JANHEET, FA—FTBINT DT A ATxE

T DT v IRy 7 AeA AT LET, R
(Select) 1227V v 7 LET,

G¥) FTINA AR TIEBND T —T1 8 LT
WHMNE I MEER LET, [IEW
(Yes) DAY 7723 ALRIO 7 N —
TMBHIBRS L, BT LW L— BN
SNET,

RAT9 T8 [TINA R TIL—TDiBM (Add Device Group) 1% 27 U v 7 LET,

TINAR TIL—TDHEE
ZOFIRCHEST, T R IA—T o LET,

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D #& X
71z in—70%% [

1R BHIIZ
1 DL EDTF A X T —TF % BINLE T,

ATYF1 [T/N4 R (Devices) 1>[T/31 R J)L—T (Device Groups) 1288 L £,

RATYT2 TINARTN—TFO4G%E 7V v 7 LET,
BrLASA U NCR RS ET,

ATv T3 [7U 3> (Action) [> [T/ R JIL—TD#RE (Edit Device Group) 1 %7 U v 7 LET,
TRINTET 4 RO, LFOFEME AT LET,

R2:TNARTIN—TE#mE

TJ4—ILF SR BA

[£#% (General) ]

Device Group Name TR A T N—T4,

DT 4=V RIIfRETETEE AL

TINA R BIET NA AT N—TIZJE L TWDT /A ANRERR
SENET, TS AT N—FNOHIRT 5 Z LR
TEXET, IN—TIT A A& BN 512, [T
N ZAMFEIR (SelectDevices) |57V v LEd,

[T/34 ZD:#ER (Select Devices) 1 XA 7 Ry

JANRMEET, IA—TIBINT DT A RTx)

T ATz IRy 7 AeA A LET, R
(Select) 1227V v LET,

G¥) TN AT TIZHIO 7 N—FIZ)g LT
WHMNE I MR LET, [T
(Yes) DAY 773 ALHID 7 )L —
TINBHIBRS AL, BT LW — BN
SnET,

ATv T4 [IR7F (Save) 1227 U v 27 LET,
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Cisco Nexus Dashboard Data Broker D/ |
B 7 xo—Joms
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F i

.9

i

e

Z OFE T, Cisco Nexus Dashboard Data Broker D26l DWW TEE L <A L £97,

Y J—23.10.1 75, Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZZZHE SN FE L1z, 27 L., GUIBELA VA h—)L 7 VX REIE LGS E AT,
—HEONDB DA AL AN D R = A 2 MIIFFE I LTV E 9, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & V9 FRif i, FHAIZARHARE/Z2 H D & LTHOW OB TWET,

« B (95 2—)
o Z—W—FE (95 X—)
« 7 7 )V b OB (108 X—)

[t (Connections) | % 7IZIZKROF 7 X 7T i3db 0 £,

« [2—H$E#E (User Connections) ] : ATR—hEE=KY 7 V—L K= EDO LT
74y BERT L2002 —PERO, FHFMICOWTIE, - A SR LT
<TZEW,

« [T 4L ESE (Default Connections) ]: 7 7 4 /b b Tk, — P EROBERDEFH

NBHET, ANH— hOFEFT 7 4 v 2 IHEESRET, FICOVTIE, F7 a0
DEREEBIR LT &,

a1 —H—H&Hk

[2—H—#&# (User Connections) 1 # 721X, AR — K (74 V2 & E/ITT7 4 L2 72
L) L=V 07 Y=L B— FEOFTRTOaA—Y —EREROFMP TR SNET,

ROFEME R T RPFIRSNET,
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B s

% 21: 01— —EkE

Cisco Nexus Dashboard Data Broker D/ |

1k

BLL]

s

Bt DA HI,
ZDT 4=V RIINANR—=V 7 TT, BEROLHI
Vw7 LET, HERICET A5G R E S TR
LA U ANCR R ENET, i hARa Y
X, [BBE 21— (Deployment View) ] 7213 [# v
F7—% E 21— (NetworkView) | CHE/RTE £,
CITHEITTEDBMDOT 7 a i, kOEEBD
T‘j‘o
- [(EfED#RE (Edit Connection) ] : #5t 4 fa e
THIZE., ZOT7 7 arBERLET, B
IZOWTIE, #EOmEE 1T v — LB %
ST IEEN,

. KDY n—> (CloneConnection) ]1: Z D7
JvavEERLTC, SEna R L Ed,
IZOWTIE, #ROREE 1T v — i %
BILTLIEE, RO o— T, #
FE OB TV ET,

[F¥# (Details) 171 =2 (L) #27 Vv 7 LT,
B OFMETE LET, fiLny 0 i, &
RENTHERIC KT DR DO E R R L E T,

.« BfiX

< BB E 2 —

Ry hU—Y B a—

o [7 v —#EEHE# (Flow Statistics) |

o N— M HTAHE )
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| Cisco Nexus Dashboard Data Broker (D #& Rk

a—s—ii ]

F%

Bl

[24 7 (Type) ]

Vi Z AT, RMOFT T arnH 4,

« [(E% (Normal) ]: Z 2 Tl. #EIIASIR—
M4V Z2&2EHAL, b I 74 v aE=H
Vo7 =iV E A4 7 hLET,

R

« [HEMESLE (Auto Priority) ]: 2 2 Tid, i
SN BEMVESEEEUZ S\ T, s KT
T4 I HE=Z ) TI—= ) FAL LT b
LET, FEMco VWX, BHEMES (107 ~—
V) BB TLEE N,

BWHZ4ILE

Bl SNDHRI 7o Z L FAY T 7 4 0¥
D, BIRIZESNWT, ~vF LR T 740 v 7D
[N el = i S R W =

DT 4=V RiFENAN—=Y 7T, BRINT
FTemm sy r35E HANTH LWL 3B &
FT, BERICEASATWAETRTOT 4 LZDY
A NPRFRSINET,

[AAR— MAAR—F T IIL—7T (Input
Port/ Input Port Groups) ]

B D ANTIAR— N EATIR— N T —7 D%,

DT 4=V RigNA—=VJ 7 TT, RSN
FTemm s )y rT5E HANTH LWL U3 &
F4, #E7T (£D T 7 1 v 2 ) Nexus Dashboard
Data Broker = > k10— J[ZEIET 5 BT A
) BROERIEM ARERARN— DU R MR FEoR
SNET,

[E=R2VUTY—IE=ZZ) VT Y—
JL &' )L—7 (Monitoring Tools/
Monitoring Tools Group) ]

Wt DE=F ) Y= LB I WVWERITE=4Z Y
T —=)v =T D,

DT 4=V RFENAN—=Y 7T, BRINTZ
Bmxk 7 Vw7 3HE HAANZH LWL VD&
F9, ERICEARERE=2) Y —LD—E
NRRINFET,

A B OB,
[¥ERL#E (Created By) | 265 A VERR L 7- o — I —,
[R#EE#HE (Last Modified By) ] P A AR T BT Lo — —,

%ﬁ@ﬁ’ﬁiﬁ i, 7 —a—F (&5F) SNEAEERPRRSINET, ERDOAT—2 A

IR A B 2 AR L LTI, Y —A ~— FOEMREE & SR RE
CEET Ay R D

HADIRAER & EBRAE, 6 JLUMERLIS

VE=RZV T =D
V) \i—a—(}
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s FREDOIIT, KBEOERPEN LI L 2R LT,
s REBDOIIT, HERPRII LT Z E AR LET,

o BEADIINT, BERAE RN L2 2R LET, 1 DU EDAR— =X
VT =T —RH 0 £,

JREBOFIIT, BEREREL W Z 2R LET, TR TOANKR— =X T
YV — L DORIEEHER L T X0,

FERTOR =TT, B/ T A =X DOREREFEEZH A LRNZD, ey 73 Tnb I
ZRLTWET, BEAER L2 —V— (FREEE) 38t oy /s Liza—Y—
DI, HHEREREEITH ZENTEET, #k. Bikicey s taxd,

[2—+H—H#&#E (User Connections) 1 % 77pbid, IROT 7 v a r #FTTEET,

* BE#EDIBM (Add Connection) ] : Btz BMNT 5121E, 2077 v a r#8RLET,
ZDH AT DFEICHOWTIL, BEOBIMESRL TIZE0,

* [#E#RDHEIBR (Delete Connection) | : {TOXFHIZH LT = v VR y 7 A% F AT LT, &
Frepiei e ®INLE9, [FU T3> (Actions) |RZ %227 ) w7 L, [EHOHIER (Delete
Connection) ] Z#IR L £7, BRL7ERLHIFRSNE T, Ty /Ry 7 AZ@RE
TICHIRT 7 v a v z@EsE, =7 —BERRINET, HERr®NT Lo 1kdonE
R

AR L—=ILDYIYEZX (Toggle Install) : {TORIAICH DT = v IRy I A%EA L
T, RERERAERLET, [F2P 32 (Actions) | A% %27 Vv 7L, [AVAR—
LYY EZ (Toggle Install) ] Zi®IR L Tz A A R— L LET, [ R =D
Y Z (ToggleInstall) 1ix. NDB 731 ZADEHGD A LV A M—)V/T A VA =)L %
TTUWET 23, Bk £ 7Y Nexus Dashboard Data Broker =22 b 2 —Z B HIREND Z LI
b EHA,

Fxv Ry I A F ATETIA VA M= VDOUIVERT 7 v a @R RTHE, =
TeNERINET, EREBRRTDLLIITROLENET,

config.ini 7 7 - /L C configure.global.acls /X7 2 — % % false ICRET H I &I2L D, XToO
ISLA v Z—7x2A ATHEHEACLEZ NI T LI ENTEET, W7 7 A MITERE M AT
#1%. Nexus Dashboard Data Broker % FFCE) L T< 72X\,

CLIOT v 77 L—F a~y R&@H L., config.ini 7 7 A /L T configure.global.acls /37 A —
Zxfalse ICRETHZ LICED, CLIT v 77 L— RELITHERT v 7a— iz, Z7a—n
JAETS ACL F 721X ISL #5755 ACL Z85hicdp 2 N TE £, f:

configure.global.acls=false

P BINT 57202, ZOFIRZHEMLET, #eid, 7510 ADANR—F (7 4V Z A
X) ETNAADE=ZY T Y= R— MDY 7 ML L E T,
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groemn [

1R BRI
WD AT 258 T LET,
s HERED T 4 NE B TERT D
cE=H YT Y VR D (HESE)
e Ty Y R— MR T D (HESE)
c UN—HPNEHEHTD (L)
Pt A BT D121, IROMIBRFI L OEEFHIIE > T &L,

* QinQ VLAN Z 4R L T, 7/31 AT (BEDOA Yy 7&2MEA L) BBV &£
v aBmL x4,

c ANB—=FR—=F ZN—7Z 812, BBELIBMAL OB Z 1 D72 RETE £,

AT w71 [ (Connection) ]>[1—H—#E#E (User Connection) ] I8 L £3°,
RTw T2 [FU3 3> (Actions) ] Kay 7 Xy U2 N C, [$EHOEM (Add Connection) ] Z# R L £,
ATv 73 [HEROEM (Add Connection) 1 ¥ A7 a2 Ry 7 AT, ROFEMEANTTLET,

& 22 OB M

T4—ILF s BA

R B AL ET,

£ EA Pt O E AT LET,

B5%E (Priority) PRI E T DBEEE AN LET, T 740 hOER L~

12100 T, #PFIL 2 ~ 10000 T, FIEARKEVIE LB
DELS R ET, 2L 21, 20002100 LV b EWELELE
LET,
R—=EMNBEDERENT T 4 v 71%, BEEEICESHWTRESN
F9, 200K CATIR—FERU 7 A VENH DY
A, b7 v 7kl EWERIEN OB AR L ET,
GE) 7 )V b TCliL, #EEIL Cisco NDB BBl o —/L
R L CTHIZ > TWET,

[HE#OR Y~ (Lock Connection) 1 |KEDRS V%2 U v LCHiREA R v 7 LET, IREDRS
CIEGIEDY | AL TR Y S SN ST 2 & R
FLET,

iz w7308, EHAOREREERPIESHET,
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J4—ILF

B

BHEIMES. (AutoPriority)

KGEDRZ 22 ) v LT, BEMERIBMLZ A2 LET,
IREDRZ L NFEIZEDY, AICBE LT, AEMELNA2)
ol Z LR LET,

[AutoPriority (BEMESE) | 08A 254, [Priority (B%EE) |
74—V FIZEZIZ /2 9, NDB %, FrEDRKHE (£=4
Vo7 =)L b7 4V H) 1IN TR OB E % B Eh1Y
WZEID M TET,

HEMEZCE L, BN OB OE=2 ) 7 Y — LT T 4L
B =y B 7T HRMMEEARIL L £, 3o VWX, A
L (107 X—) 2L T &N,

[##E F7RB Y (Connection Topology) ]

T, HEROAAR—, Ta40LE, EZHAYT Y=
EERTEET,
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groemn [

Ta—IL K B

AHAR—F BEREDANT) R — P @R L £,

[AAR— /T IL—TD:ER (Select Input Port(s)/ Group) | %
7V v 7 LET, [AAR— (nputPort) ]E72IL[AHAR—
k4 JL—7 (Input Port Group) ] &R L £,

[A#AAFR—F (InputPort) ] ZHEIRT 5L, T34 Z2ADY Z |
MFERSNET,

L FAL RERRT BICIE, $ET 5 F = v 7 Ry 7 %7
AACUET. BIRUET A RIS LT, 775 XD
MR — MRS NET,

2. A= FE@BRT BT, METET =y s Ry s REA4
CUET, BIR LA — FOFAARICRRESNET,
ZKO_ }\@fﬁ‘/‘[’j—:‘@z?»—& Xi)i‘é'fﬁ‘% @ﬂ?ﬁ_\‘émiﬁ—o

GE) [AAR— bDENM (AddInputPort) 1% 7V
7 LT, ®R LT A ADAT)AR— b zB800
LET, 2B FIECOWTIEL, avR—Ry
FOEDOATIR—FOBMESRL T ES
U,

3. [ER (Select) 127V v LT, BRLEZFZEFITHR— b
BRGEO—HE L TEDET,

[AAR—Fk 4 )L—7 (Input Port Group) ] Z RT3 &,
R—=hK T N—=TDY A BERRINET,

1. K=K ITN—TERIRT DI, e T5F=v7 Ry
J AL AT LET, BIRLIZAR— N 7 A—T O8N
lizFrEnEd, A— b ITNA—TOBED AT —F A
BffE o TRENET,

G¥) [AAR—bk FIL—TFDiENM (Add Input Port
Group) 127 Vw7 LT, AIR—F 71—
TEBMLET, FEMRLFIEICOWTE, 3y
R—R hOEOASHR— hOBEMNE SR LT
<TZEW,

2. [ER (Select) 127V v LT, BRLIEEEILA— b
TN—TEBRHO—HE L TEDET,

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



B zs0en

Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

B

[Z1L% (Filter) ]

[Z4)LBDEEIR (Select Filter) 1227 U v 7 LET,

1. T4 NZEERTHIIE, T DT =y Ry A%eA
VNIZLET, BRI 4 NVFOFEMNPERANCEREINE
T, EEOT 4NV ERIRTEET, 74 VA RHFAE
IEBOEMIEEZITH) L HOBIRTEEJ, FFalik, ADAR—
ENPBDORNTZ 7 4y NEBTEAEIICLET, HER
. ANNFR—= oD T 74y 7% Ky 7 LET,
GE) [Z4LEDEM (AddFilter) 227V w27 L

T, 7A4NEEBNLET, Bl TIEIC OV
Tk, 7420 22 LTLLES
U,

2. BRI 227V v LT, BIRLET AN E2ERO—E L
LCEHET,

GE) [BEMES L (AutoPriority) 1 W HERNRIGEE. 2D
74—V RIZET 72y F97,
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groemn [

Ta—IL K B

EZHRYT Y-
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J4—ILF

B

HEMBESER AR TORWERIT, [EZ2 YT Y—I

JIL—TFDER (Select Monitoring Tool(s)/Group) 1 473 =
URFIRENET,

[E=2 2T V=T IL—TDEIR (Select Monitoring

Tool(s)/Group) 127 Vw7 LET, [E=2U2T Y—IL
(Monitoring Tool) ] £721% [Y—JL ¥ JL—F (Tool Group) ]

DT RIR L E7,

[E=%1Y Y% vY—)L (MonitoringTool) & RTH L, €=
RN T =L D—ERFRINET,

1. E=FV 7 V= )VEB/RTHITE, HeTdFov s
RNy 7 A%ed N LET, E=F U 7Y — VOIS
AlizFrEn, =2V 7Y —LOBRED AT —Z AN
TREINFET, AT —FAX, BF Sl TRENE
7

GE) [E=2Y 25 Y—)LDiEN (Add Monitoring
Tool) 1227V 27 LT, E=HXU LT V—)L
ZBEMUET, FMRFIEICOVWTEX, =4
Vo7 —iENEZR L TSN,

2. [ER (Select) 1227 Vw7 LT, £F=X VT V—)L%
e — L LTEDET,

[Y—ILTIL—7T (ToolGroup) 1 Z&EIRTHE, £T=F U
V=L TN—T DY A NNEREINET,

1. V= IN—T%&INTHIIL, fbTH5F v Ry
JALEA AT LET, BRIV — v I —T OB A
licFRENET, V=L TIL—FDOBED AT —H X
X, B EREHTRERET,

GE) [E=2YVT Y=L FIL—TDiEM (Add
Monitoring Tool Group) 1% 7V v 27 LT, &
=B )T Y= S —TFEBIMLET, B
MRFNEE, T=X VT Y= TL—TD
BEMZEZRLTIEIN,

2. BR1Z27V 7 LT, BRLIEY =T N—T 50D
—HELTEDET,

HEWERED A2 > TWDIGEIE, [EZ2 YT U—ILE
T4 LA RT7DER (Select Monitoring Tool and Filter Pair) ]
T a VIRRRENET,

1. 12U EDE=2V T Y =T g VEERIRLET,
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prosezrzon—nz |

J4—ILE s8R
2. %R (Select) 1227 Vw27 LET,

ATy T4 [EFEOEM (Add Connection) 1 %27 U v 7 L CHERZBINT 20, BEHREOA > X F—JL (Install
Connection) 1% 7 U w2 LT, NDB 7 /31 A ZHEfi 28N L TEMALET,

BEEOmEE-E I 0— 08
ZOFIRIHE-> T, S amEETr n— B L ET,
PEROMREIL, BFOBHRDONT A — 2 5 EETHZ L BWRLET,
B0 7 m— VAR LT, BEFOBHEERI U7 A — 2 A LTI LW B2 ERk L, L3
RNTA—BEBEHYTH e BRLET, RFTDANS, #OARTZAE LTI ZS 0,
b8 BEIIC
IRSIVERGEE"S AL (S AUEI

AT w1 [#E# (Connections) ]>[1—H—#E#E (User Connections) JIZBEIL £,
ATw T2 FRENZRT, BHELE7 ) v LET,

HLOARA U BERICFRRENET,

RATY T3 [FU 3> (Actions) 127V v 7 L, [$EHEDOMmE (Edit Connection) | Z IR L E7,
Pt R 21208, [EHDY O— 20 (Clone Connection) ] 88K L £,

ATy T4 [EHEOMmE (Edit Connection) | 7213 &N Y O— M (Clone Connection) | ¥ A 77 Ry 7 A
2. BUEDHERIERDBERINET, INHDT7 4 — /L FERLEISUTERLET,

R 23 ERoORE RO O— 2 0E

T4—ILF B2l

s Hfed T,

FEA Hefot DRI,

B%E (Priority) et DBUE DB,

[EHD O v o (Lock Connection) ] IREDRZ %7 )y LTEian vy 7 LET, IKEDORF
VINHRIZEDY, FIZBBILTr y I REICRoTel L&
RLET,

e n vy 7458, BRSO RNEREERIESET,
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J4—ILF

Bl

[B8E5 (Auto Priority) ]

Bt DB IC[B BB % (Auto Priority) 123EZHIC 722> T
WS, ZO7 4 — Vv RIZEHIZR D 9,

[ F7RO < (Connection Topology) ]

ZIT, BROAAR—F, Ta4ILE, EZRYUT Y—ILE
EFRCTEXET,

AAR—F

BRI E ENDBUEO AR — RBRFRSNET, HElin bR —
kN EHIBRT 5121k, AR — b ORICH D +TF~—20 %I ) v
7 LET, AR — MamET 2I1E, [AAR—MTIL—TD
ZEIR (Select Input Port(s)/Group) 1%7 U~ 27 LE7, [AB
R— bk (nputPort) 1 E72i1% [AAR—k F)L—7TF (Input Port
Group) 1 Z=IRL E T,

[AAR—F (InputPort) 1 Z#EiRT 5L, T34 ZADY R IR
FoRENET,

L 7 RERINT BT, T 5 F = v Ry 7 REdy
2 LET, BRUET /S AT LT, 7731 ADH g
Rl M RERSNET,

2. A—bFEBIRTHIZE, METEHEITF=v IRy 7 A4
LET, BIRLAEAR— bOFEHAARICERINET,

3. [EIR (Select) 127V 7 LT, BRLEXELA— &
B —iE LTEDET,

[ABAFR— F ' IL—T (InputPortGroup) ]Z&R+ 25 L. R—
f ZN—TDU R RNRFRINET,

1. R—hF IN—7%BIRTDHI120T, ST E2F=v 7 Ry
A F T LET, BIRLEZFR— N 7 —7OFEM AN
ICErRENET,

2. [#ER (Select) 127 Vw7 LT, BINLIZHEXHA—K 7
N—T o DO—H e LTEOET,

[Z4/L% (Filter) ]

BB ENTOWDBED T 4 VEPERSIVET, HEfiND
TANZEHRTDHIE, TANZ ORI DT~ — T 2
Vo7 LET, 74 NEERETHITIE, [71IL30DER
(Select Filter(s)) 1%27 U v 27 LE,

1. 74N ZEERTHICE. MG TD2TF=2v7 Ry 7 At
ZLET, BIRLET7 A L Z OB AANICFREINE
T, EEO T 4NV EZEEIRTE T,

2. [EIR (Select) 127V w7 LT, #H0O—HE L TGRRL
74V EEEDET,
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snEs ]

J4—ILF

Bl

[E=41Y Y5 Y—JL (Monitoring
Tools) ]

BRI ENTWDBIEDE=X ) 7Y — VL E Ty — L 7
N—TWERINET, E=FV T V= IVEFTY—V 7
N—TDRCH D+ TF~—27 %7 ) v 7 LT, ERMLHIBRL
F9, Inb0onTrERET 21E [E=2 ) T Y=
' IL—TFDER (Select Monitoring Tool(s)/ Group) %7 U v 7
LET, [E=2 1) > Y—IL (MonitoringTool) 1E721L[V—
L JIL—7 (Tool Group) 1 DWWz iEIR L £7,

[£E=41) >4 Y—JL (Monitoring Tool) ]&#&R+ 2L, ==
BN T =D ERERRINET,

1. =XV 7Y —EZERTLHIIEL, ST HFzy IRy
JAREAATLET, E=HF U T Y — L OFEMI AN
BRI, TE=F U 7 V=L OBRED AT —F ANFER
SNFET, AT7T—FRF, Ao SNTEHTRENNET,

2. [&EIR (Select) 227V v/ LT, £=XV TV —)Luf
BO—HLE L TEDET,

[Y—ILTIL—T (Tool Group) 1 Z&EIRTH L, £=HX VY 7
VL T—T DY A NPFEREINET,

1. VIV T N—TERIRT DI, MHIETE5F s Ry
2EF AT LET, BIR LY — Z— T O
ICEREINET, V=L TNV —TDHIED AT —H AL,
BT ENHTREINET,

2. [#ER (Select) 1227V 27 LT, O e& L TGRIRL
= — L T —TEEDET,

ATy TS5 [{RTE (Save) |27V v LET,

BEiEfk

HEMESCE L, SN OER OB T A AT A NV EEZFRII~v v B 7 TELHLIHITL
i To 5 @J{E%fg %Eﬂﬂffé%ﬁ‘ﬁ@@f‘ﬁfﬁbi\ config.ini 775 /r /I/"ij%ﬁk é ﬂfiﬂﬁ@l%&ﬁ; é 2’[,
%9, config.ini 7 7 4 /L'® connection.autopriority.priorityValue B, HEMESCE 2RO d
TOR LWEERICEH SN DB DEZHRETE 9, S#iE®RICiT, fFarsnzrz s
T A AN BRI SNET,
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U N—H R LT, BT LWERICH L CTARSND N T 7y v 7 OBERME L Z &
MNTEET, ZOHFREIZ. FTLWERO N T 7 4 v 7230 MY 7V 7L, 20T
EREINDBBEEDO NI 7 4 v 7 2HELET, HrLWELZENT 2002, UV N —H ik
REA M CT& 9, configini 7 7 A /L® mm.dryrun.timer /X7 A —X% Z{HEH LT, U /—H/L
BRI cE Ed, U n—V AR E AT HI21E. mmdryruntimer /X7 A —# ZE 1 L
D REVMEIZERE L E T, mmdryruntimer /37 A —X NERICHRE SN TWDGAE, U A—H
JVESRBIZEENIZ 22 0 £ 7,

U=t BERRIE, BT LW D AR CEHEE R T 7 4 v 71T O E &L bICRARLE
T, ZOMEEIX. B LWEERL OSSR (config.ini 7 7 A /L mm.dryrun.timer fi) O FT 7 4 v
VYTV T L, TOERRTERSNDOBBLLED T 7 4 v 7 ZHEELET, HLOVE
fea BT 5EMc, U —v e il L £,

T 74 IL DL

[T 74 bDES (Default Connections) ] # 7121, T 7 # /v b ® Nexus Dashboard Data
Broker #EfEDFEMN R RENE T, 7T 74V FOEBL— /NI AT HZELDHHDT, AT
A— bk, BEHY—L BEUOT Y MIVETER— M THERSATWES, 20, 7741
FCIE, 2=V —ERBOBFIER SN TORVED | ADNR—FTZELIZNT 7 4 > 71X
ERINET,

T 74V T, 5 ACLIZTRXRTOARAL v FMY 7 (ISL) A ¥ —7 A ATHIZ
RoTRY, BN A VAR LI TWARWES, ISLA VX —T 2 ADTXTDO LT
T4 IR Ry FENFET, WOBENISLA v Z—T oA AL A F—ILENTWE
j—o

* Default-Deny-All, Default-Deny-MPLS, 5 & Tf Default-Deny-ARP 7 ¢ /L& Z{EH L7z
Default-Deny-ISL-device_name##it, = O#EfilL, NXAPIE— ROTXTOX A T DAL
FTHR—FINTVET,

« Default-Deny-ICMP 33 . Of Default-Deny-ICMP-All 7 ¢ /L% Z A L 7=
Default-Deny-ISL-ICMP-device_name #5#t, = O#fiid. NXAPI E— K ® Nexus 9200,
9300EX. 9300FX. 9500EX., B X 9500FX AA v FTHAHR—FZNTWHET,

« Z OFEREIL, config.ini 7 7 4 /L' mm.addDefaultISLDenyRules &2 i L CEH T %
9. 7 74V b TiL, mm.addDefaultISLDenyRules J&:I% config.in 7 7 A /WIZAF/E L £
ho T OFEREZ 523 5121, mm.addDefaultISLDenyRules J&E % config.ini 7 7 A /LT
EIML, ZN% false ITRELTT NS A FHEBTALENH Y £9, WIHIZRLE
R

mm.addDefaultISLDenyRules = false

FITITROFEM P F R SN E T,
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7o+ rois [

R24:7 7+ DR

1k A A

#4 (Connection Name) T 7 F v kOB,

ZDT 4=V RiFnA =Y 7T, B
D&ETE7 Vv 7 LET, BEEICET 255
BHREEGDHT LA, AR ERENE
j—o

ZITIE. ROT 7 a v EFEITTEET,

« [N O—> (Clone Connection) ] :

ZOT v araBRLT, Siia il
LET, FEcoWTIE, EomEE
737 o — U2 B L TS TZE 0,
PERED 7 v — MBI, BER ORI
TWET,

G¥) T 7 )V N OREGIIRE T
FH A,

[FavyZ Z4)L% (DropFilters) ] BEO Ry 7 L7 0 v 2 DH,

NDBD Ra v 77 4 v&ix, ~vFLi=hT
T4v IRy LET,

[AAE=421) 5 R—F (Input/Monitoring | A hR— FE 7213 =Y 7 R— N
Port) ]

A e D,
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» 10 =

aAViR—AR2 b

Z OFE T, Cisco Nexus Dashboard Data Broker O &1 iR —% > MZOWTEEL AL £9,

Y J—23.10.1 75, Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZZZHE SN FE L1z, 27 L., GUIBELA VA h—)L 7 VX REIE LGS E AT,
—HEONDB DA AL AN D R = A 2 MIIFFE I LTV E 9, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & V9 FRif i, FHAIZARHARE/Z2 H D & LTHOW OB TWET,

\)

GCE) DO/ A KTODNA/DNAC DT X THEMIL, Cisco DNA/Cisco DNAC ZEKR L £9°,

« 74K (111 =)

o Ju— LERE (133 °3—)

s AJAR— K (144 ~—7)

T XYY —)L (154 2—D)
e R— b T—7 (164 =—)

o ARG (170 _—2)

o Xy THER (172 <X—2)
cA—PERT 4L F (177 X=Y)

TJ4ILA

[Z 4)L%3 (Filters) 1% 7iZi%. NexusDashboard DataBroker = > k = —Z CHEH AIHE/RR §XC
DT 4 NEDFHMNFRINET, ZOXTIE, BRENT 74w 707 4 E ) v 7 HHE
R THAEIND) OIFEAFERENET,
TN ENDT A NEIZE, Xy b T4V F Y THORO T v harvNagEnnTtnET,
 Default-match-all
* Default-match-1P
 Default-match-ARP

e Default-match-MPLS (=% v A N B LR~ /LFF v A k)
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. PERI%

 Default-match-ICMP
* Default-match-ICMP-All

ROFMEGTLRPERENET,

Cisco Nexus Dashboard Data Broker D/ |

x25:714)L%3

F4 BT

&R DT x v 7 ~—7 3, EETT 4 VAP
P CTHDLZ LERLET,

[Z4L3 (Filter) ] T AN EL,

[ZaL%2 (Filters) 1227V v 27 LET, Al
WZH LD, UINFRIR S, 7 VXTI
HEEHIEHMN TR REINET, 22056, RO
BMOT 7y arw2FTTEET,

s TANZDREEIT I —

GE) FI 4V NDT 4 VK IRETE
FH A,

WA E

7 4 VEBRBGTEOEE, [IELY (Yes) ]1725%
REI, FNUADGEIZ LA (No) 128
ForanEJ,

T4 NEBRIRE =7 STWBAEEE,
FENT 74w ERIENT 7 4 v 7 IEFEL
R—=FTT74NHE T TEINET,

Ethertype

TANEZDLAX2 A —HVX AT,

Joral

TANEPNERTALAY3 72 han,

[EER 7 4 )L42 (Advanced Filter(s)) ]

T 4 VAT DN mER T 4 VA,

EmE

T AN EER Lo — Y —,

[=#EHE (Last Modified By) ]

TANE B BIIEE L —Y—,

[Z4)L% (Filters) 1% 7 Tk, RDOT 7 a I T7T&EET,

[Z1ILEDEM (AddFilter) ] — ZhEHEHL T, HLWT 4 ZZBNLET, 20
22T DFIONWTIL, 74 ZOBNEBRBL T EE 0,

[T 4 ILZDHEIBR (DeleteFilter) 1: {TOXBICH LT =y 7 Ry 7 A% A2 LT, Hibk
THT4NZEERL, [T 3> (Actions) 1>[7 4 IL3 DHEIBE (DeleteFilter) 1% 7
Uo7 LET, BIRLETZ7 4 VERHIBRENET, T 7 Ry 7 RAERIRETITHIRT
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| Cisco Nexus Dashboard Data Broker (D #& X
7onsoiem ]

JrarvEBERRTLE, 2T —BERREINET, 74X EBRRTLLIICKROONE
@—0

74 LA DIEN

T 4N EBINTHIE. ZOFIRENET, FEE N T T v 71X T4 VFTERINE
IRG A —RIZHSWHTHREINET,

ATFwF1 [AvR—%>2 k (Components) 1>[Z 4 /L% (Filter) 1IZBEIL £,
RFYT2 [FILaV] RawFH oy Ama—ind [T 4 L5 OEM (Add Filter) ] %384 L7,
RATYT3 [T4ILEADEM (AddFilter) ] ¥ A 707Ky 7 AT, ROFEMEATILET,

+R26:74)L3DEM

J4—I)LFK SR AA
7 4 V%24 (Filter Name) T A4NEDOLEIEANLET,
MAF WEBNT T 4 v VHEREY T 4 VAT HEST, 20

RNy VA% A AT LET, #HETLIP, EEILAR— ME
IFEEITEMAC T R LA DEEREIP, Bfie R — b, £
TIXBEEMAC T RL A2 BT 25 2 &0 B O
IP, HEpedoh— b, F70i3BkE MAC 2GR P, 15
B — b, £ZIEEETMACT RLAEZERETH Z &
NTEET,
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J4—ILF

B

LA+ 2
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7onsoiem ]

J4—ILF

B

VA Y27 4 NE U TOFAPICEREND A TS v a v
FRDERBH TT,

o[ —V Ry k XA (EthernetType) ]: Ku v 74X
7 URARNLA =Ry b AT ET,
ROFTarndH £,

* [Pv4
* IPv6
« LLDP
« MPLS

* ARP

o [TRTHOA—H x> s A7 (All Ethernet
Types) ]

s [FHIERSINTA —V Ry b XA 7 (Predefined
Ethernet Types) |: Z DA 7 v a v ERINT 5
= config.ini 7 7 A WMIZEENTWNWDHTXTD
FRIERSINTIA —F Ry b FZ A THRL—LIC
BEMIT O TS Z L, SHITIEND/RNT A—
ZIIHERL STV 2 & REETT,

o[ —H% %y b XA TFDAJ) (Enter Ethernet
Type) ]: 2O T v a @R LIEGAE, A —
Yo b AT H 16 EENTAT LET,

« [VLAN #%5/%& % (VLAN Identification Number) ]: L
A¥2+774vZ7DVLANID Z A LEd, H—
®VLANID, VLANID O#ifl, %>~ XY » VLAN
ID & VLANID il & A1 T £,

B RABIT 4095 T,

« [VLAN fE5¢% (VLAN Priority) 1: F 77 4 w27 ®
VLANEGEZ A LET, VLANELEIZ, L1 v
2 RS T 4w T ICDIH~ Yy F LET,

e EETLMACT FL A —EETLT SA ADMACT K
LAZANIILET, MACT FL AL, LA1¥2 T
T AT DHE~F LET,

o [t MAC 7 R LA (Destination MAC Address) ] :
Pt e T A ADMACT KL A& ASLET, MAC
TRVAZ, VA Y2774 7I20DHh~yF LE
‘d‘o
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B - s50enm

t8A

* [MPLS 7 ~Ui (MPLS Label Value) ]: 7~V 1, 7
L2, TUL3 TULADOMPLSfEAE AT L ET,

J4—ILF

[PLS SN JL{E (MPLS Label Value) 17 « —/v K,
[41—H %y bk 24T (Ethernet Type) ] 7% MPLS |
RESNTWAEERIZOAFRINET, MPLS 7
IMED~ v F LET,
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7onsoiem ]

Ta—IL K B

L1443

LAY 3IDAT v a v EREMICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
Z[A—YFv k&4 T (Ethertype) & LT
BIRLFET,
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J4—ILF

Bl

VAYITANE YN T TERREND ATV a AIRD &

By TY,

o [XfEICIP 7 R LA (Source IP Address) ]: LA ¥ 3
NG 74 DFETIPT RLAZ AN LET, &
DWTNNITZR D F97,

o FEHED IPv4 F 721X IPv6 IEXDARA MNP T KL
A

o IPv4 F721Z IPv6 DT K L A#i[H

« 7 RURHEPFHLIFHEIP 7 K L 2AOMAG D,
f1:10.1.1.1, 10.1.1.2-10.1.1.5

e U TRYUIGEN/ZEFE L CWRWIPT R LA,
%1:10.1.1.1, 10.1.1.2. 10.1.1.5

G¥) LAY 3IEETLIPT L 2O AT
THEE. LAY 4 OFETE 1L
HAR—FOFHEZRETHZ EILTEE
A,

LAY 3EETIP 7 R L A DOHiPHZ R
T5EA. LA ¥ 2 VLAN OB+ 0
FHZRER T2 Z L I3TE A,

o [B#Sc 1P 7 KL 2 (Destination IP Address) ]: LA
Y3INT T 4w 7 DOHEFEIPT RLAZ AT LET,
WDOWTIINTIR D F7,

« [EUED IPv4 F 721X IPv6 TEAD A A P 7 R L
A

« IPv4 £721X IPv6 O T R L Al

o 7 KL ZA#iPH L EHE TP 7 R L A DfHAE D,
5]:10.1.1.1, 10.1.1.2-10.1.1.5

o I TREIGNTZEE L TWRWIPT RLA,
#1:10.1.1.1, 10.1.1.2. 10.1.1.5

GE) LAY 3EETLIP T R L ZDO#PH 2% iTE
THEE. LAY 4 OEEnE 3w
SAR—NOFHERETHZ LILTEE
A,
LAY 3REETIP 7 N L RDOHIPH A HERL
T58A. LA ¥ 2 VLAN OB 1 0
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7onsoiem ]

J4—ILF

PHZRERL S 2 Z I3 TE R A,

cl47mbhar—RFey 77Xy JRXRMpbLA Y4
7 haLE&ERT 50, 7a ka)LES (Protocol
Number) # AJjLET,

o [FE727 4 V% (Advanced Filter) ]: ZOHRHZ %

7V FTDl BERT A VAEPENRY
WA T a VEEIRT DT ODTF =y IRy 7 A
EHEHTEHLOICRY ET, mER7 ¢ L2 IZEE
THAT T a ORI OWTIE, FEl T 4 v X S
LTI E,

o [BIAH I 7 4% (CustomFilter) ]: ZDHRHK %
7V d5HE, a—P—EHKR7+—/F (UDF) %
ER LIRS N7 4 V2B EN 0 £7,
[UDF @:#ER (SelectUDFs) 1% 7 U v 27 LTC, [AR
AL T 4L DFER (Select Custom Filters) 17 1 >
RYTTANZEBRLES, 22—V —FEL£T 1 —/L
ROEM ZfEH U CTIERR S 4172 UDF i3, 2 ZIZFRR
SNET,

IR L7 UDF BT — 7NV ERENET, BIRL
UDF {Z2W T, ROFEMzE AT LET,

o [fE (Value) ]: ~vvFSH5ME (0~ 65535) %
10 ERFTLTASN LET, 72 2L, 0x0806 & —
HEEZWEAIT, 0x0806 D 10 HEEZLTH D
2054 Z NI LET,

s [¥AZ (Mask) |: FREOES, EICEHIL D~
A7 T, =& Z2I1E, 2054 (0x0806) (T IEHEIC—
B EEBHIT1365535 (0xfff) & ASL. 2048-2063
(0x0800-0x080f) (Z—E X 5 121% 65520
(0xfff0) ML E7,

GE) FT=Z YT Y —)L R— RN ISL T34
A FIZd 561X [AEVLANIZT 74
JU b UDF %380 (Add Default UDF for
innervlan) 1 = v 7Ry 7 A &RRT
HVLENRH Y £9, AJIAR— MZ Q-in-Q
DPHERL SN TWD Z & 2l LE T,
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J4—ILF

B

Layer4 (L4 4)

LAY 4L TV a v EREHICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
% [Ethertype] & L TR L, [L A ¥ 3 (Layer
3) 1# 7 C[TCP] £721% [UDP] % [L4 7 E k
aJ)L (L4 Protocol) 1 & L TEIRL £,
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7onsoiem ]

J4—ILF

B

VAX4GT 4 NEZ ) T TRREND AT > a i3k L
By TY,

o [EfE7EA— b (SourcePort) ]1: Furwv 7 Xy X
FABEEITLAR— MERIRLET, ROFT v a on
HYET,

*FTP (7 —%)
«FTP (= bmr—/)
* SSH

* Telnet

« HTTP

« HTTPS

s [[F{ECAR— b & AJ) (Enter Source Port) ] : 148
TEAR— 2 AN LES, H—OR—rEFExa
~ T TANT D0, Bt — M5 Ofi
FHAEZ A TEET,

GX) LAY 4 FETLR— b O#FHE AT
THE, LAY3IIPT RLAEEIE
LA ¥ 2 VLAN #5310 i PH % 1 i
T&EEHA,

o [t o/R— b (Destination Port) J: Ke v 74w
UA BT, RN —FEBRLES, ROFT 3
UV ET,

*FTP (7—%)
*FTP (=¥ hu—)L)
« SSH

* Telnet

* HTTP

* HTTPS

o [BkedcR— hZ AJ) (Enter Destination Port) ] :
Bfte R — e AT LET, B—DFR— M EE%
A~ TRUI> TANT D0, B R— FES
DFHAEZ AT TEET,

GE) LAY 4 BEgi e AR — b o#iH &= AT
T 5&E. LA ¥ 2VLAN iR+ 7-
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B - sosexrgsn—

J4—ILFK Bl
LAV 3IPT KL AOHPHZFRE
TEEH A,

LA 7 Ry A=k

GE) HABID T ANE Y TORE 1 DD7 4 VEITEK 450D UDF BN TEE£7, UDF 4

7a s, IPvd BELOVIPVE DA —TFF A TR L THEZ /> TWET,

ATy T4 [Z4)LFDEM (AddFilter) |27V v 7 LT, 74X &2BIMLET,

24 ILADmEF-IFTI/O—2

ZOFNEIZHEN, T ANEERET D, EREF T AN 0= ER L ET,
T A NE DRREIT, BEFED T A NEDNRTRA—ZEETTHIE2ERLET,

TANED7a—rDFE0ER LT BBEO T AN ZERIUARNTA—FEHERLTHLWT 4
NEEER L, T A NENRT A= RERENMZ2D5Z e BW L ET, RET DEN,
T4 NVEDAFIEETE L TLIEIN,

N

GE) T7ANVEO7 4 NFITRETETERTA,

1R BHIIC
12O ED7 4V ZZBINLET,

ATy 1 [aAVR—%2 k (Components) ]1>[Z 4 /LA (Filters) 11288 L £,
RATY T2 RENERT, WIThDPOTANEE2 ) v 7 LET,
LA oA RRENET,

RT9 T3 [FU3a> (Actions) 127U > 7 L, [Z4)LED%Y B—> (CloneFilter) ] Z&RL E7,

ATy T4 [T4)LE2DHYO—> (CloneFilter) | £/ [Z 4 ILEZ D#RE (EditFilter) | ¥ A4 7 a2 KRy 7 A2, 8
TEDT7 A NVEEBRPERENET, ZNHDOT7 4 —/V FEMLEIZSCTERLET,

R27: 7 4 L2 DiwE/Y O—> (Edit/Clone Filter)

T4—ILF Bzl

7 4 V424 (Filter Name) 7 4 IVZ DL E,
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JersnmeErarn— |

T4—L K 589

WA M WHENT 7 4 v 7 E#RE 7 VAT H551E, 20
RNy IV A% A AL ET, HEETLIP, FEILA— MER
ILIEEIEMAC T R L ALk IP, #kieA— ., £
T B EMAC T KL A2 EST 25 Z &, B X O
IP, #Efpdeh— b, E703BE MAC 2 HXE L IP, 1%
FIEAR—F, FHIFEEILCMACT RLAZRET 5 2 &
MTEET,
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J4—ILF

B

LA+ 2
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JersnmeErarn— |

J4—ILF

B

VA V2OFERHFPICEREINDI L v a A3kOEEBY T
T,

o[ —V Ry k XA (EthernetType) ]: Ku v 74X
7 URARNLA =Ry b AT ET,
ROFTarndH £,

* [Pv4
* IPv6
« LLDP
« MPLS
« ARP

o [TRTHOA—H x> s A7 (All Ethernet
Types) ]

s [FHIERSINTA —V Ry b XA 7 (Predefined
Ethernet Types) |: Z DA 7 v a v ERINT 5
= config.ini 7 7 A WMIZEENTWNWDHTXTD
FRIERSINTIA —F Ry b FZ A THRL—LIC
BEMIT O TS Z L, SHITIEND/RNT A—
ZIIHERL STV 2 & REETT,

o[ —H% %y b XA TFDAJ) (Enter Ethernet

Type) ]: 2O T v a @R LIEGAE, A —
Yo b AT H 16 EENTAT LET,

« [VLAN #%5/%& % (VLAN Identification Number) ]: L
A¥2+774vZ7DVLANID Z A LEd, H—
®VLANID, VLANID O#ifl, %>~ XY » VLAN
ID & VLANID il & A1 T £,

B RABIT 4095 T,

« [VLAN fE5¢% (VLAN Priority) 1: F 77 4 w27 ®
VLAN BEZ A LET,

VLANBEEZ, LAY2 T 74 v 7 ICDH~ v F
Li‘d‘o

e EETLMACT FL A —EETLT SA ADMACT K
LAEATILET,

MACT RV R, VA4 ¥2 87749 7I2DIH~Y Yy
%Liﬁ‘o

o [t MAC 7 R L A (Destination MAC Address) ] :
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B - sosexrgsn—

J4—IJLF ¢8R
BT A ZADMAC 7 RL 22 A LET,

MACT7 RLVRIE, VA Y2 R NT7T7 49 7IZDOHT
FLET,

« [MPLS 7 ~Ui (MPLS Label Value) ]: 7-~v 1, 7
L2, TUL3, TYULADOMPLSfEAE AT L ET,

[PLS S AJL{E (MPLS Label Value) 17 « —/v K,
[41—H %y bk 24T (Ethernet Type) ] 7% MPLS (Z
RESNTWVDLEBICDAHRFRINET, MPLS 7
IMED~ v F LET,
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JersnmeErarn— |

Ta—IL K B

L1443

LAY 3IDAT v a v EREMICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
Z[A—YFv k&4 T (Ethertype) & LT
BIRLFET,
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Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

Bl

LAY3IDFEHFIZERINDA T v a ik LB T
R
s [EfEICIP 7 KL A (Source IP Address) ]: LA ¥ 3
NG 74 DFETIPT RLAZ AN LET, &
DWTNNITZR D F97,
o FEHED IPv4 F 721X IPv6 IEXDARA MNP T KL
A

o IPv4 F721Z IPv6 DT K L A#i[H

« 7 RURHEPFHLIFHEIP 7 K L 2AOMAG D,
f1:10.1.1.1, 10.1.1.2-10.1.1.5

e U TRYUIGEN/ZEFE L CWRWIPT R LA,
%1:10.1.1.1, 10.1.1.2. 10.1.1.5

G¥) LAY 3IEETLIPT L 2O AT
THEE. LAY 4 OFETE 1L
HAR—FOFHEZRETHZ EILTEE
A,

LAY 3EETIP 7 R L A DOHiPHZ R
T5EA. LA ¥ 2 VLAN OB+ 0
FHZRER T2 Z L I3TE A,

o [B#Sc 1P 7 KL 2 (Destination IP Address) ]: LA
Y3INT T 4w 7 DOHEFEIPT RLAZ AT LET,

WDOWNT T2 £,
o FEHED TPv4 £ 721X IPv6 B DEKR A M IP T KL
A

« IPv4 £721X IPv6 O T R L Al

o 7 KL ZA#iPH L EHE TP 7 R L A DfHAE D,
5]:10.1.1.1, 10.1.1.2-10.1.1.5

o I TREIGNTZEE L TWRWIPT RLA,
#1:10.1.1.1, 10.1.1.2. 10.1.1.5

G¥) LAY 3IEEITLIP T R L ADHPHZZE
THEA. LAY 4 DOFRETE I35
FAR— NOFHERETHZ LIFTEE
A,
LAY 3IFETLIP T R L RO ZHER
T 54, LA ¥ 2 VLAN OB+ 0%
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I Cisco Nexus Dashboard Data Broker (D #& X
JersnmeErarn— |

J4—ILF

n
&

PHZRERL S 2 Z I3 TE R A,

«[L4~7 1 h =L (L4Protocol) |: RewrHw L U X
EB LAY 47 barzRRLET,

s [T 4 /v4 (Advanced Filter) ]: R~ (/L

IR A N T HHEATIE, ZORZ U E 7Y v
LT, BERAFT v a v EEIRTEZODOTF =7
Ry 7 A AL TLIESN, BERT 4 VHDRE
AN DOWTIE, BRI 4 L Z 2SR LTS E 30,

o [BIAH I 7 4% (CustomFilter) ]: ZDHRHK %

7V d5HE, a—P—EHK7+—/F (UDF) %
ER LI AR N7 4 W Z BN EN 0 £7,
[UDF @:#ER (SelectUDFs) 1% 7 U v 27 LT, [AR
AL T 4ILADFER (Select Custom Filters) 17 1 >
Ry CTT7 4 VZE@RIRLET,
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J4—ILF

B

Layer4 (L4 4)

LAY 4L TV a v EREHICT DT, [V
A% 2 (Layer2) ] % 7 C[IPv4] £ 721 [IPv6]
% [Ethertype] & L TR L, [L A ¥ 3 (Layer
3) 1# 7 C[TCP] £721% [UDP] % [L4 7 E k
aJ)L (L4 Protocol) 1 & L TEIRL £,
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JersnmeErarn— |

J4—ILF

B

LA YADER IR RENDI AT a ko8B T
KR

o [EfE7EA— b (SourcePort) ]1: Furwv 7 Xy X
FABEEITLAR— MERIRLET, ROFT v a on
HYET,

*FTP (7 —%)
«FTP (= bmr—/)
* SSH

* Telnet

« HTTP

« HTTPS

s [[F{ECAR— b & AJ) (Enter Source Port) ] : 148
TEAR— 2 AN LES, H—OR—rEFExa
~ T TANT D0, Bt — M5 Ofi
FHAEZ A TEET,

GX) LAY 4 FETLR— b O#FHE AT
THE, LAY3IIPT RLAEEIE
LA ¥ 2 VLAN #5310 i PH % 1 i
T&EEHA,

o [t o/R— b (Destination Port) J: Ke v 74w
UA BT, RN —FEBRLES, ROFT 3
UV ET,

*FTP (7—%)
*FTP (=¥ hu—)L)
« SSH

* Telnet

* HTTP

* HTTPS

o [BkedcR— hZ AJ) (Enter Destination Port) ] :
Bfte R — e AT LET, B—DFR— M EE%
A~ TRUI> TANT D0, B R— FES
DFHAEZ AT TEET,

GE) LAY 4 BEgi e AR — b o#iH &= AT
T 5&E. LA ¥ 2VLAN iR+ 7-
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B zaos
T4—ILK aifA
XA Y 3IP T R L ADHIPHZ R E
TEEH A,
L1 7 A AH— b

ATy TS5 [{RT%E (Save) |27V v LET,

T4 ILA

BERT 4N T, A=Yy b XA T L WMEERIGE., FIN, 777 A2 . PSH,
RST. SYN, DSCP, #Ze)EfZ, TTL, /37 > &, NVE 2 EDRMEIZESNT RN T 7 4 v 7
EIANEY 0 (A ERITER) TA00EBOF T a U BRHESNTHWET, &
RIZANE) T, ROA =Ry N ZA T F T ar TRHHTEET,

R2B:EEGETAILE)TDYR— b+

T—H2447 YR—bShBF T3>

IPv4 DSCP, 77 7 A v b, BEIAGL, B L OTTL

IPv4 & TCP FIG%, DSCP, 77 7 A b, FIN, EJNANL,
PSH, RST, SYN, BXL U TTL

IPv4 & UDP DSCP, 77 7 A k. BEIEAL, BLOTTL

IPv6 DSCP L 7T 7 Ak

IPv6 & TCP e8I %, DSCP, 77 7 A k. FIN, PSH, RST,
BLOSYN

IPv6 & UDP DSCP L 7T 7 Ak

)

GCE) B\ERT7 4NV 7%, CiscoNexus9000 7' 7 v b7 4+ — LD NX-API TOAEHTE £,

Time to Live (TTL) JBMEOFIFAIX 0 ~ 255 T3, Nexus 9200 iRk DY, % ETX 5 TTL O
BARAEIEL 3 T3, 78D D Nexus 9000 'V — X T34 ZDOLE | NX-0S /3— = 7.0(3)16(1)
PIBETIX, TTLEZRK3ICTHZENTEET, NXOS/N— = > 7.03)4(1) LLAiClE, #i
FANOEEOEZRETE L L,

SELTI4NLEY) VT OERIZET 5FIR
FERT 4 VE O/, ROZ LT TEEREA,
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| Cisco Nexus Dashboard Data Broker (D #& X
sa—rngz |

« DSCP L EEIEN 2 —FEICRET D Z &,

e 75 A & ACK F£721% SYN £721Z FIN £ 7212 PSH £ 7213 RST Z—f&ITHpk+ 2 =
Eo

¢« UDP & IPv4 7713 IPv6 DL ETT7 T/ A L FER— M NEBEARERTHZ L,
«IPv4 & TCP DA SO CTERIEN & HTTP X VY v REMHKRT 5 Z &,

» N A=
) O—/N\)LERTE
[’ B—/\)L¥ERL (Global Configuration) ] # 7'1Zi%, Nexus Dashboard Data Broker = > h = —

FITER EN TWBET XA ZANERENE T, Nexus Dashboard Data Broker =12 b 17— (1B
MENTZFHLWT N, A E, T 74V P T IICFEREINET,

Y

GE)  ZZiiE, BSNTn DT 3 A (BERIRIED R TERIR) OANERINET, T34 A
73 Nexus Dashboard Data Broker = > b 2@ —Z [ZiEBN S TWD R, I N TV WS (B2
AT —H AR CTRENET) | TOT A AT ZICEREINEE A, T ADAT —
B A G fERT HITIX, NDB 734 A2 B LT E &,

ROFMDOENFRSNET,

£29: 9 0—N)LETE

L1 At EA

Device FNA AL,

THIFAARN—=Y T TF, TINA RO
o) w7 LT, T, AD T 10— LR
DR EZ RS TX £7,

Loadbalancing O—RARNFGU U TDEA TEFRRLUET,
WDOF T arndboEd,

» Symmetric

« xR (Non-symmetric)

PTP PTP AN E D> EFRLET, ROLT
varndbEd,

« A%

- %)
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F%

B

Jumbo MTU

TRA ADY % 78 MTU A X,

T VARMTUIE, 735 ATHRLTE DK
® MTU T,

MPLS X k1) T

FTINA ATMPLS A MU w BV T RENI /2o
TWAEMMEIMEFERLET, ROLT T3
URHY FET,

R
)

[MPLS 7 1 JL% (MPLS Filter) ]

TINA ADMPLS 7 4 VZ U TRHEMNE
IMEFRRLET, RO T a v ndHv=F
T,

R

- B2

Netflow

T3 AD Netflow BEINE ) ez RLE
T, ROF T arndbv i,

R

- %)

WDOT 7 a ik, [ a— LR (Global Configuration) 1 % 7 bFEITTE £4,

[P E—/NILEROME (EditGlobal Configuration) 1: FIHOFEHIIC OV TIE, T34 &
DT —URERRDOfRE (134 X—) 2L T &N,

FINAZADT O—/NJLER DIRE

ZOFMEHEST, TAAADT B — IR ERELE T, T35 AT A= (7 a—
PNVZERTEET, HE2E, ZITHRETDHV v A MTUER, 734 ADOATIAR— K

D MTU EZEF£L £7,

T A ADVERRFZ XN K DD FARRERR DER L, WL ODDT 7 4V MEPERE S IVE
T, ZTOFIEEZFERALT, T3 ZAD 1 DLULEDONRT A= BEEILEMLET,

1R HHEIIZ

1 OUEDT AL ZREBERLET, T ADRAT —H AR LET,
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7riq z2nsa—rsEnoms |

ATy 71 [aAvER—F >k (Components) >[4 B—/\LiER (Global Configuration) 1 (2B ®E L £,
RATYT2 FTORBECHLTF =7 Ry 7 A% F UL TT A, ZAERIRLET,

ATY T3 [FH¥ay (Actions) | Fuy FHE T A =a—nb, [FO—/NLEBO#RE (EditGlobal Configuration) ]
BRI ET,

ATy T4 [FO—nN)LERDOME (Edit Global Configuration) | #4712 /7R v 7 AT, IROFEMIERE A LE
T

R 30: 70— NILEROGEE

J4—ILFK Bl

[£#% (General) ]

[7/314 X (Device) ] TR, ALE, TR RSN TRRSNET,

[AT2EA 4 TOHE (Load Balancing Type | Ku v F# 72 U 2 kb [RFR (Symmetric) | £721%
Configuration) ] [FExFR (Non-symmetric) ] Z&N L £,

A D FERIZ DWW TR, ® RS X ORI o —
KRZovvr7 (828—=) #BRLTLLIEEN,

[Ny ¥ 2%/ (Hashing Configuration) ] Ry 7H URRNS ANy Y 2 a2 BIN L E3,
FoREND Fry 7T U A NIBT, BRLEZA
W E A T Lo TR £,

[/Nv > a1 24 F (Hashing Type) ] Fay7Zor UA NP Ay a A4 T HEIRLE
j‘o

[MPLS ®#&rk (MPLS Configuration) ]

[MPLSR Ry T B4 TDHRE (MPLSStrip| 7L —DARZ %271 w27 LT, MPLS A N v X A

Type Configuration ) ] TOREEANILET, REUBPFAIEDY, AT

BELE9,

ASR—=FNSDFTXTHOMPLS 7347 » h T, MPLS~v

A —EY BRIMVE T,

GE) CiscoNexus 9300-GX v U — X A A v F Tli,

MPLS A b U v 7HEREIX, AA vFDY a—
N2 D HBERE L E 7,

[SRILDIT— 2 (Label Age) ] MPLS 7~ L3 HIfREIIIC 72 5 £ COWIM AR E L £ 7,
D7 4=V RiE, BIRLIZT A ATOARFEHTEE
R

PR—=FENTWBET T v b7 F—2A2lL, KD CiscoNexus
U —XD93128TX, 3172, 3164, 3232, 3132C-Z A A v
F T,
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J4—ILF

B

[MPLS 7 1 LR &M EHHIZT S (Enable
MPLS Filter Configuration) ]

TVL—ORA %7 w7 LT, MPLS 7 4 )V 2 #Rk %
M LET, REZUREFERICEDY, FICBEILET,

ZZTHNCR 5TV D MPLS 7 4 VA HERRIE. TN A
ADATHR— MTEHA S E T,

]

[sFlow §%%E (sFlow Configuration) ]

[sFlow ®EF %ML (Enable sFlow) ]

TVL—ORE 7 )7 LT, o7 7o—
(sFlow) ZHMNZLET, R¥UBEFGICEDY, HIZ
BEIL X,

sFlow DFEMIZOW TR, o7 v rEaniz7n— (144
~N—=) EZRLTIEEN,
WOFEMZ AT LET,

[T—Px U FDIPT FL X (AgentIP Address) ] :
=Yz hDIPT RLAEZANLET,

+ [VRF M#4R (Select VRF) | — ey 7 H U &
k7 5 VRF 3R L £,

«[aLY%IP7 FLX (Collector IP Address) ]: =
LB BR—RDIPT RLAZATILET,

«[aL% % UDP/R— k (Collector UDP Port) ] : sFlow
a7 ZDOUDPAR— h&E AT LET,

s [Ao 2B R—1) SRk (CounterPollInterval) ] :
sFlow DR —V > JHkEEE AT LE T,

[BRXT—42 49 5L Y4 X (Max Datagram Size) ] :
WRT =2 T T HY A XN LET,

s [RRY U TILHY4 X (MaxSampled Size) ] : K
VTN A RN LET,

[ FJrS L—F (SamplingRate) ]: 5 —#
YTV T L—hEANLET,

«[T—% Y —RA (DataSources) ] : [fR— kDER
(SelectPorts) 127 Vv 7 L, WEBERTF =7 Ry
J AEA L THA— ME®IRL, BN (Add) 1%
7y 7 LET,

GE) T /34 AD sFlow 3% iE & MERRT D121,
sflow =< > F&HFEHALET,

show

[PTP ¥R (PTP Configuration) ]

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D #& X
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J4—ILFK £BH

[PTP ®F%h1E (Enable PTP) ] TVL—DRE %7 Y v 7 LTPTPEANIIL, v~ AH—
MNHFFHZZIELET, REZUNHFAILEDY, FIIB
gLET,
ZZTHEMNIR 5 TWA PTP I, AJJAR— kLB —
IWDERALNAZ L T THEEAINE T,

PTP DFEANC OV TR, WRERM 7 2 =2 (1428—
V) BSRLTLLEEN,

WDT 44—V ERFRENET,

«[EIEFTIP7 KL R (SourcelP Address) ]: PTP 7 v
TTF— NEZETHODOEETIPT RLA%E AT
LET,

o [[R— b (Ports) ] : [(R— FDEIR (Select Ports) ]
BV L, Fov Ry AeF LT, PTP
EETIP 28T A2 DI ERR— 2 @IR L E
—a—o

GE) PTP 7 1 v 7 #Z A LD R Z {9 51T,
Zy NI =7 HNOFTRTDF A ZTPTP %
BT HLENDH Y F7,

[+ >R MTU R (Jumbo MTU Configuration) ]

[MTUfE (MTU Value) ] MTU fii% A LE3. FRIE 1502 ~ 9216 TF, ¥4 v
ARMTU X, T8 ANZITAND ZENTEHHRD
MTU fEZ&E L £

o7 4 w7 ®MTU YA X138 H 1500 T3, MTU 28
1500 % 25 N7 7 4 v 7 25T HICIE, ZNEEAR
WCLET, 22 TCEBRBSNEMTUEIL, T3 ADAS
A= DEENTZ 74 v 7 ITHEASNET,

[TZAIL Rzt Y b (ResettoDefault) [ 27 VU > 74
%L MTUMEIEZT 7 4 /L MED 1500 IZRRE S ET,

6= MTUEIL, $57E SN EHRN OB TH % 24
ERHY ET,

[NetFlow M#& R (NetFlow Configuration) ]
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J4—ILF

B

[Netflow ®FEZIME (Enable NetFlow) ]

JREODRZ %7 Vw27 LT, NetFlowa Az LET,
KA UNEFERIZEDY, HFICBELET,

NetFlow OFERIZ OV TIE, NetFlow (143 ~—) %%
L TLIEEN,

NetFlow /X7 A — & ZEFKRT HITIL, ROKERKRE (FEE S
NTNEFT) 52T LTLIEEN,

e NetFlow O L z1— ROIE (138 ~=—)
« NetFlow O 27 ZR—Z OB (140 ~=—3)
e NetFlow DE=%—DB/ (141 ~_—)
NetFlow X EZ 55 T 5121, NetFlow E=4% —% A /)

A— NMIBEMTET, TATIR—FDEM (146 <X—
V) 1 BBRLTLIEEN,

ATy TS5 [fRT7F (Save) |27 U w27 LET,

NetFlow ) L . — KB/

ZOFNEEFEH LT, NetFlow L =2— RZ/ERR LE7,

7a— La— KT, X7y F &I 572912 NetFlow TEHT 5% —L & $1Z, NetFlow
N7 —ZOWTIETAHEEY  — L REEELET, 7e—La—RNloT7ue—HIZ
WES BT —H OV A ANRFED ET, F— 74—/ NiX, match F—U— R THEINE

‘j—o

ATy F1 [avik—F 2k (Components) ]>[% O—/\L#ERL (Global Configuration) ]I1ZBEIL £,
ATV T2 fTORBEIHDT v Ry IV AF NI LTT AN, ABBRIRLET,
ATv T3 [FHay (Actions) | Fuy FH T A =a—nb, [FO—/NLEBO#RSE (EditGlobal Configuration) ]

2L £,

ATy 74 [FO—nNILERD#HwE (EditGlobal Configuration) | %A 7 v/ Ry 7 AT, IREORZ %7V 7 L

T NetFlow &% L £,

ATy 75 [La—F®EM (AddRecord) 1% 7 U > 7 LT, ROFEMEATILET,

R 3M:L3—K%EmM

J4—ILFK

e

281 (Name)

L@ — R4,
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NetFlow @ L .a— KD3EN .

J4—ILF

B

B

L a— RO,

g

ALy var NI A—EEERLET,
ST oF =y 7Ry 7 ZAeA LT, RO 1DLL DA
FA=RIZHEASWea L s v a v EAHICLET,

* Counter Bytes

* Counter Packets

«IP/N— = > (IP Version)

* Transport TCP Flags

« VAT LERENBR AR ]

« VAT LRRENHE T RETH]

Toarm

BT A= EERLET,

EHARE/Re A7 > a o id, LA¥2 (Layer2) BLUOLAY
3/4 (Layer3/4) T3, WiIhrzr Uy LT, &7
A—HERIRLET, ZNHDONRT A—=ZZONTiE, %D
fTCRBLETS,

LA+ 2

Frv IRy I AEF AL T, —BTB51 22U L1 (Y
QIRT A= E/HZLET,

« BEITLMAC 7 R L&
* 585 MAC 7 KL A
* Ethertype

* VLAN
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Cisco Nexus Dashboard Data Broker D/ |

J4—ILF

B

LA+ 3/4

Frv IRy I AEF AL T, —BTBH51 22U LDV A Y
3EFIILAY ARG A—F AN LET,

«IP7m v

« IP TOS

* Transport Source Port

* Transport Destination Port
< IPv4 AETLT R LA

« IPv4 58557 R LA

< EEICIPVE 7 R LA
504 IPv6 7 K LA

¢ [Pv6 71— T ~L

s IPv6 A3 v

ATv 76 [La—FDEM (AddRecord) 1427V v 7 LET,

NetFlow D Lo X7R—% BN

ZDOFRIRIZHES T, NetFlow =7 AR—F E{EKLET, 70—/ AFR—FDFETIX, 7
O—|ZxT BT AR—FRT A=K EEHZE L., UT— I NetFlow Collector ~D | ZE A EM:F
WERTLET,

Tnu—x 7 AR—HZTIL, NetFlowT— 7 ZAR— k% y ML T, 2y hU—7RBEBIOH
FUAR— NEOFMETRT LET,

ATy T
ATy T2
ATvT3
RTv74

ATy T5

[ >R—=% > k (Components) ]>[4 O—/NJLiERL (Global Configuration) JIZB®EI L £,
TOXBIZDDT =7 Ry I AeF N LTT AL RAEBIRLET,
[FZ<ay (Actions) | Ry FX 70 A =a—inb, [FA—/\LERO#SE (EditGlobal Configuration) ]

2L £,

[ B—\)LERDO#EE (EditGlobal Configuration) 1% A4 7 a2/ Ry 7 AT, JREAORZ %7 ) w7 L

T NetFlow Z8H3E L £,

[T RER—2 %EM (Add Exporter) 1 %27 U > 7 L, IROFEMEADILET,
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£ 32:TH RR—2 DEM

NetFlow ®E =% —®i&HM .

T4—ILF

Bl

%81 (Name)

T AR—EL,

A

T AR—Z DO,

58% (Destination)

T AR—FEDIP T KL A,

ST BF 2y IRy I R F A2 LT, IRONXNTA—HD
1 DL RIS TIUEE A L E T,

Y —X (Source)

FIZTLDOIP T R A,

Ta— Xy v a PEERCICEIET A7 OICRRBAT AT 3
AbLDAHE—T A R,

UDP R— k NetFlow = L 7 # 53 NetFlow /37 > & ) A= 27"9% UDP
A— b, BZh7e&HIX 1 ~ 65535 CT9,

[DSCP] ZifbEaniza— K w1 > ME, #FHIZ0~63 TY,

N—3v NetFlow D7 AR— K N—=T g, ZOT 4 —)L RIEH

TEEHEA,

GE) CiscoNX-0S|E., "=V 32907 AR— ME
K&z HR—FLET,

[£7>a> T XRKR—% (Option
Exporter) ]

T a— T I AR—ZREFEROFREE X A ~—, [EOFFIX
1 ~ 86400 > T3,

TUoTL—bFT—=2 34 LTIk

T — T2 EREL A~ —ERELET, HOHH
1% 1 ~ 86400 ¥ T,

NetFlow O E=4 —®MiEMN

ATvT6 [T RAKR—2%EM (Add Exporter) 1227 U v 27 LE9,

ZDOFIEIZHE S T, NetFlow E=% —Z/ERK LET,

TJn—F=XEERLT, Vo— La—KBIO7n— o7 AR—XF LEEAITHZ ENT
XFT, 1 OOF=FIBLTWATRTOT7r—F, $Ex72 74—V K ETRAETH-DIC
S 27n0—1La—FREHLES, X idfEEsh/iz7o—xo 7 AR—Z I ) AR—

FERET,

458 HHIIZ

WD & D ITHEREITVET,
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o« TJ AR—H DB
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ATy 1 [aAvER—% >k (Components) >[4 B—/\LHER (Global Configuration) 1 IZB®E L £,
RATYT2 FTORBEICHLTF vV Ry 7 A% F UL TT A ZAERIRLET,
AT T3 [FTUar (Actions) | Ry 7 H Ty A=a—0b, [FA—NILERO#RSE (EditGlobal Configuration) ]

2L £,

ATy 74 [FO—nNILERD#HwE (EditGlobal Configuration) 1 %A 7 v 2 Ry 7 AT, [REORZ %7V w7 L

T NetFlow Z&%hE L £,

ATv 75 [E=4—DEM (Add Monitor) 127V v 7 L, kROFEMEATILET,

R 33T EEM

J4—ILF

Bl

£ A1 (Name)

= — DA,

A A

E=Z—DH,

La—F

[La— K®®EIR (SelectRecord) 1227V v LET, [L

a— FM&IR (Select Record) 1V 4 > KT, % d 57

CARE LRI Y v LT L a— RERIRLET, SR LT
L o— FOREIAA RN FR S ET, [ (Select) ] %

70y 7 LET,

[TY RR—4A (Exporter) ]

[T RR—A D&EIR (SelectExporter) 1227 U v 7 LE9,

[T XAR—%2 D:ER (Select Exporter) ]V ¢ > Ko T, %t
ST DT = I Ry I A A AT L T2 AR—F ZRINL
F9, BRIz AFR—F OB AERICRREINET,

&P (Select) 1227V v 7 LET,

GE) Fo X —IRZRR2OD T O — = AR—EZ %
BINCTEFET

ATv 76 [E=ZH#—MDEM (Add Monitor) 127V v 7 LE7,

SEEER IO MO

PTP (Precision Time Protocol) T /3A AiZiX, @#@EH/ny s, BRI/ vy s, BLONT
AXRT LN r7av I BnEENET, EPTP T34 AL, @HEDOLX Y NT—7 AAf v FR
N—B IR EDA LT TARNT I F v TAAANREGEENET, PTP VAT A%, PTP BLUYE

PTP 7 /31 A D AEOHE TR T ET,
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NetFlow

NetFlow [

PTPIX. Y AT 2DV TNEZALPTPY 1 v 7 BPHHEICEMT 5 HiEZRET 207 0 ko
NTT, Thborzuvyrid, 77y Rvx¥—snuyvy (BEREOKERICHL 7 vy r) &
FFo~ R Z—/ X L N—[AHIBEIE ICHRAL S AL, AT A RRORF M EEL R E LET, FHIE,
A IVTHEREBER L CHEEO~YAZ —DRANZ 7 a0y 7 T D A "—& PTPZ A
ST A= VERHRT HZ LI o THEIASNET, PTPIL, PTP A A & EFHIN i
FREPHN CEMEL £,

PTPIZxRy NU—Z T LT/ — ROKLARHA T e b2 Td, £2ON—Fo =7 XA LA
XU THEREIL. BNTRE AR L E9,

PTP X, RDTT v 74— L TOHRYR— S THET,
« Cisco Nexus 9200 A A~ F
« Cisco Nexus 9300 A »»F —9300-FX, FX2, EX
« Cisco Nexus 9500 A1 »» F — 9500-FX, EX

» Cisco Nexus 3548 AA v F

\}

GE)

SNET,

PTP % ET DL, T 74/ OPTPEKEDN, XInT DT /XA ADTXTOHISLA— b & [

PTP ORERRIZHOWTIL, T34 2D 7 a— U OfE (134 2—3) 2R L L&
v,

NetFlow (ZATIIP /37w MZHOW Ty b 7a—%i#l L, 37 v b 7e—Z#ES\ T
FHEHE M AR L 9, NetFlow D727 v by NU—F 0 7 TN, A EET H 0%
FEixH FHA,

Cisco Nexus 9300-FX 7' v b7+ — L AA v FTlL, 70 —%2F=FTHZOD+47pZEx
Ik A MR T 5729, ingnetflow TCAM U — ¥ 3 3T 7 4/ R TS1R2 20128l S E T,
I HIZE L DAR—ARME /YA 1X, hardware access-list tcam region ing-netflow size =~ >
REFHEMAL, TCAM U — 3 O A X% 512 OfFERICER LET,

NetFlow 1. RDT T v 7 4 —ALTHHR—F SN TWET,

* Cisco Nexus 9300 A v F — 9300-FX, FX2, EX

* Cisco Nexus 9500 A1 v F —9500-FX, EX
NetFlow DIERRIZ DWW TIL, T8 AD 7 v — S UEROHRE (1342—) BB LT
<AAR

SEAZ W TIE,  [CiscoNexus9000 SeriesNX-OS s 27 LR A Rl 2B LT P&
AN
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NX-API @ Nexus Dashboard Data Broker TH > 7'V > 7 X417 Flow (sFlow) Z#&Hd 25 Z &N
T&EET, sFlowfli T 5 E, A v TFRON—F2E0LT =X 3y NT—JNO U TILH A A
N7 749 7%= —T&EET, sFlow TlE, NI 74 v 7 ZE=FTHOIZAAL vTF &
N—H LD sFlow ==V =2 N V7 b =T THr TV o7 A=A 8EHEH LT, o7
N T =R ERROT—H al s XX LET,

sFLow DIEFRIZ DWW TIL, T3 AD 7 a— " EROMRE (134 3—) 2L TLIEX

AN

AAR—k

[AA7R— b (InputPorts) ] % 712ix, NDB 7 /34 2D AR — hOFEHINE RSN E T,

Bdge-SPAN, Edge-TAP, F72iZVE— K vV

— A Edge-SPAN 7R — k78 NX-API & — KO T

EF SN TWDHEE, spanning-tree bpdufilter enable =~ > RiZAR—hDA X —7 =14 A
E— FCTHBICHK S, BPDUNT Y hE2 7 42 ) 7 LET, ZOMHKIL, 3To

Cisco Nexus 3000 38 L T89000 » J — X A A

Yy FICHH SN ET,

Cisco Nexus ¥ U — & A4 » FOFTXTHAA » F[#A— kT spanning-tree bpdufilter enable

o=y REREHR LT ZE0,
WOFEMEZ RTRVERINET,

R M: ADR—*F

F%

atEA

Device

ADR—= F PR SN TNDT A A,

DT 4= FEINANR=V T TF, T/
4xs )y HE TOT AL ZAOFAMERD
FoRENET, ML FIRICOWTIE, 7731 A
(69 ~—) OEZZML TIIZEN,

[R—k (Port) ]

ASIR—= R & LTHERENTNDET A ADR—
[

DT 4= RiENA =Y 7T, [R— b
(Port) 17V » 7 LT, A— FOMAER R L
F9, ZIMBIATTELEMDOT 72 a FR
DEBYHTT,

s [AJJAR— h OfftE (Editing an Input Port) ]

« FERROHIER : T ADAS)R—HKELTD
A— MIHIBRESET,
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rnk—+

5|4 EREA

ERAH MODOF = v 7 ~—271F, ANKR—FBMEHFT
HHZEERLET,

ERE ASHR— FOREkiEHR (AJIAR— b (146
N—) TREENE=RNTA—=2THSL)

247 R—hZA T, FrRENDEZLT T3 d, ROL

BHTH,
« Ty ¥ AR— b :SPAN
e T VR— b : TAP
s JE—F Y—R vy :SPAN

VAN Y e

[R/SUHERRSE/Z v T4 (Span
Destination/Tap Name) ]

ASIR— MBS TV B AR e R,

o IN— " REBEA A v T IR IN TV D5
A, PS, ftWTF 8, AID, SN A v
H—T 2 A ANFRINET,

o IRN— K 2% Cisco APIC/ ¥ 721 Cisco DNAC =
v hr—Z IR SN TWAEEA, APIC IZ
DWNWTIE, DNENR Y RENADFEME &
HIZFRREINET, CiscoDNACIZOWTIE,
[Cisco DNAC) D7%IZ Catalyst 7734 A ID
LA VHE—T oA ARFREINFET,

o R— K78 Tap 7 /31 AZH STV D
B F Y TR ADPRRENET,

EmE AN R = b 2AER LTc a2 —H—,
EEE ANAR— N BRI EE Liea—HF—,

[AAFR—F (InputPorts) 1 Z 7bH, IRDT 7 v a v EEITTEET,

« [AAR— DB (Add InputPort) 1: ZHZEEHL T, HTLWASNR—M2BMNL %
T, TDHF AT DFEMIHONTIE, ATIR—FOEM (146 2—) #BRLTLEE

A

« [ABFR— FDHIBR (Delete Input Port) | : {TOEHICHHTF = v 7 Ry 7 A%k AL
T, RERANR—NEBIRLET, [FU 3> (Actions) ]>[ABR— FDHIER (Delete
InputPort(s)) 147 Vv 7 LET, BRLIEA— FBHIBRSNET,
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B A rnk—roem

\}

GE)  @HATOAR— MIHIBRTE £ A,

Ty IRy 7 RAEBRETICHIRT 7 v a vzlise, =7 —NRREINET, 731
ABRT D LD ITROBNET,

ABR— FDIEM

AN AR — b EERT BI2iE. ZOFRNEICHENET,

TNRAADANHR—=NE, b T 74 v 7By b 7ue—h—Fy hI—JIZAD, £=H
Vo7 — ) WIEE SN DR — T,

1R BRI

1 DU EDOTF A 2E8BIMLET,

—HDANTIHR— b RT A—=H2X, [ B—/\LEERK (Grobal Configuration) |1 % 7 &M L T
TNAA LYV TERINE T, ZNHDONRT A—F (LITFTOY AN ZERTDHITIE, T
A AT B — S IUEROREZZRL T E I,

* PTP

* Netflow

s MPLS 7 g V&Y T
* Jumbo MTU

ATv 71 [A2R—3> k (Components) ]>[AA7HR— LR (Input port Configuration) ] IZFE) L £9,
RATw T2 [7U 3> (Actions) | Fay 7 Xy 2 R T, [AAR—FDEM (AddInputPort) J2&R L E5,
ATv 73 [AAR—FDEM (Add InputPort) 1| ¥ A7 a2 Ry 7 AT, ROFFEMEANTLET,

% 35: AhR— bDiEmM (Add Input Port)

J4—ILFK AR

[£#% (General) ]

TINA R AR —= PRSI TWD T A ZZEIRT 5121F, ]
DFMEHENET,

[T/34 ZADiFE4R (Select Device) %27 UV v 27 LEd, [T
INA RDER (SelectDevice) |V 4 KUT, ZVFRH
VEEIRL, T, AL ET, BN (Select) 1%~
Vw7 LET,
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An#—roem ]

J4—ILF

Bl

[[R— & (Port(s)) ]

AN =& LT T 2R — b2 @R L £,

[(R— FD:ER (SelectPort) 17V v LET, [R— b
DFEIR (SelectPort) 17 4> KT, MERR— k%2R
L9, [N (Select) 1227V v LET,

[(R— bk 24 7 (Port Type) ]

Koy 7HZ 7 DA NNLIEBIRL T, ASIR—F %4 7%
EFXLET, KOFT T a N E£9,

«[Tw ¥ 7R— bk -SPAN (Edge Port - SPAN) ] : /@
AL v FOERFHE Y a v DEDERENT T 4
JHOT Y R—FEERLET,

« [T ¥ R— b -TAP (Edge Port- TAP) ]:ISL ko
WMBRT NA AN DERFNT 7 4 v 7O v ¥R —
~ AR L £

s[VE—FVY—XITvyIiKR—F-SPAN (RemoteSource
Edge - SPAN) ] : EBB A 1 > F OWERLHE A Y £— |
Ty arhbOERENT T4 v IV HAOE YV R— b
2ER L ET,

H— ~DHH

R—FOBHAEZA LET,

VLAN (QinQ [FHR— kEH TLVELY)

A— ME, FEBME VLAN &2 REFF9 572912 dotlq & L

THESNET, VLANID (X, FT7 7 4 v 7 OXEEFTLD

R— b 2T B0 ENET,

G¥) AV H—T A AT Q-in-Q ZIRTE L=,
Q-in-QAERFE LA v H —7 = A AT VLAN 7 4
W ERRELIRNTLTZEW,

[FBwYi#EE (Block-Tx) ]

Frv IRy I AEFATLT, ANTTR—FHEESH

TWAH NI 74w %7ay 7 LET,

GE) I=F XY A RBIONALTIFXY AN T 74
TDIRINT T T INFET,
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J4—ILF

Bl

ICMP V6 A /N\—3ER%E KOy J

Fxv IR I RAEAF NI LT, TXTDICMP 77 (v
J% Raevy 7 LET,

77 4V b T, Nexus 9300-EX 3 L 189200 2V — X &
A F @ Edge-SPAN 35 L N Bdge-TAP AR — b~ & A 7T,
TRTCTOICMP b7 7 4 v I RT7avy 7 ENET, EOVOD
Nexus 9000 >V — & A A v FIZHONWTIEL, 22— —[LICMP
NI T4 vl BRI T 0y 7T HGE. ZOMES
FETHME Uit uid e S8 A, ZOBEEIX, BIfE

NX-0S /3= 9 U 15 LI D NX-APLI _X— A D A A~ F (M
AcxEd,

(24 LRE T 2XTDEME (Enable
Timestamp Tagging) ]

Fr2v IRy 7 A X NI LT, IA LDARZ T Z 7R
BEREZE LTy MIHA DRZ T R 7 2IBIMLE
ER

Nexus 9300-EX 35 L 109200 > V) — X A A v FDIFA, ZD
H$HEIX Edge-SPAN 35 1. (Y Edge-TAP AR — i fH & E
To FALRZ T ZX U THEBERET DI, 71
A TPTPHSBEN AN > TWAH Z L 2R L E3, B
TNRAAELT YV R—RNTHALRZ T X T HHE)
T DRERH Y 3, HEHOWTNHIOM,
Edge-SPAN/Edge-TAP B L NE=F U L7 FNA ZTHA
LDAZ T B THERPHER SN TV RWES, N7y
MIZALDARZ LT TEXF T INERA,
GH) Ja—rVREEEH LT, ATPTPH
IR o TRV E ., 2O T a LT
L—FoRENET,

[MPLS Z 4 LR ) T %#BF#IZT S (Enable
MPLS Filtering) ]

Frxv IRy I AEFNTL, MPLS 7 1 LA B Z H%)
I LET,

G¥) T —S)VEREEREH L TT /3 ATk LT
MPLS 7 « VX JLBES BN 78 - TR

B, ZOF T a NI V—ERENET,

[¥ 2R MTU Z&ERA (Apply Jumbo
MTU) ]

Frv IR I A% AN LT, ZOR— K TRESKTZ

Uy AR MTUEZ AR LET,

GE) Ja— )R AL TT 3 A2V ¥ R
MTU PR EN T RWES. 2047 g
NI V—FRENE T,
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An#—roem ]

J4—ILF

Bl

[Netflow € =% — (Netflow Monitor) ]

Kay 77X YA NN A T g EBERLET, 7

2R LAV TR SN B =2 — AN 2 2T A

FERTWET,

GE) Ja—NVEREEMBEH L TT 3 2Zxk LT
NetFlow N2> TWRWEE, 2047
vaE s v—FKRINET,

#R— b 24 F (Port Type) JICFREND 7 4 —/L FIZOWTiE, BUFCHMLET,
a) (R—bkARAT =y K= F-SPAN DEAHEDH) ROFEME AT LET,

TJ4—ILEF iER
BEHRETNIRADEA4 T ZHUE, ANAE—FOEETL (SPAN D) T,
Fay 7 Xy JARND, BERAT T a &38R
LET, ROATTarndbh 7,
e fr—7
« ER@AA T
EROENENDOA TV 3 O TE, %HFEDITT
B L ET,
arvko—5 [a> O—5®MFER (Select Controller) 1227V v

L E7, [(Cisco) ACI] F 721 [(Cisco) DNAC] Z &R L
i‘a—o

AN

R —T oA AT LET,
GE)

[E#% T /81 R 24 7 (Destination Device Type) ]: [2 > kB—3 (Controller) ]>[ACI] D7 ¢ —

AHE—=T A AOFRPIC (LT TR | BRENDA TV a VTRFTOR Y R, /— R, B
OVEDA B —T 2 A ABRRONBRWGEEE, [777 ) v DEH (Refresh Fabric) | A% %
TV LET, ZOT 7 avii. ACI7 77V v I MEEREORy K, /J—F, BXOEDA

AR R ET DRI, APIC/ACI T34 2 & BINT 54BN H Y £9,

[R/X2 54 (Span Destination Name) ]

AN FDAHE AT LET,

Ry K

RNy Ras#RLET,

/ — F (Nodes)

J— R&@ERLET,

[R— & (Port) ]

R— b AR L £,

[MTU]

APIC DA X550 MTU B2 HE L F7,
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B A rnk—roem

J4—I)LFK SR BA

[#E#%T/81 R 24 7 (Destination Device Type) ] ®~7 +—/L K : [2 > kB—3 (Controller) ]>
[(Cisco) DNAC]

[R/8> %% (Span Destination Name) ] ANRNEDLFTEANTILET,

[SPAN #E#E5E/R— b (Span Destination [SPAN ###i%c7/R— & (Span DestinationPort) 1% 27 VU »
Port) ] 7 L. Catalyst A1 »F LAR— M ZBIRL £7,

BERETNAR 24 7] [EBBRA v FIO7 1 —L K
GE) SPAN #5550 2 A R 3~ 2 AiflC. Nexus F 7213 Catalyst 7 /34 A& BT 2 MR H Y £97,

[SPAN %7734 X (Span Destination [T/34 RMD#EIR (Select Device) 1227 U v 7 L, TN
Device) ] A A& BN £7,

[SPAN 47— b (Span Destination Port) ] |[i— k3E#R (SelectPort) 1%7 U » 7 LT, #— k
BRI L E T,

b) ([(R—k 247 (PortType) ] — =¥ R— F-TAP OA) ROFEME AT LET,

TJ4—ILF Bz

[ THEBi& (Tap ConfigurationName) | | R v & U 2 hind ¥ v FHERATRIR L £,

[% v T2 4 7 (Tap Configuration BT FNRL AN ITFT— Y VTSN NT T 4D
Type) ] 2ZI5T 5 NDB 73 ADHR— &2 @R LET,

FORENDA TV a i, BRLE[2 Y TERA (Tap
ConfigurationName) ] DFEMIZESWTNWES, # >
TR OB (1735—2) FZIT—HR—FOWVT
NINETIW G %22 vy 745 2 L 2BRLT2S6. &
JETAHNDB Ty ¥ AR— h-& 7 R— ERERINE
R

¢) (R—rBAT (PortType) ]1: VE—h Y—Z Ty I-SPANDEADH) ROFEMZ AT LET,

GE) VE— R NERBILENOLD N T T 4 v I BZETDHEDIC, HERK4DDY E— FEFILT Y Y
-SPAN "— h AR TE £7°,

TJ4—ILF SR BA

[UE—FAIETE YL 3> (Remote Input Termination Session) ]

[ERSPAN ID] ERSPANID Z# AJ L £, fHE TX 2#HIX 1 ~ 1023
VC“?‘O

ZZTCAJIENT-ERSPANIDIZ, VE— K VY —ADY—
A¥vviarID E—HLET,
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An#—roem ]

J4—ILF

Bl

=Ty £ 23—J x4 R%&EM
(Use Loopback Interface) ]

F2v IR I AT AT LT, =T R 7 o HF—
71/(X%{E)Eﬁ L/i‘g—o

JL—T 13y % (Loopback)

L—7139 9 MER (Select Loopback) 1%7 U v 7 L
T N—T Ry I A2 =T ARRLET, Hk
ENTN—T Ry 7 A B —T o ABRROGEIE,
[JL—F/\v o MiEM (AddLoopback) 127V v 7 L&
Fo =T Ny 7 OWESZRLTIEIV,

N—T Ry LB —Tx A AEFBHLT, BV

E—MADNR—=bEHBELET, L3IA U H—T A A
DT T4 TlF V=T RNy 7 X —T A AT
BlEL, Z22hbtyiarOERER— MIBEELE
T IOV E— MEFEILZ v Y ANV AR — M &

N—"T Ny 7 THERR LT E, ROV T — MEFEILT Y
U SPANR— F bR CAL—F RNy 7 f X —T 2 A XA T
W 20ERHY £F, BKHIO U E— MEETT Y Y
ANV ATIR— " E =Ty 77 UTHERL L7235 E
WDV E— FEEILT v Y SPAN R— F b L—T R 7
A B —T 2 A AR LU THEKRTILENRHD £7°,

[ty 3 U (Session Destination) ]

[kt R— FD&ER (Select Destination Port) 1% 27 U v
7 LC, HEdeAR— AR L ET (NDB 7 /31 A
J:A) o

[VE—FAHAEYI 3> (Remote Input Session) ]

[VE— FAAR—F (Remote InputPort) ]

[JE—FAAKR—F (Remote InputPort) 1% 27 U v 7
L. (NDB7 /A A LED) UE—FASR— 2R L
F7

G¥) U E— hHELT v V-SPAN R — MM EES
H8T77 4y AN CTE DY E— MAT
A—RMI127EF T, v—F RNy A
B —T A AEMHRLTWDEHA, VE—|
ASAR—bix, UVE— FXETT v V-SPAN
A= T LR D AREERH Y £,
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J4—ILF

Bl

IP7FLZR

IP7 RLAZANILET, ZZCTANTHIPT RL A
. L3xy NU—Z BTy FAREETS Y E—
FEEILR—FDIP T FLATT,

ZOMEEATTTHMERD DD, ROV E— hEF
JLT v V-SPAN R — M AT 55572 T, IRD 3
SOOR— M ERETHEICIE, FCIPT RLARNY £—
MEETLTT Y V-SPAN KR— h&2ff2>4 >t v g 7
TWHEAENDTZD, 207 4 —/L RiZ/ L—FoRE
nEJ,

[BEHET/NM RD A A 7 (Destination
Device Type) ]

Kay 77Xy UANNS [T/83 A X 47 (Device
Type) |1 &R L ET,

Ue— FEETLT v PSPAN R— FDOBE, HFR—F &
DR Z A 71X ACI T,

[RINVFEACI 77T w%s (Span
Destination ACI Fabric) ]

[ACIZ7 77V w7 D@ %27 ) v 7 L, ACIZ777 U v
7 EBIRLET,

RNV ANCFEDARTEANTI LET,
TFrYhk [7F > FDEIR (Select Tenant) 1227 U v 27 LT, 7

T b EERLET,

[Z7F7U5—2 a3y FaoarAIL
(Application Profile) ]

[Z7FUVH5—23y TOT774ILDER (Select
Application Profile) 1427 Vv 27 LT, 77U r— 3
a7y A NVERIRLET,

EPG

[EPG O#EIR) 227 U v LT, EPG 2R L 7,

EETIPFRLA

EETIPT RLAZANLET, ZOIP T FL AL
EETXT Yy FOIP YT Xy hOR—ZXIPT KL AT
KR

[##5% IP 7 KL X (Destination IP
Address) ]

ZDT 4=/ RIZIZEEBICENATI S NET,

ZIZITANENDIP T FL AL, [YE—FAAR—
(Remote InputPort) ] IP 7 L AL LTASLIZH
DELEFELTT RLATT,

GE) APIC/ACI T A ADGA ., Ttk —
F (VE—RMAJIR—K) THH=D,
FEIP LIEENE T,
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r—7nv oot [

J4—I)LFK 5 BA

[ZB—ID (FlowID) ] ZDT 4=V FIZIZHBICEN A SN ET,

7 —IDI%, SPANX/ v b7 —ID TY, Zh,
UE— K V—R = v SPAN A— MMIHNICHE LT
ERSPANID & —# L £,

TTL TTILfEZ AN LET, T 74V MEIX 64 7 v 7 T1,

DSCP Koy 7# v JA RS DSCPEZEIR L £,

[MTU] AR PR — RO MTU iz A1 L E9, &I 64 ~
9216 T,

ATY T4 [AAKR—FrDEM (Add InputPort) 227 U v 27 L%,

IW—T 1Ny DIERL

ZOFIEEZFEHALT, VE—F V=22 v P ARV ANR—= MOV —=T Ry 7 R ELET,

ATy 71 [AAKR—F (nputPorts) 1>[7% 3> (Actions) 1>[AAR— FDEM (And Input Ports) JIZEL
e

ATF9 T2 [[R—k &4 7 (PortType) 1% [VE—b Y—RA Ty A/ K— | (Remote Source Edge Span Port) ]
ELTEINL, Ib—TN\y o 423 —T x4 XADOEMA (Use Loopback Interface) 1F = v 7 Ry 7 A% 4
VIZLT, =T Ry A F—T 2 AETEIRLET,

RATv T3 =Ty O (Configure Loopback) 1% 27V v 7 LT, HILWAL—T Ny f X —Txf A%
TERE L9,

L—F13v - O#RK (Configure Loopback) ] #4702 Ry 7 AT, ROFEMEALET,

R36:IW—TINy o DR

Ja4—ILK B

e

L=y 1D N—T Ny 7D E AT LET,

IP7 LR N—T Ny 7 IPT RURAEATLET,

ATv T8 [JL—TF1Nv 9 O (Configure Loopback) 1% 7V v 7 LET,
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E=RY5Y—)L
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[E=AU2T Y= ZT7I2iE, NDBT /XA ADFT=HZ Y 7 — )L R— s OFEHINER S
NFET, NDBTFNA ADE=Z Y T V=)L AR— NS D T T 4 v 7%, F=X )7

V= WIEE SN ET,
ROFEME R TRPFRSINET,

R EZHBYDTY—L

F%

B

Status

AT —H A%, 20D EFEHA L CERZSNE
ﬁ—o

BAIOHNE, FE=Z VLTV —ILD T T 4
7 Hx L TCWET,

ok T XY T Y=V BIE ST
T4 I EEELTWAZ LB R LET,

W= H VT Y LNBAE T
T4 T EEELTWARNWZ AR LE
KR

2EFEHDINZX, E=HF VT Y—)LR— K&
E=Z YT Y= DY T OREERL
T, E=FV TV —LR—hEE=H]
V=D Y v BB LTV DA
IR E T,

ofEk VN EEILCEEL WA L
R LET,

RV IWE T LTWAZ L ERL
i‘d‘o

W U INEREFT L TND I E
R LET,

[E=%1Y) %5 vY—JL (Monitoring Tool) ]

St ) I A VN

DT 44— RiFAnA =Y T, B
BYDGT I—=LOL4EI Uy 7 LET, A
BN LA U RFRR S, E=X U T
Y — VBT AN TR R I E T, ROEB
M7 7 a PN ZTEITTEET,
cE=H Y Y= LOfE (160~—2)
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EZHYTY—L .

5|4, A
R—k F=H YTV —ADR— b (T R
) o

R— N OFEMEFRT DI, [R— bk
(Port) 104FITEZ 27 Y » 27 LET, ROEM
T ary NI TEITTEET,

cET= XY LT — LOFE (1602—3)

[24 7 (Type) ] F=R YT = ADEA T ROF TS =
VRH Y ET,

e[m—HET=H1Y T Y—/L (Local
Monitoring Tool) ]: #—H/L x> hU—
7 ONDB 731 A BiZdhHHA— 1k (L2
ﬁ_\gh_- I\) o

s[VE—KE=HVU T V—/L (Remote

Monitoring Tool) ]: #—H/L R*xv hU—
7 DINBIZHY | L3Ry b — 7 &HAT
BE AR AR — b,

ERS T YT — LR — R BMEAEN TS
BAT. BADF v ~— I RERENE
T, TNUNDLEIIZEEHDEETT,

[/N7y bDOYIYHET (Packet Truncation) ] |£=% U2/ YV —/LR—FT_7 v bV
BTHADTR> TOLHAEIE, BT = v
7 = NRRINET, ZNLSOLEIE
ZEADEFETT,

oy %iE F=H N TN BT =R T — )b
A—F (NDB T /31 A L) ~OFF T
T4y INT Y7 SRTOSEA, [IEL
(Yes) 1 EFERSNET,

ERE F=H YT Y VEVER LT a— Y,
RIEEHE FT=H YT Y=V ERBICET L2 —
'Hsho

[E=%1Y 2% Y—JL (Monitoring Tools) ] # 76, IROT 7 v a v wE T TEET,

[EZR YT Y—IILDEM (AddMonitoringTool) ]: ZHZMH L T, #H LWEHT
AAZBEBMLET, ZOXAZ OFFMICONTIL, £=4 VY 7Y —1LOBEMESR LT
<TIEEWY,

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



Cisco Nexus Dashboard Data Broker D/ |
. EZHYDT Y—LDEM

[E=R YT YU—ILDHIE (Delete Monitoring Tool(s)) ]: {TOEHHICH LT = v 7R v
JALEF AL T, MBRT A ZAZRIRLET, BRLT=T A ARHIBRSNET, [7
223> (Actions) 1>[E=4Y T Y—ILDHIK (Delete Monitoring Tool(s)) ] =~
Uy 7 LET, Fov IRy 7 A RIRETITHIRT 7 a v a@sE, =7 —RNERRS
NET, THAAZEIRT DL ITROBNET,

\}

GE) fRYPoE=FU 2 V— L3l EE A,

EZAR1)25 Y—)LMDEM
COFBEEAFEHLT, FE=Z V7Y=L R—FEBINLET, KOBDOEEHRTEET,

ca—HLEF=HFY TV —boa—H) Xy hT—27 D NDB T A R LITHDHR—F
(L2 R—1) ,

e E—FF=H VT Y- —H) Ry NT—=TOHNICHY, L3 Ry hU—T %
B CRIEREEZR A — K,

Xy NOHAR—=RNTHDLE=ZY 7 —)VZBEENM T A3y NI ETHR—F (AS
NoT7 4w EBT a7 T3 0IER) 2ERTE £,

188 I

[ESESEIR
BT LI, A v T TEIHEEO Y T MNEER— MEEHT I LI TEERAL
A H AL F RV 752GV =X Y 7 V—)LE, ISL Z L2150
FEDITHIR S FE T,

X=X YT By NV A VA —T oA ATHERT DE51E., X7y b

DEETHR—FDORAT—=ZANERLET v RE FEOTA2) THY, Jor70h 9
—HDOUENEDNDB T3, AT H RSN TV W E 2B LET, A—hDL AT
QAT —HA%T v FNIEET HIZIE, BIOIENDB T /A AZHERE L T, — K X—F ¢
DIV—T Ry IHT 7 A REFHLTNA—T Ry 7 BT D HERH Y £,

)

G AAvTFLETry b OYVETEHFEALT, kK45DEF=H
Vo7 Y —)LERETEET,

ATv 71 [a2KR—=>2 k (Components) ]>[E=%1)>% Y—JL (Monitoring Tools) ]ZBEHL £,
ATwF2 [7Uar (Actions) ] Kuy 7 X7 UARNT, [E=Z42U2T Y—I)LDiEM (Add Monitoring Tool) ]
EIRLET,
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EZRUUT U—LDEM .

ATY T3 [EZH YT Y—ILOEM (Add Monitoring Tool) 1 #4712 Ry 7 AT, IROFEMAEANTTLET,

£R3B:EZBYLT Y—ILODEM

J4—ILFK

i
]

[£f% (General) ]

EZRYUT Y—ILE

F=R YT =L DAFIEATI LET,

FI/3A4 R4 (Device Name)

[T/34 RDER (SelectDevice) 1% 7V v 7 LET, FR
SNTZTNA A=, FUFRE L TT A AZER
LET, 71 ZAOFEMPERICR R SNET,

F=H YT Y= DR — MIZ DTN, AZH Y T,
[T/314 ADFEIR (Select Device) 127V v 7 LET,

[R— k (Port) ]

[R— FD:ER (SelectPort) |22 U v 7 LET, BV
[ >32—T x4 XADER (Select Interface) 1 7V 1> K
T, FUVARFUEMFHALTCHR—FERNLET, TS
NHA L Z—7 =—AF, BIRLIZT A AT L - TR
nET,

[ (Select) 127 Vw7 LET,

BIRL7Z2AR— MIE=ZY Y —)LR—F L L Tv—7
ENFET, NI T4 v b E=FY T Y — LT
VAL FENET,

[R— FDERBA (Port Description) ]

N— b OFAZAT LET,

[B—HJLEFRY—IL (Local Monitor Tool) ]

TOFREUEBRIRL T, i —H)L F=H— TN A%
BIRLET, 2T vara@RdsL, £=40) 7
TNA A Te—H Ry NT—=T D HE DI 97,

O—H )L EF=R —F N, ANZRDOF T a U RFEREN
FT CLTFOITTHELIEBALES) |

s [ZfED7m 7 (Block Rx) ]

* [ICMPv6 A "—H#ikE%a 7 1~ 2 (Block ICMPv6
Neighbour Solicitation) ]

[HALRZ T ZX DAY (Enable Timestamp
Tagging) ]

Sy R OE) Y 5T

(A LARE T AR T DAY (Enable Timestamp
Strip) ]

o[V A MTU % H (Apply Jumbo MTU) ]
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J4—ILF

Bl

[RIEMTOvYY (Block Rx) ]

FT=H YT V=D (NDBF A ADE=L Y
Y=V AR—=h~D) VTG T4y ETRYy I LET, ZOD
FFaviF, TANITERENET, Fov IRy
DABF VT HE, ZOF T arwt 7l TExET,

GE) Rx N7 7 4 v 7%, NOK-X97160YC-EX 7 1 >
J1— R (NX-0S 9.3(3) LAKE) % #4# L 7= Cisco
NIK-95xx AA v FOHIFAA —H % v b &2ff
ALT7ryr &hET,

[ICMPV6 A /\—&hFFEZ T By Y (Block
ICMPv6 Neighbour Solicitation) ]

FT=X YT Y= (NDB TN ADFE=Z Y
YV—)LR—F~D) ICMP N T 7 4 vV T 0y 7 LET,
IOFTvaviEk, T7ANNTERIRENET, T s
Ry 2A%FT72T5E, ZOF T ar 24712 CxE
7

Nexus 9300-EX 35 L 189200 A A v F THHR— h I FET,
VD D Nexus9000 >V — X AA v FIZONT, 2—P—i%
ICMP N7 7 4 v 7 BB E 2137 0y 7357012, 2
ORBER FEICAME L 21T 1UE 720 £H A,

(84 LRE VT 2XTOHFME (Enable
Timestamp Tagging) ]

Fxzv IR T AL NI LT, XA LARAZLTDX T
FEENZLET, E=X2 Y P YV— LR —OFTXTD
FAZ/ry MTEADAZ T ZTRIMENE T,

H—ODT NA ZEITEBDT A AT, ZOREZ AL
TEET,

BALAB T BX TS DD, T3 AT
PTP AN TWNWDH I L xR LET, E=X VU T
TNWNAREZ YV R—=NTHEALARZ L TOX T T E2E
INZTDMENDY ET, FA LAZ LT O TRIT N
fi. O F ¥ Edge-SPAN/Edge-TAP L E=% U 7 YV —)LD
WP DORTHER SN TV RWES, X7y FOX A L
ABTILEDE TRTFIHATONER A,
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EZRUUT U—LDEM .

J4—ILF

Bl

[/37 v bDEIYET (Packet Truncation) ]

Frv IRy I AEF AT LTy FOEDIETEER
2L, MTU YA X% AN LFET,

Ry FOYIY EETIE, MTU YA RIZESWTCERE T v
ENEANA MEELET, UL, BRI 7407
DOHETE=L ) T — DR — MIIFETH-DITITh
NET, UL, FTFT 740 7B ATIR— N6y B
UETR—MNIV XAV b THZ K-> THISR
£, Ty N Fa—=r T R—- b0 0ETHNT
Ny NI, BE=F VT Y VIZERELET,

Ny MV ETR— MERET AT, Ny MIVYE
TR— FD&IR (Select Packet Truncation Port) 1% 2 U v
7 LET, SEMATIEICOWTX, 7y MY THR—
FoBEI (163 ~—) ZZRML T IV,

[2A4 LRZVT R MY v TOHEHME (Enable
Timestamp Strip) ]

Froo IR I AEFANAILT, ADLAZ LT AR »
TEEDCLET, ZHNICKD, BETLONNT Y R H
A LARE T ZTREIBRESNNET,

[+ 2R MTU #3ERA (Apply Jumbo
MTU) ]

Frv IRy 7 AuA LT, ¥ R MIU Z A0S
L/i‘g—o

X AR MIU L, T RZE Y R&Ary b AR
EHRELET, [Pr2ARMTU (QumboMTU) 1% [ A—
JNJLEERL (Global Configuration) ] THEZHZ LT, T34
ADR— MY v R MTU O A XA L £,

[VE—bFE=21U 2T Y—IL (Remote
Monitoring Tool) ]

TIOFRE L EBRLT, VE— b E=F— T X%
BRLES, ZoFTvarz@Rys8, VeE—bxy
FNO—IMWEDFE=FY T TR, ANFT 0 5,

VE— FNEBE=H—F NS, AT, ROFT T g U RFRS
NET CUTOTTHELIERBALED) |

cZEDT T

« {2 H—T x A AIP
* 565 1P (Destination IP)
* ERSPAN ID

A3 —T x4 XIP

FmH ) LT Y MBI ST HRAIPT RL X,

Destination IP

ERSPAN 23 #&ui L. IR L7=AR— b B RIZEA[RRIC /2 D IP
7 KU A,
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J4—ILF

Bl

ERSPAN ID

ERSPANID # A L&, #iPHIZ 1 ~ 1023 T9,

Cisco Nexus 9300 FX B L WNEX V' — X XA v FDH 7=
MEYE— K AL vF K— K TF 7 4% (ERSPAN) £
By va U iEEEHL T, *y hU—24 DT 1
AuEE=H VT TNRA AL UTHEHTEET,

ATy 74 [E=42) 2T Y—ILDEM (Add Monitoring) 1227V v 7 LET,

EZR)Y—ILDORE

COFEEFEHL T, FE=F VT YV —DONRT A—FERELET,

1R BHHIIZ

1 DU EDE=42Y 7 Y=L A&BMLET,

ATy I
ATvT2

ATvT3
ATy T4

[2>/R—F> k (Components) [>[E=4"') >4 Y—JL (Monitoring Tools) 1 Z&EHL £,
FRENTZET, BERY—ILDLETEZ 7Y v 7 LET,

F LA ATERCERINET,
[ 3> (Actions) 1#7V v/ L, [#RE (Edit) ] Z&RLET,

[E=42 2T Y—ILO#HE (EditMonitoringTool) 1 ¥ A 7 a7 ARy 7 A, F=X V7V —)ILDkk

BOERPERSINET, ZNODT 4 — LV RELEITILUTERLET,

R39:EZAYUT Y—ILDIRE

J4—ILF

i
]

[£#% (General) ]

EZRYDT Y—ILE

TR Y Y NARFRRINET, ZHITRETEE
NEVS

T34 R4 (Device Name)

=R YT VL Fe MREET BT AL

[R— k (Port) ]

FE=Z YT Y=L DR— ],

[[R— +~dE%BA (Port Description) ]

R—FOBPAEZAN LET,
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EZR YT Y—-LORE .

T4—L K 589

[A—HILEE#RY—IL (Local Monitor Tool) ]| A4 RE AR LT, n—A)L F=F— F [ 2%
BRLET, 2O T arvz@NT2L, £=4V 7
TNRA ATIa =NV Ry NT—=T LD HEDIZe) £,

O—H VTS —FT NS R NIRDA T2 a U RFEREN
F9 UUATOITCTEHELLSHHALET) o

«[ZfEDO7 v 7 (BlockRx) ]

* [ICMPv6 A —H#)ik % 7 v v 27 (Block ICMPv6
Neighbour Solicitation) ]

(A LRE T BX T OFRE (Enable Timestamp
Tagging) ]

Ny PO FET

[AALAB T ARY T DHEMYE (Enable Timestamp
Strip) ]

o[V A MTU % H  (Apply Jumbo MTU) ]

[Z{EDTRBYY (Block Rx) ] F= B YT Y= (NDBF AL ADFE=HZY T
Y=V R—=h~D) T T4y I TRy LET, ZOD
FFavii, TIANNTERINET, FTov IRy
JREF T HE, ZOFTFvarswt 7|l TEET,

6= Rx N7 7 4 v 7%, N9K-X97160YC-EX T A >
71— K (NX-0S 9.3(3) LAR%) % #4# L 7= Cisco
NIK-95xx A A > FOH A A —H K k&
ALT7ayranEd,

[ICMPV6 A N—EIFEZEZTH VY (Block |F=%VY 27 V—Ln (NDBTFANA ZADE=FY 7
ICMPvV6 Neighbour Solicitation) ] V=)L AR—=Fr~D) ICMP N 77 4 v 7 %7y 7 LET,
COFTvavit, TN FTERENET, Frv s
Ry A%A72¢5L, ZOF T arwt7icCaE
7T

Nexus 9300-EX 38 L 189200 A A v F THR— b ENET,
VD DO Nexus9000 >V — X AA » FIZHONT, 2—HF— T
ICMP b7 7 4 w7 BB E1E7 0y 79572010, 2
O BEE TEICTHEME L2 id e v £/ A,
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J4—ILF

Bl

[24LRZT BXTDEMIE (Enable
Timestamp Tagging) ]

Fxv IR T ABF NI LT, XA LARAZ LT DX T
FEAEMCLEST, E=Z U 7Y=L R— DT TD
FAZN sy MIHEALARZ T 2T IMENET,

HM—DF R, ZFETNTEEOT A AT, Z OMEEZ R
TEE7,

BALDABR T X T EERT DT, T3 AT
PTP AN /> TWNWDH I L ZMERLET, TE=X VU T
TNWNARELEZ YV R—= N THEALARAZ L TOX T T EE
NETHMENRDY T, FALRAZ TR T T
#i. D% ¥ Edge-SPAN/Edge-TAP & E=% U 7 YV —)LD
WD THER SN TOWARWERE, 7y hOF A L
AB XD TRFII ThIVER A,

[/ +DEYIY$ET (Packet Truncation) ]

F xRy I A AN LTy OG0 BT EER)
2L, MTUY A X&ZAJILET, =LV T V—1LD
BN 7y MY ECR— ROV S TR WA
[y FEUIY R THR— FDZFEIR (Select Packet Truncation
Port) 1 I13HEZHIC72 0 £,

[#4 LRE VTR MY v TOFEHIE (Enable
Timestamp Strip) ]

Frov IR I AEFANAILT, FADLAZ LT AN »
TEEDNCLET, ZNICEY, BEILONN Ty R X
A BAZ T 2T REIRESNET,

[¥ 2R MTU Z&ER (Apply Jumbo
MTU) ]

Fry IRy A&FATLT, V¥ R MTU ZHIC
L/i—a—o

Ty YARMTUL, TS RTEYRE ATy AR
ZHRELET, [ YRMTU (JumboMTU) 1% [FO—
/NJLHERK (Global Configuration) 1 THZIZ LT, T /34
ADR— MY 2R MTU O A XZ&wmH L ET,

[WE—FE=HY Y Y—IL (Remote
Monitoring Tool) ]

TUFREERIRLT, VE—F =4 — T[N A%
BRLET, ZOFTva 2@ RT5L, VE—F Ry
RO =MW =Z ) T TN AREM/I0 FT,

VE—ME=Z—F NS AL, ROFT T g URFRE
NET LLTOITTHELITHHLED) &

L VA=

o A HF =T = A AIP

* 5i5% IP (Destination IP)
* ERSPAN ID
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sy rgyor—roen [

J4—ILF s BA

A3 =T A XIP T XY T Y=L R—MIEID B THNBIPT RL A,

Destination IP ERSPAN 23 & L. BEIR L7=AR— b0 RIZEA[REIC/R D TP
7 RLRA,

ERSPAN ID ERSPANID Z A7) L &9, #iPHIE 1 ~ 1023 T,

Cisco Nexus 9300 FX BLOREX VY —X AL v FDH T
eV E—h AL vF R—k 7TF 7 A% (ERSPAN) &
By v a U HEEEHALT, 2y NU—=24DF 1
A= H VT TNRARAE L THATEET,

ATvTE5 [{R7F (Save) 127 U v 27 LET,

N7y YIS TR — DB

ZOFEEFEMALT, N7y MIVETHR—MERLET, 7y M ETE— NI, £
=2V T Y= R—=FDODATAR— ML UTHEELET, Lo T, fERENT » k
TV Y= R —RMIATIER—FE LTI A MEN, RMEHO N7y MV ETHR— b
EASR—F (144 =) ZThLHIRTEET,

1R BHEIIZ

ANy PO EETTIE, FEESHIAS MIENGIED T v b P aEEL E
T HRE S MBI O — 5 3T S TH BT ET, /Sy hOBYITHL
I D D%, HROERFEWRDB AT v b DO~y F—=FI23" 7 v FORNOMITIZH D56
<.

\)

GD Sy hOWIVETHE, 22Xy Ak 574 v 7 THE—FSNET (FAFFr AL |
574 v CHYH— FShERA) .

R4y FYETOYR—

EXSrv—2 X vy—Y Nexus 9364C. Nexus 9336 C FX2 |-EX E£7-I% -FXLC
Nexus 9332C #{E A - EOR X
49F

MTU A ZDO# |MTU %A XO% |MTU %A XO# |MTU %A XD#s |LC IZIREFELFT
PHIE 320 ~ 1518 |PHIZ 64 ~ 1518 /3 | A1 64 ~ 1518 /3 | FHIL 64 ~ 1518 /X
NA R TY A F T A F T A F T
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. R—bTL—T7

ATv T
ATy T2

ATy T3

ATvT4
ATy TH

ATvT6

ATy 17

Cisco Nexus Dashboard Data Broker D/ |

[2YR—=+> k (Components) 1>[E=%" >4 *Y—JL (Monitoring Tools) ](Z&EhL 7,
[72 a2 (Actions) ] Key 77Xy UARNC, [EZ42 2T Y—I)ILMiEM (Add Monitoring Tool) ]

ZIEIR L E7,

TNA ALK —FERIRL, X7y YT (Packet Truncation) | F = v 7Ry 7 A& AL T,

Ny M EETEAZICLET,

[/84w FEIY I THR— FDiEIR (Select Packet Truncation Port) 1 %2 V v 27 L£7,

ForENs N7y Y THR— FDER (Select Packet Truncation Port) 17 > R T, /347w k]
YETHR— FDIENM (Add Packet Truncation Port) 1227V v 27 L,

[y FEUIYETDEM (Add Packet Truncation) ] %4 7 w2 Ry 7 AT, IROFEMEATLET,

R AM: 5y FIYSTOEM (Add Packet Truncation) ]

Z4—ILEF B
[£#% (General) ]
Device TR ARG NFEREINET,

[R— k (Port) ]

[R— b DEIR (SelectPort) 127V v/ LET,
[R— FDEIR (SelectPort) ]V 4> KT, 7¥
F AR HENL THR— FERIRLET,

[EfE (Submit) 122U v 27 LET,

[[R—+k &4 T (Port Type) ]

T 7/ T, Xy MY T (Packet
Truncation) &— FAER I L TVWET,

Port Description

10 #CTAHR— FOR— F O,

[ICMPVv6 4 /A—5Ek% KO v 7 (Drop ICMPv6
Neighbour Solicitation) ]

Rry b o=y aryimR—rsDANICMP T
T4y ETay I LET, ZOXTva sl T
TN NTEREINET, Fov IRy 7 A%FT
5L, ZOF T a vy F7ICTEET,

pEM (Add) 1227V v7 LET,

[e] N O
"=k JIL—7
[(R—k ZIL—7T (Port Groups) 1% 7IZIZROY 7 X T 036 0 £,

s [ABR— bk FI)IL—T (nputPort Group) ]: 73 AD (F7213HEET A AD) AT
R— IR ITN—TENT, ATWR— b ZA—T%R L ET, Mz TIE, AN
A=K 7NV —=T%2ZBL TIEIN,
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Anti—t s1—7 |

[EZR YT Y=L FIIL—TF (Monitoring Tool Group) ] : /35 AD (7213857
WNAAD) FT=H VT =)V iR— "B T NV—FENT, =X T V—) J)L—
TUNEEENET, SOV TIE, =XV Y=L I N—TEBRLTIEEN,

ARR—bFTGIL—T

TNRARA (FRIFEEOIEIERT A R) ODANR—= BRI V—FbEn T, A—h 7
=T ENET, R—hr I —F, SEIERT S ADT P ARV R— Ty
VH T IR—NOMBEORICT DI ENTEET, IA—T 52 & T, BEROIERY.
AN — b E2ERNGRIRT 20012, BEDOATI R — b EREHGRIN T 9,
WOFEMOENFTRENET,

R2:ANWR—FTL—TF

34 Bl

[ABAR—k FIL—T4%& (InputPort Group | AJjAR— hD T L—T 4,

N

ame) ] ZDT 4=V RiEINAR—=D 7T, [AAH
R— bk Z')L—TF4 (InputPort Group Name) ]
27 Vw7 LET, ANKR—K 7 —7I12H
T DRI A R AT 2 8T LS 3 Al
ICFRENET, ZILETTEHEMD
ZATITWD EFBY TH,
« AR —h T —T DRtk
Bl ASR— b 7 —TF DO,

[B8:&9 H#E#k (Associated Connections) ] 7 =BT b vz B e,

[# /3= (Member(s)) ] TN—F DA 8= AP R — R DK,
[#ER#E (Created By) ] TN—T 5 LTea—H—,
[RIMEIEHE (Last Modified By) ] YT e I LT —

[AAR— JIL—7 (nputPort Group) | #7776, ROT 7 va r w#FITTEET,

« [AAR—F T IL—TDEM (AddInputPortGroup) 1: ZHEMHH L T, HLWASKR—
N ZN—=TEIBIMLET, ZOZ A7 OFEMZHONTIE, ANR—F Z—7DiBN%E
ZHRLTLIEEN,

«[AAIR— b FIL—TDHEIR (Delete Input Port Group(s)) | : {TOXEICH HF = v 7
RNy 7 A% d AT LT, BIBRT2ANR—F Z7V—T%8R L, [72 3> (Actions) ]
>[AAR— bk JIL—TDHIBR (Delete Input Port Group) 127 VU v 7 LE9, #IRLZ
ANBR—= T N—=TPHIBRSNET, Ty 7Ry 7 ZA2BREFITHIRT 7 v a oz
S&, T =BRERREINET, AFR—F IV —TEZERTHLIRODOLNET,
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B i r®—ror—Toem

ADR—F TIL—TDEM

Cisco Nexus Dashboard Data Broker D/ |

ZOFEEZMEH LT, ANR—=F ZV—T%ELET,

PRt DVERHINZ . AT — b 2 ERNTEIRT 5D v (2,

A= b ZFRBHOER T £9,

1R BHIIZ
1 DU EOF A 25 BRE L £,

TN—T4T 5 2 L THEED AT

ATy [AVvR—=%Y R >[R—bt TIL—TF)>[AAR—=r FIL—=TIcBH L ET,
ATwF2 [FUar (Actions) | Ky 7 &) A NC, [AAR—LDEM (AddInputPort) JZ23IKL £,
ATFw T3 [AAR—F TIL—TDEM (Add Input Port Group) ] # A 702 Ry 7 AT, IROFMEATLET,

R 43:[AHAR—+ JIL—T D&M (Add Input Port Group) ]

TJ4—ILF

Bl

[£#% (General) ]

TI—T%

ANR—=1 T N—"D4H1%E AT LET,

B

IN—TDHMHE A LET,

/ — F®D#ER (Select Node)

[T_XTD/—F (AllNodes) | Ry 7 AT, FIVFRE
IV LTT A AL ET,

[[R— kD& (Choose Port(s)) ]

ANR—=FELTHR SN TV D R— bR FRENET,
A= 270 o7 LTERLET, [TXTEM (AdDAID ]
U7 LT, AL ADTRTO (AS)) FA— F&iE
RTEET,

ER LT=7/K— k (Selected Port(s)) ]

BIRLIEAR— IR ZZICANESRET, Zhbid, 77—
TO—EEIRBHR— N TT, A— MEHIBRT 25AF, A—
FORICE RSN TWExHIZ 7 Y v 7 LET, [TXTHI
B% (RemoveAll) 127U > 27 LT, @RLIETXRTOR—
MEHIBRCTE T,

ATy T4 [AAR—F FIL—FDEM (Add Input Port Group) 127 VU v 7 LE1,

ANR—=—F TIL—TDHE

ZOFIEICHE ST, AJIR—F INA—TDNRFGA—F EiRELET,
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1R BHHIIZ

EZBYT Y=L ITL—T .

1 U EDANR—F ZT—T%ERK LET,

ATy 1 [aviR—=x>2 k (Components) |>[R— k & JL—7F (PortGroups) 1> [AHAAR— bt J)L—T (InputPort

Group) 1IZBEIL £,

AT T2 FRENEZRT, AAR—FITL—T4%%227) v 7 LET,

B LA CERIICERTR SN E T,

ATYT3 [FTUVL3av (Actions) 1227V v 7 L, [AAR—F JIL—TDOFEE (Edit Input Port Group) ] Z 3R L

£,

AT T8 [ANNR—=K TN—TORE| XA Tl Ry 7 A, INA—TOBREOERNEREINET, ZhbHD

T4V REMEIOSUTEELET,

R U:ANKR—F TIL—TDiEE

J4—ILF

nn
]

[£#% (General) ]

TIL—T4%

AR =k TN—T4%4,

B

T —FOHA T,

/ — F®DER (Select Node)

[T XTH/—F (AllNodes) | Ry 7 AT, FVFRZ
IV w7 LTT AN AZBRIRLET,

[R— ~ DR (Choose Port(s)) ]

ANR—=FE L THEREINTVWAR— ERRARINET,
R—b227 0 v 7 LTGERLET, [TRTEM (AddAID ]
7V w7 LT, T, ADTXTOR— FERINTE F
R

[ER LF=7R— k (Selected Port(s)) ]

BRLIEA— IR ZICANESRET, Zhbix, 74—
TO—EE IR BHR— T, A— FEHIBRTHGAIL. F—
FOBIZR RSN TWExHIZZ U v 7 LET, [TRTHI
B* (RemoveAll) 127 U > 27 LT, @RLIETXTOR—
NEHIBRCTE ET,

ATy 75 [{R%F (Sawe) 1227V v7 LET,

E=RYTY—ILTIL—T

FRA AT N—TIENTFT=F VTV — )L R— L, TE=F YT Y— FL—F

ZIER L £

WOFFEMOENFTRENET,
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EZ-AYY

. EZRVVT Y=L TL—TDEM

RB:EZBYT Y=L ITL—T

Cisco Nexus Dashboard Data Broker D/ |

1k

Bl

[E=421U2Y Y=L T IL—T%& (Monitoring
Tool Group Name) ]

F=R YT — TA—TDL4H,

DT 4=V RigNA =V 7 TT, EZ
BYG Y=L ITN—TDLRT% 27V w7 L
T4, ARICH LWL, UREREN, =
B2 T — ) Z— TN BT B B
fEftEnEzd, ZIhDFETTEHEMDH
AT O LR TT,

CcE=H Y T = T N—T DfE

Bl

TR YT — TA—T DO,

[BEET 8 (Associated Connections) ]

FT=R YT Y= T A—TERHT b

o

[#* >73— (Member(s)) ]

TN—T DA IN—F=H ) T — )L R—
s D,

[fEmE (Created By) ]

TN—TF 5 AER LT — P —,

[RIIEIEE (Last Modified By) ]

TN—T gl ER Liz—W,

[E=4Y) > Y—IL FI)IL—T (Monitoring Tool Group) 1 ¥ 76, IRDT 7 3 a v & FAT

TEET,

cE=H VT Y= TA—TDEBEMN— ZnEFERALT, HFrILWE=X T Y— T
N—TFBMLUET, ZOX AT DEHIZHONTIE, T=Z Y L7 V—)L T —TDiE

MEZRLTZE,

[E=R UG Y=L TIIL—TDHIB (Delete Monitoring Tool Group(s)) ] : 17D JEEHIC
LTy IRy I A% AT LT, HIBRT DY =V T A—T %2R, [TU3Y

(Action) 1>[E=2) 2T Y=L JTIL—

T DHIBR (Delete Monitoring Tool Group(s)) ]

Vw7 LET, BIRLEY— L ZA—TRYIBRENET, FxvrRy 7 ARG
FTICHIBRT 7 v a v aEAE, =T —RRRINET, V=T —TERINTH L HIC

KOBNET,

Y—IL JIL—TDEM

COFNEICHE ST, F=HF Y T V=L TA—TZER L £T,

IR B
1 2DUEDE=2Y 7 YV — L E2ERLET,
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=4y v—nLn—JomE |

ATw 71 [avR—3>2 k (Components) ]>[R— k & JL—T (PortGroups) 1> [E=42 YT Y=L TIL—T

(Monitoring Tool Group) ]ZBEHL £,

RATFv T2 [FUay (Actions) | Ky 7X A RT, [EZ2 YT Y—ILTIIL—TDiEM (AddMonitoring

Tool Group) ] #i&R L £7,

ATy T3 [EZAUDT Y=L FIL—TDEM (Add Monitoring Tool Group) 1 # A 717 Ry 7 AT, IROFEH

Z AN LET,

RA:E=ZF) T Y=L T IL—TDEM

J4—ILFK

Bl

[£#% (General) ]

TJI—T4%

T YT Y= TA—T ORI AT LET,

A

IN—TDHMHE AT LET,

/ — F®DER (Select Node)

[T XTH/—F (AllNodes) | Ry 7 AT, FVFHRZ
IV LTT AN AEBRIRLET,

[R— ~ DR (Choose Port(s)) ]

T=H YT Y= ADOR—FELTRHRESN TS R— b
DRRINET, A= &27 Vv 7 LT, #RLET, [T
RTEM (AAdAI) 1227V v 7 LT, T3 ADFT T
D (E=FV 7)) F— P EBRTXET,

[EIR L1=7K— b (Selected Port(s)) ]

BRLIEA— IR ZZICANESRET, Zhbix, 70—
TO—EE R BHR— T, A— FEHIBRTAGAIL. F—
FORIIZR RSN TWDxAIZZ Y v 7 LET, [T XTHI
B* (RemoveAll) 127 U > 27 LT, @RLIZTXTOR—
N EHIBRCE ET,

ATY T4 [E=R2Y2T Y=L FIL—TDiENM (Add Monitoring Tool Group) 1% 27V v 7 LET,

EZRYT Y=L TIL—TDRE

TOFIEEFERLTC, FE=X VT VL TN—T DT A — R ERELET,

4r & HREIIC

1o EoE=2) 00— T —T5VE LET,

ATy 71 [AVvR—RV M >[R—F TIL—T)>[EZA )T Y=L TIL—TIZBEI LT,
AT T2 FREINFEZRT, EZRUT Y=L ITL—TO4H1%27 ) v 7 LET,
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R

LA AR RENET,

ATFw T3 [7Hay (Actions) 227V v 7 L, [E=ZH2Y 2T Y—IL TIL—TD#kE (Edit Monitoring Tool
Group) 1 Z#IR L £,

ATy T4 [EZR YT Y—=ILTIL—TDO#wE (Edit Monitoring Tool Group) | ¥4 7 v 7R v 7 22, BEDT
N—TDIERPERINET, TNHDT 4 — /L FELEIZS U TERLET,

RAA:[E=ZR) T Y= TIL—TD#E (Edit Monitoring Tool Group) ]

Z4—ILE B2l

[£#% (General) ]

TN—T% TR YT Y= TI—T DAL,

5 BA T N—T DM,

/ — FDFER (Select Node) [T_XTChD/—F (AllNodes) | Ry 7 AT, FIVFRE

27Uy LTT NS R RIRLET,

[[R— kD& (Choose Port(s)) ] F=HY T Y= VDR —FELTREINTNDAR—
DERREINET, R—Fr227 V7 LT, @RLES, [T
XTEM (AAJAID) 1227V v 7 LT, T8 ADT T
O (E=X V7)) F— RN TXET,

[ER L7=/R— b (Selected Port(s)) ] BIRL7ZR— PR ZZICASENET, Zhbid, 71—
TO—EE IR DR— R TT, A— FEHIRT 25A, A—
FNORRIZERENTWDxHIZZ Y v 7 LET, [TTHI
B% (RemoveAll) 127U > 27 LT, ®RLIETXTOR—
FEHIBRCTEET,

ATv 5 [fR1F (Save) 1227 U w7 LET,

RIN SRS

[R/N$E#RSE (Span Destination) ] # 721X, NDB 7 /34 ZAD AJJAR— MIEEFES LTV D
ARV IR— FOFMNFIRENE T, AN UBEREIE. ANNR—b DT T 40T V=R

(ACI £ 72IINX-OS /31 2 5) T, L2 AU (m—HL) [Fo Y AR R—
MIPER S AL, L3 A 805wt (VE— ) TV E—h =y Y 20 R— MIER S E
7

WOFEMOENRFRENET,
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zivime ]

= 48: [R/\ iK% (Span Destination) ]

1 Bl
e ARG IR — N D4R,
% (Destinations) AR AFEGEIE DS Cisco ACI/APIC, Cisco

DNAC, Nexus, F 721X Catalyst 7 /31 & k(2
HLMEIMERLET,

[A#7R—F (Input Port) ] AR HEHGE ST B STV A NDB 7 /34 A
DATIR— R,

ARZAT 54T ANR—= AT WOF T arnbhE
R

e = v ¥ SPAN R— k

e JE— MEETLDOT v V-SPAN 7R — |k

[R/82 F784 X (Span Device) ] AR TFNRA A (T T4 w7 EET) « R
DA TarndHv ET,

« Cisco APIC/ACI ¥ 7213 Cisco DNAC = >/
fr—7

s Catalyst £ 7213 Nexus A A v F (FERB{E) A

A4 v F)
EmE ARG BB LT e — —
[#2E#HE (Last Modified By) ] ARG S A AR A L —H—,

[R/SUHESTSE (Span Destinations) | % 7/, IROT 7 v a U EFATTEET,

s [RISUES S DHIBR (Delete Span Destinations) ] : 1TORAICH HF = v 7 Ry 7 A%
FAT LT, BIBRT 2 ANRNVEERIR L, [72 23> (Actions) ]> [R/\UHEREDH]
B% (Delete Span Destinations) 1% 7 U v 7 LEd, BR L7 AU EENHIBRS L E
T, TRy 7 AEBNEFICHIRT 7 a v rRilt, =27 —BERINET, R
PRUBHRE R RIS D K Ok bIvE T,

)

GE)  RSUEEREOBINC OV TIE, ASE— hOBEM (1462—2)
DOFNEEZSI L TL X, AU (ACINX-0S /31 A
) X, NDBT /A ADATJAR— M S ET, ACIUNX-0S
FNRA AP Ty U =7 ICIEFITEM S 2B IO, SPAN £
el aBmcE 4,
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3 TR
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APIC SPAN ¥t e DS . ANTAR— a2 v P-SPANR— F & LTHERR L. FDOAR— F23ACI

MICHEHE STV DIHA

ACHHIZN SRy K, /J— R, BXUOAR—FE2ER L, "— h% SPAN

e & L TRETE £9, NX-OS (EBEBAA v F) OSPANEEHE T, ANF—Fa2xTy

V-SPANAR—h & LTHREL, RN— % NX-0S T /31 R LI=HA.

NX-0OS T/3A A D

J—RER—bFZRRL, R— F%& SPAN #fest & L TRIEL £ T,

[% v ¥R (Tap Configurations) ] # 7'1Z1%, Nexus Dashboard Data Broker = > h 2—F D
S THEROFEMPE RINET, Z0OXTIE, Xy T TRALADFRy NU—7 F— k&
IT—AHR—=h BIOZ v 7 TS RTER SN TWD NDB T, A R—hDvy B

BT D IERAFRRINET,
RIITROFEM P TR SN ET,

% 49:[% v T¥mk (Tap Configurations) ]

F%

B

[% v 7% (Tap Name) ]

2y TREA T,

BT lEm T 7 THE, LA R
FRNCERRINET, ROEMDFNEE FAT
TEET,

o X THEROMRE (175 X—)

Device B TREDMER S NI > 7 T3, A,

[Port-1] FEBB R =TI N T T 4 v %
T8 97 THRALADKR—h,

[Port-2] EB@HFR Y VU= 0D N T T v T EZE

THH T TN ADKR— |,

[Port-1 = 5— (Port-1 Mirror) ]

2P FNRALZADPort-1 I T5—U &
Ni= 774 v 27 %%{FL. NDBPort-1 = v
Y Port-TAP IZHEIET D X v 7 T /8, ADHR—
[

[Port-2 = 5— (Port-2 Mirror) ]

By FRALZADPort-22 65— X
NnNi=hs274 v %%{F L. NDBPort-2 T v
Y Port-TAP |ZHRIET B X v 7 T /834 ADR—
ko

[Port-1 Ty ¥ Port-TAP (Port-1 Edge
Port-TAP) ]

B2 FFNA ZADPort-1 TS5—AFR— b b
7 497 %% HNDB T /3 ADKR—
}\O
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5o Ftroen [

g & EA

[Port-2 T+ ¥ Port-TAP (Port-2 Edge BTN ADPort-2 2 5 —HR— k26 b

Port-TAP) ] 57 4 v %%IET 5 NDB T /3 ZADR—
I‘O

ERE oy TRER AR Lo — P —,

TEE Hoy TR AR Lca—H—,

[4 v F#R (Tap Configurations) | # 7735, IROT 7 v a v ERITTEET,

o [2 v THBOEM (Add Tap Configuration) ]: # v 7Rk ZBM L £3, FEHIIZOWT
X, Z vy 7REROBM (173 X—2) 2R L TSN,

< [2 v THEBOMmE (Edit Tap Configuration) ] : BEfFD ¥ v 7k 2 L £, M
ONWTIE, ¥ v TR OMRE (175 X—2) 2B LTIIEEN,

1|

«[2 v THEBOHEIRR (Delete Tap Configuration) 1 —4TORHEIZH HF = v 7Ry 7 A% 4
IZLT, HIBRT 2% v 7HR AR L, [72 23> (Actions) 1>[2 v THEEODHIF
(Delete Tap Configuration) 12727V v 7 L¥7,

« [y THEBRORHYE (Sync Tap Configuration) ]: % v 7 /34 2D X » iR % Nexus
Dashboard Data Broker = > k7 —F DX v 7 fEak E R L £9,

2y THERDENM

ZOFINEZHE- T, # v T BN L £7,

1R BHHIIZ
B EDX 7 TR AEBIMLET,

ATv 1 [#B (Components) 1>[%4 v F# R (Tap Configurations) ] IZBE L %7,

ATy T2 [7U 3> (Actions) | Kay7F o) 2 T, [4y THEEOEM (Add Tap Configuration) ] %33R
LET,

ATw T3 [2y THEEDEM (Add Tap Configuration) ] %A 712 Ry 7 2T, IROFMEATILET,

% 50:[3 v THR DB (Add Tap Configuration) ]

TJ4—ILF ERBA

[2 w74 (Tap Name) ] & TRER D4R AN LET,
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J4—ILF

B

[% v 7 FT/84 R (Tap Device) ]

Sy TRER AT DS v 7 T8 ZE R L £,

[T/84 AMDEIR (SelectDevice) 1227V v 7 L, FR&
N5 [y 7T TINA ZADFER (Select Tap Device) ] 7 +

YRUNLE T TS RAERRLET, [y T TN

A AM3EM (Add Tap Device) 1227 Vv 27 LT, v/
THRA ZADBEMERIRT 22 L b TEET,

2y TEENS T4 v DR—k (Port(s) to
Tap Incoming Traffic) ]

[AR— k-1 (Port-1) ]. [F— k-2 (Port-2) ]. [ifi}5
(Both) | DA T a BRI L 7,

WIFNDLDOR— M EZXHTOR— PO NT 7 1w
VHEAETTHEIITERNTEET,

v k7= KR—+

[[R— FDEIR (SelectPort) 142 YV v 27 LT, [K— h-1
(Port-1) ] B LW [HA— k-2 (Port-2) ] ZiEN L £,

TRBIE, BBIBR Y NI 6 b T 4y R
T55 9T FALADK—=bTT, WHOFRy FT—7
A= TR T 7 4 7 B SN ET,

[E5—AR— Kk (Mirror Port(s)) ]

[R— DR (SelectPort) %27 Vv 7 LT, F77 14>
TV TAHER—FEBNLEST, Xy NTU—
JR—=FIMEDRNT T 4y 71EIT—R— b 1ITEE
SN, XY RU—T R=R20BD T 7 4 w713 T—
A= R 2l EENET,

Xy NIT—=I R—=EM6DNT 74w 70F, IT7—K—
MZEE (2 7—=VU 7)) &, IRIZNDBT /3 A A 2%
FanEd,

G¥) AN—F1ER— P20 HFEFEHTE 5D,
ERIN T T4 v Ry TTARBEOF TV 3
L LC[@A (Both) [N LIHa D74
Tﬁ—o

[NDB T ¥ 7R— F-TAP (NDB Edge
Port-TAP) ]

[R— b D:#EIR (SelectPort) 142 U v~ LT, NDB T
INAADT VAR — F-TAPAR— FZRIRLET, 2 T7—
R—=FPODRNT T4y 7T ZTRESINET,

GE) Z ZCNDB =T v ¥ i"— h-TAP ;R — b Z 78R
LAWEAIZ, ANR— 0B (146 ~—
V) OFIEEZFEHL CTR— F&EEMT 5 2

LNTEET,
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5y 7mRoEE [

ATy T4 [2y THEDEM (Add Tap Configuration) 1227 U v 27 L £,

5 TERORE

COFNEZFEMR LT, Z v THKONRT A —=F ZifmE L ET,

ATy T
ATvT2

ATvT3
ATy T4

1R BHHIIZ

1 DU EDZ o THEKEZBMLET,

[AVR—R M >[2y TER]CBEIL £,
FRENTET, FvTEE27 Vv LET,

LA AR R ENET,

[72 3> (Actions) 1227 VU »7 L, [2v THEBEOEE (Edit Tap Configuration) ] Z#R L F 9,

[ v THEBO#mE (Edit Tap Configuration) | Z A 71 7R v 7 A2iE, % v 7THEROBIED RN ER
INFET, INHDOT7 4 — NV RELBEILCTERLET,

= 51:[3 v TR O#RE (Edit Tap Configuration) ]|

J4—ILF

B

[% v 7% (Tap Name) ]

2 THERRA TT,

By T TINAR

Z oy TRERDBNERL S NI Z > T TR A,

BYTRIERST T4 I DF=HDKR— b

URNZIBIR Lic A 7y a v RRRShE T, BE LW

Bt
[A— k-1 (Port-1) ], [A— k-2 (Port-2) ]. [Mi}F
(Both) |OA T a v nbBEIR L £,

WTNDPDOR— F LI T OR—=IFNoD T 7 1 v
I ES T T HEIICEIRTE £,

*y bI—UKR— b

UANZIBIR Lic A 7y a v RRRSE T, BE LW

e

[R—btDFER) %27V >~ LT, Port-1 & Port-2 238K L
7,
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J4—ILF

B

R— kD 25— (Mirror Port(s))

URNCRIR L 72 A 7 v a U RFRRENET, ERELEZW

Ba

[R— FD:ER (SelectPort) %27 Vw7 LT, F77 14>

JHIT—=V U TTHER—FEBIRLET, Xy hU—

I AR—=M1IDPEDRNTT7 4y 7IEIT7— A — b 1ITERE

N, XYy NI R—=F2MED T 7 4w 71T —

A—h2lIZEEENET,

GE) A=Kl ER— 20 GFEMHTELDIL,
FENT T4 v Xy T THEOF T 3
e LT [MmA (Both) ]ZEIRL7EGE DA
<7,

[NDB T v ¥ 7R— ~-TAP (NDB Edge
Port-TAP) ]

URNZIBIR Lic A 7y a v RRRShE T, BE LW

e

[(R— FD:&ER (SelectPort) 1%#27 Y v 2 LT, NDB 7
NAADT P IR— F-TAPFR— FE2ERLES, 27—
R—=F"OEDNT 7 4 v 71T 2 TRIEENET,

GE) Z ZTCNDB = v ¥ iR— h-TAP 7" — b &38R
L7aWEAIE, AR — OB (146 ~=—
V) OFNEEFEHL THR— h2EE#EA T 5 Z
EMWTEET,

ATy TS [IRTE (Save) |27V v 7 LET,

Ay TERIZDUNT

BT TNA AT, 1 DULEOREAL v TF /Ry NI MEDORy NT—T T T 497
Dabt’— (27—) ZEALE T, CiscoNexus3550-FLI >V —X AL v F &KX o7 T4
2L LTHHATAZEEBEID LET,

UTOZBHA MR YT, o7 T34 ZAOFR— M Al BLOA2E, EBEBAAL v F /x>
NO—I WL NI 74y 72 ELET, INLIEFERY NT—F F—FEMEINET, v b
U—7 R—FrETHEM T 747 7a—N2fErsnEgd, 2y bUV—27 A—FED KT
TAvIiE, IT—AF—FEFINDIHFA—FBIBLOB2IZITF—Y T ENET, IT7—
R—=ENHDRT7 471, NDBT /XA ADT v Y R— h-TAPKR— MIEHELE T, ¥ v
T FNRALADI T — R— & NDB T3 ADT Y 7R— h-TAP R— MMIWBELRIC R S
TWET,
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. S PO |

Tap Device

Y )

_(ar] [n2] [e1] [ee] |

1/10 111

1]
I — ‘ NDB SW ]
i L

Cisco Nexus Dashboard Data Broker T Cisco Nexus 3550-F L1 R4 v F &2 v T TINA R &L
THERAYT I F =

o [V 9 X, Cisco Nexus 3550-F L1 1%, Cisco Nexus Dashboard Data Broker GUI % i L C
REL, BHTEET,

o 1A MEHER, Cisco Nexus 3550-F FusionL1 (%, 1 2D IRUT A ZATI6HD T 7 A /3%
7 (48 R— ) BRETEET,

503787

A —— >
A—HYEEIT1—ILE
[:L—"j'ii'ij 4—JL K (UDF) ] A 71Z1%, NDB 7 /34 2@ UDF OFEHINERINET,

UDF&ERHTHE, A7y MEIZESW TNy 274 V2 ) T CaEd, Ny b
OF 7y MEIZ, 128 34 FUNTHRETXET,

F 7 4L kT, Nexus Dashboard Data Broker =2 > ks = —F %, udflnnerVian 3 kL Ut udflnnerViarve
EWVWIHILFID 2 DO UDF 4K LET, Ziunix, ISL A— FOWHES VLAN ZFRE3 5720
WERH S E T,

R 52:UDFHR— kT Y vy R

UDF EtherType 735y k7 +—L (Platform)

IPv4 CiscoNexus 9200 3 L T9300 > ) — XD A A
%

IPv6 Cisco Nexus

93xx EX/FX. 95xx EX/FX, 92xx > J —X &
A v F
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R E:UDFORR)—2a v
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75w k74 —L (Platform) UDF )& TCAM 1 — 3 >

Cisco Nexus 9200, 9300-EX/9300-FX. 3 J (X |ing-ifacl

9500-EX/9500-FX > U — X ZA v F

FOMDT T 8T F— A ifacl

WD XD REEMAER LERBFREINET,

R A—FEET1—ILK

1k ELE)

UDF UDF 4,
ZDT 4 —) RiEA 28— 7 TF, UDF
OE&HETEIZ Vv 735 L, HENTH Ln-g
UINEREN, UDF OFEIRERREINE T,
ZIMBETTEREMDZ 27 3RO ER
@ ‘(“TO

o =P —FEHRT 4 — L ROMmEF 1T
o —RLEE
247 IPv4 £7-13 IPV6 2 FE R L F9,
F—J—F Packet-Start % 7~ 1% Header Z %R L £,

[EE% (InUse) ]

RODF = v 7 ~—71%, UDF BNEIERE A
ThHZ LERLET,

[#7tv + (Offset) ]

WEINIA 7'y MH,

£ (Length)

—HE L=y bOoEE (N1 MDD

[7/314 X (Devices) ]

UDF 2N SN TWB T3, ZDH,

[fEf#& (Created By) ]

UDF #A{ER L7-=2—V,

[ E#HE (Last Modified By) ]

UDF % I EF Lz —,

[1—FE&ET «—JLE (User Defined Field) 1 # 76, IROT 7 v a v BFETTEET,

« UDF M3Efn (Add UDF)

S INEEALT, FTLWUDF#BMLES, 20X A7 D

HMZoOWTIE, 22—V —EFFK 7 4 — /L FDOEM 22 LTI,

- [UDF MAIB (Delete UDF(S)) |: 17DEFHICH DT = v 7 Ry 7 A% A2 LT, UDF
R LE9, [P 3> (Actions) 1> [UDF DHIB& (Delete UDF) 127 VU v 7 L%

B
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a—v—gg7—rroEm ]

Frxy IRy 7 ABRETICHIRT 7 v a v a@5E, =7 —NERR-INET, UDF%
BT D Lok bnET,

\}

(G¥) UDFE#ED

HIZIE, T3 ZAOFEE S LETT,

A—HY—F&FET14—IL FDEM

COFEEER LT, 2—F—ERT 1 — /L REBIMLET,

—EDFa k3L, —ED NX-0S FA ATIETF 74V F THR—FENTWERA, =
NEDTFNRALAZATONRY Y DT ANEY T2 R— T 521X, UDF ZfFEHLE T,

)

GE) UDFliX. K204 7ty b XA MIwyTFTEET, XFry "ND 3 OOl T 534
NaeT7 42 7351215, UDF 2 A X v 7 T H504ERHY F3, NDBGUI #H L T,

2 >® UDF #EHZIC/E LE T, 2H&H D UDF %, A% v 7 UDF &I E 1,

RATv 71 [A2R—3>2 bk (Components) ]>[1—H—F&T 1« —JL K (User Defined Field) 128 L £9,
ZFwTF2 [FUL 3> (Actions) | Ku v 7# ) 2 LT, [UDF DB (Add UDF) ] &38R L £,
AT 73 [UDF M:Ei (AddUDF) | # A4 7 a /Ry 7 AT, ROEMEATLET,

% 55: UDF DB

TJ4—ILF

BLL

[UDF & (UDF Name) ]

UDF D4 i,

547

Ky 7 Zor VDA NMLERLEST, kAT
arnbnEd,

« [Pv4

* [Pv6
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J4—ILF

Bl

[F—7—F (Keyword) ]

Koy 72 JRAMMLERLEST, ROAT
arndbnEd,

o Ny B —

* Packet-Start

ANY B —FT g URBRE TV SEE, N
(RRAMEl~ > =504 7 v b _—R) B
FOL3/L4 (L3/L4 ~y X = DDA Ty k _—
) WA Y £3, [Packet-Start] 23 ER ST
WHEE, A7y RX—=RF X7y MpbIgED
£,

Ny S — Koy 72 JRAMMLEIRLET, ROAT
varnbh i,
s IR
o SMER
ZDT 4=V RiE, BIRLIZF—TU— R[Ny & —
(Header) (DA ICOBREENTT, PWEIE 72134+
DNy X —=nE_XR—=AF Ty MEZBEIRTEX D
Lol LES,
LA Y— Fey 77Xy VA NMLEBRLET, kOLT

arndHn EI,

c LAY 3

- LAY 4
D7 4=V R, BRLZF—T— FR[ANYF—
(Header) 0% EICOHREHTT, A7y bD

BIAENA LA V3 E72TLATV4DELLTHDL )
EIRETEET,

[#7tv kb (Offset) ]

NAMAT7Ey MEERELET, #HAIX0~ 127
Tj‘o

Ry vDT7 4 H Y 7%, UDF CRES N4
7y MEIZESWTIThbuET, X7y MIRE
SNz 7y MENGRREINET,
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1% —L romEEREsn—rnE [

J4—ILF

Bl

[ (Length) ]

BAEEITHI Ny hORES (4 M . #PAIT 1
~ 2T,

MEIXA 7y MEIIKFELE T, 1IZRESNT
WEHBE, RESNTEA 7Y b2, FOHED 1A
A FOBREEITVET,

[7/31 X (Devices) 1]

UDF BER SN TWDT /A A,

[T/34 RDFER (Select Devices) 1547 U v 7 L&
j—o

[T/34 RD:#ER (Select Devices) ] 7 1 > KU T,
FNL ZERIR LT, [T/31 ADER (Select
Devices) 1 =27V v 7 LET,

ATw 74 [UDF MEM (AddUDF) 127V v 27 LE7,

YERE 72 UDF iL, BB 7 ANV A EAERT A EEIWTHAZ L 7402 L THERINET, Mo

WL, 74 VZDOEMESRL TSN,

G¥) UDF O7 A 20, fERERITHEATT, T30 AZ2fE#E L7z L %, UDF NIEFIZA A
P = ENTEEITIZUDE 7 A 2 OEIIREICED YD | £ 9 TRWEEIIIREICEDL D £

‘a—o

A—H—EET1—ILFOHEEF-ITr 00— 0E
ZOFRIEIZHE-T, 2=V —EX 74—V REREEZIEFI/In—LET,
UDF Off&EIL, BEfFD UDF ORI A =X A2 BT HZ L2 ER L £,

UDF D27 a— 2 Z2EpkT % & BEFD UDF & [ U8 T A — & —Z{di 9 % 8 L1 UDF 28MERL
SNFET, BEIISCT, T4V N RXRTA—FEEETEXET,

1R BHHIIZ

1 O bDa—P—EET +—L FEER L £,

ATy 1 [AVFR—F>2 k (Components) ]>[1—H—F&E T «—JL K (User Definition Fields) JIZB8I L £9,

ATy T2 FRENET—T LT, [UDFl 227V v LET,
FLDAL ATHEANCER RSN ET,

ATvF3 [7Uar (Actions) |27V v27 L, [UDF®D%Y O—20 (Clone UDF) ]| £7-1% [UDF D#R%E (Edit

UDF) ] Z&IRL £,
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AT 74 [UDF DY O—2M0E (Clone UDF) ] £7-1% [UDF O#RE (EditUDF) | #4727 Ry 7 A, BHED
UDF [EMMNAFRENET, TNHDT7 4 — /L FELEISUTEE LET,

5 56 : UDFDiRE

Z4—ILF

Bl

[UDF & (UDF Name) ]

UDF D4 i,
TOT7 4=V RNFEETCEEY A,

247

UDF OERSHIRIRE N Z A 7,
DT 4=V RFEETETETA,

[F—7—F (Keyword) ]

Fay7Z g JARPLERLET, ROAT
arnd Ed,
Ny =

* Packet-Start

ANy H—

UDF OERHIZEIN S iz~ & —,
DT 4=V RFEETETETA,

[LA ¥— (Layer) ]

UDF OERHFICEBIR S Lz b A v —,
DT 4=V RNEFEETETEYA,

[#7tv kb (Offset) ]

NANF 7y MEZRELET, ®PHIZ 0~ 127
‘(“@—O

Ny "7 42 7%, UDF CRESIN-A
Ty MEIZESWTITOIVET, X7y MIRE
ENT=AT7Ey MEPLBRAESINET,

[£& (Length) ]

BEEITHI Ny hOES (4 M) . #&EFIT 1
~27TY,

Mg A 7y MEIIKFELET, LICRESNT
WEHBS., RESNTEA 7Y 2SS FOHED 1A
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IP T 74y 7 XA TITHERENET,

[DL VLAN]

HENT 74 v ERESND VLANID,

[VLAN PCP]

ERNT7 747 LIRE SND VLAN EEIH
L,
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rnk—+

F%

B

[NW 355 (NW Sro) ]

FBENT T4 v 7 DIPVEETITIPV6FETLT
F‘ [/Xo

[NW #8555 (NW Dst) ]

G NT 7 4 v 7 DIPvA £ ITIPV6 LT
L2,

[NW 7B k3L (NW Proto) ]

BRENT T4 v EREENDEFRY VU=
“a han, =z T6) X TCP 7'u b
:l}l/%%biﬁ‘o

[TPiE{ET (TP Src) ]

EENT T4 v ERESND XY NT—7
7 b a VBB T BB E e — b,

[TP #&#%% (TP Dst) ]

ERENI 74y ERESNDORY FU—7
70 b U BT B B R — b

[/ b (Packet Count) ]

fEESh 7 n—ERill~y T30 b
BTRINTZEN T T 407 R a—Lh,

AAR—F

[AAFR— bk (nputPorts) ]# 71Zi%, NDB7 /3 ADAJJR— h D37y MEOFEMAERR

SNET,
ROFEME R T RN TR ENET,

L1k

FiBA

[AAFR—F (InputPorts) ]

TNA AL DNTIHR— b,

AAR—+E227 Y v 7 LT, ASJFR— D
MZRGLET, BETL7 7 g 2o
TiE. ANIR—F (144 =) v v a v
EHRLTLLEEN,

[/\7 v % (Packet Count) ]

ANAR—=FTCOEN T 747 AU 2—2A
BNy NHEALTERLTZD D,

TCAM ') ) — X {F R

[TCAM IJ Y —R{EHAZE (TCAM Resource Utilization) ] % 7iZi%., NDB 7 /34 A TCAM V

Y — A RO TR SNET,

WOFEMOENRFRENET,

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



. EZRYTY—L

& 60:TCAM ') ) —R{ERAZE

Cisco Nexus Dashboard Data Broker D/ |

1k

Bl

Device

T INA AL

DT 4=V RiEINANR=Y 7T, TN
A ADFEAZONTIX, TINS ROLHITE Y
Uo7 LTLEE, BT 57 723 ic
DONWTIE, TRA A7 g 2RI TL
72 &,

[fE/A=%E (Utilization) ]

N —, Ik s TRENET,

ok TCAM THENRFKECTH D Z L& &R
LET,

e ALY TCAM EFIRNEHPANICH D
ZltERLET,

o % 1 TCAM N FRICIESVWT NS
ZEERLET,

E=ARYG5Y—)L

[E=41) 2% Y—)L (Monitoring Tools) ] % 7'i1ZiZ. NDB 22> b —J I Z#E SN TV DT

=2 YT =L DR— ERERENET,
WO A RTENFRINET,

F%

i

[E=4' 2% Y—IL (Monitoring Tools) ]

=X YT =4,

ZDT7 4=V RiINA =Y 7 TF, FEA
WZOWTIE, £E=X U 7 Y —)VDL4HIE T
Vo7 LTLIEEN, B#ET L2773 a2
OWNWTIE, F=X ) Y — DB g v
EHBLTLIEEN,

Tx /N7y b

FT=H YT — L R— MI Lo TEEIN
TerXr sy RO,

[(R—F (Ports) ] # 7ZiX. NDB 7 /34 ADHR— hOMENERINET,
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A—+ [

[T/31 RD#EIR (Select Device) 1% 7 UV » 7 LT, BIRL7=T /31 ADR— kN OFEHM 2 BfS
LET, [T/ANA ROZEE (Change Device) 17 U w7 LT, BIOT A ZAERIRLET,

ROFMETTRPBRENET,

Hl% 58
Port FRNETRENDF AL ADA v B —T = A

X o

ZHUINA =T 7 TE, GOV T,
=227 Uy 7 LTSN,

[Rx 737w 3 (Rx Pkts) ]

R—= P TAE LTy PO,

[Tx 784y 8L (Tx Pkts) ]

R—=FTEELEAT Y D%,

[Rx 734 +# (Rx Bytes) ]

R R TRIE LT R,

[Tx /34 % (Tx Bytes) ]

K F TR LT3 M,

[Rx L— bk (kbps) (RxRate) ]

Sy O L— T,

[Tx L— bk (kbps) (TxRate) ]

Sy bOREL— b,

[Rx KB w7 (RxDrops) ]

He bk Rx) TF v kA FE Y7 Sh5E

o

o

[Tx KB 7 (TxDrops) ]

R—=hF (Tx) Ty b Fey7Sn5El

AN
Ho

.

[Rx T5— (RxErrs) ]

Ay MEEROFR— R TO=T—,

[Tx T5— (TxErrs) ]

SRy BREEROE— FTOTT—,

[Rx 7L—L T5— (RxFrameErrs) ]

Ry RZIERDR—=FTOT L—hTT—,

[RXx #—/3—5 > (Rx OverRun) ]

Sy bORFPICH— b TA— =T =
T=NREAELELE,

[72 a3~ (Actions) [>[R— kDS )7 (ClearPorts) 1227 U > 7 LT, BRLIET A

ADRFHT =2 %7 VT LET,
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513 =

kST a—FTa 8

Z OFE T, Cisco Nexus Dashboard Data Broker D kT 7 /Ly =2 —F 4 V7 OFERNZ DWW TR

LET,

U J—23.10.1 75, Cisco Nexus Data Broker (NDB) D4 Fiji%. Cisco Nexus Dashboard Data
BrokeriZZEAH SNE L7z, 7272 L, GUIBEOA VA F—/L 7 3 L FERE LRSS E D728,
—EEDONDB DA VAKX AN D RF o A2 MIFEINTWET, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker & VN 9 Rl (%, FHAIZAHA[EE2 b O L LTHWLINTWET,

cHr s (203 X—Y)

s 7 —DFER (205 X—)

«JSON =7 AR— /A viR—hk (210 X—)
« TS ADSR—Y (213 )
cRMA (213 ~4—2)

s [Tech Support] (214 ~<—3)

[B5EZ 04 (Audit Log) ] # 7'1Zi%. Nexus Dashboard Data Broker 2> h 17— CTIITIN7=7T
T AT A EET 7V a v OREBRRINET,

\}

GE)  BAMVERT 7 va diskShESA,

RIITROFEM P F R SN ET,

K61:BE&EOY
5|4 SBA
HbE% TUT 4T ¢ D HEF
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F%

B

Module Name

AR MM ELTZEY 22—,

I, BV 2= LONE~ v B IR
WTWET, ez, v renrs7ry
MItF=a2UT 1 T 2—LDO—FTT,

X Z4 X (Slice)

T vav /ARy MIEETHAT A A,
—EHOT I a T AT A AICEE L TV
Wiz, ZEHOFEFIZ>TWVET,

ARG A ZHKIFDT 7 > a o OfF - 3 iR—%
b, B, By va v, #iiEt

a—4H— (User)

ARVNT I T4 T L ICEEE L D2 —
P,

7232 (Action)

=P NETLIZT 7 v a OB,

1)) —X (Resource)

T arNFEITSNEFT V=T b,

i

FITENTE=T V3 a v OftR, kOF 7> 3
vEREHTE X,

o (B2 D

* Success

Origin

7 U v a o MBFEFT 7= Nexus Dashboard Data
Broker =2 ha—7,

GE) A& K7 v > Nexus Dashboard
DataBroker = s @ —J D4
127.0.01 R~ LET,

E—F (Mode)

T varNEITINEE— R,

GE) YU —2310Tix. EFE— KD
BN R—FENTWET,

[BEER Y (Auditlog) 1 ¥ 700, ROT 7 v a a7 T&EET,
«[La— FDH#E (FetchRecords) ]: 2N &M LT, ErRINLHEER VO ERTEL

ij«o

[72 3> (Actions) ]>[La— F®DOEE (FetchRecords) ]#27 Vv 27 L, [La—F
# (Record Count) 17 4 —/V RIZfEZ A LET, [ENF (Fetch) 1227V v 27 LET,
NS T, BEn S T Alu— RERET,
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JO0—DE®E .

J0—nEHE

[ B—%E# (FlowManagement) 1% 7 Tix, FE LTcfi e T A XA 7n—%FRKRxL. FHE
L7e7n—%EHTEET, FMzMAELTH¥ Y ra—RNTEL0T, Ty JIEHTEE
—é—o

[Z7O0—%&H (Flow Management) |1 % 7\2iZ, KOV 7 ETRH Y £7,

< [BAMF v (Consistency Check) ] : NX-API R—ZADTFNA ZADREE & FR L E
T NDBT —# _X—R LD ACL/ACEDOR—HEHMNH HGHE, REGHEEIMICNY F—&
NFET, FEIZHOWVTIE, EEMEMRELZZBM LTI,

« [##t 7 B — (Connection Flows) ] : #&fit HIC AR & 4172 ACL 3 X OV ACE OFEfMl & £oR
LET, FFICOVWTE, 7 n—22R L T<ZE0,

« [T/34 R 78— (Device Flows) | : 734 ZAHIZAERK Si7z ACL 35 KUY ACE OFEHE%
FoRLET, FEHICOWTIE, 74 R 7a—%25RL T EE0,

EEMBEE
[B&1RZE (Consistency Check) ] # 7121, NX-API _R—ADTF A ADREENFREN

%4, Nexus Dashboard Data Broker 5 — % ~<— A & O] ¢ ACL/ACE D AR—E 1 H 555, N
AT N V—SNFET,

Ny B —=D[TT—2 (Narm) 74 2> () (T, REA DB DTS ZADHNE
RENET,

FIZIIROFEMB R R EINE T,

®62: BAMRE

eJES A

TIN R FNA AL,

DT 44—V RiFNARN—=Y 7 TT, TN
ARDYLRFIHEZ Vv 7T DHE, FHLnSA v
WAERNZR R ESNET, 731 ZAOFEHICD
WTIE, 7 AL T &N,
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F%

B

[—EMniwary ko—5 70—
(Inconsistent Controller Flows) ]

—EBMohnwar han—I Ja—,

DT 44—V RigNA /=1 7 TT, RS
NeFZxZEZ7 V7358 HAANTH LS
A UNFEREN, ACLEZDACED Y A R
FRENET, ZIMBEROT Vg w3HE
ITCXxFET,

«[Z7B—NMEIE (Fix Flows) ]: %37
Frzv IRy AEERL, [Z20—0DE
iIE (FixFlows) 127 Vv 7 LET, #R
L7z7r— (ACE) MEESH, Zhic
IWCTC[—EMnGEnarto—>270—

(Inconsistent Controller Flows) ]%1i23%
IRINDEMNEH INET,

[T RTHEIY RR— b+ (ExportAll) ]:
ACLBLACEL LTI A ST 5
Ja—0at—ERET512F. 204
ToarEBIRLET, csv 77 A N
o—h) v Ay ra— REnE
T, ZAUIT ANy TR L ET,
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zatiz

F%

B

[—EMDHLT/NA X 78— (Inconsistent
Device Flows ) ]

FRA AD—EMDRnW T o—F 2 Hn T
n—T4, arhie—7 7a—LDHT,
TN ANZRFE L TWD ACL BLWNACE %
RLET,

DT 4=V RiFNA =Y 7 TT, RE
NeFZxBSE27 V73258 HANZH LS
A UMEREIIN, ACLEZDACED U A k3
FRENFT, ZIBROT Vv a s &wE
1ITCXET,

«[Z7B—DIEIE (Fix Flows) ]: #4272
Frzy IRy AEERL, [Z70—0DE
IE (FixFlows) 1227V v 7 LEd, &R
L7c7r— (ACE) MEIESH, £hiZ
JEUC[—EBMnGZnary ra—5 70—

(Inconsistent Controller Flows) ]%1i23
IRINDOENEHINET,

[TRTHOIY RR— Kk (Export All) ]:
ACE EIIZACL L LTU R ST
o—@Dat’ =BG A, o4
VarEERLET, csv 77 A AR —
I NE e —RERET, &
HWET Ny TITERSLHET,
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g
op

HRE

F% B

[NDB L5+ 7 0 — (Non NDB Flows ) ] T ANAFHET D ACL O%t, ACL X, 7
T H IV FDTF AL AACLIZT S Z &, FH)
TEBMTa2Z &b TEET,

ZDT 44—V RiFNA =Y 7 TF, RS
NiF=5x27 V7358, HRNTH LS
A UINFEREN., ACLEZDACED Y A ki
FRENFET, ZIBROT IV va w3k
iITCxET,

« [Z7R—0DIEIE (Fix Flows) ]: &%/
Frzy IRy AEERL, [Z20—0DE
IE (FixFlows) 1227V v 7 LEd, &R
L7=7r— (ACE) BMEEZI, £hiZ
JGCC[—EMnLZWwWaY hOo—5 70—

(Inconsistent Controller Flows) ] %123
RENLDBNEFENET,

s [TRTOIY RKR— (ExportAll) ]:
ACE EHIZACL & LTV A bl
o—@at’—2RET A1, o7
varEERLET, csv 77 A NARR—
B =N F T e— RERET, =
I T Ny TSI L ET,

\}

((¥)  Nexus Dashboard Data Broker {Z L > TAEMK I N7 ACLIX, ndb 7'V 7 4 v 7 ATRENET,
NDB U7 a—iE, FNENDOa L R—FR 2 Mo TRENET,

WoOT 7 v ait, [BEMF vy (Consistency Check) 1 # 7702 HEITTE £,

c[aY rB—3 JO—0OHEEE (Check Controller Flows) ] — 7 /3 AZER L, [A Y b
A—3 Z7BR—0O#:E (Check Controller Flows) 1427 U >~ 2 L%, ACL & ACE &
B LA U AERICRRENET,

« FINA R 7O—OHESE (Check Device Flows) —7 /3 ZAZ@IRL T, [T/ANA R 70—
DR (Check Device Flows) 1% 27 U v 27 L9, ACL & ACE Z&TeH L3 ViV
cFrENnE7,

« [NDB LISr D 7 A —%%FKTR (Viewnon-NDB Flow) | — 7 /341 2 Z38#R L, [NDB LIS 7
A—%%~ (Viewnon-NDBFlow) 142V v 7 LE9, ACL & ACE Z# & TeHi LA
WANCF RS NE T,
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gwron— |

EHRon—

—

5

[##: 2 O — (Connections Flows) ] Z 7(ZiZ. ke HIZApk S 7z ACL 36 KUY ACE DFFM7S
FRINET,

FITITROFEMPF R SN ET,

®63:HEmIO—

eJES A

&t (Connection) B4 T,

ZDT 4=V RiINA =V 7 TF, HEk
D&4FTE 7 Vv 7T HANZH LnoSA
VINFTREN., B ORI REINET,
ZITEITTEDLT 7 a AN, #
ROBEEZSML T &,

28— (Flows) Biioo 7 m— (ACE) O (554 2T
AlRE)

DT 4= RINA "=V T TT, T
SNTFEZEZI V7T DHE ARZH LY
NA UPFRRIINET, B4 ISR T. ACL
EFNICEENDACENF RENET, 22
MHFATTEDT 7V a IRk ERBY T,

[TRTOIY RKR—k (Export All) ]:
ACE L3LiZACL E LT R FENTT
n—Dabt—xRET 52, ZoF7
TarvEBERLET, csv /7 AN —
I w AT = REanET,

[##t 7 0— (Connection Flows) 1 % 76, IRDOT 7 v a v &FITTEET,

s [#E#H 7 O—DFEE (Check ConnectionFlows) | : Bkt 2 #IR L, [EHE 7 O—OWHR] %27
Uo7 LET, FLOASS AIARICERENE T, BFiAICHO T, ACL EZICE E
NHACENERRINET, ZIWOIFITTELT 7 a Tk LBy T,

[FTRTHOITY RR— b (ExportAll) 1: ACE &3 ACLELTU A MERFEZTn—
DODabt—ZRETHICNE., 204 T a B BIRLET, csv 77 AT —0/1
v A — RENET,

INA R J7O—

[7/34 R 78— (Device Flows) |1 % 7121, 73 ZAHICAERK S 7z ACL 3 LUV ACE Dt
MNERSNET,
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B osson o xK— kg ok— b

ENIIROFE N T R I NET,

R64:TINA R 7A—

F% aiBA

Device FNA AL

ZDT 4= RiFNA =) 7T, [FN
A4 X (Device) 1D&4RIZZ Vv 7T 5HE, H
BNZHT LSS URRR S, T3 ADRE
HINFRENET, I TETTEDLT 7V 3
NZOWTIE, T3 ADEESRL TR

S,

Jn— FRA 2D 71— (ACE) 0¥ Bk L
TNA ADFTRTOR— MIETD 5 FEENE
W ET)

DT 4= RiFENAN=Y T TY, R
SINEFZFZEI ) v THE AANZH LW
N UPFRRSIVET, B4 ISRV T, ACL
EENICEEND ACERNFRENET, 22
MHFITTE LT 7V a3k ERD T

[TRTHOIHY RR— K~ (Export All) ]:
ACE EHIZACL & LTV A bl
o—@at’—2RET A1, o7
varEERLET, csv 77 A AR —
B = ANF T e — RENRET,

WRDOT 7> a Nk, [T/AM R THE— (Device Flows) ] ¥ 702 HFATTEET,

« TINA R 70 —DFEFE (Check Device Flows) : 734 AZERIRL T, [T/AA R 70—
DFEER (CheckDeviceFlows) 127 U > 7 LET, #H LA NIARICERESNET,
T A ZALITHGENT, ACL & ZUCEEND ACE BNFRRSNET, ZINHFETTED
T a ko EEY T,

c[TRTHOITYRAR— b+ (ExportAll) ]1: ACE 3EIZACL E LT R hENie7m—
DA —ZEETHICE. COF T arB@BRLET, cov 77 ANABR—HIL
A — RERET,

JSON = RR— kA UiR—F

[JSON T4 R7R— k/4 »iR— k (JSON Export/Import) 1 % 7 Ti&., T34 Ak % ISON
T7ANMERA T AR — b BLOA VAR — N TEET, 7 7 A2, TXTORRIE

. Cisco Nexus Dashboard Data Broker #m /74 F. ') 1J—X 3.10.3



| Cisco Nexus Dashboard Data Broker (D #& X
zozk—+

W (R—FF ¥RV zhR<) L& bIT, #RINTT A X UM ST A BT 516
WAEENTNET,

Z® [JSON TH RHR— /A »iR— bk (ISON Export/lmport) | % 72Xk DY 7 X 71 E %
WET,

[T RAR—FbF (Export) ]1:Nexus¥ v =ah— RTF—%TJa—harhta—7/)hb (B—
AN < ND) MHiET 7 AR—FTELRIICLET, FMIZOVTIE, =7 AR — b
ESBLTLIESN,

o [4 > R— bk (Import) ] : #%E % Nexus Dashboard Data Broker =2 > h B —7 |24 >R — k
TELLOICLET, SOV TEL, A A —FEZRL TN,

T RAR—Fk

[T R7R— b (Export) ] # 7 Ti. Nexus Dashboard Data Broker = > b 17— Sk %2 =
J AR—=FTEET,

WOFFEMOENFTRENET,

R65:THRR— bk

L IE £ EA
[1D] TNRAADY Y T NE
47 (Name) T8, 2D R,
[IP 7 FLX (IP Address) ] FNRYZADIP T FL A,
[%24 7 (Type) ] THRAADEA T T, WOAT L a b
D ET,
* [NX] : NX-API 7 /31 A |ZHzfE S 4172 NDB
FNA AL

« [PS] : EREA A v F (NX-0S) (ZHk
S/ NDB T34 A,

* [AC] : ACIT /3 A AIZHEGE S L7 NDB 7
INA A,

[RT—% X (Status) ] FL AD AT — 2 A,

WDOT 7 a i, JSONDIY RAR— /4 >R—k (IJSONExport/ Import) ]>[T 9 RHKR—
b (Export) 1 # 7Mbb FETTEET,

HEROIHIRKR—F : [FTU 3> (Actions) 1> [HERODI Y AR— b+ (Export
Configuration) 1%~ U > 7 LT, JSON iz n—H/)L v N7 AR—FLET,
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T AR— FHUTT A 2Dt 5 8 DI

Cisco Nexus Dashboard Data Broker D/ |

. [#E# (Connections) | F = v 7Ry 7 &

EATLET, [T RR— F]%?J/?Lifo

A R—

[/ >/ R—k (Import) ] % 7 134%kk % Nexus Dashboard Data Broker = > k2 — 7|24 > 7R— h

TEHEHITLET,
WOFEMOERNE RENET,

= 66: 4 R—

1k

B

[1D]

FTNRAADY) T IVE A

[T RR—bENt=FT/N1 X% (Exported
Device Name) ]

WERR DT 7 AR — R ILDT 734 A DA,

[IP 7 FL X (IP Address) ]

TNAZADIP T KL A,

[24 7 (Type) ]

FNRAAZADEA T T, WDA T a v id
=

o [NX] : NX-API 7 /3 A A IZHEE S 4172 NDB
TN A,

r]&

« [PS]: ERE AL v F (NX-08) (T8
SN72NDB 7 /31 A,

« [AC] : ACIT /A A|ZHEkE S L7 NDB 7
/\‘/]) Xo

[RT—% X (Status) ]

AL UIR— K T I arDAT—RA, T3
EL kD, R, EHRY, TR, kT
j—o

B8

RN A T — H 2 D7,

WDOT 7 a i, [OSON T4 RR— kA4 »R— bk (IJSON Export/Import) 1> [4 > R—

(Import) 1 ¥ 7B EITTEET,

s [BRDA >R— b (ImportConfiguration) ]: [7% 3> (Actions) |>[#EBODA > R—
b (Import Configuration) 1% 2 U v 27 L, B—3/L <3 25 JSON 7 7 A L 28R L
CT[7Zv7A—F (Upload) 127V >27L%Ed, KI7vZ7 7> R Kay7LTISONZ 7

ANET vy 7a—RT5H5ZLHTEET,

- [BRDER (Apply Configuration) 1: [7 %2 <3 > (Actions) |> [#ERO&ER (Apply
Configuration) 1 %27V v 7 LE¥, [T/\M4 XAD#RE (Edit Device) ] B AR RSV E
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7riqeznr—v |}

I, WA EAT DT A A0FEMAE A LE9, ERALTEREEHESE (Apply and
Check Compatibility) 122V >~ 27 L¥7, [E#HE< ~1) v o X (Compatibility Matrix) ]
BHENERSNET, MGFOT A MRS D56, AT — 2 AT BETRINE
9, [EE (Apply) 127V v 7 LET,

ZOT 7Y arDAT—=HAE, [4 R— bk (Import) 17 —7 /MR ESNET,

s[4 > R— FDHEIE (Deletelmport) 1: [742 3> (Actions) >[4 >R— FDHEIE (Delete
Import) 127U v 27 LT, A VAR—bhESNTHEREHIRLET,

TINA ADIN—

[T/84 AD/8—2 (PurgeDevice) 1% 71Zi, HIBR S/ NDB 7 /34 ZADFEMNF R S E
T, T3 A&HIE L7=35-A121E. Nexus Dashboard Data Broker =2 b 2 —Z /155 /34 AD
HINHIBR S AU, TN AERIIRFF S NVE T, —F . T3 A% 8—2 LA 121E, Nexus
Dashboard Data Broker =2 bk 2 —F W57 /34 ANHIBREND & L HIT, T34 AR S HIBR
SNET,

FANNIROFEMNE RSN E T,

R67: TINA ADIN—D

e BLL]

[/ —F ID (NodeID) ] Nexus Dashboard Data Broker = > k & — F [Z$%
BSNLTNDT /S, 2D/ — R 1D,

Device FONA A4

[IP7 FLX (IP Address) ] FNRAZADIPT FL A,

BYEIC L D7 ¢ v 2w (Filter by attributes) | N—%fH LT, BRENTNDLT A R T
=T DFECIESNTT =T N e 7 4 VAW LT, B, HE T BT o 2%
IR L F9,

[T/34 RD/X—2 (Purge Device) 1 # 7 Tlk, IROT 7 v a v EFEITTEET,

« [T/3 RAD/X—2 (Purge Device) | : ITORIHICH DT = v 7V Ry 7 A% A 1T
IR T NA ZAZTRIR L F 9, [T/NM AD/8— (Purge Device) 1227 U v 7 Liff

THIZRY, HEWT A AN T —Z _XR=Z bR E N E T,

RMA

Return Material Authorization (RMA) % 7121, HIFRE ., KPREHLDOT A 2D Y A S HR3FE
TRENET, ZOMEREIL., RMA T34 ZADOREZH LT AL R Z~w v B 7 LET,
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. [Tech Support]

FINIIROF N T R I NET,

% 68:RMA

e BL)]

[BEF D/ — F ID (Existing Node ID) ] (IR X H172) NDB T34 A0/ — K 1D,
[/ — k£ (Node Name) ] F XA A4,

[V 7ILES (Serial Number) ] TNAADTY TIVEE

[IP7 FL X (IP Address) ] FNRAADIP T KL A,

[RMA] % 7 BIROT 7 v a v FITTEET,

«[/—FID®OE&EH#: (ReplaceNodeID) |1: F=v /Ry 7 A% A2 LT/ — RID Z+i%
RLUET, [F2> 3> (Actions) 1>[/—F ID DE#H: (Replace Node ID) 1 %72 VU v 7
LEd, BRSINDODRY T T T U4 FUT, [ T7ILES (Serial Number) 1% A7)
L. [E#t (Replace) 1227 Vv 7 LET, BRLET AL AT HLO U T AESD
TARA AEE MR ONET,

\}

GE)  NX-APITF A 2DV T AERSEREGT 5L, HFES 25—
v ¥ —® showmodule =~ > RZHHT L0 (AT T
B akLET) | BV 2T — ¥ —3¥ AA v FDshowhardware
a<w REEHLET HADAAL v F N—Fo =7 IDHFRT
VUTNESERLET) |

[Tech Support]

[T =HI)L H7R— b (Tech Support) ] % 7121, Nexus Dashboard Data Broker = > k 17—
TEREINT=T 7 =h VYR — b ¥ a 7OFEMBERINET,

T =N P AR—= FOFEMZONWTIX, 77 =0 AR — FoE 217 3—Y) 2TEL
7ZEWN,

RIZITROFEMP R RSN ET,
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%= 69: [Tech Support]

[Tech Support] .

1k

Bl

Job ID

T =) YR— bk Y a THIER SN
a7 1D,

ZDT 4= RliFNANR=U 27 TT, U3
JIDEZ Vw7 LT, YVadOrtlaERL
9, a— A= N T A NEE T a—
R4 2121%, [72 3> (Actions) >[4
vBa—F (Download) 127V v 7 LET,

[#~>Ba—FLTHIK (Download and
Delete) 147> avid, vVa 7 oifMadr—
T <Ay a— KL, Nexus
Dashboard Data Broker = > h m—Z 2 GHIBR L
F9,

237 447 (Job Type)

TaTORELA T, RO T arBHy
\i—g—o
o FER

« YR

Status

TI=HNYR—K TaTDRT—H A,
EHFRER AT — X A TRD LB TF,

« k% (Success) : ¥z ZIXEFICHET L
L7,

o ¥ (Partial) : ¥ a 7O Lk
L7, 2& 23, BHOT /A XA %R
L7286, BIRL7ZT /34 2D 1 DT
ERRAE LT AREER DD 5,

o LB (Failure) : ¥ a TIIRI LERA
TL7,

« #17H (Inprogress) : ¥ a3 7 IXHEHELT
G

o VB4 (Created) : a3 7133 ITOYE

N TETCHETN, BEF2—IZA-
TWET,

« {521k (Stop) : Ya ZIIERENELE
N, FBTITRFAIINTHERA,
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B 7r=rrvf—trorus-

WDT 7 va it [TY=hHI HR— b (Tech Support) | ¥ 7 b EITTEET,

«[3aTJd kY H— (Triggerdob) 1: ZHNEHEML T, 77=IN YR —-1rTYa7%& LV
H—LFET, oV TiE, 77=INVHR—=1rD ) HT— 2163—V) 2HRLT
<TZEW,

[PaTDEMYH— (Re-triggerJob) 1: ROF = v 7Ry 7 AEERL, [TV 3V
(Actions) 1>[¥a DB MY H— (Re-triggerJob) [#27 Vv 7 LYV a7 %HFH Y
=L ET, [#EITH (InProgress) ] KO [1ER# A (Created) 1 DY = 71X MU T —
TEE¥A, BrNIF—SNEYa TR T2E, 7=V PR—+ns 7711

IO 7 7 A0y MIESHZ ONET,

[P3TDELE (StopJob) 1: F=v /Ry 7 A&ERIRL, [7Y 3> (Actions) ]>
[aTDELE (StopJob) 1227V w7 LT, FATH0Ya 7aEIELES, BHIETED
D%, [H#1TH (InProgress) | 3 L [{ER# 4 (Created) | ¥ a 7 DA TT,

[ a3 TDHIER (DeleteJob) 1: F=v /7Ry 7 A%EERL, [FY 3> (Actions) ]>

[ 3 JOBIK (Deletedob) 142 VU v 7 LTV a7 %KL ET, [#17H (InProgress) |
DY a3 TIFHIRTE £ A,

\)

GE) BECXREOY g Tk, —EICHIBMELL/FE RN V=52 0N TEET,

TOZANLYR—rD R H—

COFEIHST, TNV Y R—sTaTE ) H—LFET,

48 HHIIZ

1 2L EDF 7314 2 Nexus Dashboard Data Broker [Z#55i STV . AUX F— R
o TND I L EMRLET,

TNA AT 64MB UL EOZEEXFENDH D Z LR LT ZI, RELTWD & EEILR
L. NoEnough Space =7 — N F RS ET,

ATY T[S TN a—TF 4 >4 (Troubleshooting) 1>[T%9 =HhHJL HR—k (Tech Support) 1IZBEIL £,
ATwFT2 [7U 3> (Actions) 1>[23 D k'JH— (TriggerJob) 127V v 7 LET,
ATFY T3 [TUZZHILHHR—bD Y H— (Trigger Tech Support) 1 %A 70 7R v 7 2T, ROFEMEANT LE

T

RWO:TIO=ALYR—+D Y H—

J4—ILF

B

[ H—E&E (Trigger Settings) ]
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Fo=nnvf—rosz |

J4—ILF & EA

TR T 5 BT B BB D BT A A,
[T/34 AD#ER (Select Device) 1 %27 Vw7 L, T34 A%
BIRLFET,

BE2147 [EAKR (Basic) 1 £721EL [HE (Advanced) ] #8RL £,
INHOEFT T 3D show avr KR Y ARSI THNET,

ATy 74 B (Add) 1%27 U v 7 LT, show a<> FOMNZIELET,

GE) 7 7 4V b TlE, [Tech Support] 7 4 /L% Dz, Tconfiguration] 7 4/L% . [configuration
startup] 7 ANVF BRO—Re 7 O7 VW ERF Ty un— REnEd, 2k, 77=
A PR— b F—=LFTXTOFRZIEL, KO RERGTZ21TO ZENTEET,

T ZhIL Y R—FOHEE

NX-APL 7 /34 ZHERED T 7 =)0 iR — ME, KA v FpOMENCT — 2 Z2INEET 50T
7220 1D ERIFEBDO AL v F 2 biFHe ~EINETEET, BET LT XTor )
FTTICHMATE, Fvrn—RTE57D, T2y ZTRHTRIL D £,

ALy FNOT 7 =N Y R— b T—=F 2 WETDHEITIE, RO 2HODOE— FTHFETTEE
ﬁ‘o

« JoRKE—F (Basicmode) : [REIL7=—HD show I~ RREGENLTNET,
« J3EE— F (Advanced mode) : X VD IEEV—D show 2~ FNEFEINLTWET,
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B -o-rrok—roms
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AAA

.14,

BE

11l

Z OE T, Cisco Nexus Dashboard Data Broker @ 7' 2 7 7 A )L & o —HF— |2 DWW TEE L < A
Li‘j_‘o

Y Y —23.10.1 5. Cisco Nexus Data Broker (NDB) D4 HijlX. Cisco Nexus Dashboard Data
BrokerlZZAH SIE Lz, 72720, GUIBLUA VR b—/b 7 4 /L Zfik L 3t S 57280,
—HONDB DA AL AN D R = A 2 MR I LTV E T, NDB/Nexus Data Broker/
Nexus Dashboard Data Broker &\ 9 5oiflE, fHAICREEATHEZe D & L THWOLN TV ET,

c AAA (219 X—Y)

Ny Ty (223 =)

s Cluster (227 ~=X—72)

cTuzy AN (227 2—)

« AT A4 A (229 X—Y)

« VAT MR (233 X—)

o —PEH (233 X—)

[AAA] # 71Z1%. Nexus Dashboard Data Broker Tl [ FIBE7Z2 AAA H— S —DFHMlNF RS
9, AAA P —R—OFERIC OV TIE, AAA T ——OHE (223 5—) #ZRLTE
é l/ \O

ROFEME R T RPFITRSNET,

5|4 s BA
Server Address AAA — "D IP T RL A,
[ZB k3L (Protocol) ] P—N—TETFINTNDLT 1 hajl, KO
FTarnbv E7,
* TACACS
* RADIUS+
* LDAP
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Cisco Nexus Dashboard Data Broker D/ |

WDOT 7 v a i, [AAA] X T b FEITTEET,

s [H—/\—DiBM (AddServer) ] : ZhzfiH LT, HILWLAAAY——ZBIML £7,
FEMMZ2 FINEIZOWTIE, AAA — =B (220 2—) B L T 7ZE,

[—/\—DHIBR (Delete Server) ]: {TOEHIIH LT = v 7Ry 7 A& A AL T, Hl

brd 2V — "—%RIN L, [T 3> (Actions) 1> [AAA H—/A\—DHEIER (Delete AAA
Server) 1 %7 Vw7 LET, BRLEV—A"—0HIBRENET, Fov IRy 7 A%i#®
REFICHIRT 7> a v zi@Ese, =7 —RNRRINET, = —Z8IRT 5L DK

HOENET,

AAA H—/3—DB N

ZDOFIEICHE ST, AAA —"—ZBINL £,

ATw 71 [EE (Administration) ]>[AAA] IZBEIL £,

AT T2 [7HYav] kuy 7 E oy A=a—05 [AAA Y —/A—DEM (Add AAA Server) | &R L £,
ATv 73 [AAAH—/N—DEM (Add AAAServer) 1 4 A 7Ry 7 AT, ROFEMEANLET,

&= 71: AAAY — /13— DB

J4—ILFK

Bl

[£#% (General) ]

Jakal

AAA H—R_R—D 71 kL EEIR L £,
* RADIUS
* LDAP
* TACACS

KA T a CEET D T 0 — L RIZHoW T, L
TCHIAL £,

70 k3L : Radius

[Hf—/3\— 7 KL X (Server Address) ]

P—N—DIPT7 FLREL RAAL L4

[>—2 Lw b (Secret) ]

AAA P — =Tk SN —27 Ly K,

7O bk3aJL: LDAP

[Hf—/3\— 7 K LR (Server Address) ]

P—N—DIPT RLAL RAAL L4

[R— bk (Port) ]

AAA —R_R—D@EER— I,
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ana 5—si—aem i

J4—ILF

Bl

[2—%— RDN (User RDN) ]

LDAP H—/N—"TOEIEZHH S 2 x4
(RDN) # AN LET,

LDAP #—N—TEE I N/ —VF—FEE T, B
AAA TLDAP 24T 556, IROFEE (LDAP T
EFR) EBELTILEIN, 2—H—
lcn=admin,ou=People,dc=ndb,dc=local | DE, =L —
#— RDN (% [ou=People,dc=ndb ,dc= 2 —H /L] T
. NDB7ZSLDAP THERL STz, B2/ A 351
E, 22— =R enfEDOHEZIBET ZHLERH Y F
. ZOHE. 22—V —41% Tadmin) (2720 7,

[B—ILiEM (Role Attribute) ]

2—H—@D LDAPFEFEEMETH D —VEME AT
Li‘g—o

—/ VgL, DN @ LDAP NOEE D EMIZT 5

ZLEMTEET,

7L Z2iF, snE e —H /L LDAP H— R—TEHRIN

Fo—VEtl LT, L7z -> T, NDBOEHE

2—Y—D%E, snBEOEE LT
lmetwork-admin| ZFF>Z &N Tx F9,

NDB 78 2 — /L@ & = —4— RDN B8 L OV Hl . —
Y —%fEH L CLDAP % —/X—|THii 9 5 & . LDAP
13E8EEE U CanfE ( network-admin| ) Z#IK L F
hd‘o
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J4—ILF

Bl

[B—=L 24T T vE>Y (Role Type Mapping) ]

FIFIN NREXENT LD, RE L E2Y
Vo7 LET, B=ILIVEVTDEDOY A MRk
IRENET, TIHIMEEMZ LSS, BEFET
VTSN TOWDHEITIRD LBV IZe ) £,

« X NU— 7 EHE  network-admin

« Xy hU—2 F~XL—4% : network-operator

« 77 r—3 3 a—H%— : application-user

¢« A7 A Aza—— : dice-user
T4 bEEZ LT, LDAP TER I NI-E%
Boa— VO AR~y T EEIELET,
[B—IL <y E>Y (RoleMapping) 151D Ka v~
Ao JARMhbr—LERRL, [A—IL 24T

< v EYY (Role Type Mapping) ]%1iZ LDAP T
BINTEEATILET,

H—)L AT =y BT DITE S LITBINT I
1%, [fTOEM (AddRow) 127V v 7 LET,

[24 L7 k (Timeout) ]

LDAP H—/ =DK% £ TORKE LR Z A
HLET,

Z’A kaJL : TACACS+

[H—/N 7 F LR (Server Address) ]

TACACS+ #—"—D P 7 R L X,

[—2 Lw bk (Secret) ]

TACACS+ r—R_R—THk Iz —27 L v b,

[2—%—4% (Username) ]

Sa AT el S S RV LT LR S

ISR J—F (Password)

P—N—=lZa 7 A T HTDDI/IRAT — R,

[Hr—/A—DHEFE (Check Server) ]

[V—/\—DHER (CheckServer) 1227 U v 7 LT,
= N=ZT 7 BEATELNE I D, BLUOGRIE
AEMPENNE O D E MR L ET,

G¥) ndb 22 Fr—F D2 —VP—EHN TACACS £72I1T AAA Z N L TEITENTWABHA. ndb =
V=T OEBRENRAT - REERTLHZ EIIRBEAD LET A,

ATy T4 [AAAY—/A—DEM (Add AAAServers) 1227 U w7 LT, —"—%BIMLET,
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amav—i—onz [

RDBERY

AAA Y— "= 7 1 k2L L LT RADIUS #3341 L7851, RADIUS O —% —8GE% 5%
ETHMENRHY F7,

1 —H—FRFAD RADIUS H—/\—DE&E
RADIUS H—/3—TO 2 —H—38FEL, Cisco Attribute-Value (av-pair) FZRUZHERL L TV 5 4%
R D 9, RADIUS $—/3N—T, =—H—® Cisco av-pair JBHEEZ R D L HIZHE L ET,

shell:roles="Network-Admin Slice-Admin"

AAA H—/\— D E

INY DT Ty

AAA L ST, BF 20T 4 TTITAT VAN, 2—HF—=p0 GERE) . =—F =M%
FITTE DL GRY) . BRI —WF—=NMEFT LI (TAvT 00 7) ZHRIT52
L DSAHEIC 72 W £97, Cisco Nexus Dashboard Data Broker |& Remote Authentication Dial-In User
Service (RADIUS) ¥ 7z Terminal Access Controller Access Control System Plus (TACACS+) %
LT, AAA —~—Li@E LET,

AAAY— =T, VE— FBREERAZ YR — M LET, F2—WF—%FFET D720, Cisco
Nexus Dashboard Data Broker [$2 7' A 7 L7 v v )L L @HEAE (AV) X7 O E2FEH L E
To AVARTE, 22— P —FHO gL LT, 22— —IZFA SN EFEE Y TET, -
FEIZARIIT B &, CiscoAVT L, U Y —R T 7 & A D72 HIZ Cisco Nexus Dashboard Data
Broker IZIR SV E T,

O s/, —
TET
[/Nv 9 7w 7185 (Backup/ Restore) | % 71X 2 2OH 7 X THRH Y £,

[RFDa—)Ent=/Nv 9 T v 7 (Scheduled Backups) ] : Nexus Dashboard Data Broker
A ha—=F TONRY I T v T DAY a— VORI ONTIL, Ny 7T v T DAy
Va—b 223 R=Y) 2ZRLTIES N,

«[/\v 4 7w 7 (Backup) ] : Nexus Dashboard Data Broker = > h 27— T2 Liz/ N 7
Ty T ORI OWTIE, RNy 2T v (226 %—V) SR LTLIIEEN,

INYDTYYTDART O a1—)L

[/Sv 979 TDR7 T 1—)L (Schedule of Backups) ] % 7'IZi%. Nexus Dashboard Data Broker
AL IR =T DAY a—VENTNY I T v TOFEMPERINET,

A ZFL LIZIROENFTRSNET,
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. Ny YTy ITDRT S a— LR

RI2:\99TF7vT

LIES BLL]
FtR B (Start Date) Ny 7Ty FOBEH,
FAtAEEZ] (Start Time) Ny 7T T OBIRRRES],
#TH (End Date) Ny 7T v TOT H,
/N3 —> (Pattern) Ny DT T R =2y WDOF TV a b
D ET,
5 H
« I
A
F4E% (Occurrences) BR U 7285 — NS < RS

[Ny O T vT (Backup) | #7 b, ROT 7 va k2R TTEET,

e INY YT TDAR T 1—)L (Schedule Backup) : ZHZHEHA LT, RNo 7 v 7T %A
TVa—VLET, NI T v T OAT Y a— B (2243—2) BT EEN,

s A—AHNIZ/Ny U T v T (BackupLocally) : & EXn—/L <~y 7T v 7 &
£75

- [B—AILIZHEIT (Restore Locally) 1 — FRxSiv5 [B—AILIZEIT (Restore Locally) ]
T4 RUT, B= AN TP 7 7 ANVERIRL TR EE T L ET,

Nexus Dashboard Data Broker D FHEENZICT v 7' v — RENTZ/Ny 7 T v 7% HIZ, Nexus
Dashboard Data Broker C7 /3 X DRk Z BT 25615, [fB (Restore) ] F = v 7
Ry 7 A&EIRLET, ROBEDPTFHERINLET,

o ' — N LERE

o IR— FERE

« UDF

« Connections

[T (Restore) | F=v 7Ry 7 A%, NDB U U—R38LUENSHX 7 — K L7t
FRIZ DA TE £,

NI TTDORY S 21— )LIERL
COFIEICHEST, Xl T v T Arya— L LET,

Nexus Dashboard Data Broker DR D/X— 5 N7 v 77 L— KT ARNT, TR0 77 v
BERRTHZ L EBEIOLET,
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NG Ty TDRT D 2a—IAER .

ATy 71 [EE (Administration) ]>[/\v %9 7 v J/{E5 (Administration) JIZBE L £,
RTw T2 [TUa> (Actions) | ey T HE T YR NNL, NI T TORT D 21— )LERK (ScheduleBackup) ]

2R L £,

ATY T3 [Ny T7vTDARYT P 12— )L (Schedule Backup) 1544 7 /Ry 7 AT, WOFEMEANLET,

3% 73: Schedule Backup

J4—ILF

ul
]

[R4<a2—)L (Schedule) ]

Fte B

Ny 7T w7 ORMH,

[FAsaEEZI (Start Time) ]

Ny 7T v T ORMRELE AT L ET,

By L

RONTNDDOF TS a3 o EBERLFET,

«[®BAB (Daily) 1: Xy 77 v 7 ETERITD
ET,

o [BE (Weekly) 1: /3y 77 » 7#EIL, A,
IR LR ICEITSNET,

«[BH (Monthly) 1: v 7 7 v 7EET, &
A, BIRLU7-BICBth S E T,

GE) BINL7ZHDOKRHETIINY 7T v
T EFTT DI, [RKRE (Last
Day) | F=v /Ry A% I2
LT,

[#&7T (End) ]

Ny 7T 77t ZOEIRZET 5ROV
DAV a rEERLET,
«[#TH%ZL (NoEndDate) ]: Nv 277 v 7%
T LKL £
-[#TH (EndDate) 1: v 77 v FIFEES
NI THE TRk LE9,

« [F& (Occurrences) | — [FE&£%L (Number of
Occurrences) | 7 4 —/v K CER L 728
WTARY I T T HEFIATLET,

[B#h1t (Enable) ]

[A%1t (Enable) 1 F=v /Ry 7 A X7 7 +/L b
TN TWET, ATV a— o Ty
IT T EHINCT DT, Fov IRy 7 AkA
YOFEFIZLET,
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. N7y

ATv T4 [R5 a—)L (Schedule) 1227V v 7 LET,

INVDT D
[/Sv 9 7w (Backups) 1 % 7\2iI N\ 7 7 v FERNFRENE T,

ZZIERINDERIZ. NI T v TDAT Y 2a— B A L TAERSNIZA TV 2 —
NZEASNTNET, ROFMETRTEIERSNET,

1k AtEA

m B Ny 7Ty T O,

[V5R% Ny 9 Ty T XRT—5 X (Cluster |Nexus Dashboard Data Broker = > k22— ¢~
Backup Status) ] TAE Ny I T 9T AT =B A, ROFT
arndbnEd,

o K3
« R
HoL:L Ny 7T T O,
[Tt k') 57— (Restore Triggers) ] WINY I T TN RN =izt & DX
A DAL T,

[Ny o TFwF (Backups) 1 ¥ 70 BIXRDT 7 v a v 2FITCEET,

« [NDB H—/8\—~D/\v 9 7w 7 (BackuptoNDB Server) ]: NDB#— X—T{E I N7
RPN N 7T TPMERENE T, ZOF T v a rEBRTDHE, Ny T T v T OFEM
NNy 97T (Backups) 1% 7IcEREINET,

[Ny T v TDET (Restore Backup) |: R L7-/3v 27 7 » 723, Nexus Dashboard
DataBroker = > s B — 7 CHILINE T, EILITITHITHRHTONY 7T v 7T HERTH 2
LEBEIOLET, WAy I Ty TERIBIRT DL RIED FARRVOEED DT
T—NRAET DR H D £ T,

N

CE) RNy 7 v 7 %1EL L7=%IZIE, Nexus Dashboard Data Broker =
Yhe—Z%FEHL TIEEN,

[Ny Ty TDHIE (Delete Backup) 1: ITOXRIAICH DT = v 7Ry 7 A% AL
T, HIBRT 2077 w7 &ERL, [F2 3> (Actions) 1> [Ny 9 7 v TOHIB
(Delete Backup(s)) 1%7 U v 7 L%,
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Cluster .

Cluster

[ 5 R4 (Cluster) ] # 7'1Zi%. Nexus Dashboard Data Broker = > k17— CfEFHA[BE/R 7 7
A DT FRRENE T, Nexus Dashboard Data Broker {%, 7 7 A X HNICHK K5 >D=a v b

R—=F &R LT VT A TIT VT 4T E— RTOEAAMs F ALY v 7Y R—FLE
ﬂqo

ROFEME R T RN TR S NET,

F% B2l

arverkOo—35

247

ahar—JDIPT KL A,

FRENDZF T aE, [F54<V)
(Primary) |1 £721Z [#A >78— (Member) ]
T,

\}

B N7 v7BIOT vy 7u— L ELLEEIEDITE, 7 T7AXAOTXITOY—
N=ZAZ L LT HEENTHIMLERDY £, ZOM, BEAMERLZ2NTZI, Vo
TPAT w7 a— RERNRTZET LIb, T— X DREGIZORMND RSN D720, 7T AHX
WNOALD /) — R BIF B R L2V T 72 S0y,

\}

6=

Ny T v TRNT v 7Ta—RENich, JIT7AZDTRTDA VAL L Ay vy LTV
L. Nl T w77 v 7lua— REN5—"—ZEIEET H2HLERH Y 7,

JAaJr7A )L

[FB 774U (Profiles) |1 % 7IZi%. Nexus Dashboard Data Broker = > b 17— Z Cffi I Al fig
Ta Ty ANVOFEMBRRRENET, T T A NVELHT S L NexusDashboardDataBroker

o b —ZZBEMT ONTEEEOT A AR TEET, BT A R E T T 7 A
W T £,

7T 7 ANMERIL., TRTORA L NRN— 2, v FIZHEAENET,
WOFME RTRBERINET,

514 5 BA
Ja774I)L% (Profile Name) a7 7 A ILVDLH,
a1—H4% a7y A NVEER LT —F—4,

Cisco Nexus Dashboard Data Broker ¥/ 4 K. ') 1J—X 3.10.3 .



. o7 7 A ILDEm

Cisco Nexus Dashboard Data Broker D/ |

UBPEIC LD 7 4 2408 (Filter by attributes) | S—ZfEHL T, RSN TWNDH T A LZD
FECESWTCT =T R T A VAL ET, BME EE T BLXO T VX EABRIRL E

‘/Jﬂo

[FBZ 74 (Profile) | # 76, ROT 7 a2 FITTC&ET,

[FO 774 IILDEM (AddProfile) J: ZHEFEHALT, HrLL v 77 A LZBMLE
T, TOXRAT DFEMIZONTIE, 7R 7 7 A VOBIMESK LTI ES0,

[FB T 74 IILDHIBR (Delete Profile) 1: {TORIHICHHTF = v 7Ry 7 A%F 2L T
WFEeTu T A NVEEIRL, [TRTZ7A4IILOHEIE (DeleteProfile) 1227V v 7 LE,
BRLIE T w7 7 AVDBHIBRESNET, T2y /Ry 7 A2@RETITHIRT 7 v a %
BEE, T —DRERRINET, T T A NNERIRT L L DITROLNET,

N

GE) fHFPOTe 77 A VTHIBRTE EHEA,

JO774I)LDENM

ZOFMEIZHST, LT B 77 AL EZBIMLET,

ATy 71 [EE (Administration) ]>[FB 2774 JL (Profile) 1(\ZBEL £,
AT9FT2 [7Har (Actions) | ey XUy A=a—nb [FAT74IL0EM (AddProfile) | 23&R L £

‘@40

ATv T3 [FAT7AILDEM (AddProfile) 1 ¥ A7 a2 Ky 7 AKOFHMEANTTLET,

R74:70774)LDEN

J4—ILF

9

a7 74I)L% (Profile Name)

Ta Ty ANKEANTILET,

Username FTNRARZa T A T BHEOO—F =4 % AL
S
INAT)—FK Z— P =Lz L TR YT — REASDLET,

IRAT — KL 8~ 256 LFEDEIT, KIFL/NXL
FTraEk, Yt 1HOHETE, Db
BOFEEFT LN DO L T2 ETe BN H Y 37,

RTwT4 [TAT7AIILOEM (AddProfile) 1227V 7 LTHLWWT a7 7 A VEERLET,
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Javr1rome |

JOJ74ILDWmE

a7y ANERET AT, ROFIEICHENE T,

\}

GE) a7y ANERETDIE, ZOT0T7 A NEHALTNDET NS AREERINLET,

IR B I
12U Eo7a 7y A VEEKRLET,

ATy 71 [EE (Administration) ]>[FB 2774 JL (Profile) 1(\ZBEL £,
ATFw T2 FRENEET, FAT7AILDEEEZ2 ) v 7 LET,

F LA, AR R ENET,

ATwT3 [FU3ay (Actions) 1227 Uy L, [FRAI7AIILDOIHEE (EditProfile) ] ##INL £7,

ATy 74 [FOT774ILDHwE (EditProfile) | ¥4 7 v 7 KRy 7 R, BEOT v 7 7 A MERNFRINET,
IN6D7 44—V RELBEIZS U TEELET,

R75: 70774 ILDIRE

J4—ILFK SR BA

JO774 L% (Profile Name) T Ty ANENERSNET, BRI TEEY
;UO

Username FTNRAL AT A T HIEEODa— =45 AL
F9,

INRTT— K a—P—ZIZK L TR T —RE AN LET,
INAT— R 8~256 LTFDREXT, KIFE/NX
FrEk, Db 1 HOHTE, Dbl
HOTEE TN O X T2 ELLERH Y 5,

ATvT5 [R#E (Save) 27V vy LT r 77 A NVERELET,

ATA4AR
[RZ4 X (Slices) ] # 7IZI%. Nexus Dashboard Data Broker TEFH T& 5 A T A R DFEMNE
RENET,
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ATARAEMERTHE, X2y NU—T7 2ZHD

Cisco Nexus Dashboard Data Broker D/ |

Wi

FELR Y U =22 TE £, FEIC oW

TIE, ATARZDONT 232—2) Z2ZRLTESN,

BDOF Y NI =7 R—=F 4 a VEFRRTDHITIE, ~vZ—D[RATFA4R (Slices) | R¥ %
FEHLTATA A2 02 E7, #FI1# D Nexus Dashboard Data Broker £ /L KO—#5 & LT,
1 ODATA ABERFRRIZ/R > TEY, TIAHILE AT A RERHIIET, RO,
Nexus Dashboard Data Broker = b @ —7—DF 7 /L b A7 4 A TOHRETTEET,

«HLWTF A 20BN
o TNA AD T 1 — N UAERLDOFFE

ca—HYDOTu 7 A ILVDOER

o L OEEA T B O — L DT A —F DA

c FEDHDIRNT A A L7 n—DEIE

ROFEME R TRPFTRENET,

5%

A

A4 R

AT A ADLH,

ZDT 4=V RIFINANR=Y I TT, R
ARDAHIZEZ V7358 HANZH LW
NAUNERRINET, TINHFIETTED
BMOT 7 ar:

s AT A ADFE

R— b DERK

BEATA AD—ERTHDLT A A (Fi21X
B DRI DT NA R) DFR— R,

[FIFATT g% 7R— ~ (Available Port(s)) ]

HIEATA ZAD—E TRV, AT A A
BIMTEDT A A (FRITEEORR LT
INAA) DR— b,

[RSA R (Slices) 1 ¥ 7 Tld, kDT 7 v a v &#FATTEET,
[R5 A4 ZADEM (AddSlice) 1: ZDT 7 ¥ a O HONWTIX, AT A ADBENES

LTS ZE 0,

« [RS 4 ZDHIER (Delete Slice) ]: HIFrRT 22T A4 AZ@EIRL, [F2 23> (Actions) ]
>[R5 A4 ZADHEIBR (Delete Slice(s)) 127V v 7 LET, F=v /Ry 7 AEERETIT
HIBRT 7 2a v @R 5L, =7 —RNR R3S, AT7A AZBRT L L IITROLNE

j—o
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254 zniem [

XS54 AMNIEN
COFIEIHES T, AT A&EBMLET,
Y

GE)  TAARIEBDATAAD—IZT LI ENTEET, A— ME, FEORRTISDDR T
A AD—HFUZ LRIV E R Ao

1R BRI

FNRAZADOR— FNEFLWVAT A ZGENTAENZ. T TIZTF 74V N AT ZADO—HTHD
TNRAADTXTOR— MEREEREZ VT LET,

ATy 71 [EE (Administration) ]>[RX 54 X (Slices) [\ZBEL 7,
AT9FT2 [7Uar (Actions) | Kuy X7 A=a—n5 [RS 4 ADEM (Add Slice) ] 28R L 9,
AT9T3 [RSA4ADEM (AddSlice) 1 ¥4 T s Ry 7 AT, WROFEMEATLET,

£ 76: R4 ADEM

T4—ILF Bl

[£f% (General) ]

[R5 4 X% (Slice Name) ] ATA ADLFTEANTILET,

[R— k (Port) ] [R— - D:EIR (SelectPorts) 122 YV v 7 L, [{R—

b DFER (SelectPorts) 1V 1> RUTT /A R L

MBI R — N EBIR L ET,

G¥) FRA ZDTRTOR— FRFEIC AT A
ARICHDZ EEHRLTIEZ N,

ATy T4 [RS5A4ADEM (AddSlice) 1227V 7 LT, AT7AA&E{ERLET,
GE) HLWAT A ANBMEND E, T7HNVFDAT A ALFHAWRY HEHE— N2 FET, 7
I T 4 T IR — MERCCHEHR N T 7 4V hD AT A AHFET HBEE . THIUIMEAARAICAR D
F9,
ATARZEBMENTZTAAANRRATA AT RENET, 2L z21E. TXAADIBRATA
ASLITIEBNME ., T/ ABMESTFE— R (FRIEEEREE IR MERIREE) b s, T2
A AL SLICERENRL RV, TTFINVIFDATA AT RENET,
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B x5 x0mx

254 ADRE

ATA AERET DI, ZOFNEIHENE T,

1R BRI
AT A ANBR— FEHIBRT DRI, R—FDOR— MERZHIFRL T 7ZE0,

ATy 1 [EE (Administration) ]>[RX 54 X (Slices) JIZBEN L £7,
ATV T2 RSARDEHIEZ YV v 7 LET, ARICH LD ¢ > RUBBEHE ET,
ATV T3 [FU 23> (Actions) 1>[RT4 RADIwE (EditSlice) 127V > 7 LET,

[R5 4 RDMEE (EditSlice) ] 7 1 v RURFRINET,
RTv T8 [RS5A4 ADHwE (EditSlice) 17V 1 > KU THEREFEEZITWVET, ROFHERNSZRINET,

R 77: X541 ADHEE

J4—ILFK SR BA

[£#% (General) ]

[ RS54 X4 (Slice Name) ] ATGAADLHL, TDOT 4 — )V RIFEETEEE
Ao
[R— bk (Port) ] ATGAAD—EFThH LR — FBR—HFREINET,

WMEIZIE U THIBRABINTE £77,

ATy 75 [RE (Sawe) 127V v 7 LET,

ATARIZDINT

ATGAREMHATDHE, Xy N7 2Z2HOmBRy NV —JIZHBITEET, ZOHEEIC
L0, EEOOVE ST Ry MU= ZER L, ENENICER R — LT 7R LAL
ZEDUTHZENTEET, KinPixy hU—21%, @M, AT V—T 72137 7Y
= alHETHZENTEET, Ui EEox >y NU—2I1%, Cisco Nexus
Dashboard Data Broker 7 7'V 7 —3> g V&2 L CEHTE 7,

AT A AT, WOFEEITESOTER SN E T,

Xy NI THRA A ATA RN TEDLT A A, Ry NT—27 TNA RFAT
A AMTEATEET,

XY NI FRAZAAL LB =T 2 A A AFGA AN TEBLTFT A AL L F—T =
ARy TV RT—=T FNRAAAL L H =T 2 A RFIATA A THRAETEET,
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I |

AT A4 AX, Fv bU— 7 EHE o —/)L & FFO Cisco Nexus Dashboard Data Broker == — " — 73
ER T A HERH Y £9°, 1ERktk. A7 A AT Slice Administrator 2 — /L% Ff-D o —4F — 3%
HTExET,

~ — "i
R T LIEER
[ R T LIEH,R (System Information) ] # 7'1Z1%, Nexus Dashboard Data Broker = > b 2 —7 33

& OYNexus Dashboard Data Broker = b 2 —F 7R A MIBT 5T X TOEFRBPFRINE T,
ZOEHRIZ, KO2OORHLOTIZHY £7°,

+ [NDB 1&# (NDB Information) ]: A > A h—/V ¥ A4 7 BEOE/NL KEE, LHiOE /L
RESREDERNGENET,

o [V R T LIEH (System Information) ] : Nexus Dashboard Data Broker = > k27— A k
DEE AT, MEAEY  FHELAAETY, BERAEYREOFRENEENET,

— s
A—YEHE
[1—H—&HE (User Management) | % 7\Zid, IROF T X TRH Y £,
« [2—%— (Users) ] : Nexus Dashboard Data Broker == > h B —F — D= —H—_ FEHIIZD
WL, 2—PFE2SHRL TSN,
«[B—JL (Roles) 1: =2—HF—nEHD ¥ THLNTWDHE—)L, FEHICONTIE, 7—L
(Roles) Z#ZML T 7ZE0N,
«[JIL—7 (Groups) ] : R—FBEID L THENTNDT A A T )—T, FEHIZONT
X, T —T7EZRL T ES0,

Wi

k=4

a—#
[ —4— (Users) ] # 7Zi%. Nexus Dashboard Data Broker = > k 7 —F D= —F — D g A
FRSNET,

ROFEME R T RN TR S NET,
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. aA—H—miEm

F% B

aA—H— a—F—pnsA 4,
DT 44—V NFNANR=Y I TF, 21—
Y—% 707 3T5E HLWLAA DA
WCERENET, ROBEMT V7 a N2 2
THEITTEET,

o« 2P DIAT— ROEH

o L —WF—DEEIDOET

« A—H—DHIKk

GE) F T4 NOEHE L —F—L L
T s A LTV EE, [1—
H—DHIE (Delete User) 18 X
[A—JLMOZEE (ChangeRole) ]
F7 v a IR TEEE A
TACACS ZffiHHL Tr /14 LT
WAHEA, ISRT—FDER

(Change Password) 147> =3 >
AT A,

A= Z—HF—DERFICEID Y ToNa—H—
Du—)l,

[2—H— (Users) 1 X 7D bIROT 7 v a w23 f7TEE7,

s [A—Y—DEM (AddUser) 1: ZhzaHFEHALT, HrLn=a—F—ZBMLET, 20X
AT DFFCONTIEL, 22—V —DBEMEZRL T EE0,

s [2—F—DHIBR (Delete User) 1: fTOEIHICH LT = v /Ry 7 &A1 LT, Hibk
FThHa—P—E@IR L, [2—F—DHIB (DeleteUser) 127V v 7 LEd, BRLEZ
=P —DHIRENET, Tz v /Ry 7 AZRREPICHIBRT 7 v a v a2RRE, =
TRERINET, 2P —ZBIRTH LI ICRDLNET,

ZOFIEIZHEST, HFILO—FE2BMLET,

1R BHEIIC
HL N —PIZEY Y THZ RN TELn— L2 ERRLET,

ATy 71 [EE (Administration) ]>[1—H & (User Management) 1> [1—% (User) JIZBEIL £,
AT T2 [FU 3> (Actions) | Kay 7 Xy A=a—nb [A—H0EM (AddUser) | 2R L £,
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a—H—miEmn .

ATY T3 [A—H—DEM (AddUser) | XA 7 a /Ry 7 AT, IROFEMEANTILET,

= 78: 1—HDEM

J4—ILFK #EA
[2—44% (Username) ] a—PLE AN LET,
INATT— K 2—YPDONRRAT—REASLET,

INAT— KL 8~ 256 LFDEXT, KXFL/IX
FhRER, DL 1 o0 TE, Pl Eb 1
DO TUND LT ELLENH Y £,

INR T — FDHER AT —=Rzf AL THERLET,
[1— 424 TD:EIR (Choose User Type) ] ROWTNDOAT > 2 2 BRLET,

- [@&1—Y (RegularUser) ]: 25 A ZD720)
NDB=» hu—Zicns A CT&ET (F 7+
IWEDATA )

[R5 4 R 1—4 (SliceUser) ]: FFEDAT A
ANZDIRT 7 ATEET,

[RT 4 A ZEIN (Select Slice) ] Ry 7Z o JARNLT NA AEBRRLET,

FOWAICOHEH S ET, TATEET,

[A—/LDETE (SetRole) ] [E—IL®D:ER (Select Role) 1 Z&INL £9°, £
ST 44— R, a—FE A FRBEI—F DL Sb [A—ILDEIR (SelectRols) 1 %44 7w o
BleoBEH s ET Ry /2T, 2a—HFITHY U THE—ADF = v

Ny AeF AT LET, B /L OFEBA AR
RENET, [EIR (Select) 1227V v 7 LTr—/L
EEYYTES, FEO2—V— |2 kOn—1%
B Y CTHZENTEET,
FHARE R — L AT a IkD LB Y T,
o Xy hU— 7 EHE (Network Admin) : 9%
TOT TV r—a oxtd D/ B
RAEFRHE L £ 9,
« X hU—27 F~_XL—% (Network Operator)

TRTOT 7Y r—=3 a3 AATHAH D FHHER
iRt L E T,

ATy 74 [2—HDEM (AddUser) 1227V v 7 LT, HriLn=a—FZBMLET,
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B =——orizx7-roz=E

GE) Z=FEAER LI T, NAV— FREETEETH, 2—FICH G ToRcr—/WIER
TEEHA,

A—H—DINAIJ)—KOLEH
=P —DNRAT — REEFETHI2iE. ROTFIEIHENET,

IR& BHIIZ
1 NP ED 2 —— 2Bk L E T,

ATy 71 [EE (Administration) ]>[1—H—EH (User Management) ]>[1—H— (Users) 1 IZBEIL £7,
RT9T2 A—H—04HiZ 7V v 7 LET, ARAISH LY 0> RUREHE ET,
ATwF3 [7U a2 (Action) 1>[/SRT—FKNDZEE (Change Password) 1 %7 UV v 27 LET,

[/SRT— FMZERE (Change Password) 17 ¢ > RUuRnFERENET,

ATY T4 [1SRAT—KDZEE (ChangePassword) 17 4 > R CHLEREFZITWVET, ROFEMIERSEREINE
7

R79:1\RT—FKDOEE

T4—ILF A
[£#% (General) ]
[2—%—% (User Name) ] =YL, ZOT 44—/ REILEETXEHA,
ERED/SRT— K (Current Password) ] 2P —DBIEDRA T — RE AN LET,
GE) ZOT7 44—V i, BEHEL—F—IZD
HERSNET,
INRT—F (Password) L2 —KEANLET,
[RRD— FDfERE (Verify) ] HE, HILWLWSRY—RE2AHLET,

RTw T8 INRAT—FK%ZEHE (Change Password) 1 %7V v 7 LET,

A—H—DREDEE
AP0 — AR EET S0, KOFIREHEM L ET,
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o—i (Roles) |

1R BHHIIZ
1 AL ED 2 —Y— 2B L £,

ATy 71 [EE (Administration) ]>[1—H—%&# (User Management) ]>[1—#— (Users) ] (ZEI L £,
ATV T2 A—H =047V v 7 LET, ARISHLWY ¢ > RN E £,
ATv T3 [7U 3> (Action) ]>[E—ILDZEE (ChangeRole) 127V v 7 LE7,

[B—JLDZERE (ChangeRole) 17 4 v RUNKRINET,
ATy 74 [A—JLOEE (ChangeRole) ] 7V ¢ v KU THERELTEITWET, ROGFHERPFRINET,

80 REIDEE

Ta4—IL K L]

[£% (General) ]

[1—4—% (User Name) ] 2—PH, TOT 44— FREETE EEA,

1—H— 44 TOEIR [@%31—4— (Regular User) 1 £72IL[RTA4 R
a—#— (Slice User) JOWWE &R L £,

[RZ 4 R%&REIR (Select Slice) ] Ry 7H oy VDA RNLA T v a U ERIRLE
T

ZOFTva st a—P— F A TOERN[RT
A4 R 2—H— (Slice User) | DHFAITDOHFREN
£7,

[A—/LD:&ER (Select Role) ] [A—JL®D>ER (SelectRole) 1227V v 745 &,
[OB—ILDEIR (SelectRole) 17 1> FUMNFERE
NET, FVFRZ U EERLTr— L E2RR L,
[ER (Select) 127V v 7 LET,

IOFTva it a—%— XA TORRN [EE
D 1—H— (RegularUser) | Th 2L EICDOHIFR
EhET,

ATv S5 [IR7F (Save) 127 U v 27 LET,

A—)L (Roles)

[B—JL (Roles) ] # 721X, Nexus Dashboard Data Broker =2 > k & — 7 T [ §E/2 17— /1D
FHMAFRRINET, TTAN OB —TRD LB TT,

* Network-Admin
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B = Roles)

* network-operator

ENIIROFE N T R I NET,

Cisco Nexus Dashboard Data Broker D/ |

F%

B

a—Ju

o — )L D4 i,
FRBNIANA =Y 7 TF, O—ILDOLTHI
Vw73 DE HANTH LA kR
RENFET, ZIMLETTEIENT 73
NI D EBY TY,

o T — )LD T IL—TFDE|N YT

LRILDETE

HENZE Y B THENTE LUV T, RO LA
VDRI ATRE T,

« 77V EMHE (App-Administrator) 9N
TOTF =% Tr—— )Y —=ZA~DT )V
T AMEN DD T,
App-Administrator (21X, NXAPI F 7235
Bl 7 /31 A % Nexus Dashboard Data
Broker |Z:BINT 5 Z LIxTExERHA, [
P& (Administration) ] % 773
App-Administrator = — /L ® Nexus
Dashboard Data Broker Cffi ] TX 221 728
<7,

77 2—%— (App-User) : BHD U
V=X TN—FIZED B THN TV D
e VZA L7 b, BROFEROHERA
oo —H—z ko TER S =Y
V—A%AERR, Mate. L E 72 ITHIBR
TOHT VR AERHY T, 77V 2—
#—1%. Bdge-SPAN, % » 7 BEEfT N
AR, BEOAREFER— MDA EFRRTE
£,

77 2—H—|L, Nexus ¥ v ¥ = R—
RF—=Z Tu—h—0rRay =
T, [AFROHERRZ R OB D —H—Z k>
TR ENTZY V=R 2R RTEET,
7272 L. Edge-SPAN £72(35D7 7Y 21—
Pl Lo THER S Nz Bsf 2+ %
ZLIFTEERA

o« 77 Y A~ L—% (App-Operator) : @t
B EHEEICT 78 A TEET,
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A—JL?iEfn .

F% B

[ )L—7 (Group) ] 2 — /L ZEID S ToN T —T,

[A—JL (Roles) 1 # 76, IRDT 7 araFTTEET,

«[B—J/LDiEM (AddRole) 1: ZHZEHEHLT, HriLvve—LZBMNMLET, ZOXRT
DFAZHONTIE, m—/LDBIMEZRL T IEE N,

« [B—ILDHIBR (Delete Role) ]: 1TOXRFAICHHT = v IV ARy 7 A% A N L THIBRT 5
n—/LEERL, [FYP 3> (Actions) | A ==—5 [B—/LDHEIER (DeleteRole) 1%
7V LET, Ty IRy 7 ZAEBRETICHIRT 7 v a 2S5 L =7 —NER
SINET, r— L EZRRT DL ITRDOENET,

Y

GE) Fo4LF ve—3lRcEERA,

0—)LMEN
UUTOFMECHEN, B— % BI L, 08— % 7 A — 7 BEA T £,

IR HEIIC
o —/LICB#ERT TS 1 DB b S —T R L £,

ATv 71 [E# (Administration) ]1>[1—H—&# (User Management) ]>[E—JL (Roles) ] IZBE L £,
AT T2 [FU3 3> (Actions) | ka7 X oy A=a—n5 [A—/LOEM (AddRole) ] Z@&IR L ET,
AT 73 [A—)LDENM (AddRole) 1 XA TR TRy 7 AT, ROFEMEANTILET,

= 81:0—)LMEM

J4—ILE Bz
[B—/L% (Role Name) ] n— w2 AT LET,
LRILDER Ry 77X RN LV EEIRL 7,

ATy 74 BN (Add) 127V vy7 L Cr—LzBMLET,

A—ILADTIL—TDEYHT

COFEEFEHAL T, I—TE2o—/WIEV Y TES, ZhICkD, m—FEY Y THh
T2 N—TDR—=NDRIT 7 EATEET,
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. T—7

1R BHEIIZ
1o T —7%BMLET,

ATy 71 [EE (Administration) ]>[1—H—&H# (User Management) ]>[H—JL (Roles) J1ZBEHL £,
RATY T2 FRENZT TN TA—ILOLHE 7 U v 7 LET,
LA UERIcR RS E T,
AT9 73 [7Har (Actions) [>[FIL—TDENY BT (AssignGroup) 1227V v 7 LET,
ROFEME AT LET,

R82: T IL—TDEIYHT

Z4—ILFK i BA

O—JL4 (Role Name) a—L4, ZDT7 44—/ RIIRETEER A,

[LAILDER (Select Level) ] T—LDL~Yb, ZDT 4 —)b NIIRETE 8
/L/O

[JIL—TDERFE (Set Groups) ] [FIL—TD:EIR (Select Group) 1227V w7 L,
FREND [T IL—TD:#EIR (Select Group) 17 «
VRUTITN—TEBIN L £7,

ATy 74 [EYHT (Assign) 1227V v 7 LET,

» O

JgIL—72
[FIL—T (Group) 1% 71CiE, HF— h ZA—FOHMNFRESNET, 741 hD I L —
TIERD EEY T,

« allPorts

TN—T12, 1 DDOT N, AL EEDOT NA RNZETLZBER— DT NV—TI1TFT B &M
TEET,
WOFEME R TRBERSNET,

F% B

[ )L—7 (Group) ] 7 N—7 DRI,

FRENINANRN—=Y 7T, &Hixk 7V v
IFHE, TA—TOEMBPERREINET,

[(R— & (Ports) ] TN—FIZEND B THENTZR— oK,
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JI—ToEm .

[FIL—T (Group) 1 # 7, ROT 7 v a2 FTTEET,

c[JIL—TDEM (AddGroup) 1: ZHEFEHAL T, HFriLnIA—T7%EBMLET,

il

T

IZOWTIE, Z—7DEMEZHR LT 7ZE0,

« [JIL—TDHIBR (Delete Group) ]: TOEIHICH DT = v 7Ry 7 RA& A4 12 L THIBR
THIN—TERIRL, [7P2¥ar (Action) ] A==a2—n5 [FIL—TDEIE (Delete
Group) 1 %27 Vv 7 LET, T Zhy 7 AZERETICHIRT 7 v a v xS L
ITT—REREINET, FINA—TEERTBLIITKDENTET,

\}

GE) FxAF TA—T TR TExERA,

SIL—T0EM

B LT N—T %R 21203, ROFIREZFATLET,

2—PF—DR— " ~DT VB AZEZETH-ODO I NV—TWMMERENET, Z—FlIue—1
WED LM THENET, 2—P—Frn— L icBEEMfTF S E T,

ATy 71 [EHE (Administration) ]>[1—%—%&# (User Management) ]>[4)L—7 (Groups) ] ICBEIL £,
AT T2 [7U 3y (Actions) | Koy 7 Xy A=a—n5 [FIL—TDEM (Add Group) ] #EIR L £,
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