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Dashboard [LAN
L AN Device Management
Connectivity ]
HTTPS 443 TCP POAP 443  Nexus
POAP Dashboard HTTPS
HTTPS
SCP-POAP
IP
Nexus Dashboard  SCP-POAP
IP
NDFC [LAN
L AN Device Management
Connectivity ]
HTTPS 443 TCP Nexus Dashboard VMware vCenter
vCenter OpenStack VMM
Kubernetes Kubernetes
OpenStack
Discovery

Cisco Nexus Dashboard
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In/out

ICMP

ICMP

ICMP

3379
3380
8989
9090
9969
9979
9989
15223

30002
30006

30009
30010

30012
30014-30015
30018-30019
30025
30027

TCP

30016
30017

TCP
UDP

30019

UDP

30500
30600

TCP
UDP

Kafka

30001

TCP

APIC/

KMS

9989

TCP

ACI

NFSv3

111

TCP
UDP

NFS

NFSv3

608

UDP

NFS
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LAN

In/out

NFSv3

2049

TCP

NFS

NX-API

8443

TCP

NX-0S 9.x
Cisco MDS 9000

SCP

22

TCP

SCP
Nexus Dashboard
Nexus Dashboard SCP

SCP
SCP POAP

POAP

Nexus Dashboard ~ SCP-POAP

IP
NDFC [LAN
L AN Device Management
Connectivity ]

SCP

22

TCP

Nexus Dashboard POAP-SCP
IP
ND

Nexus Dashboard  SCP-POAP

IP
NDFC [LAN
L AN Device Management
Connectivity ]

Cisco Nexus Dashboard
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Nexus Dashboard

B
In/out
SMTP 25 TCP SMTP [ Admin  >]
[ Server Settings 1>
Genegral |
SNMP 161 TCP Nexus Dashboard
ubP SNMP
SNMP 2162 ubP Nexus Dashboard
SNMP SNMP-Trap/Syslog
IP
Nexus Dashboard ~ SNMP-Trap-Syslog
IP
NDFC [LAN
LAN Device
Management Connectivity ]
SSH 22 TCP ul APIC
SSH 1022 TCP
UDP
SW 5695 TCP
30000
57500
30570 NX- OS
Nexus
Dashboard 57500
4.2.x

. Cisco Nexus Dashboard




| Nexus Dashboard

SAN B
In/out
TFTP 69 TCP POAP
POAP
Nexus Dashboard (Nexus
Dashboard
) POAP
Nexus Dashboard
POAP  TFTP
HTTP/HTTPS
Nexus Dashboard ~ SCP-POAP
IP
Nexus Dashboard [LAN
LAN Device
Management Connectivity ]
VXLAN 4789 UDP
SAN
« SAN
. IP BGP 2 3
3
3 BGP
BGP 3

Cisco Nexus Dashboard
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SAN

Nexus Dashboard

BGP 3

IP IP
Nexus Dashboard IP 54

Nexus Dashboard TLS mTLS
SAN
5:SAN
DNS 53 TCP DNS
UDP

GRPC 33000 TCP Nexus Dashboard IP

GRPC SAN
(

) SAN Telemetry

HTTP 80 TCP /

HTTPS 443 TCP ul (
) /
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SAN B
HTTPS 443 TCP Nexus Dashboard VMware vCenter
vCenter OpensStack VMM

Kubernetes Kubernetes
OpenStack
Discovery
ICMP ICMP ICMP CIMC

30012 TCP

30021 ubP

30500

30600
KMS 9880 TCP ACI
LDAP 389 TCP LDAP

636
NTP 123 UDP NTP
NX-API 8443 TCP NX-0S 9.x

Cisco MDS 9000

RADIUS 1812 TCP Radius
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SCP

22

TCP

SCP
Nexus Dashboard
Nexus Dashboard SCP

SCP
SCP POAP

POAP

Nexus Dashboard  SCP-POAP

IP

NDFC [LAN
L AN Device Management

Connectivity ]

SCP

22

TCP

Nexus Dashboard POAP-SCP
IP
ND

Nexus Dashboard  SCP-POAP

IP

NDFC [LAN
L AN Device Management

Connectivity ]
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SAN B
SMTP 25 TCP SMTP [ Admin >]
[ Server Settings ]>[
General |
SNMP 161 TCP Nexus Dashboard
ubP SNMP
SNMP 2162 uDP Nexus Dashboard
SNMP SNMP-Trap/Syslog
IP
Nexus Dashboard ~ SNMP-Trap-Syslog
IP
NDFC [LAN
LAN Device
M anagement Connectivity ]
SSH 22 TCP CcLI CIMC

Cisco Nexus Dashboard

4.2.X .




B s

Nexus Dashboard |

Syslog 514 uDP Nexus Dashboard ~ Syslog
syslog SNMP-Trap/Syslog
IP
Nexus Dashboard ~ SNMP-Trap-Syslog
IP
Nexus Dashboard
[LAN LAN Device
Management Connectivity ]
TACACS 49 TCP TACACS
SAN
6:SAN
DNS 53 TCP DNS
UDP

. Cisco Nexus Dashboard
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SAN B
GRPC 33000 TCP Nexus Dashboard IP
GRPC SAN
(
) SAN Telemetry

HTTPS 443 TCP APIC NX-0S
HTTPS 443 TCP Nexus Dashboard VMware vCenter

vCenter OpenStack VMM
Kubernetes Kubernetes
OpenStack
Discovery
ICMP ICMP ICMP
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30010

30012
30014-30015
30018-30019
30025
30027

TCP

30016
30017

TCP
UDP

30019

UDP

30500
30600

TCP
UDP

KMS

9880

TCP

ACI

NFSv3
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SAN B

NFSv3 608 UDP NFS
NFSv3 2049 TCP NFS
NX-API 8443 TCP NX-OS 9.x

Cisco MDS 9000

SCP 22 TCP SCP
Nexus Dashboard
Nexus Dashboard SCP

SCP
SCP POAP

POAP

Nexus Dashboard ~ SCP-POAP

IP

NDFC [LAN
L AN Device Management

Connectivity ]

Cisco Nexus Dashboard 4.2.x .
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Nexus Dashboard

SCP 22 TCP Nexus Dashboard POAP-SCP
IP
ND
Nexus Dashboard ~ SCP-POAP
IP
NDFC [LAN
L AN Device Management
Connectivity ]
SMTP 25 TCP SMTP [ Admin >]
[ Server Settings 1>]
General ]
SNMP 161 TCP Nexus Dashboard
ubP SNMP
SNMP 2162 ubDP Nexus Dashboard
SNMP SNMP-Trap/Syslog
IP
Nexus Dashboard ~ SNMP-Trap-Syslog
IP
NDFC [LAN
LAN Device
Management Connectivity ]
SSH 22 TCP APIC

. Cisco Nexus Dashboard
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SAN B
SSH 1022 TCP
UDP
Syslog 514 UDP Nexus Dashboard  Syslog
syslog SNMP-Trap/Syslog
IP
Nexus Dashboard ~ SNMP-Trap-Syslog
IP
Nexus Dashboard
[LAN LAN Device
Management Connectivity ]
VXLAN 4789 UDP

Nexus Dashboard SAN

Cisco Nexus Dashboard
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B s

7: SAN Nexus Dashboard
LAN
SAN
GRPC 33000 TCP Nexus Dashboard IP
GRPC SAN
(
) SAN Telemetry
HTTPS 443 TCP Nexus Dashboard VMware vCenter
vCenter OpenStack VMM
Kubernetes Kubernetes
OpenStack
Discovery
SCP 22 TCP SCP
Nexus Dashboard
Nexus Dashboard SCP
SCP
SCP POAP
POAP
Nexus Dashboard SCP-POAP
IP
NDFC [LAN
L AN Device Management
Connectivity ]
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SAN B
LAN
SAN
SCP 22 TCP Nexus Dashboard POAP-SCP
IP
ND

Nexus Dashboard  SCP-POAP

IP
NDFC [LAN
LAN Device Management
Connectivity ]

SMTP 25 TCP SMTP [ Admin >]
[ Server Settings ]>[
General ]
SNMP 161 TCP Nexus Dashboard
ubP SNMP
SNMP 2162 ubP Nexus Dashboard
SNMP SNMP-Trap/Syslog
IP

Nexus Dashboard ~ SNMP-Trap-Syslog

IP

NDFC [LAN
LAN Device

M anagement Connectivity |

Cisco Nexus Dashboard 4.2.X .
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. Nexus Dashboard IP
LAN
SAN
SSH 22 TCP SSH
Syslog 514 UDP Nexus Dashboard ~ Syslog

syslog SNMP-Trap/Syslog
IP

Nexus Dashboard ~ SNMP-Trap-Syslog

IP
Nexus Dashboard
[LAN LAN Device
M anagement Connectivity ]

Nexus Dashboard

IP

Nexus Dashboard

Nexus Dashboard

Admin > System Settings > General

View all
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Nexus Dashboard IP .
4.x IP
IP Nexus Dashboard 4.x
Nexus Dashboard 4.x
IP
. IP
41.1 Nexus Dashboard IP
Nexus
IPFM 1 IP
3
* LAN
LAN [ Administration ]>[
System Settings ] >[ Fabric management ]>]
Advanced settings ] > [ Administration ]>[LAN LAN
Device Management Connectivity |
41.1 LAN [
Management ] 411 [ Data ]
Nexus Dashboard 3.2.x 4.x
LAN
. 3 IP
Nexus Dashboard 41.1 X IP 3
Nexus Dashboard 3 BGP
Nexus Dashboard 4.x IP
Nexus Dashboard IP
LAN
. X 1 1
IP 3 3 IP
* SNMP syslog LAN
1 IP LAN
1 IP
. POAP/ PnP LAN
1 IP LAN
1 IP
. EPL EPL
1 IP EPL Nexus
4
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Nexus Dashboard |

. Nexus Dashboard IP
. IPFM IP X LAN
IP
LAN
1 1 IP 3
3 IP
SAN
* SNMP syslog 1 IP
o 1 IP
. SAN Insights receiver-x 1
1 IP 3 3 IP
IPv4 Nexus Dashboard 1
IPv4 IPv6 Nexus Dashboard
1 IPv6 Nexus Dashboard
IP IPv4 1 IPv6
IP
Nexus Dashboard
IP
LAN
Nexus Dashboard Nexus Dashboard 4.x
Nexus Dashboard 4.x LAN
Nexus Dashboard
Nexus Dashboard
Nexus Dashboard Nexus
Dashboard Ul/ API AAA DNS
NTP  Intersight Nexus Dashboard
3.2.X Nexus Dashboard 4.x

» Nexus Dashboard

. 2
Nexus Dashboard
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. 3BGP:

Nexus Dashboard IP

Nexus Dashboard
Nexus Dashboard

IP Nexus Dashboard

LAN

cisco-nir-collectorpersistentl-service

Telemetry collector-1

cisco-nir-collectorpersistent2-service

Telemetry collector-2

cisco-nir-collectorpersistent3-service

Telemetry collector-3

cisco-ndfc-dcnm-poap-data-http-ssh

cisco-ndfc-dcnm-poap-mgmt-http-ssh

cisco-ndfc-dcnm-syslog-trap-data

SNMP syslog

cisco-ndfc-dcnm-syslog-trap-mgmt

SNMP syslog

cisco-ndfc-pmn-telemetry-mgmt-worker-0

IPFM telemetry collector-1

cisco-ndfc-pmn-telemetry-mgmt-worker-1

IPFM telemetry collector-2

cisco-ndfc-pmn-telemetry-mgmt-worker-2

IPFM telemetry collector-3

cisco-ndfc-dcnm-san-insight-receiver-1

SAN Insights receiver-1

cisco-ndfc-dcnm-san-insight-receiver-2

SAN Insights receiver-2

cisco-ndfc-dcnm-san-insight-receiver-3

SAN Insights receiver-3
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IP
. 1
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. 3
5 IP
N
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2 3 IPv4
IPv6 10 IP
5 IPv4 5 IPv6 IP
IP
* LAN Data EPL
IP EPL
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* Syslog/ SNMP
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. EPL EPL
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1 1 IP 3
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Nexus Dashboard IP .
8: P 4.x
ND LAN IP IP 1P
1 Data ! EPL
3
2 | IPFM 1
1
3 Data ! N/A
5
2 | IPFM
3
' ND
Nexus Dashboard 3.2.x 4.x Nexus Dashboard 4.x
IP Nexus Dashboard 3.2.x
Nexus Dashboard 4.1
Nexus Dashboard 3.2.x LAN Nexus Dashboard 4.x
» Nexus Dashboard 3.2.x NDFC
e Data NexusDashboard3.2.x LAN
* Nexus Dashboard 4.x 1
3 IP
» Nexus Dashboard 4.x 3
5 IP
» Management  Nexus Dashboard 3.2.x  LAN
* Nexus Dashboard 4.x 1
2 3 IP IPFM
/PTP IP
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* Nexus Dashboard 4.x 3
2 5
IPFM/PTP 3
3 IP
4.x
» Nexus Dashboard 3.2.x NDI
» Nexus Dashboard 4.x 1
4 IP
3 IP
» Nexus Dashboard 4.x 3
NX-0S 2
8 IP
IP 5
* Nexus Dashboard 3.2.x NDO
IP Nexus Dashboard 4.x
Nexus Dashboard 4.x 3
5 IP
» Nexus Dashboard 3.2.x NDO NDI
Nexus Dashboard 4.x
8 IP
IP 5
» Nexus Dashboard 3.2.x NDFC NDI
ND Nexus Dashboard 4.x
2
» Management  Nexus Dashboard 3.2.x  LAN
NDI 8
2 IP
IP 2
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NDI 8 IP
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Nexus Dashboard IP .
9 P 32x 4.x
ND 3.2.x ND LAN ND 3.2.X IP ND 4.x IP
NDFC 1 2 3
IPEFM/PTP
1
2 2 IPFM
IPEM/PTP
1 1
1
NDFC 3 2 5
IPEM/PTP
3
2 2
IPFM/PTP IPFM
3 3
3
NDFC + NDI 3 10 5
2 2
8 IPFM
3
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RTT
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Domain Name System DNS 5
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3TB
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. 10PS
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. Nexus Dashboard

» Nexus Dashboard

. 4KB

. BBU SuperCap

Nexus Dashboard

* Cisco ACI Cisco Nexus Dashboard Insights
* Cisco Nexus Dashboard Nexus
APIC NDFC Nexus

2

. 3 Nexus Dashboard

. Nexus Dashboard

3
Nexus Dashboard 3
Nexus
* Cisco ACI Nexus Dashboard Orchestrator

APIC
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* 77
Nexus
11:
Parameters
ND-Prod-CLO1
Nexus Dashboard LAN
LAN/SAN
DNS 8.8.8.8
DNS cisco.com
NTP 1.1.1.1
NTP 123456789
NTP ID |100
NTP MDS
Proxy Server 192.168.50.1
10.0.0.1
Proxy-user

Cisco Nexus Dashboard 4.2.x .



Parameters

P@ssword!123

172.17.0.1/16 (default)?!

100.80.0.0/16 (default)?

2001:db8:abcd:0012::0/64

2001:db8:efgh:0012::0/64
IPV6

2 These are the default values and we do not recommend that you change them. If you want to change
the values, see the appropriate chapter in the "Deploying the Cluster" part.
S

12:

Parameters

10.196.220.84/24
CIMC s admin

Ciscol234

2 10.196.220.85/24
CIMC s admin

Ciscol234!

3 10.196.220.86/24
CIMC s admin

Ciscol234!

Welcome2Cisco!

GUI

. Cisco Nexus Dashboard 42.x



Parameters
P 192.168.11.172/24
192.168.11.1
192.168.8.172/24
IP
192.168.8.1
101
VLAN
VLAN
VLAN
BGP 63331
ASN
BGP 1.1.1.1
IPv6
ID IPV4
BGP 200.11.11.2
BGP IP
BGP 55555
BGP ASN
2 P 192.168.9.173/24
2 192.168.9.1
2 192.168.6.173/24
IP
2 192.168.6.1

Cisco Nexus Dashboard
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Parameters
2 101
VLAN

BGP 63331
ASN

BGP 2.2.2.2

IPv6
2
ID IPv4

BGP 200.12.12.2
BGP IP

L2/BGP L2

BGP 55555
BGP ASN
3 P 192.168.9.174/24
3 192.168.9.1
3 192.168.6.174/24

IP

3 192.168.6.1

3 101

VLAN

BGP 63331
ASN

BGP 3.3.3.3

IPv6
ID IPv4
4.2.X




Parameters
BGP 200.13.13.2
3
BGP IP
BGP 55555
3
BGP ASN
1P
Nexus Dashboard IP 54

Cisco Nexus Dashboard
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. Nexus Dashboard 83
. 86
. Nexus Dashboard 131

Nexus Dashboard

Nexus
. 13
. Cisco Nexus Dashboard
Cisco Nexus Dashboard
. Cisco Nexus Dashboard

Cisco Nexus Dashboard

* SE-NODE-G2  UCS-C220-M5 3 ID SE-CL-L3

* ND-NODE-L4  UCS-C225-M6 3 ID
ND-CLUSTER-L4

* ND-NODE-G5S (UCS-C225-M8) 3 ID  ND-CLUSTERGSS

* ND-NODE-G5S (UCS-C225-M8) 3 ID  ND-CLUSTERGSL

Cisco Nexus Dashboard 4.2.x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html

Nexus Dashboard

A

Cisco Nexus Dashboard

Cisco Nexus Dashboard

« Cisco Integrated Management Controller CIMC

CIMC Cisco Nexus Dashboard

. CIMC IP

Cisco Integrated Management Controller IP 85

« Serial over LAN SOL CIMC

Cisco Integrated Management Controller Serial over LAN 86

SoL

Waiting for firstboot prompt on NodeX

« Cisco Nexus Dashboard

421
411

1 321

2. Nexus Dashboard 3.2.2 233
421

. Cisco Nexus Dashboard 42.x


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html

Cisco Integrated Management Controller IP .

Cisco Nexus Dashboard
GUI

Cisco Integrated Management Controller IP

2 F8
a) NIC

b) 1Pv4IP
DHCP

c) NIC
d)

4 F10

Cisco Integrated Management Controller CIMC IP

Fn

CiscolIMC

IPv6 IP
DHCP IP

L None ]

DNS
F1
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https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html

. Cisco Integrated Management Controller Serial over LAN

Cisco Integrated Management Controller Serial over LAN

Serial over LAN  SoL
connect host SoL
Integrated Management Controller CIMC SoL

Cisco Integrated Management Controller  Serial over LAN

1 CIMCIP SSH
2

Server# scope sol

Server /sol # set enabled yes
Server /sol *# set baud-rate 115200
Server /sol *# commit

Server /sol *#

Server /sol # show

C220-WZP23150D4C# scope sol
C220-WzP23150D4C /sol # show

Enabled Baud Rate(bps) Com Port SOL SSH Port

yes 115200 comO 2400
3 com0 SoL com
CIMC CLI connect host

Nexus Dashboard

ND-NODE-G5S  UCS-C225-M8

ND-NODE-G5L  UCS-C225-M8

. Cisco Nexus Dashboard 42.x
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ND-NODE-GSL  UCS-C225-M8 B

ND-NODE-G5L UCS-C225-M8
ND-NODE-G5L  UCS-C225-M8

ND-NODE-G5L UCS C225 M8 Nexus Dashboard
Nexus Dashboard ND-NODE-G5L  UCS C225 M8
UCS C225 M8 Nexus Dashboard ND-NODE-G5L
Nexus Dashboard ND-NODE-G5L
RMA
Nexus Dashboard ND-NODE-G5L ~ UCS C225 M8
Nexus Dashboard D-NODE-G5L UCS
C225 M8 Cisco UCS C225 M8 Server |nstallation and Service Guide
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* ND-M8-MLB ND M8 MLB
* ND-C225-M8S UCS C225 M8 CPU SFFHDD/SSD
U

* CIMC-LATEST-D C IMC SW

* CON-LINCO-UCSC5M8S CX LEVEL 1 8X7XNCDOS UCS C225 M8 Rack w/o CPU mem
DRV 1UW

* ND-RAIL-D C220 C240M7/M8

* ND-CPU-A9655P AMD 9655P 2.6GHz 400W 96C/384MB DDR5 6000MT/s

* ND-M2-1240GB-D 240GB M.2 SATA Intel SSD

* ND-M2-HWRAID-D ND Cisco M.2 RAID

* ND-TPM2-002D-D ND TPM 2.0 FIPS 140-2 MSW2022 AMD M8

* ND-RIS1A-225M8 ND C225 M8 1U Riser 1A PCle Gen4 x16 HH

* ND-HD24TB10KJ4-D ND 2.4TB 12G SAS 10K RPM SFF HDD 4Kn

* ND-SD960GBM3XEPD ND 960GB 2.5 Enter Perf 6G SATA Micron G2 SSD (3X)
* ND-SD32TKA3XEP-D 3.2TB 2.5 Enter Perf 24G SAS Kioxia PM7 SSD (3X)

* ND-M-V5Q50GV2-D Cisco VIC 15427 4x 10/25/50G mLOM C

* ND-FBRS2-C225M8 (€225 M8 Riser2 HH

* ND-FBRS-C220-D C220M7 HH 3
*C 1200W AC
* UCS 1050W -48V DC
* APIC 1050W -48Vv DC

* ND-MRX64G2RE5 64GB DDR5-6400 RDIMM 2Rx4 16Gb

* ND-RAID-M 1L 16: ND 24G M1RAID 4GB FBWC 16Drv
* ND-P-ID10GC-D Cisco - Intel X710T2LG 2x10 GbE RJ45 PCle NIC

* ND-HSLP-C225M8 ND C225 M8

* ND-BBLKD-M8 UCSC M6 & M8 SFF
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* ND-DDR5-BLK ND DDR5 DIMM
* ND-PSU-BLK-D M7/M8

* ND-HPBKT-225M8 (C225 M8

* CBL- SAS-C225M8 (C225M8 SAS
* NO-POWER-CORD
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