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a) [Nexus Dashboard] # 7 > — R X—ICB#E) L £7,
https://software.cisco.com/download/home/286327743/type/286328258/

b) [REFD)I)—RX (LatestReleases) | UANT, #—5 v b5V U —REZERLET,
¢) EBEZA I LT v TS — R Y —rE Xy u—RKLET,

DCNM 11.5(4) BEAZ 1 7 TOFTITL—FY—=LDIT7AIE
ISO/OVA DCNM_To NDFC_4.1.1 Upgrade Tool OVA ISO.zip
Linux F 721X Windows DCNM To NDFC 4.1.1 Upgrade Tool LIN WIN.zip
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ISO/OVA 7 —Hh A 7 &ML T AHEIEL. ROFIE~ZAX v 7 LET,

a)

b)

d)

Python3 34 Y A =L SN TWAHZ L AR LET,

$ python3 --version
Python 3.9.6

Ay oma—RNLeT —0A 7 &R LET,

# unzip DCNM To NDFC_4.1.1 Upgrade_Tool LIN WIN.zip
Archive: DCNM To NDFC 4.1.1 Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip.signature
inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM
inflating: cisco_x509 verify release.py3

Fh e WEEL £7,

ZIP T — A THICIET v 7L — R Y — L B T A ARHVET, Ty 7L — R Y — L%
SET AT, ko a<wy REFRLET,

# ./cisco_x509_verify release.py3 -e ACI_4070389ff0d61fc7fbb8cdfdec0£f38£30482c22e.PEM -i
DCNM To_ NDFC_Upgrade Tool LIN WIN.zip -s DCNM To NDFC Upgrade_ Tool_ LIN WIN.zip.signature -v dgst
-sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam?.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM To NDFC Upgrade Tool LIN WIN.zip using

ACI 4070389ff0d6l1fc7fbb8cdfdec0f38£30482c22e.PEM

WREA 7 V7 NEA MR LI, A7 V7 FEKZRE LT,

# unzip DCNM To_ NDFC_Upgrade_ Tool LIN WIN.zip

Archive: DCNM To NDFC Upgrade Tool LIN WIN.zip

creating: DCNM To NDFC Upgrade Tool LIN WIN/

inflating: DCNM To NDFC Upgrade Tool LIN WIN/log4j2.properties

inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.sh

inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.bat

creating: DCNM To NDFC Upgrade Tool LIN WIN/jar/

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/jarchivelib-0.7.l-jar-with-dependencies.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/bcprov-jdkl5on-1.68.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/not-going-to-be-commons-ssl-0.3.20.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/jnm.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/slf4j-simple-1.7.21.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/log4j.properties

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/dcnmbackup.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.oracle

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.postgres

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.postgres

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.oracle

ATy T3 T—hA T EHHE L., ISO/OVA BB DEL Z/HEE L £9,

G¥)
Linux/Windows 7 —H A 72 H L TWAIRAEIL, ROFIEIZAFT Y 7 LET,
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Forma—RNLEET —0A T &R LET,
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# unzip DCNM To NDFC_4.1.1 Upgrade_Tool OVA ISO.zip

Archive: DCNM To NDFC 4.1.1 Upgrade Tool OVA ISO.zip
inflating: DCNM To NDFC Upgrade Tool OVA ISO 4.1.1
extracting: DCNM To NDFC Upgrade Tool OVA ISO _4.1.l1.signature
inflating: cisco_x509 verify release.py3

inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM

Fh e WEEL £,

ZIP T — A THICIET v 7L — R Y — L BT 7 A ARHVET, Ty 7L — R Y — %K

FET AT, Roa~r REERLET,

# ./cisco_x509_verify release.py3 -e ACI_4070389ff0d61fc7fbb8cdfdec0£38£30482c22e.PEM -i

DCNM_To_NDFC_Upgrade_Tool OVA ISO _4.1.1 -s DCNM To_NDFC_Upgrade Tool OVA_ISO.signature -v dgst

-sha512
Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam?.cer
Successfully retrieved and verified crcam2.cer.
Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.
Successfully verified root, subca and end-entity certificate chain.
Successfully fetched a public key from ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM To NDFC Upgrade Tool OVA ISO using
ACI 4070389ff0d6l1fc7fbb8cdfdec0f38£30482c22e.PEM

ATy T4 FEEORTENNY I T v 7 LET,

a)
b)

d)

e)

DCNM UV U —R115@) T T I7AT A avyy—pca s LET,
27V —r ey iarEERLET,
KD~y Rix, BMoa~y REETTH-00y v a U EERLET,

dcnm# screen

Zoawy NE, Var RUBRERENTORWGE, 3B S TOERITERIT S 2 L

ICHEBELTLZEN,
A== =P — (root) 77 B AMELZIEG L ET,

dcnm# su
Enter password: <root-password>
[root@dcnm] #

OVA BLXOISO DAL, T o771 — R Y—LOETHEBEENCLET,

[root@dcnm] # chmod +x ./DCNM To NDFC_Upgrade Tool OVA ISO 4.1.1
AOFIETH Y m— RN LT vy 77— Y=L & ETLET,
« 72& 2, WindowsD Y U —2 411 OHEE, RO XS0 £

C:\DCNM_To_NDFC_Upgrade_Tool_ LIN WIN>DCNMBackup.bat
Enter DCNM root directory [C:\Program Files\Cisco Systems\dcm]:
Initializing, please wait...

BRI R R I I I S S I I I S I S S S S S S 3

Welcome to DCNM-to-NexusDashboard Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to Nexus Dashboard

4.1.1 or not.

If upgrade to Nexus Dashboard 4.1.1 is possible, this tool will create files to be used for

performing the upgrade.
Thank you!

BRI R R I I S S I I I S S S S S S S S S

This tool will backup config data. Exporting Operational data like Performance (PM) might

take some time.
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Do you want to export operational data also? [y/N]: y

R R R R R R R I I S S I I S S S 3
Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring

the backup file generated by this tool.

Please enter the encryption key:

Enter it again for verification:

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.PoolingHttpClientConnectionManager - Connection [id: 0] [route:
{s}->https://127.0.0.1:9200] can be kept alive indefinitely

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.DefaultManagedHttpClientConnection - http-outgoing-0: set socket
timeout to 0

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.PoolingHttpClientConnectionManager - Connection released: [id:
0] [route: {s}->https://127.0.0.1:9200] [total kept alive: 1; route allocated: 1 of 20; total
allocated: 1 of 20]

2024-07-25 22:35:34,969 [main] INFO DCNMBackup - Total number of Json data entries in

backup/es/pmdb_sanportratedata daily.data ==> 145

2024-07-25 22:35:35,036 [main] INFO DCNMBackup - ###### Total time to export Daily data: 7
seconds.

2024-07-25 22:35:35,036 [main] INFO DCNMBackup - ###### Total time to export PM data: 36
seconds.

2024-07-25 22:35:35,169 [main] INFO DCNMBackup - Creating data file...

2024-07-25 22:35:38,083 [main] INFO DCNMBackup - Creating metadata file...
2024-07-25 22:35:38,085 [main] INFO DCNMBackup - Creating final backup archive...
2024-07-25 22:35:38,267 [main] INFO DCNMBackup - Done

72L& Z21F, Linnk DU U—241.1 DFHIL. ROX O F3

# ./DCNMBackup.sh

Enter DCNM root directory [/usr/local/cisco/dcm]:

Initializing, please wait...

KA A A A A A A A A A A A A A A Ak kA Ak kA kA A Ak Ak khhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk ok hk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK k% %%

Welcome to DCNM-to-NexusDashboard Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to Nexus Dashboard
4.1.1 or not.

If upgrade to Nexus Dashboard 4.1.1 is possible, this tool will create files to be used for
performing the upgrade.

Thank you!

E R R R R R R R Y

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y

Ak kA k kA hkhkhkhkhk kA hkhkhkhk ok hkhkhkhkhkhk ok hkhk kA hkhkhkhkhk kA hkhkhkhkhkhkhk kA hkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhkkhkhkkhkhkhhhkhhrkhkhkhhkk*x*k
Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring

the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

2024-07-26 04:04:46,540 [main] INFO DCNMBackup - Total number of Json data entries in

backup/es/pmdb_sanportratedata daily.data ==> 92

2024-07-26 04:04:46,543 [main] INFO DCNMBackup - ###### Total time to export Daily data: 3
seconds.

2024-07-26 04:04:46,543 [main] INFO DCNMBackup - ###### Total time to export PM data: 11
seconds.

2024-07-26 04:04:46,958 [main] INFO DCNMBackup - Creating data file...

2024-07-26 04:04:47,456 [main] INFO DCNMBackup - Creating metadata file...

DCNM A5 ND ~DF84T .



B =0 oenmsEo ND ~0R1T

DCNM /5 ND ~D#4T

2024-07-26 04:04:47,467 [main] INFO DCNMBackup - Creating final backup archive...

2024-07-26 04:04:47,478 [main] INFO DCNMBackup - Done.

722 %1E. OVADU U—R2 411 OBEIT. ROX Iy £4 .

# ./DCNM_To NDFC_Upgrade Tool OVA ISO 4.1.1

B R R R e R R Y

Welcome to DCNM-to-NexusDashboard Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to

Nexus Dashboard 4.1.1 or not.

If upgrade to Nexus Dashboard 4.1.1 is possible, this tool will create files

to be used for performing the upgrade.
NOTE :

Only backup files created by this tool can be used for upgrading,

older backup files created with 'appmgr backup' CAN NOT be used
for upgrading to Nexus Dashboard 4.1.1
Thank you!

E R R R R e R Y

Continue? [y/n]: y
Collect operational data (e.g. PM, EPL)? [y/n]l: y

Does this DCNM 11.5(4) have DCNM Tracker feature enabled on any switch on any fabric? [y/n]:

n

Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

Adding backup header

Collecting DB table data

Collecting DB sequence data

Collecting stored credentials

Collecting Custom Templates

Collecting CC files

Collecting L4-7-service data

Collecting CVisualizer data

Collecting EPL data

Collecting PM data - WARNING: this will take a while!
Collecting AFW app info

Decrypting stored credentials

Adjusting DB tables

Creating dcnm backup file

Creating final backup file

Done.

Backup file: backupll sandcnm 20240726-113054.tar.gz

ATYTE ZORF2 AL FOFIDOEDWTIOFAICHE-> T, HiHIZ Nexus Dashboard 7 7 A % # BB L £,

NexusDashboard 77 & b 7 # — A B IO EFROEADFEIZFTEHEIN TWAHED T 4+ —5L 77 7 X DT
TOHA RTA L ERHRFEEHT- L TWD 2R LET,

GE)

* DCNM

BV ET,

« BEAF D FZE T Cisco Smart Software Management (CSSM) (ZEBHEGT D2 A~—h T4 B A&MEH L
TWA AT, $ LU Nexus Dashboard (2 CSSM Web A MIBIFET 72 0OICHLERL— F03dH 5 2
L EERT ANEN DY T,
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smartreceiver.cisco.com D IP 7 R L ADH 7 % v MM, Nexus Dashboard EEE X v s U —7 FHIT,
Nexus Dashboard @ [BI (Admin) [>[Y R TLRE (System Settings) | > [£#% (General) ]>[/L—
b (Routes) | —YD/L—k T—T7MZIBIMENTWS Z L 2R L £,

BHOYV T Xy bE RO AITIE, smartreceiver.cisco.com |l nslookup & FITLET, ROF%Z ZE
<TEEW,
$ nslookup smartreceiver.cisco.com

Server: 24.233.18.143
Address: 24.233.18.143453

Name : smartreceiver.cisco.com

Address: 146.112.59.81

Name : smartreceiver.cisco.com

Address: 2a04:edc7:fffe::f

Nexus Dashboard DT 71114 A2 MTEDWNT, IPv4 7 KL AEZIEIPVE 7 KL ADWF )% H

TEET,

X 51T, NexusDashboard 1T LWBIGLA V AX VAL RARSINDT0, BfHEEMHTH2LERH D
F9, WIRBYUINOEEN—27 V2 FER L TNy 2 T v T E2ER LTSI, 7Ty 77— RRICA~—
N IA B RABRET 4P —REFEBTEITL, AR IN—T VEANTILERSY 7,

HLWI FAZTREDNNy I T v 7 HETLET,
FEAMZOWTCIE,  TNexusDashboard D/ 7 7 v 7 L8] 2B TLTEEN,

a)

b)

BT Y=V GUIDKE NNy 7T v T eE"—VICBE LET, [BEE (Admin) [>[/N\v 97y
J L1t (Backup & Restore) |,

TTIHER SN TND NNy 7 T v AE, NP7y T (Backups) | <—VIZFERENET,

[ (Restore) | AT A X X—=VIIT 7 BAT DT, AALDINvH 7y TEERT (Backupand
Restore) | ~—Y 04 EMICH % [t (Restore) 1227 U v 27 LET,

[ (Restore) | AT A4 R X—UNRERINET,
ZUT LG, EEXT (Source) | 74—V RT, Bt T 56y 7 v T O ERELET,
KRNI T T TFT—INOF7yTO—FK  [RXv T v 7 774/ (Backup File) ] =V 7
TREN, BT 50—V NI T T TrANERT YT TR Ryl 450h VA
TAhEOuR—=TIN Y TIZBE L TEILT Oy 2T v 7 T A NV EEIRTE £7,
c)E—FAS—32
1. [UE—FrBO%s—2 3> (RemoteLocation) ] 74—/ R T, VA RPLT TITHRRINT
WHIUE—har—a U ERRT 50 (EHTERRES)  [VE—FBSZ—23 0 0%
X (Create RemoteLocation) ] %27 U v 7 L%,
[VE— kOS5 — 3 DR (CreateRemoteLocation) %7 V v 7 Liz#AIE. . [Nexus
Dashboard ®/X > 7 7 w7 &Mt © TVE—bF A b —Y v — a3 VO] OFIA
> Thb, ZZIWRERVET, VE— M ANv I T7 v IregR0o—#LLTYIE—
J—TarEBELETE, VE—N NI T T ERR LT AL LITRD T TR
ZIZWBHE, Hx7 ot AO—EE LT ET—F B Fr—2a U ERETOIVNEND D
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d)
e)

2)

ERHVET, ZOHEE., ZORETIE— b lr—yva EFEERELET, D
D, VAT AL, MOI TAZTHER LTZVE—F X7 7 o 72 BHETEL L1 fci@

ES
2. [UE—F /IR (RemotePath) | 7 4 — /L N2, VE— K RNy 7T v T RFEETDH U E— K
REEE AT LET,

[BEE*— (EncryptionKey) | 74—V RIZRw I T w7 77 A NMCHT DHESFF—%2 AT LET,

[BAE (Validation) 1=V 7D/ y 77 v 7O T, [BELT7 v FA—F (Validateand Upload) ]

7 Vv LET,

REEDHEITIRPL S —IZ 100% NERIILD &L [RN (Next) 1 AZ URBHRIZRY £9, [R~
(Next) 1227 U v 7 LET,

DCNM 7>& ND/NDFC (27 v 77 L— R34 5354 ND/NDFC (351 SV ERIP DR 3 e 2 Ml L |

ARG A XTIy 7 Ty TOBGEOIPZEHAL LY L LET, TNLADOEEIX, HTLWIP%E

FHALEY,

WDFRIF, VAT LENIPT FLAZED LI T DT HOWTOFEMEZRL TWET,

1)1)—Z1158) DRER|11.54) TIE. FSYTIP7 |[LANTNAREER |7y T5L—FED - |[#ER
247 FLRIZUTMHSINE S | DESHE SyZ7IPF7ELR
EXEE
LAN 777V v/ ethl (F771ZHA VA7 A | BEY 7 R~ MMZJE$ |Honored
2F 47 ay pa—z |PHE viel) 5 R OENE, B0 E
foo RIERETT,
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247
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