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GE) Ty 7 T L— REFEITTDHHIT :

KT TV I DI VLT Yy VDORE
cLAN 77 7 U v 7 DA, [Web Ul >[EHE (Administration) |>[Z LT oY ¥ IL®D
& (CredentialsManage) | >[LAN DY LT > ¥ )L (LAN Credentials) ] =—
T, %777V v 722N L, ik (Validate) ] Zi@R L TITWET,
*SAN 77 7'V v 7 O, [WebUl]>[EHE (Administration) 1>[7 LT v LD
&1 (CredentialsManage) ] >[SAN DY LT >+ )L (SAN Credentials) | X—
T, %777V vy 7 &i@R L, 5L (Validate) | 23R L TITWET,

* Thousand Eyes i 57 7V 71— a /g 8O 7 7Y r—3 2 % DCNM CTHEITL TV 5

Al BITFHEAZED HHNCZEOT 7V r— a 2 ERIC LET,
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U7 2y hU—27 (LAN) 777U v 70Dk
B

Jr77 Vv aryin—5+777 ) v €
JLH—

OVA/ISO/SE TODCNM 11.5 (4) PMN D JEBH

Ty 7 Uy arta—7+xX5 47D IP
777U w7 (IPFM)

OVA/ISO/SE TO DCNM 11.5 (4) SAN DR
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DCNM % 5> NDFC ~D#1T |
B =%0 oenm o NOFE ~ DR

BEk7F 0 DCNM 5% 7E D NDFC ~ D #2517

Zotr v a Tk, BEFDO DCNM 11.5(4) sk iE % /N> 7 7 > 7 L, # L) Nexus Dashboard
7T AZEREAL, RELEILL TBITEZE T T2 HEC OV THHLET,

FIE

ARTYTN ToT T L—RFY—Lixgyra—RKLET,
a) NDFC # v u— R_X—JIZBEI L £9,
https://software.cisco.com/download/home/281722751/type/282088134/

b) [RFDY'—R (LatestReleases) | UA NT, #—F > h 3BV UV —RETRLET,
¢) BEAAAIHELET v TS L — R Y —L&2FZ Yy ru—RLET,

DCNM 11.5(4) REA 2 1 7 TFTITL—FY—LDIT7AILE
ISO/OVA DCNM To NDFC_12 2 2 Upgrade Tool OVA ISO.zip
Linux F 7213 Windows DCNM To NDFC 12 2 2 Upgrade Tool LIN WIN.zip

d) sysadmin 7Dy hEFEHLT, Ty 77 L— K Y—)b A 2= %BEFO DCNM 11.5(4) $h—/3—(C
ot —LFET,

RATFw T2 7T—hA 7 EHH L. Linux/Windows I DZE4 2 #EE L £ 4,

GE)
ISO/OVA 7 —Hh A 7 &#MEH L T AL, ROFIE~ZAX v 7 LET,

a) Python3 31 VA F—/LENTWVWDHZ EZMERLET,

$ python3 --version
Python 3.9.6

b) ¥uru—RLET—hA 7 %R LET,

# unzip DCNM To NDFC_12 2 2 Upgrade_Tool LIN WIN.zip
Archive: DCNM To NDFC 12 2 2 Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip.signature
inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM
inflating: cisco x509 verify release.py3

) BAEREELET

ZIP 7 —HA THNIZIET v STV —R Y=V e BLE T 7 ANNDBHVEST, T T L —F Y= %R
FET AT, Roa~r REERALET,

# 1s -1

-rwxr-xr-x. 1 root root 16788 Apr 20 2023 cisco x509 verify release.py3

-rw-r--r--. 1 root root 1422 Aug 12 2023 ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM
-rw-r--r--. 1 root root 9541673 Jul 25 03:09 DCNM_To NDFC_Upgrade Tool LIN WIN.zip
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-rw-r--r--. 1 root root 256 Jul 25 03:09 DCNM To NDFC Upgrade Tool LIN WIN.zip.signature
-rw-r--r--. 1 root root 9548328 Jul 26 06:11 DCNM To NDFC 12 2 2 Upgrade Tool LIN WIN.zip

# ./cisco_x509_verify release.py3 -e ACI_4070389ff0d6lfc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM _To_ NDFC_Upgrade Tool LIN WIN.zip -s DCNM To NDFC Upgrade Tool LIN WIN.zip.signature -v dgst
-sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam2.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM To NDFC Upgrade Tool LIN WIN.zip using

ACI 4070389ff0d61fc7fbb8cdfdec0f38£f30482c22e.PEM

d BEEAZ U7 FNEAZMER LD, A7 V7 MEREZRH L7,

# unzip DCNM To NDFC_Upgrade Tool LIN WIN.zip

Archive: DCNM _To NDFC_Upgrade Tool LIN WIN.zip

creating: DCNM To NDFC_Upgrade Tool LIN WIN/

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/log4j2.properties

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/DCNMBackup.sh

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/DCNMBackup.bat

creating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/jarchivelib-0.7.l-jar-with-dependencies.jar
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/bcprov-jdkl5on-1.68.jar

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/not-going-to-be-commons-ssl-0.3.20.jar
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/jnm.jar

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/slf4j-simple-1.7.21.jar

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/log4j.properties

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/dcnmbackup.jar

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/sequences.info.oracle

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.postgres

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.postgres

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/tables.info.oracle

AT T3 7T—hA T ERHE L. ISO/OVA EDOEL ZHEEL £,

GE)
Linux/Windows 7—H A 7 ZEH L TWAIESIE. ROFEICAX Y 7 LET,

a) XUrma—RLET—IATERLET,

# unzip DCNM To NDFC_12 2 2 Upgrade_Tool OVA ISO.zip
Archive: DCNM _To NDFC 12 2 2 Upgrade Tool OVA ISO.zip
inflating: DCNM To NDFC Upgrade Tool OVA ISO

extracting: DCNM To NDFC Upgrade Tool OVA ISO.signature
inflating: cisco x509 verify release.py3

inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM

b) EAEZRAEL £,

ZIP T — A TIET v 7T — R Y — VBT A NANHVEST, Ty T — R Y — L&k
SET AT, kO~ REFEHLET,

# ./cisco_x509 verify release.py3 -e ACI_4070389f£0d6lfc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM_To_ NDFC_Upgrade_Tool OVA ISO -s DCNM To NDFC_Upgrade Tool OVA_ISO.signature -v dgst -sha512
Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam?2.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.
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Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM_To NDFC Upgrade Tool OVA ISO using

ACI 4070389ff0d61fc7fbb8cdfdec0f38£f30482c22e.PEM

ATV T4 BRIFOREENY 7T v T LET,
Ny 7T 7Y=L, 825 90 H ] Performance Management 7 — # Z VAR L 97,

a) DCNM U U —ZX11.5@) 7T S IAT R aryy—pin s A4 LET,
b) A7 U—rtyiarEERLET,

WDa<r R, BMoa<y REFEITTHZODE Yy a Vv EERLET,

dcnm# screen

Zoaxr NI, Var FUBRFRSNTORWGE, 30 Sz Ha TOETERIT L2 L
ICHEBELTEE N,

c) A== =W — (root) 77 BAMEEEUSG LT,

decnm# su
Enter password: <root-password>
[root@dcnm] #

d) OVABLVISO DA, 7 v 7T L—F V=1L OFEITHREZHN LET,

[root@dcnm] # chmod +x ./DCNM To NDFC_Upgrade Tool OVA ISO
e) HIDFIRTH Y m—RLET v 77 L= Y—L&FTLET,
 Windows D355

C:\DCNM _To_NDFC_Upgrade_Tool_ LIN WIN>DCNMBackup.bat

Enter DCNM root directory [C:\Program Files\Cisco Systems\dcm]:

Initializing, please wait...

R R R R R R I I I S S S S I S S S S S S S S 3

Welcome to DCNM-to-NexusDashboard Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to Nexus Dashboard
3.2.1 or not.

If upgrade to Nexus Dashboard 3.2.1 is possible, this tool will create files to be used for
performing the upgrade.

Thank you!

B R R R R I I I S I I I I S S S S S I S S S S S S S S S

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y

B R R R R R I I I I I S I I S I S S S S S S S S S S S S S S 3
Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring

the backup file generated by this tool.

Please enter the encryption key:

Enter it again for verification:

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.PoolingHttpClientConnectionManager - Connection [id: 0] [route:
{s}->https://127.0.0.1:9200] can be kept alive indefinitely

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.DefaultManagedHttpClientConnection - http-outgoing-0: set socket
timeout to 0

2024-07-25 22:35:34,944 [main] DEBUG
org.apache.http.impl.conn.PoolingHttpClientConnectionManager - Connection released: [id:

0] [route: {s}->https://127.0.0.1:9200] [total kept alive: 1; route allocated: 1 of 20; total

. DCNM 55 NDFC ~ D47



| DCNM A5 NDFC ~ D17

BE#F D DCNM 5% 7E D NDFC ~ D47

allocated: 1 of 20]
2024-07-25 22:35:34,969 [main] INFO DCNMBackup - Total number of Json data entries in
backup/es/pmdb_sanportratedata daily.data ==> 145
2024-07-25 22:35:35,036 [main] INFO DCNMBackup - ###### Total time to export Daily data: 7
seconds.
2024-07-25 22:35:35,036 [main] INFO DCNMBackup - ###### Total time to export PM data: 36
seconds.

2024-07-25 22:35:35,169 [main] INFO DCNMBackup - Creating data file...

2024-07-25 22:35:38,083 [main] INFO DCNMBackup - Creating metadata file...
2024-07-25 22:35:38,085 [main] INFO DCNMBackup - Creating final backup archive...
2024-07-25 22:35:38,267 [main] INFO DCNMBackup - Done

LinuxD%4

# ./DCNMBackup.sh

Enter DCNM root directory [/usr/local/cisco/dcm]:

Initializing, please wait...

KA A A A A A A A A A A A A A A Ak kA Ak kA Ak Ak kA Ak Ak hkhkhkhhhkhkhkhkhkhkhkhkhkkhk ok ok hk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK kK k%%

Welcome to DCNM-to-NexusDashboard Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to Nexus Dashboard
3.2.1 or not.

If upgrade to Nexus Dashboard 3.2.1 is possible, this tool will create files to be used for
performing the upgrade.

Thank you!

E R R R R R Y

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y

Ak kA kA hkhkhkhkhk kA hkhkhkhkhkhkhkhkhkhkhk ok hkhk kA hkhkhkhkhk kA kA hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkkhkhkhkhhhhkhkhrkhkhkhhkk*x*k
Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring

the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

2024-07-26 04:04:46,540 [main] INFO DCNMBackup - Total number of Json data entries in

backup/es/pmdb_sanportratedata daily.data ==> 92

2024-07-26 04:04:46,543 [main] INFO DCNMBackup - ###### Total time to export Daily data: 3
seconds.

2024-07-26 04:04:46,543 [main] INFO DCNMBackup - ###### Total time to export PM data: 11
seconds.

2024-07-26 04:04:46,958 [main] INFO DCNMBackup - Creating data file...

2024-07-26 04:04:47,456 [main] INFO DCNMBackup - Creating metadata file...
2024-07-26 04:04:47,467 [main] INFO DCNMBackup - Creating final backup archive...
2024-07-26 04:04:47,478 [main] INFO DCNMBackup - Done.

OVA D4

# ./DCNM _To_NDFC_Upgrade_Tool OVA ISO

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR Ak kA Ak Ak kA Ak Ak kA Ak kA hkhkhkhk kA Ak Ak Ak kA Ak Ak khkkk kK%
Welcome to DCNM-to-NexusDashboard Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to
Nexus Dashboard 3.2.1 or not.

If upgrade to Nexus Dashboard 3.2.1 is possible, this tool will create files
to be used for performing the upgrade.

NOTE:

Only backup files created by this tool can be used for upgrading,

older backup files created with 'appmgr backup' CAN NOT be used

for upgrading to Nexus Dashboard 3.2.1

Thank you!

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak Ak Ak kA Ak Ak kA kA Ak kA hkhkhkhk kA kA kA Ak kA Ak Ak Ak kk kK%
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Continue? [y/n]: y

Collect operational data (e.g. PM, EPL)? [y/n]l: y
Does this DCNM 11.5(4) have DCNM Tracker feature enabled on any switch on any fabric? [y/n]:

n

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring

the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

Adding backup header

Collecting DB table data
Collecting DB sequence data
Collecting stored credentials
Collecting Custom Templates

Collecting CC files

Collecting L4-7-service data
Collecting CVisualizer data

Collecting EPL data
Collecting PM data -

WARNING: this will take a while!

Collecting AFW app info
Decrypting stored credentials

Adjusting DB tables
Creating dcnm backup

file

Creating final backup file

Done.

Backup file: backupll sandcnm 20240726-113054.tar.gz

DCNM % 5> NDFC ~D#1T |

ATYTE ZORF2 AL FORIDEDWTINOFHIZHE > T, HHIZ Nexus Dashboard 7 7 A % & BB L £,

Nexus Dashboard 77 v h 7 x—Ah, 777 Uy 7 avbo—7 —E 2, BIXOLEREOEADEIZFH
ENTWDHEDT 4 —L 77 I ZDTXRTOHA KT A4 LRGN ZHT-LTND 2R LE

ﬂ—o
GE)

* DCNM & E DO eIz #ETeRTIZ, Nexus Dashboard 7 7 7' U v 7 @ b n—F UL'C, LERE DK IP
T RVAZIRET H2HLENH Y £,
 BEA7 DFXE T Cisco Smart Software Management (CSSM) |ZERHE T HA~—F T4 A& HEAL

TWAEATX., #H L Nexus Dashboard |2 CSSM Web YA FMZRET A7 DICHER L — R HDH 2
CERERTAHMLERDH Y 9,

smartreceiver.cisco.com D [P 7 N LA 03'5'77\‘ v b 75§\ Nexus Dashboard %—r’fi* b4 NO—2 )EH Iz,
Nexus Dashboard ® [ (Admin) ]>[Y R T LERE (System Settings) ]>[/L— b (Routes) ]»3—
DNV— K T—=TIEMINTND I AR LET,

BHOV T Ry M ROTBITIE, smartreceiver.cisco.comZping & EITLET, ROHIE ZEL 2

él/\o

$ ping smartreceiver.cisco.com

PING smartreceiver.cisco
64 bytes from 146.112.59
64 bytes from 146.112.59
64 bytes from 146.112.59
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#E77 0 DCNM 20> NDFC ~0517 ]

S5, NDFCIZHT LWL A v AKX v R E R Snb 20, GHEBHLTHILERNHY £7, H
[BEINODEE N—7 2L TRy 7 7 v 2B LTS/, 7y 77 L— RBICA~—F T4
B UARET AV —REFINTETL, AR =T LV EANTILENRNDY £9,

XF w76 NexusDashboard U U —R 321 CEAINIEZMENNYy 7T v 7RI OETHEZFEHAL T, HBriLnwy 72
BNHERR DN 7T v T HEI LET,

PRI OV TIL,  TNexusDashboard & —EADHEE NNy 7 7 v 7B LONMETL] 22 L TLEE,

a)

b)

d)

Ny 7T FINSBIEITTT ARIC, NDEC 77 7V v 7 28 A L £,

IHODOFEETIZ., DENCER LISy 2 7y BB InLET, N 77 v 7R EREN- L &
IZNDFCH—EZRND D—E Tho7-5m01%, Z0E LT e 22 BiET HR1IICNDFC 7 7 7' U v
7 AT DMLENH Y 9,

B Y —VGUIDMAENR Y 7T v 7 EETR—ICBE LET, [BEE (Admin) [>[/\v 97 v
J L1 (J Backup & Restore) ],

TTITHERENTWDE NN 7T v 71X, [Ny P Ty (Backups) | _X—VIZFERINET,
WOWTNNDSEEFHEH LT, [ (Restore) | AT A ¥ X—=JIZT7 7 ALET,

LT DNy Ty TOEKRE S (] 227Uy 7L, [Ex (Restore) |ZEIRL £4, £/
(=R

s AA DNy YTy TEET (BackupandRestore) |— D47 EMBIZH 5 [BTT (Restore) ]
7V w7 LET,

[T (Restore) ] AT 1 K ~—URERSNET,
HUT LA, EIETT (Source) | 74—/ KT, HxT A5 T v 7 ORI EZRELET,

GE)
BFEDNy 7T v 7T OEKE S ([...]) 227V v 7 LTI T v T 2B d 586, 207 41—
RidfRECTE A,

BRENYVITYT T=TLOF7YyTA—FK : [Ny 7T v7 774/ (Backup File) ] =V 7 H
TREIN, BT 20—V Ry I T T T7ANVERT YT TR Ry 450 VA
TAEOR—HN Z)TIZBE L CTEILT ANy I/ T v 7 77 A NV ERIRTE ET,

cJE—bBT—=T3ar )

1. [JE—hkBSs—23> (RemoteLocation) ] 7 4 —/L KT, URARMPLTTITHERINT
WHUE—Ralr—ya rERIRT 50 EHTRERSGE)  [YE—bBS—2 3 00
X (Create RemotelLocation) | %27 U v 7 L%,

[VE—FOHS—2 3 DR (CreateRemotelLocation) | %7 U v 7 L7z#41%.  Nexus
Dashboard & —EZADFHEA N 7 T v 7BLOET] © [VE—har— g O]
DFMEZHES>THE, TRV ET, VE— My 7T v 7 7rtk20—HLLTY E—
fabr—a b ZERLETH, VE—RN NI 7 v TEER LTI TAX LITR L7
FAZIZWBEE, B et A0—5E L TYE— s —a l ERETIHILERD
LHENRDHYET, ZOHE, TORATIE—brr—va v ERERELET, I
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