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LAN
SAN
HTTPS 443 TCP POAP 443
POAP NDFC HTTPS
HTTPS
SCP-POAP
IP

NDFC  SCP-POAP

IP NDFC

[LAN
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Connectivity ]
LAN
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NDFC  SNMP-Trap-Syslog
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Fabric Controller .

LAN
SAN

SCP 2022 TCP NDFC POAP-SCP
IP Nexus Dashboard Insights
ND
NDFC  SCP-POAP
IP NDFC
LAN
SNMP 2162 ubP NDFC SNMP

SNMP-Trap/Syslog

IP
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IP
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LAN
SAN
HTTP 9666 TCP Catalyst Cisco
PnP PnP NDFC HTTP
HTTPS 9667 TCP 9666 HTTPS
9667
PnP
9666 HTTP CA
HTTPS
PnP
9667 HTTPS
POAP PnP
IP NDFC
[LAN
L AN Device Management
Connectivity ]
LAN
GRPC 33000 TCP NDFC IP
GRPC SAN
(
) SAN Insights
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Fabric Controller .
LAN
SAN
GRPC 50051 TCP IP
LAN PTP
NDFC GRPC
IP
LAN
. NDFC SAN
11: SAN Nexus Dashboard Fabric Controller
LAN SAN
SSH 22 TCP SSH
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LAN SAN
SCP 22 TCP NDFC
SCP
SMTP 25 TCP SMTP
NDFC
[
Server
Settings ]
SNMP 161 TCP UDP NDFC
SNMP
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Fabric Controller .
LAN SAN
HTTPS 443 TCP NDFC
vCenter VMware vCenter
Kubernetes OpenStack
OpenStack
Discovery VMM
Kubernetes
NX-API 8443 TCP NX-0OS
9.X
Cisco MDS
9000
o NDFC IP
IP
IP Nexus Dashboard
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SCP
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Syslog 514
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. 57
Orchestrator
A\
Orchestrator
9
» Nexus Dashboard 3.1.1
Cisco DC App Center Nexus Dashboard
Orchestrator [ Software Download ]
Cisco DC App Center
* Cisco ACI Nexus Dashboard Orchestrator
APIC
00B
Nexus
APIC
IP
» Cisco NDFC Nexus Dashboard Orchestrator
Cisco NDFC

RTT
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. Orchestrator

13 Orchestrator RTT

Nexus Dashboard

RTT
APIC 500
NDFC 150
Orchestrator
Nexus Dashboard
Orchestrator
14 : Nexus Dashboard Orchestrator
SCP 22 TCP
SFTP
HTTP 80 TCP
Splunk syslog
HTTPS 443 TCP
Splunk syslog
3.2.X

. Cisco Nexus Dashboard




| Nexus Dashboard

15 : Nexus Dashboard Orchestrator

HTTPS 443 TCP APIC
Kafka 3001 TCP APIC/NDFC IP
* Cisco Mini ACI
Cisco Mini ACI
APIC
. ACI
* -EX -FX
. IPN
o1 L30ut

Nexus Dashboard Orchestrator

APIC
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Nexus Dashboard |

APIC [
System ]>] System Settings ]>] Fabric
WideSetting ] [ Enable
Remote L eaf Direct Traffic Forwarding ]

A

. TEP

1 TEP APIC
[ Fabric ]>[ Inventory ]>]
Pod Fabric Setup Policy ]
[ TEP External TEP ] [+]
[IP] [ Reserve Address Count ]
L Active ] [ Inactive ]
[ Update ]

TEP /22 /29
TEP

DHCP APIC TEP
IP

APIC IP APICGUI |
System ]>] Controllers ] > [<controller-name>] [
IP Routable IP Address ]

APIC 1

1 APIC GUI
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|
2
[ (Fabric)] > [ (Fabric Policies)] > [ (Pods)] > [
(Profiles)] > [ (Pod Profile default)]
3
a) | (Fabric)] > [ (FabricPalicies)] > [ (Pod9)] > [
(Policy Groups)]
b) [ (Policy Groups)] [ (Create Pod
Policy Groups)]
c) [ Submit ]
4
a) | (Fabric)] > [ (Fabric Palicies)] > [ (Pods)] > [
(Profiles)] > [ (Pod Profile default)]
b)
c) [ (Update)]
Nexus Dashboard Nexus Dashboard Orchestrator
APIC
1 APIC GUI
2 [ (Fabric)] > [ (Access Palicies)]
Nexus Dashboard Orchestrator
APIC
AEP
3 VLAN
VLAN 3 VLAN4
a) [ (Pooals)] > [VLAN]
b) [VLAN] [VLAN (Create VLAN Pool)]
[VLAN (CREATE VLAN Pool)]
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o[ Name ] VLAN mfabric
« [Allocation Mode ( )| [ (Static Allocation)]
* [Encap (Encap Blocks)] VLAN 4 [Range (
) VLAN
4 (AEP)
a) [ (Global Palicies)] > [
(Attachable Access Entity Profiles)]
b) [ (Attachable AccessEntry Profiles)]
[ (Create Attachable Access Entity Profiles)]
[ Create Attachable Access Entity Profiles ]
AEP mfabric-aep
) [ (Next)]] [ (Submit)]

5
Nexus Dashboard Orchestrator
a) [ (Physical and External Domains)] > [
(External Routed Domains)]
b) [ (External Routed Domains)] [ 3
(Create Layer 3 Domain)]
[ 3 (Create Layer 3 Domain)]
o[ Name ] [mfabric-13]
. 4 AEP
*VLAN 3 VLAN

o) [ (Submit)]

. Cisco Nexus Dashboard 3.2.x



| Nexus Dashboard

61
APIC Nexus Dashboard Orchestrator
APIC 59
VLAN AEP
1 APIC GUI
2 [ (Fabric)] > [ (Access Palicies)]
VLAN AEP
3
a) [ (Interface Palicie)] > [
(Policy Groups)] > [ (Spine Policy Groups)]
b) [ (Spine Policy Groups)] [
(Create Spine Access Port Policy Group)]
[ (Create Spine Access Port Policy Group)]
o[ (Name)] Spinel-PolGrp
o[ (Link Level Palicy)] ISN
«[CDP (CDP Policy)] CDP

Cisco Nexus Dashboard 3.2.x .
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o[ Attached Entity Profie ]
AEP mfabric-aep

o [ (Submit)]

4
a) [ (Interface Palicies)] > [
(Profiles)] > [ (Spine Profiles)]
b) [ (Profiles)] [
(Create SpineInterface Profile]
[ (Create SpineInterface Profile)]
‘[ (name)] (Spine1 )
o[ (Interface Selectors)] + ISN
[
(Create Spine Access Port Selector)]
o[ (name)] ( :spinel)
o[ ID (Interface ID9)] ISN
5/32)
o[ (Interface Policy Group)]

( :Spinel-PolGrp)
[OK]

o) [ (Submit)]

5 —
a) [ (Switch Poalicies)] > [ (Profiles)] > [
(Spine Profiles)]
b) | (Spine Profiles)[ [
(Create Spine Profile)]
[ (Create SpineInterface Profile)]
[ (name)] ( :spinel)
o[ (SpineSelectora)] [+]
‘[ (name)] ( :spinel)
°[ (Blocks)] ( :201)
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c) [ (Update)]
d | (Next)]
e)

Spinel-ISN

) [ (Finish)]
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* Insights 65
* Insights 67
* Insights 68

Insights

Insights

* Nexus Dashboard 3.11
Cisco DC App Center Nexus Dashboard

Insight [ Software Download ]

Cisco DC App Center

 Nexus Dashboard Insights IP

. APIC

* DNS

* Panduit PDU Panduit PDU
. Kafka Kafka

* SysLog SysLog

* VMware vCenter VMware vCenter

» AppDynamics AppDynamics
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. Insights

* NDFC Insights

IP

Cisco ACI

* Netflow Panduit PDU

IP

 Panduit PDU
IP

Nexus Dashboard Insights
IPv6

* Netflow Panduit PDU /
IPv4

6IP

8P

NDFC

* |IPv4 8 1P

6 1P
NX-0S

* |IPv4 101P

81IP

Cisco Nexus
ul

RTT

16 Insights ~ RTT

IPv4

Nexus Dashboard

SFLOW/NetFlow
2

Nexus Dashboard Insights

Nexus Dashboard Insights
IPv6

IPv6

IPv6

RTT

150

« Nexus Dashboard Insights
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| Nexus Dashboard

Insights

\}

Nexus Dashboard
Insights

Insights .

Insights

Insights

IP

Nexus Dashboard

OOB IP

17 : Nexus Dashboard Insights

2022 TCP APIC/NDFC
show tech
5640 5671 |UDP
TAC 8884 TCP
show tech
Intersight
TAC Assist
show tech data
KMS 9989 TCP ACI
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. Insights
Kafka 30001 TCP APIC/NDFC IP
Kafka
Kafka
SW 5695 TCP
30000
57500
30570 NX- OS
Nexus
Dashboard 57500
Insights
ACI
ACI Insights
* NDFC ACI
. NX-0OS ACI
3 15 NX-0S
300
6 50 NX-0S
1000
* Cisco APIC NTP
ACI NTP
3.2.X
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| Nexus Dashboard

Insights .
 Nexus Dashboard Insights ACI
Cisco APIC [ Fabric ]>]
Fabric Policies ]>] Policies ]>]
Monitoring ]>[ FabricNodeControls ]>[<policy-name>] >
[ Feature Selection ] <policy-name>
[ Fabric ]>] Fabric Policies ]>[ 1>
[ / L eaf/Spine Switches ]>] Profiles 1>
* Nexus Dashboard Insights Cisco APIC
Precision Time Protocol PTP Nexus Dashboard Insights
Cisco APIC [ System ]>] System Settings ] >[PTP
PTP and Latency Measurement ] > Admin State ]
PTP
PTP PTP GM
ACI IPN PTP
PTPGM PTP GNSS/GPS
Nexus Dashboard Insights
GNSS/GPS
ACI PTP GM
1 GM
ACI IPN PTP GM
ACI IPN
PTP PTP Transparent Clock
IPN PTP GM
PTP Cisco APIC System Management Configuration
Guide Precision Time Protocol
« Cisco APIC
* DNS 1 DNS 1 DNS
Cisco APIC [ Fabric ]>] Fabric Policies ] >
[ Policies ]>] Global ]>[DNS DNSProfile ]>
[ Default ]>[DNS DNSDomains |
1
Nexus Dashboard Insights
. EPG ACI

Cisco Nexus Dashboard 3.2.x .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Configuring_Static_Management_Access.html

. Insights

Nexus Dashboard

d = mgmt
* VRF =inb
*BD=inb
. EPG = /<any_epg_name>
* Nexus IP ACI
IP
NDFC NX-0S
NDFC NX-OS Insights
* NDFC ACI
* NDFC NX-0S
. NX-0S ACI
*3 15 NX-0S
300
*6 50 NX-0S
1000
. IP
IP
S
IP
. Nexus Dashboard Insights
Precision Time Protocol PTP
PTP NDFC Easy
Advanced ] PTP [
PTP EnablePrecision TimeProtocol ]
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Insights .
PTP
Cisco Nexus 9000 PTP
A\

N9k-C93180YC-FX3 PTP GM

PTP PTP GM
PTP
PTP GM PTP
GNSS/GPS Nexus Dashboard Insights
GNSS/GPS

Precision Time Protocol Cisco NDFC LAN
Nexus Precision Time Protocol Cisco Nexus 9000

NX-OS
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. Nexus Dashboard 75

. 79
. Nexus 82

Nexus Dashboard

Nexus
. Nexus Dashboard 9
¢ Nexus Dashboard
« Nexus Dashboard Insights
* Nexus Dashboard Orchestrator
. Cisco Nexus Dashboard
UCS-C220-M5 SE-NODE-G2
UCS-C225-M6 ND-NODE-L4 Cisco Nexus Dashboard
PID
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Nexus Dashboard

18: UCS-C220-M5
ID
SE-NODE-G2 » Cisco UCS C220 M5
*+2X10 2.2 GHz Intel Xeon Silver CPU
* 256 GB RAM
*4x2.4-TBHDD
400-GB SSD
1.2 TB NVME
» Cisco UCS
1455 4x25G
» 1050W
SE-CL-L3 3 SE-NODE-G2=
19: UCS-C225-M6
ID
ND-NODE-L4 * Cisco UCS C225 M6

» 2.8 GHz AMD CPU

*+256GB RAM
*4x2.4-TB HDD
960-GB SSD

1.6 TB NVME

o Intel X710T2LG 2x10 GbE

* Intel E810XXVDA2 2x25/10 GbE

» Cisco UCS
1455 4x25G

» 1050W

ND-CLUSTER-L4

3

ND-NODE-L4=
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Cisco Nexus Dashboard

Cisco Nexus Dashboard

« Cisco Integrated Management Controller CIMC

CIMC Cisco Nexus Dashboard
D
« Nexus Dashboard 3.2(1) CIMC
4.3(5.X)
« Nexus Dashboard 3.2(2) ucCs
4.3(5x) UCS
4.3(5x) Nexus
Dashboard 3.2(2)
UCS
Nexus Dashboard
322
ucCs
. CIMC IP
Cisco Integrated Management Controller IP 78

« Serial over LAN SOL CIMC

Cisco Integrated Management Controller Serial over LAN 79

SoL

Waiting for Ffirstboot prompt on NodeX

* Cisco Nexus Dashboard

Cisco Nexus Dashboard 3.2.x .
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https://www.cisco.com/c/en/us/td/docs/dcn/nd/3x/release-notes/cisco-nexus-dashboard-and-services-release-notes-322.html

. Cisco Integrated Management Controller IP

2.3.2
3.2.1

1 232

2. ND 235
3.2.1

Cisco Nexus Dashboard
GUI

Cisco Integrated Management Controller IP

Cisco Integrated Management Controller CIMC IP

1
Fn

2 F8 CiscoIMC
3

a) NIC

b) IPv4IP IPv6 IP

DHCP DHCP IP
c) NIC L None ]
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Cisco Integrated Management Controller Serial over LAN .

d) DNS
F1
4 F10
Cisco Integrated Management Controller Serial over LAN
Serial over LAN  SoL
connect host SoL Cisco

Integrated Management Controller CIMC SoL

Cisco Integrated Management Controller  Serial over LAN

1 CIMCIP SSH
2

Server# scope sol

Server /sol # set enabled yes
Server /sol *# set baud-rate 115200
Server /sol *# commit

Server /sol *#

Server /sol # show

C220-WzP23150D4C# scope sol
C220-WzP23150D4C /sol # show

Enabled Baud Rate(bps) Com Port SOL SSH Port

yes 115200 comO 2400
3 com0 SoL com
CIMC CLI connect host
UCS-C220-M5  SE-NODE-G2 UCS-C225-M6
ND-NODE-L4

Cisco Nexus Dashboard 3.2.x .



9: mLOM PCle 01
= o L = T 0 ® ® ®
= PCle Riser 02 § PCle Riser 03 |&5 = @ = E @ -
52 [_mLOM ] )8 o beal cE@@o| 1\ i % 5
. Nexus Dashboard Modular LAN
on Motherboard (mLOM)
« UCS-C220-M5 PCle-Riser-01 4 VIC1455
( ) Nexus Dashboard
* UCS-C225-M6 2x10GbE NIC (AP1C-P-1D10GC) 2x25/10GbE SFP28 NIC
AP1C-P-18D25GF PCle-Riser-01 VIC1455

Cisco Nexus Dashboard

. /
Linux
e mLOM mgmt0 mgmtl
. 1G 10G
» UCS-C220-M5 VIC1455
» UCS-C225-M6 2x10GbE NIC (AP1C-P-1D10GC) 2x25/10GbE SFP28
NIC (AP1C-P-18D25GF) VIC1455
S
25G Intel NIC NIC

FEC

(config-if)# fec off
# show interface ethernet 1/34
Ethernetl/34 is up
admin state is up, Dedicated Interface
[---1
FEC mode is off

PortChannel (PC) Virtual PortChannel (vPC)

. Cisco VIC
Nexus Dashboard VLAN

. Cisco Nexus Dashboard 3.2.x



VLAN
“
Nexus Dashboard (
) Arista VLAN
VLAN
*VIC
1. CIMC
2.
[ Networking ]>[ Adapter Card ]>]
General ]
3] Adapter Card Properties | [
Port Channel ]
[ Port Channel ] Nexus
Dashboard
. 10G 25G
. 1 NexusDashboard fabrico 2 fabricl
fabricO fabricl
S
4
« UCS-C220-M5 1
2 3 4
* UCS-C225-M6 4
3 2 1
. 1 2 3 4
1/ 2
. Cisco Catalyst switchport voice vlan dotlp
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. Nexus

Cisco Catalyst VLAN
vlan0
switchport
voice vlan dotlp
N
Cisco Catalyst 9500X 9600X
Nexus Dashboard
VLAN
Nexus
Nexus
Nexus Dashboard
. Nexus Dashboard 75
1
1
GUI
2 CIMC IP
a) CIMC IP SSH connect host

C220-WZP23150D4C# connect host
CISCO Serial Over LAN:
Press Ctrl+x to Exit the session

Enter

b) Nexus Dashboard Enter

. Cisco Nexus Dashboard 3.2.x




Nexus .

Starting Nexus Dashboard setup utility
Welcome to Nexus Dashboard 3.2.1
Press Enter to manually bootstrap your first master node...

€) admin

rescue-user CLI GUI

Admin Password:
Reenter Admin Password:

d)
Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1
IPv6 IPv6
€)
N y

Please review the config
Management network:
Gateway: 192.168.9.1
IP Address/Mask: 192.168.9.172/24

Re-enter config? (y/N): N

ul ul 2

Please wait for system to boot: [HHHHHHHHHHHHHHHHHHHHHH#H##] 100%
System up, please wait for Ul to be online.

System Ul online, please login to https://192.168.9.172 to continue.

https://<node-mgmt-ip> GUI
GUl 1 1
2
[ Login ]
[ Cluster Details ]
[ Cluster Bringup ] [ Cluster Details ]

Cisco Nexus Dashboard 3.2.x .
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cisco Nexus Dashboar

Cluster Bringup

Answer some questions, select the services you want to enable and have Nexus Dashboard ready to use in a few minutes.

Overview
Manage
Analyze

i i Configuration
Admin o Configuration ‘

Provide the cluster name and configure the DNS, NTP and Proxy to set up Nexus Dashboard and bring up the user interface

2 Nexus Dashboard Cluster Name *

nd-cluster

w Enable IPv6

DNS

DNS Provider IP Address*

171.70168.183

o © Add DNS Provider

DNS Search Domain

© Add DNS Search Domain

o [ NTP Authentication

NTP Host* KeyID Preferred
true /7 @

171.68.38.65

© Add NTP Host Name/IP Address

Proxy Skip Proxy A

Ignore Hosts

© Add ignore Host

Proxy Server

l

[ Authentication required for proxy

w Advanced Settings ~

App Network+ ©

[ 17217.01/16 ]

Service Network+ @

[ 100.80.0.0/16 ]

App Network IPv6 ©
2000::/108
Service Network IPv6é ©

3000::/108

< oo

a) Nexus [ Cluster Name ]
. RFC-1123

. Nexus Dashboard

Cisco Nexus Dashboard 3.2.X
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Nexus .

b) IPv6 [I1Pv6 EnableIPv6 ]
C) [+DNS +Add DNSProvider ] 1 DNS
d) [+DNS +Add DNS Search Domain ]
e) NTP [NTP NTP Authentication ]
[NTP AddNTPKey ]
*NTP Nexus NTP NTP
NTP NTP NTP
. ID NTP 1D 1D NTP
. MD5 SHA AES128CMAC
. NTP
NTP
9
) [+NTP /IP +Add NTP Host Name/IP Address ] 1
NTP
*NTP IP FQDN
. ID NTP NTP
ID
NTP
. NTP [ Preferred ]

Cisco Nexus Dashboard 3.2.x .
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IPv4
EnableIPv6 ] NTP
NTP Host* Key ID Preferred
2001:420:28e:202a:5054:ff:fe6f:b3f6 true / ﬁ
@ Add NTP Host Name/IP Address
IPv6
IPv6
NTP [+NTP
9 | Proxy Server ]
Cisco Cloud
[+ +Add Ignore Host
IP
URL

dcappcenter.cisco.com
svc.intersight.com
svc.ucs-connect.com
svc-staticl. intersight.com
svc-staticl.ucs-connect.com

[
hy )
required for Proxy ] [ Yes ]
i) ( ) Advanced Settings ]
. App Network  Service Network

172.17.0.1/16

Nexus

. Cisco Nexus Dashboard

[IPv6

IPv6

NTP IPv6

[ Next ]

+AddNTPHost ]

Validate ]

Skip Proxy ]

[ Authentication

Nexus

100.80.0.0/716
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)

[1PV6

Next ]
Node Details ]

Cisco Nexus Dashboard

EnableIPv6 ]

IPv6

Nexus
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