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GE) Ty 7rLr—RERRIC, 777U v ou s A AERERGEL £,

LAN 7 7 7'V v 7 O%4 [Web U] > [EIE (Administration) [>[Z LT oo vILDOER
(CredentialsManage) ]>[LAN DY LT > )L (LAN Credentials) ] X—C, %777
Uo7 23R L, [#REE (Validate) | 23R L TITWET,

SAN 7 7 7' U v 7 O, [Web UI] > [EE (Administration) |>[V LTV vIILOER
(CredentialsManage) | >[SAN D% LT > ¥+ /L (SAN Credentials) | X—YC, %777
U w7 &38R L, [#REE (Validate) | #3&R L TITWET,

R)LYFE#E

WORT v T 7L — Ry =V EMEHT 52 LT, RORITRT LT, Y FDRDITEL
< JEPBH & 4172 Nexus Dashboard Fabric Controller (2, DCNM U U —Z 11.54) Iro /Xy 7T v
SNTT—HEHEILTEET,

DCNM 115 (4) oDy I Ty Ty ITTL—FEONDFCTORILY FDEM
1t

OVA/ISO/SE TODCNM 115 4) m—Hhr | 777V v s arvio—5+777 Y w7 E
U7 Xy hU—27 (LAN) 777U v 7 DE|NVF—

B

OVA/ISO/SE T@ODCNM 11.5 (4) PMNDER | 777 Vw7 v ha—F+2A7 4 7D IP
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OVA/ISO/SE T DCNM 11.5 (4) SAN DB |SAN =2 hr—F

Linux T DCNM 11.5 (4) SAN @[ SAN=Z> hr—35

Windows T DCNM 11.5 (4) SAN O & SAN 2> fa—5

Ty T L— FROBEDE RS
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DCNM % 5> NDFC ~D#1T |
B =%0 oenm o NOFE ~ DR

BEk7F 0 DCNM 5% 7E D NDFC ~ D #2517

Zotr v a Tk, BEFDO DCNM 11.5(4) sk iE % /N> 7 7 > 7 L, # L) Nexus Dashboard
7T AZEREAL, RELEILL TBITEZE T T2 HEC OV THHLET,

FIE

ARTYTN ToT T L—RFY—Lixgyra—RKLET,
a) NDFC # v u— R_X—JIZBEI L £9,
https://software.cisco.com/download/home/281722751/type/282088134/

b) [RFDY'—R (LatestReleases) | UA NT, #—F > h 3BV UV —RETRLET,
¢) BEAAAIHELET v TS L — R Y —L&2FZ Yy ru—RLET,

DCNM 11.5(4) REA 2 1 7 TFTITL—FY—LDIT7AILE
ISO/OVA DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip
Linux F 7213 Windows DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip

d) sysadmin 7Dy hEFEHLT, Ty 77 L— K Y—)b A 2= %BEFO DCNM 11.5(4) $h—/3—(C
ot —LFET,

RATFw T2 7T—hA 7 EHH L. Linux/Windows I DZE4 2 #EE L £ 4,

GE)
ISO/OVA 7 —Hh A 7 &#MEH L T AL, ROFIE~ZAX v 7 LET,

a) Python3 31 VA F—/LENTWVWDHZ EZMERLET,

$ python3 --version
Python 3.9.6

b) ¥uru—RLET—hA 7 %R LET,

# unzip DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip
Archive: DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip.signature
inflating: ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM

inflating: cisco x509 verify release.py3
o) BAEBGRELET,
ZIP T —HATHNIZET v F T V—=R Y=V LBHRT 7 ANBHYET, Ty T T L— R Y=Lz
SET AL, ROoa~r REEALET,

# 1s -1

total 4624

-rw-rw-r-- 1 root root 1422 Aug 11 2023 ACI_4070389ff0d6l1fc7fbb8cdfdec0f38£30482c22e.PEM
-rwxr-xr-x 1 root root 16788 Feb 26 15:57 cisco x509 verify release.py3
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d)
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-rw-r--r-- 1 root root 2344694 Feb 27 07:51 DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip
-rwxr-xr-x 1 root root 2359065 Feb 2 09:19 DCNM To NDFC Upgrade Tool OVA ISO
-rw-rw-r-- 1 root root 256 Feb 26 16:54 DCNM To NDFC Upgrade Tool OVA ISO.signature

# ./cisco_x509_verify release.py3 -e ACI_4070389ff0d6lfc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM _To_ NDFC_Upgrade Tool LIN WIN.zip -s DCNM To NDFC Upgrade Tool LIN WIN.zip.signature -v dgst
-sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam2.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM To NDFC Upgrade Tool LIN WIN.zip using

ACI 4070389ff0d61fc7fbb8cdfdec0f38£f30482c22e.PEM

WAEA 2 V7 N BAEMR LD, 227 U7 N EREHLET,

# unzip DCNM To NDFC_Upgrade Tool LIN WIN.zip
Archive: DCNM To NDFC Upgrade Tool LIN WIN.zip
creating: DCNM To NDFC_Upgrade Tool LIN WIN/
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/log4j2.properties
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/DCNMBackup.sh
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/DCNMBackup.bat
creating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/jarchivelib-0.7.l-jar-with-dependencies.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/bcprov-jdkl5on-1.68.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/not-going-to-be-commons-ssl1-0.3.20.jar
inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/jnm.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/slf4j-simple-1.7.21.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/log4j.properties

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/dcnmbackup.jar

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/sequences.info.oracle

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.postgres

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/sequences.info.postgres

inflating: DCNM To NDFC_Upgrade Tool LIN WIN/jar/tables.info.oracle

AT T3 7T—hA T &R L. ISO/OVA EDOEL ZHEEL £,

GE)
Linux/Windows 7—H A 7ZEH L TWAIESIE. ROFEICAXF Y 7 LET,

a)

b)

Hyrua—RNULIeT—hA 7% LET,

# unzip DCNM To NDFC_12 2 1 Upgrade Tool OVA ISO.zip
Archive: DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip
inflating: DCNM To NDFC Upgrade Tool OVA ISO

extracting: DCNM To NDFC Upgrade Tool OVA ISO.signature
inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM

inflating: cisco x509 verify release.py3
BT BREL ET,

ZIP T — A TIET v 7T — R Y — VBT A NNNHVEST, Ty 7L — R Y — L&k
SET AT, kO~ REFEHLET,

$ ./cisco_x509 verify release.py3 -e ACI_4070389£f££0d61fc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM_To_ NDFC_Upgrade_Tool OVA ISO -s DCNM To NDFC_Upgrade Tool OVA_ISO.signature -v dgst -sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam?2.cer
Successfully retrieved and verified crcam2.cer.
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Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM_To NDFC Upgrade Tool OVA ISO using

ACI 4070389ff0d61fc7fbb8cdfdec0f38£f30482c22e.PEM

ATY T4 BIFOREENY 7T v T LET,
Ny 7T w7 —)u, 185 90 H RO Performance Management 77— & &IV L £9°,
a) DCNM U U —ZX11.5@) TS IFAT A aryy—pin s A4 LET,
b) A7 U—rtyiarEERLET,
RO~y Nix, BMOa~xy REETT 500ty a EERLET,
dcnm# screen

Zoaxr NI, Uar FUBRFRSNTORWGE, 30 S Ge TOETERIT L2 L
ICHEELTLEE N,

c) A== 2—W— (root) 77 B AMEEEGLET,

decnm# su
Enter password: <root-password>
[root@dcnm] #

d) OVABLVISO DA, 7 v T L—F V=1 OFEITHREZHNZ LET,
[root@dcnm] # chmod +x ./DCNM To NDFC_Upgrade Tool OVA ISO
e) HIOFIHTH IV m—RLET v 77— R Y—L%xF TLET,
» Windows D& :
G:\DCNM To NDFC Upgrade Tool LIN WIN>DCNMBackup.bat
DCNMBackup.bat
Enter DCNM root directory [C:\Program Files\Cisco Systems\dcm]:
Initializing, please wait...
Kok ok k kK K ko k ok K K ko k kK K ok ok ok ok K K ok ok ok kK K ok ok ok ok K K ok ok ok kK K ok ok ok ok kK ok ok ok kK K ok ok ok kK Kk ok k kK K kR kK K
Welcome to DCNM-to-NDFC Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files to be used for performing
the upgrade.

Thank you!

B R R R R R R Y

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y
B R R R R R R R e I S S S S S I S I S S S S S S 3

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
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the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

2024-02-26 17:57:32,247
2024-02-26 17:57:32,649
2024-02-26 17:57:32,650

] INFO DCNMBackup - Creating final tar.gz file....
] INFO DCNMBackup - Final tar.gz elapsed time: 402 in ms
main] INFO DCNMBackup - Backup done.
2024-02-26 17:57:32,657 ] INFO DCNMBackup - Log file: backup.log

2024-02-26 17:57:32,658 [main] INFO DCNMBackup - Backup file:

backupll win57 20240226-172247.tar.gz

LinuxD%4

# ./DCNMBackup.sh
Enter DCNM root directory [/usr/local/cisco/dcm]:

Initializing, please wait...

khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk

Welcome to DCNM-to-NDFC Upgrade Tool for Linux/Windows.
This tool will analyze this system and determine whether you can move to NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files to be used for performing
the upgrade.

Thank you!

khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y
KA A A A A A A A A A A A A A A A Ak Ak Ak Ak Ak Ak Ak kA hhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk ok ko hk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK k% % %%

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:

Enter it again for verification:

2024-02-27 07:53:46,562 [main] INFO DCNMBackup - Inside init () method
2024-02-27 07:53:46,564 [main] INFO DCNMBackup - Loading properties....
2024-02-27 07:53:46,649 [main] INFO DCNMBackup - Inside checkLANSwitches...
2024-02-27 07:53:46,732 [main] INFO fms.db - set database url
as:jdbc:postgresgl://localhost:5432/dcmdb

2024-02-27 07:53:46,887 [main] INFO DCNMBackup - LAN Switch count: 0

2024-02-27 07:53:46,889 [main] INFO DCNMBackup - Inside exportDBTables...

2024-02-27 07:53:46,892 [main] INFO DCNMBackup - Exporting —--------- > statistics
2024-02-27 07:53:46,903 [main] INFO DCNMBackup - Exporting --------- > sequence
2024-02-27 07:53:46,964 [main] INFO DCNMBackup - Exporting --------- > clustersequence
2024-02-27 07:53:46,965 [main] INFO DCNMBackup - Exporting —--------- > logicsvr fabric
2024-02-27 07:53:49,147 [main] INFO DCNMBackup - Creating final tar.gz file....
2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Final tar.gz elapsed time: 35 in ms
2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Backup done.

2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Log file: backup.log
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2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Backup file:
backupll onefiveseven.cisco.com 20240227-72149.tar.gz

OVA DA -

# ./DCNM_To NDFC_Upgrade Tool OVA ISO

B R R R e R R Y

Welcome to DCNM-to-NDFC Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to
NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files
to be used for performing the upgrade.

NOTE:

Only backup files created by this tool can be used for upgrading,
older backup files created with 'appmgr backup' CAN NOT be used
for upgrading to NDFC 12.2.1

Thank you!

B R R R R R Y

Continue? [y/n]: y
Collect operational data (e.g. PM, EPL)? [y/n]l: y

Does this DCNM 11.5(4) have DCNM Tracker feature enabled on any switch on any fabric?
n

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

Adding backup header

Collecting DB table data

Collecting DB sequence data

Collecting stored credentials

Collecting Custom Templates

Collecting CC files

Collecting L4-7-service data

Collecting CVisualizer data

Collecting EPL data

Collecting PM data - WARNING: this will take a while!

Collecting AFW app info

Decrypting stored credentials

Adjusting DB tables

Creating backup file

Done.

Backup file: backupll host108 20240227-153940.tar.gz

[y/n]:

ATYTE ZORF2 AL FOFIOEDWTIOFIICHE - T, HiHIZ Nexus Dashboard 7 7 A Z # BB L £,
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Nexus Dashboard 7’7 v b 7 —Ah, 777 Vw7 arvitu—7 —E R, BIOLELOEADREIZEH
ENTWDHEDT 4 —L 77 7 ZDTRXTOHA RT A2 LRGN ZHTZLTND I 2R LE
ﬁ—o

GE)

*» Nexus Dashboard 7 7 A% %7 77V v 7 2 hbue—> (NDFC) +—EAXATOLEELET, o
=R (777 VyZarbr—7+hsights7e &) TEEALALWTIZEIV, ZhE{TI &, RO
FINETHERR N> 7 7 v TE2EIRT DB, [ Ror 7 o777 4 MEIZORIRE— R ERERH Y FHA] LU
DAY=V TRATHRILL £,

DCNM 2 E D eIZ#ETeHIZ, Nexus Dashboard 7 7 7'V v 7 2> b —7 UL T, MLEREDKE IP
T RVAZEETDHILELRSY 7,

BEA7 DF% E C Cisco Smart Software Management (CSSM) (ZEERRi T D A~— K A4 BV A& HH L
T 5EA 1L, B LV Nexus Dashboard |2 CSSM Web ¥ MIEIFET 272D TR L— MR HDH 2
L EERT ANENDH Y T,

smartreceiver.cisco.com D IP 7 R L ADH 7 % v MM, Nexus Dashboard EEE X v s 7 —7 FHIT,
Nexus Dashboard @ [EE (Admin) |>[Y AT LERE (System Settings) | >[J/L— b (Routes) |—
DO)— bk T—=TWEMENTWEZ L 2R LE T,

BHOV T Ry M ROTBITIE, smartreceiver.cisco.comlZping & EfTLET, ROHFIZ ZEL 2
éb\o

$ ping smartreceiver.cisco.com

PING smartreceiver.cisco.com (146.112.59.81): 56 data bytes

64 bytes from 146.112.59.81: icmp seq=0 ttl=52 time=48.661 ms

64 bytes from 146.112.59.81: icmp seg=1 ttl=52 time=44.730 ms
64 bytes from 146.112.59.81: icmp seqg=2 ttl=52 time=48.188 ms

S5, NDFC IFH LWL A VA X A E RSN, BHEEZFHLT O LENHY £9, #
[REUINOEFHE N —27 V2FEH L TNy 77 v T2 LIS E13, 7y 77— FRICA~—h 74
TUARETV A — REFETEITL, BN b= V2 ANTHRERDY £,

ATYT6 HLWI FALXTREDODNy 7T v T2l LET,
a) admin 7 % 7 > b C Nexus Dashboard {22 7 > L E T,
by EHOFey Xy A=ma—06, [Z77Uvsy a2 bA—75 (FabricController) | #3{R L &

R
) EDFEr—var Ama—N0nL[EE (Admin) [>[/\v P 7 v TELUET (Backups& Restore) ]
IR LT,

d AA2 AT, Bt (Restore) 157 Vv 7 LET,
e) [§9 <1t (RestoreNow) | 7 4 KU TEEMA AT LET,

cBIDOFNATIERR LTz Nw 7 7w FIZEEDNT, [REDH (ConfigOnly) | £72iX[ZJL (Full) ]
BERLET,

RO I T T T ANMEESN TS [V—R (Source) | ZFIRL, 77 A NVET v a—F
T, UE— RN P—_—0DrE " AEZHELET,

RED/Ny 7T v THRHHRE LT [lESF— (EncryptionKey) | # A1 L £
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« [SMEBH—E X 1P RE % #+8 (Ignore External Service|P Configuration) | 47 a »idA 7|
o TNWDZ L aMERELET,

[R~ (Next) 1227 VU7 LTCIERZMEZR L, [t (Restore) | THELXE T L ET,
ToLOEATH, Ulide v 7 SET, EIICBBERIERIZ, Xy 77 v 77 A NVDT—HIZL-T
B0 F9,
7o ANZET LG, [§9<CHERT (RestoreNow) | Ry 77T w7 04 KU 1 74k
7 U7 LTHLELET,
EANEFIZETLEDL, [R=2D ) A—F (Reoadthepage) | %7 U v 7450, 77 7Y X—
TEEHLTEITLEZTE T L, Nexus Dashboard 7 7 7'V w7 2> hu—J O HEZBMG L £,

AFYvT1 7T T VL—REBEOZA7 5T LET,

a)

b)

SAN 2> hE—F ~ULYFRHEHALTWBEES

NPT v TNST—2EETT5HE, T3TO server-smart 7 1 & 2 A7 OutofCompliance (272 ¥ %
D

Ul O[#&4E (Operations) 1>[54 2 REE (LicenseManagement) ]1>[A<Y—k (Smart) | ~<—
Mo, RV —F R LAY —F 748 ZICBIT L, SLP 24 L T CCSM & OIS #H % ffe 7
T&EET,

777 Vv aria—7 AV FEEHLTHLES

DCNM 11.54) 267 v 77 L— R T 256 IROREIZ DWW TIILI SRR, HRRENMLE
‘/C“ﬁqo

TV RNRA N B EBRET DLENDHY T

« IPAM St 2 BRET OLERH Y £

T T LR BRETIOILENRDHY T

c HAB L PR VEFER L TRETILERD Y £F

« 777Uy CPMINEZHEANIT DLENDHY £7

« T — X OWHEEBET DITIE, IRET — X INELZFEGNTHLERDH Y 7
AL TFAR=TET v — RTHUNERHY FT

J)y—ZX1154) D [115(4) Tk, F5v 7 |[LANTNARE |7y TFL—Fig |#ER
ER24 7 P7 FLRIZUTHS |EOEEHE DrSyTIPTE
IRESNFET : LR
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