afran]n
CISCO.

Cisco Nexus

2026 5 7

107-6227 9-7-1
http://www.cisco.com/jp

0120-092-255 PHS
10:.00 12:00 13:.00 17:00
http://lwww.cisco.com/jp/go/contactcenter/

L]
z
2
g
e
i
g
=
]
1
&

| —e -
e 4 e I U 8 i

e ———

.

2.3.X



Www.cisco.com/j p/go/safety_war ning/

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE.
EXCEPT AS MAY OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS DOCUMENTATION ARE
PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco software, including this product documentation, and are located at:
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html. Cisco product warranty information is available at https://www.cisco.com/c/en/us/products/
warranty-listing.html. US Federal Communications Commission Notices are found here https://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in varying stages of development and will be offered on a when-and if-available basis. Any
such product or feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for delay in the delivery or failure to deliver any products or feature
roadmap items that may be set forth in this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this documentation set, bias-free is defined as language that does not imply discrimination based
on age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
that is hardcoded in the user interfaces of the product software, language used based on RFP documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2023-2025 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
https://www.cisco.com/c/en/us/products/warranty-listing.html
https://www.cisco.com/c/en/us/products/warranty-listing.html
https://www.cisco.com/c/en/us/products/us-fcc-notice.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

Trademarks ?

1
1
3
3
6
19
37
44
46
49
53
53
Nexus 55
VMware ESX 63
63
VMware vCenter Nexus 69
VMware ESXi Nexus 79
Linux KVM 87

Cisco Nexus 2.3.x .



87

Linux KVM Nexus

6 Amazon Web Services 101

101

AWS Nexus

7 Microsoft Azure 113

113
Linux MacOS SSH
Windows SSH

Azure Nexus

Red Hat Enterprise Linux
125

Red Hat Enterprise Linux

Nexus

RHEL Nexus

9 Nexus

137

Nexus

. Cisco Nexus

2.3.x

90
103
114
115
118
125
Nexus
137
141

135

136

128



2.3(1)

Cisco Nexus

23X .



. Cisco Nexus 2.3.x



. 19

. 37

Cisco Nexus Dashboard
Nexus Dashboard Insights

44
46
49

Nexus Dashboard Orchestrator

Cisco ACI  Cisco NDFC

Nexus Dashboard

Nexus Dashboard

Cisco Nexus

Cisco Nexus

23X .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html

Cisco Nexus Dashboard User Guide
Nexus Dashboard GUI

Nexus Dashboard
Cisco UCS
Cisco Nexus Dashboard

Nexus Dashboard

Nexus Dashboard

\)

Nexus Dashboard

Nexus Dashboard platform
GUI

Nexus Dashboard root

rescue-user

Nexus Dashboard

Cisco TAC
Nexus Dashboard

rescue-user

Nexus

Nexus Dashboard Hardware Setup Guide

Nexus
Guide

[ Services ]

Nexus

Orchestrator  Fabric Controller

Nexus

Insights

Nexus

Nexus Dashboard

Nexus

. Cisco Nexus 2.3.x

Cisco Nexus Dashboard User

Nexus Dashboard

Data Broker

Nexus


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/guide-c07-744361.html
https://www.cisco.com/c/en/us/products/collateral/data-center-analytics/nexus-dashboard/guide-c07-744361.html

Cisco Nexus Dashboard

\}

Cisco Nexus Dashboard

* Cisco Nexus .iso

Cisco Nexus Dashboard

Cisco
Nexus Cisco
Nexus Dashboard Hardware Setup Guide

* VMware ESX (.ova)
3 VMware ESX Nexus

 Linux KVM .gcow2
3 Linux KVM Nexus

* Amazon Web Services (.ami)

3 AWS Nexus

 Microsoft Azure (.arm)

3 Azure Nexus
. Red Hat Enterprise Linux(RHEL)
2.2(1) Red Hat Enterprise Linux Nexus Dashboard

Cisco Nexus 2.3.x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html

Nexus Dashboard 1 3

Cisco Nexus Dashboard Cluster Sizing

. 3
. 3
3
3 2
2 Cisco Nexus Dashboard
Cisco Nexus
Nexus GUI
Nexus

Network Time Protocol NTP DNS
Nexus Dashboard DNS NTP

DNS IP

. Cisco Nexus 2.3.x


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/day2ops/index.html

\)

Nexus Dashboard DNS

DNS Core DNS
DNS
DNS
Nexus Dashboard DNS
Nexus
Cisco Nexus Dashboard 2
Nexus Dashboard 2 Nexus Dashboard
2 IP 1
1
Nexus Dashboard 2
5.
Data Network
¢ Nexus Dashboard * Nexus GUI
. * SSH Nexus CLI
¢ Cisco APIC
NDFC Nexus * DNS NTP
Dashboard
* Nexus Dashboard
Nexus Insights
* Cisco DC App Center  AppStore
Nexus App Store
https://dcappcenter.cisco.com
« Intersight
2
. Nexus Dashboard

Cisco Nexus 2.3.x .


https://dcappcenter.cisco.com

IP

CIMI TCP 22/443

Nexus Dashboard CIMC IP
* Nexus Insights
APIC IP
* Nexus Dashboard Insights  AppDynamics AppDynamics
IP
» Nexus Dashboard Orchestrator Cisco APIC
/ IP Cisco
NDFC
. Nexus Dashboard
MTU 1500
MTU
A\
VLAN
1504 MTU
A\
IP Cisco Nexus
Ul
IP

. Cisco Nexus 2.3.x


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html

Nexus Dashboard IP
Nexus Dashboard 3 N/A
Orchestrator
SFLOW/NetFlow 3 N/A
Nexus Dashboard
Insights ACI
SFLOW/NetFlow 3 IPv4
NDFC
Nexus
Dashboard Insights 6 P
IPv6
7 IP
SFLOW/NetFlow 3
ACI NDFC
6 IP
Nexus
Insights
Cisco Nexus

2.3.x .



. Cisco Nexus

Nexus Dashboard

Nexus Dashboard

12.0(x)

2.3.x




Nexus Dashboard

[LAN
LAN Device
M anagement

Connectivity ] [
Management ]

* SNMP/Syslog
SCP

« [EPL]

1 1P
| 1P

IP Fabric for
Media ]

[LAN
LAN Device
M anagement

Connectivity ]
[ Data ]

* SNMP/Syslog
SCP

* [EPL]

Cisco Nexus

2.3.x .



. Cisco Nexus

Nexus Dashboard

1
° [

|P Fabric for

Media ]

IP

IP

2.3.x




Nexus Dashboard IP
Nexus 2
12.1.1

Cisco Nexus

2.3.x .



. Cisco Nexus

Nexus Dashboard

LAN
[LAN

LAN Device
M anagement

Connectivity ] [
Management ]

* SNMP/Syslog
SCP

« [EPL]

1 1P
N IP

IP Fabric for
Media ]

LAN
[LAN

LAN Device
M anagement
Connectivity ]
[ Data ]

2.3.x




Nexus Dashboard

IP

* SNMP/Syslog
SCP

« [EPL]

1 1P
| 1P

IP Fabric for
Media ]

Cisco Nexus

2.3.x .



. Cisco Nexus

Nexus Dashboard

IP

«[LAN

LAN Device
Management
Connectivity ]

[

Data |

* SNMP/Syslog
SCP
2 IP

* [EPL]

SAN

2.3.x



https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/user-guide-22/cisco-nexus-dashboard-user-guide-221/infrastructure_management.html#_persistent_ip_addresses

Nexus Dashboard IP

* SSH 1
IP

« SNMP/Syslog
1 IP

« SAN Insights

1 IP
SAN
IP
3
Cisco Nexus Dashboard 3 N/A
Data Broker
RTT
Nexus
RTT Insights
RTT  50ms
4:RTT
RTT
Nexus Dashboard Orchestrator 50
APIC 500
NDFC 150
Nexus Dashboard Insights 50
150

Cisco Nexus 2.3.x .




RTT

Nexus 50
200 ms*
* POAP PowerOn Auto Provisioning Nexus Dashboard
RTT 50
Nexus
Nexus 2
. Nexus
/16
. Nexus
/16

Nexus Dashboard

Nexus VXLAN

1 DNS

Nexus

Nexus

169.254.0.0/16 Kubernetesbrl

. Cisco Nexus 2.3.x



BGP IP

Nexus Dashboard

Nexus Dashboard

IP Nexus Dashboard Insights
1 IP
IP
3
Gratuitous ARP 2
3 IP
2.2(1) 3
IP IP 3
BGP IP
IP
3 IP
2
BGP Nexus GUI
BGP IP
. 3 IP
. BGP
IP Nexus

GUI

. IP
Nexus Dashboard
A\
TLS mTLS

Nexus Dashboard

Nexus Dashboard

Cisco Nexus

2.3.x .



5 Nexus Dashboard

. Cisco Nexus

ICMP ICMP ICMP CIMC
SSH 22 TCP CLI CIMC
TACACS |49 TCP TACACS
DNS 53 TCP DNS
uDP
HTTP 80 TCP /
NTP 123 uDP NTP
HTTPS 443 TCP ul (
) /
LDAP 389 TCP LDAP
636
RADIUS  |1812 TCP Radius
KMS 9880 TCP ACI
30012 TCP
30021 ubP
30500
30600
2.3.x




6 : Nexus Dashboard

ICMP ICMP ICMP cIMC
SSH 22 TCP APIC
DNS 53 TCP DNS
UbP
HTTPS 443 TCP APIC
SSH 1022 TCP
UbP
VXLAN 4789 UDP
KMS 9880 TCP ACI
Cisco Nexus

2.3.x .




3379
3380
8989
9090
9969
9979
9989
15223

30002
30006

30009
30010

30012
30014-30015
30018-30019
30025
30027

TCP

30016
30017

TCP
UDP

30019

UDP

30500
30600

TCP
UDP

Nexus Dashboard Insights

. Cisco Nexus

Nexus Dashboard

2.3.x

Nexus Dashboard Insights




7. Nexus Dashboard Insights

2022 TCP APIC/NDFC

5640 5671|UDP
TAC 8884 TCP
KMS 9989 TCP ACI
Kafka 30001 TCP APIC/NDFC IP
SW 5695 TCP

30000

57500

30570

Nexus Dashboard Fabric Controller

Nexus Dashboard ND
Controller NDFC

\ )

Nexus Dashboard Fabric

NDFC
Nexus Dashboard

Cisco Nexus

2.3.x .



8 Nexus Dashboard Fabric Controller

LAN
SAN
SSH 22 TCP SSH
SCP 22 TCP NDFC
SCP
SMTP 25 TCP SMTP NDFC [
Server Settings ]
DHCP 67 UDP NDFC DHCP
/[POAP
DHCP 68 UDbP
LAN
POAP DHCP
NDFC
ND IP
DHCP
ND IP
IP  DHCP
NDFC
LAN
SNMP 161 TCP NDFC SNMP
UDP

. Cisco Nexus

2.3.x




LAN
SAN

HTTPS/HTTP | 443/80 TCP NX-APIHTTPS/HTTP
NX-API 443/80
NX-API
NX-API
NDFC
LAN
HTTPS 443 TCP NDFC VMware vCenter ~ OpenStack
vCenter VMM
Kubernetes Kubernetes
OpenStack
Discovery
A\
NDFC IP IP
IP Nexus Dashboard
Cisco Nexus

o



9: Nexus Dashboard Fabric Controller P
LAN
SAN
SCP 22 TCP SCP NDFC
NDFC SCP
SCP
SCP POAP
POAP
NDFC  SCP-POAP
IP NDFC
[LAN LAN
Device Management Connectivity ]
2.3.x

. Cisco Nexus




LAN
SAN
TFTP 69 TCP POAP
POAP
NDFC (NDFC
)
POAP NDFC
POAP
TFTP HTTP/HTTPS
NDFC ~ SCP-POAP
P NDFC
[LAN LAN

Device Management Connectivity ]

LAN

Cisco Nexus

2.3.x .




LAN

Device Management Connectivity

LAN

SAN
HTTP 80 TCP POAP
POAP
NDFC (NDFC
)
POAP NDFC
POAP
TFTP HTTP/HTTPS
NDFC  SCP-POAP
P NDFC
[LAN LAN

]

. Cisco Nexus

2.3.x




LAN
SAN
BGP 179 TCP
IP EPL
Nexus Dashboard
BGP
BGP
BGP
NDFC EPL
VXLAN BGP EVPN
LAN
HTTPS 443 TCP POAP 443 NDFC
POAP HTTPS
HTTPS SCP-POAP
IP
NDFC  SCP-POAP
IP NDFC
[LAN LAN

Device Management Connectivity ]

LAN

Cisco Nexus

2.3.x .



LAN
SAN

Syslog 514 UDP NDFC  Syslog
Syslog
SNMP-Trap/Syslog

NDFC  SNMP-Trap-Syslog

IP NDFC
[LAN
LAN Device Management
Connectivity ]

SCp 2022 TCP NDFC POAP-SCP IP
Nexus Dashboard Insights
ND

NDFC  SCP-POAP

IP NDFC
LAN

. Cisco Nexus 2.3.x



LAN

SAN

SNMP 2162 uDP NDFC SNMP
SNMP-Trap/Syslog
IP
NDFC  SNMP-Trap-Syslog
IP NDFC
[LAN
LAN Device Management

Connectivity ]
GRPC 33000 TCP NDFC IP

GRPC SAN

(
) SAN Insights Telemetry
SAN
GRPC 50051 TCP IP
LAN PTP
NDFC
GRPC
IP
LAN
SAN Nexus Dashboard Fabric Controller
Nexus Dashboard Fabric Controller 3 Nexus Dashboard
NDFC SAN

Cisco Nexus 2.3.x .



10: SAN Nexus Dashboard Fabric Controller

LAN
SAN
SSH 22 TCP SSH
SCP 22 TCP NDFC
SCP
SMTP 25 TCP SMTP
NDFC [
Server
Settings ]
SNMP 161 TCP UDP NDFC
SNMP

. Cisco Nexus 2.3.x



LAN
SAN
HTTPS 443 TCP NDFC
vCenter VMware vCenter
Kubernetes OpenStack
OpenStack VMM
Discovery
Kubernetes
A\
NDFC IP IP
IP Nexus Dashboard
Cisco Nexus

2.3.x .



11:

SAN

Nexus Dashboard Fabric Controller

P

SCP

22

TCP

SCP
NDFC

NDFC SCP

. Cisco Nexus

2.3.x




Syslog

514

UbP

NDFC  Syslog

syslog
SNMP-Trap/Syslog

NDFC
SNMP-Trap-Syslog

NDFC
[LAN

LAN
Device
Management

Connectivity ]

Cisco Nexus

2.3.x .



SNMP

2162

UbP

NDFC SNMP

SNMP-Trap/Syslog

NDFC
SNMP-Trap-Syslog

GRPC

33000

TCP

NDFC IP
GRPC

SAN (

)
SAN
Insights Telemetry

SAN

. Cisco Nexus

2.3.x



Nexus Dashboard

APIC NDFC Nexus
2
. 3 Nexus Dashboard
. Nexus Dashboard
Cisco Cloud Network Controller 3

\)

UCS-C220-M5 SE-NODE-G2
ND-NODE-L4

~

mLOM PCle 01

~—

~| PCle Riser 02

O (L

. Nexus Dashboard
on Motherboard (mLOM)

* UCS-C220-M5 PCle-Riser-01 4
( ) Nexus Dashboard
* UCS-C225-M6 PCle-Riser-01
NIC (AP1C-P-1D10GC) 2x25/10GbE SFP28 NIC  APIC-P-18D25GF

Nexus Dashboard

e mLOM mgmt0 mgmtl
. 1G 10G
Cisco Nexus

[y &) &)
§ PCle Riser 03 [ea s @

UCS-C225-M6

5@ o

Modular LAN
VIC1455

2x10GbE

2.3.x .

504773



» UCS-C220-M5 VIC1455

. 10G 25G

. 1 Nexus Dashboard fabrico 2 fabricl

fabricO fabricl

* UCS-C225-M6 2x10GbE NIC (AP1C-P-1D10GC)
2x25/10GbE SFP28 NIC (AP1C-P-18D25GF) VIC1455
. 10G 25G
* Nexus Dashboard 25G
Cisco 25GBASE SFP28
. 1 NexusDashboard fabrico 2 fabricl

fabricO fabricl

/
Linux
PortChannel vPC
Nexus Cisco Catalyst VLAN
vlan0
switchport voice vlan dotlp
3
Nexus 3
Nexus
* Cisco ACI Nexus
APIC
(0]0]=]
 Cisco NDFC Nexus Dashboard Orchestrator

NDFC

. Cisco Nexus 2.3.x


https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/transceiver-modules/datasheet-c78-736950.html
https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/transceiver-modules/datasheet-c78-736950.html

» Nexus Insights Day-2 Operations
APIC
3
* ACI Cisco Nexus Dashboard
L30ut EPG
ACI Cisco APIC Layer 3 Networking
Configuration Guide
* NDFC NDFC
Nexus
NDFC
NDFC UI [ Administration ]>[
Customization ]>[ Network Preference ]>| In-Band
eth2 ]
. VLAN ID
VLAN
VLAN ID
2 Nexus Dashboard 3
2
Nexus

Cisco Nexus 2.3.x .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/5-x/l3-configuration/cisco-apic-layer-3-networking-configuration-guide-50x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/5-x/l3-configuration/cisco-apic-layer-3-networking-configuration-guide-50x.html

DCNM
controllers

NX-0OS switches

External
Connectivity

INB VRF

Data Interface

-N- NN cooo [-0-N-F-]

ND Cluster

Management Interface

Management
Network

504311

. Cisco Nexus 2.3.X



3: 3 Nexus Dashboard Orchestrator

Network DCNM
APIC OOB 00B controllers

Interface Interface

AF [=]
Tac_ape Fabric A Fabric B
NX-0OS switches
APIC o
INB
Interface Interface
NX-0S swrtches —

External

00B Connectivity

APIC INB Interface INB

Interface Interface
L3
Network

/ Data Inteﬂaces\
o o O o

ND Cluster

INB VRF

Management Interface

Management
Network

:

Nexus Dashboard 1

Cisco Nexus 2.3.X .



Nexus Dashboard

» Cisco ACI
(O0B)

* Nexus

ACI
/BD

Nexus

* ACI

* VMware ESX

* ACI
Nexus Dashboard
EPG
EPG
2 Nexus
2
Nexus

. Cisco Nexus

Nexus Dashboard Orchestrator

APIC
Insights
IP
EPG
VRF
L30ut
Nexus Dashboard Insights
ACI IP
Linux KVM
VLAN ID
VLAN
Cisco Nexus Dashboard (BD)
(EPG)
VRF EPG
EPG  Cisco Nexus EPG
Nexus
ACI
L3Out EPG  L3Out
2.3X

Nexus

EPG

Nexus

EPG



DCNM
controllers

= —
= |

Connectivity

Data Interfaces

o000 o000

Data Interface

ND Cluster

Management Interface

Management
Network

504313

Cisco Nexus 2.3.X .



APIC
INB
Interface

Nexus

Q0B
Network
APIC OOB 0O0OB co[:]ﬁg:gfs
Interface Interface
Fabric A Fabric B
NX-05 switches

INB
Interface

e

EPG/BD

Data Interfaces

External
Connectivity

Data Interface

ND Cluster eeee

Nexus

Management
Network

Management Interface

504314

2.3.x

. Cisco Nexus



Nexus Dashboard

Nexus Dashboard

Nexus

Nexus Dashboard Insights

Nexus Dashboard Orchestrator

Nexus Dashboard Orchestrator
2 Nexus Dashboard Nexus Dashboard

6 : Nexus 2

Site 1 Fabric 1 Site 2 Fabric 2

_______________________________________________________________________

Master1 Master2 Master3d Standby

504318

Cisco Nexus



https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/dcn-apps/index.html

Nexus Dashboard Fabric Controller
2

Linux KVM AWS Azure

RHEL

VMware ESX

Nexus

Nexus Insights

Nexus Insights
Nexus

. Cisco Nexus 2.3.x



7: Nexus Insights

Site 1 Fabric 1

o000 ooco0o0 ooc00

ND Cluster

504315

Nexus Insights

Nexus Insights
Nexus
Insights

Cisco Nexus

o



8. Nexus Insights
Recommended
= S
She 1 Fabilc 1 She 2 Famic 2 E{‘::;l She 1 Fabiic 1 Slie 2 Faiic 2 ‘f‘__"

ND Cluster ND Cluster
) e ... &
- T ©

Centralized deployment Distributed deployment g
Nexus Insights
2 Nexus 1

Nexus

. Cisco Nexus 2.3.X



9. Nexus Insights
= =F —
é E"I"C Site 1 Fabric 1 Site 2 Fabric 2 ﬁ i"
Cluster
#1
ND Cluster 1
-~ NDI ]
Cluster i ND Cluster 2 eeee
#2
:’
]
]
]
]
] |L':
‘ 2
1Y
Nexus
12:
Parameters
nd-cluster
NTP 171.68.38.65
Cisco Nexus

2.3.x .



Parameters

DNS

64.102.6.247 171.70.168.183

DNS

cisco.com

172.17.0.0/16

100.80.0.0/716

13:

Parameters

CIMC

10.195.219.84/24

> admin

Ciscol234

CImMC

10.195.219.85/24

s admin

Ciscol234

CIMC

10.195.219.86/24

s admin

Ciscol234

GUI

Welcome2Cisco!

192.168.9.172/24

192.168.9.1

192.168.6.172/24

192.168.6.1

VLAN

101

. Cisco Nexus

2.3.x




Parameters
63331
ASN
200.11.11.2
BGP IP
200:11:11::2
55555
BGP ASN
P 192.168.9.173/24
192.168.9.1
192.168.6.173/24
IP
192.168.6.1
2 101
VLAN
2 63331
ASN
2 200.12.12.2
BGP IP
200:12:12::2
2 55555
BGP ASN
P 192.168.9.174/24
192.168.9.1
192.168.6.174/24
IP
192.168.6.1
3 101
VLAN
Cisco Nexus

2.3.x II



Parameters

. Cisco Nexus

3 63331
ASN

3 200.13.13.2
BGP IP

200:13:13::2

3 55555

BGP ASN
2.3x




. Nexus
Nexus
. 3
Nexus
Cisco Nexus
Cisco Nexus

Cisco Nexus

¢ CiscoNexusDashboard

UCS-C220-M5
Nexus
PID

Cisco Nexus

55

Nexus Ul

UCS-C225-M6

23X .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-guides-list.html

. Cisco Nexus

14: ucs-c220-ms

PID
SE-NODE-G2= * UCS C220 M5
«2X10 2.2G Intel Xeon Silver CPU
* 256 GB RAM
«24TBHDD X 4
400 GB SSD
1.2 TB NVME
* UCS 1455
4x25G
» 1050W
SE-CL-L3 3 SE-NODE-G2=
15: UCS-C225-M6
PID
ND-NODE-L4= » UCS C225 M6

* 2.8GHz AMD CPU

*+256GB RAM
*24TBHDD X 4
960GB SSD

1.6TB NVME

o Intel X710T2LG 2x10 GbE
Intel EB10XXVDA2 2x25/10 GbE

» 1050W

ND-CLUSTER-L4

3

ND-NODE-L4=

2.3.x




Nexus .

Nexus

Nexus Dashboard

UCS-C225-M6 Nexus Dashboard 2.3(2)

« Cisco Integrated Management Controller CIMC

CIMC Nexus Dashboard

« Serial over LAN SOL CIMC

SOL connect host
* Nexus
2.0.1
2.1.1

. 2.0.1
. Nexus 137

2.1.1

3

Nexus
Nexus
3 Nexus

Cisco Nexus 2.3.x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html

Nexus

GUI
2 CIMC IP

a) CIMC IP SSH connect host

[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole. ..
[ OK ] Started keyhole.
[ OK ] Started logrotate.
[ OK ] Started logwatch.

Press any key to run first-boot setup on this console...
b) admin
rescue-user CLI GUI

Admin Password:
Reenter Admin Password:

c)
Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1
d)

Please review the config
Management network:
Gateway: 192.168.9.1
IP Address/Mask: 192.168.9.172/24

Re-enter config? (y/N): n

. Cisco Nexus 2.3.x




Nexus

ul
ul 2

Please wait for system to boot: [HHHHHHHHHHHHHHHHHHHHHH#H##] 100%
System up, please wait for Ul to be online.

System Ul online, please login to https://192.168.9.172 to continue.

https://<node-mgmt-ip> GUI

GUul 1

[ Begin Setup |

afra]e
ClIsco

@ Nexus Dashboard

Version: 2.3.0.100

-
a ) *
= ®
Welcome to Cisco Nexus Get started by providing a Once completed, you will be
Dashboard, your pla1form to few details to set up Cisco able to get real time analytics,
deploying Cisco Data Center Nexus Dashboard and bring visibility, and assurance for
Applications. up the cluster. policy and infrastructure.
Password *
[ Cluster Details ]
[ Cluster Details ]
a) Nexus [ Cluster Name ]
b) [+NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
c) [+DNS +Add DNSProvider ] 1 DNS
IP

Cisco Nexus 2.3.x .



Nexus

d [ Proxy Server ]
Cisco
(i)
[ Skip ]
e) ( ) [ Authentication required
for Proxy 1 [ Yes ]
) ( ) Advanced Settings |
« [+DNS +Add DNS Search Domain ] 1
IP
. App Network  Service Network
Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
9 I Next ]
5 Node Details ]
a) [ Edit ]
b) [ Password ] [ Validate ]
[ Serial Number ] [ Management
Network ]
c)
d)
IP / 172.31.140.58/24
172.31.140.1 VLAN ID
[VLANID]
e) IPv6

. Cisco Nexus

2.3.x



f)

9)

b)

c)

d)

Nexus .

Nexus IPv4 IPv4/1Pv6
IPv6
IPv4 IPv6
IPv4 IPv4/1Pv6
BGP

NDFC Nexus Insights

IP BGP Nexus Dashboard

IP

BGP Nexus GUI
BGP

. ASN BGP

ASN ASN

. IPv4 IPv6 ASN BGP

[Save]
NodeDetails ] [ Add Node ] 2
Node Details ]
[CIMC CIMC Details ] CIMCIP
[ Verify ]
IP
IP
IP
VLAN ID
[VLAN ID]
IPv6

Cisco Nexus 2.3.x .



Nexus

2.1.1 Nexus IPv4
/ IPv6

IPv6 IPv4
IPv6

IPv4 IPv4/IPv6

) [ (Save)

7 3
8 [ Next ]
9 I Confirmation ] [ Confirm ]
ul
30
Nexus GUI
10
30
3 SSH 1
a)

acs health

$ acs health
k8s install is iIn-progress

$ acs health
k8s services not in desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

$ acs health
All components are healthy

b) Nexus GUI

Nexus

. Cisco Nexus 2.3.x
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Cisco Nexus

Nexus

Cisco Nexus

Nexus

2.3.x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html

Nexus

. Cisco Nexus 2.3.x
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. —— 2 =
= > £ A
= £

—— = - /-

VMware ESX

. 63
* VVMware vCenter Nexus 69
* \VMware ESXi Nexus 79

VMware ESX  Nexus

. ESX

Nexus

(Nexus Dashboard Fabric Controller ) 1
ESX

Nexus

Cisco Nexus
Nexus Ul
Cisco Nexus

Cisco Nexus 2.3.x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html

VMware ESX

* VMware ESX 2
. Nexus Insights
. Nexus

* NDFC

CiscoNexus
Dashboard

. Cisco Nexus 2.3.x


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-installation-and-configuration-guides-list.html

| vMware ESX

16:

Nexus Dashboard

2.3.X

Cisco Nexus

2.3.x .



. Cisco Nexus

VMware ESX

Nexus Dashboard

2.3.x

* VVMWare ESXi 7.0
7.01 7.02 7.0.3

« vCenter
VMware
vCenter 7.0.1 7.0.2

« VM

. 2.2GHz

16 vCPU

64GB RAM

500GB HDD
SSD

50GB

SSD

HDD
Nexus

* Nexus
ESXi



https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

| vMware ESX

Nexus Dashboard

* VMWare ESXi 7.0
7.01 702 7.03

 vCenter
VMware
vCenter 7.0.1 7.0.2

VM

. 2.2 GHz

32 vCPU

128GB RAM

3TB SSD

50GB

* SSD

RAID

HBA

JBOD

* SSD

Cisco Nexus

2.3.x .



. Cisco Nexus

VMware ESX

Nexus Dashboard

. 4K
IOPS
93000
. 4K
IOPS
31000

*  Nexus Dashboard
ESXi

. VM
VMware

* VMware vMotion

* VVMware
* Nexus
* Cisco
ESXi
. ESXi
vCenter
69
ESXi

Nexus

(DRS) Nexus

Nexus

KVM Nexus Dashboard

vCenter
VMware vCenter Nexus
VMware ESXi Nexus 79

2.3.x




| vMware ESX
VMware vCenter Nexus .

VMware vCenter Nexus

VMware vCenter Cisco Nexus
ESXi VMware ESXi Nexus
79

1  Cisco Nexus Dashboard OVA
a) [ Software Download ]

https://software.cisco.com/download/home/286327743/type/286328258/

b) Nexus

c) Nexus OVA nd-dk9.
<version>.ova

2 VMware vCenter

vSphere
VMware vSphere Client 6.7

3 VM

Cisco Nexus 2.3.x .


https://software.cisco.com/download/home/286327743/type/286328258/

VMware ESX

. VMware vCenter Nexus

vm vSphere Client

" Datacenter-1

[

v o
g VMware vQ

v [o

|_=.ﬁ Actions

B New Virtual Machine..
1§ Deploy OVF Template. s
¥ New Resource Pool...
BE New vApp...

Maintenance Mode

o PPN o SO o PP o U o ST o S PR o

Connection

a) ESX
b) [OVF Deploy OVF Template |
[Deploy OVF Template]
4 Select an OVF template |

[OVF

Deploy OVF Temp\ate

2 Select a name and folder

Select an OVF template
Select an OVF template from remote URL or local file system
3 Select a compute resource

4 Review details
a local hard drive, a network share, or a CD/DVD drive

URL

5 Select storage
6 Ready to complete

http:/!

Summary Monitor Configure
— Hy pervisor:
Model:
Processor Type:
Logical Processors:
MICs:
Wirtual Machines:
State:
Uptime:
-
c
*
OVA

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such as

/nd-ck9.2.2.0.83.0va

o Lacal file

a)

2.3.x

CANCEL

Pe|

WY
ucC
Inteli
32

4

'l

I
i
2

o
09

. Cisco Nexus



| vmware ESX

VMware vCenter Nexus .

Web [URL] URL

[ Local file ] [ Choose
Files ] OVA

b) [ Next ]
[ Select aname and folder ] VM

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

_ Specify a unigue name and target location

3 Select a compute resource

4 Rev ; Virtual machi rd—clusterrvm‘]
5¢ ct s ge

6 Ready to complete Select a location for the virtual machine

v G 1723114149
> Datacenterl

CANCEL ﬂ C NEXT

4
a)
c) [ Next ]
[ Select a computeresource | ESX
Deploy OVF Template
+ 1Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operation
4 s v [ Datacenter!
> [ 172.23136.84
> [4172.23136.86
> [a172.23136.87
o > [&17223136.88
Compatibility
+* Compatibility checks succeeded
CANCEL ﬁ b NEXT
"#‘

a) vCenter ESX
b) [ Next ]

[ Review details ] [ Next ]

Cisco Nexus 2.3.X .



VMware ESX

. VMware vCenter

10

Nexus

Deploy OVF Template

+ 1Select an OVF template
« 2 Select a name and folder
« 3 Select a compute resou
+ 4 Review details

5 Configuration
6 Select storage

7 Select networks

8 Customize template

9 Ready to complete

a)

Configuration
Select a deployment configuration

@Aap Description
Use this deployment profile to configure
an App OVA with 16vCPUs, 64GB RAM,

and 500GB Disk

O Data

2 items

CANCEL
".
b) [ Next ]
Select storage ]
Deploy OVF Template
+ 1Select an OVF template Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource
+ 4 Review details (B
+ 5 Configuration
Select virtual disk format Thick Provision Lazy Zeroed ~
6 Select st ge
7 Select networks VM Storage Policy [ Datastore Default ~
8 Customize template Name Capacity Provisioned Free Type Cluster
B Ry o vempile & datastore1 3) 925.25 GB 22574 GB 7077 GB VMFS 5 =
l r v
Compatibility
v Compatibility checks succeeded.
CANCEL

a) [

b)

Nexus

Cisco Nexus

Lazy

Nexus

VM

2.3.x




| vmware ESX

VMware vCenter Nexus .

« fabricO Nexus

e mgmtO Nexus

11 [ Customizetemplate |

Deploy OVF Template

+ 1Select an OVF template Customize template
+ 2 Select a name and folder Customize the deployment properties of this software solution.
+ 3 Select a compute resource
v 4 Review detalls I @ Al properties have valid values P
+ 5 Configuration
FafSelsctstorags ~ Resource Configuration 1 settings
+ 7 Select networks
8 Customize template 1. Data Disk Size (GB) Data disk size (min 500GEB, max 1536GB (1.5TB))
9 Ready to complete 500
~ Node Configuration 3 settings
1. Password Local "rescue-user” password
Password ®
Confirm Password ®

2. Management Network Address and subnet Management network address. Enter IP/subnet

172.31.140.46/24

3. Management Gateway IP Management network gateway IP address. Enter IP only

00 9

172.31.140.7

a)
500 GB 3TB

2 50GB

b)
rescue-user
c) IP
d) I2
e) [ Next ]
Cisco Nexus 2.3.X




. VMware vCenter Nexus
12 Ready to complete ]
13 2 3
VM
2 3
14 VM
15 VMware
a VM [ Edit Settings |
b) [ Edit Settings ] [VM

c) [VMware

VMware Tools ]

Synchronize guest time with host ]

16 https://<node-mgmt-ip>

GUI

afra]e
ClIsco

1

GUI

@ Nexus Dashboard

Welcome to Cisco Nexus
Dashboard, your platform to
deploying Cisco Data Center

Applications.

Version: 2.3.0.100

Get started by providing a

few details to set up Cisco

Nexus Dashboard and bring
up the cluster.

Password *
17 [ Cluster Details ]

. Cisco Nexus

2.3.x

Once completed, you will be
able to get real time analytics,
visibility, and assurance for
policy and infrastructure.

[

VM

VM Options ]

Begin Setup ]

VMware ESX

Finish ]



| vMware ESX

18

d)

€)

f)

VMware vCenter Nexus .
[ Cluster Details ]
Nexus [ Cluster Name ]
[+ NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
[+DNS +Add DNSProvider ] 1 DNS
IP
[ Proxy Server ]
Cisco
(i)
[ Skip ]
( ) [ Authenticationrequired
for Proxy | [ Yes ]
( ) Advanced Settings |
« [+DNS +Add DNSSearch Domain | 1
IP
. App Network  Service Network
Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
[ Next ]
Node Details ]
[ Edit ]
[ Password ] [ Validate ]
Cisco Nexus

2.3.x .



VMware ESX |

. VMware vCenter Nexus
[ Serial Number ] [ Management
Network ]
c)
d)
IP / 172.31.140.58/24
172.31.140.1 VLAN ID
[VLANID]
e) IPv6
Nexus IPv4 IPv4/IPv6
IPv6
IPv4 IPv6
IPv4 IPv4/IPv6
f) BGP
NDFC Nexus Insights
IP BGP Nexus Dashboard
IP
BGP Nexus GUI
BGP
. ASN BGP
ASN ASN
. IPv4 IPV6 ASN BGP
9) [Savel
19 [ NodeDetails ] [ Add Node ] 2
21
[ Node Details ]

. Cisco Nexus 2.3.x



| vMware ESX

20

21

VMware vCenter Nexus .
a) [ Deployment Details ] VM
IP [ Verify ]
[ Serial Number ] [ Management
Network ]
b)
c) IP
[ Management Network ] IP
IP / 172.31.141.58/24
172.31.141.1 VLAN ID
[VLANID]
d) IPv6
Nexus IPv4 IPv4/IPv6
IPv6 IPv4
IPv6
IPv4 IPv4/1Pv6
e) BGP
I (Save)]
3
21
[ Node Details ] [ Next ]
3

Cisco Nexus 2.3.x .



VMware ESX |

. VMware vCenter Nexus

O—©@

Cluster Details

Node Details

Node Details

-
{
\

B

Confirmation

Provide the necessary node details to set up Nexus Dashboard and bring up the User Interface

e -

Fabric 0/1

e Site @ Data Network Fabric 0/1

e site

General
Serial Number Name
EA986C528737 nede-ova-app1
B734BC2033AD node-ova-app2
AEDS5046A16E2 node-ova-app3
22 Confirmation ]

Nexus

23

a)

Fabric 0/1

Management Network

IPv4/mask: 172.31.140.46/24
IPvd Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

IPvdfmask: 172.31.140.60/24
IPv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

IPv4/mask: 172.31.140.70/24
|Pv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

SSH

acs health

$ acs health

k8s install is iIn-progress

Cisco Nexus

2.3.x

e wamt 1
e Mgt o/1 Management Network @
e Mamt 0/1

Data Network

IPvd/mask: 172.31.141.58/24

IPv4 Gateway: 172.31.141.1 4 o
IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141 68/24

IPv4 Gateway: 172.31.141.1 “ m
IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141.72/24

IPv4 Gateway: 172.31.141.1 % m
IPv6/mask: -

IPv6 Gateway: -
VLAN: -

( Previous )m
- i

Configure ]

ul

30
GUI

30




| vMware ESX

VMware ESXi Nexus .
$ acs health
k8s services not in desired state - [...]
$ acs health
k8s: Etcd cluster is not ready
$ acs health
All components are healthy
b) Nexus GUI
IP
Nexus
24
Cisco Nexus >
Nexus
VMware ESXI Nexus
VMware ESXi  Cisco Nexus
vCenter VMware ESXi Nexus
79
. 63

1 Cisco Nexus Dashboard OVA
a) [ Software Download ]

https://software.cisco.com/download/home/286327743/type/286328258/

b) Nexus

c) Nexus OVA nd-dk9.
<version>.ova

2  VMware ESXi

Cisco Nexus 2.3.x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/home/286327743/type/286328258/

B vvwareesxi

ESN

10

11
12

13

VMware ESX |
Nexus

ESXi
VMware ESXi 6.7

[VM / Create/Register VM ]
[ Select creationtype ] [OVF OVA Deploy
a virtual machine from an OVF or OVA file ] [ Next ]
[OVF  VMDK Select OVF and VMDK files ]

nd-nodel OVA [ Next ]
[ Select storage | VM [ Next ]
[OVF  VMDK Select OVF and VMDK files ]
nd-nodel OVA [ Next ]
[ Deployment options ] [ Disk Provisioning
Thick ] [ Power on automatic ] [ Next ]
2 fabricO mgmt0
[ Ready to complete ] [ Finish ]
2 3
2
VM
VMware VM
a) VM [ Edit Settings ]
b) [ Edit Settings | [VM VM Options ]
c) [VMware VMware Tools ] [
Synchronize guest time with host ]

a)

[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole. ..
[ OK ] Started keyhole.

. Cisco Nexus 2.3.x



| vMware ESX
VMware ESXi Nexus .

[ OK ] Started logrotate.
[ OK ] Started logwatch.

Press any key to run first-boot setup on this console...
b) admin

rescue-user SSH GUI

Admin Password:
Reenter Admin Password:

<)

Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1

d)

Is this the cluster leader?: y

Please review the config
Management network:

Gateway: 192.168.9.1

IP Address/Mask: 192.168.9.172/24
Cluster leader: no

Re-enter config? (y/N): n

14 2 3

15 https://<node-mgmt-ip> GUI
GUlI 1 1

Cisco Nexus 2.3.x .
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16

a)
b)

c)

d)

€)

VMware ESX |

Nexus
[ Begin Setup ]
],
CISCO
® Nexus Dashboard
Version: 2.3.0.100
- ®
- @
= ®
Welcome to Cisco Nexus Get started by providing a Once completed, you will be
Dashboard, your pla1furm to few details to set up Cisco able to get real time analytics,
deploying Cisco Data Center Nexus Dashboard and bring visibility, and assurance for
Applications. up the cluster. policy and infrastructure.
Password *
Cluster Details ]
[ Cluster Details ]
Nexus [ Cluster Name ]
[+ NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
[+DNS +Add DNSProvider ] 1 DNS
IP
[ Proxy Server ]
Cisco
(i)

[ Skip ]
( ) [ Authenticationrequired
forProxy 1 [ Yes ]
( ) Advanced Settings |

. Cisco Nexus 2.3.x



| vMware ESX

« [+DNS

. App Network

172.17.0.1/16

6
9 [ Next ]

17 [ Node Details ]
a) [
b) [ Password ]

[
Network ]
c)
d)
IP
172.31.140.1
€)
Nexus
IPv6
IPv4
f)

VMware ESXi Nexus .
+Add DNS Search Domain ] 1
Service Networ k
Nexus
Nexus
100.80.0.0/16
Edit ]
[ Validate ]
Serial Number ] [ M anagement
/ 172.31.140.58/24
VLAN ID
[VLANID]
IPv6
IPv4 IPv4/IPv6
IPv6
IPv4 IPv4/IPv6
BGP
Cisco Nexus

2.3.x .



B vwwareesxi

9)
18

b)
c)

d)

Nexus

VMware ESX |

NDFC Nexus Insights
IP BGP Nexus Dashboard
IP
BGP Nexus GUI
BGP
. ASN BGP
ASN ASN
. IPv4 IPv6 ASN BGP
[Save]
NodeDetails ] [ Add Node ] 2
Node Details ]
[ Deployment Details ] VM
IP [ Verify ]
[ Serial Number ] [ Management
Network ]
IP
[ Management Network ] IP
IP / 172.31.141.58/24
172.31.141.1 VLAN ID
[VLANID]
IPv6
Nexus IPv4 IPv4/IPv6
IPv6 IPv4
IPv6
2.3X

. Cisco Nexus



| vmware ESX

Nexus .

VMware ESXi

IPv4 IPv4/1Pv6

e) BGP
f (Save)]
19 3

20 | Node Details ] [ Next ]

A
(3)
L

Cluster Details Node Details Confirmation

Node Details

21

[

Provide the necessary node details to set up Nexus Dashboard and bring up the User Interface

e sie
e site
e site

General

Serial Number

EA986C528737
B734BC2033AD

AED5046A16E2

Confirmation ]

Fabric 0/1
@ Data Network Fabric 0/1
Fabric 0/1

Name Management Network

nede-ova-app1 IPv4/mask: 172.31.140.46/24
IPvd Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

node-ova-app2 IPvdfmask: 172.31.140.60/24
IPv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

node-ova-app3 IPvd/mask: 172.31.140.70/24
|Pv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

Nexus

[

e Mamt 0/1
e Mgmt 0/1 Management Network
e Magmt 0/1

Data Network

IPvd/mask: 172.31.141.58/24 7
IPv4 Gateway: 172.31.141.1

IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141 68/24
IPv4 Gateway: 172.31.141.1
IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141.72/24 %
IPv4 Gateway: 172.31.141.1
IPv6/mask: -

IPv6 Gateway: -
VLAN: -

Configure ]

30
GUI

Cisco Nexus

@

( Previous )m
- i

2.3.x

ul




VMware ESX
. VMware ESXi Nexus

22

30
3 SSH 1

a)

acs health

$ acs health
k8s install i1s iIn-progress

$ acs health
k8s services not iIn desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

$ acs health
All components are healthy

b) Nexus GUI

Nexus

There may be an issue during the bootstrap process on 3-node vND (ESX) clusters which can cause the ‘acs health’
command to show the following error: *k8s: services not in desired state -
aaamgr,cisco-intersightdc,eventmonitoring, infra-kafka, kafka,mongodb,sm,statscollect”

Cisco TAC ID CSCwf65557

root

23

Cisco Nexus >
Nexus

. Cisco Nexus 2.3.x


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj44955
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-installation-and-configuration-guides-list.html

Linux KVM

e Linux KVM Nexus

Linux KVM  Nexus

. KVM
Nexus
. 3
* Cisco
ESXi KVM

Nexus Dashboard

23X .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

Cisco Nexus
88

17:

Linux KVM

2.3.X

2.3.x




| Linuxkvm

Cisco Nexus

* KVM Nexus Dashboard
Nexus
Dashboard Orchestrator

(ON)

* Nexus Dashboard

e Cent0S 7.9 Red Hat Enterprise
Linux 8.6

* Kernel KVM

* CentOS 7.9 Kernel
3.10.0-957.el7.x86_64

KVM
libvirt-4.5.0-23.el7_7.1.x86_64

* RHEL 8.6 Kernel

4.18.0-372.9.1.e18.x86_64

KVM libvert
8.0.0

» Nexus Dashboard Fabric Orchestrator

e CentOS 7.7

* Kernel KVM

* Kernel 3.10.0-1062.el7.x86_64

e KVM libvirt 4.5.0

* 16 vCPU
*64GB RAM

* 550 GB

2.3.x .
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. 110 20
1/0
1.
test-data
2.

# fio --rw=write --ioengine=sync
--fdatasync=1
--directory=test-data --size=22m
--bs=2300 --name=mytest

fsync/fdatasync/sync_file_range
99 ._00th=[<value>]
20

¢ Nexus Dashboard
KVM

Linux KVM Nexus

Linux KVM  Cisco Nexus

1 Cisco Nexus
a) [ Software Download ]

https://software.cisco.com/download/home/286327743/type/286328258

b) [Nexus ]
c) Nexus

. Cisco Nexus 2.3.x


https://software.cisco.com/download/home/286327743/type/286328258

| Linuxkvm

d)

Linux KVM

Linux KVM  Cisco Nexus
Linux KVM

scp

# scp nd-dk9.<version>.qcow2 root@<kvm-host-ip>:/home/nd-base

a)
b)

c)

d)

/home/nd-base

qcow2

VM 2

KVM root

/home/nd-nodel

# mkdir -p /home/nd-nodel/
# cd /home/nd-nodel

/home/nd-base//nd-dk9.<version>.gcow2

# gemu-img create -f gcow2 -b /home/nd-base/nd-dk9.<version>._qgcow2
/home/nd-nodel/nd-nodel-diskl.qcow2

RHEL 8.6

# gemu-img create -f gcow2 -b /home/nd-base/nd-dk9.2.1.1a.qcow2
/home/nd-nodel/nd-nodel-diskl.qcow2 -F gcow2

Nexus .

nd-dk9.<version>.gcow2

2 Nexus gcow2
2 500GB
# gemu-img create -f gcow2 /home/nd-nodel/nd-nodel-disk2.qcow2 500G
2 3
o1 2 /home/nd-nodel/
* /home/nd-nodel/nd-nodel-diskl.qcow2 1 qcow2
¢ /home/nd-nodel/nd-nodel-disk2.qcow2 500GB
2 2 / home / nd-node2 /

Cisco Nexus
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* /home/nd-node2/nd-node2-diskl.qgcow2

* /home/nd-node2/nd-node2-disk2.qcow2

*3 2

* /home/nd-nodel/nd-node3-diskl.qgcow2

* /home/nd-nodel/nd-node3-disk2.qcow2

Linux KVM

1 gcow?2

500GB

/home/nd-node3/

gcow2

500GB

5 VM
a) KVM [ New Virtual Machine ]
virt-manager KVM
b) [ VM New VM ] [ import existing disk
image | [ Forward
c) | Provideexisting storage path ] [ Browse |

nd-nodel-diskl.qcow2

d OS [Generic] ]
e) 64GB 16 CPU [ Forward ]
f) nd-nodel

configuration beforeinstall ] [ Finish ]

[
]

[VM ]
[VM 1 NIC
a) NIC <mac>
b) [ ] [e1000]
c) | Network Source | mgmt
VM 2 NIC
a) [ Add Hardware ]
b) [ Add new virtual hardware ] [
c) | Network Source |

. Cisco Nexus 2.3.x



| Linuxkvm

Linux KVM Nexus

d) MAC
e) | | [e1000]
[VM VM details ] 2
a) [ Add Hardware ]
b) [ ] [ ]
c) | Sdlect or createcustomstorage |
nd-nodel-disk2.qcow2
d) | Finish ] 2
[ BeginInstallation ] VM
6 2 3 VM
7
a)
[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole...
[ OK ] Started keyhole.
[ OK ] Started logrotate.
[ OK ] Started logwatch.
Press any key to run first-boot setup on this console...
b) admin
rescue-user SSH GUI
Admin Password:
Reenter Admin Password:
c)
Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1
d)
Is cluster leader?: y
€)

y
Please review the config
Management network:
Gateway: 192.168.9.1
IP Address/Mask: 192.168.9.172/24
Cisco Nexus

[ Manage ]

VM

2.3.x II
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Cluster leader: yes

Re-enter config? (y/N): n

ul ul 2

Please wait for system to boot: [#H##HHHHTHHHIHHHHHHH#H#HHH] 100%
System up, please wait for Ul to be online.

System Ul online, please login to https://192.168.9.172 to continue.

10 https://<node-mgmt-ip> GUI

GUul 1

[ Begin Setup

afrafe
ClIsco

@ Nexus Dashboard

Version: 2.3.0.100

- o
aa @ °
®
Welcome to Cisco Nexus Get started by prwidmg a Once comp\e(ed, you will be

Dashboard, your pla1form to few details to set up Cisco able to get real time analytics,
deploying Cisco Data Center Nexus Dashboard and brmg viswbili(y, and assurance for

Applications. up the cluster. policy and infrastructure.

Password *

. Cisco Nexus 2.3.x
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11

12

a)
b)

c)

d)

f)

9)

a)
b)

Linux KVM Nexus .
Cluster Details ]
[ Cluster Details ]
Nexus [ Cluster Name ]
[+ NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
[+DNS +Add DNSProvider ] 1 DNS
IP
[ Proxy Server ]
Cisco
(i)
[ Skip ]
( ) [ Authenticationrequired
forProxy 1 [ Yes ]
( ) Advanced Settings |
« [+DNS +Add DNS Search Domain ] 1
IP
. App Network  Service Network
Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
[ Next ]
Node Details ]
[ Edit ]
[ Password ] [ Validate ]

Cisco Nexus

2.3.x .



Linux KVM

-
[ Serial Number ] [ Management
Network ]
c)
d)
IP / 172.31.140.58/24
172.31.140.1 VLAN ID
[VLANID]
e) IPv6
Nexus IPv4 IPv4/IPv6
IPv6
IPv4 IPv6
IPv4 IPv4/IPv6
f) BGP
NDFC Nexus Insights
IP BGP Nexus Dashboard
IP
BGP Nexus GUI
BGP
. ASN BGP
ASN ASN
. IPv4 IPv6 ASN BGP
9) [Save]
13 [ NodeDetails ] [ Add Node ] 2
[ Node Details ]
a) [ Deployment Details ] VM
IP [ Verify ]
Cisco Nexus 2.3X




| Linuxkvm

Linux KVM Nexus .
[ Serial Number ] [ Management
Network ]
b)
C) IP
[ Management Network ] IP
IP / 172.31.141.58/24
172.31.141.1 VLAN ID
[VLANID]
d) IPv6
Nexus IPv4 IPv4/IPv6
IPv6 IPv4
IPv6
IPv4 IPv4/IPv6
e) BGP
) (Save)]
14 3
15 Node Details ] [ Next ]
3
Cisco Nexus

2.3.x .



Linux KVM |

. Linux KVM Nexus

O—©@

Cluster Details

Node Details

Node Details

-
{
\

B

Confirmation

Provide the necessary node details to set up Nexus Dashboard and bring up the User Interface

e -

Fabric 0/1

e Site @ Data Network Fabric 0/1

e site

General
Serial Number Name
EA986C528737 nede-ova-app1
B734BC2033AD node-ova-app2
AEDS5046A16E2 node-ova-app3
16 [ Confirmation ]

Nexus

17

a)

Fabric 0/1

Management Network

IPv4/mask: 172.31.140.46/24
IPvd Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

IPvdfmask: 172.31.140.60/24
IPv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

IPv4/mask: 172.31.140.70/24
|Pv4 Gateway: 172.31.140.1
IPv6/mask: -

IPv6 Gateway: -

SSH

acs health

$ acs health

k8s install is iIn-progress

Cisco Nexus

2.3.x

e wamt 1
e Mgt o/1 Management Network @
e Mamt 0/1

Data Network

IPvd/mask: 172.31.141.58/24

IPv4 Gateway: 172.31.141.1 4 o
IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141 68/24

IPv4 Gateway: 172.31.141.1 “ m
IPv6/mask: -

IPv6 Gateway: -

VLAN: -

IPvd/mask: 172.31.141.72/24

IPv4 Gateway: 172.31.141.1 % m
IPv6/mask: -

IPv6 Gateway: -
VLAN: -

( Previous )m
- i

Configure ]

ul

30
GUI

30




| Linuxkvm
Linux KVM Nexus .

$ acs health
k8s services not in desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

$ acs health
All components are healthy

b) Nexus GUI

Nexus

Cisco Nexus 2.3.x .
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Amazon Web Services

. 101
* AWS Nexus 103

Amazon Web Services AWS Nexus

. AWS
Nexus
. 3
« AWS
Nexus Elastic Compute Cloud
m5.2xlarge
6 AWS Elastic IP
Nexus 3
2 AWS Elastic IP
AWS Elastic IP
IP
1. AWS [Computer] > [EC2]
2. EC2 [Network Security] >[ElasticlPg]
Elastic IP

Cisco Nexus

2.3.x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

. Cisco Nexus

3. EC2 [

Amazon Web Services |

* VPC

Limits ] EC2-VPC
Elastic IP
IP [ Request
limit ] Elastic IP
VPC Amazon EC2 AWS AWS
VPC
AWS [Networking Content Delivery Tools] [VPC]
VPC [Your VPCs] [Create VPC]
IPv4 CIDR
CIDR VPC IPv4 /16 /24
10.9.0.0/16
VPC
VPC
* [VPC VVPC Dashboard ]>] I nternet
Gateway | [ Create
Internet Gateway |
o[ Internet Gateways ]
[ 1>[VPC ]
[ VPC AvailableVPCs ] VPC
[ Attach Internet Gateway |
VPC Nexus
* VPC [ Route Tables ] [
Routes | [ Edit routes ]
o[ Edit routes ] [ Addroute ]
0.0.0.0/0 [ Target | [
Target Internet Gateway ]
[ Save Routes ]
2.3.x
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AWS

AWS

Nexus .

ID
o[ All services 1> Compute ]>[ECZ]
* EC2 [ Network & Security ] >
[ Keypairs | [ (CreateKey Pair)]
. pem [ (Create
Key Pair)]
-pem
EC2
S
PEM
GUI
SSH
Nexus

Amazon Web Services (AWS)  Cisco Nexus

. 101

AWS Marketplace  Cisco Nexus
a) AWS AWS Management Console

https://console.aws.amazon.com/

Cisco Nexus

2.3.x .


https://console.aws.amazon.com/

B oawvs  Nexs

Amazon Web Services

b) [ ] >[AWS Services AWS Mar ketplace
Subscriptions ]
¢) [Manage Subscriptions]
d | Discover products ]
e) Cisco Nexus
f) [ Continueto Subscribe ]
9 [ Accept Terms ]
h) [ (Continue to Configuration)]
2
a) | Delivery Method ] [Cisco Nexus Dashboard for Cloud]
b) [ Software Version ]
c) | Region ]
VPC
d | Continueto Launch ]
3 ] Choose Action ] [CloudFormation Launch CloudFormation ]
[ Launch ]
[Create Stack ]
4
a) | - Prerequisite-Preparetemplate | L
Template is ready ]
b) [ Specify Template ] [Amazon S3
URL]
o [ Next ]
[ Specify stack details ]
5
a)
b) [VPC ID] VPC
vpc-038183026b6a48e98 10.176.176.0/24
c) ND VPC CIDR

. Cisco Nexus 2.3.x



| Amazon Web Services

AWS Nexus .
VPCCIDR CIDR
CIDR  r24 /25
10.176.176.0/24
d) [ Availability Zones ] 1
3 2
2 3 2
e) [ Number of Availability Zones ]
) EIP
AWS Cisco ACI
9 Password ] [ Confirm Password ]
Nexus GUI
h) [SSH key pair]
i) [ Accesscontrol ]
0.0.0.0/0
)| Next ]
6 Advanced options ] [ Next ]
7 ] Review ] [ Createstack ]

[CloudFormation]

VM

CREATE_IN_PROGRESS

CREATE_COMPLETE

Cisco Nexus 2.3.x .



B s

10

Nexus

CloudFormation > Stacks > NDwestus2

[ Stacks (1) s
Q
Actve v | @ Viewnested
1
NDwestus2. o

2021.04-1417:08:22 UTC-0700
© creATe_compLETE

a)
b) FirstMaster

PEM
SSH

a) IP

NDwestus2

Stack info vents Resources Outputs

Events (86)
Q
Timestamp
2021-04-14 17:09:30 UTC-0700
2021-04-14 17:09:27 UTC-0700

2021-04-14 17:09:27 UTC-0700

IP

Parameters | Template

Logical ID

NDwestus2

NDNode3

NDNode1

AWS

PEM
PEM

GUI

Amazon Web Services

[(oeiee | [[upswe ] [ Sckactons v ] [ creveswek v

Change sets

o]

Status Status reason

© CREATE_COMPLETE
@ CREATE_COMPLETE

© CREATE_COMPLETE

EC2 > Instances

1 SSH
101

# ssh -1 <pem-file-name>.pem rescue-user@<node-public-ip>

b)

# acs login-prompt enable

C) 2

. Cisco Nexus

2.3.x
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