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Guide
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Site 1 Fabric 1 Site 2 Fabric 2

Cluster
#1
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NDI
Cluster i Virtual Cisco Nexus Dashboard
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NDO
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1
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8:
Parameters
nd-cluster
NTP 171.68.38.65
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Parameters

DNS

64.102.6.247 171.70.168.183

DNS

cisco.com

172.17.0.1/16

100.80.0.0/716

Parameters

CIMC

10.195.219.84/24

> admin

Ciscol234

CImC

10.195.219.85/24

s admin

Ciscol234

CIMC

10.195.219.86/24

s admin

Ciscol234

GUI

Welcome2Cisco!

192.168.9.172/24
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VLAN
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IP
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VLAN
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3 192.168.9.1
3 192.168.6.174/24
P
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PID

SE-NODE-G2 « UCS C220 M5
«2X10 2.2G Intel Xeon Silver CPU
* 256 GB RAM
«24TBHDD X 4

400 GB SSD
1.2 TB NVME
* UCS 1455
4x25G

» 1050W

SE-CL-L3 3 SE-NODE-G2

A\
Nexus
Nexus Dashboard
« Cisco Integrated Management Controller CIMC
:CIMC 4.2(2a)
CIMC 40 1a
» Nexus
2.0.1
21.1
. 2.0.1
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Cisco Nexus .

3
CiscoNexus
Nexus
3 Nexus
. 29
1
2 3
CIMC IP CIMC IP
a) CIMC IP SSH connect host

[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole...
[ OK ] Started keyhole.
[ OK ] Started logrotate.
[ OK ] Started logwatch.

Press any key to run first-boot setup on this console. ..
b) admin

rescue-user CLI GUI

Admin Password:
Reenter Admin Password:

c)

Cisco Nexus 2.1x .
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. Cisco Nexus

Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1

d)

Please review the config
Management network:
Gateway: 192.168.9.1
IP Address/Mask: 192.168.9.172/24

Re-enter config? (y/N): n

2
ul
ul 2
Please wait for system to boot: [#HH###HHHHHHHHIHHHHHHHHH##E] 100%
System up, please wait for Ul to be online.
System Ul online, please login to https://192.168.9.172 to continue.
3 https://<first-node-management-ip> GUI
GUI 2
[ Begin Setup |
afua]n
Cisco
Nexus Dashboard
Version: 2.1.0.109
‘Welcome to Cisco Nexus Get started by providing a few Once completed, you will be
Dashboard, your platform to details to set up Cisco Nexus able to get real time analytics,
deploying Cisco Data Center Dashboard and bring up the visibility, and assurance for
Applications. cluster. policy and infrastructure.
Begin Setup
4 Cluster Details ]

. Cisco Nexus
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d)

€)

f)

Cisco Nexus .

[ Cluster Details ]
Nexus [ Cluster Name ]
[+ NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
[+DNS +Add DNSProvider ] 1 DNS
IP
[ Proxy Server ]
Cisco
(i)
[ Skip ]
( ) [ Authenticationrequired
forProxy 1 [ Yes ]
( ) Advanced Settings |
« [+DNS +Add DNSSearch Domain | 1
IP
. App Network  Service Network
Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
[ Next ]
Node Details ]
[ Edit ]
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d)

c)

d)

f)

IP
[VLAN ID]
2.1.1 Nexus
/ IPv6
IPv6
[Save]
Add Node ]
Node Details ]
[CIMC CIMC Details ]
[ Verify ]
IP
IP
IP
[VLAN ID]
2.11 Nexus
/ IPv6
IPv6
[ (Save)]

. Cisco Nexus

VLAN ID
IPv6
IPv6
IPv4 IPv4/1Pv6
2
CIMCIP
VLAN ID
IPv6
IPv6
IPv4 IPv4/1Pv6
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7 3
8 Next ]
9 [ Confirmation ] [ Confirm ]
ul
30
Nexus GUI
10
30
3 SSH 1
a)
acs health
$ acs health
k8s install is in-progress
$ acs health
k8s services not iIn desired state - [...]
$ acs health
k8s: Etcd cluster is not ready
$ acs health
All components are healthy
b) Nexus GUI
IP
Nexus
11 App Infra
Nexus

App Infra Services
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* VMware ESXi6.5 6.7
7.0

* VVMware vCenter 6.X
vCenter

* VM

» 32 vCPU
* 128 GB RAM

3TB SSD

50GB

SSD

*  Nexus Dashboard
ESXi

* VMware ESXi 6.5 6.7
7.0

* VVMware vCenter 6.X
vCenter

« VM

» 16 vCPU

*64GB RAM

500GB HDD
SSD

50GB

SSD

HDD
Nexus

¢ Nexus
ESXi
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. VM
VMware

* VMware vMotion  Nexus

VMware ESX

* VMware (DRS) Nexus
* Cisco
ESXi KVM Nexus Dashboard
. ESXi vCenter
vCenter VMware vCenter Cisco Nexus
42
ESXi VMware ESXi Cisco Nexus
51
ESX
Nexus Insights
IP ESX
PC vPC PC/vPC /
A/ZA / A/S
ESX
* ESX
*PC vPC A/A
PC vPC A/A A/S
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| vmware ESX

10 ESX

Supported

* ESX UCs
«PC vPC
UCS
PC vPC
A/A A/S
11:UCS

UCs
A/S

ESXi

Cisco Nexus

| Unsupported

Unsupported

504320

Cisco

‘ Unsupported
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VMware ESX
. VMware vCenter Cisco Nexus

VMware vCenter Cisco Nexus

VMware vCenter Cisco Nexus
ESXi VMware ESXi Cisco Nexus
51

1  Cisco Nexus Dashboard OVA
a) [ Software Download ]

https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html

b) [ Downloads ]
C) Nexus
d) Cisco Nexus nd-dk9. <version>.ova
nd-dk9.<version>-data.ova.
App nd-dk9.<version>-app.ova.

2  VMware vCenter

vSphere
VMware vSphere Client 6.7

3 VM
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| vmware ESX

4

VMware vCenter Cisco Nexus

vm vSphere Client

= =) P ACTIONS ~ |

v Summary Monitor Configure Pe
s Datacenter-1 =
D — Hypervisor: Wiy es: 31.18 GHz
= | i Model: uc gy
city: 33.52 GH
v e P Processor Type: Intely; .
IJ_’:II; VMware vd Logical Processors: 32 182 e
v (o 1 New Virtual Machine... NICs: 4 175.41 GB
E . Virtual Machines: 1 Free: 425 TB
‘ Ll Deploy OVF Template..: State: Co
L.'DIiI'I‘.eZ 208 Ipacity: 4.54 TB
ﬂ % Mew Resource Poaol...
{ BE New vApp...
¥
ﬂ Maintenance Mode >
E v
L Connection >
a) ESX
b) [OVF Deploy OVF Template ]
[Deploy OVF Template]
[OVF Select an OVF template | OVA
Deploy OVF Template
v (EEEEGEI  seiect an OVF tempiate
2 Select a name and folder Select an OVF template from remote URL or local file system

3 Select a compute resource

o L Enter a URL to download and install the OVF package from the Internet, or browse to a
4 Review details

location accessible from your computer, such as a local hard drive, a network share, or a
CD/DVD drive.

(O URL

@ Local file

Choose Files | nd-dk9.2.1.1a-data.ova

5 Select storage

6 Ready to complete

CANCEL o NEXT

a)

[ Localfile ] [ Choose
Files ] OVA

Cisco Nexus 2.1x .



VMware ESX

. VMware vCenter Cisco Nexus
Web [URL] URL
b) [ Next ]

5 Select aname and folder ] VM

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

_ Specify a unigue name and target location

3 Select a compute resource
) . Virtual mach nd-cluster-vrml
4 Review details

5 Select storage

6 Ready to complete Select a location for the virtual machine.

v [ 172.31141.49
> Datacenter]

CANCEL @ NEXT

.é‘
a)
b)
c) | Next ]
6 Select a computeresource | ESX
Deploy OVF Template
+ 1Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute rescurce for this operation
4 Review details N Datacenter!
5 Select storage > [&17223136.84
6 Ready to complete > E 1722313686
> [&172.23136.87
o > [&17223136.88
—
CANCEL H b NEXT
.é‘
a) vCenter ESX
b) [ Next ]
7 Review details ] [ Next ]

. Cisco Nexus 2.1x



| vMware ESX

VMware vCenter Cisco Nexus .
8 [ Select storage ]
Deploy OVF Template
+ 1Select an OVF template Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource

+ 4 Review details M

5 Select storage
Select virtual disk format: o Thick Provision Lazy Zeroed

VM Storage Policy: [ Datastore Default v

Name Capacity Provisioned Free Type Cluster

o = datastoret 92275 GB 42617 GB 77235GB VMFS &

Compatibility

v Compatibility checks succeeded

#

a) | Select virtual disk format ] [
Lazy Zeroed Thick provision lazy zeroed ]
b)

c) | Next ]
9 Select Networks ] [ Next ]

2 fabricO mgmt0

10 [ Customizetemplate |

Cisco Nexus 2.1x .
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. VMware vCenter Cisco Nexus

11

12

a)

b)

d)

€)

Deploy OVF Template

1Select an OVF template Customize template

2 Select a name and folder Customize the deployment properties of this software solution_

3 Select a compute resource

4 Review details B
~ Resource Configuration
5 Select storage

v
1’4
v
v
v
v

6 Select networks 1. Data Disk Size (GB)

7 Customize template

8 Ready to complete

Node Configuration

1. Password

2. Management Network Address and subnet

A

3. Management Gateway IP

0 4. Cluster Leader

500 GB
2 50GB

GUI  admin

GUI
[ Next ]

Ready to complete ]

Cisco Nexus 2.1x

1 settings

Data disk size (min 3TB, max 6TB)

3072

4 settings
Local "rescue-user” password

Password

Confirm Password

Management network address. Enter IP/subnet

192168.10.11/24

Management network gat

192168101

y IP address. Enter IP only

Is this node the cluster leader to run bootstrap UI? (Only one node in the

cluster must be leader)

CANCEL

3TB

Cluster Leader

Finish ]




| vmware ESX

13
14

15

16
17

VMware vCenter
2 3 [
3 VM
VMware
a) VM [ Edit Settings ]
b) [ Edit Settings ] [VM
¢) [VMware VMware Tools ]

Synchronize guest time with host ]

https://<first-node-management-ip>

o]
CIsSCo

Nexus Dashboard

Version: 2.1.0.109

q

Get started by providing a few
details to set up Cisco Nexus
Dashboard and bring up the
cluster.

Welcome to Cisco Nexus
Dashboard, your platform to
deploying Cisco Data Center
Applications.

Password

Begin Setup

Cisco Nexus .

2
Cluster Leader ]
VM
VM Options ]
L
GUI
Cluster Leader GUI
Begin Setup ]

Once completed, you will be
able to get real time analytics,

visibility, and assurance for
policy and infrastructure.

[ BeginSetup ]
[ Cluster Details ]
[ Cluster Details ]
a) Nexus [ Cluster Name ]
Cisco Nexus

2.1x .



VMware ESX |

. VMware vCenter Cisco Nexus
b) [+NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
c) [+DNS +Add DNSProvider ] 1 DNS
IP
d [ Proxy Server ]
Cisco
(i)
[ Skip ]
e) ( ) [ Authenticationrequired
forProxy 1 [ Yes ]
) ( ) Advanced Settings ]
« [+DNS +Add DNS Search Domain ] 1
IP
. App Network  Service Network

Nexus

172.17.0.1/16

Nexus
100.80.0.0/16
6
9 I Next ]
18 Node Details ]

a) [ Edit ]
b)
c)

. Cisco Nexus 2.1x



| vMware ESX

19

20

d)

c)

d)

e)

IP
[VLAN ID]
2.1.1 Nexus
/ IPv6
IPv6
[Save]
Add Node ]
Node Details ]
[ Credentials |
[ Verify ]
IP
IP
[VLAN ID]
2.1.1 Nexus
/ IPv6
IPv6
[ (Save)]

VMware vCenter

VLAN ID

IPv6

IPv6

IPv4

VLAN ID

IPv6

IPv6

IPv4

Cisco Nexus

Cisco Nexus

IPv4/1Pv6

IPv4/1Pv6

IPv4

IPv4

IPv4

IPv4

2.1x .



. VMware vCenter

VMware ESX

Cisco Nexus
21 [ Next ]
22 | Confirmation ] [ Confirm ]
30
Nexus GUI
23
30
3 SSH 1
a)
acs health
$ acs health
k8s install is in-progress
$ acs health
k8s services not in desired state - [...]
$ acs health
k8s: Etcd cluster is not ready
$ acs health
All components are healthy
b) Nexus GUI
IP
Nexus
24 App Infra
Nexus

App Infra Services

Cisco Nexus Dashboard User Guide App Infra Services
GUI

. Cisco Nexus 2.1x

Ul


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf

| vMware ESX

VMware ESXi Cisco Nexus .
VMware ESXI Cisco Nexus
VMware ESXi  Cisco Nexus
vCenter VMware ESXi Cisco Nexus
51
. 37
1  Cisco Nexus Dashboard OVA
a) [ Software Download ]

https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html

b) [ Downloads ]
C) Nexus
d) Cisco Nexus nd-dk9. <version>.ova
nd-dk9.<version>-data.ova.
App nd-dk9.<version>-app.ova.

2  VMware ESXi

ESXi
VMware ESXi 6.7
3 [VM / Create/Register VM ]
4 Select creationtype ] [OVF OVA Deploy
a virtual machine from an OVF or OVA file ] [ Next ]
5 [OVF VMDK Select OVF and VMDK files ]
nd-nodel OVA [ Next ]
6 [ Select storage ] VM [ Next |
7 [OVF VMDK Select OVF and VMDK files ]
nd-nodel OVA [ Next ]
8 Deployment options ] [ Disk Provisioning
Thick ] [ Power on automatic ] [ Next ]

Cisco Nexus 2.1x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html

VMware ESX
. VMware ESXi Cisco Nexus

2 fabricO mgmt0
9 Ready to complete ] [ Finish ]
10 2 3
2
11 3 VM
12 VMware VM
a VM [ Edit Settings |
b) [ Edit Settings ] [VM VM Options ]
c) [VMware VMware Tools ] [
Synchronize guest time with host ]
13
a)
[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole. ..
[ OK ] Started keyhole.
[ OK ] Started logrotate.
[ OK ] Started logwatch.
Press any key to run first-boot setup on this console...
b) admin
rescue-user SSH GUI
Admin Password:
Reenter Admin Password:
c)
Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1
d)
Is this the cluster leader?: y
e)

. Cisco Nexus 2.1x
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VMware ESXi Cisco Nexus .
n
y
Please review the config
Management network:
Gateway: 192.168.9.1
IP Address/Mask: 192.168.9.172/24
Cluster leader: no
Re-enter config? (y/N): n
14 https://<first-node-management-ip> GUI

Cluster Leader GUI

[ Begin Setup ]

o]
CISCO

Nexus Dashboard

Version: 2.1.0.109

q

f

15
16

b)

Welcome to Cisco Nexus
Dashboard, your platform to
deploying Cisco Data Center
Applications.

Cluster Details ]

[

Nexus
[+NTP

IP
IP

[+DNS

Get started by providing a few
details to set up Cisco Nexus
Dashboard and bring up the
cluster.

Password

Begin Setup

Once completed, you will be
able to get real time analytics,
visibility, and assurance for
policy and infrastructure.

BeginSetup ]

Cluster Details ]

[ Cluster Name ]

+Add NTP Host ]

+Add DNSProvider ]

Cisco Nexus

1 NTP
(FQDN)

1 DNS

2.1x II



. VMware ESXi

d)

f)

9)
17
a)
b)
c)

d)

Cisco Nexus
IP
[ Proxy Server |
Cisco
[ Skip ]
( ) [
forProxy 1 [ Yes ]
( ) Advanced Settings ]
* [+DNS +Add DNSSearch Domain ]
IP
. App Network  Service Network

Nexus

172.17.0.1/16

Nexus
100.80.0.0/16
6
[ Next ]
Node Details ]
[ Edit ]
IP
VLAN ID
[VLAN ID]
IPv6
211 Nexus
/ IPv6

. Cisco Nexus 2.1x

VMware ESX |

(i)

Authenticationrequired

IPv4



| vMware ESX

VMware ESXi
IPv6
IPv6
IPv4
e) [Save]
18 Add Node ]
[ Node Details ]
a)
b) [ Credentials |
[ Verify ]
IP
c) IP
IP
IP
VLAN ID
[VLAN ID]
d) IPv6
211 Nexus
/ 1Pv6
IPv6
IPv6
IPv4
e) [ (Save)]
19 3
20 [ Next ]
21 [ Confirmation ] [ Confirm ]
Nexus GUI
Cisco Nexus

Cisco Nexus .
IPv4
IPv4/1Pv6
IP
IPv4
IPv4
IPv4/IPv6
Ul
30

2.1x .



. VMware ESXi Cisco Nexus

VMware ESX

22
30
3 SSH 1
a)
acs health

$ acs health

k8s install i1s iIn-progress

$ acs health

k8s services not iIn desired state - [...]

$ acs health

k8s: Etcd cluster is not ready

$ acs health

All components are healthy
b) Nexus GUI

IP
Nexus
23 App Infra
Nexus
App Infra Services
Cisco Nexus Dashboard User Guide App Infra Services

. Cisco Nexus

GUI

2.1x


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf

Linux KVM

. 57
e Linux KVM Cisco Nexus 60

Linux KVM  Nexus

. KVM
Nexus
. 3
* Cisco
ESXi KVM Nexus Dashboard

Cisco Nexus 2.1x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

. Cisco Nexus

12:

Linux KVM

2.1.x

2.1x




| Linuxkvm

Cisco Nexus

* KVM Nexus Dashboard
Nexus
Dashboard Orchestrator

(ON
* Nexus Dashboard
* Cent0S 7.9
* Kernel KVM

3.10.0-957.el7.x86_64

* KVM

libvirt-4.5.0-23_el7_7.1.x86_64

* Nexus Dashboard Fabric Orchestrator

e CentOS 7.7

* Kernel KVM

» Kernel 3.10.0-1062_el7.x86_64

e KVM libvirt 4.5.0

» 16 vCPU

*64GB RAM

* 550 GB

. I/0 20
/0
1

2.1x .



Linux KVM
. Linux KVM Cisco Nexus

test-data

2.
# fio --rw=write --ioengine=sync
--fdatasync=1
--directory=test-data --size=22m
--bs=2300 --name=mytest

3.

fsync/fdatasync/sync_file_range
99.00th=[<value>]
20

e Nexus Dashboard

KVM
Linux KVM Cisco Nexus
Linux KVM  Cisco Nexus
. 57

1 Cisco Nexus

a) [ Software Download ]

https://software.cisco.com/download/home/286327743/type

b) [Nexus ]

C) Nexus

d) LinuxKVM CiscoNexus nd-dk9.<version>_qcow2
2 Linux KVM

scp

# scp nd-dk9.2.1.1a.qcow2 root@<kvm-host-ip>:/home/nd-base

. Cisco Nexus 2.1x


https://software.cisco.com/download/home/286327743/type

| Linuxkvm

VM

a) KVM
b)

/home/nd-nodel
# mkdir -p /home/nd-nodel/

/home/nd-base

qcow2

root

# cd /home/nd-nodel

c)

Linux KVYM Cisco Nexus .

/home/nd-base/nd-dk9.2.1.1a.qcow2

# gemu-img create -f gcow2 -b /home/nd-base/nd-dk9.2.1.1a.qcow2
/home/nd-nodel/nd-nodel-diskl.qcow2

d)

2
500GB

Nexus gcow?2

# gemu-img create -f qcow2 /home/nd-nodel/nd-nodel-disk2.qcow2 500G

* nodel

* /home/nd-nodel/nd-nodel-diskl.

* /home/nd-nodel/nd-nodel-disk2.

* node2

* /home/nd-node2/nd-node2-diskl.

* /home/nd-node2/nd-node2-disk2.

* node3

* /home/nd-nodel/nd-node3-diskl.

* /home/nd-nodel/nd-node3-disk2.

2

2

2

qcow2

gcow?2

gcow?2

gcow2

qcow2

qcow2

/home/nd-nodel/

1 gcow2

500GB

/ home / nd-node2 /

1 gcow2

500GB

/home/nd-node3/

1 gcow2

500GB

Cisco Nexus 2.1x .



Linux KVM |
. Linux KVM Cisco Nexus

5 VM
a) KVM [ New Virtual Machine ]
virt-manager KVM
b) [ VM New VM ] [ import existing disk
image | [ Forward ]
c) | Provideexisting storage path ] [ Browse |

nd-nodel-diskl.qcow2

d) OS [Generic] [ ]
e) 64GB 16 CPU [ Forward ]
f) nd-nodel [ Cugtomize
configuration beforeinstall ] [ Finish ]
[
]
[VM ]
[VM ] NIC
a) NIC <mac>
b) [ ] [e1000]
c) [ Network Source ] mgmt
VM 2 NIC
a) [ Add Hardware ]
b) [ Add new virtual hardware ] [ ]
c) | Network Source |
d) MAC
e) [ ] [e1000]
[VM VM details ] 2
a) [ Add Hardware ]
b) [ ] [ ]
) [1DE]
d | Select or createcustomstorage | [ Manage ]
nd-nodel-disk2.qcow2
e) [ Finish ] 2
[ BeginInstallation ] VM

. Cisco Nexus 2.1x



| Linuxkvm

6
7
a)
b)
c)
d)
€)
8
2
9

[ OK ] Started atomix-boot-setup.

Linux KVM

VM

Starting Initial cloud-init job (pre-networking)...

Starting logrotate...
Starting logwatch...
Starting keyhole...

[ OK ] Started keyhole.

[ OK ] Started logrotate.

[ OK ] Started logwatch.

Press any key to run first-boot setup on this console. ..

admin

rescue-user SSH

Admin Password:
Reenter Admin Password:

Management Network:
IP Address/Mask: 192.168.9.172/24
Gateway: 192.168.9.1

Is cluster leader?: y

Please review the config
Management network:

Gateway: 192.168.9.1

IP Address/Mask: 192.168.9.172/24
Cluster leader: no

Re-enter config? (y/N): n

Cisco Nexus

GUI

Cisco Nexus

VM

2.1x II



Linux KVM

. Linux KVM Cisco Nexus

ul ul 2

Please wait for system to boot: [#H###HHHHHHHHHIHHHHHHHH#H#HHH] 100%
System up, please wait for Ul to be online.

System Ul online, please login to https://192.168.9.172 to continue.

10 https://<first-node-management-ip> GUI
Cluster Leader GUI
2
[ Begin Setup |

afua]n
Cisco

Nexus Dashboard

Version: 2.1.0.109

J \

Welcome to Cisco Nexus
Dashboard, your platform to
deploying Cisco Data Center
Applications.

Get started by providing a few
details to set up Cisco Nexus
Dashboard and bring up the
cluster.

Once completed, you will be
able to get real time analytics,
visibility, and assurance for
policy and infrastructure.

Password

Begin Setup

11 [ BeginSetup ]
12 [ Cluster Details |
[ Cluster Details ]
a) Nexus [ Cluster Name ]
b) [+NTP +Add NTP Host ] 1 NTP
IP (FQDN)
IP
c) [+DNS +Add DNSProvider ] 1 DNS
IP

. Cisco Nexus 2.1x




| Linuxkvm

Linux KVYM Cisco Nexus .
d [ Proxy Server ]
Cisco
(i)
[ Skip ]
e) ( ) [ Authentication required
for Proxy 1 [ Yes ]
) ( ) Advanced Settings ]
« [+DNS +Add DNS Search Domain ] 1
IP
. App Network  Service Network
Nexus

172.17.0.1/16

Nexus
100.80.0.0/16
6
9) I Next ]
13 [ Node Details ]
a) [ Edit ]
b)
c)
IP
VLAN ID
[VLAN ID]
d) IPv6
2.11 Nexus IPv4
/ IPv6

Cisco Nexus 2.1x .



Linux KVM |
. Linux KVM Cisco Nexus

IPv6 IPv4
IPv6
IPv4 IPv4/IPv6
e) [Save]
14 Add Node ] 2
[ Node Details ]
a)
b) [ Credentials ] IP
[ Verify ]
IP
c) IP
IP
IP
VLAN ID
[VLAN ID]
d) IPv6
211 Nexus IPv4
/ 1IPv6
IPv6 IPv4
IPv6
IPv4 IPv4/IPv6
e) [ (Save)
15 3
16 [ Next ]
17 Confirmation ] [ Confirm ]
ul
30
Nexus GUI

. Cisco Nexus 2.1x



| Linuxkvm

18

a)

b)

Linux KVM

30
SSH 1

acs health

$ acs health
k8s install i1s iIn-progress

$ acs health
k8s services not iIn desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

$ acs health
All components are healthy

Nexus GUI

Nexus

Cisco Nexus

Cisco Nexus

2.1x II
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. Linux KVM Cisco Nexus
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Amazon Web Services

. 69
* AWS Cisco Nexus 71

Amazon Web Services AWS Nexus

. AWS
Nexus
. 3
« AWS
Nexus Elastic Compute Cloud
m5.2xlarge
6 AWS Elastic IP
Nexus 3
2 AWS Elastic IP
AWS Elastic IP
IP
1. AWS [Computer] > [EC2]
2. EC2 [Network Security] >[ElasticlPg]
Elastic IP

Cisco Nexus 2.1x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

. Cisco Nexus

3. EC2 [

Amazon Web Services |

* VPC

Limits ] EC2-VPC
Elastic IP
IP [ Request
limit ] Elastic IP
VPC Amazon EC2 AWS AWS
VPC
AWS [Networking Content Delivery Tools] [VPC]
VPC [Your VPCs] [Create VPC]
IPv4 CIDR
CIDR VPC IPv4 /16 /24
10.9.0.0/16
VPC
VPC
* [VPC VVPC Dashboard ]>] I nternet
Gateway | [ Create
Internet Gateway |
o[ Internet Gateways ]
[ 1>[VPC ]
[ VPC AvailableVPCs ] VPC
[ Attach Internet Gateway |
VPC Nexus
* VPC [ Route Tables ] [
Routes | [ Edit routes ]
o[ Edit routes ] [ Addroute ]
0.0.0.0/0 [ Target | [
Target Internet Gateway ]
[ Save Routes ]
2.1.x



| Amazon Web Services

AWS

AWS Cisco Nexus .
ID
o[ All services 1> Compute ]>[ECZ]
*EC2 [ Network & Security ] >
[ Keypairs | [ (CreateKey Pair)]
. pem [ (Create
Key Pair)]
-pem
EC2
)
PEM
GUI

SSH

Cisco Nexus

Amazon Web Services (AWS)  Cisco Nexus

AWS Marketplace  Cisco Nexus
a) AWS AWS Management Console

https://console.aws.amazon.com/

Cisco Nexus

2.1x .


https://console.aws.amazon.com/

Amazon Web Services

. AWS Cisco Nexus

b) [ ] >[AWS Services AWS Mar ketplace
Subscriptions ]
¢) [Manage Subscriptions]
d | Discover products ]
e) Cisco Nexus
f) [ Continueto Subscribe ]
9 [ Accept Terms ]
h) [ (Continue to Configuration)]
2
a) | Delivery Method ] [Cisco Nexus Dashboard for Cloud]
b) [ Software Version ]
c) | Region ]
VPC
d | Continueto Launch ]
3 ] Choose Action ] [CloudFormation Launch CloudFormation ]
[ Launch ]
[Create Stack ]
4
a) | - Prerequisite-Preparetemplate | L
Template is ready ]
b) [ Specify Template ] [Amazon S3
URL]
o [ Next ]
[ Specify stack details ]
5
a)
b) [VPC ID] VPC
vpc-038183026b6a48e98 10.176.176.0/24
c) ND VPC CIDR

. Cisco Nexus 2.1x



| Amazon Web Services

AWS
VPCCIDR
CIDR /24 /25
10.176.176.0/24
d) [ Availability Zones ] 1
3 2
2 3 2
e) [ Number of Availability Zones ]
f) EIP
AWS
0) [ Password ] [
Nexus

h) [SSH key pair]

)

Accesscontrol ]

0.0.0.0/0
)| Next ]
6 Advanced options ] [ Next ]
7 Review ] [

[CloudFormation]

VM

Cisco Nexus .

CIDR

Cisco ACI

Confirm Password ]

GUI

Createstack |

CREATE_IN_PROGRESS

CREATE_COMPLETE

Cisco Nexus

2.1x .



Amazon Web Services
. AWS Cisco Nexus

CloudFormation > Stacks > NDwestus2
v v
3 stacks (1) NDwestus2 ‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ‘ ‘ Create stack
Q Stack info Events Resources Outputs Parameters Template Change sets
A @ View nested e
1
Events (36)
NDwestus2 o
2021-04-14 17:08:22 UTC-0700 Q @
© cReATE_CompLETE
Timestamp Logical ID Status Status reason
2021-04-14 17:09:30 UTC-0700 NDwestus2 © CREATE_COMPLETE
2021-04-14 17:09:27 UTC-0700 NDNode3 © CREATE_COMPLETE
2021-04-14 17:09:27 UTC-0700 NDNode1 © CREATE_COMPLETE

9 IP

Connect Actions v @ i O o 0

EC2 Dashboard | Instance State : Running Add filt (7] 1to30f3
Events
Tags q name - Name | Alarm Status Public DNS (IPv4) IPv4 Public IP
Limits - o ND1-FirstMaster i None % ©c2-52-52-127-196

- ND2-Master None %  ec2-184-169 ISé
Instances ND3-Master Nene %  ©c2-54-241-237-45.us-

Instance Types

a) AWS EC2 > Instances
b) FirstMaster

10

PEM
SSH GUI

a) IP PEM 1 SSH
PEM 69

# ssh -1 <pem-file-name>.pem rescue-user@<node-public-ip>

b)

# acs login-prompt enable

C) 2

Cisco Nexus 2.1x




| Amazon Web Services

AWS Cisco Nexus .

11 https://<first-node-public-ip> GUI

FirstMaster IP

GUI 2

[ Begin Setup ]

o]
CIsSCo

Nexus Dashboard

Version: 2.1.0.109

J ¢

‘Welcome to Cisco Nexus Get started by providing a few Once completed, you will be
Dashboard, your platform to details to set up Cisco Nexus able to get real time analytics,
deploying Cisco Data Center Dashboard and bring up the visibility, and assurance for
Applications. cluster. policy and infrastructure.

Password

Begin Setup

12 [ BeginSetup ]
13 Cluster Details ]
[ Cluster Details ]
a) Nexus [ Cluster Name ]
b) [+NTP +Add NTP Host | 1 NTP
IP (FQDN)
IP
c) [+DNS +Add DNSProvider ] 1 DNS
IP
d [ Proxy Server |

Cisco Nexus 2.1x .



Amazon Web Services |
. AWS Cisco Nexus

Cisco
(i)
[ Skip ]
e) ( ) [ Authentication required
for Proxy 1 [ Yes ]
) ( ) Advanced Settings ]
« [+DNS +Add DNS Search Domain ] 1
IP
. App Network  Service Network
Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
9 [ Next ]
14 Node Details ]
a) [ Edit ]
b)
VNET
VPC CIDR 6
3
c) IPv6 VLAN
Cloud Nexus
d) [Save]
15 Add Node ] 2
[ Node Details ]
a)

. Cisco Nexus 2.1x



| Amazon Web Services

16
17
18

19

20

b)

a)

b)

AWS
[ Credentials | IP
[ Verify ]
IP
[ (Save)]
3
Next ]
Confirmation ] [ Confirm ]
30
Nexus GUI
30
SSH 1
acs health
$ acs health
k8s install is iIn-progress
$ acs health
k8s services not in desired state - [...]
$ acs health
k8s: Etcd cluster is not ready
$ acs health
All components are healthy
Nexus GUI
IP
Nexus
30
Cisco Nexus

Cisco Nexus

ul

2.1x II



Amazon Web Services
. AWS Cisco Nexus

3 SSH 1

acs health

$ acs health
k8s install is iIn-progress

$ acs health
k8s services not in desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

$ acs health
All components are healthy

b) Nexus GUI

Nexus

. Cisco Nexus 2.1x



Microsoft Azure

. 79

» Azure Cisco Nexus

84

Microsoft Azure  Nexus

. Azure

Nexus

. 3

e Azure

¢ Nexus
A\

Nexus
e Azure [ AllResources 1>
Groups ]

Cisco Nexus

Resource

2.1x .


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nd-sizing/index.html

Microsoft Azure

B i MacOS  SSH
. [+ +Add ]
o[ Createaresourcegroup | Nexus

nd-cluster
* SSH
Nexus
S
SSH
1
SSH Linux MacOS SSH
Windows SSH 81

Linux MacOS SSH

Linux MacOS SSH
Windows  SSH
Windows SSH 81

1 Linux Mac ssh-keygen

# ssh-keygen -f filename

# ssh-keygen -f azure_key

Enter

Generating public/private rsa key pair.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in azure_key.
Your public key has been saved in azure_key.pub.
The key fingerprint is:

SHA256:gTsQl 1AadjgNsgcgui fl 1oh4XGpVWMdcXVV6UOdyBNs

. Cisco Nexus 2.1x



| Microsoft Azure

# Is

. .pub

# Is
azure_key
azure_key.pub

azure_

e azure_key.pub

e azure_key

Windows SSH

Linux

1 PUTTY

SSH
MacOS

key

Windows SSH

SSH

puttygen

https://www.puttygen.com/download-putty

2 Windows> [

PuTTY

1>[

Windows  SSH B

username @ hostname

SSH Nexus

Linux
80

]1>[PuTTY]>[PuTTYgen] PuTTY

Cisco Nexus 2.1x .


https://www.puttygen.com/download-putty

Microsoft Azure

B windows  ssH

P PuTTY Key Generator ? X
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pai
Load an existing private key file | Lead _
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(g;s& O DsA (OECDSA (O ED25519 () S5H-1 (RSA)
Number of bits in a generated key:
3 [ Generate |
4
B PUTTY Key Generator ? X
File Key Conversions Help
ey

Please generate some randomness by moving the mouse over the blank area.

Actions
Generate a publc/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

RSA DSA ECDSA ED25519 S5H-1 (RSA)
Number of bits in a generated key: 2048

2.1x

fan==7]
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a)

b) PuTTY

. ssh-rsa

rsa-key-<date-stamp>

rsa-key-

Nexus

Azure ARM

Windows SSH

<date-stamp>

5‘ PuTTY Key Generator
File Key Conversions Help
Key

Mame
(] azure_key.ppk

7 azure_key.pub
&P putty.exe

Pubdec key for pasting into OpenS5H authorzed_keys file:

B puttygen.exe

i MW IOLE B o WP REn M
3dbic TBac leCAy YT

sh-rsa
AAAABINzAC lye 2EAAAABIOAAAGE A0 TUF Od 38 s MVOGAW Y Tepebbt A LA CLZV]
MGapw3ForY s

Generate 3 public/private key par
Load an eadsting private key fie
Save the generated key

Paramaten

Ty of kosry 1 parwerate:
BSA QODsA

Bhunber of bits in 3 generated key:

O ECDSA

Savepybbckey | | Save prvate key

OEDz5519

Generste

Load

O 55H1 RSA)

F0F3ee

c)

5a 83

PUTTY [

Save public key ]

Cisco Nexus

Nexus

2.1x .
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b)

Azure

Microsoft Azure

Saveprivatekey ]

SSH Nexus

Cisco Nexus

Microsoft Azure  Cisco Nexus

79

1 Azure Marketplace  Cisco Nexus

a)
b)

d)

a)

b)

c)
d)

Azure

[Nexus

[
[

Cisco Nexus

https://marketplace.microsoft.com/en-us/

Cisco Nexus

Azure Marketplace]

Getitnow ]
Selectaplan ] [ Create ]
Subscription ]

Resourcegroup |
79

Region ]
(Password)] [ (Confirm Password)]

2.1x


https://marketplace.microsoft.com/en-us/

| Microsoft Azure

Azure Cisco Nexus .
e) [SSH SSH publickey ] 79
I (Next)]
3 ND
a)
b) [ Image Version ]
c) | Virtual Network Name ] VNET
VNET VNET
d [ Subnet AddressPrefix ] VNET
/24 VNET VNET
e) | External Subnets |
0.0.0.0/0
U (Next)]
4 + Review + create | [ Create |
5 VM
6 IP
Azure VM
IP GUI
VM
vm-nodel-<cluster-name> IP
7
SSH
SSH GUI

Cisco Nexus 2.1x .
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. Azure Cisco Nexus

a) rescue-user 1 SSH

79

rescue-user
# ssh rescue-user@<node-public-ip>
b)
# acs login-prompt enable
c) 2
8 https://<first-node-public-ip> GUI
vm-nodel-<cluster-name> IP
GUI 2
[ Begin Setup |

afua]n
Cisco

Nexus Dashboard

Version: 2.1.0.109

J \

‘Welcome to Cisco Nexus Get started by providing a few Once completed, you will be
Dashboard, your platform to details to set up Cisco Nexus able to get real time analytics,
deploying Cisco Data Center Dashboard and bring up the visibility, and assurance for
Applications. cluster. policy and infrastructure.

Password

Begin Setup

9 [ BeginSetup ]
10 [ Cluster Details |
[ Cluster Details |

. Cisco Nexus 2.1x



| Microsoft Azure

a) Nexus
b)

c) [+DNS

d [

e) (

for Proxy 1 [

Azure Cisco Nexus .
[ Cluster Name ]
+Add NTPHost ] 1 NTP
(FQDN)
+Add DNSProvider ] 1 DNS
Proxy Server ]
(i)
Skip ]
) [ Authenticationrequired
Yes 1]

fH ( ) Advanced Settings |

« [+DNS +Add DNSSearch Domain |

IP

. App Network  Service Network

Nexus
172.17.0.1/16
Nexus
100.80.0.0/16
6
9 I Next ]
11 [ Node Details ]

a) [ Edit ]
b)

Cisco Nexus

VNET

2.1x .



. Azure

12

13
14
15

16

Cisco Nexus
VNET 6
3
c) IPv6 VLAN
Cloud Nexus

d) [Save]

[ Add Node ] 2

[ Node Details ]

a)

b) [ Credentials ] IP

[ Verify ]
IP
o [ (Save)
3
[ Next ]
[ Confirmation ] [ Confirm ]
30
Nexus GUI
30

3 SSH 1

a)

acs health

$ acs health
k8s install is iIn-progress

$ acs health
k8s services not in desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

Cisco Nexus 2.1x
88

Microsoft Azure

Ul



| Microsoft Azure
Azure Cisco Nexus .

$ acs health
All components are healthy

b) Nexus GUI

Nexus

Cisco Nexus 2.1x .
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. Azure Cisco Nexus

. Cisco Nexus 2.1x



. 91

Nexus

* Cisco Nexus

Cisco Application Services Engine

Cisco Nexus
Nexus
Nexus
2.1.x
. Nexus
Nexus GUI |

rescue-user

92
Nexus
VMware ESX OVA Azure AWS
ISO
2.0.1d
2.1.1
2.0.x
2.0.2h

System Overview |
1 acs health

All components are healthy

Cisco Nexus 2.1x .


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-nexus-dashboard-deployment-guide-2x.html

Nexus |

. Nexus

« Nexus Insights

Cisco Nexus

. 211
ul

Nexus Nexus

. 2.1.X

Nexus

Nexus

91

1 Nexus
a) [ Software Download ]

https://software.cisco.com/download/home/286327743/type/286328258

b) Nexus
c) Cisco Nexus nd-dk9.<version>_iso

. Cisco Nexus 2.1x


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/dcn-apps/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/dcn-apps/index.html
https://software.cisco.com/download/home/286327743/type/286328258

| Nexus

Nexus .

VMware ESX.ova

d) Web
Nexus Dashboard URL

2 Nexus GUI

al el /-V\‘
duills Nexus Dashboard 0 w\@/‘

Dashboard

System Overviow Firmw@® Management ®

» Sites Updates Images

= Service Catalog
Filter by attributes (" Actions ~ )
System Resources A

Add Image

Operations File Name Status Version
_ Delete Image
Firmware Management a

Tech Support

Audit Logs

Backup & Restore

3 Infrastructure

£° Administrative

a) [Operations 1>1 FirmwareManagement ]

b) [ ]
c) | Actions ] [ Add Image ]

a) | Add Firmwarelmage ] [ Local ]
[ Remote |

b) [ Select file ] 1SO

c) | Upload ]

Nexus
[ Images |
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Dashboard

= System Overview

@ Sites

== Service Catalog
System Resources
Operations

Firmware Management

Tech Support

Audit Logs

Backup & Restore

5 Infrastructure

£° Administrative

a) [Operations
by [ ]
0 [

[

b) [

c) [Activate]
d) [

. Cisco Nexus

Hilmin
s Nexus Dashboard

@ware Management

Updates Images

Node Details
Current Firmware Version Number Of Nodes
2.0.1d 3

Nexus

©0 @

Last Update
2021-02-01, 10:15:48

There are no Firmware Updates

Use the wizard to stup a firmware update

1>
Setup Update ]

Update Firmware ]

FirmwareUpdate ]>]

FirmwareUpdate ] >|
Begin Install ]

[
Last Update Status |

Kubernetes

Operations ]>[
Last Update Status ]

2.1x

FirmwareManagement |

Version selection
[ Next ]
Confirmation ]

Firmware Management |
[ View Details ]

20

FirmwareM anagement
[ View Details ]



| Nexus

9

VMware ESX
2.1(2) Nexus
1
. Nexus
. Nexus
* Nexus
* Nexus Insights
1
a) 1
1
b)
c) Nexus
d)
L
€)
[ Replace ]

Nexus .

GUI 20
VMware ESX 2
Insights
Insights
OVA VMware ESX
OVF [ Cluster Leader ]
GUI
IP
[ System Resources | > Nodes ]

Inactive ]

(...) [ Replace ]
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f)

9) |

h)
10

Nexus

Nexus

IP [ Verify ]

Replace ]
20

App Infra Services

App Infra Services

Cisco Nexus Dashboard User Guide App Infra Services
GUI
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