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>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME
cisco
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DESCRIPTION

FHE A A A A A A A A A
#

File: cli.py
Name:
Description:

Copyright (c) 2015-2017, 2019-2020 by cisco Systems, Inc.

#
#
#
#
#
#
# All rights reserved.
#

#

FHE A A A A A A A A A A

PACKAGE CONTENTS

acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

history

interface
ipaddress

key

line parser
mac_address_table
nxcli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.object

CLiao<> kAPl D{EF
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cli() ISR SC T % B de CLL 2= o RO ARAL
) - HOM iR L ET,

string = cli (“cli-command”) GI)

A BT 0T 477 Python A v Z—T U &
VX, HIE SRR ST A T2 A —T ) LT
HALET, 8dTiE Tny ELTHADEIND
72, FERBHACL LK RDGERH D F
T, clip() APLIZ, HIFMER EWEERZ L

£,
clid() XML ZH% R —hrT5CLIa~y ROBE, =
) - O APLILJSON Hi7)Z3 L £
json_string = clid (“cli-command”) GE)

XML M ST ngaid, Bk 2

n—3nE7,

= ® APILIE, show 2~ ROHHORKERIFC
T2 EERZRBEAERH D £4,

clip() CLI =~ RO )% HEHz stdout (ZH 71 L,
18] - Python @:ﬂi{q%@éhiﬁho
clip (“cli-command”) GE)

clip (“cli-command”)

LR TF (is equivalent to)

r=cli (“cli-command”)
print r

2o EDa~wy REMBMICFEITT AL, FOREIZ1I DO~y R bEEOa~y RET

Eigi LEH A
OB TIE, PO a~y FORENR2FBHOa~ RTHEEE L2V, 2FHDa~<v 2 K
NIHL L £,

>>> cli("conf t")
>>> cli("interface fc4/1")

2Ol a~wy RERFIZETTHE, TORET I >Oa~vy RpbkiiDa~y RET

Fre L £,

ROPITIZ, 2FH L 3FHO A~ FOREBRFHET 5720, 2FHOa~ 2 FIEEHLT
WET,

>>> cli("conf t ; interface fc4/1 ; shut")

. Python API



| Python API

\)

cum s Python > 2 —Ty a0l

GH  BlRT oI, a~vr NI ) TRELAET, GiE. B—07 7 7 0 CHTe %3N

HYES, )

CLINS® Python f 32— 1) ADEUH L

KIZ, CLI 7% Python ZFEOMH T HIEOHI 2R L ET

\}

GE) s Python A > & =7V ZO7 a7 NI [>>>) £720% [...) TRRINET,

* Cisco MDS NX-0S U U — 2 7.3(x) LAED U U —Z TiZ, CiscoMDS 9700 2V — R ZA v
F O¥FHE EXEC £— R TOD# Python A ¥ —7 U X ZMOHTZ ERTE ET,

« Cisco MDS NX-OS YV U —Z 9.2(2) LAF& Tid, python =~ > FiX Python3.0 ZF1T L £,

RIZ, CLI 7% Python2 .7.5 Z MM T HIEOHIZ R L ET -

switch# python

Python 2.7.5 (default, Jun 3 2016, 03:57:06)
[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> from cli import *
>>> cli("show clock")

'Time source is NTP\n06:32:20.023 UTC Tue Jan 31 2017\n'

>>> exit ()

RIZ, CLI 725 Python3 ZFFONMH S HEDOHIZ R L ET ¢

switch# python3

Python 3.7.3 (default, Aug 26 2019, 23:20:10)
[GCC 4.6.3] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> from cli import *
>>> cli("show clock")

'Time source is NTP\n07:46:50.923 UTC Tue Apr 28 2020\n'

RERIA—<Tv b+

WIZ, Python APl ZfEFH L7 S ESERFRT7 4+ —~y FERLET :

IR
>>> from cli import *
>>> cli("conf ; interface fcl/1")

L
clip ('where detail')

mode:
username: admin
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>>>

5] 2 :

>>> from cli import *

>>> cli("conf ; interface fcl/1")
LA

>>> cli('where detail')

' mode: \n
>>>

username: admin\n'

5] 3 :

>>> from cli import *
>>> cli("conf ; interface fcl/1")

>>> r = cli('where detail') ; print(r)
mode:
username: admin

>>>

% 4 -

>>> from cli import *

>>> import json

>>> out=json.loads (clid('show version'))
>>> for k in out.keys():

e print ("%$30s = %s" % (k, out[k])

header str = Cisco Nexus Operating System

TAC support: http://www.cisco.com/tac

(NX-0S)

Python API |

Software

Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html
Copyright (c) 2002-2022, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

bios_ver str = 2.12.0
kickstart ver str = 9.2(2)
sys ver str = 9.2(2)

bios cmpl time = 05/26/2021

kick file name = bootflash:///m9700-sfd4ek9-kickstart-mz.9.2.2.bin

kick cmpl time = 1/1/2022 12:00:00
kick tmstmp = 01/20/2022 22:42:00

isan_file name = bootflash:///m9700-sf4ek9-mz.9.2.2.bin

isan cmpl time = 1/1/2022 12:00:00
isan tmstmp = 01/21/2022 00:12:45
chassis id = MDS 9706 (6 Slot) Chassis
module id = Supervisor Module-4

cpu name = Intel(R) Xeon(R) CPU D-1548 @ 2.00GHz

memory = 14146356
mem_ type = kB
proc_board id = JAE22320AXJ
host name = swl84-9706
bootflash size = 3932160
slot0 _size = 0
kern_uptm days = 5
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kern _uptm hrs = 21
kern_uptm mins = 39
kern_uptm secs = 27
rr _usecs = 699796
rr ctime = Tue Jan 25 10:40:02 2022
rr_reason = Reset Requested by CLI command reload
rr_sys _ver = 9.2(2)
rr_service = None
manufacturer = Cisco Systems, Inc.
>>>

JEA > 259 T« 7 Python

Python A7 U 7 "4 %54 & LT Python CLI =2~ > RCEEHT S Z & T, Python X7 U7 |
BIALHET T 47 F— RTIITTEXET, Python A7 V7 NI, 7—h 7T v a2
TR X — LD FNICEET D H4ENH Y £9°, PythonCLI =~ R TIE, Python 227 U 7
F TR DA~ B T4 5zt £,

CiscoMDS 9000 7 734 A%, Python A7 U 7' F & FA4TT 572D/ —ACLI 2~ R HAR—
FLTWET, bootflash:scripts T4 L7 hUIE, Y—ACLIaZ~<> ROT 74V +D
A7 VTN T4 LT FYTT,

\)

(G¥)  Python3 A ' #—7 U X & L TPython A7 V7 b & EITTHITiF. A7 U T FOKRYIDIT
IZ #!/isan/bin/python3 & 7213 #!/ust/bin/env python3 @ kX 9 72 python3 SLFHBEENTWND Z &
iR LET,

WIZ, A7 VT P EXNEFATT D HEORZRLET,

switch# show file bootflash:flashCheck.py
#!/bin/env python

import re

import json

import cli

import syslog

threshold = 60
ignore paths = ['bootflash']

allmodules = json.loads(cli.clid("show module")) ['TABLE modinfo'] ['ROW modinfo']
if type(allmodules) is dict:
allmodules = [allmodules]
for eachmodule in allmodules:
mod = eachmodule['mod']
modtype = eachmodule['modtype']

cmd = "slot " + str(mod) + " show system internal flash"
if 'Supervisor' in modtype:
s = "Supervisor (Module " + str(mod) + ")"

regex to match =
r' (?P<mnton>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) \s+ (?P<fs>\S+) '

elif 'Sup' in modtype:
cmd = " show system internal flash"
s = "Sup and LC - Module 1"
regex to match =
r' (?P<mnton>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) \s+ (?P<fs>\S+) '
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else:
s = "Module " + str (mod)
regex_to match =
r' (?P<fs>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) $\s+ (?P<mnton>\S+) '

out = cli.cli(cmd)
alllines = out.splitlines{()
for eachline in alllines:
match = re.search(regex to match,eachline)
if match:
grps = match.groupdict ()
#print (grps)

sysstr = "Flash usage exceeds threshold({}%) on {} - Filesystem:
{}, Mounted-On: {}, Usage:
{}%".format (str (threshold),s,grps['fs'],grps['mnton'],grps['useper'])

for each ignore path in ignore paths:
if each ignore path in grps['mnton']:
break
else:
if int(grps['useper']) > threshold:
syslog.syslog (2, sysstr)

Embedded Event Manager TD XV 1) 7 FDEST

Cisco MDS 9000 7 /XA A MEmbedded Event Manager (EEM : 1A JAZA X2 h w3 —T¥) O
ARV —I%, Python 227 V7 h&HR—KLET,

WORFNEL, EEM 727 2 3> & LT Python 227 V7 N &F4T74 5 AR L TVWET,

TV varvavwy REFHTHIET, EEMT7 7Ly MIPython A7 UV S hNaE0H5H 2
EMTEET,

switch# show running-config eem

!Command: show running-config eem
!Time: Sun May 1 14:40:07 2011

version 6.1(2)I2(1)

event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py
action 2 event-default

show filelogflash:event_archive 1 2~ > RZFATL T, =Y 77 A LNDOA X MIEo
ThRUH—ENT 7 varvaRFTEET,

switch# show file logflash:event_archive 1 | last 33

eem_event time:05/01/2011,19:40:28 event type:cli event_ id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param_info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py
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Cisco MDS NX-08 O+ %2 7 1 & Python [J|]

PC_VSH CMD TLV(7679) with g

Cisco MDS NX-0S Wt ') 7 « & Python

Cisco MDS NX-OS 158 #:fifiZ. Y7 F 7 =7 ® CiscoMDSNX-0S > RR v 7 2 LA ¥ L
PNCLIE—_R—RZ TZ7ERA arbra—/ (RBAC) (Lo THR#EINET,

Cisco MDS NX-OS network-admin ¥ 7213 dev-ops 2 — /L BEAHIT HITWH TR THO2—H —
%, fEL—Y—TF, HAHX L m—)LTPython ~DT 7 EANFFAI SN TND 2 —H—IE,
IR — Y — L R shEd, EREL—F—I1L, 77 AV AT A FA v x/b, Bash
2~ K72 O Cisco MDS NX-OS fE @M ~DT7 7 B ARHIRE N TWET, it —3—
iX. Cisco MDS NX-OS DT X TOIFREMA~D LY RERT 7 ¥ A FBL £,

tXxa) T4 E—F—IERDH

ROBNT, FiHg2—VP—Na~vr REETTLHHEEZRLTVWET

switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)
[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

admin

0

>>> f=open ('/tmp/test','w')

>>> f.write('hello from python')

>>> f.close()

>>> r=open ('/tmp/test','r")

>>> print r.read()

hello from python

>>> r.close()

ROBNE, 77 ARG SN TWDIFFHEL—F—Z R L TWET

switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import os

>>> os.system('whoami')

system(whoami) : rejected!

-1

>>> f=open('/tmp/test','r")

Permission denied. Traceback (most recent call last):
File "<stdin>", line 1, in <module>

IOError: [Errno 13] Permission denied: '/tmp/test'

>>>

RBAC (X, B/ A v 2—P—HERIZHE SN CCLI T 7 B AZHIELE T, s ofr 2—H—
D ID &, CLI ¥ = /L £ 72id Bash 7 HIFON S 415 Python IZ5- 2 4V E 9, Python [d, Python
MO SN 7 T eteRical 4y 2—F—D D #ELET,

LITIE, FtEr—Y — T
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>>> from cli import *

>>> cli('show clock"')

'11:28:53.845 AM UTC Sun May 08 2011\n’'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
!Time: Sun May 8 11:29:40 2011

version 6.1(2)I2(1)

interface Ethernetl/48
vrf member blue

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

LIFIE, R~ —Y —0flTd

>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n’'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec_error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

wOHIE, RBACH#EKZRLTWET

switch# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:pyuser
this user account has no expiry date
roles:network-operator python-role
switch# show role name python-role

AT 1—F5 TR T EERTT 54

ROBNL, A7y a—JeatH L TA2 V7 M4&%E1T77 5 Python A2V 7 F &R LT
7.

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:

user = os.environ['USER']
except:

user = "No user"

pass
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"

msg user +
print msg
py_syslog(l, msq)

# Save this script in bootflash:///scripts

ran " + file + " on : " + switchname

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/testplan.py
switch (config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4

Schedule starts from Mon Mar 14 16:40:03 2011

switch (config-schedule) # end

switch# term mon

2011 Mar 14 16:38:03 switch %VSHD-5-VSHD_SYSLOG_CONFIG I: Configured from vty by admin
on 10.19.68.246@pts/2

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days 0 Hrs 4 Mins
Start Time : Mon Mar 14 16:40:03 2011

Last Execution Time : Yet to be executed

Job Name Last Execution Status
testplan -NA-
switch#
switch# 2011 Mar 14 16:40:04 switch $USER-1-SYSTEM MSG: No user ran
/bootflash/scripts/testplan.py on : switch - nxpython
2011 Mar 14 16:44:04 switch last message repeated 1 time
switch#
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