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720 FEF, JSONIEH & & & JavaScript 22 Bk el SV E L2y, SEIKEL 2T — &K
T9, 2v2 FHIFITIE, JSON 35 LTV ISON Native 23 %R — F STV ET,

TRCOKEH T T 7 IV TEETMOENDHTETHR—- IR TWDH2o0FERT — X1
BiIko LB T
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cMEDONEFATE Y AR 2L DA, BEYEIZY AR EMEENET (72& 2L Python T
XU 2 1)

X —/ERXT DL vay ZL DA, ATV NERIFT 47 at ) EMEER
F9 (7=& 21X Python TIXT 472+ V)

CLI D ZEAT
switch# show cdp neighbors | Jjson
{
"TABLE cdp neighbor brief info": {
"ROW cdp neighbor brief info": {

"device id": "SW-DRISHTI-ECBU-L13",
"interface": "mgmtO",
"ttl": "168",
"capability": [
"switch",

"IGMP cnd filtering"
1,

"platform id": "cisco",
"port id": "GigabitEthernetO/7"
}
by
"neigh count": "1"

}

NX-API CLI D+ Rk

CiscoMDS 9000 >V — X FAR_RAL 2ADa~vr K, avr R EZA4 7, BXOH %A 7%, CLI
% HTTP/HTTPS POST DA IZT Y 22— K95 Z L2 XV, Cisco MDS NX-API ZffiFH L CA
HENFET, BRI T 5520, XML £7213JSON AR TRENE T,

NX-API Jt o — ROZFEMICHOWTIE. NX-APIJEEa— Rk 36-2—Y) 2L TLZ
él/\o

MDS AA v FTNX-API ZRETDHE, RO URLNHT 7 EATEET
« HTTP - http://switch_ip_address: port-number/ins
* HTTPs - https://switch_ip_address: port-number/ins
7 7 4/ h® HTTP B L OVHTTPS X EICOWTIE, T 74V h&E (B73—Y) k&7 va
YEZRLTIEEN,
WOFNE, NX-API 8 L CHIMET 2 iEZ R L TWET
1. HHA LI —T oA AZNLTCAAS v FIIT V7 EATELZLEMRLET,

BEA LR —T 2 A AEHINCT B HFHEICHOWTIL, CiscoMDS9000 3 U — RELpskERR 1
A RDOEEHASA X =T 2 ADERDE T > a v ESRLTLIEIN,

2. NX-API#REZ# AN L7,

switch# configure terminal
switch (config) # feature nxapi
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| NX-API

nx-api cu o ]

3. (A7var) NX-APIHREZ BER)IZ L £,
switch (config) # no feature nxapi
4. MDS AA v F TCNX-APIZHET S &, HITP/HTTPS R— h 2N L CT 7B A TE£9
(A7 a ) NX-API ® HTTP R— 2R L £ 9,

switch(config)# nxapi http port 8080
Zoawy REEMMIT IR, 2~ RO noBREHHLET,
(A7 3 ) NX-API ® HTTPS AR — k& ARk L £,
switch (config) # nxapi https port 8443
Zoawy REENZTHICE, 2~ RO no BERAEHEH L £,
5. (FA7vay) NX-APITHTTPS #e/HOT A 77 4 7 4 ailEE A VA h—V LET,

FZ AN ARA L FMEEIENX-APLGEHEZEO W2 EHTE £, W0 Y — R &Rk
ICHERR T 5 Z LI TE £ A,

1. NX-APIHERE COAEH SNDBE 5L SN TWRWIE X — 2 H L CaFHELZ 1 X
= LFET:

switch(config)# nxapi certificate certfile key keyfile

2. NX-APIHERECOMER EN BB ENT-WBF—2 M L CGEHEEZ A VA F—b
LET:

switch (config) # nxapi certificate certfile key keyfile password passphrase

A

G HLOWNX-APIGEAELZ A VA b—LF 5 L&, NX-API— =R Uty b &I FET, NX-API

ZHEALTEHRARDOAEAEZ A VA b= 45L&, A7 VT MRRET S AREEDRH Y
TO

FT 2 R BA S ORERRIZ OV TIE, CiscoMDS9000 > Y — A % =2 U 5 A fEp A K.
) ) A SXO)nu uiE)%’jbc]:UT /5’/1/&5}?%@1‘%5‘2@E€’7%% L/T< f;él/\

 certfileld. 77 A4 v —58{k A —/L (PEM) 72‘%“\7/ MZksd, ZOAL v FDE

£ EFEHETY, PEM 7 4+ —~ v ME, 1993 0 —#E @ [ETF BEHEIZFESW T, B
AL RSA F—., FEHE, BIUOFOMDOT —Z 2 REERB I ORET D720 DENRET »
AN TF—==v FTT,

ckegffileld. ZDOAAL v FDPEM 7 4+ —~ v FOREF—TT, T2t T
5iﬁ/\i password 4 7Y a L IRETHALERH D £,

« passphrase I%, FhEF— OIS THEA SN /XA Y — FTT,
elabel (X, T TITHERINTWDOEEE(L h 7 X FARA > FOARTTT,
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NX-API |
B nxaricu o

A

G¥) « nxapi certificatekey =~ > FZEHL TA > A b— /L ENTiEHE L F—1F, A1 vTF I
DA OKE SHERE & I SN FEH A,

* nxapi certificatekey =~ > N CEH 415 password 47" = 1%, Cisco MDS NX-OS V
U—2Z85(1) TOAEHTEET,

6. (7T ar) MEIZGT T, NX-APIHTTPS #4528V  SSLIE 22 LE T, Z D
A, SSLEEmOEX 2V T 4o METFTLET, 72720, Zhid, HWVWT A ANAAL v F &
WETDDICHERIGENRH Y 7,

switch(config) # nxapi ssl ciphers weak

7. (XFvar) MBI U T, NX-APITHTTPS ##¢D SSL k7 > AR — h Z#pk L £7°,
T 74N RUSNDEHEN ST AR — NEANCTHE, SSLERHOEX =27 4 BMETL
F9, 2L, TR, BT AN ARARL v F EBETHEOICHLERGENRH Y F
9, LDAP 7 T A 7 bk &V —"—ED SSL R T+ 521X, LDAP —/X—D SSL + 7
VAR— O ESRLTIIZIN,

®* switch(config)# nxapi ssl protocols TLSvl.1l TLSvl.2 TLSvl.3

®* switch(config)# nxapi ssl protocols TLSvl1.3

NX-API CHERT 51007 A T T 1 7 1 SIRED4(E

NX-APLI DT A T 2T 4 T 4 fEAZEIL. nxapi certificate =~ > R&MH L TA v AR— T 50T
W2, TERRL TR MERH Y 9, GEHEIL. A v F TAT T 47 4 iEFHEOS THERT
DWEND DT, TNTOCAREE & PHEGER OFEAEZHIBRT 2 L8N H Y £,
EX—mHIRTO0ERDH Y £, Fo. AR A X083 4096 A MR THLMLERH Y F
R

AL T TATrT AT AEHER N T A RKA L NDOAL v TFWEBALA VT TA T I T %
T TIZA VA R— LI TWDEEAEIE. e/ AR—FLTHZ7+—~v FL.,

F—ZMH LU TCNX-APICTHEHTEET, AT TAT T AT A ENELA VA b—
IVENTWARWERIL, CAIZE » TERENDLERH Y 9,

SERAEORERIZ OV TIL, CiscoMDS9000 &Y —RX X =2 YT 4 DFREHTA K, VU —2R8x
OFEAEFRER K OT U X VGEHEOHEROFEEL SR L T Z S0,

)

GE)  NX-API CHEHAT DGO T AT T 4 7 4 ik EEZ T 7200 Y —d, AL v F TlE
HHTEEE A, ZHUL, OpenSSLBA VA b —/LENTNDHHRRA RREDRIDT /A 2 TH
TTHMERHD £,

1. FAFvay) AAvFTAT T AT AGEHENRT TICAAL v FITA A =L EINT
WAEAIE., ROoa~vwy REEHALTPKCSI2 74—~y T/ AR—FLET:

switch (config) # crypto ca export trustpoint name pkcsl2 mytpexport.pkcsl2 my passphrase
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2. OpenSSLAA U AR—/VIPTWOHRA NI T 7 A NET v 7 a—RLET :

switch# copy mytpexport.pkcsl2 sftp://10.10.2.2

3 TATUT AT AEEEMH L E T :

host$ openssl pkcsl2 -in mytpexport.pkcsl2 -nokeys -clcerts -out idcert.pem
Enter Import Password: my passphrase
host$

4. BFfbSh TWniES—2mmH L3 !

host$ openssl pkcsl2 -in mytpexport.pkcsl?2 -nocerts -nodes | openssl rsa -out
unencryptedprivkey.pem

Enter Import Password:

writing RSA key

hosts$

5, ZA Vv FEOT—F"T7F539 222007 7 ANVEX T a—RRLET

switch# copy sftp://10.10.2.2/idcert.pem bootflash:
switch# copy sftp://10.10.2.2/unencryptedprivkey.pem bootflash:

nxapi certificate =~ R L CT7 7 A V& A VAR — M DM TEE L,

cURL T® NX-API %
HRA K E® showversionjson 7 7 A LVONEEZFHXTHEL X I,

linux$ cat show.version.json

[{ "jsonrpc": "2.0", "method": "cli", "params": { "cmd": "show version", "version": 1
boomid": 10}

EOF

ARABNTCURL ZEHA L TAAL v TFEZRFEL, BRYD POST ERZXE L E7,

linux$ curl -v -u admin:cisco -H "Content-Type: application/json-rpc" -H "Cache-Control:
no-cache" -d @show.version.json -X POST http://10.10.2.2:80/ins

Note: Unnecessary use of -X or --request, POST is already inferred.
* Trying 10.10.2.2:80...

* Connected to 10.10.2.2:80 (10.10.2.2:80) port 80 (#0)
Server auth using Basic with user 'admin'

POST /ins HTTP/1.1

Host: 10.10.2.2:80

Authorization: Basic YWRtaW4ebmJ2XzEyMzQl

User-Agent: curl/7.70.0

Accept: */*

Content-Type: application/Jjson-rpc

Cache-Control: no-cache

Content-Length: 99

*

* *VV VYV VVVVYV

upload completely sent off: 99 out of 99 bytes

Mark bundle as not supporting multiuse

HTTP/1.1 200 OK

Server: nginx/1.7.10

Date: Mon, 14 Jun 1976 13:28:43 GMT

Content-Type: application/json-rpc; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: nxapi_auth=dzgnf:1fNa+E8KGq0ZZM6TRZTFKTWejBg=; Secure; HttpOnly;
X-Frame-Options: SAMEORIGIN

AANANANANNANNANNANNA
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< X-XSS-Protection: 1; mode=block
< X-Content-Type-Options: nosniff
< Strict-Transport-Security: max-age=31536000; includeSubDomains
< Content-Security-Policy: block-all-mixed-content; base-uri 'self'; default-src 'self';
script-src 'self'; style-src 'self'; img-src 'self' ; connect-src 'self'; font-src
'self'; object-src 'none'; media-src 'self'; form-action 'self'; frame-ancestors 'self';
<
{
"jsonrpc": "2.0",
"result": {
"header_str": "Cisco Nexus Operating System (NX-0S) Software\nTAC

support: http://www.cisco.com/tac\nDocuments:

http://www.cisco.com/en/US/products/ps9372/tsd products_support series home.html\nCopyright
(c) 2002-2020, Cisco Systems, Inc. All rights reserved.\nThe copyrights to certain works
contained herein are owned by\nother third parties and are used and distributed under

license.\nSome parts of this software are covered under the GNU Public\nLicense. A copy
of the license is available at\nhttp://www.gnu.org/licenses/gpl.html.\n",

"bios ver str": "2.1.17",
"loader_ver str": "N/A",
"kickstart ver str": "8.4(1)SK(0) [build 8.4(1)SK(0.160)] [gdbl",
"sys_ver str": "8.4(1)SK(0) [build 8.4(1)SK(0.160)] [gdbl",
"bios_cmpl time": "01/08/14",
"kick file name": "bootflash:///kick-skyl60",
"kick _cmpl time": " 12/20/2020 12:00:00",
"kick tmstmp": "09/08/2020 09:42:15",
"isan file name": "bootflash:///sky-sepld-02",
"isan_cmpl time": " 12/20/2020 12:00:00",
"isan_ tmstmp": "09/14/2020 05:56:35",
"chassis_id": "MDS 9250i 40 FC 2 IPS 8 FCoE (2 RU) Chassis",
"module_ id": "40FC+8FCoOE+2IPS Supervisor",
"cpu_name": "Motorola, e500v2",
"memory": 4088480,
"mem_type": "kB",
"proc_board id": "JAF1852AAFC",
"host name": "host",
"bootflash size": 4001760,
"kern uptm days": 0,
"kern_uptm hrs": 1,
"kern uptm mins": 25,
"kern uptm secs": 13,
"rr usecs": 715180,
"rr ctime": "Mon Jun 14 12:02:47 1976",
"rr_reason": "Reset Requested by CLI command reload",
"rr sys_ver": "8.4(1)SK(0.160)",
"rr service": ",
"manufacturer": "Cisco Systems, Inc."
}I
"id": 1,
"cmd": "show version"

* Connection #0 to host 10.197.155.246 left intact

H > JILNX-APIL R 1) T k

A=Y —IINX-APITAY U 7 sl 2 ka2 " TV A7 YT M7 7 ATE %
o VTN ATZ VT MNET 7 AT DL, ROV 2727 ) v 7 LT, BERY 7 U=
7T UY—RZHIETHT 4 L7 Y AL £ : https:/github.com/datacenter/nxos/tree/master/
nxapi/samples
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EEEE DA

Dk arTiE, XML, JSON BEXWNISON XA T 4 7H N7 4 —~ v & LTEREH
% Cisco MDS NX-0S == > ROWL SO fFZF Y FiFE4,

FFE D show 2= > R NX-APL RS E 9 D EERT 51213, A4 v T ET, |xml & & HiZ
av  REANLET

command | xml

F= 2 RASNX-APLG (L) 23— b)) O56E, FROHNTI XML 74—~ v &
W27 £9

switch# show device-alias merge status | xml

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:8.4.1.SK.0.:ddas"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>

<show>

<device-alias>

<merge>

<status>

<_ readonly >

<result>Success</result>

<reason>None</reason>

</ _readonly >

</status>

</merge>

</device-alias>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

A< R NX-APLHIE TRWE S, FEROBNCKROT T =R FRSNET
switch# show logging logfile | xml

Error: This command does not support XML output.

wIZ, showversion 2~ K% XML 74—~~~ h CHERTHHEZRLET :

switch(config)# show version | xml

<?xml version="1.0" encoding="IS0-8859-1"?2>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:8.4.2.:sysmgrcli"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>

<show>

<version>

<_ readonly >
<header str>Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac
Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html
Copyright (c) 2002-2020, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
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the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php
</header str>
<bios_ver str>3.7.0</bios_ver str>
<kickstart ver str>8.4(2) [build 8.4(2.191)] [gdb]</kickstart ver str>
<sys_ver str>8.4(2) [build 8.4(2.191)] [gdb]</sys_ver str>
<bios_cmpl time>04/01/2019</bios_cmpl time>
<kick file name>bootflash:///m9700-sf3ek9-kickstart-mzg.8.4.2.191.bin</kick file name>

<kick cmpl time> 2/5/2020 12:00:00</kick cmpl time>
<kick tmstmp>01/08/2020 18:27:03</kick tmstmp>
<isan file name>bootflash:///m9700-sf3ek9-mzg.8.4.2.191.bin</isan file name>
<isan cmpl time> 2/5/2020 12:00:00</isan cmpl time>
<isan tmstmp>01/14/2020 05:36:15</isan tmstmp>
<chassis_1id>MDS 9706 (6 Slot) Chassis</chassis_id>
<module id>Supervisor Module-3</module id>
<cpu_name>Intel (R) Xeon(R) CPU C5528 @ 2.13GHz</cpu_ name>
<memory>8167228</memory>
<mem_type>kB</mem_ type>
<proc_board id>JAE19220AQJ</proc_board id>
<host name>abc</host_ name>
<bootflash size>3915776</bootflash size>
<slot0 size>0</slot0 size>
<kern uptm days>19</kern uptm days>
<kern uptm hrs>23</kern uptm hrs>
<kern uptm mins>16</kern uptm mins>
<kern uptm secs>11</kern uptm secs>
<rr usecs>768558</rr usecs>
<rr ctime>Tue Jan 14 05:58:26 2020</rr ctime>
<rr_ reason>Reset Requested by CLI command reload</rr reason>
<rr sys_ver>8.4(2.171)</rr_sys_ver>
<rr_ service></rr service>
<manufacturer>Cisco Systems, Inc.</manufacturer>
</__readonly >
</version>
</show>

</nf:data>

</nf:rpc-reply>

11>11>

&Iz, showversion zZ JSON 7 4 —< v h CERT B EZRLET

switch (config) # show version | json

"header str": "Cisco Nexus Operating System (NX-0S) Software\nTAC support:
http://www.cisco.com/tac\nDocuments: http://www.cisco.c
om/en/US/products/ps9372/tsd products support series home.html\nCopyright (c) 2002-2020,

Cisco Systems, Inc. All rights reserved.\nT
he copyrights to certain works contained in this software are\nowned by other third
parties and used and distributed under\nlicense.

Certain components of this software are licensed under\nthe GNU General Public License

(GPL) version 2.0 or the GNU\nLesser General

Public License (LGPL) Version 2.1. A copy of each\nsuch license is available
at\nhttp://www.opensource.org/licenses/gpl-2.0.php and
\nhttp://www.opensource.org/licenses/lgpl-2.1.php",

"bios_ver_ str": "3.7.0",

"kickstart_ver_ str": "8.4(2) [build 8.4(2.191)] [gdb]l",
"sys_ver_str": "8.4(2) [build 8.4(2.191)] [gdb]l",
"bios_cmpl time": "04/01/2019",

"kick file name": "bootflash:///m9700-sf3ek9-kickstart-mzg.8.4.2.191.bin",
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"kick cmpl time": "2/5/2020 12:00:00",

"kick tmstmp": "01/08/2020 18:27:03",

"isan_file name": "bootflash:///m9700-sf3ek9-mzg.8.4.2.191.bin",
"isan_cmpl time": "2/5/2020 12:00:00",

"isan_ tmstmp": "01/14/2020 05:36:15",

"chassis_id": "MDS 9706 (6 Slot) Chassis",

"module_ id": "Supervisor Module-3",

"cpu name": "Intel (R) Xeon(R) CPU C5528 @ 2.13GHz",
"memory": 8167228,

"mem_ type": "kB",

"proc_board id": "JAE19220AQJ",

"host name": "abc",

"bootflash size": 3915776,

"slotO_size": 0,

"kern uptm days": 19,
"kern uptm hrs": 23,

"kern uptm mins": 16,

"kern uptm secs": 22,

"rr usecs": 768558,

"rr ctime": "Tue Jan 14 05:58:26 2020",

"rr_reason": "Reset Requested by CLI command reload",
"rr sys ver": "8.4(2.171)",

"rr service": null,

"manufacturer": "Cisco Systems, Inc."

}
&IZ. showversion Z JSON XA T 4 7 74—~ FhTHERTHPE R LET :

switch (config)# show version | json native

{

"header str": "Cisco Nexus Operating System (NX-0S) Software\nTAC supp

ort: http://www.cisco.com/tac\nDocuments: http://www.cisco.com/en/US/products/ps
9372/tsd_products_support series home.html\nCopyright (c) 2002-2020, Cisco Syste
ms, Inc. All rights reserved.\nThe copyrights to certain works contained herein
are owned by\nother third parties and are used and distributed under license.\nS
ome parts of this software are covered under the GNU Public\nLicense. A copy of
the license is available at\nhttp://www.gnu.org/licenses/gpl.html.\n",

"bios_ver str": "2.1.18",

"loader_ver str": "N/A",

"kickstart ver_ str": "8.4(2a)",

"sys ver str": "8.4(2a)",

"bios_cmpl time": "04/06/20",

"kick file name": "bootflash:///m9100-s5ek9-kickstart-mz.8.4.2a.bi
n",

"kick cmpl time": "™ 7/11/2020 12:00:00",

"kick tmstmp": "06/20/2020 20:50:09",

"isan file name": "bootflash:///m9100-s5ek9-mz.8.4.2a.bin",
"isan_cmpl time": " 7/11/2020 12:00:00",

"isan tmstmp": "06/20/2020 22:05:47",

"chassis id": "MDS 9148S 16G 48 FC (1 Slot) Chassis",
"module id": "2/4/8/16 Gbps FC/Supervisor",
"cpu name": "Motorola, e500v2",

"memory": 4088620,

"mem type": "kB",

"proc board id": "JAF1751BGPS",

"host name": "swl09-Mini",

"bootflash size": 4001760,
"kern uptm days": 7,

"kern uptm hrs": 1,

"kern uptm mins": 13,

"kern uptm secs": 0O,

"rr usecs": 362070,

"rr_ctime": "Mon Sep 28 07:43:36 2020",
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"rr_reason": "Reset due to upgrade",
"rr sys _ver": "8.4(2b)",

"rr service": "",

"manufacturer": "Cisco Systems, Inc."

}

NX-API HEEY >V FRy I X

NX-API |

NX-APIBHFEE V> FAR v 7 RL, NX-APIERZ{EHK L, I&EEZETHDIFEHEINS,
Cisco 3BAZE L7 Web XR—AD 2 —H— f U X —T = 4 ATH, FRIL, show 2~ K, B

SO EA BT 0T 4T a4 Fal—ay avy ROBEXTYT,

NX-API 4> KR w9 A DERL

1 NX-APIHEREZ A L. #ER L £, NX-APLHEREAZ A2NIC L TS 5 HIEIC DN T

IZ. NX-APICLI Dfrk (10 2—) ¥/ v a v 2R L T &N,

2. NX-API% v R w7 AEHMMILET :

switch# configure terminal
switch(config)# nxapi sandbox

NX-API ;%€ & #7779 5 21%, shownxapi =2~ R&EMHALET,
switch# show nxapi

NX-API: Enabled Sandbox: Enabled
HTTP Port: Disabled HTTPS Port: 8443

Certificate Information:

Issuer: C=US, ST=CA, L=San Jose, 0O=Cisco Systems Inc., OU=dcnxos,

Expires: Nov 26 09:26:12 2019 GMT
Content: ----- BEGIN CERTIFICATE-----

MIIDpzCCAo+gAwWIBAgIJAObmdczeHILEMAOGCSgGSIb3DQEBCWUAMGOxXCZAJBgNV
BAYTA1VTMQOswCQYDVQQIDAJDQTERMASGALIUEBWwIU2FulEpvc2UxGzAZBgNVBAOM
EkNpc2NvIFNS5c3R1bXMgSW5)LjEPMAOGALUECWWGZGNueG9zMQOwCwYDVQQODDARU
eG9zMB4XDTESMTEYNTA5M] YxM1oXDTESMTEYNJA5M] YxMlowajELMAKGA1UEBhMC
VVMxCzAJBgNVBAgMAKNBMREwWDWYDVQQHDAhTYW4gSm9zZTEbMBKGALUECgwSQ21z
Y28gU31zdGVtcyBJIbmMuMQ8wDQYDVQQLDAZkY254b3MxDTALBgNVBAMMBGS4b3Mw
ggEiMAOGCSgGSIb3DQEBAQUAA4 IRDWAWGGEKAOIBAQDreVT3LAYarHxZxELwNwst
ZQglmah5PJHBGUx+3YQcR18v8wrESRI7bZrQgDzXkFEHIyroJUghdcOnkM1GYHNF
avbj4dgRaEveRejtGZNMPi11tAOWbRsU01dx0ODV3+SeG/A220Bal58JzJ]jje5wyi8
Wu8UR8wWALb32GYXIB81fBt1UOLrNsSOpE68yJt782y8IJIAE]GWX3L8d1ledgwRaXyg
6GBDPbWKFCvi+NX8JIN48010ONASSHXGAcmZSf1iYUNKPD7+Aw])G/luxSyIgqnFW2w06
zwQLoIbXJIx7zv10Adt3H4ZnaRZ0OG5UvsWLgEdJZJkagQPe0+7cpwcubN9/PJ1l001
AgMBAAG) UDBOMBOGA1UdADgGQWBBTUI 4IqOqmoKy5LE] ygiJzd2nEGWzAfBgNVHSME
GDAWGBTUI4IgOgmoKy5LE]jygiJzd2nEGWzAMBgNVHRMEBTADAQH/MAOGCSgGSIb3
DQEBCWUAA4IBAQC+7TPfDAZz1t4yvGArpypinU2P1p2FOBRAU85CIVREIPp1bRX8VY
VMXYySnrKDjVRPCWtY+EtDWI1BE£S2I2usHkiKcnOYazDoxpamFI3D61mb82JAAQG
NMV56hIJAYMpVgfbI+vtCI3NR3F2£LD8/Hm/X4L8U6kdu20+vgqYtc4001871hJs
R8xA2N9kihOALIFUMVL89cFgRVXON]jAYyQImTB8uWl1lstUGpH2kE3dABHC1 sbZ1dNw
2/0xpfGnjlQjvidwKq]jGpX/KgcOAIx2zsKEXOhpPMOK/wlaRg8h1NCXJzzTQ7IVX
TPWISan7gpfyZIgZ9JQQ/WieCH32mQ2xGMDD

NX-API BH¥E Y > FAR v 7 2127 7B A4 51213, IROFINEZ FAT
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\)

nx-aPiBaRE S KRy o2

6=

1.

2.

NX-APIBHZE Y > KR v 7 A9 58618, Firefox UV UV — A 240 EHT 22 & %
HESE L E9, NX-APIBARE > R w7 Z2d [2E— (Copy) ] 7R % & [Python] 78 Z 73

MEBET 5121, 7T U HITEEHT D Adobe Flash 7L —Y¥ —3 4 A h— /L ENTWAHKLER D
nE9,

TIUVERE, £DOT KL A=, HTTP ®#4 13 hitp://switch_ip_address:port-number
. HTTPS D4 13 https:/switch_ip_address:port-number & A/ L %9,

[NX-API BA%EE > KA v 7 AGREE (NX-API Developer Sandbox Authentication) |77 1 > K
U RERIIVET,

2:NX-APIFRSEEY > Rk & RFBEE

ATETET ol Q 5
e
Authentication Required Iﬁ
Q A username and password are being requested by http://IETE TR IS, The site says: "Secure
Zone"
User Name:
Password:

I OK ]i. Cancel |

SR A/ P RN ZE O P Gl = /0 G D= -

[NX-API Bi##E %> KR » 7 A (NX-API Developer Sandbox) |7 1 > RUMNFRENF
R

NX-API Developer Sandbox (X, AA v FTHRA FZIid Web 7 +—ALTT, NX-OSCLI =+
> FZ A0 XML £7213 JSON A 11— RIZZEH L, NX-API <A 1 — Rz [F% 0 CLIIZZAE
L ET,

K39, Web 7+ —AF, o< K (EE21Y) | Bk, BIOWEL VI 3D
DA HFFO 1 OOEE T,

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}
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3:NX-APIRFEEZEY > FRY I X

C1sco NX-API Sandbox QuckGat  Commend slorsnce | Lagma G

Error-Action: ©  Selct

[: :: Walidation Typa: ©  Satect

? Lok Configuration O

—

L
==
19— "=
@
1 a<wy RAJ :a<w> K |10 (HEpkD e >~ 7 (Lock
EANTEES, 7% Configuration) | : fpkZ HEMATIZ
=2 hY Ry 7 AT, ny 7 LET, ZIUTky, o
NX-OS CLI k2~ K Br—x MNIEREERECTE 22
Z1ATIC 1 DT DO AT <72 FE,
D AT £,
2 POST : fiED < Fo |11 [=F—7 27+ = (ErrorAction) ] :
M zEERLET, TS5 =T arDF T g kR
ELET,

» Stop-on-error : F AN L 7=
CLI TiFIE L E T,

« Continue-on-error : fti.?> CLI % 4
RLTHRATLET,

* Rollback-on-error : >~ A7 A% LA
BIOYRBBIC T — LNy 7 L E
j—o

GE)
rollback-on-error 47" 3 1%,
Cisco MDS NX-0S U J — =&
9.2(2) ML HEIFRESNE LT,

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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[VE>  (Reset) ]: = |12 [FRAEH 1 " (Validation Type) ] : &
~ U FBXIUSST 5 H RERREXFRELE T,
&7 ITLET, * Validate-Only : % % FREE L £
TN, MEAUTEH L EE A
* Validate-and-Set : i% € % HialF
L. MEEDERE) L7 E i3 A
Ay FICHREZHEMALET,
(/1A% —~ (Output |13 [Zk (REQUEST) |: Aiasii-=
Schema) ]: 2~ KA ~ U RO, BRLTA vy E—
NN EnTcav o R V74— y FTERRLET,
Da<wy R Ax—<rF
RLUET,
[Z7 A4 v 27 A% —F (Quick |14 [ZE— (Copy) ]: [ER
Start) ] : Cisco MDS (REQUEST) | £7213 &
NX-API DA T A >~ (RESPONSE) |1 = U TIZATI &
NT R LET, T —SEar—LET,
[~ FUVZ7rLrx |15 Python
(Command Reference) ] :
ARV K YTPLUR
(Command Reference) ]
NA L EFRLET,
[A<Y R YIFLUR
(Command Reference) |
AL, [AR Y EFED
FR  (Showcommands) ]
NAUTERR L2~
Foa~<2 K AF—<bD
FEMIAR TR ESNET,
Gx)
CiscoMDSNX-0S V ) —
2 8.4(1) LARETH AR — b
SNET,
[2 2772k (Logout) ]: |16 Java
NX-API %> KRR > 7 Ad GE)

ba—#—zn /7w
Li‘j_o

CiscoMDSNX-0OS U U — % 8.4(1) LA
T R— NS ET,
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8 (AvE—Y T7r—~v |17 Javascript
(Message format) |: 2~ GE)
v R EFRT 53 CiscoMDS NX-0S U U — % 8.4(1) LA
SERA =Y T A — BoHR— P EShET,
~v MEEELET,
9 avwy N EAS 18 % (RESPONSE) ]: @<=y FA
NEIC AT &z 2~ RO API

ecli— vy REFER

EFEe A R FR LET,

s cli_ascii— a2+ K
E74—~y hEY
(CFORE IR L
iﬁ—o

s cli_array —
CLI @ show =~ > N

s S et s
V372 CLI show 22~
v K, show 2w K
B, a~2 PR
XML ) & $ R — k
LT RWEEAIE,
T — AvE—UN
KIFLET, cli il
TWET 23, cli_array
EEATLE T
L1 HODEHZEDY
A b FE T ITARE
[1THENTT LA
ELTRESNET,

GE)
ci_array a~> K%
A 71X, Cisco MDS
NX-OS VU —2=A
8.4(1) MBHAR— K
SNTVET,

avy Rfroaryiua—LvEefHTLE FR-FSHATVDAPIOA vE—Y 74—
vy b (NX-API72 &) Lavwr F¥ A7 (XMLRJISON 72 &) ZBIRCTE £, A6
AV RIAT AT aid, @RLIEA =Y T —~vy MZLoTRRY £,

NX-API B3 & FR Y 7 2% FEHA L Ca~y RO AEAERT 5121, OFIEE EITL
F9

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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awr RN ERTRTIA =V 74—~y N Z A7 (json-rpc, xml, json) &7 U v
7 LET, (F74/V T, json-rpc BB RINTNET)

AN LTca~wy REAT %7 )y 7 LET, A7 vaid, @BRLEAYE—Y 74—
~y MZEoTRARYET, (F740 T, di BDERSATHET) |

AL OTFHICHD (VY b (Reset) |27 Vw7 THE 7FA M= M) Ry
J A (BELU[EKR (Request) | 1 > & [BE (Response) | <A ) DINEFEETHETE

G

exml A yE— Tx—~vy FAEIRLZGGIEL, di_show 38 X U cli_show_ascii @~ F
A TDOF vV T—ReAMNITEET, [FYroPE—FZEAMT S (EnableChunk
mode) | T =y /Ry 7 A% AL T, K& show a2~ RHART ¥ 7 Iid &
INZLET, HADKRDOF ¥ v 7 #Fxt 52, % (RESPONSE) ] =V 7 ® <sid>
BLO<€d> % ZFORICEE I TWwbhbEy > aID (SID) #ab—L, [FyroUE—
KZH%=3 % (EnableChunkmode) | F = v 7R v 7 ZD FD[SID] AR v 7 ZIZHE Y f+F
JET

3. EFEArDOFFA N RY Ry 22, NX-OSCLIfia~> R& 14712 1 >3

A

AT D E0 1T E3

ANDLTza<y R, BRLEA vy E—Y 74—~ v FT[ER (REQUEST) |=U 72
KRINET,

UI AR TS —HOZ TR £7, £F2 71385 5E5E2R L TEY, Python,

Java, JavaScript IZxfi L CWET, £¥ 7 Tk, TNFNOSFETY J T A M EFKRT
TFET, 7oLz, CLI =<2 R%& XML 72132 JSON A 17— RIZZEH L=, [Python]
27 %27y LT, A2 V7 FOERITHENTE S Python TO U 7 =X F&FRLE

«[EX (REQUEST) |= U 7IZAhShieTr— 4% abt—3521%, [3E— (Copy) ]

27y 7 LET,

« AjLlca~ > R Python =— R&AERT 511X, [Python]Z 2V v 7 LET,

GE)

5.

xml A vt— 74—~ M, [Python] A% o ZHAR— K LT
WEH A,

[POST] % 7V v 27 LT, a~vr FOMNhEAERLET,
a<r ROH AN [BE (RESPONSE) | = U FICFRENET,
« 5% (RESPONSE) | = U 7TIZ AN ST —# a8 —F 5I12i%, [3E— (Copy) ]

27 )y 7 LET,
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vy REZPUSHIST BN %7 VT L, <=V & Uty MBI,

(Reset) 127V v 7 LET,

NX-API |

[Vtvk

6. NX-API THR—FENTWHshow 2= ROV R M EFRTHICIE, [A~v K YT7
L~ X (Command Reference) | #7 U » 27 LE7,

[23< > K XRF—7 (Command Schema) | <A IZi, [A< ¥ FORER (Show
commands) ] A VTR L7z a~r ROFEMAE RSN ET,

N

G¥)  BUE, [ KUY T77L>2X (Command Reference) | # 7L show =~ RDOAEVHR— k

LTWET,

4:NX-APIShow A< > F )77 LR

Heco | NXAPI Show Command Reference

Show commands
Please click the command (o soe the schema

Ao BB login falunes

Mo FYEL0M MeSel-reEs0n

show systom poap

show sysbom erroe-id kst

show syshem exception-info

Ao EYBOM BULG-UDPGIBE Bpid LTS
show systom vl locations

show systom vian reserved

show system cores

show system pss shrink slatus dotalls
Ahow SyElom pas dhink slatus

ahow Syatem redundancy status
show system redundancy ha status
show system standby manual-boot
show system uplime

Ahow System auto-Collect 1ech-Suppont
ahow SYSHem inband qubing Status
show systom inband quouing statistics
show systom resources

show systemn defoult zone

ahon Teshtun

ahow Teature-3e

show hardware

show hardwars capacity module
show hardwae capacity power

show harthwirns chpatity eobe
ahon Iaretwars canacity fabeic-utiization

Command Schema

Ficld
aee_list
attempls
block_for
Foail_cownt
seitch_mode

Pime

within

S ST K

Lhata Type
string
dmbeger
ik
imteger
string

imteger

imbeger

Dicseription
Appiled ACL's
Number of login fallures
Login disabled for time
Lagin failure cownt
Mode of eperation
Tiree rerea g to re-cnbile
lagin
Nuwmber af lagin faileres veithin
P

‘3—0

1 show 2~ K : 7 R—F ENTWD show 2~ RD Y
ARERRLET,
2 [~ F A% —~ (Command Schema) ]:[2A< Y KD

FAR (Show commands) ] ~A L TEIRLIZa~ FD
NX-API A ¥ —~ (F¥—U—RFBLOHH) 2R K<L E

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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5l : NX-API R T—% ZD R~

Nx-API IR E S FRy o 2

WIZ, NX-API AT —H A& SESE BN 74—~y FTERTHHERLET,

XML =X

show nxapi
R

<?xml version="1.0"?>
<ins_api>
<version>1.2</version>
<type>cli show</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>show nxapi</input>
<output format>xml</output format>
</ins_api>

A

<ins_api>
<type>cli show</type>
<version>1.2</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<nxapi_status>Enabled</nxapi_status>
<sandbox_status>Enabled</sandbox_status>
<http port>8080</http port>
</body>
<input>show nxapi</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

[JSON #f2z{ (JSON Format) |

show nxapi
ZR:
{

"ins api": {
"version": "1.2",
"type": "cli show",
"chunk": "0",
"sid": "1",
"input": "show nxapi",
"output format": "json"
}
}
/E‘\% .
{
"ins api": {
"type": "cli show",
"version": "1.2",

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}
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"sid": "eoc",
"outputs": {
"output": {
"input": "show nxapi",
"msg": "Success",
"code": "200",
"body": {
"nxapi_status": "Enabled",
"sandbox_status": "Enabled",
"http port": "8080"

JSON-RPC 7 #—< v b+

show nxapi

PR
[
{

"jsonrpc": "2.0",

"method": "cli",

"params": {

"cmd": "show nxapi",
"version": 1.2
}l
"id": 1
}
]
IR
{
"jsonrpc": "2.0",
"result": {

"body": {
"nxapi_status": "Enabled",
"sandbox status": "Enabled",
"http port": "8080"

}

}I
"id": 1

{5 : VSAN 75 VLAN ~D T v E > J DFERK

Wiz, Za— R — K (cli_conf) T, VSAN 7°5 VLAN ~D~ v B2 7 &R T 5 5
EaRLET,

vlan 3

fcoe vsan 3

vsan database

vsan 3

vsan 3 interface vfcl/8

R

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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<?xml version="1.0"?>
<ins_api>
<version>1.2</version>
<type>cli conf</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>vlan 3 ;fcoe vsan 3 ;vsan database ;vsan 3 ;vsan 3 interface vfcl/8</input>
<output format>xml</output format>
</ins_api>

e

<?xml version="1.0"?2>
<ins_api>
<type>cli conf</type>
<version>1.2</version>
<sid>eoc</sid>
<outputs>
<output>
<body/>
<input>vlan 3</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>fcoe vsan 3</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>vsan database</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>vsan 3</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>vsan 3 interface vfcl/8</input>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

Bl J—rkJ—rty bOER
Wiz, Za— T — R (ci_conf) TY — &2/l T 502 R~LET,

zone name zone2 vsan 1
member pwwn 10:00:00:23:45:67:89:ab
member pwwn 10:00:00:23:45:67:89:cd

<?xml version="1.0"?>

<ins_api>
<version>1.2</version>
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<type>cli conf</type>

<chunk>0</chunk>

<sid>sid</sid>

<input>zone name zone2 vsan 1 ;member pwwn 10:00:00:23:45:67:89:ab ;member pwwn
10:00:00:23:45:67:89:cd</input>

<output format>xml</output format>
</ins_api>

&

<?xml version="1.0"?2>
<ins_api>
<type>cli conf</type>
<version>1.2</version>
<sid>eoc</sid>
<outputs>
<output>
<body/>
<input>zone name zone2 vsan 1</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>member pwwn 10:00:00:23:45:67:89:ab</input>
<code>200</code>
<msg>Success</msg>
</output>
<output>
<body/>
<input>member pwwn 10:00:00:23:45:67:89:cd</input>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

Wiz, 7 a—r iR E—F (di_conf) TV —rt vy hE#RTIHHEZRLET,

zoneset name Zonesetl vsan 1
member zone2
zoneset activate name Zonesetl vsan 1

TR

<?xml version="1.0"?>
<ins_api>
<version>1.2</version>
<type>cli conf</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>zoneset name Zonesetl vsan 1 ;member zone2 ;zoneset activate name Zonesetl vsan
1</input>
<output format>xml</output format>
</ins_api>

A

<?xml version="1.0"?>
<ins_api>
<type>cli conf</type>
<version>1.2</version>
<sid>eoc</sid>
<outputs>
<output>

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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<body/>
<input>zoneset name Zonesetl vsan 1</input>
<code>200</code>
<msg>Success</msg>

</output>

<output>
<body/>
<input>member zone2</input>
<code>200</code>
<msg>Success</msg>

</output>

<output>
<body>Zoneset activation initiated. check zone status

</body>

<input>zoneset activate name Zonesetl vsan 1</input>
<code>200</code>
<msg>Success</msg>

</output>

</outputs>

</ins_api>

show == R23 NX-API #fJis T/ 5ETH, JSON B LU XML = > 22— REEROIZE I
Command type E 3 % cli_show_ascii {Z, JSON-RPC = 22— RER DAL show_ascii 1Z7%
ETHZET, HhcT77®ATEES, avr RHAOEZ, B—07 7 v hUFHE LTURE
AL TRENET,

WD, NX-APIBFE Y~ AR v 7 2 TONX-APL KIS TlLZe vy show 2~ > RO H 1l %
RLET,

Message format: @

show logging logfile
S i json

Command type: @

i [T ci aray

Lock Configuration @

©

Error-Action: @  Select

Validation Type: @ Select B
POST Output Schema
B recucer | N cronsc: |
[ [ o~ NEME oo |
{ "jsonrpc": "2.0",
wjsonrpcrs 2.0, [ | et €
“method": "cli_ascii", "msg": "2020 Jul 17 13:16:55 %SYSLOG-2-SYSTEM_MSG : Syslogs wont be logged into logflash until logfla:
i N b,
"cmd": “"show logging logfile", m "id": 1,
“version": 1.2 “cmd": “show logging logfile"

’ }
“id": 1
}
1

NX-API )V TR +E&EHR

NX-API R, XML 7 +—~ > b, JSON 7 +—=~ v ;. F£721Z JSON-RPC 7 +—~ v
R CAA vFITEEENET, VZ/TZAMDOHITP~y X —iX, VI/TZRAMDarFoY A4
T BT AZMNENL Y F9,
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A\

NX-API |

GE) vuZ%EELT0nbdEy s a MU0 TR T LA,

0y X AT AL ST

RSN ET, vy 272G LIty v a d, REREROLZFETTEET,

= 3: XML E =13 JSONF2KX D NX-APIEREH

NX-API J Y TR hEH

B2l

version

NX-API X— g U EFEELET,
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NX-API )V TR +EFR BL)]

type
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NX-API ) U TR FEFHR e

FATTHa~r RO TERELET,

WROEATDa~xy RBRHR— RIS THET,
ecli : CLI#pk a2~ K

gt S H AR NE 2 CLIshow =< > K, I3< 2 K
NBXML HHHZFFR—F L TOWRWESIT, =9 — A v
T—UNIRENET,

- cli_array : CLIshow =~ > I

G S 12343 72 CLI show =2~ > R, show =
<~ REMf, 2~ A XML A& R—F LT
WIEAIE, =T — A ve—URNRENET, dilZlTn
FT2, cdi_array T 5L, T—XI1F 1 OOEFED
YA N, EREFAFKRINITHENTZT LA ELTREIN
£7,

e cli_ascii : CLI#§k=2~> K

ASCII i )73 48272 CLIshow 1+ > K, ZiuiE, ASCI
AN T2BAFOA 2 VT M e —HLET, 2—V¥—
I B NROEETHFOAS VT M EHHTE £,

e cli_show : #§iE b S AL72 ) A3 4278 CLI show =2+ >
R, =2 RBXMLH I ZH AR — b L TWeWEEE,
TT— A vb—UNEEINET,

«cli_show_array : CLI k=2~ K,

gL ST EH B LE 7 CLIshow =2~ K, show =
~ > REEH, di_show (2l TWE 323, cli_show_array

EERT L. T2 ITARI[] CHENT 1 DDOEFE
DY ANELIFRSNE L TRISNET,

- cli_show_ascii : ASCII H{ /7723 48872 CLIshow =2+ > R,
ZAUE. ASCH N Rt 3 2BEFD A2 ) 7 h & —E
LET, 2—F—i%, B/PROEECBEFORAZ Y7 |k
A TE £7,

«cli_conf : CLIfRk 2~ |k,

GE)
e Kavr N, BIEOZ—W — DR TOHRIEITRHET
K

o Fe R 10 DT 5 show 2~ > R R—FENTWE
T, show I~ ROBEN 10 2B 5546, 11EFBLURK
Da<y RITERINET,

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x



| NX-API

NX-API ) U TR FEHR .

NX-API )Y T X FEFH

A

CREEM A~y FEYAR—- SR T ERE A,

Ty

—HDshow 2~ Nifk, KEOH T E2KTHERH Y £9°,
g~y REERNE T DRI NX-API 7 74 7 > b BH 1D
AR Z BRIRT 572912, NX-API L show =~ ROH T+
V7 BV R— R LTWET,

WORTEEBNETITENNTEET,
'0: ?V‘/?uujjjbi“ﬁ_‘/uo
el Fyr o 7HAILET,

G¥)
e Fx U Y AR— T HDIL show =2~ RIZTFTT,
—E D show =~ FRATESND &, BADOa~ R
EORFyr 7 SN TREINET,

HOA =BT XML T, 20T 74/ R T
T <ETUE> 70 EORERSIFIX, A7 XML A vt —
VEBKTEDLD LI OB EINET i <IiTEfsI,
<> I >ITAEHBmENET) .

XML SAX #fE LT, v 7 SNtz ¢
F9,

« Fx I BAERREES. A vE— UL XML ICHIBR
ENET, Fyo 7 BnaREE,. JISON HHERiE
A—hrSNEHEA,

G¥)
Fx I BPENN /o TODEA, BIEYR—FERTH5
BRAY®—Y A XE, Fv 7 HI17T200 MB T,

roll_back

a 74X al—Yara—nNR_y I F I rEEELE
T, ROWTNIDOF TV g U EIEELET,

» Stop-on-error : FANZIH L7z CLI TIEIE L £,
« Continue-on-error : fh> CLI ZMH U THAITL F 7,

* Rollback-on-error : > A7 AR E Z LAFTOWRAEIZ 1 — )L
Ny 7 LFET,
GE)
rollback-on-error 47" = > 1%, CiscoMDSNX-OS U U —
2 922) PHHIBRSAVE LTz,

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}
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NX-API |

NX-API )Y T X FEFH

A

FRALE

WERRRER E Z DER AT DL A4 vy FIZEAT 50
ICa~vy RERGEECTE 9, 2k, REZEHT 5001
2, REOEASME (WMER =Ry =7 U Y —2O {72
L) MR CEET, MFEX A 7 (Validation Type) ] K= >
TED YR NINOIRGES A TR LT,

* Validate-Only : #%7E & fFE L £ 928, @A L8
oo

s Validate-and-Set : 3% & Z ML L, ML L2561
AL FIHERRZ B LET,

=4

HROPH e v 7 #fETE 4, Zhicky, Zorvr
PMMEFFENTWEHA, MoFHz—Y v bERI7Tn s
T/ =Yy MIERELEE CTE EE A,

sid

By a VIDERIL IWEAE—URTF 7 INTND
BAICOBEN T, Ave—YOROF ¥ 7 2BET5H
2%, BIOINEA v —Y D 8d & —ET 5 sd2HEET 50
ERHY 7,

input

ANF1o0avy REIFE RO~ R T, 2720,

RBIpDb A=V FATIETHa~vy RERESE IR
DERA, I2E X, show =<2 RiZcli_ show A vE—
T4 =<y bTHY, cli conf XA v&—T 74—~ FTIE
TR—brENFEHA,

GE)

B ona< R, EIaoy () TRUIBZENTEE

T, G, BT 707 XFTHLPLERH Y £97, )

TR, BFoa~<y Foflit,
* cli_show
show version ; show interface brief ; show vsan
* cli_conf

inter face fc4/1 ; no shut

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x



| NX-API
nx-ar sz ]

NX-API )V TR +EFR BL)]

output_format EFARERH N A v —Y 73—~ v MIKD LBV T :
exml : XML 74—~ NCOMNERELET,
ejson : JSSON 7 4+ —~ v h COMNEREL £,

* json-rpc : JSON-RPC 7 +—~ v F TOH I Z2fEE L £7,

GE)

Cisco MDS 9000 /31 A®D CLIIZ XML H /1% VR — K~ LT
WE, 2F V., JSON HAIE XML b A EInEzd, &
YUIA A o F TR EINET,

FHEOA— Ny REFHT 5720512, JSON %175
MEIMIT, MY A R TIREESNET, H1A1MB
P2 LA, MANEXMLEATEINET, HOBRTF ¥
V7 ENTWAEA. XML IO BB AR— N ShvET,

HTTP & 721X HTTPS ~ v % —® content-type ™~ % —{%, I
K7 —<v b (XML, JSON, F721% JSON-RPC) D% A
TERLET,

NX-API [t B E %

WDFIL, CLI 2~ FIZIGET S NX-API HEZ/RLTWET .

= 4:NX-APITGEESR

NX-API [GEER A

version NX-API N — 3

type FTT DAV ROXAT,

sid IWEDOE® Y v a VBT, ORI, IEBERA vE—URT ¥

VI ENTWAGARIZOHREZNTT,

outputs TR_RCToavwr KHhEHTeZ 7,

#ED 2~ Rhicli_show £ 721 cli_show ascii 2~ K & A7
DOWFNNThLHEE, Fa~vy NENER—0M % 7 TH
ENET,

A~ R ZA 70 cli_conf DA, cli_confa~ 2 FiZiZ= T
XA NPPERZD, TRTOa~y RCTH—-0Z 73 &
nET,

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}



B warsza—rox

NX-API |

NX-API [GZE &R

Bl

7

H—pa<xr FHAOHhEMTrZ 7,

cli confa~> K ¥ A 7DGE, ZOBERIZITTXITOav K
OB EENET,

input

V7T A NCEESNE 1 >Oa~y RebeX 7, Z0EH
I, BRI Al ) 22 S A BRI B E AT T B oz NT
HET,

AL

A<y FISEDAIL,

a< 2 ROETMHLIRENTZ2T— a—F,

NX-APl /&, HTTP A7 —# X 22— R LY X
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)
T SN TV SRR O HTTPJRR = — RZ2HEH L £ 7,

msg

WENERREa— RZBEEM T oz d— 2 vk—,

NX-APl [&&E 33— KD

WIZ, NX-APLJSEICEHET D NX-APIl =7 —, =9 — a—F, Bl AvE—V%RLE

B

= 5:NX-APITEZE—F

[NX-API 5% (NX-API Response) | a—F | Ayt

R Zh 200 A,

CUST_OUTPUT_PIPED 204 FRICE Y . HERIOEENC A, T Eh
7.

CHUNK ALLOW_ONE CMD ERR 400 Fy Xl o0avy RIZOLTTEN
\i ?—0

CLI_CLIENT ERR 400 CLI DFE T T —

CLI_CMD_ERR 400 CLI 2~y KR =5—DAJ,

IN_MSG_ERR

400 PR A b — VRN T,

NO_INPUT_CMD_ERR

400 ANa=r Fdb v £8 A,

PERM_DENY_ERR

401 FERR MBS SN E Lz,

CONF _NOT ALLOW_SHOW_ERR 405 HERCE— RCIE, show =2~ RZfEHT

TEHEA

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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| Nx-API
Fornrzz i

SHOW NOT ALLOW_CONF_ERR 405 FoRET— FCIIMRTE £ A,

EXCEED MAX SHOW_ERR 413 BT 5 show 2~ > FOR KA A F
L7z SmRAEIE 10 T,

MSG_SIZE LARGE _ERR 413 JSESA ZABRETEET,

BACKEND ERR 500 Ny oy FIOF T S —,

FILE OPER_ERR 500 VAT LN T 7 A NVEMET T —,

LIBXML NS ERR 500 VAT LAOWHE LIBXML NS = 7 —,

LIBXML_PARSE ERR 500 AT AOWHE LIBXML f#fT— 7 —,

LIBXML PATH CTX ERR 500 VAT LAOWHE LIBXML /XA 27 ¥ A
b7 —,

MEM_ALLOC ERR 500 VAT LAOWNEHAEVEID Y TET—,

USER_NOT FOUND ERR 500 ANFEFITF Y v anba—F—n3H o
N EEA

XML_TO JSON_CONVERT ERR 500 XML %5 JSON ~DZE#HT 5 —_

CHUNK_ALLOW_ XML ONLY ERR 501 F X U7 IEI XML OHEF T LET,

JSON_NOT SUPPORTED ERR 501 KREOH D=, JISONITHR—FEh
TWEH A,

MSG_TYPE_UNSUPPORTED_ERR 501 A= XA T FTHR—FINTWE
TA

PIPE_ OUTPUT NOT SUPPORTED ERR |501 PR TR R— R STV ERE AL

PIPE XML NOT ALLOWED IN INPUT |501 ASIT/RA 7 XML TR STV ER
/\/O

RESP BIG JSON NOT ALLOWED ERR |501 IS DO SN Z N, JSON PR — k&
IWEE A,

STRUCT NOT _SUPPORTED ERR 501 LI I R — R STV ER AL

ERR _UNDEFINED 600 REE,

T4 FERTE

WDFIZ, CiscoMDS U U —Z N_X— 5 O HTTP BLRHTTPS DF 7 4+ /L ¥ EE <L FE
j—o

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}



B zotoszan

NX-API |

Cisco MDS NX-0S ') ') — X HTTP HTTPS
Cisco MDS NX-OS U U —2Z 82(2) |A%h 2
DN

Cisco MDS NX-0S U U —2 8.3(1) | %h A%
Cisco MDS NX-OS U U — % 8.3(2)

Cisco MDS NX-OS U U — % 8.4(1) | #E%) R

gD Y U —=

F6:VR— N5 HTTP B L OHTTPS AA— b

(38 X—) DOFI|Z, CiscoMDS J U —2=&

NR—=T g U THR—FENTWS HTTP B L OYHTTPS A— b & R~ L E£1,

R6:YR— N5 HTTPE & U HTTPS R— +

Cisco MDS NX-0S 'J ') —X

HTTP /R— & (HTTP Port)

HTTPS /K— & (HTTPS Port)

Cisco MDS NX-OS U U —=x  |8080 443
8.2(1) LR
Cisco MDS NX-0S U U —% | 8080 8443

8.3(1) LAKE

ZDMDSEERH

ZDE T aTiE, NX-API O EEIZRIT 2 BIMERICOVTHRA L ET,

e NX-API DevNet 2= I = =7 1

*MDSNX-API U 77 L >R A K

« NX-API Github (NX-0S 7w 27" S<~vt U5 4 227 U7 k)

*CISCODCNMAPL U 77 L A HA K

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x


https://developer.cisco.com/site/nx-api/
https://developer.cisco.com/docs/mds-9000-nx-api-reference/
https://github.com/datacenter/nxos
https://developer.cisco.com/site/data-center-network-manager/?version=11.1(1)#!overview/overview
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i

Python API

* [Python API [ZDLMT (About the Python API) ] (39 ~<—)
e HR—bhINHNN—Var (39—)
* Python O] (40 ~—2)

[Python APl [ZD0LVT (About the Python API) ]

Python |ZffiHLICEECTX 5, M7 v /I IV SiETT, RN TEKLERT — X EEx
o, 707 MEMT v 7 7 I 0 71X L To VTR T 7 a—F &8> T E
9, Python DML L BRI BIFEEIL, A F—TVERENWI R EMEST, A2 VT T 4
YT T ) r—2a VRO OO EFEIC L TV ET, Python® Web A b,
www.python.org IZ1%, — R/3—7 ¢ DIEAE CTHEAGE L TV 528D Python £V = —/L, 7'
TTh V=N DT A4 AN Ea—artEnbaD) T SHITBEMO R¥a AT —
Va B INTWET,

Python A > % —7" U Z %, FE#EF L O Cisco Python & ¥ = —/L & & (T Cisco MDS NX-OS =

v NI A F =T 24X (CL) THEHATEET, 1477747 =LA X

70747 (A2 V7 R) FE=—ROWMAEPIFR—FSNTHET, ZHICED, FoiRLF A

JEFTTDHEIMDST A AT 0/ 7 ATHEICEET, ZNEZIEHTEX ML LTT

PowerOn Auto Provisioning (POAP) A2 U 77k & Embedded Event Manager (EEM) 7 7 3=

m%bi# F£72. SANGHTHERED A — =LA CLLCONT —# &7 +—~ > T 570
WHERENET,

HYiR—bINb/N\—D3 2

#7:MDS 77 v § 74— 0 Python /X— 3 VI (40 ~<—7) T, CiscoMDS AA v F
TOPython DA NVA =% " LET, £7T7 v 74 —LTHR—FENTWNEHNN—T 3
VETTHNNDONR=T g VNN OBEE IR BERINET,

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}


http://www.python.org

. Python D&

R7:MDS 75 kT +—L0O Python /13— 3 VERE

Python API |

1) 1)—X | Cisco NX-OSMDS 75 v b 7+ —L
91327 9148S 9148T 9220i 9250i 9396S 9396T 9700
6.2(29) — — — — — — — 2.7
8.3(1) 2.7.8 — 2.7.8 — — — 2.7.8 2.7.8
84 (2) |278+ |— 278% | — — — 278%  [27.8*
3.7.3 3.7.3 3.7.3 3.7.3
8.5(1) 2.7.8% — 2.7.8% 2.7.8% — — 2.7.8% 2.7.8*%
3.7.3 3.7.3 3.7.3 3.7.3 3.7.3
9.2(1) 2.7.8% — 2.7.8% 2.7.8% — — 2.7.8% 2.7.8%
3.7.3 3.7.3 3.7.3 3.7.3 3.7.3
92 (2) [373% | — 373%  [3.73*  |— _ 3.73%  [3.7.3%

* X7 7 4/ D Python N— a1 AR L TWVET,

)

() Python API X, Cisco MDS 9148S, Cisco MDS 9250i, Cisco MDS 9396S 72 & ™ Cisco MDS 16

Gbps 77 7V v 7 AL v FTHHFFE— &R TVEEA,

Python O (&

Z 2 TliE. Python 227 U 7 DAERL L FATDOIIEIZ DWW T L £,

Cisco Python /Xy 5 —

CiscoMDS NX-OS IX, A > ¥ —7 A A, VLAN, L— ¥ £<0a7 xv hI—27 F
WA RAEY 2= ~DT 77 AL AREIZT 5 Cisco Python /3> 7 — U 2 #E L £7°, help() =
~ 2 K& AJ$ 5L, CiscoPython /X 7r—VOFMAFRTEET, TEVa2—LHNDI T A
LAYy RIZET 2BIME#Z RS T 5121%, FFEDEY 22—/ L Chelp 2~ 2 F&FE(T
L9, =& X, help (ciscointerface) (. cisco.interface € = —/L DT /T 4 Z KR L

£7,

ROBFNL, Cisco python /3 7r —VICT DA RR~T 5 HlEEZRLET,

>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME
cisco

. Cisco MDS 9000 > ') —X RS STEY T« HA KR, JY—

A 9.x
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NEEAT G N |

DESCRIPTION

FHA A R R R R R R 1
#

File: cli.py
Name:
Description:

Copyright (c) 2015-2017, 2019-2020 by cisco Systems, Inc.

#
#
#
#
#
#
# All rights reserved.
#

#

FHAH A A A R R R R R

PACKAGE CONTENTS

acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

history

interface
ipaddress

key

line parser
mac_address_table
nxcli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.object

CLiao<> kAPl D{EF

Python 70 77 I 753k, CLI A~ RFEZFETTELH3 5D AP 2/ L £ 7, APLIZ
Python CLI & ¥ = — /L bR T&E 9,

INHD APTIZOWTIX, ROFXTHHILET, fromcliimport* =~ FKZfH L T APl %
AT DHERHY £3, 25D API O5140% CLI =2~ > ROILFFTH, Python 1 >/
H—7 Y ZEMTCLI 2~y REETTHITIE, RO APLOWT D 5IE TS & LT CLI
a<vwr REANLET,

CiscoMDS 9000 > ) —X Fo45S5<EYT 4 4 K. Jy—29x |}
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Python API |

*8:CLIa< > K API

API HL:

cli() ISR SC T % B de CLL 2= o RO ARAL
) - HOM iR L ET,

string = cli (“cli-command”) GI)

AHBT7T 4772 Python A VX —T U X
W, ST RSO R T X —T) LT
Hjjjbi?“o AL n) ELTHAENRD
D, FERPFHHACL LK RDGERHY F
T, clip() APLIZ, HIFMER EWEERZ L

£,
clid() XML ZH% R —hrT5CLIa~y ROBE, =
) - O APLILJSON Hi7)Z3 L £
json_string = clid (“cli-command”) GE)

XML M ST ngaid, Bk 2

n—3nE7,

Z D APILIZ. show =2~ FOH I ORI
EFT 2 EERRGAERH D 9,

clip() CLI =~ RO ) % E#HE stdout IZHI ) L,
i - Python (213l &R S EH A,
clip (“cli-command”) GE)

clip (“cli-command”)

LR TF (is equivalent to)

r=cli (“cli-command”)
print r

2ol kD a~y REM@EBNCEITT D E, TORET I >Oa~vy RnbEkDa~y RET
HHRLEEA,
WORFITIL, PO~y ROREN2FBOa~ 2 RTEHE L7aW=o, 2FBDOa~w R
DL ET,

>>> cli("conf t")
>>> cli("interface fc4/1")

2oL Do~y RERFICEITT D E, TOREIL I >Oa~vy RnbEFEOa~ Ly RET
e L £,

WOHITIE, 2FBL3IFRDa~ L FORENEGET L7290, 2FZBOa~ L RiImksh LT
Wk,

>>> cli("conf t ; interface fc4/1 ; shut")

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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cum s Python > 2 —Ty a0l

\)

GH  BlRT oI, a~vr NI ) TRELAET, GiE. B—07 7 7 0 CHTe %3N
HYFET, )

CLINS® Python f 32— 1) ADEUH L
KIZ, CLI 7% Python ZFEOMH T HIEOHI 2R L ET

\}

GE) s Python A > & =7V ZO7 a7 NI [>>>) £720% [...) TRRINET,

* Cisco MDS NX-0S U U — 2 7.3(x) LAED U U —Z TiZ, CiscoMDS 9700 2V — R ZA v
F O¥FHE EXEC £— R TOD# Python A ¥ —7 U X ZMOHTZ ERTE ET,

« Cisco MDS NX-OS YV U —Z 9.2(2) LAF& Tid, python =~ > FiX Python3.0 ZF1T L £,

RIZ, CLI 7% Python2 .7.5 Z MM T HIEOHIZ R L ET -

switch# python

Python 2.7.5 (default, Jun 3 2016, 03:57:06)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> from cli import *

>>> cli("show clock")

'Time source is NTP\n06:32:20.023 UTC Tue Jan 31 2017\n’'

>>> exit ()

RIZ, CLI 725 Python3 ZFFONMH S HEDOHIZ R L ET ¢

switch# python3

Python 3.7.3 (default, Aug 26 2019, 23:20:10)

[GCC 4.6.3] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> from cli import *

>>> cli("show clock")

'Time source is NTP\n07:46:50.923 UTC Tue Apr 28 2020\n'

RRITA—<T v b
WIZ, Python APl ZfEFH L7 S ESERFRT7 4+ —~y FERLET :

IR
>>> from cli import *
>>> cli("conf ; interface fcl/1")

clip ('where detail')
mode:
username: admin
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>>>

5] 2 :

>>> from cli import *

>>> cli("conf ; interface fcl/1")

LA

>>> cli ('where detail')

' mode: \n username: a
>>>

5] 3 :

>>> from cli import *
>>> cli("conf ; interface fcl/1")

>>> r = cli('where detail') ; print(r)
mode:
username: admin

>>>

% 4 -

>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("$30s = %s" % (k, out[k])

header str = Cisco Nexus Opera
TAC support: http://www.cisco.com/tac

dmin\n'

ting System (NX-0S)

Python API |

Software

Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html

Copyright (c) 2002-2022, Cisco Systems, Inc. All r
The copyrights to certain works contained in this
owned by other third parties and used and distribu
license. Certain components of this software are 1
the GNU General Public License (GPL) version 2.0 o
Lesser General Public License (LGPL) Version 2.1.
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

bios_ver str = 2.12.0
kickstart ver str = 9.2(2)
sys ver str = 9.2(2)

bios cmpl time = 05/26/2021

ights reserved.
software are
ted under
icensed under
r the GNU

A copy of each

kick file name = bootflash:///m9700-sfd4ek9-kickstart-mz.9.2.2.bin

kick cmpl time = 1/1/2022 12:00:00
kick tmstmp = 01/20/2022 22:42:

isan_file name = bootflash:///m9700-sf4ek9-mz.9.2.2.bin

isan cmpl time = 1/1/2022 12:00:00
isan tmstmp = 01/21/2022 00:12:
chassis id = MDS 9706 (6 Slot)
module_id = Supervisor Module
cpu name = Intel (R) Xeon (R)
memory = 14146356
mem_ type = kB
proc_board id = JAE22320AXJ
host _name = swl84-9706
bootflash size = 3932160
slot0 _size = 0
kern_uptm days = 5

[ CiscomMDs9000 > ) —X FOSS<EY T4 HA K, J—R9x
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#4>5555 17 python |

kern _uptm hrs = 21
kern_uptm mins = 39
kern_uptm secs = 27
rr _usecs = 699796
rr ctime = Tue Jan 25 10:40:02 2022
rr_reason = Reset Requested by CLI command reload
rr_sys _ver = 9.2(2)
rr_service = None
manufacturer = Cisco Systems, Inc.
>>>

JEA > 259 T« 7 Python

Python A7 U 7 "4 %54 & LT Python CLI =2~ > RCEEHT S Z & T, Python X7 U7 |
BIALHET T 47 F— RTIITTEXET, Python A7 V7 NI, 7—h 7T v a2
TR X — LD FNICEET D H4ENH Y £9°, PythonCLI =~ R TIE, Python 227 U 7
F TR DA~ B T4 5zt £,

CiscoMDS 9000 7 734 A%, Python A7 U 7' F & FA4TT 572D/ —ACLI 2~ R HAR—
FLTWET, bootflash:scripts T4 L7 hUIE, Y—ACLIaZ~<> ROT 74V +D
A7 VTN T4 LT FYTT,

\)

(G¥)  Python3 A ' #—7 U X & L TPython A7 V7 b & EITTHITiF. A7 U T FOKRYIDIT
IZ #!/isan/bin/python3 & 7213 #!/ust/bin/env python3 @ kX 9 72 python3 SLFHBEENTWND Z &
iR LET,

WIZ, A7 VT P EXNEFATT D HEORZRLET,

switch# show file bootflash:flashCheck.py
#!/bin/env python

import re

import json

import cli

import syslog

threshold = 60
ignore paths = ['bootflash']

allmodules = json.loads(cli.clid("show module")) ['TABLE modinfo'] ['ROW modinfo']
if type(allmodules) is dict:
allmodules = [allmodules]
for eachmodule in allmodules:
mod = eachmodule['mod']
modtype = eachmodule['modtype']

cmd = "slot " + str(mod) + " show system internal flash"
if 'Supervisor' in modtype:
s = "Supervisor (Module " + str(mod) + ")"

regex to match =
r' (?P<mnton>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) \s+ (?P<fs>\S+) '

elif 'Sup' in modtype:
cmd = " show system internal flash"
s = "Sup and LC - Module 1"
regex to match =
r' (?P<mnton>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) \s+ (?P<fs>\S+) '
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else:
s = "Module " + str (mod)
regex_to match =
r' (?P<fs>\S+) \s+ (?P<onekblks>\d+) \s+ (?P<used>\d+) \s+ (?P<avail>\d+) \s+ (?P<useper>\d+) $\s+ (?P<mnton>\S+) '

out = cli.cli(cmd)
alllines = out.splitlines{()
for eachline in alllines:
match = re.search(regex to match,eachline)
if match:
grps = match.groupdict ()
#print (grps)

sysstr = "Flash usage exceeds threshold({}%) on {} - Filesystem:
{}, Mounted-On: {}, Usage:
{}%".format (str (threshold),s,grps['fs'],grps['mnton'],grps['useper'])

for each ignore path in ignore paths:
if each ignore path in grps['mnton']:
break
else:
if int(grps['useper']) > threshold:
syslog.syslog (2, sysstr)

Embedded Event Manager TD XV 1) 7 FDEST

Cisco MDS 9000 7 /XA A MEmbedded Event Manager (EEM : 1A JAZA X2 h w3 —T¥) O
ARV —I%, Python 227 V7 h&HR—KLET,

WORFNEL, EEM 727 2 3> & LT Python 227 V7 N &F4T74 5 AR L TVWET,

TV varvavwy REFHTHIET, EEMT7 7Ly MIPython A7 UV S hNaE0H5H 2
EMTEET,

switch# show running-config eem

!Command: show running-config eem
!Time: Sun May 1 14:40:07 2011

version 6.1(2)I2(1)

event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py
action 2 event-default

show filelogflash:event_archive 1 2~ > RZFATL T, =Y 77 A LNDOA X MIEo
ThRUH—ENT 7 varvaRFTEET,

switch# show file logflash:event_archive 1 | last 33

eem_event time:05/01/2011,19:40:28 event type:cli event_ id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param_info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py
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Cisco MDS NX-08 O+ %2 7 1 & Python [J|]

PC_VSH CMD TLV(7679) with g

Cisco MDS NX-0S Wt ') 7 « & Python

Cisco MDS NX-OS 158 #:fifiZ. Y7 F 7 =7 ® CiscoMDSNX-0S > RR v 7 2 LA ¥ L
PNCLIE—_R—RZ TZ7ERA arbra—/ (RBAC) (Lo THR#EINET,

Cisco MDS NX-OS network-admin ¥ 7213 dev-ops 2 — /L BEAHIT HITWH TR THO2—H —
%, fEL—Y—TF, HAHX L m—)LTPython ~DT 7 EANFFAI SN TND 2 —H—IE,
IR — Y — L R shEd, EREL—F—I1L, 77 AV AT A FA v x/b, Bash
a2 K72 & O Cisco MDS NX-OS R ~DT 7 T ANHIR S CTWES, Frkgo—F—
iX. Cisco MDS NX-OS DT X TOIFREMA~D LY RERT 7 ¥ A FBL £,

tXxa) T4 E—F—IERDH

ROBNT, FiHg2—VP—Na~vr REETTLHHEEZRLTVWET

switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)
[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

admin

0

>>> f=open ('/tmp/test','w')

>>> f.write('hello from python')

>>> f.close()

>>> r=open ('/tmp/test','r")

>>> print r.read()

hello from python

>>> r.close()

ROBNE, 77 ARG SN TWDIFFHEL—F—Z R L TWET

switch# python

Python 2.7.5 (default, Oct 8 2013, 23:59:43)

[GCC 4.6.3] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import os

>>> os.system('whoami')

system(whoami) : rejected!

-1

>>> f=open('/tmp/test','r")

Permission denied. Traceback (most recent call last):
File "<stdin>", line 1, in <module>

IOError: [Errno 13] Permission denied: '/tmp/test'

>>>

RBAC (X, B/ A v 2—P—HERIZHE SN CCLI T 7 B AZHIELE T, s ofr 2—H—
D ID &, CLI ¥ = /L £ 72id Bash 7 HIFON S 415 Python IZ5- 2 4V E 9, Python [d, Python
MO SN 7 T eteRical 4y 2—F—D D #ELET,

LITIE, FtEr—Y — T
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>>> from cli import *

>>> cli('show clock"')

'11:28:53.845 AM UTC Sun May 08 2011\n’'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
!Time: Sun May 8 11:29:40 2011

version 6.1(2)I2(1)

interface Ethernetl/48
vrf member blue

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

LIFIE, R~ —Y —0flTd

>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n’'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec_error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

wOHIE, RBACH#EKZRLTWET

switch# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:pyuser
this user account has no expiry date
roles:network-operator python-role
switch# show role name python-role

AT 1—F5 TR T EERTT 54

ROBNL, A7y a—JeatH L TA2 V7 M4&%E1T77 5 Python A2V 7 F &R LT
7.

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:

user = os.environ['USER']
except:

user = "No user"

pass
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"

msg user +
print msg
py_syslog(l, msq)

# Save this script in bootflash:///scripts

ran " + file + " on : " + switchname

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/testplan.py
switch (config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4

Schedule starts from Mon Mar 14 16:40:03 2011

switch (config-schedule) # end

switch# term mon

2011 Mar 14 16:38:03 switch %VSHD-5-VSHD_SYSLOG_CONFIG I: Configured from vty by admin
on 10.19.68.246@pts/2

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days 0 Hrs 4 Mins
Start Time : Mon Mar 14 16:40:03 2011

Last Execution Time : Yet to be executed

Job Name Last Execution Status
testplan -NA-
switch#
switch# 2011 Mar 14 16:40:04 switch $USER-1-SYSTEM MSG: No user ran
/bootflash/scripts/testplan.py on : switch - nxpython
2011 Mar 14 16:44:04 switch last message repeated 1 time
switch#
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Ansiblel, 77U R7Fmvva=v7 fREH, 770 r— 9 COREM, - ANA—
TAL—=vary, BROZOMDIT ==Xz HEML T 24— Y —ADIT HEfk= ¥
> C9, Puppet X° Chef L [AIARIZ, Ansible ZEHT 5 &, BHE IS EIERX A TOY—
N—BEEEOEE, HEME, LA —F A FL— 3 v &FT2E T, Ansible (T — Y= b
VATHY, A AEHBET D7D =7 v b ) — R (=" —FFZAA vF) 2V
Thy 2T 2=V hEA VAN ATHREEIHY FH A, BH . Ansible IZEEEX RO
2 —7 >y K H—/3—"TSSH & Python %R — T HMENH Y £ 25, MDS AA v F D
A+ Ansible |Z SSH & NX-API Ol F & HT 25 X5 IZHEENTWDH T2, AA vF LD
Python ¥R — MILEH Y ¥ A, Ansible 7L A 7 v 7 F YAML Citik SN CW5720, H
by g TEHACTWERX TR T D 2 N TE T, & Ansible 7L A 7 v 7 NTIE, &
F X F/R Ansible TV 2 — VA HATEX F4,

WIZ, cisconxos 2 L7 >3 VINO MDS [EEDEY 2 — /L ERLET

* NX0S_vsan
(httpsz/docsansible.com/ansible/latesticollections/ciscotxosixos vsan modulehtimb#ansible-collections-cisoo-xos-xos-vsan-moduile)

* NX0S_zone_zoneset

* nxos_devicealias
hipe/d . bk ot  devierlias modiehminsblocollctons viocd y

* nxos_fc_interfaces
(https:/docsansible.conmansibledevelloolledionscisootosfxos f© inferfaces modulehtmiansible-collections-cisoorxosos-fnterfanes modile)

EEOa~ Yy REFEITT 5121, nxos_command E ¥ = —/L

(https:/docsansblecomansible/latest collections ciscotxasixos commend modulehtmifansible-collections cisooos1xos-command-moduike)
EREHLET,
Cisco MDS DOHR— FRHIRENTNHMOEY 2 —1 b H Y £3, Cisco MDS & O HHaMEIC
ONTIE, A DEY 2— VD~ =a 7 )VEZH L T 7Z X0 ¢ hitps://docs.ansible.com/ansible/
latest/collections/cisco/nxos/index.html#modules
Ansible ¥ = —/ L%, SSH $£t £ 721X NX-API 2 — /L&A, U T VE A ADIREET — X %

IXEE L, Cisco MDS 7 /34 ADiEAL# AT LE£J, Ansible DFERIIZ DOV TIL, Ansible DA
RE¥a XA hEZRL T TEE,
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https://docs.ansible.com/ansible/latest/collections/cisco/nxos/nxos_vsan_module.html#ansible-collections-cisco-nxos-nxos-vsan-module
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/nxos_zone_zoneset_module.html#ansible-collections-cisco-nxos-nxos-zone-zoneset-module
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/nxos_devicealias_module.html#ansible-collections-cisco-nxos-nxos-devicealias-module
https://docs.ansible.com/ansible/devel/collections/cisco/nxos/nxos_fc_interfaces_module.html#ansible-collections-cisco-nxos-nxos-fc-interfaces-module
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/nxos_command_module.html#ansible-collections-cisco-nxos-nxos-command-module
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/index.html#modules
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/index.html#modules
http://docs.ansible.com/ansible/list_of_network_modules.html#nxos
http://docs.ansible.com/ansible/list_of_network_modules.html#nxos
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B zcoc

\)

(F)  Cisco MDS Ansible & = — /L DA, X —74 > b/ — RIZ Python A > % —7 ) X3 EEH Y
FHA,

Ansible THR— F &5 Cisco MDS F ¥ o — )L OZEEMIZ DWW T, Ansible 3 = — /L2 5
LTL7Z&EWN,

JIUBHIT (52 8—Y)

e IRAN T AN (52 %—)
«EE (53 =)

« LA Ty 7D (53 X—)

[FC&HIZ

Ansible DA A b —/LZDONTIE, A Anisble 1 A h—/L 7T A K|
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html 22/ L T 7230,

RAM 774

BRAN 77 A ML, BERIROTNAANRT A NENET, 1 DOT A A& 12121F0 7
N—TICEDDHZ b, BEOIN—TIZEDLEHLTEET, ROFA N7 7 A LTIL,
2ODT /34 A mdsl & mds2 ZFFD edge EMEHINDLH—D I N—TREHEINTWET, #
Wilx, HTTPS #5fi&2 i L CTH¥ —47 v b T35 R8T D NX-APLICRRESNE T, =—
P—B ERRT = RIIHRRA N 77 A VR GFEENET, BX 2V T 4 28bd 572012, 20
WA KT 7 A% Ansible Vault ZfEH L TS TEET0, ZZTIHFEHLERA,

N

(G¥)  Ansibe 2.5 /7°5., ansible _connection: local IZfE 1L &t E L7z, X3V 1T ansible connection:
ansible.netcommon.network cli gffiéi ansible connection: ansible.netcommon.httpapi %ffﬁ
MUET, httpapi#fic 77 7' A %, SESER M AERREELES, EHARRRTXTOA
7 a i, Ansible D R¥ 2 X2 M THIESNTWET, network_cli #5577 714 &, &
ESERMINVERBELES, AR TN TOAT T 9 13, Ansible D FF = A2 T
RESNTVET,

$ cat /etc/ansible/hosts

[all:vars]

ansible connection = ansible.netcommon.httpapi
ansible httpapi use ssl=True

ansible httpapi port=8443

ansible user=username

ansible password=password

[edge]
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&

ax I}

mdsl
mds?2

F_T D Cisco MDS NX-0S & ¥ = —/L D~ == 7 /LE, https://docs.ansible.com/ansible/latest/
collections/cisco/nxos/ 7> H AFTEF 9, F72i1E, MMARALD~w =2 T /L Y — LR L T
KTERRTEET,

Sansible-doc

AR RANY]

COBRONDT VAT w7 TiE, WS OMDVSAN Z 7o ya =271, VSAN ZHIEx L £
9, nxos vsan &) Ansible ®V a2 — L EFEH LT, ZOX A7 ZHELL 9,

LTI RT LS, v A7 v 7L YAML TEHEINLTWET,

- name: Test that vsan module works
gather facts: no
hosts:

- mdsl
Cisco.nxos.nxos_vsan:
vsan:
- id: 922
interface:
- fcl/1
- fcl/2
- port-channel 1
name: vsan-SAN-A
remove: false
suspend: false
- id: 923
interface:
- fcl/11
- fcl/21
- port-channel 2
name: vsan-SAN-B
remove: false
suspend: true
- id: 1923
name: vsan-SAN-0Old
remove: true
register: result
- debug: var=result

FROT VAT v 7 Bvsanyml ERHEND EIRET HE, TOXATIEZ —IFANPBLEITIC
RTRDICETTEET,
$ ansible-playbook vsan.yml

PLAY [VSAN TEST (NXOS) ] %%k %k ok %k ok sk ok ok sk ok ok & 5k ok % % ok ok % ok K ok ok %ok 5% ok %ok K %ok K %ok %ok % ok k% ok ok % ok %

TASK [Test that vsan module wOrkS] khkhkhkhkhkkhkkhkkhkhhkhkhkhkhkhkhkhkhkkhkkhkkhhkhkhkhbkhkhkhkhkkhkkhkkhkhkhhkhhhhkhkhkhk*k
changed: [mdsl]
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TASK [debug] IR R R IR I kb E b b dE b b b b b b h E h b b h dh E b b b b b b b b b b b b b b b b b b b b b h b b b b b b b kb b b i
ok: [mdsl] => {
"result": {

"changed": true,

"cmds": [
"terminal dont-ask",
"vsan database",
"vsan 922",
"vsan 922 name vsan-SAN-A",
"no vsan 922 suspend",
"vsan database",
"vsan 922 interface fcl/1",
"vsan 922 interface fcl/2",
"vsan 922 interface port-channel 1",
"vsan database",
"vsan 923",
"vsan 923 name vsan-SAN-B",
"vsan 923 suspend",
"vsan database",
"vsan 923 interface fcl/11",
"vsan 923 interface fcl/21",
"vsan 923 interface port-channel 2",
"vsan database",
"no vsan 1923",
"no terminal dont-ask"

]I

"failed": false,

"messages": [
"creating vsan 922",
"setting vsan name to vsan-SAN-A for vsan 922",
"no suspending the vsan 922",
"adding interface fcl/1l to vsan 922",
"adding interface fcl/2 to vsan 922",
"adding interface port-channel 1 to vsan 922",
"creating vsan 923",
"setting vsan name to vsan-SAN-B for vsan 923",
"suspending the vsan 923",
"adding interface fcl/11 to vsan 923",
"adding interface fcl/21 to vsan 923",
"adding interface port-channel 2 to vsan 923",
"deleting the vsan 1923"

PLAY RECAP ER R R IR Ik kI E E h h h E Ih b b b E E I b h h b b b b b b b b h b b b b b b b b dh b b b b E b b dh b b b b b b b b b b b b b i

mds1 : ok=2 changed=1 unreachable=0 failed=0

FEH

Ansible Z il U T VSAN Z R EGREMERT 5 k2 R TCE £ Lz, ZIUTHMZRBI T,
HEMbOAMLBERIFEFSERZ A TEV 2a— LB EHTEE7,
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Cisco MDS-SDK %, Cisco MDS A A F H® Python X—Z2D T A 77 J TT,

DA 7T VL, BHEEEOBEBRL, CiscoMDS AA ~ FREURTHH LY — /LD BH%
WS B £,

Cisco MDS-SDK 1% NX-API Z | L CTT /34 A La{E LETA, FAAHEMEDZDIZ SSH &
FHTHZELHTEET, CiscoMDSNX-0OS U U —R 84Q2a) LA FEITL TNDH AL v FIT
1T, NX-API 2T L 2HERL E 9,

Cisco MDS-SDK D FEMIZ DV TiE, GitHub ~—37 (https://github.com/Cisco-SAN/mdssdk) % %
L TSEEN,

Cisco MDS-SDK D~ = = 7 /LIZ- DWW TCiL,  http://mdssdk.readthedocs.io 2 L TL 72 &0,
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