LR B LU T R ILGIAE DT

COFEL, ROBETHEK SN THET,
. ?LEEHJ}’O‘JZU“?“/“gﬂ/EE%i IZ2V\C, on page 1
 FRRERB LT VX VEE-E DR E, on page 6
* X EH, on page 18
 [-BR, on page 57
« 7 7 4V N&RIE, on page 57

ﬂlb\ﬂIE%j:D J:U T ~\\9 )l/ Eﬁﬂi'hjl&\—c

NHF—A 7T AT 7F v (PKD) HdR— ML, Fv T —7 L TOREREE MRS
H7291Z, CiscoMDS 9000 7 7 X U AA v FIT, T VX NGEHEL UGS LOMEHT 5 FE
PR LU FEI, PKIVA— FMZE Y, IPsec/IKE R L USSH OEHMER L OAFr—J 80 7 ¢
DR NET,

mILBEB LU T OZILGIRAED B

AR (CA) I TFEHEERZEH LT, mA M, Xy NI =27 FTRAL 2 a—H DB
TUT AT AICHFHEZITLUET, CAIIBIM= T T ¢ 1% L TEFR O —EFHE21T

WET,
TUHNVELLIL, AT REIZE ST, TS AH A D2 —F 2T VX VEICTERE L
F9, RSAWFEALY AT L7 EDORABF—K 51 TlX, 71340 AE2ida—V—I2, 5

F— LN —DOHFEELF— T NEEINET, MESF—IIMEMIZRE L, e
Mo TWADEFFTAET LT A AE T2 —YTd, —FH, BEF—ITHEL Mo TWHHD
T, WHFOF—1F, HAEICHZEMICEELET, ChbDF—D TS banZbo
X, MG OXF—THEE I TEET, BLIT, REFOMEX—Z2HEHL T —2 25kl

RSN E T, ZEMNT, BHERMOARF—2FH L TA vy —V2EE{bT5 2 &
T, VY= F X EMGELET, 2OV atR L, ZEEDEEFOLAMIF—Dav—%F-T
WTC, ZIWDBARBIZEFEOLDTHY ., EEHZWMOMAD LD TIHRWNT & 2 @mOFEEN
RO TH-oTWAZ Ll LTWET,
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B =E=70. vSR AU R FATUT 4T 4 EBBE

EFERS

—

T,

TUFNGEREZ, TUXNEL EEBRE A/ M T O TY, TUXNGEREICIL, 4
i, YU TAES, ¥, SMEELIIIP T RLARE, a—WERIITF A 22 8ET 51
WEGATHWET, T, T T AT A OAAF—Dat—LEATHET, FFHERKRIZ
ZEEVDH LA L, T X NGERELENRT 2 9 2 THREIEFEBETE L2 — R =7 4T
b5, CAICEIVEBLALEINET,

CADY T =F v MiEd DIk, ZEHIT. CAOARF—Z2#E L WA 0ERH Y 3,
IoTaRvRFEE, T MFTAN R EEA A R VRRIZF TSNS BRI K - TR
HINET, HExE, BHEDO Web 77 UV TiX, T 74V 8T, BED CADARF—N
RESNTWET, IPSec DEEAT LV R—FR 2 FTHDHA v Z—F% v b F—%5# (IKE) 1T

TN T =F A=V TEHLT, X270 7Y vm—a Y ERET DRI
VT TR RAETFETE T,

SR RAV b, PATUT 4T« SEBARERS

PKI AR — hCHEHAEND F T A N EFT VR, REARERBEHOEHETE 234 (CA)
WXk DBEEEETT, FMATCT AT 4120F, BF2)T 4 FTuba)l s 2AF =D
FoTHELIEE T OFEEZHERE TELHL 1T, BHTELCADY A MPRHEEINET,
tﬁb\%@ﬁ%%#ﬂ—ﬁw@hﬁf%5CA@10ﬁE%ﬁéhf“é_kﬁxﬁﬁﬁw
FI, INEFETTHEDIC, CABRBCESA LT — MEE (F7213 FAL CA OFEFFE
%IH/)#H HMEE SNET, ZEza—h Wl ZeICBS L CTREFET D 7k A
%, [CAFGE (CAauthentication) ] & FRIEALE T, ZiuE, CA ZEHT 2 L THHEDFIET

?o
D—ﬁw;mﬁéﬂtfﬁT%5CA®ﬁﬁﬁk7xkT%/F(m&mﬂ)LCA%@%
D[ NTAKKA L KCA (trustpointCA) | EFFOVET, Z OIFHIE. CARERAE (F721XT

&CA@%%%?:%V)&\ﬁ%%%@?:y7%ﬁmiofﬁﬁéﬂiﬁo

(TAT T 47« (identity) 1 1Z7 A ADLRITY, [TAT 7 47 47k E (identity
certificate) | (ABAFEE 721L7 P X VAEHIE L LIFEN D) IX, RT7 AR ARA M L->TEA
ENTZT A ADONBEEEAETY, [TA4T 7T 47 « CA (identityCA) 11X, 74T 7T«
TAREAEERITTCEDL N T A ARA v N TT,

—WHOT TV r— 3 v (b 21, IPsec/IKE) O ID AEAEZ BUGT5 7202 F T A kA
Nl LT MDS A4 v F&[ &g (enrollment) 1357 mt A%, BEEFETINEST, 20
NFZARNKA Y NETAT VT 4T 4 CAERFOET,

RSAF— ART7ELUVTATUT 4T «5AE

IOML@MA%%A7%$&L1%MA#ﬁA7 . TAT T 4T 4 EAEZRET S
72DIZMDS AA v FE2XEKTH T A NHRA L FCAEZBEMNTHZ LN TEET, MDS R
A v FIE, HECAITOWVWTLIDODTAT YT AT 4, DENV1OOF—XT L 1O2OT AT~
T AT AFEAELTESEL LET,

Cisco MDS NX-0S TiZ. RSA F— T DA, F—DH A4 X (F-13MxHE) 2HET
XFET, MOT A, ZATHF—XTEERL, MDSAA v FIZA o AR—FTHZ L TEET,
RSA F— X7 T LT LR TEET, RSAF— T DERKEE T 7 +/L FOFEMIZD
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RSA ¥— R7HEUT 17T 710 [

WX, Table 1: CA B X OF ¥ LGEEO KR 3 X O'Table 2: CA 8 X O V4 L EEH]
EONRTA—=FZOT 7 )V Ml 2R LT EE0,

WIZ, PTAMKA P, RSRAF— T, BXOTAT o7 47 4 iEAEOBEEIZOWTD
TR EZ R LET,

« NTANKRA L MEI, MDS AA v FIMEBEDT 7V r—3 a3 (IKE 721X SSH 72 F)
W LT, 7 OFAELZHRTL7-DIEET L ED CAICRY £1,

e MDS AA v FITIIZHED N T AN KRA LV FEHRETE, A vF EDODTXTOT Y Ir—
Tat, WITNDLD R T A RRA L FCANLRITENZETIFAESEE X £,

e NTRAMKRA LV MIBEDOT T r—a VHIKIBEESNER A,

MDS AA v FIx, TAT T 4T AGEAEZRET 270D 87 A b WA > MIFET
D CAICRIRSNE T, A v FE2EHDO NT A b HA 2 MIHERLT, £ 7 A MK
AL IO T AT T 4 T AREAELZPFTEET, 74707 47 4 fEHER,
FATT 5 CAIC L » CREFBICHE SN TV D AR L TT 7Y 7 —v a VTl L&
T REAEO HIIE, FEAFEOILREEHR & L GGERFICRE ShET,

o T AR KA FA~DBERFC, FBRESILD RSA X — XT E2EETHILERH D 7,

ZDOF— XTI, BEEREERT HRNCAK LT, FT7 A N KA > MBERMT 22
ERHVET, PTAMNRA U b, F—= T, BEXOTAT T 4T 4iEHEROT Y
vIE—va Uk, GFAE, X— X7 £ T A R RA U R E2HIBR L TR R
SNHETHEMTT,

s TAF LT 4T 4 AHEOY T V=7 ML, MDS A4 »F 0 FQDN T,

« ZA v FIZT DU EDRSA F— _T /LR LT, FF— T &2 12 LEDOFT A RA
YMIBEMIT LI LR TEEY, L. FIARRA L MCEEMIT L Z &N TED
XF—_XTIENDETTT, 2FV, HFCANGEBTELTAT T 47 4FEHFL 1D
2T,

HBEDOTAT T 4T 4 AEAEE (ENENERLRD CAND) BEELESE. 77U 7r—
arRETEDEX2 VT4 T har o AF o o DIERTAEEHEE. T
r—ga Nl ko TR 9,

1 ODT TV =2 a I TANRA L MERRETALNEITDH Y THA, SEHEOB
BT TV r—2a rOEHEREZLTWIUE, EoT7 7V r—rarbbbpd T A
RA L N THRITESNTH LW HEAEEFHTEET,

*1ODFTANRA Y NOEEDT AT T 4T AFEHFEZRHE LY, 1 DD T2
N A MCEEDOF— T 2 ST 2 683 H Y £8 A, CAEREIL, 5 &hi
TAFLT AT 4 (AR & EREFHERL, AUYT V=2 M RO
TLEE A 1 DD CANSEEDOT AT 27T 47 4 EHEL TG T 2 LERH DHEIC
I, AT CAICHLTHIONT A b RA Y FEERL, BIOF— 7 &2 BT T, @8
AR TET, 2L, EOCARFR LY T V=7 M TEROGEHELZFITTE L2 L
MEAFIZR D £,
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B =soeEshr-amnns

BRDIEE S NI-FEEARKE

B OEE I GER) CA DV R—KMILD, AL v FITSEIERCA RAAL U
BERSNTWDT N AT H#REECE T, BEOFEH T CAZRETLIHA, ©
TICHEAZEAFIT LI ED CAICH LT, A v F2BETIMLETIHY A, KDV

2. BT HEETAEROEE TEDLCAZ AL v FITRELET, AA vFid, ©TOHH
BN —INAAL TFOTAT T 47 A iEHEEZEE LTz CA LD CA D2 DFAITI TV
Th, HESNTZEETEDCAEZEALT, T OMHELHARTEET, Ji, IPsec
ho RNV EMESLT D L EICIKE CHEATE 97,

BHDT AT T 1T « AR

BDOTAT T 4T 4R (CA) ZHAR—1bT252LICED,. AL v TFE2HEEDO T A
FARA Y MIBRFTEET, TO/RR, RARDCANDL 1T O, BROTAT VT 47 (G
HELIGTEET, ZNICKY, FET THEINDEY 72 CADDIIT SN -FERE A
HALT, 2HOET LDOIPSec BXOMMDT 7V r—v a AL v FEMASIEDLZ LN T
xFET,

BELDRSA X —XT DY R— MERIZELD, A vF BT, BELEKSCAT LIZHAR DX —
RT R TEET, LENR-T, F—0ORERE, o CANDLIRE SB35
e BCADRY —FHL —HEIELZLENTEET, T A KA b ~DEEE
2. BT 72— T 2 L CIE E A ER A B TE £,

PKI 2 &%

Public Key Infrastructure (PKI) &%, IPsec/IKE £721X SSHA2 EDT 7V r— a ZEHT
By A FDOTAT T 4T AaEFHEZRGT 570t 2T, ZoFatRiL, ifHEZ
FRT 5 MDS AA v F & GEIEBA O TEITSNET,

TOROEBICRDOFINEIZ L - T, GEHEORR T 0 A2 L £,

Figure 1: ;EBHZDZEEHFTOE R

Step 1 Step 2 Step 3 Step 4 Step 5
-i — Cfemijzz:e — >k  — ﬁ_—r Certificate
=y q j— _—
End Haost CA receives CA signs request
ﬁ request with private key
. ;
RSA key pair i e
Storage
end host writes
certificate to
storage

ZOT v AUIROTFIENRE ENE T,
1. RSAREF—LAMIF—DOF— T 24K LET,

B BRI UTSHLEBENHE



| BERBLUTSHLEREORE
Ay b7y ER—2 kzk s FHEE

2. FEBAEY A ERK (CSR) ZAE#EEATHK L, CAIIEELET,

3. CADCSR ZKEL T, CADMEX—TEL NP FREAELER L. £ E MDS
AA v FEHEICIEELET, EREAGETD5E. CA LT CAEHEICL D THEIERE
MUBEICRDZENHY £9,

4. CA 6 DOBIFEEAES MDS A1 v FICA A —/L LET,

5. FEMIEZ MDS AA v FORHREMER b L — VHEIUCRIT L E T

RSA ¥ — 7 LFFHEZEL ERIX, A v TF E3@ 2 —T 0 VT o 2EA LT DT

NA ATHERTEET, F—XTBRDOT A ATERINTZGA. T O IEAFFERE &

FIFERICMDS A A » FIZA VA M= VTDHNENRHY F9, MDS AA v Fid, FEAEZESLER

WA TEART R TCOT 4 — )L FEZYFR—=FLTWAEbITTIEH A, MDOTISA ZDEE

PAEREATRARY —/LTIE, MDS A1 v FNEDBEELV BEZL DT 4 —)L REIRETE
HIEENRHY £,

Ay b7V ER—R MIKDFEE

CiscoMDSNX-0S 1%, FEITOH v N7 v R—2 M HRIT L B EEEOR R L OB W
R—=FLTWET, Iy FT LV FR—=X MTEDBETIE, AA vF L CAMT, FEHEER
CAEREINTFEHEEZ D Y T RRX—ZXA N AXERH Y 9, FlEIZ, kOEEH TI,

1 BEGEAEFLZRZIER L ET, ZOFKIT, baseod fFobT F 2 MEATERSNLE
—é—O

2. PPt SNIfEEFER T F A b2, EA—/VELEIWeb BRUCH v BT FR—Z R L
T, CAIZEFELET,

3 BEA =N AvE—VERLIEIWeD 7T UHFTOX T m—RIZLY, CANDLIITINIRE
B (base64 TF LT ¥ X M) &2%ZfELET,

4. EEEH%/]» VR— ]\%%ﬁlé@ Certificateimport o< ]*%f{iﬁﬁ LT, g‘\‘é??éhfléﬁﬁﬂ%%i’x
Ay FITHy b T R—2 FLET,

E 7 EERE DIREL

MDS ZA v FDOPKIVR— &M LT, 7 OFFHEAMRTEET, A1 vFid. Psec/IKE
BIORSSHARY, 77V r—vardobxa T4 7 AF = VOFEITRIZ, BT hDHi
TRENTHHAELHRALEST, 77U r—3 g 03, RENT-ETAAZEOE ML MR L
F4, ETHPAEOHKR T 2t 2T, ROFIENREITENET,

s BTEIHEN T —HLDOEHTEX D CADOWNTNINELRITINTWVWAZ L AR LE
‘ﬂ—o

s T EEAENBAERINICBW A THHZ & (WIRTINTRW) Z 2R LET,
c BT EHEHEN, BITLIZ CAICL > THIOEENTWARWT L 2R LET,
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KNF = 7 DS, AL v FIFiFHELESY 2+ (CRL) FRAEAFEHATLENTExET, b
FARNRAL FTIZCRL HFIEZFHA LT, ETIHERERROBEIN TN 2R LE
ﬂqo

CRLOAHO—FK, Fvvia, BLUFzvIDHHR—F

RERIERZDY 2 K (CRL) 1&., KRS HIFEHEOHRZRRUET 272D CAIZ L - TREFS
N, VRV MY TABENET, 7o o— KO URL WA S L, T X TORITHFHAAEH
FZBHEESNTWET, ETEAEZRIET 527 747 2 M, FIT L7 CA D DEFTO
CRLEZAFLT, THEFEHL GEHERRVEIN T RWNE ) NEERTHAMLENRDHY
F9, 74T MI. BEOEETEDCADOTRTELILT HOCRLE 2 — A /WX ¥ v
T2 LT, @ CRL BAHIRREINIC/ 5 EF THEIGE U THEHT 2 Z B TEET,

CiscoMDS NX-0S Ti&, FZ7 A M RA > FHDCRL ZHFNCF 7o u— KL T, AA vFiE
HEA R TICFXF vy vy 2 SND L CFHTHRETEET, ETIEHEOMHE TIX, CRL 2
D—HLTHFyviaSi, KIFz v ZICCRLAMFEHEND L HICHREESNTWAEAIS
MEY | FITILCA O CRL BB ENE T, ZNLUNOLE, MoK T = v 7 FRRRE
SNTWRITIIE, KV TF =y 71337807, AEAFETRS L Cnin e RieshExd, 2
DE—RDOCRLT = 71E, CRLAT ¥ 3 EMEEInTHhET,

AAER L UVEEX—RT7DA U R—rET Y XR—F

CAFREEEBEFEDO T u AD— L LT, N CAZFAE (/- EFHEF=—Y) 745
VT 4T 4 AFAEAERED PEM (base6d) 7+ —~ v FTA UAR—FENTWET, F—7
PO TAEMINTZHAE, IOFIETA VAR — T LH20LERH Y 7,

NIZARNKA Y NTCOTAT T 47 A HEREEE, AT — R THR#EIN D PKCS12 #EHE
TH =~y N TCT7A M AR—FT&EET, ZOEHE, UBFETHUAAS vF (VAT
KT Tyvathlhl) FRERMBLTIEAAL v TFIA VAR —FT&E9, PKCSI27 7 A LND
BRI, RSAF—XT, TAT 0T 47 47EE, BLOCAGEAE (F/2dF=—2) THE
SN TCWET,

RALAB EUVT ORIILEAEDRTE

Z ZTlX. CiscoMDS A A v FEEETCABIOVT VX IVGEAEZMHEERT 272D LT
VEZEIZ DWW T L E 9,

. > > =L
RAMEBELUIP FAASL VBDETE
AA v FDOHRA MBI KA CHABPRBEDCHEITIE, RO ERETHLLENDY
FT, TAT VT AT A AEOHERL T I L LT, AA v FOFQDNAMEA ENE0 5T

T, Flo, F— RXTOERRFCF— TV ERELRWEE, 7740 FDF— T L L
TAA T OFQDNMEH &ivEF, 72 & 21X, SwitchA.example.com &\ 9 £ AT OFEEI,
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rsA +—~7 0 [

SwitchA &) AA v FDHRA M4 & example.com EWVD AL v FDIP R A A 4 THERL S

A

Caution ZEHAED/AERZLICIP AR M EFIZIP RAAL LV AEERET 5 L, GEAENENC/ 5 2

ATy

ATvT2

ATvT3

RSA +—A~7

ATvT1

ATy T2

EBHY FET,

AZAL v FDIPHFAMEBIONIP AL VA ERET DI, ROFIEEZETLET,

Procedure

switch# configure terminal

switch(config)#

ary74¥al—vary E—RICADET,
switch(config)# switchname SwitchA

AA v FDOIPRA MMi% [SwitchA] & LTHERLL £,

SwitchA(config)# ip domain-name example.com

AL v FDIP KA A 4% lexample.com] & L CTHERLL £,

DERL

RSA F— X7, IKENPsec BLOWSSH 2 EDT 7V r—v a4l kb 2F%Fa2U7 40 7 b
AN T AF 2 VOETHIC, BABIOEX 2 U T 4 X u— ROEELAE Bbic A
ENFET, RSA F— XT3, A4 v FOIAELTET HETICHLEIZRY £97,

RSA H—_— H— X7 EERTHFNEX. KOLEBY TT,

Procedure

switch# configure terminal

switch(config)#

a7 4Fal—varET—RIADET,
switch(config)# crypto key generatersa

TIANEDT)NE LTAAL v FOFQDNZFEHAL, 774NV EDET 2T AL LTS512%
95 RSA F— X7 &4 LET, T 74 FTlE, F—XTE=7 AR—-FTEEH
A/o
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B rsx ke rpaEmmEs £

ATvT3

ATy T4

KSRk RA

ATy T

ATy T2

ATvT3

Note F—DOMEZFEET D EEX, v—Ar VA F (MDS A4 vF) BLUCA (&
g Ox2 VT 4 KUY v— (73 E M) 2BET L& TT,

PR— b ENDIKD RSA F— LT OFEAMZ OV T, PR, onpage 57 2L TL 72X
AN
switch(config)# crypto key generatersalabel SwitchA modulus 768

F~)L SwitchA, Y25 X 768 D RSA F— T HAERLET, BREY 25 ADMEIT
512, 768. 1024, 2048, FBLN4096 TF., F 74/ FTlE, F— XTI/ AR — N TXF
.

o

switch(config)# crypto key generate rsa exportable

TI7HN DTN ELTAAL v TFOFQDNEZFHL, 774V DETY 2T AL LT512%
M9 5 RSA F— X7 &AM LET, F—IF=7 AR — F[RETT,

Caution X— N7Dx/ AR— FREL, F— T OAERKIIEETEEE A,

Note RKCS#12 BT/ AR —hTEDHDIE, =7 AR— MA[ERF— T 21T T,

v FEREE B BEE S 1+ 2 1E R
CiscoMDS F/85A4 2 & T A RBRA > b CA ZFEfTALERNHY £,
MZARKRALVFCAT Vv — g U EERT A FIEIZ. kD LB T,

Procedure

switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

ladmin-ca] W) AL v FWNMEHET DN TA MRS FCAZESL, ZTOMTANKRA Y
FORNTANKRA 2 MERYT7E—FERBLET,

Note AL Y FITRETED M T A MRA v FORKREIL 16 TT,
switch(config)# no crypto ca trustpoint admin-ca
(AFvarv) PTAREA LN CAZHIBRLET,

switch(config-trustpoint)# enroll terminal

Ay T RR=A ML D FECTOREAERRELFELET (T 741 1F) o

Note FETOH v F&X—A FDOFEAZEBOBRGIIEE TR — SN TWHME—D FIET
7,
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AT 74 switch(config-trustpoint)# r sakeypair SwitchA

BEOHBTZ DO MT AN ARA > MIBEATT 5 RSA F— X7 DT~V EEELET, RSA
F— T DARK, on page TOHETIER L7244 FTITT, % CAIZ 12D RSA F— X7 12IT %45
ETEXET,

AT w75 switch(config-trustpoint)# no rsakeypair SwitchA
(A7 ay) TARRALL B D RSA F—XT OBSEMT 2R L £ 7,

AT w76 switch(config-trustpoint)# end
switch#
FTARRA Y b arv7 o Xal—var 72— ReKTLET,

AT 71 switch# copy running-config startup-config
FATTOREZ IR E— LT, MR Y 7— MEBRFSNDL LI LET,

kSR b ARA2 DR
EHTE 53R (CA) OREF vt AL, MDS AA v F Ik LT CA MERaF S -5
MEY SETLET, AA vFid, CAERIETHILERH D T3, CA ZFBIET AT, CA
@ﬁ%%~ﬁﬁinfméCA@aaﬁzﬁﬁmﬁﬁé%Pmﬂﬁﬁf@%Liﬁo_®CA
OFFEIIACES (CAPBHOMHEIZEALIZLD) ThbHImdh, CA DAF—
CATFi:XFV—&K@%LmCA%%%@74Vﬁ_7UVF%%@LT?@T%&?
HVERH Y £,

N

Note ZRIEXN D CANHCES LT CA TIEARWES (0F 0., Bl CA DT CAT, £D
BOCASHFET-, HEMICHCELA LIEBIOCAD FALCATHD X I 785A) i, CA
FREDOFNET, FRETF = —ICEENDH TN TDO CAD CAFEHEDERY XA & AT)
THVLENHY £, Tk, BIESN D CA D [CAFRFEF = — 2 (CAcertificatechain) ]
IR FE T, CAGEHAETF = —  WNOGFAEO & KEIL 10 T,

BT A—ILEZITWeb A FNDOFEHEOL v b T K= MLV CA DOFFHELER
FET AT, ROFNEEEITLET,

Procedure
AT 71 switch# configure terminal

switch(config)#
a7 4 F¥al—aryET—RIADET,
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AT 72 switch(config)# crypto ca authenticate admin-ca

xEzZARBgNVBASTCmS51dHNOb3JThZ2UXEjJAQBgNVBAMTCUFwYXJuYSBD
QTAeFWwOWNTAIMDMyMjQ2MzdaFwOwNzAIMDMyMjUIMTdaMIGQMSAWHgYJKoZThvcN
AQkBFhFhbWFuzZGt1QGNpc2NvLmNvbTELMAKkGA1UEBhMCSU4xXEjAQBgNVBAgGTCUth
cmS5hdGFrYTESMBAGALUEBxMJIQmMEFuZ2Fsb3J1MQ4wDAYDVQQKEwWVDaXNjbzETMBEG
AlUECxXMKbmV0Oc3RvcmFnZTESMBAGA1IUEAXMIQXBhcmShIENBMEwwDQYJKoZ ThveN
AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBsITHHz1uNccNM87ypyzwuoSNZXOMpeRXX T
0zyBAgiXT2ASFuUOwWQ1iDM8r0O/417f8RxvYKvysCAWEAARaOBvzCBVDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJyj yRoMborCNMRU20yRhQ
GgsWbhHEwawYDVROE£BGOwYjAuoCygKoYoaHROcDovL3NzZSOwOCIDZXJIORWSyb2xs
LOFwYXJuYSUyMENBLmNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XENLcnRFbnJv
bGxcQXBhcm5hITIwQOEUY3JsMBAGCSsGAQQBG ) cVAQQODAGEAMAOGCSGGSIb3DQEB
BQUAAOEAHV6UQ+8nE399Tww+KaGrO0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zex0EOEfG1Vs6mXpl//w==

END OF INPUT
Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/nol: y

CADFEHEZN Y N7V FR=ZA 597 n 7 FRFRahEd, CAZESLIZL
SITHEM LART L A CART 2 L £,

Note H% CAICKH LTREETE D b7 A FaRA > P ORAREIL 10 T,

Note SEAEOMERB IO PRKCSHR2 XD 7 ZR— N TIZ CA F = — U BRI LD
T, L CA OFFEDHZEITIE, mEMIZH CEL SN2 CA £ TO CAGEHEDE
BT = — U NNEZ R F1,

AEBAE BUHMERR T A DERTE

7747 IKEET £721ESSH 22— —72 ) L Dvx= U T 0 AZHOBEIZ, Cisco MDS
AA TN, TITA T "L T FHEORKIEZ EIT L E9, ik 1k R (2L,
FAEEOBIEIR I O MR NE N E T,

EE SNTGEHENR L T D0 E I DEFRDICE, ERoAFAnsH Y £7, iR/ (CA)
MHA 7 m— RUTEHESITY A b (CRL) MR THEIICAAL v FEHRETEET
(CRL D%, on page 160DIHEZZM) , CRLOF 70— K& —A /L TOWRTIE, Fv
FO—27 BN T 740 o713 ELERA, 72720, CRLOF U v — REZIZFEEIAENR IR S
NG, KNAT —H AR TCEERA, KN EEL T = v 7 T 5K bEER IR
02—/ CRL F =7 ZEHT52 LT,
Y

Note ZEEAEDRZT = v 7 ZRET DR, CA ZRALT HMLERH Y 7,

AEAE R T A RET 2121, ROFIEZETLET,

B B IRBLUTOALIRENE
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ATy T

ATy T2

ATvT3

ATy T4

s E LT |

Procedure

switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

AATIMEFETDHNTIARNKRA L FCARZES L, hTARKRA L Far74F¥=2b—3
YT E— REBLET,

switch(config-trustpoint)# revocation-check crl

TDORTARRA L FERUCAIZ L > TIITENTZETEEAEDOKRIEOERICEH S5 2%
Frzv 7 HFRKELTCRLEZEELET (T7411H)

switch(config-trustpoint)# revocation-check none
KFEAELZ T = v 7 LEE A,
(Optional) switch(config-trustpoint)# no revocation-check

T 74 bOFRITREY £,

AEAEE R ERDAER

ATy T

ATy T2

AL F D RSA F—XTIZHONWC, FTANKA LU NCAMNSTAT VT 4T 4FEHES
BT 2100%, BEREARTHIVLERDH Y T, IHIZ, BrREINT-ERE, CASETDE A—
N Aye—VERIEWeb YT A N TH—AICHYy T FX—XRFNLET,

CADMBEHNY FENEZER 24K T 2 FIAIT, RO LB T,

Procedure

switch# configure terminal

switch(config)#
a7 4 F¥al—varyET—RIADET,

switch(config)# crypto ca enroll admin-ca

Create the certificate request..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password: abcl23

The subject name in the certificate will be: SwitchA.example.com
Include the switch serial number in the subject name? [yes/no]: no
Include an IP address in the subject name [yes/no]: yes

ip address: 192.168.31.162

The certificate request will be displayed...

RithssUuTraLinzoRE I}
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B 5 7 amzorozt—n

MIIBgzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMtEMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJAOGBALS8Y1UAJ2NC7jUJ1DVaSMgNIgJd2kt8rl141KY
0JC6ManNy4qgxk8VeMXZ2SiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTq4WoVkSCzXv8S
VagyHOVEVAgMBAAGYTzAVBgkghkiGI9wOBCQcxCBMGbmJI2MT I zMDYGCSgGSIb3DQEJ
DIEPMCcwJIQYDVRORAQH/BBSwWGY IRVMVNYXMtMS5jaXNiby5ib2 2HBKwWH6 ITwDQY J
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSfJZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktEx1iI6U188nTOjglxXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

SREE L72 CA WCKId BFEHEBER 2 ER L £,

Note Fr LV mRAT—RE, REZIIRFINEEA, 2O T— R, GEHEEZ R
T DMENDLEEITERINDGDT, NATV—RFERATBILERDHY £7,

TAToTATABAZEDA A =)L

CADOLDT AT VT 4T 4 FEAEIL, base6d HF b7 X A MENX T, EA—/LFE721F Web 7
TV TZELET, CLIA VA — MERRFEHA L T ELTFA M2y TV RA—X b
HZEIWZED, CADTAT U T 4T 4iEHAEES A VA M= LT BLENRHY £7,

B A—NVELEI Wb 7T IV TCANLZBLETAT YT 4 T A EEZ A A b—b
THIIE, ROFMHZFATLET,

Procedure

AT w71 switch# configureterminal

switch(config)#
a7 4 Fal—varE—RICADET,

AT w72 switch(config)# crypto caimport admin-ca certificate

input (cut & paste) certificate in PEM format:

MIIEADCCA6ggAwWIBAgIKCIOO0QAAAAAAIDANBgkghkiGI9wWOBAQUFADCBkDEgMBAG
CSgGSIb3DOEJARYRYW1lhbmRrZUBjaXNjby5jb20xCzAIJBgNVBAYTAKk1OMRIWEAYD
VOQOIEwW1LYXJuYXRha2ExXEJjAQBgNVBAcCTCUJhbmdhbGOyZTEOMAWGALIUEChMEQ21z
Y28xEzARBgNVBASTCm51dHNOb3JhZ2UXEjAQBgNVBAMTCUFWwYXJuYSBDQTAeFwOw
NTExMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSgGSIb3DQEBAQUAAAGNADCBiQKBgQC/GNVACA]jQu4lC
dQ1WkjKjSICdpLfK5eIJSmNCQujGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08rJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8jMCnIM4AWlaY/q2g4Ghb
xTR1£dV06UFqgFZEgs17/Elash9LxLwIDAQABO4ICEZzCCAg8wJIQYDVRORAQH/BBsw
GYIRVMVNYXMtMS5jaXNjby5jb22HBKwWWH6 IWHQYDVROOBBYEFKCLi+2sspWEfgrR
bhiWmlVyo93ingMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w]j TEVN]skYUBOLFmMxxoYGW
PIGTMIGQOMSAWHgYJKOZIhveNAQKBFhFhbWEFUZGt 1QGNpc2NVLmNvbTELMAKGALUE
BhMCSU4xEjAQBgNVBAgGTCUthcmbhdGFrYTESMBAGAIUEBXMIQMEFUZ2Fsb3J1MQO4w
DAYDVQQKEwVDaXNjbzETMBEGALUECxMKbmV0c3RvemEFnZTESMBAGA1UEAXMJIQXBh
cmS5hIENBghAFYNKIrLQZ1E9JEiWMrR1 6MGsGALUdHWRKMGIwLgAsoCqGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1MjBDQS5]) cmwwMKAUOCyGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORWOyb2xsXEFwYXJuYSUYMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwO18vce3NILTA4LONlcnRFbnJvbGwve3N1
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FSR bR Y boBESY T— bR snTnsctorR |

LTA4X0FwYXJuYSUYMENBLmNYdDA9BggrBgEFBQcwAoYxZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1ILTA4X0FwYXJuYSUYMENBLmMNYdDANBgkghkiGO9w0OBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZu4WsExXREgqxbTk8ycx7V50=

admin-ca & W I ZRBID CAWCKT AT AT T 4T 4iHEEZ D Y v T F—X + 95 &
I, Ty IRFRENET, AEHENL—FCAICL > TRITENRTWARWES, Zhic
IZ# %> BEGIN CERTIFICATE| 177238V, /b— h CAFFHETK DD £, CANDLEME
NTAEAEF = — 2K EZ 0 (117, 7% A b2 TEND CERTIFICATE] 17T TLTWS Z
LERMERELET,

Note A O FICRECTEDTAT VT 4T A FEHEBORKEIL 16 T,

FSRARRSAD LDEREN) T— FRLMEF SN TS &EDFHERR

FT AN RA Y FREIE, HEHED CiscoNX-0S 2> 7 4 X2l —arThiHid, AX—
FT 7 ar74Xalb—ya VICHTRHICaE—LEREAIEHEY, VAT A U7 — M
b LET, PTIAN KAV IMREEZAY - T v 7 ar 7 Fal—varlat—L
THBIFE., FT AN RA - MIEET HFEAEF, F—7 . BLOCRL 2 HEWIZREF S
£, WS, FTARKRA UV IR ARAS = T v T a7 4FXal—vaAlat—ShT»
g GERE, F—X7, BXOBE CRL iR SNERA, VT — MR, *ET5 b
TANBA Y NREVPMEIZR DB TY, RELLREHE, ¥—X7, BLUCRL /%
W 572010, B, FTar 74 ¥ a2l —va a2 RAX— Ty 7 a7 4¥alb—
vailabt—LTLEI, T, GEAEERIEF T ERHIR LGS S, HIRE X
HAHEHIC, FfTar 74 Xal—a VEAHEFELTIIES N,

FED R T ANKRA L MPAL = T v T arv 7 4 Fab—va MRFILTORIE b
T AN RA Y MCBEET DAEHFEL L CRLIE, A Y R—hLERHT (RAX =T v 7 =
V74X ab—va VIR — LA Th) BEIMICERELE T,

Fio, NAT—RCRELIETAT T4 T ARHEON Y 7 7 v T oAER LT, SMEY—
NelBFEL TR ZEEZHELET PKCSI2 74—~y DT AT T 4T 4 ATy
A7R— |, on page 14% &)

\}

Note 25— |7 o 7 EZETHOMRENTY — " —lCat—T 5L, AEMELLIOFX—
AT bRIFENET,

1. switch# copy running-config startup-config

BUEDHER & 22— 7 v 7 HERRICIRIF L £ 9,

RILRE L VHHEDEBBDE=2) VT EAVTFUR

OBV a v DEER, ATV a T,

ziRssvroariangose Wl
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B 57 qrcx—<7ranzsaskesn

EBITNARICHF—RT EASERLRERZTEMR

RSA F§—~X7 & CSR i, BT A Zfiﬁéhé%/\fﬁb‘b DEF, =& 21T, openssl Z{#E
)EH Lfﬂix f\f\_ﬂ‘a%ﬁiﬁkjﬁé \— \ {k@q;‘]”/g ‘—']’L'él/\jz—g«o

1. host$ openss req -newkey rsa: 2048 -keyout SwitchA.example.com-r sa-pem.privatekey -out
SwitchA.example.com-pkcsl0.csr

Generating a 2048 bit RSA private key

writing new private key to SwitchA.example.com-rsa-pem.privatekey'

Enter PEM pass phrase:abcl23

Verifying - Enter PEM pass phrase:abcl23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) []:BE

State or Province Name (full name) []:Brussels

Locality Name (eg, city) []:Brussels

Organization Name (eg, company) []:Example

Organizational Unit Name (eg, section) []:SAN

Common Name (eg, fully qualified host name) []:SwitchA.example.com

Email Address []:cert-admin@example.com

Please enter the following 'extra' attributes

to be sent with your certificate request
A challenge password []:abcl23

AA v FDFQDN #{FH LT, 2048 By hDF— FET 2T AL CSR &> RSA F—

TaERLET,
2. host$ cat SwitchA.example.com-pkcs10.csr

AZEET D DICAERENT- base-64 7 +—~ v FDFIFHEZELBEREZF R LET,

PKCS12 7+ —< Y bDT7ATUoTATAERELTY AR—

TATyT 4T 4EHEE, N7 A MKRA 2 FORSA F—_XT7 CAGEAE (E7213 FALCA

DPAITTF = — L DK) & —FEIZPKCSI2 7 7 A WAy 7 T FH T AR — 52
EMTEET, BT, AA VTRV AT LY Ty vanbBfET 5848, FidA— 33— 1
P 'V a— N ERBTHHEAIC, AEAEBLXORSA ¥ —XT7 &2 A VR — hT&ET,

\}

Note =7 2/;R— RIS R — kD URL DIEE TiL. bootflash:filename JE 2D o — 77 /L
XEGNR A= ENET,

B ZEsLUT U4 LEHEDRE
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ATy I

ATy T2

ATvT3

RTv74

PRS2 R TOT A 727 1 7 1 EEO1 v i—+ [

SFFHER L —XT ZPKCS12 74—~ N7 7 ANy AR— T HFIELX. ROLEB
G

Procedure

switch# configure terminal

switch(config)#

a7 4 F¥al—grEFT— RICAD ET,

switch(config)# crypto ca export admin-ca pkcsl2 bootflash:adminid.p12 abc123

N7 A RARA b adminca DT AT T 4 T 4 REAER LOREEMNT b/ F— <7 L CA
AEFAE % 7 7 A L bootflash:adminid.p12 (2, /XA T — K labcl23] (2K - CTHE# X 7= PKCS12
TH—~y hTZ=Z AR—=FLET,

switch(config)# exit

switch#

EXEC £— RIZEREY £7,

switch# copy bootflash:adminid.p12 tftp:adminid.p12
PKCS12 74—~ D7 7 A L% TFTP —Ca b’ — L £,

PKCS12 X TDT A ToT 14 T4 1ERDA VR—k

ATy T

ATy T2

ATvT3

SFRHEB L WELITF— XT %2 PKCSI12 74—~ v b 77 A LIS A AR— T 5 FIEIT.
WD LBy TY .

Procedure

switch# copy tftp:adminid.p12 bootflash:adminid.p12
PKCSI2 74—~ hD7 7 A /L% TFTP — ")pbab— L E T,

switch# configure terminal

switch(config)#
a7 4FXal—vary ET—RIADET,

switch(config)# crypto caimport admin-ca pkcsl2 bootflash:adminid.p12 abc123

RithssUuTraLinzoRE I}
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CRL DETFE

ATv 1

ATvT2

ATvT3

uunEFJ%ctUT /g}llnl.—tﬂﬂio) I

N7 A K ARA 2 b admin-ca DT AT T 4 T 4 EAFEL LOBEEMT b7 — X7 & CA
AEAE A 7 7 A JL bootflash:adminid.p12 735, /XA T — R label23] (2 & - THRi# S 7= PKCSI2
T —~<v hTAUFR—FLET,

T ANDE FT AR KA MICRL A VA R— T AFEEIT, ROEEBY TY,

Procedure

switch# copy tftp:adminca.cr| bootflash:adminca.crl
CRLZ#vDrmr—RKLET,

switch# configure terminal

switch(config)#

a7 4 Falb—TarE—RIADET,

switch(config)# crypto ca crl request admin-ca bootflash:adminca.crl

T 7 ANVTHRESIN TS CRL ZRET D0, BHAEDOCRL LEXHIFET,

FRRL B b R E Z HIFR

&

ATy T2

FTZARBAY MIBRESNTWET AT T 47 4 i ECRGER (CA) FEFEZHIBR T
TET, BANCTAT T 47 4 iEAZELHIBR L, ZO% CCAGEABELHIBRLEST, 7147
YT AT AREAEERHIBR LS E. T AR ARA 2 D RSA F— 37 OREA T &2 fEFR T
TFE7, MR EIITRZ LizfEE, F— T B™MEHTER (FIMEH TE RV AThE
PERH D) FEHE, £EHETE R Lo/ CAZBRET DL, FAEZHIBRT L LEN
b FET,

NI AN RA L R CAGEHE (RICILTALCA DF = —2F) ZHIERY 2 FIEX, KO
LB TT,

Procedure

switch# configure terminal

switch(config)#

a7 4 X2l —vary E—RICADET,

switch(config)# crypto ca trustpoint myCA

RZARMRA v b ar7 4 Fal—vary 72— REhLET,

B ZEsLUT U4 LEHEDRE
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

24 vF i 50 RA £—~7 0k ]

switch(config-trustpoint)# delete ca-certificate
CAFEHEFELITGENEF = — U ZHIBR L £ 7
switch(config-trustpoint)# delete certificate
TATYT AT AEHEZHIFRL £
switch(config-trustpoint)# delete certificate force
TATYT AT AGEWEZHIFRL £

Note HIBRT 27 AT o7 4 7T 4 GEED, T, AORGEELIEIME DT AT T 4T«
SEAETH HHEITIL., forced 7Y a VAL THIRT A2LERHY £, Zh
X, BEENKEREIME—DT AT T 47 4 EAELZE S THIBRL, 77U r—
vay (IKEBXUSSHZ:E) CHEMT HIEHENFIE LRVIRIEIZ/Z2 5 D& Bh 13
LT,

switch(config-trustpoint)# end

switch#
EXEC £— NIZREYD £7,
switch# copy running-config startup-config

EITHORELEBRECT L —L T, REN 7= FMEOEFINLLOITLET,

AA Y FHh oD RSA F—~7 DHIFR

ATvT1

ATy T2

ATvT3

BEE DRI TIL, AA v F D RSA F—_XT OHIFRPLBICRDZERHV ET, 7=& 213,
i 5D JFRIK T RSA F—XT7 OEAMEREDIL, HITCHA LR2WEEIZIE, T0XF—X7T
ZHIRT X TT,

AA w2 FI5 RSA F—~_XT7 ZHIBRT 2 FNEIZ, kDO LB TT,

Procedure

switch# configure terminal

switch(config)#

ary74¥al—vary E—RICADET,
switch(config)# crypto key zeroizersa MyKey

Z LM MyKey Tdh 25 RSA F— X7 ZHIBRL F7,
switch(config)# end

switch#

EXEC £— RIZEREY £7,

RithssUuTraLinzoRE I}
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AT 74 switch# copy running-config startup-config
FITHORELHBREICaE— LT, REVY 77— MEBRFFINDLEIICLET,

Example

\}

Note =z ¢ o F736 RSA F— T2l L%, CA TEDAAL /%@iﬁﬁﬂi%ﬁe;ﬂ“éi )

2. CAEHE I L T ZEV, TOFEAFELZZR L72GEIIE, FkLzTF v L
VRAT— RERMETOIMNENR DY 7, nE%%%‘ZE*@EE}Z, onpage 11] &M
LTL7Z&n,

F—AR7 LABAKERRO R
F—T LEESIER (CA) WHEFORT DI, koA~ REHALET

avv kR =)

switch# show cryptokey mypubkeyrsa| z f -, 5 RSA A% — (BT 2 H A TR S E
E

switch# show crypto ca certificates CALTAT YT 4T AEPEIZONTOFREF L
S5

switch# show crypto ca crl CA ® CRLIZOWTOEREERLET,

switch# show crypto ca trustpoints CA T A FRA Y MZOWTOFEREFERLET,

=JL ==
=% 7€ 15
Z Z TClX. Microsoft Windows Certificate %—/ 3% f# f} L T, CiscoMDS9000 7 7 I U A A v
FICREAIZEB KON CRL 2R ET D7D DOIEEBIZ R L ET,

MDS X 4 v F COIIAEDHRTE

MDS AA v FTHEAELZRET 2 FIEIZ. RO LB TT,

Procedure

ATFvF1 AL vFDOFQDN ZHELE T,

B ZEsLUT U4 LEHEDRE
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switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# switchname SwitchA

SwitchA (confiqg) #

ATFYT2 ZAAYFDODNS KAAL L LEBRELET,

SwitchA (config)# ip domain-name example.com
SwitchA (config) #

AFvT3  FFAMRA L FEERLET,

SwitchA (config)# crypto ca trustpoint myCA
SwitchA (config-trustpoint) # exit
SwitchA (config)# show crypto ca trustpoints

trustpoint: myCA; key:
revokation methods: crl
SwitchA (confiqg) #

ATV T4 AL YFDORSA F—TEERLET,

SwitchA (config)# crypto key generate rsa label myKey exportable modulus 1024
SwitchA (config)# show crypto key mypubkey rsa

key label: myKey
key size: 1024
exportable: yes
SwitchA (config) #

ATYTE  RSAF— T &L T AR KA NEBEEMNTET,

SwitchA (config)# crypto ca trustpoint myCA
SwitchA (config-trustpoint) # rsakeypair myKey
SwitchA (config-trustpoint)# exit

SwitchA (config) # show crypto ca trustpoints

trustpoint: myCA; key: myKey
revokation methods: crl
SwitchA (config) #

XTv 76  Microsoft Certificate Service ® Web f ' X — 7 = A AMBH CAEZX 7o — R LEd GREHRO
CAGEEZ ¥ 7 v — K, onpage 2245 M) |
ATYTT  FTARKA L MIBERT S CAZRELET,

SwitchA (config)# crypto ca authenticate myCA

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAOoYygAwWIBAgGIQBWDSiay0GZRPSRI1jK0ZejANBgkghkiGOwOBAQUFADCB
kDEgMB4GCSgGSIb3DQEJARYRYWlhbmRrZUBjaXNjby5jb20xCzAIJBgNVBAYTAkLO
MRIWEAYDVQQIEw1LYXJuYXRha2ExXEjAQBgNVBAcCTCUJThbmdhbGIyZTEOMAWGALUE
ChMFQ21zY28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTAIMDMyMjQ2MzdaFwOwNzAIMDMyMjUIMTdaMIGOMSAWHgY JKoZ IThveN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvVbTELMAKGAIUEBhMCSU4xEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGALIUEBxMIQmMFuUZ2Fsb3J1MQ4wDAYDVQQKEWVDaXNjbzETMBEG
AlUECxMKbmVOc3RvemFnZTESMBAGA1IUEAxMJIQXBhcmShIENBMFwwDQYJKoZIThveN
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B vosx1 v FcoanEomE

AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM87ypyzwuoSNZXOMpeRXX I
0zyBAgiXT2ASFuUOwQ1iDM8r0O/417f8RxvYKvysCAWEAAaOBvzCBVDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJyj yRoMbrCNMRU20yRhQ
GgsWhHEwawYDVROfBGOwY jAuoCygKoYoaHROcDovL3NzZSO0wOCIDZXJIORWSyb2xs
LOFwYXJuYSUyMENBLmMNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XENlcnRFbnJv
bGxcOXBhcm5hITIwQOEUY3JsMBAGCSsGAQOBY]) cVAQQDAGEAMAOGCSgGSIb3DOER
BQUAAOEAHV6UQ+8nE399Tww+KaGrO0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zex0EOEfG1Vs6mXpl//w==

END OF INPUT
Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]:y
SwitchA (config) #
SwitchA (config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/O
U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/OU
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

ATY T8 FTARRA L MIBETHZOIEATHIEHEEREZER L ET,

SwitchA (config)# crypto ca enroll myCA

Create the certificate request..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:abcl23

The subject name in the certificate will be: SwitchA.example.com
Include the switch serial number in the subject name? [yes/no]:no
Include an IP address in the subject name [yes/no]:yes

ip address:10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGAlUEAXMRVMVNYXMEMS5jaXNjby55b20wgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJAOGBALSY1UAJ2NC7jUJ1DVaSMgNIgJd2kt8rl141KY
0JC6ManNy4qgxk8VeMxXZSiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzgC7ysN/PyMwKcgzhbVpi+rargZvHtGJI91XTqdWoVkSCzXv8S
VqgyHOVEVAgMBAAGGTzAVBgkghkiGI9wOBCQcxCBMGbmJ2MTIzMDYGCSqGSIb3DQEJ
DIEPMCcwJIQYDVRORAQH/BBSwWGY IRVMVNYXMtMS59aXNjby5b2 2HBKwWH6 TwDQYJ
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSfJZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQ1l2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjja8
8a23bNDpNsM8rklwA6hWkrVLENUZEFIxgbjfngPNTZacJCUS6ZgKCMetbKytUx0=

SwitchA (config) #

AT w79 Microsoft Certificate Service ® Web A > X —7 = A ANLT AT T 47 4 iEAEEZ TR L %
T (TAT T 4T A FEHEDOER, on page 30% &)
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AT TATUT 4T 4l EE A VR LET,
SwitchA (config)# crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6qgAwIBAgGIKC)O00QAAAAAAdADANBgkghkiGOwOBAQUFADCBkDEGMB4G
CSQGSIb3DQEJARYRYW1hbmRrZUB3jaxXNiby53b20xCzAIJBgNVBAYTAKk1OMRIWEAYD
VOQOIEw1LYXJuYXRha2ExEjAQBgNVBAcCTCUJhbmdhbGOyZTEOMAWGALUEChMFQ21z
Y28xEzARBgNVBASTCmS1dHNOb3JhZ2UxEjAQBgNVBAMTCUFWwYXJuYSBDQTAeFw0w
NTExXMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
¥21zY28uY29tMIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBIQKBgQC/GNVACAjQu4lC
dQ1WkjKjSICAdpLfK5eIJSmNCQuUjGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5S5EQO8rJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8jMCnIM4AWlaY/q2g4Gb
x7TRifdV06uFqFZEgs17/Elash9LxLwIDAQAB04ICEZCCAgG8wIQYDVRORAQH/BBsw
GYIRVMVNYXMtMS57axXxNiby5ib22HBKwWH6 IwHQYDVROOBBYEFKCLi+2sspWEfgrR
bhiWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w]TEVN)skYUBOLFmxxoYGW
PIGTMIGQOMSAWHGYJKoZIThvcNAQKkBFhFhbWFuUZGt1Q0GNpc2NvLmNvbTELMAKGALUE
BhMCSU4xEjAQBgNVBAgTCUthcmbhdGFrYTESMBAGA1UEBXMIOmMFuZ2Fsb3J1MQ4w
DAYDVQQKEwWVDaXNjbzETMBEGA1UECxMKbmVOc3RvcecmFnZTESMBAGALUEAXMJIQXBh
cmS5hIENBghAFYNKJIrLQZ1ESJEiWMrR1 6MGsGA1UdHWRKMGIwLgAsoCgGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCI9BcGFybmE1MjBDQS5jcmwwMKAUOCyGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORWS5yb2xsXEFwYXJuYSUyMENBLmNybDCBigY IKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi 90dHRwO18vc3N1LTA4LONlcnRFbnJIvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAoYxZmlsZTovLlxcc3N1LTA4
XEN1cnRFbnJvbGxcc3N1ILTA4XO0FwYXJuYSUyMENBLmMNydDANBgkghkiG9w0OBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTgVpPyejtsyflw
E36cIZud4WsExREqgqxbTk8ycx7V5o=

SwitchA (config)# exit
SwitchA#

ATy TN GERAFEORELMRLET,
SwitchA# show crypto ca certificates

Trustpoint: myCA

certificate:

subject= /CN=SwitchA.example.com

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/0=Cisco/0OU
=netstorage/CN=Aparna CA

serial=0A338EA1000000000074

notBefore=Nov 12 03:02:40 2005 GMT

notAfter=Nov 12 03:12:40 2006 GMT

MD5 Fingerprint=3D:33:62:3D:B4:D0:87:A0:70:DE:A3:87:B3:4E:24:BF

purposes: sslserver sslclient ike

CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/O
U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/OU
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

ATY 12 FRAEOREFZAZ— T v T a7 4 X¥al— g VR ELET,
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SwitchA# copy running-config startup-config

ELAD CAGERAEZ Ao vO—k

Microsoft Certificate Service @ Web 1 > % —7 = A ANGLiRFER (CA) fEAEEZ X v n— R
THFIEIL, kDO LB TT,

s
filt

B IR LUTFOALIHED
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Procedure

AT 71 Microsoft Certificate Services Web f % — 7 = A ® [Retrieve the CA certificate or certificate
revocation task] 47> 3 v AR U EBEIR L, [Next] R¥ %227 Vv 7 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or othe
will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select a task:
& Retrieve the CA certificate or certificate revocation list
' Request a certificate
' Checlon a pending certificate

RithssUuTraLinzoRE I}



RABBLVT s LTEREORE |
B zarocaumsEzsy 0—F

ATV T2 FRENTZIVA MDD, FUrma—RT5CAGEAEY 7 A LV ZEIRL E£7, [Base64encoded]
7 varR&Z %7 v L, [Download CA certificate] V > 27 %27 U w27 LE7,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA certification path if you request and install a ¢
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

B BRI UTSHLEBENHE
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AT w73 [File Download] # A 7 12 /Ry 7 AT, [Open) R¥ %27V 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA

CA certification path will be installed foryou
@ Some files can harm pour computer. [F the file ink

looks suzpicious, or vou do not fully tugt the zou
zave thiz file.

Choose file to download:
A Cerificate. MilCIaar T

File name: certnew.cer
File type:  Secunty Certificate

Frorm: 10.76.45.108

[ i
DER encoded or Bas ,ri\, Thiz type af file could harm vaur cormputer if

Download CA certificate MElCEERer
Download CA certification pi whould you like to open the file or save it to yaur
Download latest certificate re

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file
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AT v 74 [Certificate] ¥4 7 1 7R v 7 AT[CopytoFilel] R Z > %27 U w27 L, [OK]ZZ Y w7 LET,

Microsoft Certificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl  Detais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Certificate. [diCua e R [Elserial number 0560 D289 ACE4 1994 4F49 1,
ESignature algorithm shalR3a4
Elssuer Aparna Cha, netstorage, Cisco,
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid to 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, Cisco,
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy to Fi

B 2ERHSUF IS VAHEORE
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Vv LET,

N e |

AT w75 [Certificate Export Wizard] &1 7 &2 7' 7R »» 7 A T [Base-64 encoded X.509 (CER)] # #&4 L, [Next]

Microzsoft Certificate Senices -- Aparna CA

It is not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
A Certificate:

Current [Aps

T DER encoded or o

Download CA certifica
Download CA certifica
Download latest cerdific

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow coras  Detais |cErtiﬁcatiDn Path |

Show: I«::F'.II} j
Field Certificate Export Wizard
_—
ESE@T” b Export File Format
alnlislla Certificates can be exparted in a var|
ESignature alg
Elssuer
E'-.-'alid Fram
E'-.l'alid ko Select the Format wou wank o use:
S subject " DER encoded hinary %509 (.
EF‘uhlic ke

{* Base-64 encoded %.509 {,CEF

i Cryptographic Message Synks
™ Include &l cethificates in

' Bersonal Information Exchant

[T Includs &l certificates in

[T Enable strong proteckion

[T Delete the private keyibk
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AT 76 [Certificate Export Wizard] %A 7 12 778 v 7 A @ [File name:] 7% A k AR > 7 AZFEH 7 7 A )V
£ AT, [Next] 227 Vw7 LET,

Microsoft Certificate Services - Apamna CA

Retrieve The CA Certificate Or Cerificate Revocation List

Certificate |

Install this CA certification path to allow. zoeal Details |.:Ertiﬁcati,m Path |

It is not necessary to manually install th - shaw: |<al> =]
CA certification path will be installed fc

Field Certificate Export Wizard
Choose file to download: = versian ;
3 - ; 5 (=] serial numbe Flelo bt

CA Certificate. [SMenaE i iERe Specify the narne of the File wou wank ¢
ESignature alr
Elssuer
E'u'alid From
E'u'alid ko File name:

 DER encoded or ¢ Esubject

Download CA certifica |ElPublic key
Dowinload CA certifica
Dowinload latest certific

[:kestoertslaparnaCa, cer

B 2ERHSUF IS VAHEORE
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AT 71 [Certificate Export Wizard] % 4 7 7 77K > 7 A® [Finish] "% %27 U v 7 LET,

It is not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
A Certificate; (NI E

T DER encoded or o

Download CA certifica
Download CA cerifica
Download latest cedific

Microsoft Certificate Senices - Aparna CA

Retrieve The CA Certificate Or Certia

Certificate

Install this CA certification path to allow cores Detais |cErtiﬁcatiDn Path |

te Revocation List

Show: Ic:AII:b

Field
E'-.-'ersiu:un
ESerial numbe
ESignature alg
Elssuer
E'-.-'alid From
[F]walid to
ESubject
EF‘uhlic ke

Com
Wize

You hay
wizard.

ou ha

File: Pz
Expart
Includ
File Fo
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AT w78 Microsoft Windows ® type =2~ > K% L T, Base-64 (PEM) B THRIF SN TS CAGE
HELERRLET,

AWINNT, system32hcmd.exe

D:stestcerts>type aparnaCl.cer

BEGIM CERTIFICATE
MIIC4jCCAoygAwI BAgIQBWDS iayAGERPERI 1 jKBZe jANBykghkiGYwBBAQUFADCE
kDEgHB4GCEgGE I h3DQEJARY RY U1 hbmRrZUB jasNijbyS jh28xC=AJBgNUBAYTAKL 1O
MRIwEAYDUQQI EwlLYXJu¥iRhaZExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xE=ARBgHUBA=TCnS 1dHNBL3JhZ2UxEjAQBgHNUBANT CUFuwY B JuY SBD
QTAe FuBuwNTA1MDMyM jO2MzdaFuBuNzA1MDHyMjU1IHT daMI GGHSAvHgY JKo ZT hucH
AQKBFhFhbUFuZGt 1GGHpc 2My LmNv bT ELHAKGAIUEBhHCEU4xEjAQBgMUBAgTCUth
cm5hdGFrY¥TESMBAGALUEBxHJQnFuZ2F=zh3J1HQ4uDAY DUQQKEWUDaiNjbhzETHBEG
ALUECxHKbmUBc 3IRvemFnZTESHBAGALUEAXxMJQX BhcmShl ENEHFuwwDQY JKoZ1 hucH
AQEBBQADS wAwSAJBAMY . -7h3 +DEJPANBz IHHz JuNccHMB Yypuzuuo SHNZEOMpe REXE T
OzyBAgidT2ASFulOwql iDHErO0./41 jf BRxv Y Kv y= CAWEAAaOBv=zCBuvDALBgHUHGRE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EFgQUJy jyRoMh»CHNHRU2 O uRh
GgsWhHEwaw¥ DURBE BGQuY jAuoCygKoYoaHRBec DovL3NzZ8 BuwQCeDER JBRUS yb2 ks
LAFuY X JuYSUyMENBLmNubhDAwo CogLIYgZmleZTovLl xcc3N1LTA4R EN1cnRFhndu
hGxc QX BhemShdT I wQBEWY 3JsHBAGCE s GAQQBy jc VAGQADAGEAMABGCE gGE T h3DQER
BQUAABEAHuvEUG+8nE3??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea
MEG7EBoMG6zexBEQEf GilUsbmB pl »ru==

END CERTIFICATE

D:stestcerts

TATUTA4T4BAEDEX

PKCS#10 CRS % {# i L T Microsoft Certificate V—/"N—{Z7 A T T 4 T 4 fEBHEZ TR T2
FEIZ, ko LB TI,

R
il
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| BEBBLUT O LERRORE
71577471 anzosx i

Procedure

AT w71 Microsoft Certificate Services Web f % — 7 = 4 A LD [Request a certificate] 7 A4 K ¥ > %%
L. [Next] ZEN L F7,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or othe
will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select a task:

" Retrieve the CA cerificate or certificate revocation list
& Request a certificate
' Checlon a pending certificate
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B 77 7 7 amgoEx

ATw T2 [Advanced Request] 7 A4 RZ U ZEIR L, [Next| 227V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

B 2ERHSUF IS VAHEORE
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AT 73 [Submita certificate request using a base64 encoded PKCS#10 file or a renewal request using a base64
encoded PKCS#7 file] 7> a > RF 8RR L, [Next) R¥ 27V v 7 LET,

Microsoft Certificate Serices - Apama CA

Advanced Cerificate Requests

You can request a cerificate for yourself, another user, or a computer using one of the |
cerification authority (CA) will determine the cerificates that you can obtain.

T Submit a certificate reguest to this CA using a form.
& Submit a certificate reqguest using a basetd encoded PHCS #10 file or a renewal |

¢ Request a certificate for a smart card on behalf of another user using the Smart e
You must have ah enroliment agent certificate to submit a request for another user.

AT w74 Saved Request 7% A b 7R 7 AT base64 PKCS 10 FEFAEE R 2 ~<—Z F L, [R (Next) | %
7V w7 LET,

MDS AA v FDay Y —LAinb, GEAEERNa—INET GEFEFEES ZRO AR, on
page 113 L UMDS A A » F CTOREHE DX E, on page 18% S M)

gipsLvrosLanzon: i
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Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PHCS #10 cerificate request or PRCS #7 renewal regquest ge:
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

VovHOvEwvAgMEBAAGT=AVEgkghkiGo wDBCchCBHGﬁ;I
DAEpMCowI QYDVEORAQH BESwGY IRV Y ENC M35 ]
Basebd Encoded |FoZIhvelAQEEEQADGTEAKTE0EERGQ0Enj0sDEZVH
Cerificate Request |PELrNeWUE/ pweHayE0l2 T3iecoNwe 12415133 TEF 2
(PKCE #10 or #); [882 30NDpNsHErklvAehTkr VLENUZEF Jxoh J £ngPH

————— END CERTIFICATE REQUEST---——-—

4| |

Erowse for a file to insert.

Additional Attributes:

Attributes: -
4 k

B BRI UTSHLEBENHE
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ATFYTE CAT RI=ZRAPL—ZMOiFHENREITENDET, 1 ~2 BB ET,

Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reqguest has been received. However, you must wait for an administrato
Flease return to this web site in a day or twio to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

BrRsrvTreaLiEREoEE I
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ertification Authority

ATv 76 CAEHEFIZLVAMATERDEEINET,
C

f—

C
!

Hom  Wiew |J¢' -P|||@

Tree I

@ Certification Authority (Local)
El@ Aparna Ch

i Revoked Certificates
[ Issued Certificates
43 Pending Requests

.| Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Regquest Sul:urq

----- BEGIM ME. ..
Refresh
Help |

Taken Under Submission

<] |

I |C|:|ntains operations that can be performed on the object,

REARBLUT UL IGIAEDHRE
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AT w71 Microsoft Certificate Services Web - > 4% — =7 = A A ® [Check on a pending certificate] 47" =2
VARHEUEBIRL, [Next] RZ %2270 v 7 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select a task:

" Retrieve the CA cerificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate

RithssUuTraLinzoRE I}
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ATv78 BT HAEEZRZ®INL, [Next] #7 V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checl:

Saved-Reguest Cerificate (12 Mo 20058 20:30:22

B 2ERHSUF IS VAHEORE
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AT w79 [Base 64 encoded] # ¥4 L, [Download CA certificate] V> 7 %27 UV v 7 LET,

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was 15sued to you.

T DER encoded or & Base 64 encoded

1 Download CA cerdificate
| Download CA certification path

’.e-.-@.‘i-.
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ATy 710

ATFvyINn

[File Download] # A 7 a2 77K v 7 AT, [Open] %7 U v 27 LET,

Microsoft Certificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

_ —
€ DER encoded of & Base 6

i Download CA certificate Some files can harm vour computer. I the file infarmati
== Download CA cerdification path looks suzpicious, or vou do nob fully st the source, d
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm your computer if it cor
malicious code,

Wwiould you like to open the file or zave it ta your comp

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

[Certificate] # A 7 7 77K v 7 A C [Details] ¥ 7% 27 U v 7 L, [CopytoFilel hRZ > %27 U v
L £7, [Certificate Export Wizard] % A 7 1 7' 7K v 7 A C [Base-64 encoded X.509 (.CER)] 4~

B 2ERHSUF IS VAHEORE
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va v AR EBRIRL, [Next] A%

5
a

_f Certificate

General Details |Certificatinn Path I

71457571571 mnE0ER ]

Y7y LET,

Show: I::.ﬁ.ll:b j
Field | Yalue | -
E'-.-'ersiu:un W3
=] serial number 0433 SEAL 0000 0000 0074
Eﬁignature algorithm shalRSA

Elssuer
E'-.-'alid Fram
[F]valid to
ESubject

EF‘ul:uIil: key

Aparna CA, netstorage, Cisca. ..
12 MNopember 2005 3:32:40

12 Mopember 2006 3:42:40
Vegas-1.cisco.com

F58 (1024 Bits)

[

Edit Properties, ..

Copy to File...

Cisco Systems, Inc.

- S - E

Certificate Export Wizard

Expott File Format
Certificates can be exported in

IR

Sieleck the Format wou wank ko u
™ DER encoded binary ¥.5i

i* Rase-54 encoded ¥.509

. Cryptographic Message !

[ | Include &l cerbificate

£ Personal Information Ex

[ | Include all cerkificate
" | Enable strong protec
[T | Celete bheiprivate ke
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AT T 12 [Certificate Export Wizard] % A 7 & 77K > 7 A @ [File name:] 7% A b AR > 7 A8 7 7 A )L
LEANSL, Next] #27 U w27 LET,

Cisco Systems; Inc.

[ Cestificate | 21
_.1 General Details | Zertification Path I é, = E -
=":" Shiota; I::.ﬁ.ll:b j
o 2 |
E'-.-'ersinn W3
=] serial number 0433 SEAL 0000 0000 0074
ESignature algarithm shalR5A
Elssuer Aparna CA, netsborage, Cisca. ..,
[=]valid from 12 Mopember 2005 8:32:40
o 12 Noperber 2006 5:42:40
E Subject Vegas-1.cisco.com
[Fpublic key RSA (1024 Bits) |

Certificate Export Wizard

File to Export
Specify the name of the File vou want bo exp

File name:

Edit Properties. .. Copy to F L'\ kestcertsmyID. cer

B 2ERHSUF IS VAHEORE
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ATy 713

71457571571 mnE0ER ]

Show: | <Al -]
Field | Yalue i -

E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |

Edit Fraperties. .. Copy to F

- 55

Comple
Wizard

ou have s
wizard.

fou have sp

File Mame

Export ke
Include all
File Format
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AT 714 Microsoft Windows @ type =~ > K&l L T, base-64 fF5LIERXDT A 7 7 4 7 1 fEHIE
EFRALET,

D:stestcerts>tupe mylD.cer
BEGIN CERTIFICATE
MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
UQQI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAB3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21z¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKByQC GNUACA jOud1 G
dQ1 Wk jHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKSbkoa?xWYAuBrDf =8 jHCn I H4WH a¥ g2 g4Gh
wIRif AUB6uFgFZEg=17-Elazsh?LxLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWEf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyoxo ¥ GU
pI GTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGA1UE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGA1UEAxMJQX Bh
cmShl EHNBghAFYNEJrLQZ1E?JJEilMr»R16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybhmE1MFBDASS jemuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZEJARWS yh2 s KEFuY X JuY S U yMENBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥YSUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
HEM1cnRFhbndubhGxcc3N1LT A48 8FwY S JuY SU yMENBLmMyd DANBykghkiG?wABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT k8 yecx?USo=
END CERTIFICATE

D:stestcerts>

ERAEMEYIEL

Microsoft CA EHE 7' v 7'F A% L CGGEBELZ RV ETFIEX. KoLV TT,

Procedure

AT 71 Certification Authority > U —C, Issued Certificates 7 + V¥ %27 U v 7 LE9, URA Db,
K SELAEELL7 Y v 7 LET,

R
il

B ZERsLUTF UL LARED



| BERBLUTSRILEREDH

AT w 72 [All Tasks] > [Revoke Certificate] % HR L £,

amzomysl

{3 Certification Authority

J Ackion  Wiew |J o= | [| |@

Tree I

@ Certification Authority {Local)
El@ Aparna Cé
i Revoked Certificates

{‘3 Issued Certificates
-] Pending Requests

------ (L] Failed Requests

Reguest I | Requester Mame | Binary Certificate | Serial Mumber |
a9 S3E-0&IUSR_55... - BEGIN CERTI... 7E6263d000000000
an SSE-0AMIUSR_55... - BEGIN CERTI... 7862643d00000000
'.:Jl SSE-084IUSR_S5... - BEGIN CERTI... 7E6264d900000000
92 SSE-03\IUSR_S5... - EEGIMN CERTIL... 7c32731800000000¢
93 S3E-0IUSR_55... - EEGIN CERTIL... 7c32¥g2700000000c
94 S3E-0IUSR_S55.., - BEGIN CERTL... 7c327aa700000000c
95 S3E-0IUSR_55.., - BEGIN CERTIL... 7327847 00000000C
o5 S3E-0IUSR_55.., - BEGIN CERTIL... Vcaddc22000000000
'?J'?J S3E-0&IUSR_55... - BEGIMN CERTI... 021a9d1a00000000
100 SSE-0AMIUSR_55... - BEGIMN CERTI... 1c1013cFO00000000
101 SSE-084IUSR_S5... - BEGIM CERTI... 1c10d19100000000¢
102 SSE-03\IUSR_S5... - BEGIN CERTI... 2b4eb36700000000
103 S3E-0IUSR_55... - BEGIM CERTI...  453bab43000000001
104 S3E-0IUSR_S55.., - BEGIMN CERTI... <ebSh3z700000000
105 S3E-0IUSR_55.., - BEGIN CERTI... <fE0054 1000000000
106 S3E-0IUSR_55.., - BEGIMN CERTI... <fdFeSa<4000000000
107 S3E-0&IUSR_55... - BEGIMN CERTI... SF3edc96000000000
108 SSE-0AMIUSR_55... - BEGIMN CERTI... SF413d2000000000C
109 SSE-084IUSR_S5... - BEGIM CERTI... 17b22deS00000000
110 SSE-03\IUSR_S5... - BEGIN CERTI... 17b30&87a00000000
111 S3E-0IUSR_55... - EEGIN CERTL... 1leaZS0e00000000
112 S3E-0IUSR_S55.., - BEGIMN CERTI... 170beaSb00000000
113 S3E-0IUSR_55.., - BEGIN CERTI... <aafffze000000000
114 S3E-0IUSR_55.., - BEGIN CERTIL... VScceetc000000000
115 S3E-0&IUSR_55... - EEGIN CERTIL... 78e341a100000000

116

<

onkains operations that can be perfarmed on the object,

RithssUuTraLinzoRE I}



RABBLVT s LTEREORE |
HEAEOmYH L

ATwF3 [Reasoncode] K2 v 77X JANNLRGOBEHZRINL, [Yes] 227V v 7 LET,

i Certification Authori = S
|J fckion  Yiew |J¢' -Pl ||
Tree I Request I | Requester Mame | Binary Certificate | Serial Mumber |
(£ Certfication Authority (Local) Elas SSE-081IUSR_55... ----- BEGIN CERTL.. 786263d00000000000SS
=3 Aparna Ca Edan SSE-ORIUSR_SS.., - BEGIN CERTL... 7862643d00000000005:
(1] Revoked Certificates Ela SSE-O8VIUSR_SS.., - BEGIMN CERTL... 786264d900000000005E
a Issued Certificates 92 SSE-084IUSR_S5... - BEGIN CERTIL... Fc32781800000000005:
L] Pending Requests Elos SSE-08\IUSR_SS... - BEGIN CERTL... 7c32782700000000005
------ (] Failed Requests Edoq SSE-D8\IJSR_SS.., --—---BEGIM CERTIL... 7c32783700000000005:
95 S3E-0IUSR_S55.., - BEGIMN CERTI... 7C32784700000000005F
Elas e e & S iaasoas 0000062
ifi i : 7
B Certificate Revocation 3 el  onhis
100 Are pou sure you want to revoke the selected certificate(s]? 000064
101 honoooss
10z “f'ou may zpecify a reazson for this revocation. NOO000GE
103 Reason code: HO0000G:;
104 Unspecified =] 000006
105 jn000063
106 G R D00006
107 0000060
108 L 000006
109 SSE-0AMIUSR_55... - BEGIMN CERTI... 17b22ded00000000006:
110 SSE-084IUSR_S5... - BEGIM CERTI... 17b3067a00000000006
111 SSE-03\IUSR_S5... - BEGIM CERTI... 11ea3S0a00000000006F
112 S3E-0IUSR_55... - BEGIM CERTI...  170beadbO00000000070
113 S3E-0IUSR_S55.., - BEGIMN CERTI... <aafffz2e000000000071
114 S3E-0IUSR_55.., - BEGIN CERTIL... 78cceebc00000000007:
115 S3E-0IUSR_55.., - BEGIN CERTIL... 78e341a6100000000007:
116 S3E-0RIUSR_S55.., - BEGIMN CERTIL... Da338eal0000000000y:
1] |

B B IRBLUTOALIRENE




| BERBLUTSRILEREDH

AT v 74 [Revoked Certificates] 7 +/V %% 7 U v 27 LT,

cRLoferie 28 |

AEPAEOR Y H L 2R TRB L OHER L £77

{& Certification Authority

Jﬂctiun Wiew |J¢' -P|||@

Tree I

58

% Cerkification Authority {Local)

Aparna Ch

evoked Certificates
(L] Issued Certificates
(L] Pending Requests
(L] Failed Requests

Request ID l Requester Mame | Binary Certificate | Serial Mumber |
15 S3E-0IUSR_55... - BEGIM CERTI.., SdaeS3cd000000000
16 SSE-ORIUSR_55.., - BEGIM CERTI... Sdbl40d43000000001
17 SSE-08IUSR_S5... - BEGIM ZERTI.., Sezd?clbO00000000
12 SSE-03\IUSR_S5... - BEGIM CERTI..., 1Adb4Faro00000000!
19 SSE-0FIUSR_55... - BEGIN CERTIL... 261c3924000000000C
20 S3E-0IUSR_55.., - BEGIM CERTI.,, 262bS202000000001
21 S3E-0IUSR_S55.., - BEGIM CERTI.., 2634c7f2000000000
22 S3E-0IUSR_S55.., - BEGIM CERTI.., 2635b00000000000C
23 S3E-0IUSR_55... - BEGIMN CERTIL... 28485040000000001¢
24 SSE-ORIUSR_55.., - BEGIMN CERTIL... 2az7635700000000¢
25 SSE-08IUSR_S5... - BEGIM CERTI.., 3F8SchF7000000000;
26 SSE-03\IUSR_S5... - BEGIM CERTI.., GedbSFEFO00000000!
27 SSE-0FIUSR_55... - BEGIM CERTI... 725b59d300000000(
28 S3E-0IUSR_55.., - BEGIN CERTL... F35a387300000000C
29 S3E-0IUSR_S55.., - BEGIN CERTL... 148511c7000000000
30 S3E-0IUSR_S55.., - BEGIN CERTL... 14a7170100000000t¢
3l S3E-0IUSR_55... - BEGIM CERTI.., 14fc45hS0O00000000
32 SSE-ORIUSR_55.., - BEGIM CERTI.., 486ceS0bO00000000
33 SSE-08IUSR_S5... - BEGIM CERTIL... <cata3aal00oo00oc
4? SSE-03\IUSR_S5... - EEGIM CERTI... 1aaSSc8el00000000
&3 SSE-0FIUSR_55... - BEGIM CERTI.,. 3f0845dd000000000
(a1} S3E-0IUSR_55.., - BEGIM CERTI.,, 3f61967e000000000
82 S3E-0IUSR_S55.., - BEGIN CERTIL... &313c463000000000
96 S3E-0IUSR_S55.., - BEGIN CERTIL... Fc3g6le3000000000
'.:J? S3E-0IUSR_55... - BEGIMN CERTIL... 7Fceee3S1000000000
116 SSE-ORIUSR_55.., - BEGIMN CERTIL... 0a338eal00000000rC

ol

CRL D ERL & 2B

Microsoft CA HHE 71 /T A% H LT CRL Z#1ERB L OABRT2FIE X, kOEBY T

TO
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Procedure

REARBLUVTCaLEREORTE |

AT F1 [Certification Authority] /& C, [Action] > [All Tasks] > [Publish] % &R L £,

{3 Certification Authority

Jﬂl:th:un Yiew |J¢'-l‘|| |@

Al Tasks Publish Request ID | Requester Mame | Binary Certificate | Serial Mumber |
¢ Refresh by (Local) 15 SSE-08YIUSR_S5... - BEGIN CERTI... 5dae53:d00000000000f
E: Export Lisk. .. 16 SSE-08IUSR_S5... - BEGIM CERTI.., Sdb140d3000000000011

= 17 SSE-08\IUSR_sS5... - BEGIM CERTI.., Se2d7clb000o00o00o] |

Fkeiics 13 SSE-DE\IUSR_55.., - BEGIN CERTI... 16dbefSf000000000012

Help 19 S3E-0IUSR_55...  --—--- BEGIM CERTIL... 261c392400000000001:

ZEI S3E-0&IUSR_55.., - BEGIM CERTI.., 262b520200000000001:

21 S3E-0IUSR_55..,  --—--- BEGIM CERTI.., 2634c7fz000000000015
22 S3E-0#IUSR_55..,  --—--- BEGIM CERTI.., 2635b00000000000001:
23 SSE-OAIUSR_S55...  --—--- BEGIM CERTI... 2643504000000000001°
24 SSE-08IUSR_S5... - BEGIM CERTI... 2az76357000000000011
25 SSE-08\IUSR_sS5... - BEGIM CERTI.., 3fS8chfFo00000000019
26 S3E-08\IUSR_55... - BEGIM CERTI... &e4bSFSF000000000015
2? S3E-0IUSR_55...  --—--- BEGIM CERTI.., 725b&9d300000000001
28 S3E-0&IUSR_55.., - BEGIM CERTI... 735ad87300000000001¢
29 S3E-0IUSR_55..,  --—--- BEGIM CERTIL... 148511c700000000001¢
3EI S3E-0#IUSR_55..,  --—--- BEGIM CERTIL... 14a7170100000000001¢
31 SSE-OAIUSR_S55...  --—--- BEGIM CERTI..., 14Fc45hS00000000001F
32 SSE-08IUSR_S5... - BEGIM CERTI.., 486ceS0b000000000020
33 SSE-08\IUSR_sS5... - BEGIM CERTI... 4ca4aZaald0oo0ooo0osz ]
4? S3E-08\IUSR_55... - BEGIM CERTI... 1aaS5ce0000000000zf
63 S3E-0IUSR_55...  --—--- BEGIM CERTI.., 3f0&845dd00000000003F
E-E- S3E-0&IUSR_55.., - BEGIM CERTI.., 3f619b7e00000000004 2
82 S3E-0IUSR_55..,  --—--- BEGIM CERTI... 6313c4a300000000005;
'_ZJE. S3E-0#IUSR_55..,  --—--- BEGIM CERTIL... 7cC3861e300000000006C0
'.:J? SSE-OAIUSR_S55...  --—--- BEGIM CERTI... 7Fcoee3S100000000006]
116 SSE-08IUSR_S5... - BEGIM CERTI... 0a338eal00000000007:
| |
Conkains operations that can be performed on the object, o
REARB LUV TORILGAZEDRH |



| BERBLUTSRILEREDH

cLogyro—r [

AT 72 [Certificate Revocation List] # A4 7 2 7R v 7 AT [Yes|#27 U7 L, &#H® CRL ZALE

| Requester Mame

| Binary Certificate

| serial Mumber

Tree I Request I
@ Certification Authority (Local) 15
EI@ dparna Ch Bie
4759 Revoked Certificates 7 b
([ Issued Certificates 15
; ([ Pending Requests 19
.| Failed Requests P52 ]
F5: 31
F5: e
5

SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
S3E-08\IUSR_SS. .,
SSE-08\IUSR_SS..,
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..

----- BEGIM CERTIL..
----- BEGIM CERTIL..
----- BEGIM CERTIL..
----- BEGIM CERTIL...
----- BEGIM CERTIL..
----- BEGIM CERTI...
----- BEGIM CERTI...
----- BEGIM CERTI...
----- BEGIM CERTI...

Yes Mo

Edae53cd00000000
5db140d300000000
Se2d 700000000
16db4FEf000000000
261C392400000000i
262b520200000000
2634 C7F 200000000
2635b00000000000
2643504000000000

& The last published CRL is skill valid and can be used by clients, Are wou sure ywou wank

752 e}
75 e

F5: ok
F5;

Edes
P52 [
752 [
5 [T

75 BN
s

al

SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
S3E-08\IUSR_SS. .,
SSE-08\IUSR_SS..,
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...

----- BEGIM CERTIL..
----- BEGIM CERTIL..
----- BEGIM CERTIL..
----- BEGIM CERTIL...
----- BEGIM CERTIL..
----- BEGIM CERTI...
----- BEGIM CERTI...
----- BEGIM CERTI...
----- BEGIM CERTIL..
----- BEGIM CERTIL..

14Fc45b500000000C
486ce30b00000000i
4cada3aal0o0oooo
1aa55cSe00000000
3FDE45dd00000000;
3f619b7e00000000;
631 3c63000000001
FCI861e3000000001
FrbeedS 1000000001
05338221 00000000

[

CRLOAo>ro—Fk

Microsoft ££> CA @ Web ¥4 25 CRL 24 v u— K35 FE X, kO LBV T,

RithssUuTraLinzoRE I}



REARBLUVTCaLEREORTE |
B crosyoo—¢

Procedure

AT 71 Microsoft Certificate Services Web f % — 7 = A A _E® [Request the CA certificate or certificate
revocation list] 7' g > ARHZ U EFEIRL, [Next| R¥ %27V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
& Retrieve the CA certificate or certificate revocation list
' Request a certificate
' Checlon a pending certificate

B BRI UTSHLEBENHE |



| BEBBLUT O LERRORE

cLogyro—r [

AT w72 [Download latest certificate revocation list] Y > 7 &7 U v 7 L £,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA certification path if you request and install ;
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (il el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

RithssUuTraLinzoRE I}
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RABBLVT s LTEREORE |

AT w73 [File Download] ¥4 702/ AR> 7 AT, [Savel &7 Vv 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Certificate: (il aar e e

T DER encoded or & Ea
Download CA cerdificate

Download CA cerification ¢

Download latest certificate t

B BRI UTSHLEBENHE

Install this CA certification path to allow your computer to trust cerificates issued from this

It i5 not necessary to manually install the CA RS
CA certification path will be installed foryoL @

Some files can harm vour computer. [F the file infarmati
looks suzpicious, or you do not fully trugt the zource, d
zave thiz file.

File name: certcrl.cil
File type:  Certificate Revocation List
Frorm: 10.76.45.108

YWould pou like to open the file or zave it to your comp

Open | Save Canicel

¥ Always ask before opening thiz type of file




| BARBLUTSHNEREORTE

cLosyon—rk ]

ATY T8 [Save As]| XA T R TRy 7 A5 T7T 7 ANV EANTIL, [Savel 227 UV v 7 LET,

Microsoft Certificate Services -- Aparna CA,

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA ¢

ificati ke i _ m— T
CA certification path will be installed for you & e

Save in: I ] testcerts

Choose file to download:
CA Certificate; (6ol e

T DEF encoded or & Base

Download CA cerdificate

Download CA certification pa .mi\
Download latest certificate re

documents

ky Cormpuiter
e

File name: Iaparnam.crl
Save az type: IEertificate Reva

BrRsrvTreaLiEREoEE I



RARBLUTCaLEREORE |
B ocroqox—t

AT w75 Microsoft Windows ® type =~ > KZ{#iH LT, CRL #F/RrRLFE7,
ﬁﬁ!;

[] A
H 13 H
i BaBCAG [ 0 g BOQH 3 A e H FudBCG
i ; 2t Mg Y DU G By ] : A
H A DUQG D jAME BAoTH H Y D GG
2 ; : Y DUGGD ; QAEXDTE 1A o % DTE
() 0 . ARAAARAR NTH ] Ol o
IO i b § :
] H ARARAARAR TH ] 0 Ly O) ARAAARAR
: I i 4AMDE AW j b § : :
llll:::l TH ] 0 (] ARAAARAR [ ]
ANz AMMA 0 GE QI AAAAAANORDTALMD [
0 T BerMUHRU [ o BA [ ] R 2 Aaaaannn [ ] - 0Da [} [
DURBUBAMEAQ 5 6=zgAAARAADE DU Ol ik Pg
ARAAARAR [ n A A ] R Hr g ARAAAA
[ ) AMDA i b PNARAAAAAPFuE : :
[ AAAAAARBA ] v ] 0 (] e ARAAAA [} ] A
AMMA o GE b1 : ASAAARRABI RDTALMD
0 ARARAAARAR ] O A A 0 ARARAAARAR [
: QuMI RaMB A AAAAAABUR DT ALMD I ANU o
ARAARAAAAR ] [ (1A A A 0 BAAAARAAARAR [ ) [ ]
: : AAAAAABgR DT ALMD 0 P4 LS wARRAAAGH
] O A A ) ARAAARAR [ n H
AAAAAABsKDTALMD 0 AAARARAHE IO
A A 0 [ ARAAARAR [ n H AAAAAAH
DT A1 ME 0 : QAAARARE Ol O i i b
() ARARAAARAR [ n O ] H oboAAAAAR NTH ]
IAMLC DL OT A : b g
5 ISMD O] B : : 0T i1l MDkwOT DABOFo
: I AbAgpE0 5 : :
H ARARAAAA NTH ] ] 0 O0oQARAARAR
H ) I LF ¥ 3 I DURA jBH oA Ho H OyHRh(
! Hil Hil AQAwDG 0 g BQA DQOA 11l
D Hm3 b8 [ B H b 3
| 13 H

CRLOA ViRk— k

CRL # CAIZKGET D b T A MRA v MZA A — T HFIEL, ROEEBY TT,
Procedure

ATYT1 CRL77A/NV%EMDS AA v F DT~ 7T vallat—LET,

SwitchA# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

ATFw T2 CRLEZBELET,

SwitchA# config terminal
SwitchA (config)# crypto ca crl request myCA bootflash:aparnaCA.crl

s
bl

B ZERsLUTF UL LARED



FARE S UTORILGEREDH

ATvT3

caLos>i—+ i

SwitchA (config) #

CRL DNEEFRLET,

SwitchA (config)# show crypto ca crl myCA

Trustpoint: myCA
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
Revocation Date: Jul 14 00:33:56 2005 GMT
Serial Number: S5DAE53CD00000000000F
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15 2005 GMT

RithssUuTraLinzoRE I}
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REARBLUVTCaLEREORTE |

Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 261C3924000000000013
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 262B5202000000000014
Revocation Date: Jul 14 00:33:10 2005 GMT
Serial Number: 2634C7F2000000000015
Revocation Date: Jul 14 00:32:45 2005 GMT
Serial Number: 2635B000000000000016
Revocation Date: Jul 14 00:31:51 2005 GMT
Serial Number: 26485040000000000017
Revocation Date: Jul 14 00:32:25 2005 GMT
Serial Number: 2A276357000000000018
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 3F88CBF7000000000019
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 6E4B5F5F00000000001A
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 725B89D800000000001B
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 735A887800000000001C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 148511C700000000001D
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 14A7170100000000001E
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 14FC45B500000000001F
Revocation Date: Aug 17 18:30:42 2005 GMT
Serial Number: 486CE80B000000000020
Revocation Date: Aug 17 18:30:43 2005 GMT
Serial Number: 4CA4A3AA000000000021
Revocation Date: Aug 17 18:30:43 2005 GMT
Serial Number: 1AA55C8E00000000002F
Revocation Date: Sep 5 17:07:06 2005 GMT
Serial Number: 3F0845DD00000000003F
Revocation Date: Sep 8 20:24:32 2005 GMT
Serial Number: 3F619B7E000000000042
Revocation Date: Sep 8 21:40:48 2005 GMT
Serial Number: 6313C463000000000052
Revocation Date: Sep 19 17:37:18 2005 GMT
Serial Number: 7C3861E3000000000060
Revocation Date: Sep 20 17:52:56 2005 GMT
Serial Number: 7C6EE351000000000061
Revocation Date: Sep 20 18:52:30 2005 GMT
Serial Number: OA338EA1000000000074 <-- Revoked identity certificate
Revocation Date: Nov 12 04:34:42 2005 GMT
Signature Algorithm: shalWithRSAEncryption
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44:8e:a7:94:97:af:02:09:a26:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2pb:00:2f:d2:6e:cl:
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Table2: CAH & UT 2 IILEIBAED /NS A —2 DT I+ )L ME

INTHA—7H TIHIE
N7 AN ARA b 2L
RSA F— ~7 L
RSA F— X7 DIl Switch FQDN
RSA F— X7 DEY 2 —/)b 1024
RSA ¥— X7 D=7 AR— DAL | Yes
N7 A NRA Y FORBTF = v 2 FA | CRL
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