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show sdl info SSL 8.4(2)
SSH 213
8.3(1)
The 20
attribute-admin
keyword was added for
the rule command.
LDAP 636 LDAP [8.2(1) LDAP
SSL TLS
55
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CHAPTER 2

Cisco MDS 9000 NX-0OS SAN

Cisco MDS 9000 NX- OS

Cisco NX-0S
Cisco Product Security Incident Response Team
PSIRT Cisco
NX-0S
* FIPS, on page 3
. , 0N page 4
* AAA , 0N page 4
* [P ACL, on page 5
* PKI, on page 5
* SSH ,0n page 5
* |Psec, on page 6
* FC-SP DHCHAP, on page 6
. , 0N page 6
« Fibre Channel Common Transport , on page 7
. , 0n page 7
* TrustSec , 0N page 7
FIPS
FIPS 140-2
FIPS 140-2
FIPS
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https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-psirt-infographic.pdf

FIPS
FIPS FIPS
RBAC
Cisco MDS 9000
VSAN
RADIUS TACACS+
AAA ID
Cisco MDS 9000
RADIUS TACACS+ AAA
MDS 9000 AAA
MDS 9000
RADIUS TACACS+ AAA
. AAA Cisco MDS 9000
CLI SNMP AAA
* RADIUS AAA
/ Cisco RADIUS Cisco MDS
9000
RADIUS
« TACACS+ MDS 9000 AAA
TACACS+
UNIX Windows NT TACACS+

TACACS+
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Pact ||

RADIUS TACACS+ AAA
IP ACL
IP
Cisco MDS 9000 IP ACL
ID
IP ACL IPv4 IPv6
PKI MDS 9000
PKI
IP IPSec IKE
SSH
PKI
SSH Cisco NX-OS CLI
SSH
Telnet SSH SSH
* Rivest, Shamir, Adelman RSA SSH2
* DSA SSH2
RSA SSH Cisco MDS 9000
DSA SSH SSH
DSA SSH
SSH , 0N page 215
ssh key
Caution  SSH aaaauthentication login default none
1 1
Enter

Cisco MDS 9000 9.x .
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SSH SSH Telnet
, 0n page 211

IPsec

IP Security IPSec
Internet Engineering Task Force IETF
IPSec

IPsec IPSec

FC-SP DHCHAP

Fibre Channel Security Protocol FC-SP

Diffie-Hellman
DH Challenge Handshake Authentication Protocol DHCHAP Cisco MDS 9000
FC-SP DHCHAP CHAP
Diffie-Hellman
FC-SP
FC-SP
FC- SP-2
FS-SP DHCHAP FC-SP DHCHAP
World-Wide Name WWN
SAN

, 0N page 275
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Fibre Channel Common Transport .

Fibre Channel Common Transport

FC-CT
HBA
Fibre Channel Common Transport ,on
page 301
ISL
Exchange Fabric Membership Data EEMD
FICON
,0npage
305
TrustSec
Cisco TrustSec Fibre Channel-Security Protocol FC-SP
FC-SP
Diffie-Hellman DH Challenge Handshake
Authentication Protocol DHCHAP FC-SP
TrustSec Fibre Channel Common Transport
on page 301

Cisco MDS 9000 9.x .
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CHAPTER 3

FIPS

FIPS 140-2
FIPS 140-2
FIPS
FIPS
S
Note  Cisco MDS NX-OS 8.3(1) FIPS  Cisco MDS Cisco
MDS NX-0S 7.X FIPS FIPS
FIPS
Cisco FIPS 140 1 FIPS
. , 0n page 9
« FIPS , on page 10
« FIPS , 0n page 11
* FIPS , on page 11
FIPS
. 8
* Telnet SSH

* RADIUS/TACACS+
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FIPS

B res

* SNMP v1 v2 SNMP v3

AES/3DES  SHA

* VRRP
A\
Note Cisco NX-0OS 83 1

. FIPS  IPsec FIPS

IKE FCIP
* SSH RSA1
* FIPS Cisco MDS NX-0S 8.1 x Cisco MDS NX-0S
82 1 8.2 x
FIPS
. Security Protocol FCSP Network Time Protocol NTP Cisco
MDS FIPS
FIPS 140-2 Cisco MDS MD5
FCSP NTP FIPS
* Cisco MDS NX- 0S 8.5(1) ssh-rsa SHA1
FIPS SSH ssh-rsa
SSH RSA rsa-sha2-256
NX-OS SSH
FIPS
Procedure
Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal

2 | no ssh keytypesall ssh-dss
Example: ssh-dss FIPS

. Cisco MDS 9000 9.x



| FPs

FIPS

FIPS

FIPS B

Command or Action

Purpose

switch(config)# no ssh keytypes all

FIPS

fips mode enable

Example:
switch(config)# fips mode enable

FIPS

copy running-config startup-config

Example:

switch(config)# copy running-config
startup-config

reload

Example:
switch(config)# reload

This command will reboot the system.

y/n)? [n]y

FIPS

no fips mode enable

Example:

switch(config)# no fips mode enable

FIPS

FIPS

show fips status

switch(config)# show Fips status
is enabled

FIPS

fips mode enable FIPS

FIPS

Cisco MDS 9000

-
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FIPS
Cisco MDS 9000

KAT

FIPS
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Cisco MDS 9000
RBAC
. RBAC , on page 13
. , on page 18
. , 0N page 26
. , On page 32
. , 0N page 34

RBAC

Cisco MDS 9000
RBAC

256
expire

Cisco MDS 9000 9.x .




RBAC

. bin daemon adm Ip
sync shutdown halt mail news uucp operator games gopher ftp nobody nscd
mailnull rpcuser xfs gdm mtsuser ftpuser man sys
* sSnmp-server user username
expire
YYYY-MM-DD
. internal
network-admin
Caution  Cisco MDS NX-0OS TACACS+
RADIUS +
_ - \
AAA
. 8
. "abcd"
. "aaabbb"
* If2CoM18

. Cisco MDS 9000
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RBAC

« 2004AsdfLkj30
« Ch1955S21

CiscoMDS NX-0S

TACACS+ RADIUS LDAP AAA
S
Note
Procedure
1 switch# configureterminal
2 switch(config)# password strength-check
no

3 switch(config)# exit
4 switch(config)# show password strength-check

5 switch(config)# copy running-config startup-config

Cisco MDS 9000 9.x .
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Procedure

1 switch# configureterminal

2 switch(config)# username usam password abcd123AAA expire 2003-05-31

usam abcd123AAA
2003-05-31

3 switch(config)# username msam password 0 abcd12AAA role networ k-oper ator

msam 0
abcd12AAA 64

4 switch(config)# username user 1 password 5 $1$UgOR6Xqb$z.HZIMK.ZGr9VHG67a
userl 5 1@*asdsfsdfjh! @df

Note

SNMP

5  switch(config)# username usam role networ k-admin

network-admin usam

6  switch(config)# no username usam role vsan-admin

vsan-admin usam

7 swﬂch(conﬁg)# username admm $hkey ssh-rsa

9  switch(config)# username usam ssh-cert-dn usam-dn dsa

usam SSH X.509 DSA

. Cisco MDS 9000 9.x
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10 switch(config)# username user 1 ssh-cert-dn user1-dn rsa

userl SSH X.509 RSA

11  switch(config)# no username admin ssh-cert-dn admin-dn dsa

admin SSH X.509

clear user
vsam
switch# clear user vsam
show users
switch# show users
admin pts/7 Jan 12 20:56 (10.77.202.149)
admin pts/9 Jan 12 23:29 (user.example.com)
admin pts/10 Jan 13 03:05 (dhcp-10-10-1-1.example.com)
admin pts/11 Jan 13 01:53 (dhcp-10-10-2-2.example.com)

show user-account

switch# show user-account userl

user:userl
this user account has no expiry date
roles:network-operator
no password set. Local login not allowed
Remote login through RADIUS is possible

switch# show user-account

show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:usam

Cisco MDS 9000 9.x .
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expires on Sat May 31 00:00:00 2003
roles:network-admin network-operator
user:msam
this user account has no expiry date
roles:network-operator
user:userl
this user account has no expiry date
roles:network-operator
no password set. local login not allowed
Remote login through RADIUS is possible

Cisco MDS 9000
RBAC

1
2
1 2
\}
Note
TechDocs
Cisco NX-0S
 network-admin  Cisco NX-OS /

. Cisco MDS 9000 9.x



RBAC

* network-operator show sub Cisco NX-0S

« server-admin  Cisco NX-OS

network-operator show sub
. show accounting configuration
. show bootvar Variables
. consistency checker

RS

Tip

« data-corruption display data inconsistency errors
e eemtest EEM test publisher commands

« fcdroplatency  show switch or network latency

e hosts show information about DNS

e line show the line configuration

* locked-users all locked users

* port-group-monitor show port-group-monitor information
e port-monitor show port-monitor information

* pss display pss information

e radius-cfs show radius cfs state

. show running system information

. . show security information

« startup-config show startup system information

. show trunk information

Cisco MDS 9000 9.x
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RBAC

Note  network-admin

Procedure

1 switch# config terminal

2 switch(config)# role name techdocs
switch(config-role)#

3 switch(config)# no role name techdocs

techdocs

4 switch(config-role)# description Entire Tech Docs group

1

5 switch(config-role)# no description

Tech Docs

CiscoMDS NX-0S 83 1

admin
rule ]

. Cisco MDS 9000 9.x
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RBAC

\)

Note « attribute-admin[ rule ]
attribute-admin

attribute-admin

* attribute-admin Dplug
* attribute-admin show system internal kernel memory
global detail show tech-support details

Procedure

1 switch# config terminal

2 switch(config)# role name techdocs
switch(config-role)#

3 switch(config)# no role name techdocs

techdocs

4 switch(config-role)# rule rule-number attribute-admin
5 switch(config-role)# no rule 1 attribute-admin

( )

6 switch# showuser-account user-name

Cisco MDS 9000 9.x .
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RBAC

2 3 network-admin
S
Note read-write
network-admin
A show A
network-admin A showrole
rule
config clear show
exec debug FSPF VSAN fcping
S
Note exec CLI show debug clear CLI
EXEC
L]
)
Note 0
A
rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit config feature ssh
rule 2 permit config feature ntp
rule 1 permit config feature tacacs+
1

rule 1 permit config feature dpvm

. Cisco MDS 9000 9.x
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A B
L]
A

rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit config feature ssh

rule 2 permit config feature ntp

rule 1 permit config feature tacacs+

B 2

rule 6 permit config feature dpvm
rule 2 deny config feature ntp

A B 2 A B
A B
rule 6 permit config feature dpvm
rule 5 permit show feature environment
rule 4 permit show feature hardware
rule 3 permit config feature ssh
rule 2 permit config feature ntp —--—--——————-—- > Overridden rule
rule 1 permit config feature tacacs+

Procedure

1 switch# configureterminal

2 switch(config)# role name sangroup

switch(config-role)#

sangroup

3 switch(config-role)# rule 1 permit config
switch(config-role)# rule 2 deny config feature fspf
switch(config-role)# rule 3 permit debug feature zone

switch(config-role)# rule 4 permit exec feature fcping

sangroup spf config
zone debug
fcping EXEC

Cisco MDS 9000 9.x .
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B s
4 switch(config-role)# norule 4
4 sangroup  fcping
Example
3 1 sangroup config
2 sangroup
FSPF sangroup fopf
config
VSAN
VSAN VSAN
VSAN
1 VSAN VSAN
VSAN
D
Note \SAN ENTERPRISE_PKG
Cisco MDS 9000 Family NX-OS Licensing Guide
S
Note VSAN E
F
FL
Tip VSAN VSAN
VSAN VSAN MDS fcdomain  VSAN
VSAN
VSAN VSAN F FL
VSAN VSAN
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VSAN B

VSAN
VSAN

Note * VSAN show show

Procedure

1 switch# configureterminal

2 switch(config)# role name sangroup

switch(config-role)#
sangroup

3 switch(config)# vsan policy deny
switch(config-role-vsan)#

VSAN deny VSAN

4 switch(config-role)# no vsan policy deny
VSAN
per mit
5 switch(config-role-vsan)# per mit vsan 10-30

VSAN 10 30

6 switch(config-role-vsan)# no permit vsan 15-20

VSAN15 20
VSAN 10 14 21 30

Cisco MDS 9000 9.x .
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Cisco Fabric Services CFS

* VSAN VSAN

Note syslog"%VSHD-4-VSHD_ROLE_DATABASE_OUT OF SYNC"
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Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# role commit

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# role abort

Cisco MDS 9000
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Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# role distribute

3 switch(config)# norole distribute

clear role session

A

Caution

switch# clear role session

showrole

. Cisco MDS 9000 9.x
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switch# show role

Role: network-admin
Description: Predefined Network Admin group. This role cannot be modified.
Vsan policy: permit (default)

1 permit clear *
2 permit config *
3 permit debug *
4 permit exec *
5 permit show *

Role: network-operator
Description: Predefined Network Operator group. This role cannot be modified.
Vsan policy: permit (default)

1 permit show *(excluding show running-config, show startup-config)
2 permit exec copy licenses

3 permit exec dir

4 permit exec ssh

5 permit exec terminal

6 permit config username

Role: server-admin
Description: Predefined system role for server administrators. This role
cannot be modified.
Vsan policy: permit (default)

1 permit show *
2 permit exec install
Role: priv-15
Description: This is a system defined privilege role.
Vsan policy: permit (default)

1 permit show *
2 permit config *
3 permit clear *
4 permit debug *
5 permit exec *

Role: priv-14
Description: This is a system defined privilege role.
Vsan policy: permit (default)

Role: priv-13
Description: This is a system defined privilege role.
Vsan policy: permit (default)

Role: priv-12
Description: This is a system defined privilege role.
Vsan policy: permit (default)

Role: priv-11
Description: This is a system defined privilege role.
Vsan policy: permit (default)

Role: priv-10
Description: This is a system defined privilege role.
Vsan policy: permit (default)

Role: priv-9
Description: This is a system defined privilege role.

Cisco MDS 9000 9.x .




Vsan policy:
Role: priv-8
Description:
Vsan policy:
Role: priv-7
Description:
Vsan policy:
Role: priv-6
Description:
Vsan policy:
Role: priv-5
Description:
Vsan policy:
Role: priv-4
Description:
Vsan policy:
Role: priv-3
Description:
Vsan policy:
Role: priv-2
Description:
Vsan policy:
Role: priv-1
Description:
Vsan policy:
Role: priv-0
Description:
Vsan policy:

permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

This is a system
permit (default)

defined

defined

defined

defined

defined

defined

defined

defined

defined

privilege

privilege

privilege

privilege

privilege

privilege

privilege

privilege

privilege

role.

role.

role.

role.

role.

role.

role.

role.

1 perm
2 perm
3 perm
4 perm
5 perm
6 perm
Role: default-

Command-type

it show
it exec
it exec
it exec
it exec
it exec
role

enable
ssh
ping
telnet
tracer

oute

Description: This is a system defined role and applies to all users.

Vsan policy:

permit (default)

Rule Type
1 perm
2 perm
3 perm
4 perm
5 perm

switch# show r
Distribution:

. Cisco MDS 9000

Command-type

it show
it show
it show
it show
it show
ole status
Enabled

9.x

system
snmp

module
hardwa
enviro

re
nment

show role

show role status

RBAC
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Session State: Locked
Last operation (initiated from this switch): Distribution enable
Last operation status: Success

show role pending
show role pending

1. rolenamemyrole myrole
2. rulel permit config feature fspf
3. show role pending

switch# show role pending

Role: network-admin
Description: Predefined Network Admin group. This role cannot be modified
Access to all the switch commands
Role: network-operator
Description: Predefined Network Operator group. This role cannot be modified
Access to Show commands and selected Exec commands
Role: svc-admin
Description: Predefined SVC Admin group. This role cannot be modified
Access to all SAN Volume Controller commands
Role: svc-operator
Description: Predefined SVC Operator group. This role cannot be modified
Access to selected SAN Volume Controller commands
Role: TechDocs
vsan policy: permit (default)
Role: sangroup
Description: SAN management group
vsan policy: deny
Permitted vsans: 10-30

Rule Type Command-type Feature
1. permit config *
2. deny config fspf
3. permit debug zone
4. permit exec fcping

Role: myrole
vsan policy: permit (default)

1. permit config fspf

show role pending-diff

switch# show role pending-diff
+Role: myrole
+ wvsan policy: permit (default)

e
+ Rule Type Command-type Feature

e
+ 1. permit config fspf

Cisco MDS 9000 9.x .
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CLI  SNMP Cisco MDS 9000
SNMP CLI
CLI SNMP
SNMP NDFC
Figure 1:
Bwitzh 1
Comimon Fiokes 1'1\\

R netwioak ackmin

Fucdes: samgronsg

-,
Drascription. Predefined network admin \ H“\q—-;p
access o all lhe swiich commands i ™ ;
Fucde: nelwark-openaton
[escrgpiion- Predelmed nelwork operaton
access o show commands and sekecled E

Drescrplion: SAN managesmenl group

",

Fade  Type Command-typs Featmes

1. permE iy * =
2 darny cradiy fepd
3 permi by 2ong
4. perm BB fcpang E
1.
‘local’
2.
3. LDAP/AAA
LDAP/AAA
SNMP CLI
, 0n page 18
9.X

CLI
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cLl SNMP

1 VSAN
SNMP CLI

* SNMP  CISCO-COMMON-ROLES-MIB
Cisco MDS 9000 Family MIB Quick Reference

*« CLI rolename

SNMP GET SET NOTIFY 3 CLI
DEBUG SHOW CONFIG CLEAR EXEC 5
S
Note  NOTIFY CLI  syslog
CLlI SNMP

Table 1: CLI SNMP
CLI SNMP
DEBUG Ignored
SHOW GET
CONFIG SET
CLEAR SET
EXEC SET

my_role CLI SNMP
CLI SNMP

switch# show role name my_role
Role:my_role
vsan policy:permit (default)

Rule Type Command-type Feature
1 permit clear *
2 deny clear ntp
3. permit config *
4. deny config ntp
5 permit debug *
6 deny debug ntp
7 permit show *

Cisco MDS 9000 9.x .
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8. deny show ntp
9. permit exec *
“
Note 4 CONFIG NTP 9 NTP MIB
SET EXEC SNMP SET
Table 2:
Cisco MDS network-operator
AAA
1821
1813
RADIUS 1
RADIUS 1
TACACS+
TACACS+
TACACS+ 5
AAA
VSAN Permit
250 KB

. Cisco MDS 9000 9.x
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SSH

Telnet

Cisco MDS 9000 9.x .
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AAA

AAA ID
Cisco MDS 9000
Remote Access Dial-In User Service RADIUS Terminal Access
Controller Access Control device Plus TACACS+ AAA
ID
AAA
AAA
AAA AAA
AAA
. , 0n page 38
. AAA , 0n page 39
. , 0N page 49
« AAA , 0N page 51
* LDAP , 0N page 52
* RADIUS , 0N page 69
. , 0n page 83
. , 0n page 84
* TACACS+ , 0N page 86
. , On page 103
* AAA , on page 107
* CHAP , 0n page 113
* MSCHAP , 0n page 114
. AAA , On page 116
. , On page 117
« Cisco Access Control Servers , 0n page 119

Cisco MDS 9000 9.x .
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. , 0N page 126
Cisco MDS 9000
CLI SNMP
CLI
CLI Telnet SSH
* RADIUS
RADIUS , 0N page 69
* TACACS+
TACACS+ , 0N page 86
AAA , 0n page 116
FC- SP
FC-SP DHCHAP
SNMP
SNMP SNMPv1 SNMPv2c SNMPv3
SNMP Cisco MDS 9000 NDFC
SNMP
SNMP NDFC  Device Manager
SNMP Cisco MDS 9000 NX-OS Family System
Management Configuration Guide
Fabric Manager  Device Manager Cisco Fabric Manager Fundamentals

Configuration Guide

. Cisco MDS 9000 9.x
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CLI Fabric Manager SNMP Cisco MDS
9000 AAA
ID ID
Cisco MDS 9000
1
RADIUS TACACS+
)
Note  Fabric Manager AAA
passwordA
Cisco MDS
. network-operator
. network-admin
64
. GUI Fabric Manager Device
Manager GUI
. AAA
. AAA
AAA
S
Note 1
network-operator
Cisco MDS 9000 9.x
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AAA
RADIUS TACACS+ AAA
AAA
* AAA
AAA
. 1 AAA IP
. AAA AAA
. Ethernet LAN AAA
Cisco Fabric Manager IP Services Configuration Guide Cisco MDS 9000

Family NX-OS Configuration Guide
. SAN 1

AAA LAN

AAA
AAA AAA
AAA
AAA

CiscoMDS

. Cisco MDS 9000 9.x
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Cisco MDS 9000 AAA
AAA
* Telnet SSH Fabric Manager Device Manager
* iSCSI Cisco Fabric Manager IP Services Configuration Guide Cisco MDS
9000 Family NX-OS IP Services Configuration Guide
+ FC-SP FC-SP DHCHAP
AAA
none 3
Caution  Cisco MDS NX-0OS
TACACS+ RADIUS
+ = _ - \
AAA
)
Note 1
AAA
RADIUS
RADIUS 40
AAA CLI

Cisco MDS 9000 9.x .
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Table 3: AAA

AAA

Telnet SSH

Cisco Fabric Manager aaa authentication login default
Device Manager

aaa authentication login console

FC-SP aaa authentication dhchap default

aaa accounting default

Note Telnet SSH

error-enabled

Remote AAA servers unreachable; local authentication done.

aaaauthenticationlogin error-enable

no aaa authentication login error-enable

show aaa authentication login error-enable

AAA

switch# show aaa authentication login error-enable enabled

AAA

AAA AAA AAA
MDS AAA AAA
MDS
AAA AAA
AAA MDS AAA

. Cisco MDS 9000 9.x



AAA AAA
SNMP MDS
AAA Figure 2: AAA , On page 43
Figure 2: AAA
Alive and Process Response from
Application used ) remote server
request
o
response
Alive |e_i|;||rld.,[ Atlgsﬁiﬁgnd Test Mﬁspéﬁkets :"‘ Dead
jirecte
Test AAA request
Deadand [ Desd limer axpired <
testing - g
D
Note
AAA AAA
RADIUS ,onpage 69 RADIUS
, 0N page 82
ID ID
ID
Cisco MDS 9000
1 RADIUS TACACS+
ID
TACACS+
AAA
CiscoNX-0S AAA

RADIUS TACACS+

Cisco MDS 9000 9.x
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B

AV
Procedure
1 Cisco MDS 9000 Telnet SSH Fabric
Manager/Device Manager
2
AAA
. AAA AAA
. AAA
3 AAA
* AAA RADIUS cisco-av-pair
*« AAA TACACS+
1
. AAA show aaa user
default-role network-operator
4
AAA
Cisco NX-OS AAA

. Cisco MDS 9000 9.x



Procedure

TACACS+

TACACS+
Command or Action Purpose
configureterminal
Example:
switch# configure terminal
switch(config)#
aaa user default-role AAA

Example:
switch(config)# aaa user default-role

no

exit
Example:
switch(config)# exit
switch#
(Optional) show aaa user default-role AAA
Example:
switch# show aaa user default-role

Cisco MDS 9000 9.x
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B acacs:

Incoming

Found a
RADIUS server

RADIUS
Lookup

105229

TACACS+

1 switch# configureterminal

2 switch(config)# aaa authorization

3 switch(config)# aaa authorization config-commands

config Layer2 Layer3

. Cisco MDS 9000 9.x



switch(config)# aaa authorization config-commands default group tacl

TACACS+

switch(config)# aaa authorization commands

EXEC AAA

switch(config)# aaa authorization commands default group tacl

TACACS+

switch(config)# aaa authorization commands default group local

TACACS+

switch(config)# no aaa authorization command default group tacl

. TACACS+
* AAA none
none 1
RBAC
AAA
AAA
show

switch# show aaa authorization all
AAA command authorization:

default authorization for config-commands:

default authorization for commands: local
cts: group radl

switch# show aaa user default-role
enabled

Cisco MDS 9000

4.x

local

9.x




AAA

ssh/telnet

CLI

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# show run aaa all

aaa authentication login default fallback error local
aaa authentication login console fallback error local

3 switch(config)# no aaa authentication login default fallback error local
WARNING!!I! Disabling fallback can lock your switch.

Note
default  console

A

Caution

Access Control Server ACS

switch# terminal verify-only username sikander

switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature telnet

% Success

switch(config)# feature ssh

% Success

switch(config)# end

% Success

switch# exit

. Cisco MDS 9000 9.x
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\)

Note

test aaa authorization command-type

switch(config)# test aaa authorization command-type commands user ul command "feature
dhcp”
% Success

Cisco MDS 9000 DoS

login block-for
login block-for

* Telnet SSH
login quiet-mode access-class ACL

switch# configureterminal

2 Cisco MDS 9000 DoS
switch(config)# login block-for 100 attempts 2 within 100

Note

ACL

switch(config)# login quiet-mode access-class myacl

4 EXEC

Cisco MDS 9000 9.x .
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switch(config)# exit
switch# show login

switch# show login failures

100 15 100
ACL myacl

switch(config)# login block-for 100 attempts 15 within 100
switch(config)# login quiet-mode access-class myacl

show login

switch# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.

IT more than 15 login failures occur in 100 seconds or less, logins will be disabled for
100 seconds.

Switch presently in Normal-Mode.

Current Watch Window remaining time 49 seconds.

Present login failure count O.

show login

switch# show login

Quiet-Mode access list myacl is applied.

Switch is enabled to watch for login Attacks.

If more than 15 login failures occur in 100 seconds or less, logins will be disabled for
100 seconds.

Switch presently in Normal-Mode.

Current Watch Window remaining time 49 seconds.

Present login failure count O.

show login failures

switch# show login failures

. Cisco MDS 9000 9.x
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Procedure

Information about last 20 login failures with the device.

Username TimeStamp Line Source Appname
admin Wed Jun 10 04:56:16 2015 pts/0 10.10.10.1
admin Wed Jun 10 04:56:19 2015 pts/0 10.10.10.2

show login failures

switch# show login failures

*** No logged failed login attempts with the device.***

AAA

RADIUS

switch# configure terminal

switch(config)#

switch(config)# radius-server deadtime 10
RADIUS 10
0 1440

switch(config)# radius-server timeout 20f

RADIUS 20
1 60

switch(config)# radius-server retransmit 2

RADIUS 2

Cisco MDS 9000 9.x
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login




AAA |

B o

0 5

5 switch(config)# radius-server test username username password password idle-timetime

RADIUS

6 switch(config)# radius-server test username username passwor d password no

RADIUS

Example

)

Note  TACACS

radius  tacacs

AAA
. AAA AAA
AAA

. 0

. 0
Lightweight Directory Access Protocol LDAP Cisco NX-0S

LDAP UNIX Windows NT
LDAP CiscoNX-0S
LDAP LDAP

LDAP LDAP 1

LDAP

. Cisco MDS 9000 9.x
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LDAP / TCP TCP
389 Cisco NX-0OS LDAP
\}
Note Ciscol0S CLI Cisco NX-0S
Cisco 10S
LDAP TCP
LDAP
baseDN cn
DN DN
DN DN baseDN
bindDN  baseDN +
append-with-baseDN append-with-baseDN  cn=$userid
\)
Note LDAP
userPassword
LDAP
« Cisco NX-0OS 64 LDAP
* Cisco NX-OS LDAP 3
* Cisco NX-0S LDAP
* OpenLDAP

Cisco MDS 9000

-
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B o

* Microsoft Active Directory

« Cisco MDS NX-0OS 81 1 Secure Sockets Layer SSL LDAP
SSL 3 Transport Layer Security TLS 10 12
* DNSSEC DNS
. Cisco NX-0S AAA
CiscoNX-0S
AAA

* Cisco MDS LDAP

» LDAP Cisco MDS

test AD Cisco
MDS
* LDAP Cisco MDS AAA
LDAP "test" AD "testgroup”
Cisco MDS "testgroup”
Cisco MDS LDAP
Cisco MDS "test"
"network-admin" Cisco MDS AAA
LDAP
"test" Cisco MDS LDAP
AD "test"
testgroup test network-admin
LDAP
* LDAP IPv4 IPv6
« Cisco NX-0S AAA LDAP
9.x

. Cisco MDS 9000
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LDAP

Cisco NX-0S LDAP
LDAP

LDAP

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# featureldap
LDAP

3 switch(config)# exit

switch#

4 switch# copy running-config startup-config

LDAP

LDAP Cisco NX-0S

LDAP

SSL

64 LDAP

Cisco MDS 9000 9.x .
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LDAP

rootDN

Procedure

Procedure

\)

AAA

Note LDAP IP

LDAP LDAP
LDAP

Cisco NX-0S

LDAP

LDAP

switch# configure terminal

switch(config)#

switch(config)# Idap-server host 10.10.2.2
LDAP IPv4 IPv6

switch(config)# exit

switch#

switch# copy running-config startup-config

rootDN

LDAP DN

LDAP RootDN

switch# configure terminal

switch(config)#

switch(config)# ldap-server host 10.10.1.1 rootDN cn=manager,dc=acme,dc=com password

Ur2Gd2BH timeout 60

. Cisco MDS 9000 9.x
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LDAP rootDN

LDAP TCP
1 65535 TCP
389

5

3 switch(config)# exit

switch#

4 switch# show ldap-server

LDAP

5 switch# copy running-config startup-config

60

1 AAA
LDAP
AAA
Cisco MDS NX-0S 6.2(1) Cisco MDS 9000
LDAP LDAP
N
Note . 1
1
LDAP
Cisco MDS 9000 9.X
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Procedure

10

AAA

switch# configure terminal

switch(config)#

switch(config)# aaa group server Idap L DAPServer1
switch(config-ldap)#
LDAP LDAP

switch(config-ldap)# server 10.10.2.2
LDAP LDAP
LDAP Idap-server host

switch(config-ldap)# authentication compare passwor d-attribute TyuL 8r

LDAP

switch(config-ldap)# enable user-server-group

LDAP
LDAP

switch(config-ldap)# enable Cert-DN-match
DN

switch(config)# exit

switch#

switch# show |dap-server groups

LDAP

switch# show run Idap
LDAP

switch# copy running-config startup-config

. Cisco MDS 9000 9.x
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LDAP

Cisco NX-OS LDAP LDAP
LDAP LDAP
LDAP
Cisco NX-OS LDAP LDAP

LDAP
LDAP

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# ldap-server timeout 10

LDAP 5
1 60

3 switch(config)# exit

switch#
4 switch# show ldap-server

LDAP

5 switch# copy running-config startup-config

LDAP

LDAP LDAP

Cisco MDS 9000 9.x .
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LDAP

LDAP

1 switch# configureterminal

switch(config)#
2 switch(config)# |dap-server host 10.10.2.2 timeout 3

3 switch(config)# exit

switch#

4 switch# show ldap-server
LDAP

5 switch# copy running-config startup-config

LDAP

TCP LDAP
Cisco NX-OS LDAP 389

LDAP

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# ldap-server port 789

LDAP TCP
TCP 389 1 65535

. Cisco MDS 9000 9.x
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Procedure

switch(config)# exit

switch#

switch# show |dap-server

LDAP

switch# copy running-config startup-config

LDAP

TCP

switch# configure terminal

switch(config)#

switch(config)# Idap-server host 10.10.2.2 port 200

LDAP TCP
389 1 65535

switch(config)# exit

switch#

switch# show |dap-server

LDAP

switch# copy running-config startup-config

Cisco MDS 9000

LDAP

LDAP

9.x

TCP
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B o ssL
LDAP Secure Sockets Layer SSL
Cisco NX-0S
LDAP SSL
LDAP SSL
Cisco NX-0OS LDAP SSL Cisco
NX-0S LDAP
TLS (SSL ) LDAP RFC4513
ID
IP
(CN)
RFC4513 CiscoNX-0S

[

Configuring Certificate Authorities and Digital Certificates ]

)

Cisco MDS NX-0S 82 1 TCP 636
LDAP SSL TLS
enable-sd SSL

SSL LDAP
1 switch# configureterminal

switch(config)#
2 switch(config)# |dap-server host 10.10.2.2 enable-sd

LDAP SSL

3 switch(config)# exit

switch#

4 switch# copy running-config startup-config

. Cisco MDS 9000 9.x
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LDAP
LDAP LDAP
Referral-disable
SSL LDAP
1 switch# configureterminal
switch(config)#
2 switch(config)# ldap-server host 10.10.2.2 referral-disable
LDAP
3 switch(config)# exit
4 switch# copy running-config startup-config
LDAP
LDAP LDAP

LDAP

Cisco MDS 9000 9.x .
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Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# Idap search-map mapl
switch(config-ldap-search-map)#

LDAP

3 1

switch(config-ldap-search-map)# userprofile attribute-name description search-filter
“(&(objectClass=inetOrgPerson) (cn=%userid))” base-DN dc=acme,dc=com

2

switch(config-ldap-search-map)# userprofile attribute-name “memberOf” search-filter
“(&(objectClass=inetOrgPerson) (cn=%userid))” base-DN dc=acme,dc=com

CRL DN
user-switchgroup DN
LDAP
Note
* Cisco MDS NX-0S 9.3 2a NLDAP 128
* LDAP rootDN baseDN Cisco MDS NX-0S 9.3(2a)

512

4 switch(config-ldap-search-map)# exit
switch(config)#
LDAP

5 switch(config)# show ldap-search-map
LDAP

6 switch# copy running-config startup-config

. Cisco MDS 9000 9.x
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LDAP Cisco
NX-0S LDAP
S
Note 0 LDAP
LDAP
Procedure
1 switch# configureterminal
switch(config)#
2 switch(config)# |dap-server deadtime5
60
3 switch(config)# exit
switch#
4 switch# show ldap-server
LDAP
5 switch# copy running-config startup-config
LDAP AAA
LDAP AAA

Cisco MDS 9000
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AAA

Procedure

AAA |

Before you begin

LDAP SSH

switch# configure terminal

SSH
SSH

a.

SSH

LDAP AAA
switch(config)# aaa authorization ssh-publickey default {group group-list | local}

ssh-publickey SSH LDAP
group-list LDAP
AAA local
LDAP rootDN

switch(config)# ldap-server host {ipv4-address | ipv6-address | hostname} rootDN root-name
[password password [port tcp-port [timeout seconds] | timeout seconds]]

LDAP
switch(config)# ldap search-map map-name

switch(config-ldap-search-map)# user-pubkey-match attribute-name attribute-name sear ch-filter
search-filter base-dn

CRL DN
user-switchgroup DN
LDAP

switch(config-ldap-search-map)# user profile attribute-name “member Of” sear ch-filter
“(& (obj ectClass=inetOr gPer son)(cn=%userid))” base-DN dc=acme,dc=com

LDAP LDAP

switch(config-ldap-search-map)# aaa group server Idap group-name

LDAP LDAP

switch(config-ldap)# server {ipv4-address| ipv6-address | host-name}

. Cisco MDS 9000 9.x
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[SSH SSH Certificate ]

a. LDAP AAA
switch(config)# aaa authorization ssh-certificate default group L DAPServer1 L DAPServer2

ssh-certificate LDAP
group-list LDAP
AAA local
b. LDAP rootDN

switch(config)# Idap-server host {ipv4-address | ipv6-address | hostname} rootDN root-name
[password password [port tcp-port [timeout seconds] | timeout seconds]]

c. LDAP
switch(config)# Idap search-map map-name

d.
switch(config-ldap-search-map)# user-certdn-match attribute-name attribute-name sear ch-filter
search-filter base-dn

e CRL DN
user-switchgroup DN

LDAP

switch(config-ldap-search-map)# user profile attribute-name “member Of” sear ch-filter
“(& (obj ectClass=inetOr gPer son)(cn=%userid))” base-DN dc=acme,dc=com

f. LDAP LDAP
switch(config-ldap-search-map)# aaa group server Idap group-name

g. LDAP LDAP

switch(config-ldap)# server {ipv4-address| ipv6-address | host-name}

What to do next
SSH

1. IP IP ,on
page 155

, 0N page 156

Cisco MDS 9000 9.x .
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LDAP

LDAP

Procedure

LDAP
LDAP

switch# configure terminal

switch(config)#

switch(config)# no feature ldap

LDAP

switch(config)# exit

switch#

switch# copy running-config startup-config

Example

Reference, Release 5.0(1a)

LDAP

feature ldap

Idap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show ldap-server groups

. Cisco MDS 9000 9.x
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Idap search-map sO

userprofile attribute-name description search-filter
(&(objectClass=inetOrgPerson) (cn=$userid)) base-DN dc=acme,dc=com
exit

show ldap-search-map

LDAP AAA
aaa authorization ssh-certificate default group LDAPServerl LDAPServer2
exit
show aaa authorization

LDAP
Table 4: LDAP
LDAP
LDAP
LDAP
0
5
60
test
Cisco
Cisco MDS 9000 RADIUS AAA
RADIUS
RADIUS /
Cisco RADIUS Cisco MDS 9000
RADIUS
RADIUS

Cisco MDS 9000 9.x
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RADIUS

RADIUS

Procedure

AAA

Fabric Manager RADIUS
. RADIUS
Cisco NX-OS 9000 RADIUS
RADIUS Extended Access Protocol EAP;
HMAC-MD5 EAP
Cisco Fabric Services CFS RADIUS
radius-server attribute message-authenticator Cisco MDS NX- OS 9.4

Cisco MDS 9000

switch# configure terminal
switch(config)#

RADIUS RADIUS message-authenticaton

switch(config)# radius-server attribut message-authenticator

RADIUS message-authenticator

switch(config)# exit

RADIUS

switch# show radius-server etransmission count:1l
timeout value:5
deadtime value:0
message-authenticator attribute:enabled source interface:any available
total number of servers:4
following RADIUS servers are configured:
following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

. Cisco MDS 9000 9.x
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Procedure

RADIUS

RADIUS shared secret:*****x**
timeout:60

switch# copy running-config startup-config

|Pv4

64 RADIUS RADIUS

RADIUS IPv4

switch# configure terminal

switch(config)# radius-server host 10.10.0.0 key HostK ey
RADIUS

HostKey

switch(config)# radius-server host 10.10.0.0 auth-port 2003

RADIUS UbP
10.10.0.0 2003
65366

switch(config)# radius-server host 10.10.0.0 acct-port 2004
RADIUS UbP

1813 0 65366

switch(config)# radius-server host 10.10.0.0 accounting

Note
authentication  accounting

switch(config)# radius-server host 10.10.0.0 key 0 abcd

Cisco MDS 9000 9.x
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B reous IPv6

64

7 switch(config)# radius-server host 10.10.0.0 key 4 da3Asda2ioyuoiuH
64

RADIUS IPv6

RADIUS IPv6

Procedure

1 switch# configureterminal

2 switch(config)# radius-server host 2001:0DB8:800:200C::417A Key HostK ey

RADIUS radius-server key
2001:0DB8:800:200C::417A
HostKey

3 switch(config)# radius-server host 2001:0DB8:800:200C::417A auth-port 2003

RADIUS UDP
2001:0DB8:800:200C::417A 2003 1812
0 65366

4 switch(config)# radius-server host 2001:0DB8:800:200C::417A acct-port 2004

RADIUS UDP
1813 0 65366

5 switch(config)# radius-server host 2001:0DB8:800:200C::417A accounting

Note
authentication  accounting

6 switch(config)# radius-server host 2001:0DB8:800:200C::417A key 0 abcd
64

7 switch(config)# radius-server host 2001:0DB8:800:200C::417A key 4 da3AsdaZioyuoiuH

. Cisco MDS 9000 9.x
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DNS

RADIUS DNS

switch# configure terminal

switch(config)# radius-server host radius2 key HostKey
RADIUS

switch(config)# radius-server host radius2 auth-port 2003

RADIUS UDP
radius2 2003
65366

switch(config)# radius-server host radius2 acct-port 2004

RADIUS UbP
1813 0

switch(config)# radius-server host radius2 accounting

authentication  accounting

switch(config)# radius-server host radius2 key 0 abcd

RADIUS DNS .

64

radius-server key

radius2 HostKey
1812 0
65366
64

switch(config)# radius-server host radius2 key 4 da3Asda2ioyuoiuH

Cisco MDS 9000 9.x
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B reous
RADIUS
RADIUS RADIUS
64 ASCII
RADIUS
radius-server host RADIUS
key
RADIUS
RADIUS
Procedure
1 switch# configureterminal
2 switch(config)# radius-server key AnyWord
RADIUS AnyWord
3 switch(config)# radius-server key 0 AnyWord
RADIUS 0
AnyWord
4 switch(config)# radius-server key 7 abe4dDFeeweo000
RADIUS 7
RADIUS
RADIUS

. Cisco MDS 9000 9.x



RADIUS .

\)

Note

RADIUS

Procedure

1 switch# configureterminal

2 switch(config)# radius-server timeout 30

RADIUS+
1
1440
3 switch(config)# no radius-server timeout 30
1
RADIUS 1
5
RADIUS
RADIUS
Procedure
1 switch# configureterminal
2 switch(config)# radius-server retransmit 3
RADIUS 3

3 switch(config)# no radius-server retransmit

Cisco MDS 9000 9.x .




AAA

B reous
1
RADIUS
RADIUS
1
MDS RADIUS
\
Note 0
RADIUS
Procedure

1 switch# configureterminal
2 switch(config)# radius-server host 10.1.1.1 test idle-time 20

3 switch(config)# no radius-server host 10.1.1.1 test idle-time 20
0

RADIUS
RADIUS

test

. Cisco MDS 9000 9.x

1

1440

test



A\

Note RADIUS

RADIUS

Procedure

1 switch# configureterminal

2 switch(config)# radius-server host 10.1.1.1 test username testuser

testuser test
test

3 switch(config)# no radius-server host 10.1.1.1 test username testuser

testuser

4 switch(config)# radius-server host 10.1.1.1 test username testuser password Ur2Gd2BH

testuser
MDS RADIUS

S
Note 0 0 RADIUS

RADIUS , 0N

page 40

S
Note RADIUS RADIUS

Cisco MDS 9000 9.x .




AAA

B reous

Procedure

1 switch# configureterminal

2 switch(config)# radius-server deadtime 30

1 1440

3 switch(config)# no radius-server deadtime 30

0

RADIUS

64 RADIUS RADIUS

RADIUS
RADIUS

MDS RADIUS

)

Note 0
RADIUS

RADIUS
on page 69

RADIUS
RADIUS
test
test

. Cisco MDS 9000 9.x



RADIUS .
A
Note RADIUS
RADIUS
RADIUS , 0N page 69
Cisco SAN-OS 3.0(1) RADIUS
\)
Note RADIUS
1
RADIUS
RADIUS
Procedure
1 switch# test aaa server radius 10.10.1.1 test test
test test RADIUS
2 switch# test aaa server radius 10.10.1.1 testuser Ur2Gd2BH
testuser Ur2Gd2BH RADIUS
Note
, On page
93

Cisco MDS 9000

9.x




AAA |

RADIUS
MDS RADIUS
RADIUS
user name@hostname hostname

RADIUS
S
Note Telnet

MDS RADIUS

Procedure
1 switch# configureterminal
2 switch(config)# radius-server directed-request
RADIUS

3 switch(config)# no radius-server directed-request

Example

RADIUS show tacacs-server directed-request

switch# show radius-server directed-request

disabled

IETF RADIUS
VSA
IETF 26 VSA
RADIUS
1 ID

. Cisco MDS 9000 9.x



VSA B

9 1 cisco-avpair.

protocol : attribute separator value *

protocol separ ator =
*
Cisco MDS 9000 RADIUS
RADIUS RADIUS
VSA
VSA
Cisco NX-0OS VSA
* Shell Access-Accept
« Accounting Accounting-Request
Cisco NX-0OS
*roles
vsan-admin
storage-admin “vsan-admin storage-admin”
Access-Accept VSA RADIUS
shell
2
shell:roles="network-admin vsan-admin”
shell:roles**“network-admin vsan-admin”
VSA  shél:roles**“network-admin vsan-admin” VSA
« accountinginfo RADIUS
Account-Request VSA RADIUS
PDU
AAA SNMPv3
/ cisco-av-pair

shell:roles="roleA roleB ..."

Cisco MDS 9000 9.x .




B reowus

\)

AAA

Note  Telnet SSH Fabric Manager Device Manager Cisco MDS
AAA
1 SNMP
Telnet SSH SNMPv3 SNMPv3
PDU Telnet SSH
SNMPv3  auth priv SNMP
1 MDS
SNMPv3
cisco-av-pair
network-operator
VSA SNMPv3
shell:roles="roleA roleB..." snmpv3:auth=SHA priv=AES-128
SNMPv3 SHA MD5
AES-128 DES ACS
cisco-av-pair MD5 DES
RADIUS show radius-server
RADIUS
switch# show radius-server
Global RADIUS shared secret:*******

retransmission count:5
timeout value:10

following RADIUS servers are configured:
myradius.cisco.users.com:

available for
available for
172.22.91.37:
available for
available for
RADIUS shared
10.10.0.0:
available for
available for
RADIUS shared

. Cisco MDS 9000 9.x

authentication on port:1812
accounting on port:1813

authentication on port:1812
accounting on port:1813
Secret:*x*s*x

authentication on port:1812
accounting on port:1813
Secret:*x*ssx



RADIUS

RADIUS

switch# show radius-server groups
total number of groups:4
following RADIUS server groups are configured:

group radius:
server:

group Groupl:
server:
server:

all configured radius servers

Server3 on auth-port 1812, acct-port 1813
Server5 on auth-port 1812, acct-port 1813

group Group5:

RADIUS

show radius-server statistics RADIUS

clear radius-server statistics 10.1.3.2 RADIUS

RADIUS

switch# show radius-server statistics 10.1.3.2
Server is not monitored
Authentication Statistics

failed transactions: 0O

sucessful transactions: 0

requests sent: 0

requests timed out: O

responses with no matching requests: 0

responses not processed: 0

responses containing errors: 0O
Accounting Statistics

failed transactions: 0O

successful transactions: 0

requests sent: 0

requests timed out: O

responses with no matching requests: 0O

responses not processed: 0

responses containing errors:

clear radius-server statistics 10.1.3.2 RADIUS

OTP 1
OTP
OoTP

OoTP
oTP

Cisco MDS 9000 9.x




AAA

RADIUS TACACS
RADIUS
ascii

aaa authentication login ascii-authentication

2

* network-admin CLI

network-admin CLI

network-admin

Procedure

1 network-admin

Example:
switch# show user-account

user:admin

this user account has no expiry date
roles:network-admin

user :dbgusr

this user account has no expiry date
roles:network-admin network-operator

2 network-admin username

Example:

switch# configure terminal

switch(config)# username admin password <new password>
switch(config)# exit

switch#

Example:

. Cisco MDS 9000 9.x

TACACS

show user-accounts



switch# copy running-config startup-config

network-admin

A

Caution

\)

Note Telnet SSH

MDS 9000 Series Fundamentals Configuration Guide

Cisco

Procedure

1

2

3 Cisco NX-0S

switch(boot)#

Ctrl-]
switch(boot)#

4

switch(boot)# configure terminal

5  admin-password

Telnet/SSH

switch(boot-config)# admin-password <new password>

Ctrl-]

WARNING! Remote Authentication for login through console will be disabled#

6 EXEC

Cisco MDS 9000



https://www.cisco.com/c/en/us/support/storage-networking/mds-9000-nx-os-san-os-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/storage-networking/mds-9000-nx-os-san-os-software/products-installation-and-configuration-guides-list.html

B acacs:

TACACS+

TACACS+

10

11

AAA |

switch(boot-config)# admin-password <new password>

load Cisco NX-0S
switch(boot)# load bootflash:m9700-sf4ek9-mz.8.4.1.bin
Caution
install all
ASCII init
system

switch login: admin
Password:<newpassword>

Fabric Manager SNMP

switch# configure terminal

switch(config)# username admin password<new password>
switch(config)# exit

switch#

switch# copy running-config startup-config

6
Cisco MDS Terminal Access Controller Access Control System Plus TACACS+
AAA TACACS+
TACACS+ TCP TCP 49 /
Cisco MDS 9000 TACACS+
TACACS+ RADIUS
. AAA
* AAA TCP

. Cisco MDS 9000 9.x



TACACS+ .
. AAA
RADIUS
TACACS+
Fabric Manager TACACS+
. TACACS+
TACACS+
TACACS+ TACACS+
64 ASCII
TACACS+
TACACS+ key
TACACS+
Cisco MDS 9000 TACACS+
TACACS+
Cisco MDS TACACS+
Procedure

1 switch# configureterminal
2 switch(config)# feature tacacs+

TACACS+

3 switch(config)# no feature tacacs+

Cisco MDS 9000 9.x .




B acacs:

TACACS+

Procedure

AAA

switch(config)# tacacs-server host 171.71.58.91 port 2
TACACS+ TCP

switch(config)# no tacacs-server host 171.71.58.91 port 2
49

switch(config)# tacacs-server host 171.71.58.91 key MyKey
TACACS+

switch(config)# tacacs-server host 171.71.58.91 timeout 25

Cisco MDS 9000 9.x
88

TACACS+
IPv4
TACACS+
, 0n page 91

S
Note $ %

TACACS+ IPv4

switch# configure terminal

switch(config)# tacacs-server host 171.71.58.91

IPv4 TACACS+
switch(config)# no tacacs-server host 171.71.58.91
IPv4 TACACS+



TACACS+ IPv6 B

TACACS+ IPv6

TACACS+ IPv6

Procedure

1 switch# configureterminal

2 switch(config)# tacacs-server host 2001:0DB8:800:200C::417A

warning: no key is configured for the host

IPv6 TACACS+

3 switch(config)# no tacacs-server host 2001:0DB8:800:200C::417A
IPv6 TACACS+

4 switch(config)# tacacs-server host 2001:0DB8:800:200C::417A port 2
TACACS+ TCP

5 switch(config)# no tacacs-server host 2001:0DB8:800:200C::417A port 2
49

6 switch(config)# tacacs-server host 2001:0DB8:800:200C::417A key MyKey
TACACS+

7 switch(config)# tacacs-server host 2001:0DB8:800:200C::417A timeout 25

TACACS+ DNS

TACACS+ DNS

Cisco MDS 9000 9.x .




AAA

1 switch# configureterminal

2 switch(config)# tacacs-server host host1.cisco.com

warning: no key is configured for the host

DNS TACACS+

3 switch(config)# no tacacs-server host host1.cisco.com

DNS TACACS+

4 switch(config)# tacacs-server host host1.cisco.com port 2

TACACS+ TCP

5 switch(config)# no tacacs-server host hostl.cisco.com port 2

49

6 switch(config)# tacacs-server host hostl.cisco.com key MyKey
TACACS+

7 switch(config)# tacacs-server host host1.cisco.com timeout 25

TACACS+
Y
Note o
. $
TACACS+

. Cisco MDS 9000 9.x



TACACS+ .

Procedure

1 switch# configureterminal

2 switch(config)# tacacs-server key 7 3sdaA3daK Ungd
TACACS+

TACACS+

3 switch(config)# no tacacs-server key oldPword

TACACS+
TACACS+
TACACS+ 1
5 TACACS+
TACACS+
\)
Note
TACACS+
Procedure

1 switch# configureterminal

Cisco MDS 9000 9.x .




AAA

B acacs:
2 switch(config)# tacacs-server timeout 30
TACACS+
1
1440
3 switch(config)# no tacacs-server timeout 30
5
TACACS+
Cisco MDS 9000 TACACS+
TACACS+ Fabric Manager Device Manager
TACACS+
S
Note  Cisco MDS SAN-OS 2.1(2) $
"k$" %
Cisco MDS SAN-OS 2.1(2) $
%
TACACS+
S
Note
TACACS+
TACACS+
TACACS+
MDS TACACS+

. Cisco MDS 9000 9.x



\)

Note 0 0 TACACS+

Procedure
1 switch# configureterminal
2 switch(config)# tacacs-server host 10.1.1.1 test idle-time 20
1 1440
3 switch(config)# no tacacs-server host 10.1.1.1 test idle-time 20
0
TACACS+
TACACS+
test test
TACACS+
Procedure

1 switch# configureterminal

2 switch(config)# tacacs-server host 10.1.1.1 test username testuser

testuser test
test

3 switch(config)# no tacacs-server host 10.1.1.1 test username testuser

testuser

4 switch(config)# tacacs-server host 10.1.1.1 test username testuser password Ur2Gd2BH

Cisco MDS 9000 9.x .



AAA |

testuser
MDS TACACS+
)
Note . 0 TACACS+ TACACS+
0
0 RADIUS
, 0N page 69
. TACACS+ TACACS+
Procedure
1 switch# configureterminal
2 switch(config)# tacacs-server deadtime 30
1 1440
3 switch(config)# no tacacs-server deadtime 30
0
Note
0 TACACS+
0 TACACS+
RADIUS , 0N page
69

. Cisco MDS 9000 9.x



TACACS+ .
TACACS+
TACACS+
TACACS+
1 switch# test aaa server tacacs+ 10.10.1.1 test
test test TACACS+
2 switch# test aaa server tacacs+ 10.10.1.1 testuser Ur2Gd2BH
TACACS+
93
TACACS+
TACACS+ Cisco MDS 9000
\)
Note  Cisco MDS SAN-OS Release 3.2(1) TACACS+
RADIUS RADIUS
SYSLOG
. AAA
MSCHAP MSCHAPvV2
AAA
\)
Note MSCHAP MSCHAPvV2

Cisco MDS 9000 9.x .




AAA |
B acacs:

AAA
aaa authentication login ascii-authentication
AAA

show aaa authentication login ascii-authentication

TACACS+

Cisco SAN-OS 3.0(1) TACACS+

\)

Note TACACS+
1
TACACS+
Fabric Manager TACACS+
TACACS+ , 0N page 86
TACACS+
MDS TACACS+
TACACS+
user name@hostname
hostname TACACS+
\}
Note Telnet

TACACS+

MDS TACACS+

. Cisco MDS 9000 9.x



Cisco Secure ACS 5.x GUI B

Procedure

1 switch# configureterminal

2 switch(config)# tacacs-server directed-request
TACACS+

3 switch(config)# no tacacs-server directed-regquest

Example

TACACS+ show tacacs-server directed-request

switch# show tacacs-server directed-request

disabled

Cisco Secure ACS 5.x GUI
GUI

Table 5:

shell:roles network-admin

CiscoMDS 9000
TACACS+ TACACS+ name=value
cisco-av-pair

cisco-av-pair=shell:roles="network-admin vsan-admin”

Cisco MDS 9000 9.x .




AAA |
B TACACS+

AAA MDS
cisco-av-pair*shell:roles="network-admin vsan-admin"

shell:roles

shell:roles="network-admin vsan-admin"
OR
shell:roles*" ' network-admin vsan-admin”

\}

Note TACACS+ Access Control Server ACS
Cisco MDS 9000 TACACS+
TACACS+
Cisco NX-0S TACACS+
* TACACS+

cisco-av-pair=shell:roles="network-admin"

» Cisco ACS TACACS+

shell:roles="network-admin"
shell:roles*" "' network-admin®
cisco-av-pair*shell:roles="network-admin"
cisco-av-pair*shell:roles*"network-admin"
cisco-av-pair=shell:roles*" network-admin"

* Open TACACS+

cisco-av-pair*shell:roles="network-admin"
cisco-av-pair=shell:roles*"network-admin"

TACACS+

Cisco MDS 9000 TACACS+
show aaa show tacacs-server

TACACS+

switch# show tacacs-server
Global TACACS+ shared secret:*** ik

timeout value:30
total number of servers:3

. Cisco MDS 9000 9.x



following TACACS+ servers are configured:

171.71.58.91:

available on port:2
cisco.com:

available on port:49
171.71.22.95:

available on port:49

TACACS+ shared secret:*****

AAA

switch# show aaa authentication

default: group TacServer local none
console: local

iscsi: local

dhchap: local

AAA

switch# show aaa authentication login error-enable

enabled

TACACS+

switch# show tacacs-server groups

total number of groups:2
following TACACS+ server groups are configured:
group TacServer:
server 171.71.58.91 on port 2
group TacacsServerl:
server ServerA on port 49
server ServerB on port 49:

AAA

switch# show aaa groups

radius
TacServer

TACACS+

switch# show tacacs-server statistics 10.1.2.3

Server is not monitored
Authentication Statistics
failed transactions: 0
successful transactions: 0
requests sent: 0
requests timed out: 0
responses with no matching requests: 0
responses not processed: 0
responses containing errors: 0
Authorization Statistics
failed transactions: 0
sucessfull transactions: 0
requests sent: 0
requests timed out: 0

Cisco MDS 9000 9.x

TACACS+




AAA
B acacs:

responses with no matching requests: 0

responses not processed: 0

responses containing errors: 0
Accounting Statistics

failed transactions: 0

successful transactions: 0

requests sent: 0

requests timed out: 0O

responses with no matching requests: 0

responses not processed: 0

responses containing errors: 0

TACACS+

clear tacacs-server statistics 10.1.2.3 TACACS+

TACACS+ Over Transport Layer Security TLS

Cisco NX-0S 94 3b Cisco MDS Transport Layer Security TLS
Terminal Access Controller Access Control System Plus TACACS+

RFC 8907 TACACS+
NAS

AAA RFC 8446 TLS1.3

TACACS+ TLS

. TLS MD5
RFC 8907 RFC 6151
. TLS
. TLS
. TLS TACACS+
TACACS+ TLS  TACACS+
TCP TCP TACACS+
TLS TLS
TLS TACACS+ TACACS+
TLS TLS

. Cisco MDS 9000 9.x



TACACS+ Over TLS

Procedure

TACACS+
TACACS+
TACACS+ over TLS
Before you begin
. CA
CA CA
CA

[
Authorities and Digital Certificates ]

switch# configure terminal

switch(config)# feature tacacs+

TACACS+

switch(config)# tacacs-server secure tls

tls TACACS+

switch(config)# tacacs-server host<tacacs-server-name>

TACACS+ TCP

TACACS+ Over TLS .

TLS

CA

CA

Configuring Certificate

TLS

<port-number>

TACACS+

switch(configl# tacacs-server host <tacacs-server-name> tls client-trustpoint

<trustpoint-name>

TACACS+

switch(config)# aaa group server tacacs+ <server-pool-name>

AAA TACACS+

Cisco MDS 9000

-




B ~cacs:overis

7

8

TACACS+ Over TLS

AAA |

switch(config-tacacs+)# server <tacacs-server-name>

AAA

switch(config-tacacs+)# end

What to do next

MDSNX 0S9.4 3b TLS TACACS+ the tacacs-server securetls
tacacs-server host tisclient-trustpoint Cisco Fabric Services CFS
TACACS+ over TLS
TACACS+ TLS
TACACS+ CFS
CFS
TACACS+ over TLS
TLS TACACS+
TACACS+ AAA

TACACS+ over TLS

TACACS+ over TLS

switch# show running-config tacacs+

ICommand: show running-config tacacs+
TRunning configuration last done at: Tue Apr 8 05:14:20 2025
ITime: Tue Apr 8 05:14:24 2025

version 9.4(3b)
feature tacacs+

tacacs-server secure tls
tacacs-server host tacacsl.example.com port 449
tacacs-server host tacacsl.example.com tls client-trustpoint switch
aaa group server tacacs+ tacacs-pool
server tacacsl.example.com

TACACS
TACACS+

switch# show tacacs-server
timeout value:5

deadtime value:0

secure tacacs mode:tls
total number of servers:2

. Cisco MDS 9000 9.x



following TACACS+ servers are configured:
tacacsl.example.com:
available on port:449
tls client trustpoint:trusttplus
198.51.100.254:
available on port:49
TACACS+ shared secret:****iii*

switch# show crypto ca certificates

Trustpoint: trusttplus

certificate:

subject=C = COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = clientl issuer=C =
COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = Test User

-user, emailAddress = test@example.com serial=1234XYXADBE

notBefore=Dec 13 16:12:33 2024 GMT

notAfter=Dec 13 16:12:33 2025 GMT SHA1l Fingerprint=X1:10:X1: X1

purposes: sslserver sslclient

CA certificate O:

subject=C = COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = clientl issuer=C
COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = Test User

-user, emailAddress = test@example.com serial=1234XYXADBE

notBefore=Dec 13 15:59:05 2024 GMT

notAfter=Dec 11 15:59:05 2034 GMT SHA1l Fingerprint= X1:10:X1: X1

purposes: sslserver sslclient

Trustpoint: abcded

CA certificate O:

subject=C = COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = clientl issuer=C
COUNTRY, ST = STATE, L = LOCATION, O = Clients, CN = Test User serial=1234XYXADBE
notBefore=Mar 24 12:55:54 2025 GMT

notAfter=Mar 22 12:55:54 2035 GMT SHA1l Fingerprint= X1:10:X1: X1

purposes: sslserver sslclient

1 AAA
RADIUS

TACACS+
AAA AAA

AAA AAA

, 0N page 42

AAA AAA CLI Fabric
Manager Device Manager

Cisco MDS 9000 9.x




B reous

Procedure

AAA

RADIUS

switch# configure terminal

switch(config)# aaa group server radius RadServer

switch(config-radius)#

RadServer RADIUS
switch(config)# no aaa group server radius RadServer
RadServer
switch(config-radius)# server 10.71.58.91
IPv4 10.71.58.91 RADIUS RadServer
Tip
RADIUS radius-server host
switch(config-radius)# server 2001:0DB8:800:200C::417A
IPv6 2001:0DB8:800:200C::417A  RADIUS RadServer
switch(config-radius)# no server 2001:0DB8:800:200C::417A
IPv6 2001:0DB8:800:200C::417A  RADIUS
RadServer
switch(config-radius)# exit
switch(config)# aaa group server radius RadiusServer
switch(config-radius)#
RadiusServer RADIUS

switch(config-radius)# server Server A

ServerA  RadiusServerl

. Cisco MDS 9000 9.x



TACACS+
Tip
RADIUS radius-server host
10 switch(config-radius)# server ServerB
ServerB RadiusServerl 2
11  switch(config-radius)# deadtime 30
30 0 1440
Note
RADIUS 0
12 switch(config-radius)# no deadtime 30
0
Note
RADIUS RADIUS TACACS+
0
RADIUS
RADIUS RADIUS
, 0N page 76
Example

show radius-server groups

switch# show radius-server groups
total number of groups:2
following RAIDUS server groups are configured:
group RadServer:
server 10.71.58.91 on port 2
group RadiusServerl:
server ServerA on port 49
server ServerB on port 49:

TACACS+

TACACS+

Procedure

1 switch# configureterminal

Cisco MDS 9000 9.x .




AAA
B acacs:

2 switch(config)# aaa group server tacacst+ TacacsServer 1

switch(config-tacacs+)#

TacacsServerl

3 switch(config)# no aaa group server tacacs+ TacacsServer 1l

TacacsServerl

4 switch(config-tacacs+)# server ServerA

ServerA  TacacsServerl

Tip

TACACS+ tacacs-server host

5 switch(config-tacacs+)# server ServerB

ServerB TacacsServerl 2

6 switch(config-tacacs+)# no server ServerB

TacacsServerl ServerB

7 switch(config-tacacs+)# deadtime 30

30

Note
TACACS+ 0

8 switch(config-tacacs+)# no deadtime 30

0

Note
TACACS+ TACACS+
0
TACACS+
TACACS+
, 0N page 86

. Cisco MDS 9000 9.x
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TACACS+

1440

TACACS+



Cisco SAN-OS 3.0(2) AAA
MDS RADIUS TACACS+ AAA Cisco Fabric Services CFS

Cisco MDS 9000 Family
NX-OS System Management Configuration Guide Cisco Fabric Manager System Management

Configuration Guide

\)

Note

\)

Note  AAA MDS Cisco MDS SAN-OS Release 2.0(1b)
Cisco NX-OS Release 4.1(1)

AAA RADIUS

RADIUS

Cisco MDS 9000 9.x .




AAA
B ~aaTacacs:

Procedure

1 switch# configureterminal

2 switch(config)# radius distribute
RADIUS

3 switch(config)# no radiusdistribute

RADIUS

AAA TACACS+

TACACS+

Procedure

1 switch# configureterminal

2 switch(config)# tacacs+ distribute

TACACS+

3 switch(config)# no tacacs+ distribute

TACACS+

RADIUS/TACACS+

* RADIUS
* TACACS+

. Cisco MDS 9000 9.x



\)

Note AAA
Fabric Manager [Switches] > [Security] > [AAA]
[RADIUS] [TACACS+]
show radius CFS distribution status

switch# show radius distribution status

distribution : enabled

session ongoing: yes

session owner: admin

session db: exists

merge protocol status: merge activation done
last operation: enable

last operation status: success

show tacacs+ distribution status

switch# show tacacs+ distribution status

distribution : enabled

session ongoing: yes

session owner: admin

session db: exists

merge protocol status: merge activation done
last operation: enable

last operation status: success

RADIUS TACACS+
show radius pending

switch(config)# show radius pending-diff

+radius-server host testhostl authentication accounting
+radius-server host testhost2 authentication accounting

TACACS+
show tacacst+ pending

switch(config)# show tacacs+ pending-diff

+tacacs-server host testhost3
+tacacs-server host testhost4

Cisco MDS 9000 9.x .




AAA

B reous
RADIUS
RADIUS TACACS+
RADIUS
Procedure
1 switch# configureterminal
2 switch(config)# radius commit
RADIUS
TACACS+
TACACS+
Procedure
1 switch# configureterminal
2 switch(config)# tacacs+ commit
TACACS+
RADIUS

RADIUS
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Procedure

1 switch# configureterminal

2 switch(config)# radius abort

TACACS+

TACACS+

Procedure

1 switch# configureterminal

2 switch(config)# tacacs+ abort

CFS

switch# clear radius session

CFS

switch# clear tacacs+ session

TACACS+ .

RADIUS

TACACS+

RADIUS
clear radius session

TACACS+
clear tacacs+ session

Cisco MDS 9000 9.x .




AAA
B reous TACACS+

RADIUS TACACS+

RADIUS TACACS+ 2
CFS

. CFS

\}

Note CFS TACACS+
NX-0OS 50
5.0 NX-OS 4.x

A

Caution 2

show radius distribution status RADIUS

RADIUS

switch# show radius distribution status

distribution : enabled

session ongoing: no

session db: does not exist

merge protocol status: merge response received

merge error: conflict: server dmtest2 has auth-port 1812 on this switch and 1999
on remote

last operation: enable
last operation status: success

TACACS+
show tacacs+ distribution status TACACS+

switch# show tacacs+ distribution status

distribution : enabled

. Cisco MDS 9000 9.x



CHAP

CHAP

Procedure

CHAP B

session ongoing: no

session db: does not exist

merge protocol status: merge activation done
last operation: enable

last operation status: success

CHAP Message Digest5 MD5
CHAP
CHAP
CHAP
CHAP
CHAP

switch# configure terminal

switch(config)# aaa authentication login chap enable

CHAP

switch# no aaa authentication login chap enable

CHAP

Example

CHAP show aaa authentication login chap

switch# show aaa authentication login chap

chap is disabled

Cisco MDS 9000 9.x .




B vscrae

MSCHAP

AAA

MSCHAP
CHAP
Cisco MDS 9000 MSCHAP
MSCHAP RADIUS TACACS+
MSCHAPv2  RADIUS
PAP MSCHAP MSCHAP
RADIUS
, on page 80 MSCHAP RADIUS
Table 6: MSCHAP RADIUS
ID
311 11 MSCHAP-Challenge | AAA MSCHAP
Access-Request
Access-Challenge
211 11 MSCHAP-Response | MS-CHAP
Access-Request
MSCHAP
Procedure

MSCHAP

. Cisco MDS 9000

1 switch# configureterminal

9.x

2 switch(config)# aaa authentication login mschap enable




MSCHAPV2 B
3 switch# no aaa authentication login mschap enable
MSCHAP
MSCHAPV2
MSCHAPV2
Procedure
1 switch# configureterminal
2 switch(config)# aaa authentication login mschapv2 enable
MSCHAPvV2
3 switch# no aaa authentication login mschapv2 enable
MSCHAPvV2
Example
S
Note . MSCHAPV2 MSCHAP
* TACACS+ MSCHAPv2
MSCHAP show aaa authentication login mschap
switch# show aaa authentication login mschap
mschap is disabled
MSCHAPvV2 show aaa authentication login mschapv2

switch# show aaa authentication login mschapv2

mschapv2 is enabled

Cisco MDS 9000 9.x .




AAA

AAA

username

show accounting log

switch# show accounting log

Thu Dec 10 06:19:21 2009:type=update:id=console0:user=root:cmd=enabled telnet
Thu Dec 10 06:19:21 2009:type=update: id=console0:user=root:cmd=configure terminal
feature telnet

(SUCCESS)

Thu Dec 10 06:19:35 2009:type=start:id=171.69.16.56@pts/1:user=admin:cmd=

Thu Dec 10 06:20:16 2009:type=stop:id=171.69.16.56@pts/1:user=admin:cmd=shell te
rminated gracefully

Thu Dec 10 06:20:20 2009:type=stop:id=consoleO:user=root:cmd=shell terminated gr
acefully

Thu Dec 10 06:29:37 2009:type=start:id=72.163.177.168@pts/1:user=admin:cmd=

Thu Dec 10 06:29:42 2009:type=update:id=72.163.177.168@pts/1:user=admin:cmd=pwd
(SUCCESS)

Thu Dec 10 06:32:49 2009:type=start:id=72.163.190.8@pts/2:user=admin:cmd=

AAA

none

Cisco MDS 9000 Family

A

Caution
Cisco MDS 9000 Family NX-OS Configuration Guide
aaa authentication login none
username Cisco MDS 9000

. Cisco MDS 9000 9.x



AAA

show aaa authentication

switch# show aaa authentication

No AAA Authentication

default: group TacServer local none
console: local none

iscsi: local

dhchap: local

RADIUS
250,000
Tip  Cisco MDS 9000 interim-update RADIUS
RADIUS RADIUS
AAA log update/watchdog packets
RADIUS

Note

show accounting

accounting log

Cisco MDS 9000 9.x

show
250 KB




switch# show accounting config

show aaa accounting
default: local

switch# show aaa accounting

default: group radl

60,000

AAA

switch# show accounting log 60000

Fri Jan 16 15:28:21 1981:stop:snmp_348506901_64.104.131.208:admin:
Fri Jan 16 21:17:04 1981:start:/dev/pts/0_348527824:admin:

Fri Jan 16 21:35:45 1981:update
group:Groupl
Fri Jan 16 21:35:51 1981:update
group:Groupl
Fri Jan 16 21:35:51 1981:update
group:Group5
Fri Jan 16 21:35:55 1981:update
group:Group5
Fri Jan 16 21:35:55 1981:update
group:Group3

Fri Jan 16 21:58:17 1981:start:

switch# show accounting log

:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS

snmp_348530297_171.71.150.105:admin:

Fri Jan 16 15:28:21 1981:stop:snmp_348506901_64.104.131.208:admin:
Fri Jan 16 21:17:04 1981:start:/dev/pts/0_348527824:admin:

Fri Jan 16 21:35:45 1981:update
group:Groupl
Fri Jan 16 21:35:51 1981:update
group:Groupl
Fri Jan 16 21:35:51 1981:update
group:Group5
Fri Jan 16 21:35:55 1981:update
group:Group5
Fri Jan 16 21:35:55 1981:update
group:Group3

Fri Jan 16 21:58:17 1981:start:

:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS
:/dev/pts/0_348527824:admin:updated RADIUS

snmp_348530297_171.71.150.105:admin:

Fri Jan 16 21:58:17 1981:stop:snmp_348530297_171.71.150.105:admin:

Fri Jan 16 21:58:18 1981:start:

snmp_348530298_171.71.150.105:admin:

Fri Jan 16 21:58:18 1981:stop:snmp_348530298_171.71.150.105:admin:

parameters
parameters
parameters
parameters

parameters

parameters
parameters
parameters
parameters

parameters

for

for

for

for

for

for

for

for

for

for

Fri Jan 16 23:37:02 1981:update:/dev/pts/0_348527824:admin:updated RADIUS parameters for

group:Group3

Fri Jan 16 23:37:26 1981:update:/dev/pts/0_348527824:admin:updated TACACS+ parameters

for group:TacacsServerl

Fri Jan 16 23:45:19 1981:update:/dev/pts/0_348527824:admin:updated TACACS+ parameters

for group:TacacsServerl

Fri Jan 16 23:45:19 1981:update:/dev/pts/0_348527824:admin:updated RADIUS parameters for

group:Groupl

Fri Jan 16 23:53:51 1981:update:/dev/pts/0_348527824:admin:updated RADIUS parameters for

. Cisco MDS 9000 9.x



server:Server3

Fri Jan 16 23:54:00 1981:update:/dev/pts/0_348527824:admin:updated RADIUS parameters for
server:Server5

Fri Jan 16 23:54:22 1981:update:/dev/pts/0_348527824:admin:updated TACACS+ parameters
for server:ServerA

Fri Jan 16 23:54:25 1981:update:/dev/pts/0_348527824:admin:updated TACACS+ parameters
for server:ServerB

Fri Jan 16 23:55:03 1981:update:/dev/pts/0_348527824:admin:updated RADIUS parameters for
group:Groupl

Sat Jan 17 00:01:41 1981:start:snmp_348537701_171.71.58.100:admin:
Sat Jan 17 00:01:41 1981:stop:snmp_348537701_171.71.58.100:admin:

Sat Jan 17 00:01:42 1981:start:snmp_348537702_171.71.58.100:admin:
Sat Jan 17 00:01:42 1981:stop:snmp_348537702_171.71.58.100:admin:

clear accounting log

switch# clear accounting log

Cisco Access Control Servers

Cisco Access Control Server ACS TACACS+ RADIUS

AAA AAA
Cisco ACS Figure 4: RADIUS network-admin
,onpage120 Figure5:RADIUS SNMPv3
,on page 121 Figure 6: TACACS+ SNMPv3 network-admin
,onpage 122 Figure 7: TACACS+ SNMPv3
, 0N page 124 RADIUS TACACS+ network-admin
ACS
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. Cisco Access Control Servers

Figure 4: RADIUS network-admin
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Figure 5: RADIUS
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Figure 6: TACACS+
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Figure 7: TACACS+
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AAA

Table 7:

Cisco MDS network-operator
AAA
1812
1813
RADIUS 1
RADIUS 1
AAA enabled
RADIUS
TACACS+
TACACS+
TACACS+ 5
TACACS+
AAA
250 KB
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IPv4

IPv6 ACL

IPV4

IPv6

Cisco MDS 9000

IP

VSAN

mgmt0

« |P over Fibre Channel

IPv4
9000
IPv6-ACL

IP

|Pv6

ACL
IP
ACL
4 IPv4
NMS
IPFC
IPFC IP
IP
NMS
IPv4-ACL IPv6-ACL
IP IP
Cisco MDS 9000 9.x

IPv6 ACL

IP

IPv4 ACL

IPv6

Cisco MDS 9000

Cisco MDS
IPv4-ACL

"



IPv4 IPv6
B renac IPv6-ACL

IP

Cisco MDS 9000 128  IPv4-ACL 128  IPv6-ACL
IPv4-ACL IPv6-ACL 256

e IPv4-ACL IPv6-ACL , 0N page 128
. , 0n page 129

* IPv4-ACL IPv6-ACL , 0n page 132

* IPv4-ACL , 0n page 133

* |IPv6-ACL 133

* IPv4-ACL 134

* |IPv6-ACL 135

* IPv4-ACL 135

* |IPv6-ACL 136

. IPv4-ACL IP , 0n page 136

. IPv6-ACL IP , 0n page 137

. IPv4-ACL IP , On page 137

. IPv6-ACL IP , On page 138

* IPv4-ACL IPv6-ACL 139

* IP-ACL , 0n page 140

. IP-ACL , 0n page 140

. IPv6-ACL , 0n page 142

e mgmtO IP-ACL , 0N page 143

« Cisco MDS 9000 IP , 0N page 144
* [P-ACL , 0N page 146

IPv4-ACL IPv6-ACL

Cisco MDS 9000 IPv4-ACL IPv6-ACL
. IPv4-ACL IPv6-ACL IP
«IPACL IP deny
deny
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| 1pv4

IPv6

Caution IPv4-ACL IPv6-ACL
IPv4-ACL IPv6-ACL 1
IPv4-ACL IPv6-ACL
A
Note ACL
IP ICMP TS
IP
IP
IP
0 255 IP
. IP
TCP UDP Internet Control Message
Protocol ICMP
A\
Note IPv4-ACL IPv6-ACL
TCP ICMP
/ /
Cisco MDS 9000 9.X




- TCP

. Cisco MDS 9000

10.1.1.2

0.0.255.255

0.255.0.64

/
any

UDP

UDP

- TCP
- UDP

9.x

IPv4 IPv6

10 32
1
0 1
16
1
/
It
0 65535
Cisco NX-0S

10.1.1.2/0.0.0.0

IPv4

IPv4 IPv6

0.0.0.0/255.255.255.255

range

TCP



| 1pv4

IPv6

Table 8: TCP UDP
UDP dns 53
dhcps 67
tftp 69
rpchind 111
ntp 123
radius 1646 1813
radius 1645 1812
snmp 161
snmp-trap 162
syslog 514
nfs 2049
TCcpt ftp 20
ftp-data 21
ssh 22
Telnet 23
smtp 25
tasacs-ds 65
WwWw 80
sftp 115
http 143
LDAP 389
https 443
LDAP 636
whem-http 5988
wbem-https 5989
Cisco MDS 9000 9.x




IPv4 IPv6

. ICMP
1 .
established
TCP ACK FIN PSH RST URG
IP ICMP
e icmp-type ICMP 0 255 1
e icmp-code ICMP 0 255 1
ICMP
Table 9: ICMP
ICMP 2
echo 8
echo-reply 0
destination unreachable | 3
traceroute 30
time exceeded 11
2 IcMP
ToS
IP ToS
* ToS 0 15

* ToS max-reliability max-throughput min-delay min-monetary-cost

IPv4-ACL IPv6-ACL

IPv6-ACL IPv4-ACL

implieddeny 1
IPv6-ACL

. Cisco MDS 9000 9.x
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IPv6-ACL
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IPv4 IPv6
I

IPvA-ACL B
IPv4-ACL IPv6-ACL
Procedure
1 IPv4-ACL IPv6-ACL 1
Note
2
IPv4-ACL
IPv4-ACL
Procedure
1 switch# configureterminal
2 switch(config)# ip access-list List1 permit ip any any
Listl IPv4-ACL IP
3 switch(config)# noip access-list List1l permit ip any any
Listl IPv4-ACL
4 switch(config)# ip access-list List1 deny tcp any any
TCP Listl

IPv6-ACL

IPv6-ACL

Cisco MDS 9000 9.x .




IPv4 IPv6

B renac

1 switch# configureterminal

switch(config)#

2 switch(config)# ipv6 access-list Listl
switch(config-ipv6-acl)#
Listl IPv6-ACL IPv6-ACL

3 switch(config)# no ipv6 access-list List1l
Listl IPv6-ACL

4 switch(config-ipv6-acl)# permit ipv6 any any
IPv6

5 switch(config-ipv6-acl)# no permit ipv6 any any

IPv6-ACL

6 switch(config-ipv6-acl)# deny tcp any any
TCP

IPv4-ACL

IPv4-ACL

1 switch# configureterminal

2 switch(config)# ip access-list restrict_mgmt permit ip 10.67.16.0 0.0.0.255 any

10.67.16.0/24 restrict_mgmt
IPv4-ACL

3 switch(config)# ip access-list restrict_mgmt permit icmp any any eq 8

. Cisco MDS 9000 9.x



IPv4 IPv6
I

IPV6-ACL B

MDS icmp type 8 ping restrict_mgmt
IPv4-ACL

4 switch(config)# ip access-list restrict_mgmt deny ip any any

restrict_mgmt

IPv6-ACL

IPv6-ACL

1 switch# configureterminal

N

switch(config)# ip access-list RestrictM gmt
switch(config-ipv6-acl)#
RestrictMgmt IPv6-ACL IPv6-ACL

3 switch(config)# per mit ipv6 2001:0DB8:800:200C::/64 any
2001:0DB8:800:200C::/64

~

switch(config)# permit icmp any any eq 8
MDS ICMP type 8 ping

ol

switch(config)# deny ipv6 any any
IPv6

IPv4-ACL

IPv4-ACL

Cisco MDS 9000 9.x .




B roac

IPv6-ACL

IPv4 IPv6

switch# configure terminal

switch(config)# ip access-list List2 deny tcp 1.2.3.0 0.0.0.255 eq port 5 any
1.2.3.0 5 TCP

IPv6-ACL

switch# configure terminal

switch(config)# ip access-list List2 deny tcp 2001:0DB8:800:200C::/64 eq port 5 any
2001:0DB8:800:200C::/64 5 TCP

IPv4-ACL IP

Procedure

IPv4-ACL IPv6-ACL IP IPv4-ACL IPv6-ACL

IPv4-ACL IPv6-ACL
IPv4-ACL IPv6-ACL

IPv4-ACL

1 switch# configureterminal

. Cisco MDS 9000 9.x



| 1pv4

IPv6

IPv6-ACL 1P B

switch(config)# ip access-list List1l permit tcp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0 eq port telnet
Telnet TCP

switch(config)# ip access-list List1 permit tcp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0 eq port http
HTTP TCP

switch(config)# ip access-list List1 permit udp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0
UDP

IPv6-ACL IP

Procedure

IPv6-ACL

switch# configure terminal

switch(config)#

switch(config)# ipv6 access-list List2

switch(config-ipv6-acl)#

IPv6-ACL IPv6-ACL

switch(config-ipv6-acl)# permit ip 2001:0DB8:800: 200C::/64 2001:0DB8:800: 2010::/64 eq 23
Telnet TCP

switch(config-ipv6-acl)# per mit tcp 2001:0DB8:800:200C::/64 2001:0DB8:800:2010::/64 eq 143
HTTP TCP
switch(config-ipv6-acl)# permit udp 2001:0DB8:800: 200C::/64 2001:0DB8:800:2010::/64

UDP

IPv4-ACL IP

IPv4-ACL

Cisco MDS 9000 9.x .




IPv4 IPv6
B IPV6-ACL P

Procedure

1 switch# configureterminal

2 switch(config)# noip access-list List2 deny tcp 1.2.3.0 0.0.0.255 eq port 5 any
IPv4-ACL List2

3 switch(config)# noip access-list x3 deny ip any any

IPv4-ACL x3

4 switch(config)# noip access-list x3 permit ip any any

IPv4-ACL x3

IPv6-ACL IP

IPv6-ACL

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# ipv6 access-list List3
switch(config-ipv6-acl)#
IPv6-ACL IPv6-ACL

3 switch(config-ipv6-acl)# no deny tcp 2001:0DB8:800:2010::/64 eq port 5 any
IPv6-ACL TCP

4 switch(config-ipv6-acl)# no deny ip any any

IPv6-ACL IP
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IPv4 IPv6
I

IPvA-ACL IPV6-ACL B
IPv4-ACL IPv6-ACL
IPv4-ACL show ip access-list
IPv4-ACL 1
IPv4 ACL

switch# show ip access-list abc

p access-list abc permit tcp any any (0 matches)
p access-list abc permit udp any any (0 matches)
p access-list abc permit icmp any any (0 matches)
p
p

access-list abc permit ip 10.1.1.0 0.0.0.255 (2 matches)
access-list abc permit ip 10.3.70.0 0.0.0.255 (7 matches)

IPv6-ACL

show ipv6 access-list

switch# show ipv6 access-list

switch# show ipv6 access-list
IPv6 access list copp-system-acl-bgp6
10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
IPv6 access list copp-system-acl-icmp6
10 permit icmp any any echo-request
20 permit icmp any any echo-reply
IPv6 access list copp-system-acl-icmp6-msgs
10 permit icmp any any router-advertisement
20 permit icmp any any router-solicitation
30 permit icmp any any nd-na
40 permit icmp any any nd-ns
50 permit icmp any any mld-query
60 permit icmp any any mld-report
70 permit icmp any any mld-reduction
IPv6 access list copp-system-acl-ntp6
10 permit udp any any eq ntp
20 permit udp any eq ntp any
IPv6 access list copp-system-acl-ospf6
10 permit 89 any any
IPv6 access list copp-system-acl-pim6
10 permit 103 any ff02::d/128
20 permit udp any any eq pim-auto-rp
IPv6 access list copp-system-acl-radius6

IPv6-ACL

switch# show ipv6 access-list abc

Cisco MDS 9000 9.x .




IPv4 IPv6 |

B rea

IP-ACL

IP
LogEnabled ACL
log-deny ACL
S
Note ipac|
7 7
switch# configure terminal
switch(config)# logging level kernel 7
switch(config)# logging level ipacl 7
switch(config)# logging logfile message 7
ACL MAC MAC=
MAC MAC
2 MAC ACL
2
ACL

Jul 17 20:38:44 excal-2

%KERN-7-SYSTEM_MSG:

%IPACL-7-DENY: IN=vsanl OUT=
MAC=10:00:00:05:30:00:47:df:10:00:00:05:30:00:8a:1f:aa:aa:03:00:00:00:08:00
:45:00:00:54:00:00:40:00:40:01:0e:86:0b:0b-0b:0c:0b:0b:0b:02:08:00:FF:9c:01:15:05:00:6F:09:17:3F-80:02
:01:00:08:09:0a:0b:0c:0d:0e:0f:10:11:12:13:14:15:16:17:18:19:1a:1b
t1c:1d:1e:1F:20:21:22:23:24:25:26:27:28:29:2a:2b SRC=11.11.11.12 DST=11.11.11.2 LEN=84
TOS=0x00

PREC=0x00 TTL=64 1D=0 DF PROTO=ICMP TYPE=8 CODE=0 1D=277 SEQ=1280

ACL

Jul 17 20:38:44 excal-2

%KERN-7-SYSTEM_MSG:

%IPACL-7-DENY:IN= OUT=vsanl SRC=11.11.11.2 DST=11.11.11.12 LEN=84 T0S=0x00 PREC=0x00
TTL=255 1D=38095 PROTO=I1CMP TYPE=0 CODE=0 1D=277 SEQ=1280

IP-ACL

IP-ACL IP-ACL
IP-ACL VSAN
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IP-ACL B
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Tip IP-ACL
3 Ml
MO IPv4-ACL
Figure 8: , On page 141
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IPv4 IPv6
IPv6-ACL

2

Tip IP-ACL

IPv4-ACL

Procedure

1 switch# configureterminal

2 switch(config)# interface mgmtO
switch(config-if)#
mgmt0
3 switch(config-if)# ip access-group restrict_mgmt

restrict_mgmt IPv4-ACL

4 switch(config-if)# no ip access-group NotRequired
NotRequired IPv4-ACL
5 switch(config-if)# ip access-group restrict._mgmt in
restrict_ mgmt IPv4-ACL
6 switch(config-if)# noip access-group restrict_mgmt in
restrict._ mgmt IPv4-ACL

7 switch(config-if)# ip access-group SampleName2 out
SampleName2 IPv4-ACL

8 switch(config-if)# no ip access-group SampleName2 out
SampleName2 IPv4-ACL

IPv6-ACL

IPv6-ACL
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IPv4 IPv6
I

mgmt0  IP-ACL B
Procedure
1 switch# configureterminal
2 switch(config)# interface mgmtO
switch(config-if)#
mgmt0
3 switch(config-if)# ipv6 traffic-filter RestrictMgmt in
RestrictMgmt IPv6-ACL
4 switch(config-if)# no ipv6 traffic-filter RestrictMgmt in
RestrictMgmt IPv6-ACL
5 switch(config-if)# ipv6 traffic-filter SampleName2 out
SampleName2 IPv6-ACL
6 switch(config-if)# noipv6 traffic-filter SampleName2 out
SampleName?2 IPv6-ACL
mgmt0 IP-ACL
mgmt0 ACL mgmt0
ACL mgmt0
ACL mgmt0 ACL
S
Note  mgmt0 ACL mgmt0
ACL mgmt0 ACL
mgmt0 ACL
ACL

Cisco MDS 9000 9.x .




IPv4 IPv6

B IP-ACL

IP-ACL

show interface IPv4-ACL

switch# show interface mgmt O
mgmt0 is up
Internet address(es):
10.126.95.180/24
2001:420:54ff:a4::222:5dd/119
fe80: :eaed: f3ff:fee5:d28f/64
Hardware is GigabitEthernet
Address is e8ed.f3e5.d28f
MTU 1500 bytes, BW 1000 Mbps full Duplex
5144246 packets input, 1008534481 bytes
2471254 multicast frames, 0 compressed
O input errors, 0 frame
0 overrun, 0 fifo
1765722 packets output, 1571361034 bytes
0 underruns, O output errors
0 collisions, 0 fifo
0 carrier errors

show interface IPv6-ACL

switch# show interface gigabitethernet 2/1

GigabitEthernet2/1 is up

Hardware is GigabitEthernet, address is 000e.38c6.28b0
Internet address is 10.1.1.10/24

MTU 1500 bytes

Port mode is IPS

Speed is 1 Gbps

Beacon is turned off

Auto-Negotiation is turned on

ip access-group RestrictMgmt

5 minutes input rate 1208 bits/sec, 151 bytes/sec, 2 frames/sec
5 minutes output rate 80 bits/sec, 10 bytes/sec, 0 frames/sec
6232 packets input, 400990 bytes

0 multicast frames, O compressed

0 input errors, O frame, O overrun 0 fifo

503 packets output, 27054 bytes, O underruns

0 output errors, 0 collisions, 0 fifo

O carrier errors

Cisco MDS 9000

Cisco MDS 9000
IP
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| 1pv4

IPv6

Cisco MDS 9000 .
Table 10: Cisco MDS 9000 P
IP /
UDP/TCP
UDP _
600 1024 TCP NFS
2002 TCP
7546 TCP IPv4 CFS
9333 TCP
32768 32769 | TCP HP c-Class Blade System
Cisco MDS 8GB
Cisco MDS 9148
Cisco MDS 9222i
Cisco MDS 9506
Cisco MDS 9509
Cisco MDS 9513
44583 59121 | TCP Cisco MDS 9148S
Cisco MDS 9250i
Cisco MDS 9706
Cisco MDS 9710
NFS NFS
IP IPv4
IPv6
Remote Packet Capture RPCAP
Ethereal
IP
IPv4 IPV6
CFSove |IPv4 IPv4 CFS
CFS
Cisco MDS 9000 9.X




IPv4 IPv6 |

B rea

IPv4 CFsS
Cisco MDS
9000 IP CFS
Cluster
I0OA SME
Cisco MDS 9000 Family Sorage Media Encryption Configuration Guide Enabling
and Disabling Clustering
License Manager License Manager
IP
IPv4 IPv6
IPv4 ACL clear

\}

Note

switch# show ip access-list abc

p access-list abc permit tcp any any (0 matches)
p access-list abc permit udp any any (0 matches)
p access-list abc permit icmp any any (0 matches)
p
p

access-list abc permit ip 10.1.1.0 0.0.0.255 (2 matches)
access-list abc permit ip 10.3.70.0 0.0.0.255 (7 matches)

switch# clear ip access-list counters abc
switch# show ip access-list abc

p access-list abc permit tcp any any (0 matches)
p access-list abc permit udp any any (0 matches)
p access-list abc permit icmp any any (0 matches)
p
p

access-list abc permit ip 10.1.1.0 0.0.0.255 (0 matches)
access-list abc permit ip 10.3.70.0 0.0.0.255 (0 matches)

clear ipv6 access-list IPv6-ACL

switch# clear ipv6 access-list

. Cisco MDS 9000 9.x
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IPv4 IPv6
I

IP-ACL B

IPv6 ACL clear ipv6 access-list name

switch# clear ipv6 access-list Listl

)

Note
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B rea
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. , on page 155
. ,on page 171
. , 0n page 209
. , 0n page 209
PKI
Cisco MDS 9000
PKI IPsec/IKE SSH
CA
CA
RSA
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CA
CA CA
Web CA
IPSec IKE
PKI CA
CA
CA 1
CA CA
[CA CA authentication ] CA
CA [ trust point ] CA
[ CA trustpoint CA ] CA
CA
[ identity ] [ identity
certificate ] ( )
[ CA identityCA ]
( IPsec/IKE) ID
MDS [ enrollment ]
CA
ID
ID SSH
DHCP
CA
CA
CA
CA
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RSA

CA
CA
HTTPS NX- API
ID
1 RSA RSA
MDS
CA 1
Cisco MDS NX-0OS RSA
MDS
RSA RSA
[ 1CA
Certificate ] [ 2 CA
CA and Digital Certificate Parameters ]
RSA
. MDS
* MDS
CA
* MDS
CA
CA
. 1 RSA
1 CA

Cisco MDS 9000

RSA B

CA

CA MDS

Table 1 Maximum Limits for CA and Digital
Table 2 Default
IKE SSH
CA
RSA
MDS FQDN
1
1

-




o1
o1
1 CA
CA
CA
CA
CA
CA
CA
IKE
CA
CA
IPSec
RSA
CA
Public Key Infrastructure (PKI) IPsec/IKE
MDS
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Figure 9:
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Cisco MDS CA
IP
FQDN
FQDN SwitchA.example.com
SwitchA example.com IP
Caution IP IP
IP IP

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# switchname SwitchA
IP SwitchA

3 SwitchA(config)# ip domain-name example.com

IP example.com

RSA

RSA IKE/IPsec SSH

RSA
RSA

Cisco MDS 9000 9.x .




Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# crypto key generatersa

FQDN 512
RSA

Note
MDS CA

RSA , 0n page 209

3 switch(config)# crypto key generate rsa label SwitchA modulus 768

SwitchA 768 RSA
512 768 1024 2048 4096

4 switch(config)# crypto key generate rsa exportable

FQDN 512
RSA
Caution
Note
RKCS#12
Cisco MDS CA

CA

. Cisco MDS 9000 9.x



Procedure

switch(config)# crypto ca trustpoint admin-ca
switch(config-trustpoint)#

admin-ca
Note
16

switch(config)# no crypto ca trustpoint admin-ca

CA

switch(config-trustpoint)# enroll terminal

Note
&

switch(config-trustpoint)# r sakeypair SwitchA

RSA
, 0N page 155

switch(config-trustpoint)# no rsakeypair SwitchA
RSA

switch(config-trustpoint)# end

switch#

switch# copy running-config startup-config

CA MDS
CA
CA
CA

Cisco MDS 9000

CA

RSA
CA 1 RSA
CA
CA CA
PEM CA
CA

-




CA CA

\}

Note CA CA CA
CA CA CA CA
CA CA
CA |[CA CA certificate chain ]
CA 10
Web CA

1 switch# configureterminal

switch(config)#

2 switch(config)# crypto ca authenticate admin-ca

XEzARBgNVBASTCm51dHNOb3JhZ2UXE j AQBgNVBAMTCUFwYXJuYSBD
QTAeFWOWNTALMDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaM I GQMSAwHgYJKoZ ThveN
AQkBFhFhbWFuzGtl1QGNpc2NvLmNvbTELMAKGALUEBhMCSU4XE jAQBgNVBAgTCUth
cm5hdGFrYTESMBAGALUEBXxMJIQmFuZ2Fsb3J IMQ4wDAYDVQQKEwVDaXNjbzETMBEG
ALUECXMKbmVOc3RvemFnZTESMBAGALUEAXMJIQXBhecm5h I ENBMFwwDQYJKoZ ThveN
AQEBBQADSWAWSAJIBAMW/ 7b3+DXJPANBs IHHz luNccNM87ypyzwuoSNZXOMpeRXX1
0zyBAgi XT2ASFuUOwQ1iDM8r0/41j f8RxvYKvysCAWEAAaOBvzCBVDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJy j yRoMbr CNMRU20YRhQ
GgsWbHEwawYDVROFBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOC9DZXJIORWSyb2xs
LOFwYXJuYSUyMENBLmNybDAwWoC6gL 1YgZmlsZTovL1xcc3NILTA4XENIcnRFbnJv
bGxcQXBhcm5hJTIwQOEuUY3JsMBAGCSsGAQQBgj cVAQQRDAgEAMAOGCSQGS Ib3DQEB
BQUAAOEAHV6UQ+8nE399Tww+KaGrogON1JagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EO0N66zex0OEQEFG1Vs6mXpl//w==

————— END CERTIFICATE-----

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]: y

CA

Note
CA 10

Note

. Cisco MDS 9000 9.x
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PKCS#12 CA
CA CA CA
IKE SSH Cisco MDS
CA
CRL
CRL , 0n page 166 CRL
CRL
CRL
S
Note CA

Procedure

1 switch(config)# crypto catrustpoint admin-ca
switch(config-trustpoint)#

CA

2 switch(config-trustpoint)# revocation-check crl

CA
CRL

3 switch(config-trustpoint)# revocation-check none

4 (Optional) switch(config-trustpoint)# no revocation-check

Cisco MDS 9000 9.x .




RSA CA
CA E
Web

CA

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# crypto ca enroll admin-ca

switch(config)# crypto ca enroll admin-ca

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:secret123

The subject name in the certificate will be the name of the switch.
Change default subject name? [yes/no]:yes

Enter Subject Name:mdsl.example.com

Include the switch serial number in the subject name? [yes/no]:yes
The serial number in the certificate will be: ABC123456D7

Include an IP address in the subject name [yes/no]:yes

ip address:192.168.1.2

Include the Alternate Subject Name ? [yes/no]:yes

Enter Alternate Subject Name:DNS:mdsl.example.com 1P:192.168.1.3
Include DN fields? [yes/no]:yes

Include Country Name ? [yes/no]:yes

Enter Country Code [XX]:AA

Include State ? [yes/no]:yes

Enter State[1-128]:my_state

Include Locality ? [yes/no]:yes

Enter Locality[1-128]:my_locality

Include the Organization? [yes/no]:yes

Enter Organization[1-64]:my_organisation

Include Organizational Unit ? [yes/no]:yes

Enter Organizational Unit[1-64]:my_organisation_unit

The certificate request will be displayed...

————— BEGIN CERTIFICATE REQUEST-----

-.-Snip...

————— END CERTIFICATE REQUEST-----

CA CSR
CA

. Cisco MDS 9000 9.x



CA

g B~ w N

CA
CSR X.509
DNS: email:
URI: IP:
DNS: IP: switch.companyname.com
CA
Note
CA
CA
CA SMTP CLI

CA SMTP

switch# configure terminal

switch(config)#

switch(config)# crypto ca trustpoint smtp-auth-server
switch(config-trustpoint)# rsakeypair kpl
switch(config-trustpoint)# exit

switch(config)# crypto ca authenticate smtp-auth-server

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----

M1 1EEzZCCAvugAw I BAg1UHJ46ZJ09r6DWXT9AU/0Nn0+LGC44wDQYJIKoZ IhveNAQEL
BQAwgZgxCzAJBgNVBAYTAKIOMR IWEAYDVQQ IDAILQVJIOQVRBSOEXE j AQBgNVBACM
CUJFTkdBTFVSVTEOMAWGALUECgwFQO 1 TQO8xD jAMBgNVBASMBU1EU1FBMRswWGQYD
VQQDDBJtZHMtb2NzcC5jaXNjby5 jb20xJIDAiBgkghki GOWOBCQEWFW1kcy1kZXZ0
ZXNOQGNpc2NvLmNvbTAeFwOyNDAXMTkxMj E3ND laFwOyODAXMTkxMjE3NDIaMIGY
MQswCQYDVQQGEwJJT jESMBAGALUECAWJISOFSTKFUQUEBMR IWEAYDVQQHDAICRUSH
QUxVUIUxD j AMBgNVBAOMBUNJUONPMQ4wDAYDVQQLDAVNRFNRQTEbMBKGALUEAWWS
bWRzLW9jc3AuY21zY28uY29tMSQwlgYJIKoZ lhveNAQkBFhVtZHMtZGV2dGVzdEBj
aXNjby5jb20wggE iMAOGCSqGS I b3DQEBAQUAA4 I BDWAWgQEKAO IBAQC6CVEjqW7e
pP9R7GIRLNJIG8J 7nCOH094ZC4VHg1cfUC2AR11n1EhBbWIOFBYucTjzZGRRToWeU3p

Cisco MDS 9000 9.x .




FoUC4TURISV3j i FXXHNOSN9GZ9nL ty i P6PpvOJbDMEdOCEHL tqrMwhsQvmwFnKo2
QXytJDOZIT7TG2aLl rcggjQffM3mo+My2YDXQGwwj 3Ut84DOTUFuclaytihZvgGrT
25H1PG1ZwZy 1Q0YRCMIGITUPCMsDVxdYRJIL5 IGbYprXXi rkiUkspl 7IMRHFEMIGD
nwPeREeBoYQRXe0JINQe51w3wrX8LXMNPFMDZNKVvyK9X i cMdDGGZ7sBOOWvUzZ I UN
xn1302+qZsaJAgMBAAG j UzBRMBOGALUdDgQWBBSpPgJ3nuzVCp5+JA4z00wPCt 1B
rzAFBgNVHSMEGDAWgBSpPgJ3nuzVCp5+JA4z00wPct I BrzAPBgNVHRMBAFSEBTAD
AQH/MAOGCSGGS 1 b3DQEBCWUAAA I BAQAXKVHACLDeHIGPKAX20FvemK4 jHYMYal xR
LOV0090 1WGeJ1/g I rSmG+a5U40568Hzgw+gDUWP i NReqwHzV2zH55K j PFBGQG5Z5
/z69TFdh32GKimtR3F8ShRTZPV5 IW/NKk++YR50Qbu1XsJIXc00 10x0PU62pbj rvuQ
gvvL7TODAPQV 1 2K+7D5uNPmS2LVHEGFEMP27HK Fsz5x/cjyb5hphj YpchNpFUTwk
XYjJ126nL1c0r0Y661YyAPQeroj j tpMyvSjRbON I D2auf+R+qtUQ3EDOP66/L7700
8qV01AG37R61yYm201wYEKUMMVZVNnBIKbNe3DG5+0FoUa0gFCNX9

----- END CERTIFICATE---—-

smtp-auth CA
CA BEGIN
CERTIFICATE CA CA
END CERTIFICATE

switch # sh crypto ca certificates

CA base64 E Web
CLI
CA

Web CA

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# crypto caimport admin-ca certificate

input (cut & paste) certificate in PEM format:

————— BEGIN CERTIFICATE-----

M1 1EADCCAG6qgAw I BAg I KC j O00QAAAAAAIDANBgkqghk i GOWOBAQUFADCBKDEGMBAG
CSqGS 1b3DQEJARYRYWLhbmRIrZUBjaxNjby5jb20xCzAIBgNVBAYTAKIOMRIWEAYD
VQQIEwILYXJuYXRha2EXE jAQBgNVBAcTCUJhbmdhbG9yZTEOMAWGALUEChMFQ21z
Y28xEzARBgNVBASTCm5 1dHNOb3JhZ2UXE j AQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTEXMT lwMzAyNDBaFwOwN j EXMT lwMzEyNDBaMBwxG jAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGFMAOGCSqGS I h3DQEBAQUAA4GNADCB i QKBgQC/GNVACA jQu41C
dQ1WkjKjSICdpLFK5eISmNCQujGpzcuKsZPFXjF2UoiyeCYE8y IncWyw5E08rJ47
glxr42/s191R1b/8udU/cj9jSSTKK56koa7xWYAu8rDfz8jMCnIM4AW1aY/q2q4Gb
X7RifdVO6uFqFZEgs17/Elash9LxLwIDAQABo4 I CEzCCAg8wJQYDVRORAQH/BBsw
GY IRVMVNYXMEMS5 j aXNjby5j b22HBKwWWH6 IWHQYDVROOBBYEFKCL i +2sSpWEFgIrR
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bhWm1Vyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w j TEVN j skYUBOLFmxxoYGW
p1GTMIGQMSAWHgYJKoZ I hveNAQKkBFhFhbWFuUZGt1QGNpc2NvLmNVbTELMAKGALUE
BhMCSU4xE j AQBgNVBAgTCUthcm5hdGFrYTESMBAGALIUEBXMIQMFUZ2Fsb3J IMQ4w
DAYDVQQKEwVDaXxNjbzETMBEGALUECXMKbmVOCc3RvcmFNZTESMBAGALUEAXMJIQXBh
cm5h1ENBghAFYNKJIrLQZIEQJE iWMrRI6MGSGALUdHWRKMG IwLgAsoCqGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE IMjBDQS5 j cmwwMKAUoCyGKmZpbGU6
Ly9cXHNzZSOWOFXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigY 1KwYBBQUH
AQEETjB8MDsGCCsGAQUFBzAChi190dHRwWOi18vec3NILTA4LONIcnRFbnJIvbGwvc3NI
LTA4XOFwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwA0OYXZmIsZTovL1xcc3NILTA4
XENIcnRFbnJIvbGxcc3NILTA4X0FwYXJuYSUyMENBLmNYydDANBgkghk i GOWOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSubDcOcUZUUTgrpnTqVpPyejtsyflw
E36c1Zu4WsEXREgxbTk8ycx7V50=

————— END CERTIFICATE-----

admin-ca CA
CA
BEGIN CERTIFICATE CA CA
END CERTIFICATE
Note
16
Cisco NX-0S
CRL
CRL
CRL
CRL
PKCS12
, 0n page 165

\)

Note

« switch# copy running-config startup-config
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CSR CA
CA CSR CA
CSR CSR
CA CA
CA
crypto ca authenticate crypto caimport trust point

RSA CSR openssl

1. host$ openss req -newkey rsa: 2048 -keyout SwitchA.example.com-rsa-pem.privatekey -out
SwitchA.example.com-pkcsl0.csr

Generating a 2048 bit RSA private key

writing new private key to SwitchA_example.com-rsa-pem.privatekey”

Enter PEM pass phrase:abcl123

Verifying - Enter PEM pass phrase:abcl123

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

IT you enter "_.", the field will be left blank.

Country Name (2 letter code) []:BE

State or Province Name (full name) []:Brussels

Locality Name (eg, city) []:Brussels

Organization Name (eg, company) []:Example

Organizational Unit Name (eg, section) []:SAN

Common Name (eg, fully qualified host name) []:SwitchA_example.com

Email Address []:cert-admin@example.com

Please enter the following "extra® attributes
to be sent with your certificate request
A challenge password []:abcl23

FODN 2048 CSR RSA

2. host$ cat SwitchA.example.com-pkcs10.csr

CA base-64
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PKCS12
RSA CA CA
PKCS12
RSA
S
Note URL bootflash:filename
PKCS12
Procedure
1 switch# configureterminal
switch(config)#
2 switch(config)# crypto ca export admin-ca pkcsl12 bootflash:adminid.p12 abc123
admin-ca CA
bootflash:adminid.p12 abc123 PKCS12
3 switch(config)# exit
switch#
EXEC
4 switch# copy bootflash:adminid.p12 tftp:adminid.p12
PKCS12 TFTP
PKCS12
/ PKCS12

Cisco MDS 9000 9.x .




B

Procedure

1 switch# copy tftp:adminid.p12 bootflash:adminid.p12
PKCS12 TFTP

2 switch# configureterminal

switch(config)#

3 switch(config)# crypto caimport admin-ca pkcsl12 bootflash:adminid.p12 abc123

admin-ca CA
bootflash:adminid.p12 abc123 PKCS12

CRL

CRL

Procedure

1 switch# copy tftp:adminca.crl bootflash:adminca.crl

CRL

2 switch# configureterminal

switch(config)#

3 switch(config)# crypto ca crl request admin-ca bootflash:adminca.crl

CRL CRL

CA
CA
RSA
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Procedure

RSA

CA
CA CA

1 switch# configureterminal

switch(config)#
2 switch(config)# crypto catrustpoint myCA
3 switch(config-trustpoint)# delete ca-certificate

CA
4 switch(config-trustpoint)# delete certificate
5 switch(config-trustpoint)# delete certificate force

Note

force
IKE

6 switch(config-trustpoint)# end

switch#

EXEC
7 switch# copy running-config startup-config
RSA

RSA
RSA
Cisco MDS 9000 9.x
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RSA

Procedure

1 switch# configureterminal

switch(config)#

2 switch(config)# crypto key zeroizersa MyKey
MyKey RSA

3 switch(config)# end

switch#

EXEC

4 switch# copy running-config startup-config

Example
S
Note RSA CA
CA
,onpage 160
CA
switch# show crypto key mypubkey rsa RSA

switch# show crypto ca certificates CA

switch# show crypto ca crl CA CRL

switch# show crypto catrustpoints CA
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NX-0S

CA

switch# show crypto ca trustpool
Trustpool download status :

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:01

:Cisco Licensing Root CA
:Cisco Licensing Root CA
May 30 19:48:47 2013 GMT
May 30 19:48:47 2038 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:01A65AF15EE9Q94EBE1

:Cisco Basic Assurance Root CA 2099
:Cisco Basic Assurance Root CA 2099
May 26 19:19:29 2017 GMT

May 26 19:19:29 2099 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:03

:Cisco ECC Root CA

:Cisco ECC Root CA

:Apr 4 08:15:44 2013 GMT
:Sep 7 16:24:07 2099 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:5FF87B282B54DC8D42A315B568C9ADFF
:Cisco Root CA 2048

:Cisco Root CA 2048

May 14 20:17:12 2004 GMT

May 14 20:25:42 2029 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:019A335878CE16C1C1
:Cisco Root CA 2099
:Cisco Root CA 2099
tAug 9 20:58:28 2016 GMT
tAug 9 20:58:28 2099 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:2ED20E7347D333834B4FDDODD7B6967E
:Cisco Root CA M1

:Cisco Root CA M1

:Nov 18 21:50:24 2008 GMT

:Nov 18 21:59:46 2033 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:01

:Cisco Root CA M2

:Cisco Root CA M2

:Nov 12 13:00:18 2012 GMT
:Nov 12 13:00:18 2037 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:01

:Cisco RXC-R2

:Cisco RXC-R2

zJul 9 21:46:56 2014 GMT
zJul 9 21:46:56 2034 GMT
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CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:066COFCF99BF8COA39E2F0788A43E696365BCA
:Amazon Root CA 1

:Amazon Root CA 1

:May 26 00:00:00 2015 GMT

:Jan 17 00:00:00 2038 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:066C9FD29635869F0A0OFES58678F85B26BB8A37
:Amazon Root CA 2

:Amazon Root CA 2

:May 26 00:00:00 2015 GMT

:May 26 00:00:00 2040 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:066C9FD5749736663F3BOBOADIEBIE7603F24A
:Amazon Root CA 3

:Amazon Root CA 3

:May 26 00:00:00 2015 GMT

:May 26 00:00:00 2040 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:066C9FD7C1BB104C2943E5717B7B2CC81AC10E
:Amazon Root CA 4

:Amazon Root CA 4

:May 26 00:00:00 2015 GMT

:May 26 00:00:00 2040 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:083BE056904246B1A1756AC95991C74A
:DigiCert Global Root CA
:DigiCert Global Root CA
:Nov 10 00:00:00 2006 GMT
:Nov 10 00:00:00 2031 GMT

CA certificate
Serial Number
Subject

Issued By
Validity Start
Validity End

:0A0142800000014523C844B500000002
:ldenTrust Commercial Root CA 1
:ldenTrust Commercial Root CA 1
:Jan 16 18:12:23 2014 GMT

:Jan 16 18:12:23 2034 GMT

CA certificate

Serial Number :0509
Subject :QuoVadis Root CA 2
Issued By :QuoVadis Root CA 2

Validity Start
Validity End

:Nov 24 18:27:00 2006 GMT
:Nov 24 18:23:33 2031 GMT

switch# show crypto ca certificates
Trustpoint: myCA

CA certificate O:

subject= /0=Cisco Systems/CN=TEST-SSL-CA
issuer= /0=Cisco Systems/CN=TEST Root CA 2048
serial=54AEC560000000000043

notBefore=Feb 25 23:21:52 2009 GMT
notAfter=Feb 19 21:09:53 2034 GMT

SHA1 Fingerprint=C7:8E:BB:8D:ED:FD:CF:A0:14:C6:B3:D9:F2:FF:3F:F1:38:2A:0F:D4
purposes: sslserver sslclient

CA certificate 1:

subject= /0=Cisco Systems/CN=TEST Root CA 2048
issuer= /0=Cisco Systems/CN=TEST Root CA 2048
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Procedure

serial=228AFC0OC5220CDA94E298AF8CDAD4243

notBefore=Feb 19 21:01:38 2004 GMT

notAfter=Aug 11 20:29:31 2034 GMT

SHA1 Fingerprint=91:AD:ED:70:CB:E0:1A:D5:9A:18:DC:EF:82:B2:1C:A9:60:7D:3C:2D
purposes: sslserver ssilclient

Microsoft Windows Certificate Cisco MDS 9000
CRL

MDS

FQDN

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# switchname SwitchA

SwitchA(config)#

DNS

SwitchA(config)# ip domain-name example.com
SwitchA(config)#

SwitchA(config)# crypto ca trustpoint myCA
SwitchA(config-trustpoint)# exit
SwitchA(config)# show crypto ca trustpoints

trustpoint: myCA; key:
revokation methods: crl
SwitchA(config)#

RSA

SwitchA(config)# crypto key generate rsa label myKey exportable modulus 1024
SwitchA(config)# show crypto key mypubkey rsa

key label: myKey
key size: 1024
exportable: yes
SwitchA(config)#

RSA
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SwitchA(config)# crypto ca trustpoint myCA
SwitchA(config-trustpoint)# rsakeypair myKey
SwitchA(config-trustpoint)# exit
SwitchA(config)# show crypto ca trustpoints

trustpoint: myCA; key: myKey
revokation methods: crl

SwitchA(config)#

6 Microsoft Certificate Service ~ Web CA
CA ,0n page 174

7 CA

SwitchA(config)# crypto ca authenticate myCA

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
M11C4jCCAoygAwIBAgIQBWDSiay0GZRPSRI 1 jKOZejANBgkghkiGOwOBAQUFADCB
kDEgMB4GCSqGS 1b3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAIBgNVBAYTAKIO
MRIWEAYDVQQIEwILYXJuYXRha2EXE jAQBgNVBACTCUJhbmdhbG9yZTEOMAWGALUE
ChMFQ21zY28xEzARBgNVBASTCm5 1 dHNOb3JhZ2UXE j AQBgNVBAMTCUFwYXJuYSBD
QTAeFWOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaM I GQMSAwWHgYJKoZ IhveN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAKGALUEBhMCSU4XEj AQBgNVBAgTCUth
cm5hdGFrYTESMBAGALUEBXMJIQmFuZ2Fsb3JIMQ4wDAYDVQQKEWVDaXNjbzETMBEG
ALUECXMKbmVOCc3RvcmFNZTESMBAGALUEAXMJIQXBhcm5h I ENBMFwwDQYJKoZ ThveN
AQEBBQADSWAWSAJIBAMW/ 7b3+DXJPANBs IHHZ luNccNM87ypyzwuoSNZXOMpeRXX1
0zyBAg i XT2ASFUUOwWQ1iDM8r0/41 j F8RxvYKvysCAWEAAaOBvzCBVDALBgNVHQ8E
BAMCAcYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJy j yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVROTBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOCIDZXJORW5yb2xs
LOFwYXJuYSUyMENBLmNybDAwoC6gL 1YgZmIsZTovL1xcc3NILTA4XENIcnRFbnJv
bGxcQXBhcm5hJT IwQOEUY3JsMBAGCSsGAQQBg j cVAQQDAgGEAMAOGCSgGS 1b3DQEB
BQUAAOEAHV6UQ+8nE399Tww+KaGrOogON1JaqgNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EO0N66zex0EOEFG1Vs6mXpl//w==

————— END CERTIFICATE-----

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]:y
SwitchA(config)#
SwitchA(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/0=Yourcompany/0
U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany .com/C=IN/ST=Karnataka/L=Bangalore/O=Yourcompany/0OU
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

SwitchA(config)# crypto ca enroll myCA

Create the certificate request..
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Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:abc123

The subject name in the certificate will be: SwitchA.example.com
Include the switch serial number in the subject name? [yes/no]:no
Include an IP address in the subject name [yes/no]:yes

ip address:10.10.1.1

The certificate request will be displayed...

————— BEGIN CERTIFICATE REQUEST-----

M1 1BgzCCARQCAQAWHDEaMBgGALUEAXMRVmMVNYXMEMSS5 jaXNjby5 jb20wgZ8wDQYJ
KoZ1hvcNAQEBBQADgYOAMIGJAOGBAL8BY1UAJ2NC7jUJ1DVaSMgN1gJ2kt8ri14 1KY
0JC6ManNy4qxk8VeMXZSiLJ4JgTzKWdXbLDKTTysnjuCXGvjb+wjOhEhv/y51T9y
P2NJJ8orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJ91XTq4WoVkSCzXv8S
VayHOVEVAgMBAAGQTZAVBgkghk i GOWOBCQCXCBMGbmJI2MT 1 zMDYGCSQGS I1b3DQEJ
DjEpMCcwJQYDVRORAQH/BBsSwWGY IRVMVNYXMtMS5 jaXNjby5jb22HBKwWH6G 1wDQYJ
KoZ 1hvcNAQEEBQADgYEAKT60KER6Q08N j OSDXZVHSTJIZh6K6JtDz3Gkd99GIFWgt
PFtrNcWUE/pw6HayfQl2T3ecgNwe 12d15133YBF2bktExi 16U188nTOjglXMj ja8
8a23bNDpNsM8rkIwA6hWkrVLBNUZEFJIxgbjfngPNTZacJCUS6ZgKCMetbKytUx0=
————— END CERTIFICATE REQUEST-----

SwitchA(config)#

Microsoft Certificate Service ~ Web
, 0N page 182

SwitchA(config)# crypto ca import myCA certificate

input (cut & paste) certificate in PEM format:

————— BEGIN CERTIFICATE---—--

M1 1EADCCABqgAW I BAg 1 KCJj 000QAAAAAAADANBgKahk i GOWOBAQUFADCBKDEGMBAG
CSqGS 1b3DQEJARYRYWLhbmRrZUBjaXNjbys5jb20xCzAIBgNVBAYTAKIOMR IWEAYD
VQQIEWILYXJuYXRha2EXE jAQBgNVBACTCUIhbmdhbGOyZTEOMAWGALUEChMFQ21 Z
Y28xEzARBgNVBASTCm5 IdHNOb3JhZ2UXE jJAQBgNVBAMTCUFwWYXJuYSBDQTAeFwOw
NTEXMT lwMzAyNDBaFwOwN j EXMT lwMzEyNDBaMBwxG jAYBgNVBAMTEVZIZ2FzLTEu
Y21zY28uY29tM I GFMAOGCSGS 1 b3DQEBAQUAA4GNADCB i QKBgQC/GNVAC jQu41C
dQIWKjKjS1CdpLTK5eISmNCQujGpzcuKsZPFXjF2UoiyeCYE8y IncWyw5EQ8rJ47
glxrd42/s191R1b/8udU/cj9jSSTKK56koa7xWYAu8rDfz8jMCnIM4W1laY/q294Gb
X7RifdVO6uFqFZEgs17/Elash9LxLwIDAQABo4 I CEzCCAg8wJQYDVRORAQH/BBsw
GY IRVMVNYXMEMS5 j aXNjby5 j b22HBKwWH6 IwHQYDVROOBBYEFKCL i +2sSpWEFgrR
bhWm1Vyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w j TEVN j skYUBOLFmxxoYGW
p1GTMIGQMSAWHgYJKoZ IhveNAQKBFhFhbWFuZGt1QGNpc2NVLMNVb TELMAKGALUE
BhMCSU4XE j AQBgNVBAgTCUthcm5hdGFrY TESMBAGALUEBXMJIQMFUZ2Fsb3J IMQ4w
DAYDVQQKEwVDaXxNjbzETMBEGALUECXMKbmVOc3RvcmFNZTESMBAGALUEAXMJIQXBh
cm5h 1ENBghAFYNKJrLQZIEQJE iWMrR16MGSGALUAHWRKMG IwLgAsoCqGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE IMjBDQS5 j cmwwMKAUuoCyGKmZpbGU6
Ly9cXHNzZSOWOFXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigY IKwYBBQUH
AQEETjB8MDsGCCsGAQUFBzAChi190dHRWOi8vc3NILTA4LONIcnRFbnJvbGwvc3NI
LTA4XOFwYXJuYSUyMENBLmMNYdDA9BggrBgEFBQcwA0OYXZmIsZTovL1xcc3NILTA4
XENIcnRFbnJvbGxcc3NILTA4X0FwYXJuYSUyMENBLmMNydDANBgkghk i GOwWOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSubDDcOcUZUUTgrpnTqVpPyejtsyflw
E36c1Zu4WsEXREqxbTk8ycx7V50=

————— END CERTIFICATE-—---

SwitchA(config)# exit

SwitchA#
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SwitchA# show crypto ca certificates

Trustpoint: myCA

certificate:

subject= /CN=SwitchA.example.com

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/L=Bangalore/0=Cisco/0U
=netstorage/CN=Aparna CA

serial=0A338EA1000000000074

notBefore=Nov 12 03:02:40 2005 GMT

notAfter=Nov 12 03:12:40 2006 GMT

MD5 Fingerprint=3D:33:62:3D:B4:D0:87:A0:70:DE:A3:87:B3:4E:24:BF

purposes: sslserver sslclient ike

CA certificate O:

subject= /emai lAddress=admin@yourcompany .com/C=IN/ST=Karnataka/L=Bangalore/0=Yourcompany/0
U=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany .com/C=IN/ST=Karnataka/L=Bangalore/0O=Yourcompany/0OU
=netstorage/CN=Aparna CA

serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

purposes: sslserver sslclient ike

12

SwitchA# copy running-config startup-config

CA

Microsoft Certificate Service ~ Web CA
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Procedure

1 Microsoft Certificate Services Web [Retrieve the CA certificate or certificate
revocation task] [Next]

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revacation list
' Request a certificate

' Checlk on a pending certificate

Cisco MDS 9000 9.x .




2 CA [Base 64 encoded]
[Download CA certificate]

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA certification path if you request and install a ¢
CA cerification path will be installed for you automatically.

Choose file to download:
CA Certificate: (8 i R

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list
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CA B

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed foryou

Choose file to download:
A Cerificate. MilCIaar T

T DER encoded or & Eas

Download CA cerdificate
Download CA certification p:
Download latest cerificate re

2)

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA

Some files can harm pour computer. [F the file ink
looks suzpicious, or vou do not fully tugt the zou
zave thiz file.

File name: certnew.cer
File type:  Secunty Certificate
Frorm: 10.76.45.108

/4 This type of file could harm yaur computer i
malicious code.

Wwhould pou like to open the file or ave it to wour

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file

Cisco MDS 9000
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4 [Certificate] [Copy to File] [OK]

Microsoft Certificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl  Detais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Certificate. [diCua e R [Elserial number 0560 D289 ACE4 1994 4F49 1,
ESignature algorithm shalR3a4
Elssuer Aparna Cha, netstorage, Cisco,
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid to 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, Cisco,
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy to Fi
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5 [Certificate Export Wizard]

[Base-64 encoded X.509 (CER)]

CA B

[Next]

Microzsoft Certificate Senices -- Aparna CA

It is not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
A Certificate:

Current [Aps

T DER encoded or o

Download CA certifica
Download CA certifica
Download latest cerdific

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow coras  Detais |cErtiﬁcatiDn Path |

Show: I«::F'.II} j
Field Certificate Export Wizard
_—
ESE@T” b Export File Format
alnlislla Certificates can be exparted in a var|
ESignature alg
Elssuer
E'-.-'alid Fram
E'-.l'alid ko Select the Format wou wank o use:
S subject " DER encoded hinary %509 (.
EF‘uhlic ke

{* Base-64 encoded %.509 {,CEF

i Cryptographic Message Synks
™ Include &l cethificates in

' Bersonal Information Exchant

[T Includs &l certificates in

[T Enable strong proteckion

[T Delete the private keyibk
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6 [Certificate Export Wizard] [File name:]
[Next]

Microsoft Certificate Services - Apamna CA

Retrieve The CA Certificate Or Cerificate Revocation List

Certificate

Install this CA certification path to allow. zoeal Details |.:Ertiﬁcati,m Path |

It is not necessary to manually install th - shaw: |<al> =]
CA certification path will be installed fc

Field Certificate Export Wizard
Choose file to download: = versian ;
3 - ; 5 (=] serial numbe Flelo bt

CA Certificate. [SMenaE i iERe Specify the narne of the File wou wank ¢
ESignature alr
Elssuer
E'u'alid From
E'u'alid ko File name:

 DER encoded or ¢ Esubject

Download CA certifica |ElPublic key
Dowinload CA certifica
Dowinload latest certific

[:kestoertslaparnaCa, cer
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7 [Certificate Export Wizard] [Finish]

Microsoft Certificate Senices - Aparna CA

Retrieve The CA Certificate Or Certia

Cet

Install this CA certification path to allow cores Detais |cErtiﬁcatiDn Path |

te Revocation List
ficate

Itis not necessary to manually install th - show: {<al>
CA certification path will be installed fc

Field

Choose file to download: [E]version
CA Certificate; B e [ serial numbe Com
ESignature alg Wize

Elssuer
E'-.-'alid From You hay
E'-.-'alid ko wizard.
T DER encoded or o Elsubect vou b
Download CA certifica |ElPublic key File Iz
Download CA certifica IE;‘C'?E;‘
Download latest cedific File Fc
K -
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8 Microsoft Windows  type Base-64 PEM CA

AWINNT, system32hcmd.exe

D:stestcerts>type aparnaCl.cer
BEGIM CERTIFICATE

MIIC4jCCAoygAwI BAgIQBWDS iayAGERPERI 1 jKBZe jANBykghkiGYwBBAQUFADCE
kDEgHB4GCEgGE I h3DQEJARY RY U1 hbmRrZUB jasNijbyS jh28xC=AJBgNUBAYTAKL 1O
MRIwEAYDUQQI EwlLYXJu¥iRhaZExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xE=ARBgHUBA=TCnS 1dHNBL3JhZ2UxEjAQBgHNUBANT CUFuwY B JuY SBD
QTAe FuBuwNTA1MDMyM jO2MzdaFuBuNzA1MDHyMjU1IHT daMI GGHSAvHgY JKo ZT hucH
AQKBFhFhbUFuZGt 1GGHpc 2My LmNv bT ELHAKGAIUEBhHCEU4xEjAQBgMUBAgTCUth
cm5hdGFrY¥TESMBAGALUEBxHJQnFuZ2F=zh3J1HQ4uDAY DUQQKEWUDaiNjbhzETHBEG
ALUECxHKbmUBc 3IRvemFnZTESHBAGALUEAXxMJQX BhcmShl ENEHFuwwDQY JKoZ1 hucH
AQEBBQADS wAwSAJBAMY . -7h3 +DEJPANBz IHHz JuNccHMB Yypuzuuo SHNZEOMpe REXE T
OzyBAgidT2ASFulOwql iDHErO0./41 jf BRxv Y Kv y= CAWEAAaOBv=zCBuvDALBgHUHGRE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EFgQUJy jyRoMh»CHNHRU2 O uRh
GgsWhHEwaw¥ DURBE BGQuY jAuoCygKoYoaHRBec DovL3NzZ8 BuwQCeDER JBRUS yb2 ks
LAFuY X JuYSUyMENBLmNubhDAwo CogLIYgZmleZTovLl xcc3N1LTA4R EN1cnRFhndu
hGxc QX BhemShdT I wQBEWY 3JsHBAGCE s GAQQBy jc VAGQADAGEAMABGCE gGE T h3DQER
BQUAABEAHuvEUG+8nE3??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea

MEG7EBoMG6zexBEQEf GilUsbmB pl »ru==
END CERTIFICATE

D:stestcerts

PKCS#10 CRS Microsoft Certificate
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1 Microsoft Certificate Services Web [Request a certificate]
[Next]

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select atask:

" Retrieve the CA certificate or centificate revacation list
& Request a certificate

' Checlk on a pending certificate

Cisco MDS 9000 9.x .




2 [Advanced Request] [Next]

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

. Cisco MDS 9000 9.x



3 [Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using a base64
encoded PKCS#7 file] [Next]

Microsoft Cerificate Serices - Aparna CA

Advanced Certificate Requests

You can request a cerificate for yourself, ancther user, or a computer using one of the t
cerification authority (CA) will determine the cerificates that you can obtain.

' Submit a certificate request to this CA using a form.

& Submit a certificate reqguest using a basebd encoded PHCS #10 file or a renewal |

¢ Request a certificate for a smart card on behalf of another user using the Smart e
You must have an enraliment agent certificate to submit a request for another wser,

4 Saved Request base64 PKCS 10 [ Next ]
MDS ,on
page 160 MDS , 0n page 171
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Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PHCS #10 cerificate request or PRCS #7 renewal regquest ge:
server) into the request field to submit the request to the certification authority (CA).

Saved Request:

VovHOvEwvAgMEBAAGT=AVEgkghkiGo wDBCchCBHGﬁ;I
DAEpMCowI QYDVEORAQH BESwGY IRV Y ENC M35 ]
Basebd Encoded |FoZIhvelAQEEEQADGTEAKTE0EERGQ0Enj0sDEZVH
Cerificate Request |PELrNeWUE/ pweHayE0l2 T3iecoNwe 12415133 TEF 2
(PKCE #10 or #); [882 30NDpNsHErklvAehTkr VLENUZEF Jxoh J £ngPH

————— END CERTIFICATE REQUEST---——-—

4| |

Erowse for a file to insert.

Additional Attributes:

Attributes: -
4 k
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CA 1 2

Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reqguest has been received. However, you must wait for an administrato
Flease return to this web site in a day or twio to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

Cisco MDS 9000 9.x .




ertification Authority

f—

C
Action  Yiew |J a o= | | | @

Tree I

% Certification Authority (Local)
El@ Aparna Ch

i Revoked Certificates
“ [ Issued Certificates
a Pending Requests

.| Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Regquest Sul:urq

----- BEGIM ME. ..
Refresh
Help |

Taken Under Submission

<] |

I |C|:|ntains operations that can be performed on the object,
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7 Microsoft Certificate Services Web [Check on a pending certificate]
[Next]

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of cerificate you request.

Select a task:

" Fetrieve the CA cerificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate
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8 [Next]

Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checl:

Saved-Fequest Certificate (12 Nopember 2005 20:30:22)
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9  [Base 64 encoded] [Download CA certificate]

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was 15sued to you.

T DER encoded or & Base 64 encoded

o] Dowinload CA certificate
= Download CA certification path

Cisco MDS 9000 9.x .




10 [File Download] [Open]

Microsoft Certificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

_ —
€ DER encoded of & Base 6

i Download CA certificate Some files can harm vour computer. I the file infarmati
== Download CA cerdification path looks suzpicious, or vou do nob fully st the source, d
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm your computer if it cor
malicious code,

Wwiould you like to open the file or zave it ta your comp

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

11 [Certificate] [Details] [Copy to File]
[Certificate Export Wizard] [Base-64 encoded X.509 (.CER)]
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5
a

T o 2x

— Mirrnen proek Fu = ife Cisco Systems; Inc.

General Details |Certificatinn F‘athl év _b E -

Shiow: |::.|:-.II:=

&

Field

E'-.-'ersiu:un

ESerial number
Eﬁignature algorithm
Elssuer

E'-.-'alid Fram

[F]valid to

ESubject

EF‘ul:uIil: key

e o | —

W3

0&33 GEAL 0000 0O00 Q074
shalRsn

Aparna CA, netstorage, Cisca. ..
12 MNopember 2005 3:32:40

12 Mopember 2006 3:42:40
Vegas-1.cisco.com

RS54 (1024 Bits) |

Certificate Export Wizard

Expott File Format
Certificates can be exported in

Select the format wou wank fo u

™ DER encoded binary ¥.5i

Edit Properties. .. Copy to File... (v Base-64 encoded %509

. Cryptographic Message !

Ok
[ | Include &l cerbificate

£ Personal Information Ex

[ | Include all cerkificate
" | Enable strong protec
[T | Celete bheiprivate ke
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12 [Certificate Export Wizard] [File name:]
[Next]

='-.-'ersinn
=Serial nurmber 0&a33 SEAL 0000 0000 0074
ESignature algarithm shalR5A
EIssuer Aparna CA, netsborage, Cisca. ..,
E'-.-'alid Fram 12 Mopernber 2005 5:32:40
='-.-'a|iu:| ko 12 Mopember 2006 3:42:40
= Subject Vegas-1.cisco.com

1S public key RSA (1024 Bits)

CnikestoertsimyID, cer
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13

[Finish]

f
. General Details | Certification Path I
i‘ Shio: I::.ﬁ.ll:b ;l
Field | Yalue i -

E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |

Edit Fraperties. .. Copy to F

- 55

Comple
Wizard

ou have s
wizard.

fou have sp

File Mame

Export ke
Include all
File Format
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14 Microsoft Windows  type base-64

D:stestcerts>tupe mylD.cer
BEGIN CERTIFICATE
MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
UQQI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAB3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21z¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKByQC GNUACA jOud1 G
dQ1 Wk jHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKSbkoa?xWYAuBrDf =8 jHCn I H4WH a¥ g2 g4Gh
wIRif AUB6uFgFZEg=17-Elazsh?LxLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWEf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyoxo ¥ GU
pI GTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGA1UE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGA1UEAxMJQX Bh
cmShl EHNBghAFYNEJrLQZ1E?JJEilMr»R16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybhmE1MFBDASS jemuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZEJARWS yh2 s KEFuY X JuY S U yMENBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥YSUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
HEM1cnRFhbndubhGxcc3N1LT A48 8FwY S JuY SU yMENBLmMyd DANBykghkiG?wABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT k8 yecx?USo=
END CERTIFICATE

D:stestcerts>

Microsoft CA

Procedure

1 Certification Authority Issued Certificates
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2 [All Tasks] > [Revoke Certificate]
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