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CiscoDCNM U )—X M15(1) ~ADTF7 v 745 L—F

CiscoDCNM U U — 2 11.0(1) & Y A7iZ, DCNMOVA, £ L TISO 1% SAN #fEZ V7 R— LT
WE L7z, Cisco DCNM U U —Z 11.3(1) BAFETIX, OVA & ISORAET 774 7 > ADJ5IZ
SAN EBAF @ Cisco DCNM % A A h— /L TX £7,

WOFRIF, VI—R1SW)IZT v 7T — KT 51D MERH LT v 7T L—RDH

AT HFLDELOTT,

Table 1: Cisco DCNM SAN BT v 7 L— KD 454 7

JY—ZNM5MIZ7yFTIL—FK337yvT5L—FK
247

BED))—RES

11.4(1) Windows [A]iF : £ T A T v 77 L—FK
Linux[aliF : A >4y Ty 7 L—FK

OVAISO D& - AV TFA Y T w77 L—FR

11.3(1) Windows [A]iF : £ VT A T v T L—F
Linux[@) : A >4 Ty 7T L—FR

OVAISO D& - A T A Ty T T L—R

11.2(1) Windows [{]l} : £ > F AT v 77 L—FR

Linux[all} : £ A4 7Ty 77 L—FR

OVA\ISO [fJiT :

1. B LW I11.3(1) SAN ODHRDA VA h—)b,

2. 11.3(1) ~DRT =< A X =T v DNEDK
17

Note HWART f =V VA TR =T T4
i, 11.300) OBEFO N T 3 —< 2 A =

F—Vx T EEIBMIET,

3. 1150 ~DA > FA L T T T L—F

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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i |

OVA\ISO [Ali7 :

1Ts

Linux D4 1 11.1(1) — 11.4(1) — 11.5(1)

1. B LW I11.3(1) SAN DHDA A h—/b,

3. 115(0) ~DA Y FA Y Ty T T L—F

RED) ) —RES J)—ZN5MIZ7yvTITL—FFTB57vTIL—F
247
11.1 (1) Windows D54 1 11.1(1) — 11.4(1) — 11.5(1)

2. 11.3(1) ~DIRT p—< L A T3 —T ¥ DIEDE

Note HWART p—m AR — Dy F— X
1. 11.3(0) OBEFDONRT fp—< L A <
2=V TR EEEIMIET,

AT LEH

ZDOv s vaTlE, CiscoDCNM U U —ZA115(1) 2 E LS HESEL-ODOIFIE RV A

T ANELRIZOWTHEHB LE T,

\)

GE)  HBLRY— =T VT =T EERNCT v T L— R LW ERHEELET, &
W7 hy=T aViR—X MITRT, AT T w77 L—RFRRIETEFINET,
DCNM 7T v 77 L—RUAND VR —=R o " e T v 77— RKT5L, N7 p—~ ADOME

DREELET,

« Java DEfE (7 ~—)

o B (7 X—Y)

s P A= ER TV 2 IBIE

« T—HR=ADHE (T R—Y)

e AR NAHFE (8 )

o — XY Y — 2 (§ R—D)

I TAT Y NON—= R =T EME (10 X—)

« Cisco DCNM > VMware Snapshot %78 — K (10 ~<—3)

e PAR—=FEHD Web 77 UH (12 3—2)

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| =
2571848 |}

c FOMDYIR— I FEBDOY 7 hy=T (12 °9—)

Java DEH
Cisco DCNM V— 3%, kDT 4 L7 R UIZJRE1.08 i L CEME &N E T,

DCNM_root directory/java/jdkll

H— B

CiscoDCNM U U —Z 11.5(1) TiX, KD 64y b FXVL—F 4 7 T A7 5 E® CiscoDCNM
Y= "B Y R — SN TNET,

« SAN R :
¢ Microsoft Windows 2016

* Microsoft Windows 2012 R2 F#1 2919355
* Red Hat Enterprise Linux Y U —2% 7.8,8.1, 8L 182
* CentOS Linux Y U —X 7.8 L#5 L7z Open Virtual Appliance (OVA)

* CentOS Linux Y U —2X 7.8 L& L= ISORAET 77 A 7 A (1SO)

T—AR—ZADEH
CiscoDCNM U U —2Z 11.2(1) Tli&, ROT—H X—R% PR — KL ET,

* Oraclellg Express (XE), fE#E, = ¥ —7F7 4 X =75 13 a3, BLD Oracle 11g Real
Application Clusters (RAC)

*Oracle 12c = ¥ —F' T4 X =7 ¢ v ay (PRI —GET 7 7 HHRA > A F—)L)
S

GE)  Oracle 12¢ 77 ZHl 5T — A _R— 2 RX—T g DA VA h—)b
Y AR—hSNTWERA,

* Oracle 12c RAC GE7 7 7 8fsi A A h— L)
* PostgreSQL 10.15-Linux / OVA / ISO &R H] 5

* PostgreSQL 10.15-Windows /&R D55

\)

G Fes_R—R YA KE, ST F—v R v R — P R WERE RN - TV D DONM 23 FS
B — FEB L O~ MUTIS U THIM L S, 54 ~—2D¥ 4 A2 RT3 2 L 13T
FHA, Oracle 7T —# N—RAZRINT HLE, KAX—AOHIEOREIZ L Y, OracleSE £ 7=
XA =TI R T a2l T 2B LET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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A\

GE) AUTF A RNTTNa—T 47 UhNNY BETeOracle T — Z X — A 2T 59
TOYVR— MIEEZAWVWET, FEEIIERR EEYMNICT =2 RX—=ADNN I T v 7%
BISL., 9 XTCOT—Z BRI NTWAL L5075 L2888 LET,

A\

() ISO/OVA A > A b— L1, FAGAZA PostgreSQL 7 — ¥ _X—ADH P R—F LET,

INA IN—INA

CiscoDCNM TlE, DY —/NT"F > N7 4 — L EDORT X H )L P —rN (g X=X A HF 72 L)
TOISO DA VAR —ARYFR—FENTHET,

H— & ID (PID) HEINDLRIMAEY., FT
4 JRE. CPUH

Cisco UCS C240M4 UCSC-C240-M4S 32G /500G 16 vCPU

Cisco UCS C240M4 UCSC-C240-M4L 32G /500G 16 vCPU

Cisco UCS C240 M5S UCSC-C240-M5SX 32G /500G 16 vCPU

Cisco UCS €220 M5L UCSC-C220-M5L 32G /500G 16 vCPU

Y

() Cisco 2% Cisco UCS TOHT A F LTWHEHETH, Cisco DONM (L) 72 EEE DB D =2
Va—7 47 N— Ko7 CTEIELET,

Y—nN)Y—REH

N

GE)  fHMH~< 2D CiscoDCNM %A A b=/ T B354, =) V=R LFEZEDY V) —X
ETRL, W~ U EFOR—AT A U EBRTAOVERDH Y T,

% 2: Cisco DCNM R D R T LEH

BE24 7 INEAE (Lab E 1= (T KIRE (£ ) Huge (SAN Insights [
POC) &57a489av)
Windows CPU : vCPU x 8 CPU : vCPU x 16 PR — hxtgsh
RAM : 24 GB RAM : 32 GB
DISK : 500 GB DISK : 500 GB

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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ER424 7 INRAE (Lab E =% KRR (%) Huge (SAN Insights [
POC) £57A553Y)
Linux (RHEL) CPU : vCPUx 8 CPU : vCPUx 16 CPU : 32 vCPUs
RAM : 24 GB RAM : 32 GB RAM : 128 GB
DISK : 500 GB DISK : 500 GB DISK : 2 TB
OVA/ISOA % > K7 |CPU : vCPUx 8 CPU : vCPUXx 16 CPU : 32 vCPUs
e RAM : 24 GB RAM : 32 GB RAM : 128 GB
DISK : 500 GB DISK : 500 GB DISK : 2 TB

BETF D Elasticsearch 7 — # ~— 2 )% 250GB 8 % 534 . Cisco DCNM H— 3%, A VU T v
7 AERZ5E T A 72912 500GB #8325 HDD AX— A &L LE9,

)

GE) KBS arEa—T 4V ITEROSLE, T4 A7 ZBIMTEET, T4 A7 OH A X,

B/N32GB 225K 1.5TB D& E THFEHTX F4,

BETF D Elasticsearch 7 — # ~— 2 )% 250GB & % 534 . Cisco DCNM H— 3%, A VT v
7 AERZ5E T4 572912 500GB #8325 HDD AX— A &L LE9,

100t /XN—7 ¥ a NIRRT 4 AT AR=AND L L aiRT o A A M= ERIE
Ty 77— FHIT /tmp T A V7 b U DSIRD T RRERBIDT 4 A7 DMWY AT £

DCNM DA Y A h—/L%&5ET L, DCNM 7 7'V r— 3 U AZE L Tl EfES § 5 72
DIZ, V=" N=T 4 ¥ a AR RT 4 A7 FERERID S TET, 74 A7 FHBOEFTH
WTIX, 77V —varpa—F—1A4 NS L I, A YA M= NVEREFET v
JL— Rl /tmpT 4 V7 N E~D Y NCEDRIOT 4 AV e~y N TXxE9, appmgr
system scan-disks-and-extend-fs =~ > R&FEH LT, T4 AZMEKET A AT 77 AL T A
TLEBMTH L L TEET,

)

GE)

TWEH A,
* Cisco SAN Insights #$REIZ. KEIEB CTOAY R — S E T,
7 =T L=y a VEBRIZENEN 3 DOKRBBARERE ) — FTHEINTWET,

* CiscoDCNM U U —Z 12()EUETIE, 774~V /J—FKnbDR 7 =T L—va v ) —

RZRBILET,

« U U—2A113(1) 7* 5, Cisco DCNM Windows J&Bf ClZ. SAN Insights fERBIZ Y AR — ki

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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BS54 T MDIN—FY9T7EHR

CiscoDCNM SAN 7 A7 b7 7547 B LW Cisco 7 /31 A ¥R —T %%, Microsoft
Windows 10, Microsoft Windows 2012, Microsoft Windows 2016, Red Hat Linux % 4R— ks L £
T, MOFIZ, TNHDTFAT v s VAT ADR/IN— R = 7 EEZ R LUET,

N—FL9oz7 =INEH

RAM (ZE &) 6 GB Ll I

CPU #E 3GHz U LD S
T AR (JEE R 20GB

CiscoDCNM Z AR~ v A VA b= T A551F, —_"— U YV —RFZHE LY VY —
AEFHILT, WHl~ v EDR—ZAT 4 TR LET,

— D Cisco DCNM #EREIL T A B ANKETY, T4 &2 AEEZFEH T HA1IC, Nexus &
HELIIMDS BEOE T T v b7 4+ —AIZ CiscoDCNM 74 B A% A A h—/L LT T2
SV, DCNM O Z A & v 7IZB3 HFEMIE, https://www.cisco.com/c/en/us/td/docs/switches/
datacenter/sw/11_x/licensing/cisco_dcnm_licensing guide 11 x.html ZZH L T 7Z 31,

Cisco DCNM @ VMware Snapshot +7/R— k

VMware 6.0 6.5 6.7 6.7 P01 7.0

vSphere

Hypervisor
(ESXi)

VMware 6.0 6.5 6.7 6.7 PO1 7.0
vCenter J—/3

\)

GE¥)  CiscoDCNMOVA A > A b —F ZEBA4 5121%. VMwarevCenter - — 328 AB T4, LavL,
vCenter % {# Fi& 9712 VMware ESXi |{Z DCNM % B A > A h—/L 3 5|Zi&, DCNM ISO J& B
BIERTEET, ELWVWCPU, AEV, T4 A7, BEUNIC Y YV —ANRZD VM IZEID XY
THNTWNDEZ EEEERLET,

VM TR} w7 vay baERETH12F. ROFEEZFEITLET,

1. AVX_XUNINOEE~Y %2457V v 27 LT, [RFTv T3y bk (Snapshot)] > [RF Y
73w OIS (Take Snapshot)] 227 U v 7 L £,

2. [RFTv T3y bO#&e (Take Snapshot)] ¥ A 7 7Ry 7 AL, A F v ay b4
ArEFHE A LET,

3. [OKlZ27 Vv Z L, AFvFvay haeRFLET,

WKDOAF v Tray e VMIZHERATE £,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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e VM OEJRI A7 DAREE,

« VM OEIRNA L F21XT 7 T 4 7 OAREE,

\)

CE) VMOBEBENAFEZIIAT7DE X, CiscoDCNM IZAF v 7V ay hEVR—FLET, K

e A ATV a VPBERENTWDHLEE DCNM [FA Ty 7 vay badaR—hL
EHA,

KORNTT I, RETVUVDAERYVDRFT Yy Toay b Fov IRy 7 ANBRENT
WARWZ L EHRELTLIFEEN, 277 L, VMOERERR T 712> THWABEE S L —I12h - T

WET,
Take Snapshot =~ denm-va.11.x.1 p s
Name VM Snppshot taken powered on 12/8/2019,
Description

Snapshot the virtual machine's memory

Quiesce guest file system (Needs VMware Tools installed)

A F w7 ay NOIRREIZ VM 2 TE £9,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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Manage Snapshots = denmmm

1 denmit
© VM Snapshot 12%252f12%2522019, 11:56:07 AM
% 1131 Snapshot 12%252f12%252f2019, 3:04:31 PM

© VM Snapshot 12%252f16%252f2019, 6:55:02 ..

Q@ You are here

DELETE ALL ] l DELETE ] [ REVERT TO

i |

X

Name VM Snapshot

12%252f16%2522019,

6:55:02 AM
Created 12/15/2019, 11:55:31 PM
Disk usage 510.03 MB
Snapshot the virtual No
machine's memory
Quiesce guest file system No

EDIT

DONE

e~ 257V v 7 L, [RFTy T3y FOEE (Manage Snapshots)] Z#3#R L 5, 18
LT HATFT Yy T gy bEEIRL, [#T (Done)] #7 U v 7 LET,

YR—rEhdWeb T50H

Cisco DCNM (KD Web 7 7 U & AR — K LET,
* Google Chrome 73— @ >: 86.0.4240.198

« Mozilla Firefox 73— 3 >:82.03 (64 £ > 1)

* Microsoft Edge /N—3<7 =1 »: 86.0.622.63

ZOHDOYR— b RHEDY T b7
WDFIZ, CiscoDCNM U U —Z11.5(1) THR—FEINTWDIZDOMDO Y 7 by =T &R LE

TO

R FOMBOYR—bAEDY T o7

AVR—HRT b

HaE

X2 UT ¢

*ACS /"= 340, 51, 55, BXU58
«ISE/X—T= 226
<ISE/X—T= 3.0

o Telnet #%h : SSH X— =31, SSH A=V 322, 7
2 —/ 3L SNMP 7° 5 A R —iE 51k,

« Web Client 35 X T Cisco DCNM-SAN H#— S =-{k : TLS
1. 1.1, 1.2 Z#ffH3 5 HTTPS

«TLS 1.3

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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AVR—RUk HERE

OVA/ISO A VA b —7F CentOS 7.6/Linux #— % /b 3.10.x

Cisco DCNM (Z call-home A X b, 777V v I ERFA R b, bT7 v 7TBILOA—/LTli
FEEINDAXR P EYFR—FLTWVET,

PATAVRE S QRO F S

TS L— K95 &, CiscoDCNM TiE Y U —2104Q2) THEH Y U —A 11.0(1) DA
CIPT RLAZBHTEET, v— FREZ&#E{LT 512X, DCNM 1LIZT7 7 UFD047 F
AVARNL=VDRI VT NEZOMDOT Y FERFELET, LIeB-T, BHRy NU—
JDIPT KL AZMH LT, CiscoDCNM Web Ul ZEEN T 5T 7 U v v =&l
TOHMERDHY T,

Cisco DCNM (I D Web 7T U % &R — k LE7,
* Mozilla Firefox

* Microsoft Internet Explorer

* Google Chrome /N—7 7 >
TIUWICESE, WOFATEFITLT, 77U ¥ v vamlETEET,

Mozilla Firefox
Mozilla Firefox 7 7 V¥ DX v v 2 #{HET DL, WOX AT E2FITLET,

1. [JBFE History)] A == —b, [RIEDEEZIEZET 5 (Clear Recent History)] 23R L £
R

A= a— N=NIEEIRORE | [Al] 2 L TERRLET,

2. [HETAHIR : (Timerangetoclear:) Kz w XX U2 b, FEOFMZ RN L%
T, FY v a2 RKEBEETDHICIE. TRTOL T a v E2RINLET,

3. [FHAll (Details)] DBEICH D TRAIZZ U v 27 LT, HETOREOERZEIRNL £,
Xy v a®fWEHET LI, TRTOHMEZERL £,

[ClearNow] =27 U v~ 7 LET,
4. 77UV EHEBHLET,

Google Chrome
Google Chrome 7' 7 W H D F ¥ v ¥ 2 #WET HICIE, KOX AV 2 FEITLET,
1. 77 v /3—{Z chrome://settings/clearBrowserData & AJj L. [Enter] Z4f L F9,

2. [7 R/ A b (Advanced)] ¥ 7 C, RAEZTRNLE T,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B svssrvvaonx

7 X —BILOEOMYA b T—H
XXy aINTAA—TVBIOTT 7 AL
3. [HARE (Timerange)] ke vy 7 HZ Uy UR RnD, v v ya§@EHET 22 RINT
TET, Fr v vaBEREHET DT, [TRTOEM (All time)] 23R L £,
4, [T—BDiHE (ClearData)] #7 VY v 7 LE1,
5. 77UV hiEELET,

Internet Explorer[InternetExplorer]
Internet Explorer 77 U DX ¥ v v a ZHET HITIE, ROX A7 ZFATLET,

1. [Y—IL (Tools)] > [R& 1 (Safety)] > [7 T D ERE®DEE (Delete browsing history...)] % i3
RLET, .

A= a— N=PERTROEE, [A] Zf L TRRLET,

2. [BRICAYD Web ¥4 b T—42 ZREH T 5 (Preserve Favorites website data)] % &g fx
L. [P YyF—BKUWebH4A k T—4 (Cookies or Cookies and website data)] %z 341 L F

j«O

3. [HIE: (Delete) 1227 Vv 27 LET, 7o ARNET LEEXIC, Y4 RUDFICHD
ERER I LET,

4. TI7UVEREHLET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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TEFIE L FINSEIA

o« JEE S & K ZIH, on page 15
* DCNM-SE % Nexus Dashboard I[ZZE#ad~ A RijD TPM /X—TF ¢ 3 VOfER (16 _—)

FIEFEEHRNSEIA

CiscoDCNM Z A > A M —ILBIOT v 77— ROHA R4 2 LHIRBIZ. kDiEY T,

N

—MREVETA RS54 2 EHIREIER

e IRD/NAY — REAFIZHENE T, BRI EDRWES. DCNM 7 7Y 7 — g i@z
HREL R WEARH D £77,
/I TH 8 XFEEGH, 1THOT LT 7 Xy s 1V HOEFEETVLERNH Y 9,

TNT7_y b BE BHRXT (- #@&$72 ) DMAEDEEEL I LN TEE
‘a—c

DCNM /RA T — RIZZN 6 ORI F 2 A LW T 7E &V, <SPACE>& $ % ©
N=<>g

Cisco DCNM U U —Z 11.0(1) 725, B AR T — FIZHFAT SN TV D LFIE, OVA
BIOISOA VA b—/LZHIBEENTWET, E-T, 777 L— FfiZ, DCNM
11.0(1) £ 1IN IEA SN TWAEHWASRAT — R3ES T4, 72770, 7o 7
7 L— RHIFBIDO SRR T — RPFFR[ S TWET,

ANENTODH LWEHANZRY — NE, ROVFIUATHEHINTHET,

—ay V= LEZRHLTDCNM 7 FI9A T VAT 7 A LET,
—SSHZRH LT I ITA T L RCT 7 EBEALET,
— T T ITA TV ATEITSINTWAT Y r— = > (il : Postgres DBMS)

7272 L., 7 w77 L — K1k Postgres DBMS X DCNM 10.4(2) THE SN TS /3y 7
Ty I MBETLINTNSTH, DCNM U U —2 104Q2) THEHINTWNAH/RRAT —
R % L, Cisco DCNM Web UL 1212 7' 4 4 B8N H D £77,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B 0cNM-SE % Nexus Dashboard (< ZE8 3 2 810D TPM /S—7 £ & 3V OREER

*DCNM %A VA b—/LF 5L &2, BEZ o A& FH LR TL 72E0 (Crl+ALT +
DELETE ¥ —% 972 &), FWiT 2561, 4 v A b= T ot 22 FEREIT 2 LER
HoET,

e A VAP NVFERET v 7T L — K, £ LTCiscoDCNM 7 7T A T > A TE DDk
VEZFEITTDHHNC, AA LY =V ERELET, ALY —2DFEIZIINTP V— %
EALET,

c FAT 47 HA Y Y N7 v 7 TEITH D Postgres 7 —H _N—AD AT —H A& HERT HIT
I, pg_ctl =<2 REMH LET, systemctl =2~ RiZA LT 7EE 0,

ey (#) WETRNAT— REZRHBLARVWTL EEVY, Cisco DCNMIZ., #2085 ThhE
HINAT— RS LENTTIFANERRLET,

MLV — =T 4 VT N =T EENZT v ST — R LW E R L F
T, MERY T N7 arR—RX MITRT, A T4 Ty 77— REETHE
FENET, DCNMT v 77 L— KOO a2 L iR—% 0 "DOT v 77 L— KL, /37 4—
v ADMEEELL S EET,

A VA=

« Windows 33 X U Linux £ >~ A h—F DA, A A b—F X A7 AT Cisco DCNM-SAN
BELWCiscoSMI-S =—V =2 h&EA VA =L LET,

« U U—2 11.3(1) *5. OVA 3 LSO IZ Cisco DCNM SAN BB % 1 v A h—/LTx %
7

TyvITIL—F

s T w7 L— RERGETHEIC, —/STE@ L T\ 5 DCNM SANY A 72 hDF X
THDOALVAEZ LA (SANIZFGAT UV METNRA A== D) ZHCET,

» Windows 8 X ' Linux 1 > A b—F DA, T 7 4V MIEKFTD Cisco DCNM /13— 5
W7y X7 L— R4+ 57 LT,

* Network Insights 77U 77— 9 V23T T 2 M ER O L GG, 3EOa s Ea—T 17
)= REA VAN NVTLHMERDY 7,

DCNM-SE % Nexus Dashboard (ZZ# 9 A1) TPM 73—
T4 VDHER
DCNM 11.5 (1) LLED TiZ, TPMAS—F 4 2 a VB L T A REERH Y £, Zhic
£ Y. CiscoNexusDashboard ¥ 7 b7 =7 DA A h—)L3 5B L £ 7, Cisco DCNM-SE 5>5

Cisco Nexus DashboardiZ 7 v 77 L— R 5HZ, TPM/S—T 4 v a VAR T HILENH Y
ij‘o

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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DCNM-SE % Nexus Dashboard [ZZ#:9 2810 TPM /A—7F « > 3 DR .

\)

6=

&
ATy T2

ATvT3

TPM i, DCNM 11x V UV —RAOBEMHTIEH Y A, LB -> T, T30 AR ZORED
BEZITTVAHHA TS, ZOMBEIZT A ZOBAFO DCNM 11.x MR ITHE L ¥ A,
CiscoNexus ¥ v v 2R — F~DT v 77 L —RERETHET, N EDOT 7 v a 3
EHY EHA,

Cisco DCNM-SE 28 Z ORJED B L Z T TV AN E 5 a2 iERT A1, ROFIEEZFETL
\iﬁqo

FIE

sysadmin =—"— % i f§ L T Cisco Application Services Engine (Z SSH T#ifi L =7,
ROa<y REFATL T, ETNVEZORE—DI A MNEFRRLET,

Isblk-S

[root@dcnm-se-active sysadmin]$ 1lsblk -S

NAME HCTL TYPE VENDOR MODEL REV TRAN

sdc 0:2:2:0 disk Cisco UCSC-RAID12G-2GB 5.10

sdd 0:2:3:0 disk Cisco UCSC-RAID12G-2GB 5.10

sde 0:2:4:0 disk Cisco UCSC-RAID12G-2GB 5.10

sdf 7:0:0:0 disk UNIGEN PQT8000 1100 usb /*identiifying device
from UNIGEN Vendor*/

sdg 8:0:0:0 disk UNIGEN PHF16HOCM1-ETG PMAP usb

sdl 1:0:0:0 disk ATA Micron 5100 MTFD HO72 sata

UNIGEN R Z—D7 F ) r—a v —E AT DU RNTF AL 24 sdf THRIBENE LT,
DA<y REFEITLT, TAAZDONR—T v ariaFRILET,
Isblk -s & 7= 1% Isblk

<l 1

WOHL, 2 2D8—F 43 g 2 sdfl & sdf2 THERET D TPM 7 4 A7 R L TWET,
ZiuE. FREZ < CiscoNexus # v Y alR— R V7 " =27 A VA M—/LTEET,

[root@dcnm-se-active sysadmin]$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sdc 8:32 0 2.2T 0 disk
sdd 8:48 0 2.2T 0 disk
sde 8:64 0 371.6G 0 disk
sdf 8:80 1 7.7G 0 disk /*functioning TPM with partition*/
| --sdf1l 8:81 1 60M 0 part
| -—sdf2 8:82 1 3.7G 0 part
nvmeOnl 259:0 0 1.5T 0 disk
| --nvmeOnlpl 259:1 0 1.5T 0 part
|--flashvg-flashvol 253:3 0 1.5T 0 lvm /var/afw/vols/data/flash
<l 2
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EEEAEEHNEER |
B 0cNM-SE % Nexus Dashboard (< ZE8 3 2 810D TPM /S—7 £ & 3V OREER

WOHNE, T34 Asdf T/8—F ¢ ¥ a VIRNERINL TV, REFEI3EE L7 TPM
FTAAT R L TWET, 2= ;I Cisco Nexus Dashboard ¥ 7 b7 =7 DA A
F— U TE RN, BRI HILERH Y £9,

[root@dcnm-se-active sysadmin]$ 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sdc 8:32 0 2.2T 0 disk
sdd 8:48 0 2.2T 0 disk
sde 8:64 0 371.6G 0 disk
sdf 8:80 1 16G 0 disk /*corrupted TPM without partition*/
nvmeOnl 259:0 0 1.5T 0 disk

| --nvmeOnlpl 259:1 0 1.5T 0 part

|-—flashvg-flashvol 253:3 0 1.5T 0 lvm /var/afw/vols/data/flash

RATFY T FARARIN—=T 429 DIRWVTPM T 4 A7 M 585 1%. Cisco Technical Assistance Center
(TAC) IZHH#E L C RMA 2Bt L, T34 A& L T IEEW,

TPM (ZN—=T 4 2 a B L%E, ZRU EOBREIHEDH Y 5 A,
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=
=
—_r =] x
HIIR &1
Z D#ETE, Cisco Data Center Network Manager O EBAICEET % U U — X [EA D RiHREA:IZ S
WTEA L £,

s —IRAY7RHTHEZRIE, on page 19

« Linux T DCNM % A > A h—/L3 5 7= O RiHESAE, on page 34

* Linux T DCNM % A > A b —/L9 % 1= O D Ri$ESA:, on page 35

* DCNM #—/30 Oracle 7 — # ~X— X on page 36

Ny I T v TBIOETHDOY E—§ Oracle 7— 4 X—RA 2—7 4 VT 4 A7 VT |,
on page 42

e Ny I T v TRBIOMETLHDO T — 5L PostgreSQL 7 — X X—A 2—F 4 VT 4 A7 VT
I, on page 43

— R 7R TR S 1

OB alE, RO Ny 7 THERINTOET,

X C & SHilZ

Cisco DCNM % A > A b —/L¢ A RiIZ. Cisco DCNM o AT A TR ORHESENH - S hTn
HT LR LET,

« Cisco DCNM % A > A b=V BRI, FA MEBIROETICHDBEA S 77400 IP
T RLAZ vy BT EINTWDAI L 2R LET,

* Microsoft Windows : C: \WINDOWS\system32\drivers\etc\hosts

e Linux : /etc/hosts
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\}

Note  (Cisco DCNM DF —# ~— 2 . LT Oracle RAC MBI EN TN 5
BAIE, T—FR_X—A KA NPT FLAEAEIP 7 R L ANHR
ARNGEFHLTEHRA N 77 A /WZIBIMENTWD Z & &R L
i—a‘o

«RHEL O34, £HAEY OFKRY A XL 256 MB LA ETHANENH D £4, HEAE
VDKV A X% 256 MB IZERET D121, kO~ REFHALET,

sysctl -w kernel.shmmax=268435456

Z OFRGE (kernel.shmmax=268435456) % /etc/sysctl.conf 7 7 A WIIRIFT D L EN
HYFET, ZOREPFIELRDSTD, 268435456 RIS E SN TV T 5L, Y—
N VAT LOFREIEIC Cisco DCNM H— 33 L £97, sEMlc >\ Tk, %o URL
AL T EEN,

http://www.postgresql.org/docs/8.3/interactive/kernel-resources.html
P—N U AT AE, DNSYP—NZHEFES N TWLRENRHY £, DCNMT 7 U r—a
YEBABNT DY = NE, DONM OBz FTTLHOICHEN ETLBENHY ATV

UY=L AT AU —2ABEHAT M7 7Y r—y g bFET5 LI TEER
/\-/0

U &— b PostgreSQL 7 — ¥ X— R $—NZfEH L TW\5H & Z(Z, Cisco DCNM R A kD
IP 7 R L A7 PostgreSQL A ' A h—/V 7 ¢ L7 ~UIZ/FET Hpg _hba conf 77 A /v
WEBMESNTHWA I EEERLET, = NUBBIMENEL, T—X_X—R & HiEdd) L
i‘é—o

CiscoDCNM % A ' A h—/)L§ B2 —H|ZiE, =2—HFT7h o bEER L, h—E X%
T 570D T X TOEHREERPMLETT, £/, TRXTOR—b~DOT 7 AL
ETY, FEMZOWTIX, 7747 U4+ — /L% TO CiscoDCNM D FE1T, on page 139 ]
L TLLZEN,

o NS Y — " Z T DA, Cisco DCNM (F1E LW Sun Java fRAR~ v o8 —T g U d
O—HN T =7 AT —a NI VA M= L ENTWAE MR L ET, CiscoDCNM F A
I b T ITAT U MEIL A VA PR =T 3 VI8 BB LET, BERES
!X, SunJava Virtual Machine ¥ 7 vV =7 %A A h—/L L E7T,

N

Note (CiscoDCNM 1 o A b —F Z{E§ 58412, console~ > R 4
Fg I R—FENEEA,
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pEoty b7y I —7> [

\}

Note  CiscoDCNM A > A h—F % GUIE— KT 5(2i%, VNC £
721X XWindows ZEFH L CYU ®— b = |Ca 7 A T B BN
»H Y F7, Telnet 71 SSH Zf#Fi A L T Cisco DCNM % GUI E—
RTA VA= NTDHZEITTEERTA,

CiscoDCNM Z#fEH L TRy U —7 AL v FEEHTDHHIT, IROX AT & RT3 DHMNEN
HFES,

EPRT AR, v F DL, AN S BT a2 — LA L E T,

¢ A= R NRNA P TV 2—1IZF, By bT v —F o F 1L CLI #EH L TROE%E
HELET,

emgmt0 f & —7 = A RZHV B THNDHIPT FLX

*SNMP 7 LT Vi )b (V3 == L NAT— R F2iEviN2 3227 1),
777V IADOTRXTDOAAL v F TRILZ—PF—H LA T— FE2RELET,

EIOEY TV T IL—F

MDS F 7213 Nexus @D Cisco NXOS X—R AA w»FIHOTCT 7 ERATHE, By NT v 7
025 ANETEN, IPT RLAR, A v FNRA—N— RS F ET 2 —LDA —HF v k
AVE—=T A RN LTEIETHD ’Zgiﬁ%@ﬂﬁ@&ﬁfﬁﬁﬁ%‘:ﬂﬁﬁ”éi IRDLNF
T, ZOFERIE. A v TFEREBLOEHETI7-OIHETT, 33TD Cisco Nexus F 72
I Cisco MDS A A v FIZHBNT, F7 44 b 2—H 3% v b 7— 2 GH#H (Admin) T, 7
TN FOZ—FIFTEDORFRTHAEE TX A, CiscoNexus F 7213 Cisco MDS DT T D
AA yFIZ, BERNAY — FEPRIICRIET 2MERHY £, By b7 v 7 HIEX,
LWASL v F&ZBMNTHH 7%y ML TR £3,

o HIAVERL . A= R—= R, P Y 2 — VDORIE SRV DA —F Xy hiR— "2 LIz v
N — 7 Bt Rt L E T,

« WINEE . A A > FTEHH O IPoverFibre Channel (IPFC) A #2flk L £ 3, Hrik & B
BEIEZ Ry NU—27EE T A7 L (Network Management System) (21 iH) T,

\}

Note  (Cisco Nexus A v F £721% CiscoMDS AA v FDIP 7 KL AiX, CLI £721Z USB F—F /-1
POAP Zfif L CTRRIETE £9,

AAYFZRET 2=HD%R

Cisco Nexus F 7213 Cisco MDS 90007 7 X U D A A v F 2 YO TERET AT, Faflcko
BHwE2HE L T LERHD £9,
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B < orenerarooen

A\

s RITRTEHE AR Y— K

o EHZENAT — ROER (#428)
e T A T AT FBLEONRNRAT— FOER ((TE)

A TFEHALE—T A ADIPT KL A : BEA ¥ —T = A AL, #kIA —

PRy b A B =T oA ZAETNIHFBAD T 7 AN F oy 4 2 —T = A A (#EHE)
ZEHTEET,

c A FEHA U H—T 2 A ADY T Xy b v A7 (LE)

cROIPT KL A

CEEERTVLT 4w I A EEET VT 4y I ADH TRy hvRT | BRIOHRZ A |
Ry TOIPT RLA (IPV—T 4T, RF—TWITDEHE) , BT, T7F
IRy hT—2DIPT7 RLZABHEBELET ((FE) .

e HAWNI., TIHNLNEN Ry NU—ZDOIPT FLABLHAELET ([BE) .

e A4 wvFDOSSHY—E X : ZTOEEOY—EREZ A X —T VT 58481, SSH F—D

X A7 (dsafrsa/rsal) &% — B M (768 ~2048) ZEIKN L F9,

*DNSIP 7 FL A (1)

T T AN RALUH ((TFE)

«NTP #— "D IP 7 KL A (L&)
eSNMP 23X 2=+ AUV (L)

« AA vFL T, AA v F a7 MERENET ((EE)

Note

A\

SNMP 7 7 E A% A X—T WIZT H5EIF, T IPL—b, IPT 74/ Ry NT—2 T K
LA, BEXOIPT 74NV R F— 02 T RUVAZREL T I, IPL—T 4 70 A
F—TNDHE, AL v FIXIPL—F T 74V 2y U= IPT RLVAZERAL £,
PLV—T 4 TN T 4 2—TNDOEE, AL vTIET 74V E F— b U= IPT RLRAEAH
HALET,

Note

A > A R —/VIFIZ CiscoDCNM-SAN Server WRFED A Z—T = A AINA 2 RT5H K 91T
EEINTWAIESEKR X, Cisco DCNM-SAN Server DR A h& x> kU 25 DNS Y — N IELE
LTWBbZ EaERTHOMENRDY 7,
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| wnese
Fornronsqy |

TN bEDRTA

F-_XT D Cisco Nexus 33 L N CiscoMDS 9000 7 7 X U A A » FIZEBWT, T 74 /b b 2—H—
T3y b — 27 &8 (admin) TT, T 74/ bOZ—HF X EOREITHEAE TE EHA,
( ['Security Configuration Guide, Cisco DCNM for SANJ # &) |

CiscoMDS 9000 7 7 2 U DWTIDAA » FIZ b, BRI/ AT— REWHHIT L4723 v
HVET, NATV—FIRERTH LG (B, R LT WEE) | SR — FREITES
ENFET, BEBNATV—RERETLEIICLTLLESN (EF 2 T 4 &ESTA KO SAN
il Cisco DCNM &£ L TL 72 &), SAT— ROBERKIC, ZOH LVWIRAT— REER
TLESTEGAIE, NAUV—REZREIET S Z L H TEET ( [Security Configuration Guide, Cisco
DCNM for SANJ #Z ) .

\)

Note kD <2 D— REMITHEVET, BEIFCHEDZRVEE, DCNMT 7 7r—3 3 3l uic e
L22WEAaNH Y £7,

e /NTH 8 WFEEEGH, 1HOTNVT 7 Xy hE 1 HOBRFTE2ETLVLENDY 5,
s TINT 7Ry b, BT BHRLT ( #@&STRE) DMAEDOEEGELZ LN TEET,

o BEIE— RADODCNM /XA T — RIZZ 5 OFFBRSCF 2 L7an T 72 X0, <SPACE>
&S$% “h=<>;:

Yy b Ty T ATy

Yy N7 v T HEZ, BTILOWAL v FEBNT Y7 %y ML TRRY 9, AA v T4t
RN 6 OE PR 2 AT D I21E. CiscoMDS 9000 7 7 2 U A A v F % 721 Cisco Nexus A
AYFIZIPT RLVAZRET HMLENH Y £7 (Figure |: A4 v F~DOEHE T 7 & A, onpage
24 M),
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Figure 1: R4 v FADEBET VX

Router p—
Console IP address a_,- P
connection 1721611 : "ftf"irlf )

Telnetor  CLI

-

Switch 2
DMS server
mgmt 0 G|
may) (P address: f e
‘ 172.16.1.2)
_— Management LAN .
inrband (Ethernet connection) E

. w —Ti=E ==
Yy b7y TERDIEE
22T, B E RN O T OB EICOWT, FIRIOAA v FEESFEERALET,

)

Note (FZD7F oL 7 FTCtrI+CF—44+L, BOOREL T a L E2MEL T, FHEFIEEZ L
ICEDDLZENTEET, EHEHOBHLWWRAT— RO ANTIVNEOFIETHY . Wi+
LiIxTEEEA,

P

Tip  DIFNCERE LZHB OEZFEAS LWEAER, ANZ2AMT 58413, Enter F—%#f L
T4, T7FNMOREIENREOMDLRWVGES (L 20E, AL vTF4) o AA v FIILRETOR
EEMH LT, WOEMIZA® Yy 7 LET,

+H I

i SN EEDETE
WOFNETA N REBEXOT O b4 TN REEDOH FIZYes e AT 52 LT, Wiz —
HICRETEET,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

EEPCEDEC N |

Procedure

A FOERE AILET, CiscoNexus & Cisco MDS 9000 7 7 2 U A A v FIIHEWIZHE)
L\i‘a—(}

Do you want to enforce secure password standard (Yes/No)?

Yes & AN LT, LR/ AY— K& LE9,
a) BHENSATU—RZANLET,
Enter the password for admin: 2008asdf*1kjhl7
Note RAT—=RET VT 7y b BT FRUT (_#@&S 72 &) DA &b &
Gl ENTEET, BT KA DCONM /S22 D — RIZZh b O Rz
B LARNTL &, <SPACE>& $% < “A=<>;:
b) EHENSAT— REERLET,

Confirm the password for admin: 2008asdf*1kjhl7

Tip INAT— BB TH DA (EL, R LT WES) | AT — RREIX
HRENET, PUoTAREDL I, MARAT—RERELTLIES
monxv%biki%kmi%#E%éﬂiﬁo

yes # ANLT, By v v 7 E—RZHHBLET,

Note OBy N T a—T 4 VT 4 TiE, FIEHES T, VAT AORARMN R EE
T2FET, By M7 v 7 TREENDIDIL, VAT LOEBIINLERBEGD AT
T,

Please register Cisco MDS 9000 Family devices promptly with your supplier.

Failure to register may affect response times for initial service calls. MDS devices
must be registered to receive entitled support services.

Press Enter anytime you want to skip any dialog. Use ctrl-c at anytime to skip away
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

vy Ty 7 a—F 4 U7 ¢ TiE, FIRICHEST, BAMRRE R EAEZE T TExET, &£
DT T R TH, Ctrl+CF—%2Md L, RET v ANK T LET,

BEHFIZH LWWIRA T — K& AN LET (Admin 237 7 /L FTY),

Enter the password for admin: admin

yes(mo BT 74/ hTH) EZAN LT, BIMOTH U hEEHRLET,

Create another login account (yes/no) [n]: yes

WE Y b7y T ERET LI, BEET AU MIMA T, BNOo2—F— Tk
Ry NT—7ERE 0 — W) EERCTEET, 774/ hOr—/L EHERIZOWTIEL,  [Security
Configuration Guide, Cisco DCNM for SANJ # & LT 72X\,

Note a—H u A IDICE, BFSIOXTFE2EDDLERHY 7,
a) —% 124 > ID [administrator] Z AJJ L E 7,
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

Enter the user login ID: user_name

b) o—H SRT—FEASLET,

Enter the password for user name: user-password

INAT—RIZT AT 7y b, BT, R T (- #@&S 72 &) DALY EETrZ &N
T&FEY, BET—FHDDCNM RAU— RIZZNS ORFRSCFEEFEH LN T EE
VW, <SPACE>& $% ““"=<>;:

¢) T—HF RAU—REMHEGELET,

Confirm the password for user_name: user-password

yes “ AJJLTCSNMPV3 7 h o> h&BIMLET (744 hidno) .

Configure read-only SNMP community string (yes/no) [n]: yes

a) 22—V —HEANLET (T 7 4+/V ML Admin TT),

SNMPv3 user name [admin]: admin

b) SNMPv3 N2 TU—RZ AN LET @ XFLAE) o 774 /0 ¥ adminl23 T,

SNMPv3 user authentication password: admin_pass

yes(no N7 7 A/ hTH) Z AN LT, weAAH D B E 2 ITHARD FEZIAZSNMP 2% 2=
T A LFHNERELET,
Configure read-write SNMP community string (yes/no) [n]: yes

a) SNMP a2=2=7 1 AU Z7HAHLET,

SNMP community string: snmp_community

AL v FOLAHEATLET,

Enter the switch name: switch_name

yes(yes BT 74/ FTH)EANLT, 7V AT AN REBRERELET,

Continue with Out-of-band (mgmt0O) management configuration? [yes/nol: yes

a) mgmtOIP 7 KL A& AN LET,

MgmtO IPv4 address: ip_address

b) mgmt0 7Ry b vRAZEZASNLET,

MgmtO IPv4 netmask: subnet mask

Configure the default-gateway: (yes/no) [y]: yes

Q) FIAAMR b= IPT FLAZANLET,

IPv4 address of the default gateway: default gateway

yes mo N7 7 A/ R TI)EAN LT, A REHE, #LV—h, 77403y hU—
7. DNS, RAA VAR EDEERIPA T v a v E&RELET,

Configure Advanced IP options (yes/no)? [n]: yes
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ATy 713

d)

EEPCEDEC N |

AU REHREZ0 7R Tno mo N T 74V TH) ZANLET,
Continue with in-band (VSAN1) management configuration? (yes/no) [nol: no
yes (no BT 7 A/ R TH) E AN LT, IPV—T 4 IHEREEZ AN L ET,
Enable the ip routing? (yes/no) [n]: yes

yes (no 7 7 4/ b TT) BAS LT, FFL— b (S 23 ELE 7,
Configure static route: (yes/no) [n]: yes

EEET VT4 I AEATILET,

Destination prefix: dest_prefix
EEETV I A v I A AT EZANTILET,

Destination prefix mask: dest mask

X ARy TIPT RLAEZANLET,

Next hop ip address: next hop_ address

Note SNMP 77 2 A& BT HEEE. £TIPL—b, T7FVE Ry hT—
JIPT RVA, BERT 74V M F— Uz IPT RLAZHREL T
W, IPL—F 4 T BAR—TNVDOEELE. AL vFIZIPL—FEF T+ |
Iy FU—=Z IPT7 RLAZFEHLET, IPL—T 4 INT 4 B—T LD
Gy AAvTFETIANVE = T2 IPT RLAZBHLET,

yes mo NT 7 AN F T EZANLT, 77408 Fy bhU—7 (ML) 2R ELET,

Configure the default network: (yes/no) [n]: yes

FIFNV N Xy NTU—=ZIPT RLAEZ AT LET,

Note TNV E Xy FT—FZIPT7T RL AL, TANLEEELET V74 v 7 AT
R

Default network IP address [dest prefix]: dest_prefix

yes(no BT 74/ TT)EZAJJLT, DNSIP 7 RLRAZRELET,

Configure the DNS IPv4 address? (yes/no) [n]: yes

DNSIP 7 KL A2&Z AN LET,

DNS IPv4 address: name_server

yes(mo BT 7 ANV KT EZASNLT, T7HNV D RAAL A EFRELET,

Configure the default domain name? (yes/no) [n]: yes

TN RAAL B EANTILET,

Default domain name: domain_ name

yes # AJJL T, Telnet f—E X% A R2—T7 M LET (T 744 Mdno) .

Enable the telnet server? (yes/no) [n]: yes

yes no BT 7 AN M TT)EASLT, h—ERZHEHLET,

Enabled SSH server? (yes/no) [n]: yes
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ATV 714

ATy T 15

ATy 716

ATV T

ATv 718

ATv 719

ATvT20

ATv7T2An

ATvT 2

SSH ¥ —DOZ A T AT LET,

Type the SSH key you would like to generate (dsa/rsa)? dsa

RE@HENTF—D Ly MIaz AN LET,

Enter the number of key bits? (768 to 2048): 768

yes (no 37 7 4/ N TH) Z AT LT, NTP r—"Zi&E L E7,

Configure NTP server? (yes/no) [n]: yes
Configure clock? (yes/no) [n] :yes

Configure clock? (yes/no) [n] :yes

Configure timezone? (yes/no) [n] :yes
Configure summertime? (yes/no) [n] :yes
Configure the ntp server? (yes/no) [n] : yes

a) NTPH—DIPT7 RLAZASLET,

NTP server IP address: ntp server_ IP address

noshut (shut 37 7 4V N T Z AN LT, 774NV DAL v F R—K A F—T AR
¥y oy MREBICRELET,
Configure default switchport interface state noshut

(shut/noshut) [shut]:

on (on N7 7N FTT)EZANNLT, A vy FR—h FT70 7 F—FERELET,

Configure default switchport trunk mode (on/off/auto) [on]: on

n EANLT, AAyF R—FrDE—FRFERELET (on BT 7+ 1) .

Configure default switchport port mode F (yes/no) [n] : no

permit (deny 287 7 A/ R TH)ZASIL T, 774N 8=V R —REZHELLET,

Configure default zone policy (permit/deny) [deny]: permit

FIZHIE S = DT RTDALNR—=~D T T (v Tu—&FFaLET,
yes mo N7 7 AV F T EAS LT, B8V — VR ESMILE Bz LEJ ( [SANHIT Cisco

DCNM, 777U v VRENA K] 2B LT EE), 70 Y —r vy MNAEIEIZ W
T, A v FE2EOT 74V eT 4 8—7 M LET,

Enable full zoneset distribution

FLWREZSRLET,

(yes/no) [n]:

ZZFETICAN LR EZHR L TEELET,

yes

BRI LS AIE, nomo BT 74V v TH ZANLET,

The following configuration will be applied:
username admin password admin_pass role network-admin
username user name password user pass role network-admin
snmp-server community snmp community ro
switchname switch
interface mgmtO
ip address ip address subnet mask
no shutdown
ip routing
ip route dest prefix dest mask dest address
ip default-network dest prefix
ip default-gateway default gateway
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somezozz [

ip name-server name_server
ip domain-name domain name
telnet server enable
ssh key dsa 768 force
ssh server enable
ntp server ipaddr ntp_server
system default switchport shutdown
system default switchport trunk mode on
system default port-channel auto-create
zone default-zone permit vsan 1-4093
zoneset distribute full vsan 1-4093
Would you like to edit the configuration? (yes/no) [n]: no

ATV T8 yes EANITHE (T 740 Midyes) . ZORELXRIFLTHEHTEET,

Use this configuration and save it? (yes/no) [y]: yes

Caution = =T, WELRMFL TENRVE, REIDAA » FHEBIRHIEEN EH SV E
Hh, yes EATTL T, HLWLWEREEZRFL, ¥ I AZ— VAT LA A=Y
LHEBREESN TS Z L 2R LET,

HIRNEEDRTE

HINE ORI, VX —T = AT VSAN1 TT, ZOEHA L X —T A AT T 7AN
FYAINA LT TANTI I F X EFHLTIP N T 7 4 v 7 255 LET, VSANIOA X —
Tx2ARIT 7TV v ITHNOTRTDOAAL v F TERENFT T, FAA v FITiE, ALY 7

Py FT—=TDIPT RLVATHRESINTWVWD VSAN L A V' F—T = A ADBMETT, IP R

NTD—0~DT 7B RAERMTHEAL v T EETT 74NV A= T 7 AN TRV T 7
TV oI DAA »FF_XTCUK L THAE L ET ( [Fabric Configuration Guide, Cisco DCNM for
SANJ #Z&H)

\)

Note JOFNEZASILT, ARy RET T MFT Ry ROMHFORELF LD THETXET,

Procedure

ATYT1 AL v FOFEREZANET, CiscoMDS9000 77 2 VDAL v FIFHEICT— ML E T,
ATw T2 FHEOHFLWIRU—REANLET,
Enter the password for admin: 2004asdf*1kjhl8
RAT=RET AT 7y by BT, BT (_H@&S 72 L) OMBEDEE G Z L T
FT, NAT—REIT AT 7y b T BT (- #@Q&S T2 &) DAG DR E ST Z &

NTEET, BT — FHODCNM /XA T — RIZZN 6O CFEEHH LN T 7ZE 0,
<SPACE> & $ % “ “"=<>:

ATy T3 yesHEANLT, By b7 v 7 E—NERHBLET,
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ATvT4

ATvT5

ATv76

ATy T17

ATvT9

This setup utility will guide you through the basic configuration of the system. Setup
configures only enough connectivity for management of the system.

Please register Cisco MDS 9000 Family devices promptly with your supplier. Failure to
register may affect response times for initial service calls.

MDS devices must be registered to receive entitled support services.

Press Enter incase you want to skip any dialog. Use ctrl-c at anytime to skip away
remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

Yty by T a—T 4T ¢ TiE, FEICHE - T, EAHRRE a2 22T & E4, &
OTurr T RThH, Ctrl-C ¥—%#H¥ L, RET vt AR’ KTLET,

BIOT BTy FEERLRWEA, nomo AT 74V TP EANLET,
Create another login account (yes/no) [nol: no
FAY FHE IR AEEDOSNMP 2 2 =7 4 A M) U7 EZRELET,

a) no (no A7 74N T ZA LT, G HH SNMP 22 X = =7  LFFNZFRIE L
LI LET,

Configure read-only SNMP community string (yes/no) [n]: no

AA v FOAHEATLET,

Note AA y FOLENL, BT 32 LFUNTHRE L TLZEW, T 7 4 /b b switch
Tﬁ‘o

Enter the switch name: switch_ name

RETB 7T RTno(yes N7 74V N TH) ZANLT, 7TV AT RERZHELE
hd‘o

Continue with Out-of-band (mgmt0) management configuration? [yes/no]: no

yes (yes N7 7AWV R T EANLT, 774NV F—h U= ZRELET,

Configure the default-gateway: (yes/no) [y]: yes

) FIANE Tk IPT RLAZAS LET,

IP address of the default gateway: default gateway
yes(mo 7 7 AN FTI)E AN LT, Ay FEHR, #L—F, 7740 Ry FU—
7. DNS, RAAHREDRERIP AT a v eRELET,
Configure Advanced IP options (yes/no)? [n]: yes
a) AUV REHZRETR T N Tyes(mo N7 74V T AN LET,

Continue with in-band (VSAN1) management configuration? (yes/no) [no]: yes

VSANIIP 7 RLZA&E AN LET,

VSAN1 IP address: ip_address

V7 xy bR T7 2 AN LET,

VSAN1 IP net mask: subnet_mask

b) no (yes 37T 74N MTI)EZANLT, IPL—T 4 U ITHEREEZ AL ET,

Enable ip routing capabilities? (yes/no) [y]: no

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



ATv710

ATvIN

AT T12

ATy 713

ATy 714

ATy 715

ATy 716

ATV T

ATv 718

somezozz [

c) no (yes 7 74/ ETT)EASILT, FFIL— FERELET,

Configure static route: (yes/no) [y]l: no

d) no (yes W7 7 AN ENTI)EANLT, 774NV K Xy NU—TERELET,
Configure the default-network: (yes/no) [y]: no

e) no (yes 7 74/ M TT)EASILT, DNSIP 7 RLRAEZRELET,

Configure the DNS IP address? (yes/no) [y]: no

) NNmoMNT 74NV ETT)EANLT, T7ANERD RAAL VAR EEAT YT LET,

Configure the default domain name? (yes/no) [n]: no

no (yes 7 7 4/ hT9) 2 AJJ LT, Telnet y—E A& WRHIZ L E T,

Enable the telnet service? (yes/no) [y]: no

yes no BT 7 AN R T EAN LT, Y—ERZHMMILET,

Enabled SSH service? (yes/no) [n]: yes

AR5 SSH % — % A 7 ( [SAN[f]1} CiscoDCNM, ¥ =2 VT 4 RETA N 2R L TL
3N 2 AN LET,

Type the SSH key you would like to generate (dsa/rsa/rsal)? rsa

REHHNTEF—D Ly MIa AN LET,

Enter the number of key bits? (768 to 1024): 1024

no(no X7 74/ R CTI) ZASN LT, NTPh—REZEELET,

Configure NTP server? (yes/no) [n]: no

shut (shut X774V THEANLT, TIALV DAL v TF R—b A v F—T = Af A%
Ty MREBICRELET,

Configure default switchport interface state (shut/noshut) [shut]: shut
Note BEA =T Fy AV H—T oA AFZORETIE Yy MU EREEA,

Yy NI ENBDIZT 7 AN F k), iSCSL. FCIP, BL X HE v b
=Ry b A H—T = AT,

auto (off N7 74/ F T EANLT, AL v FHR—F 707 FT—RERELET,

Configure default switchport trunk mode (on/off/auto) [off]: auto

deny (deny 7 7 A/ h T EASLT, T74/N0 bk V=0 KU —REEHELLET,

Configure default zone policy (permit/deny) [deny]: deny

FIFILE =0 DT RTDALNR—~D T T 47 7u—%HEHLET,

no no N7 74/ FTH) ZAN LT, BEY —UVRERELENICLET,
Enable full zoneset distribution (yes/no) [n]: no

ZOFIATIE, B2y —rty NEEEEDO AL v FRIEOT 7 4V b E BN LET,
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. setup AY > KDERAAE

ATy 719

ATy T2

setup AV

FLWREASRLET, ANMLERELHEL, MELET,
BREICHE LIZEAE. nomo T 74V hTH) ZASLET,

The following configuration will be applied:
username admin password admin_pass role network-admin
snmp-server community snmp community rw
switchname switch
interface vsanl
ip address ip address subnet mask
no shutdown
ip default-gateway default gateway
no telnet server enable
ssh key rsa 1024 force
ssh server enable
no system default switchport shutdown
system default switchport trunk mode auto
no zone default-zone permit vsan 1-4093
no zoneset distribute full vsan 1-4093
Would you like to edit the configuration? (yes/no) [n]: no

yes (yes W7 740 b)) EANTDHE, ZOREXEMBLCRETETET,

Use this configuration and save it? (yes/no) [y]: yes

Caution ZIT, BREERGFLTENRWE REIOAA » FFEENRFIZERED FH SILE
Hh, yes @ AJJL T, HLWVE E%T%fbiﬁ‘ XV I AL — R A A=V TR
TAhA A=V HBICRESNDS L IICLET,

FDERARIE

HETHNROREEEFET DAL, EXECE— K Tsetup 2~ REFEITLET,

switch# setup

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

*Note: setup always assumes a predefined defaults irrespective

of the current system configuration when invoked from CLI.

Press Enter incase you want to skip any dialog. Use ctrl-c at anytime
to skip away remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

vty N7 v =7 4 UT 4 T, FIEIZHE-S T, BARNRRET R AERE T TEET,

CiscoMDS 9000 7 7 S UMD R A v FDIRE

XL AA v TFOEENR Y N— R Y 2T A AL — g VIBIZET LTEBLLMLEDH
HEETFIEEZELOET, TNODOEEEZTTLRNVE, AL v TEHRETETERA,

)

Note  Zj[H]D A A v FHEBIIGIZ 1L CLI 2T 208N H D 3,
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Procedure

ATw 1 H LW CiscoMDS 9000 7 7 2 U AA v FOYHA R 2R LE T, ROSEHREHERLT
<TZEV,

e A B a—FiER (E7iTmRY—) (23 Y —/R— RBYEIICER STV D,

< HEL10/100 A —H K> h A— bk (mgmt0) 24MNBANT | AA v F, T —FITHHR

Tip BCTHHATA72DICHAA N IDIFEREZEZTBWTLESY (FE2E 948
AREE A X —T VT DA E) o AANIDERIE. AL v FICFEM ST
U5 Proof of Purchase 3CEIZEEH STV ET,

ATFYT2 FIFN DAL —)L i R—FDNRTRA—=HEN A vF ar Yy —)LR— MRSz
VB a—ZuiR (IR —) ONRXTFRA—HLEIULTHDH I L 2R LET,
*+ 9600 R —

« 8T —X% Ew h
sl ALy Ew b

e NUT 472 L

AT9T3 AL v FOERE ANET,
AA vy FIFABICT— L, =3IV U RO switch# 70 7 FRFRSNET,

ARAYFADT IR
FHERERIL, RO 3 ODONWTNDDHIETAL v FIZT 7 BATEET,

TN A=V T IR UT I R—  EREEFEA L CCLILIZT 7 A TE F
7,

o N IP (IPFC) 7 7 & A : Telnet F 721% SSH % {# f L < Cisco DCNM-SAN 9000 7 7 3

VDAL v FICT 7 BATEET, F721LSNMP Z# ] L T CiscoDCNM-SAN 7 7' V) 47—
Ta TR TEET,

o HARAL (10/100BASE-T A —H %> ) 77+ & : Telnet £7-1% SSH % {# ] L T Cisco MDS

9000 7 7 LY DAA v FIZT 7 BATEET, F/ILSNMP % L T CiscoDCNM-SAN
T r— g TR T X E T,

HEIOEERIT, KD 3 DOWNWTNNDFHFIETAAL v FIZT 7 BATEET (Figure 2: A1 v
F T 7 ADA T 3, onpage 34 B,
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B tnxcoonm E LR k-1 T BB 0BRSS

YT N A= LT IRA VY TIIIR— MNMEGEEZEHLCCLIICT 7 ATEE

j—O

o HIEPN IP (IPFC) 7 27 & A : Telnet £ 721% SSH % {# i L T Cisco MDS 9000 7 7 3 U D &
A FICT 7B ATEET, £7-1% Cisco DCNM-SAN Z{#FHH L TAAL v FIZT 7 AT
% \ij—o

o B (10/100BASE-T A —H% %> k) 727 R : Telnet £7-1% SSH i H L T Cisco MDS
9000 7 7 S U DAA v FIZT 7 EATEET, £721XCiscoDCNM-SAN Z{FH L TAA v
FIoT B ATEET,

Figure2 24 v F 7Y 2 ADA T a3y

Router R
Console IP address 2 |
connection 1721611 -, network f
: Telnetor  CLI
- C—
iy |
Switch 2 : —_—
DNS server
mgmt 0 G|
{IP address: v :
17216.1.2)

Management LAN

(Ethernet connection)

TasIE

Linux TDCNM A4 VX b— LT B = DRHREY

s A A P —/LERRIZ, Windows W — NTHEITEINTND TR TOEXF 2T A BLOY
A VAR Y — LB LT,

* Cisco DCNM ¥ — 3F 7213 Cisco DCNM 7 — Z _— 2 % — N L CHOFEHT 7Y r—3 3
VERFEITLRWTL EEY,

* CiscoDCNM % A > A h—/LF B HIZ, A 4405 C:\WINDOWS\system32\drivers\etc\hosts
DFDRARN Z7ANLDIPT RLRAIZw v ELZTENTWALZ L 2R LET,

* Windows T, U E—k CiscoDCNM A > A b —/LE£7=(IT7 v 77 L — RN VNC A L
Tmaryy—EELT, ¥ioidar Y —/LE— K RDC 2B /Console 7 a &b bic
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| sitess
Linux T DCNM % 1 ¥ 2 k—1L 7 s =oo0tiiest [

FEHIN TS 2R LENDOIVE—RNTAZ by 27747 K (RDC) 2 L
TRITTHDUERHVET, ZOT—F_X—XATEFETXTCDOAS A= ET v T T L—
Riza—nh)v ar ) — Vi3 pnEipl-oH, Zo7at AL, 774/ hO PostgreSQL 7 —
H ~_— A7) Cisco DCNM TEH STV A A IZEE T,

Telnet Client 7 7' U /77— 3 &7 7 # /L kTl Microsoft Windows Vista {21 > A h—/L
SN TWEHA, TelnetClient A > A h—/L 95 (Z1X, [RE2—k (Start)]>[TRT S LA
(Programs)] > [3 >~ k B—JL 733 JL (Control Panel)] > [Windows #8eDA > F 1= [EA4 7 %
4 1) w49 % (Click Turn Windows features on or off)] Z iR L &7 (UAC A4 12 L7285
A, MERRZRME L THhefT L £ 7)), [TelnetClient] = v 7 Ry 7 2% 412 LT, [OK]
Vv LET,

Cisco DCNM &[] U PC T CiscoWorks 32T T& £ 925, Java BFITEZR Y F3, Cisco
DCNM [ZHHT D Java N—T 3 & A A R =3 5851%, CiscoWorks (Z B 72 LRI D
JavaXi—Va VR EEEXINANESICLTLEESY, WEFD Java/N—T 3 V[FPCE T
HHETEET,

T2 lb—alr by Ty TOTRTCO /) — R LT, MUAL—T 47 A&
TAEFEHALTWAZ E2ERLET,

TeFl—tar by NPy 7T, b= REHR 72T L —ar by N7 v TOFTAR
TO/—RTRBSN TS Z MR LET, FEAEY SN TWRWES, — 0
IETE EE A, NTPH—AZHH LT, §_TO/ — FTHMZFRBT 5 - & 245 L
iﬁ‘o

» Windows 2016 ¥ —/3|Z Cisco DCNM % A > A b —/L¢+ A HiIZ. Windows Defender 7 7V
r—ariET A A M=/l L, Windows 2016 H— "ZFHEEN L T 72X 0,

Linux TDCNM %4 VX F— LT B 1O DRIRSEH

« RHEL DA, A AT Y DKV A XL 256 MB U ETHHMERH Y £, LA
AEY % 256 MB IZFXET HICIE, kD~ REFEHLET, sysctl-w
kernel.shmmax=268435456, /etc/sysctl.conf 7 7 1 /112 kernel.shmmax=268435456 it % {317
LET, ZOMENIELL RWES, — "3 27 ADOFREIFIC CiscoDCNM ¥ — /|2 [
ENRRELET, FEHICONTIE, ROURLZT 7 EALET :

http://www.postgresql.org/docs/8.4/interactive/kernel-resources.html

)

Note CiscoDCNM U U —211.4(1) A v A =)V E2IZT7 v /7 L—
R4 %H1Z, Visual Studio 2013 64 £~ ko Visual C ++ FE AR
j‘ﬁb/\/b—‘—:/ﬁ /])/2 }‘_/I/éﬂfb\é k%‘—f%wu L/ji?‘*o

o =N U RAT AIE, DNS =N SN TV DREDRH Y £7,
c ZDOMDT T T MIY— AN ETEITTLMLEITH Y FH A,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B v xxzornng

«RHEL O A A h—/UHFIZ, #IRSEL L CHEBELZBENL TCWAZ 2R LET,

e T xTL—2ary T v TOTRTO/— R LT, RACLARL—FT 47 &
TAEEHLTWAZ LR LET,

s T xTL—rarky N T, PR T =T L—var by T v T OFTAR
TO/—RTRMSN TS Z EA2MERLET, FMAFERH I TOARNES, F— 0
WETEXEWA, NTPH—AZEH LT, +C0D /) — FCHRZ RS2 - L 2HE L
i—a—o

e Linux A% > R7 1y $— 3T CiscoDCNM U U —RZ 112(1) 267 v 77 L— R L7
X, WebUI ZZE) L TSAN 7 74 7 haX U ra— KT L0, 77 U0FDXxx v
Vallawvaa Y — ¥ ¥ v aBHELTWAZ 2R LTI EIN, Javaa v V) —
JZIE, BLRIONR—= 3 VDSAN T FA T 2 M —2 BB SN TWET, Javaa Y —
NFx Y v arkEELRWE, Xy —RLERFOSAN 7 74 7 v T/
<70 EF,

s Postgres SQL 7 — X X—AD/ v 7T w7 L L HIT, server.properties 7 7 A /L DNy T
7y HEE LT, KEBEIBRFIZ DONM — —%2 180 L £7,

A LA RDEIN TR

CiscoDCNM D A F v ZiE, T—HRXR—A T 7 A VDAX Y U NEGENET, 2O akR
1L, BfEF O DCNM O/R7 p—~ > A %[5 L £ 9, Linux RHEL ¥ —/3C Cisco DCNM % A
vy, F 417 MY Jusr/local/cisco/dcm/db and /var/lib/dcnm ZBR4FL £
7,

FEAIZ DU TIE, https://wiki.postgresql.org & S L TL 72 &0,
S

Note K— hOfEfE/IZ7 0y ZICk W EENBEETDAHENRH 5720, DCNM DA > A h—)b
HICOA N AAED AT v U EBEIETH L Z2BEIO LET, A A M=%, BEDOHA K
TAUBDHDIANAKRT TV r—2a b BHNELFA A= LTHT LT, AFp
D—HERDLDCNM T 4 L7 N BRETHZ N TEET,

DCNM H—/\®) Oracle T— 4% RN—
ZZTlE. DCNM YV — DA A F— )L BT — A _R— 22O CEE LA L E7,
A\

Note -2 30F. CiscoDCNM %A F 4 7 HA DA A M—)VIZITHH SN E R A

Cisco DCNM T, RDOT —F X=X %% R—FLET,
* Oracle Database 11g
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| siimse
Oracle SQLPlus 37> K54 > v— |

* Oracle 7— & ~X— & 12¢

e Oracle RAC 11g B8 L TN 12¢

MBS U T, B —H)L F—Z _R— 2N 5H Oracle 7 —Z RX— A BB TE£9,

\)

Note (Cisco DCNM I%, AL32UTF8 X Ft v F&MfH L CiRESHET,

Cisco DCNM 7 — & _X— 2D H A X(IHlR X413, DCNM 7% Performance Manager = L7 3 =
VEAMCLUTERST S ) — RER— FOFITESWTHML £, T—F_X—2DH% A X%
HIRT 22 LT CxEHA, ZHAL—ADOHIFRIZE Y, Oracle XE DXV (2 Oracle SE F 72 1%
TUH—TTARTT 4 a BT R L ET,

ZOHEONFIX, O LEEY TT,

Oracle SQLPlus <% > KS A4 > W—JL

Z ZCaY Oracle 7 —# X—ZADFIAA FATT 2121E, SQL*Plus =~ KT A v Y — /L& fifi
M3 208N H Y 9, SQL*Plus EITAIHET 7 A /WL, #H ., Oracle F—AL T 4 L7 MU D
TobinT 4 L7 BVIZA VA R—/LENTNET,

Linux DIRBEEH
Linux 2 L CW25A1E, SQL*Plus 2~ R 7 A > — L& f3 5HiZ, ORACLE HOME
L UO'ORACLE _SID BREEA# % IE LVMEICRET D2 HLENH Y 77,

7= & 21X, Linux T Oracle llg Zff L TWAHLAIX, kOa~wr REFETLT, ZRLHOBR
BRES AT 7 4/ h®DOracle mn—AL 7 4 L7 YU & SIDIZEEE LE T (bash v = /L& LT
[ALE A=)

export ORACLE HOME=<usr_home_ directory>/app/oracle/product/11.2.0/

(or identify the Oracle home on the Oracle installed server)
export ORACLE_SID=XE

initora 7 71 JL

initora” 7 A /L TlX, BEINRT A—HFEZHBELET, ROFXIRT IO, 20774 1DT
T AN NOAETEMGITNE T Ty b7 A — LI Ko TR 5,

Table 4: initora 7 7 1 LD AR & T 7 + )L b DIEIRIGFT

Oracle /\— |ARL—TF 4 >4 |initora 7 7 1 JLDIGFT
o3y VAT L
12¢ Microsoft Windows | C: \app\Administrator\virtual\product\12.2.0\
dbhome 1 \ srvm\\ admin\ init. ora
Linux /usr/lib/oracle/orel /amp/oracle/product /12.2.0/db 1/Srv/initorclora

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



. Oracle T—AR—XDN\Y I T7v T

Oracle /N\— | A~XL—TF 4 >4 |initora 7 7 1 JLDIGFT

o3y VAT L

I1g Microsoft Windows | C: \app\Administrator\product\11.1.0\do 1\dbs\initCRCL.ora
Linux /usr/lib/oracle/orcl /amp/oracle/product/11.1.0/do 1/dos/initCRCL.ora

Oracle T— 3 RX—ZXD/IN\Vv O T v T

Cisco DCNM #— 37 ¢ L7 [ DCNM_SERVER Install/dcm/dcnm/bin 7> Oracle /¥ >
IT yTMETRA T ) T e ar— LT,

Linux DA, A7 U 7 413 backup-remote-oracledb.sh/restore-remote-oracledb.sh T ¥ |
DB _HOME ZE %t % #f#E L COracle £ > A h— /L &fRE L £,

Windows D355, A7 U 7 N4 13 backup-remote-oracledb.bat/restore-remote-oracledb.bat ¢ &
v . DB _HOME Z¥ % it L T Oracle £ » A b —/LZHEE L £,

Oracle DBHOME (ZR D /XA Z2fERH U ET,

 Linux O34 : /usr/lib/oracle/xe/app/oracle/product/10.2.0/server

/usr/lib/oracle % Oracle f ' A h—/L RRAICEEH 2 £9°,

» Windows D54 C: \oraclexe\app\oracle\product\10.2.0\server

C:\oraclexe % Oracle f A h—/L RAICEXH 2 T3,

Oracle T—32 XN— XD #{ig

Oracle 7—# X— A HEfFTE £ 7,
Procedure
ATYT1 Byvarve o 2B EFNERI150ICHe L Ed, Mo WTiE, By vaver

1B 2D 150 ~DOHENN, on page 402 S L T 72 &0y,

ATY T2 BHNTWA I — YLD A 1000 ICERL LES, IOV TIE, BHWTWAS I — VLoD
1000 ~DHEHN, on page 412 S L T 72X,

Oracle ~DO 5 A >

SQL*Plus 2~ KT A > Y —LZfH LT Oracle 7 — % X—A|Za /4 L T&xET,

Before you begin

F e B R ZIEEF D 2L LA T — REHEE L E T,
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ATv T

ATy T2

ATvT3

ATy T4

sYSTEM 7 — I L2 <— 2035 ]

Procedure

SQL*Plus FEATHREY 7 A VA FEIT L E T,
av s R 7Tr T IRRREINET,
connect =~ K& AL ET,

a—HPH T T IRERRINET,

T AR AEHE D2~ B AN L ET,
NAT—=R Ta 7 ERERINET,
BELE2—FLADNRRAT— RE AT LET,

72 & 21E. Oracle HHLH D — Y4 M system T/SA T — R oracle TH DAL, RD K DI
AiLcue sz A4 LET,

Example:

Username: sys as sysdba
Password: oracle

What to do next

SQL*Plus DfEHDFEMIZ DWW T, BEH L TWAD Oracle 7—# RX—A NX—V g D~v=a7T
NEZIRLTITEEN,

SYSTEM 7— J )L A R— X DYk

ATy T

ATy T2

ATvT3

SYSTEM 7 — 7 /L A~_— R B HiiEcx ¥4,

Procedure

Oracle 7—H# _X— &2 74 9 5(21%, SQL*Plus 2~ R7 A V— L&A LES, 7F
AT DUV TIL, Oracle SQLPlus =2~ K7 A V' —/l, onpage 374 ML T 723,

WhDa<r ReEASILET,

select file name, bytes, autoextensible, maxbytes
from dba data files where tablespace name='SYSTEM';

ROa~y Re A LET,

alter database datafile filename autoextend on next 100m maxsize 2000m;

file name [ZATDO FNET select 2~ > KOS 7 7 4 V4T,
SYSTEM 7 — 7 /L A_R—ZANYLE S ET,
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B ¢ ao%eT0exs0 150 ~omm

AT T4 exita~vr FEASHLET,

Ly g TOERED 150 ~DEM
[T Oracle 7—HF XR—RIZRESNTWADCNM A L AZ AT LT, =Yt 7TatkR
% 150 & 1000 K0 H RELTHLENRH Y 77,
722X, 2 OO DCNM A% > K7y (FEHA) A A X AWML Oracle 77— % _N— A %
AT 5 L OICEESNTWVAESIL, WTNDD DONM A A K v A DS E OEER I
ELTENRT 4=~ AR FEIE SQL HIA =T —IZIE U T, A=Y 7 at 252K 300
BEON2000 ITHERTHERH Y 5,

Procedure

RATFwT1 init.ora 77 ANADGFEIEL, ZDOT7 7 A WMHERAF O Oracle T —F _X— 2 A A fh—)L|C
HUTDHIUITREENTNDZ EEMERLET, TNLADITRE TN TV BEAITHIBRL F
7,

FEHZ DWW TIE, initora 7 7 A /b, onpage 37E SR L TL 72 S0,

AT 9 F2 Oracle T—H# _X—RA|Zu /A 351X, SQL*Plus 2~ > KT A > Y— L aMHLEd, if
AHIZ DU T, Oracle SQLPlus 2~ K7 A &V —/L, onpage 374 B ML T 723\,

ATw T3 shutdown 2~ > REZAS LTV AT AE Ty y b XU LET, ZOavwy RRRKT 55
A%, shutdown abort ==~ > K& L £,

ATy T8 kOa~r FEANILET,
startup pfile='init file name';
init_file name |%. A ® Oracle ¥ — % _X— R A A b —/L®D initora 7 7 A /L4 T, £l
\Z2OWCIE, initora 7 7 A /b, onpage 372 S L T 72& 0,

1|

ATY TS ROa<v REANLT, Byva a2 150 1 CHELET,
alter system set sessions = 150 scope=spfile;

RTw 76 shutdown 2~ REASN LTV AT AEY Yy b XU LET, Z0a~vy KRBT 58
A1&, shutdown abort =~ > K& L £,

RTw 7T startup 2~ REAN LT, VAT LEERELET,

ATFYT8 ROaA~<vLy REAHNLT, By a7 ab AN I50IEFEINTND I & AR
7,

show parameter sessions

ATv T exita~ 2 FEANLT, ¥TLET,
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BELTLEA—v Lo 1000 ~oiEn [

BLT LD Hh—VILDE®D 1000 ~DIE N

ATy I

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17
ATvTS8

ATvT9

BIWTWA I — YLD A 1000 I2HIR0T 2 E R TE F4,

Procedure

initora 7 7 A )VIFIEL. ZDO T 7 A IVIFHEHED Oracle T —F X— A A A h—/)LIZEY
THUTHEZENTNDZ MR LET, ZNLUNOITNRT 7 A MZEENTWDGEITHI
L E9,

FEMIZ DWW T, init.ora 7 7 A L, on page 372 SR L TL 72 &V,

Oracle 7—#X—R{Zv0 7' A F A1, SQL*Plus 2~ > KT A4 > Y — VEFHLET, i
AMZ-DW T, Oracle SQLPlus =+ > K7 A > Y —/L onpage 372 S L T 7E Xy,
shutdown 2~ > RZ AN LTY AT Layyy b XU LET, Zoa~wy KBRS 545
A%, shutdown abort =~ > RZ2fEH L %9,

WDa<vr RaEANLET,

startup pfile='init file name'

il

Tl

init_file name /X, A H @ Oracle 7 —#% X—A A A F—/L®D initora 7 7 A /L4 TT,
\Z DWW, initora 7 7 A /b, onpage 372 S L T 72 &0,

RDOa~y ReASLT, BTN D I —Y O % 1000 [IZRE L £,

alter system set open cursors = 1000 scope=spfile;

shutdown =2~ FZ AN LTI AT L&y Yy AU LET, ZOa~vy FRRIT 55
A 1%, shutdown abort ==~ > R L £,

startup 2~ REZ AN LT, VAT LEZEHLET,

KD~y REAHLT, BBOTWAT—YLOEN 1000 ICEEINTWAZ 2R LT
7,

show parameter open cursors

exita~> FEANLT, RTLET,

av> kA T rEEALTOracleDB 1—H— %€/ T 5

o< RN 77 MR LT Oracle DB 2 — ¥ — ZAER T A 121%. IROFIEIZHEVFE T,

export ORACLE_SID=XE

export ORACLE HOME=/usr/lib/oracle/xe/app/oracle/product/10.2.0/server

cd SORACLE_HOME/bin

sglplus

sys as sysdba

create user dcnmdbusername identified by dcnmdbuserpassword default tablespace users
temporary tablespace temp;

grant connect, resource to dcnmdbusername;

grant create session to dcnmdbusername;

grant dba to dcnmdbusername;

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



B scaniaes 7B %6 L T Oracle RAC <165 5

\)

Note  Oracle SID 35 & 1% Oracle Home Z#% & L CW\\5 Z & 2R L, DB 2 —H —4 L /2T — |
T 4= FOEEZATILET,

\)

Note DBA 7 H W2 FNIMERKRTEX 72\ S . DML/DDL/ A X — <R Z ST 7> F TH4 T,

SCAN #£5E2 (4 7 DB Z{fH L T Oracle RAC [Z#%#t 9 5
SCAN e # A 7 DB Z i/l L T Oracle RAC IZ#55e T 511, kD~ RE AN LET,

# appmgr update -u jdbc:oracle:thin:@//[ip addr]:1521/[service name] -n [username] -p
[password]

JzTL—Yarvtey bTYTHOT—E4R—X

Cisco DCNM %, Cisco DCNM-SAN 7 =5 L — g3 & L TR TX£7, Cisco DCNM-SAN
TxTL—3aryORE, FT—F_X—AURL (Zu 37 4) . 7=FLb—3 3 HNOTT
® Cisco DCNM-SAN / — R CRICL THDHIMLENRNH Y £9,

\}

Note 7 -5 L—2a BT 57Dl T XY ART RLAZIBEL TN L 2R L E
—a—o

-~ O S 4, — — R
INYD Ty TEIVETAHD! E— F Oracle T—32 X—
— — O
AA—T4 VT4 AV UTk
7T v b7 F—LIZBHR7R < CiscoDCNM 231 > A b —/L E T Y (Windows F 7213 Linux),
UE— FOracle7T — ¥ X—R%& NNy 77 v 7RI OMEILTHIZE, WOAZ V7 NEERLE
7
Linux 77 v N7 4 —AIZA VA M=V I TWNWD Oracle 7 —H X—AD2—F 4 VT 4 A
U7k

1. backup-remote-oracledb.sh
2. restore-remote-oracledb.sh

Windows 7’7 v b 7 4 —AIZA A =)L ENTWS Oracle 7 — X _X—AD=2—F 4 UT 4
A7 VT MIRDOEBY TT,

1. backup-remote-oracledb
2. restore-remote-oracledb
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NV I TV TELIVCETADO—NI PostgreSAL T— 2 _R—X 1—F 4 YT 4 X5 ) Tk .

CiscoDCNM 7K A hi&, UE— b Oracle T—F X—ZAZfEH L TEITT DL L HIICREINTWY
F, NTIAF—E T DO—BE LT, DCNM=2—F 4 U5 ¢ 227 Y7 % FE— | Oracle
T—HR=RA|Zat—L, DCNM 7T —HF RXR—2AAX—<ZHIT 5 LN TEET,

2—T 4 VT 4 A7 VT NEFITTHINE, T—FX=—REFHED I LT ¥ v LRLIET
T, TNHDRAZ VT NTIX, ROTa 7 MRFERINET,

1. DCNM 7 —# RX—2 N2 — K (=P —Z T T TIZHFEELET)
2. BHEA—P—D2—Y—L/RAT— .

DBA 2 —W— 27 LT v & AT BRI, Tsys] & LT Isys)] ZAILZ2WVWEHIZL
TLIZEY, —HFHD/N—=T 3 D Oracle TlE, AX—ANGFET D ENNY I T v P HETNRR
WM DAREMERH Y £9, b VI, 2—F =L AT LCsysdba g & D2 —HF =4 [T A~—
ANV g2 —F— 7 LT oy VERRET HDLENH D £, FEHEZ LT v uid
REELEF Y vy 2SN, EEOE WY LT v v v VIERITRR L 8 A,

\}

Note dcnm/binD—H%— 227 ) F MI, BHEL—F—DLNEFTTEET,

NV YTy TEXIVETHADBO—7HIL PostgreSAL T — 42
R—RA—T1 VT4 XYY Tk
RHEL ¥ ¥ A VA M—/L STV D —T1 /L PostgreSQL 7 — X X—AD2—7 4 VT ¢

A7 VT MIRD EBY TT,

1. backup-pgsql-decnm-db.sh
2. restore-pgsql-dcnm-db.sh

Windows ¥ NZA VA =L ENTWBa—DNVPGT —HFRXR—ADa2—FT 4 VT 4 A7)
7 MIRDEEBY T,

1. backup-pgsql-dcnm-db.bat
2. restore-pgsql-denm-db.bat

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



. Ny o7y TELVETAODA—HIL PostgreSOL T— A R—X 1—TF 4 JTF 4 A YT+
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4.
=% =R

CiscoDCNM D14 VX —JL

ZOFEF, WO THMEINTHET,

SE IZ Cisco DCNM % A > A b —/vF 554515, DCNMISORIET 774 7 A (iso) A A
b—F% A A=)V LET,

» Windows ~~® Cisco DCNM DA > A h—/L (45 _X—)

e Linux ~® Cisco DCNM DA > A h—)L (54 _X—7)

e I —F NHET FTA T ATDCNM A VA b—LT 5 (64 5—)
ISORAT 77 AT ATDCNM & A A h—/L§5 (73 ~<—)
*SANZ7 74TV FBIOT AL A w32 —U v OfEH) (87 2—)

Windows ~@) CiscoDCNM )1 > X +—JL

Windows I Cisco DCNM % A > A h— /L9 521X, IROHZ AT ZELTLET,

Windows T CiscoDCNM %7 A4 VA F—ILT 5

Windows T Cisco DCNM 27 > A A h— )L 51213, ROFIEEXFEITLET,

)

GE) RUBEFETINLOFNUINED ZLaBfIH LET,

1R BRI

[ CY—_"EH L CTRRD /N9 D DCNM %A A b —/LF 5 Hi[IZ, Cisco DCNM if
VAL AL TERICHIRT AERH Y T, Ty 77 L— FEBRET DN, pgevent.dll
(dem db /¥Z \db\lib\pgevent.dll IZHV £7) ZXLTHIERL T IV,

FIE

2T w1 CiscoDCNM H—E R &ZEIEL £,
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CiscoDCNM O > 2 b—)L |

B ciscoDeNM Windows « » 2 k=S BEUTORF 4 TFALOEHO— K

P —NTEITEIN TS DCNM SAN 7 7 A 7 > b & Device Manager D3 _XTDA L AKX LA
ZHLCWD Z L E2MERLET,

AT w72 Postgres T—H_X—RA%&ET A LA M= LET,

ATv 73 CiscoDCNM %27 A VA b= LET,

ATv T4 Cc:\Users\Administrator (ZB#E L. cisco_mds9000 7 + /L& ZHIEE L £,

ATvF5 C:\Program Files\Zero G Registry|[ZBEIL, €OGLTAKRY 74 L X ZHIFRL %

7o

ATw7T6 C:\Users\Administrator (ZE&E) L, installanywhere 7 4+ /L ¥ & HIR L £ 7,
AT w771 CiscoDCNM A > A h— LI BT RTOR— FRZENTEHEY , FIHTELZ L2 HALE

B

ATv 78 CiscoDCNM T 4 L7 MU ZHIKRLET,
2T v 79 Windows VM % fHiEZ@E L £,

Cisco DCNM Windows 1 VX b—3E LU TANT 4 T7AILDE Y

va— K

Windows {Z DCNM % A > A b — LT B HOFNEIL, denm.exe 77 A v EHX T a— KF
5HZ&ETT,

)

Note — 5L —2 g 77Yr— g MELZEMNT I TEDEAIL. denmexe 7 7 1 /L% 2 [H]

&

BT D MERH Y £,

Procedure

WOV A MZEEI L F£79, http://software.cisco.com/download/,

AT w72 B DOEIR (Select a Product)] 52K »» 7 AT [Cisco Data Center Network Manager] & A L %

bd‘o
[R5 (Search)] 7 A 2> %27 U w7 LET,

AT v T3 BMFBER) S [Data Center Network Manager] 27 U » 7 LE 7,

Aty m— RA[BEZR Cisco DCNM OEH Y U —RA V7 b =27 DV XA FRFRENET,

ATV T4 HEHOV )= JART, UU—=Z11.51) 28R L £,
AT w75 DCNM Windows 1 > A b —F % HoF T, [#2>0O— K (Download)] 714 2> %27 U > 7 L

=7,

A VA =T — T 7 ANVDOERIX, denm-installer-x64.11.5.1.exe T9,
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https://software.cisco.com/download/type.html?mdfid=281722751&flowid=35953

| CiscoDCNM DA > 2 k—)L

GUI %A L 7= Windows ~ Cisco DCNM ® 1 > 2 k—1L |

AT9T6 DCNM YA LU M AV A N=TDT 0T 4 77 A NVERFE L, [F7>B— K (Download)]

ATy 17

TAarwzr )y 7 LET,
ZOT7AME, VAL M AU PRI SV ET,

AVA N VERB L E ZICHBICADIT A2 ENTEL LI, MFOT7 7 A NVET 4 L
7 FUICRAFLET,

GUI Z{E A L - Windows ~® CiscoDCNM 14 > X k—JL

ATy T

ATy T2

ATvT3

ATV

ATvTh

GUI #f# fl LT DCNM Windows % A > A b —/LF 321X, RO FIEEZETLET,

Procedure

oo —RLU7Zdenm .exe 77 A NVEBRELF T,
denm.exe 77 ANEX TNV Y w7 LET,
[InstallAnywhere] B S —3F R Zdv, EITIRIAR RSN ET,

[1Z C®IZ (Introduction)] i DR & Gt~ F 7,
OEM Ry ¥ — Ry 7 Xy JA RPN 2 =2 R L ET,
* Cisco Data Center Network Manager

+ IBM : IBM Data Center Network Manager % 1 > A h—/L§ B4,

MDAy —VIRFRINET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] %7V v 7 LCHE¥EEFITLET,
[RA~(Next)] %27 VU v 7 LET,

T7xT7lL—varyty Ty T TDONMBEI o Z Y TTI7A4 T AL LTA VA =L S
NTWEEE, [BEDIT T L— 3 vIZH—/\%EBMT % (Addserver to existing federation)
Frxv IRy I AeF AT LET,

[t 2 7HEE (Secure Ciphers)] F = v 7R v 7 A& ANl T 5 &, MARKESEFFOAAL v
F 72BN DCNM I L » TRt S E T,

WO TDCNM-SAN B L NSMI-S Z A A b—/L T B85 A VA M—/LT BT 23R L £
7, [ > A b— LT (Install Location)] 7 4 —/L RC, [ER (Choose)] 27 V » 7 LT, i@t]
R FNE RAERMELET, DONM A7 =F b —v a3 vy T v 7O—EELTA A
F— L ENTWBHEA., [TZ4I b 74T DIETT (Restore Default Folder)] #27 U v 7 L%
7
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CiscoDCNM O > 2 b—)L |
B cui %6/ L= Windows ~ Cisco DONM 0 1 % k—)L

[R~(Next)] 227 U w27 LET,
ATv 76 DCNM ¥ — 27 RDBMS #3&R L £,

FRICHESNTT —F _R—2 R L ET,

* PostgreSQL MDA > A h—/L : denm.exe (2732 RL &N T 5 PostgreSQL 7 — & \— A %
A A= LET,

« BEA7 D PostgreSQL 9.4
« EAZD Oracle 10g/11g/12¢
« BEA7® Oracle 10g/11g/12¢ RAC

[— & A4 (ServiceName)] 7 « —/V FiZ, OracleRAC YV — _DH—E 2L %2 AN LET,
BR3IODODIPT RLAZASLET, [OK]ZZ7 Vv 7 LET, DBURLABERINE T,

CiscoDCNM A > A b —F 12k 5 TRDBMS N T TIZA VA h—/LENTWD Z ERBHEN
7-854&1%. [DBURL] 7 4 —/L RIZA R FANFRENET,

BEA7 D PostgresSQL % L 7= Cisco DCNM A ' A b —/LClE, Rl La—%—HIZ X > THlfA
SN TWVDHDCNM 2 —H—4 L[] CARTOBEF DO A F—< 84 ETY, DCNM 2 —H—4 D
A X —<NIFEL72WGE . £721XF U denmuser 44 D A ¥ —~ 2 A L TR WEEEIT,
[public] £ WIHARIDOT 7 4/ D AF—~ TRMERSNET,

Note T AN IDONRT Y v J AF—<THERSINTZRKEZMHH L TDCNM +— %7 v
T L —RT5Z LI TEEE A,

Note Oracle CTiZ, FTLWW 2 —VDRMER EINTZHH/IC, 2—F A LR CAFID AT —~ 4
A HBRNER S NVE T,

[DCNM DB =.—#'— (DCNM DB User)] 7 4 —/L FiZ. Cisco DONM /R F — % ~— 2|27 7 &
AT HEOIEAT 22— —4% A LET, [DCNM DB Password] 7 1 —/V NI, f8E€ L
T = R—=RA 2= THT L NONNAT—REANLET, BHFEOZzTL— 3 VI
H—/\% BT % (Add Server to an existing federation)] Z®#R 4 554, %fhsT %5 RDBMS 7
TrarEBRERLT, T—F_N—AURLAZEELET, 7=7 L —ra YNOTRXTOY—
NREILT —HRXR=ZAEZZHB L TCWE7D, 77 A~ % —s30 denmuser £ & /SAU — K&
BETHAHLERH D T,

[R~ (Next)] #27 V v 7 LET, Oracle 7 —# X—ADH|[RZMEZRE L, [OK]Z27 Vv 7 L%
7

[R~ (Next)] 227 Vw27 LET,

ATwFT1  [A— FREA T > 3 (Port Configuration Options)] [ T, Cisco DCNM DA > X —7 = A A
& Web R— M Z@IRL 97,
* [ServerIP Address] U A R/, CiscoDCNM Y— NTHHTHIP T KL R ZRIR L £77,
ZOY AN, =N TATLDFRy NT—7 [ F—T =4 AZBEEV S THR
TWAIPT RLAREFRFRENET,
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| CiscoDCNM DA > 2 k—)L
GUI %A L 7= Windows ~ Cisco DCNM 01 > % k—L [}

* Cisco DCNM-SAN Web h— 33U » A F 507 — K& EHT 554 1X, [SAN Web Server
Port] 7 4 —/V RIZH LWAR— FEEEZ AN LET, 774V hTiL, Cisco DCNM-SAN
Web F— N[X TCP AR— k443 2 U v AL LET,

Note Cisco DCNM DA > A h— Lz, — N STV R nAR— NEB &2
HALET, & xiE, 87 & 231k, TRELITHIR SN2 Web R— T,

[R~(Next)] 227 U v 7 LET,

ATY T8 [DCNM OT —HA T 7 4 )4 %RIRF % (Choose archive Folder for DCNM)] H{fj C, 7 4 /L4
WNAZRBEL, TAAARET 7 AV, 22— P —DERREREEZRIFLET,

WONTINNETATLET,
* #4R (Choose)] #7 U v 7 LC, DCNMLAN 7—Hh A7 T4 L7 N ZR{FTH/ A%
EIRLE T,
Note UE— K VAT LEEINT DMENH D854, UNIC SR Z#AE L E7,

5] . //Server/Share/directorypath.

[TT74IL b+ THILFDIETT (Restore Default Folder)] 22 V v 7 L, T 74 /V b T /L4
EORFFLET

Note IDTHNVEN, 72T b—ary Ny 7OT_XTO /) —Rnb T 7%
AFRETHDHZ LR LET,
[R~ (Next)] 227 U v 27 LET,

ATvTF9 [m—H)La2—HP— 7 LT v/ (Local User Credentials)] iE#i G, DCNM SAN 35 X TU'DCNM
LAN T 794 TV ADMFFIZT 7B AT 572D —F -4 L AU—FE AN L%
ﬁ—o

s [EE 22— —4 (Admin Username)] 77 ¢ —/L RIZ, Cisco DCNM ¥ — 30D = — % — D4 Hij
ZASILET, £ A F—FI2L 5T, CiscoDCNM B — D —HFRERE S, FD—
FIEBE o —ARNE D Y TENRET,

s [Password] 7 4 —/V RIZED2—HFD/XAT— % AJjL. [ConfirmPassword] 7 - —/L K
IZEDNAT—RefF AN LET,

WDO/NAT — REARICHEWVET, BELEICHEILL T RWES. DCNM7 7Y 7 —3 g Ui
EFITHERR LW AREMER H D F 97,

cRANTH8XFZEA, MHAOT VT 7 Xy & 1 HOBT 2 ELLENH Y 7,

CTNT 7y bHT BT (_#@&S 72 E) OMAGDEEGL I LN TEE
‘3‘0

o BEAE— FH®O DCNM /R 2T — RIZZN O DEH TR LN T IEEN,
<SPACE>&$%‘“A:<>;;

[~ (Next)] 22 U 27 LET,
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CiscoDCNM O > 2 b—)L |

B cui %6/ L= Windows ~ Cisco DONM 0 1 % k—)L

ATv 710 [FRFERRE (Authentication Settings)] [ ﬁ“(‘ Cisco DCNM H—/375 CiscoDCNM 7 Z A 7 > ~Z
n AT =Y =BT D OIHEHT 2RI N EZRINL 7, ROWT 4B R
TEET,

«dO—AJL : CiscoDCNM 27 54 7 > b —H#F—[%, Cisco DCNM H— "D a—H— 7 H 7
Y MZESTORFIESNET,

« RADIUS : Cisco DCNM 2 7 A 7 > b —H#—[&, RADIUS ' —NIT K> CRIAES I FE
j—o

* TACACS+ : Cisco DCNM 7 A4 7 > b zt—H—|%, TACACS+ Y — N2 L - CRRFEE L
i—a—o

DCNM DA > A b —/L4%1C LDAP RiAF AR E T £,

Note TACACS/RADIUS/LDAP # /%35 &, v—h/)b 2—HF— Tadmin] 1277 & A

TERLRVET, ZHET 74V FOBETT,

TACACS/RADIUS/LDAP Y — "R ZEARERE 2T FA TV L TWAERIZOH, a—
BN =P —=DREEEN, v A TERL IR FT,

LDAP/RADIUS/TACACS H— 32327 HE T, TACACS/LDAP/RADIUS TRAFEIZ L
L7256, a— iz 73—y 7 LER A,

AT w711 [RADIUS] 7213 [TACACS+H] 2R L7=HA 1k, ROTFIEEZEITLET,

a)

b)
<)

d)

e)
f)

2

h)

)

[primary server address] 7 4 —/L FIZ, ¥ — 3D Pv4 7 FL 2% Ry MEE 10 EHIPAT
ABLET,

[primary server key] 7 « —/L RiZ, —_"OILFGMEF—2 AT LET,

(Optional) Cisco DCNM 73 H—/x k BIEA[REZe = & 2 FEsRT D56 1%. [#REE (Verify)] 27
Vw7 LET,

[secondary server address] 7  —/L RIZ, — 3D IPvd 7 KL A% R Mt & 10 #EHIE A
TABLET,

[secondary server key] 7  —/L FIZ, — O FREXF—Z A LET,

(Optional) Cisco DCNM 34—/ R LiB(ER[BE7: = & 2 ka9 285613, [#REE (Verify)] &7
Vw27 LET,

[tertiary server address] 7 « —/V RiZ, ¥ — D7 KL A% Ky MEE 10 EHFEXTATIL
£

[ =R Y —/3 % — (tertiary server key)] 7 4 —/L RIZ, = O EF—2 AN LE
D

(Optional) Cisco DCNM 23—/ X L i@(ER[BE7: Z & 2 HEsR 9 25618, [#REE (Verify)] &7
Vw7 LET,

[R~ (Next)] 227V v 7 LET,

ATFYFT12 [a— bbby b 73 FDER (Choose Shortcut Folder)] i T, DCNM 7 A = > Z{ERT 5
NAZRELET,
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| CiscoDCNM DA > 2 k—)L

ATy 713

ATy 714

ATy 715

ATy 716

GUI ZERA LY —/ T T L— 3 VIREAD Cisco DCNM Windows O 1 ~ R k—)L .

P— R AT A A VARERT R CO2—Y— |2 a— b Ty bMEREND L HI2TD
LalE, [TRTOI—H—IZF7 4 3 %E/EKT % (Create Icons for All Users)] = > 7 AR > 7
AeAd AT LET,

[RA~(Next)] 227V v 7 LET,

[f A b —/LRTOBEE (Pre-Installation Summary)] i C, A > A h— VR ELZ MR L ET,

IO X TIZBE L CREEZEE 4 51X, [BI (previous)] #7 U v 7 L7,

[~ (Next)] 227V v 27 LET,

il 4 > KT, [I&Lv(Yes)] #27 U >~ 2 L, DCNM A » A h—/V&ZBtE L £,

EPEAR—DHITIE, A R b= AT OEITIRILEZ R LET,

[f A F—/V5E T (Install Complete)] EiE T, A A F—ANET LicarR—x MR—HE

FREINET, [T (Done)] %7 U v 7 L, DCNM H— " ZBhG L E7,

Note AVAR=FERALCIEYD, V4P —REEKTLEZY LARWNTIZEN, [#T
(Done) 127V v 7 LET,

AT LIZDCNM SR S D £ TRH £,

FAVY DM AVAM=ANETTDE, TR T bPRRENET,

7T W& E ., https://[<<DCNM _server_IP_Address>> % AJ) L £,

[Return] ¥ —%# L T, LAN ¥ X O SAN EEH D Windows T CISCO DCNM & Web A > & —
Tz A AL LET,

GUIZERALY— NN TJzzTFL—> 3 EEADCiscoDCNMWindows
DAABR—=)L

P—NRN T 2F L —2 g VEETDCNM 2 A VA h—/L 45121 :

Before you begin

c 7 TA~Y = NTDCNM ZA VA R—L L TWNDHZ & LET, GUI 2 L7z
Windows ~@ Cisco DCNM DA > A h—/L onpage 47 &7 ¥ a O RIZHES T EE
AN

T ITA=) =Rl FY = N—=DHGRFERCDCNM A=V 3 ThDH I L %
ER LTS EEN,
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CiscoDCNM O > 2 b—)L |

B 5L r 422 F—L%EBLT Cisco DONM Windows %1 > X k—1LF %

ATv T

ATy T2

ATvT3

4L A

LI %

Procedure

TH L H Y P—RTDCNM E A VA R — L L7235, [BBED Iz TL—avIcy—n\%EE
09 % (Add server to existing federation)] = v 7 R v 7 A& 42 LET,

ZHhICEY, 72T b —varky NPy TERACFY TTTAT AL LTDCNM % A
VA M= LET, [FATA A N —/LIEEE (Pre-installation Summary)] B (21, [7 =7 L —
3 a VERIE (Federation Settings)] T7 =7 L —y gy AT —X AL ) —REFRRLET,

MDAy —VRFRINET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] %7V v 7 LCE¥EEFITLET,

[ % = 75 (Secure Ciphers)] F = v 7/ Ry 7 A A N2dbE, EXaTREERNT T~
THMNZ 2> TV D HEITDI, BRI B E2FFOAA v FIEF 2 DCNM I X » Tht S
\ijqo

CiscoDCNM &, AA » FIHefe T 5 & TSI 725 & Wagh 7em 5 O 2 H L E 7, uses
both strong and weak ciphers when connecting to switches. ==— % —723 % v kU — 7 |Z58 )1 72l B D
HEMEHT 2551, ZO0OF =y 7Ry 7 A% 4 A2 LET, DCNMITFR ) el 5 & R — k
LTWRWAL w FIERETE RN, Fxy 7Ry 7 22 RRT LRy NT—7 D
AL FHREN G FE YR —FLTWHZ 2R LET,

59 % RDBMS A7 a3 &ABIRL T, —Z_X—2 URL 22 H LE7,

Note 72T b= a VNOTRTCOYV—NERI LT —FR—REBRTHD, 754
< U =30 DCNM = —H—4 L 2T — RERETHILEND Y £4, £7-.
TG F—RDOF—H R A 22— L )RR T — REEETALENH D
E3raN

T H R ADA—P—Z L RRAT—RE, 72T b—va VEBRT LT RTOY— A

Z h— A TRUL T, FEEZ. DCNMODOZ—HF—Z L 2T — Rk, 7=2F L —3 3 V52

TEHFRTOYP—N A X =L TRLTT,

A +—JL%EL T Cisco DCNM Windows 1 > X b—

CiscoDCNM %, U E— FEFEE— R CTliEZe<, e— WG EE— RTOHY A L b A R
=N %P R —FLTWET,

AL A VAR NVEFHLTDCNM UV 4> RO %A A ML T 521X, ROFNEE
FITLET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L
HA LYk A YR F—L%EELT Cisco DCNM Windows %1 > X k—1L 3% ]

Procedure

ATY 1 L, installer.properties 7 7 A NVEREEALTHE, ko7 a7 o 2HH LET,

DCNM_IP ADDRESS=<ip_address_of host machine>
USER_INSTALL DIR=C:\\Program Files\\Cisco Systems
INSTALLATION_ TYPE=NEW_ INSTALL

#INSTALLATION TYPE=UPGRADE

SAN_FEDERATION=FALSE

#SAN FEDERATION=TRUE

ATV T2 T—HR—A NG RA—RERELET,
PostgreSQL 7 — 4 X—AZfEH L TWAHAIX, kOT o v 7 EfwELET,

o DATABASE Properties--------—-—-——-——-————-

#User can configure these properties to use existing database or

# install fresh Postgres as database for the DCNM. Existing database
# can be postgres (remote or local), Oracle (remote or local)

# or it can be Oracle RAC.

USE_EXISTING DB=FALSE
#USE_EXISTING DB=TRUE

PG_DB_PATH=C:\\Program Files\\Cisco Systems\\dcm\\db

#-—m———- New Postgres--------------—-—-—-——-——————————————
DCNM DB URL=jdbc\:postgresql\://localhost\:5432/dcmdb
DCNM DB NAME=dcmdb

SELECTED DATABASE=postgresgl

DCNM DB USERNAME=dcnmuser

DCNM DB USER PASSWORD=dcnmuser

Oracle T—Z N—2&HH L TWBEAIF, ROT oy 7 E2wRELET,

oo - DATABASE Properties-------—-——--—--—————-

#User can configure these properties to use existing database or

# install fresh Postgres as database for the DCNM. Existing database
# can be postgres (remote or local), Oracle (remote or local)

# or it can be Oracle RAC.

USE_EXISTING DB=FALSE
#USE_EXISTING DB=TRUE

ORA DB PATH=C:\\oraclexe\\app\\oracle\\product\\10.2.0\\server

ATY T3 DCNM Da—H— 7 LT vy LVaERELET,

#DCNM User Configuration Properties

#If you want to use special characters in DCNM ADMIN

#credentials,Please use escape character(\) before

#the symbol [For eg. Password "an$6x12" must be specified as "an\$6x12" ].

DECRYPT PASSWORDS=FALSE
DCNM ADMIN USER=admin
DCNM_ADMIN USER PASSWORD=adminl23
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B Lirx~o cisconeNm o1 2 k—1

ATYT8 X7 RSN A LET,

#-——— - Secure Ciphers-----------—-—-—-—————————————-

CiscoDCNM O > 2 b—)L |

#DCNM uses both strong and weak ciphers when connecting to switches

#If user wants to use only strong ciphers for connection,

please set

#property to TRUE. Make sure your switches support strong ciphers before
#setting the property as DCNM will not be able to connect to switches which

#support only weak ciphers.

SECURE_CIPHER=FALSE
#SECURE_CIPHER=TRUE

- IBM Raven Support-----------

#Set true if Vendor is IBM, by default false

AT w76 CiscoDCNM Windows V7 bV =27 &2 XZ 7o —RKLET L7 PUICBEIL, kOoa< K

EHEALCHEE A A N—TERITLET,
dcnm-release.exe -i silent -f path_of installer.properties file

AR v F—T% TOEATA VA N—IVDRAT —HF AZRERTEET,

ATFvFT1 77UV EBE, https://<<DCNM_server_IP_Address>> # A /] L £,
[Return] & —%#f L C, SANEHH D CISCO Denm D Web A > % —7 = A A& fLE L £,

Linux ~@) CiscoDCNM )1 > X k—)L

Linux {Z Cisco DCNM %A > A h— /LT BIZ01E. DX AT B FETLET,

)

() /home SELinux THRi#E I I72/SAIZ DCNM % A A h—/L L7 TL IS0,

Linux ~® CiscoDCNM O 7 A4 > X —)L

Linux T Cisco DCNM %7 v A A b= ¢ 5121%, ROFEZFEITLET,

\)

GE) [FUEZETCINOOFIEICHS Z 2B LET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L

ATy

ATy T2

ATvT3

RTv74

ATy TH
ATvT6

ATy 717

ATvT8

ATvT9

Linux ~ CiscoDCNM D7 > A > 2 ~—L [}

1R BHHIIZ

F U —_2HH L TR DZ—23 00O DCNM & A A h—/L 3 AEIZ. Cisco DCNM iA
VAR ARG SERIZHIBRT AL ENH Y 9,

FIE

/root/Stop_DCNM_Servers =~ > K&l L T DCNM #—/3C DCNM #—E X #{& 1k L &
j—o

P — X THEEH L TWSEDCNMSAN 7 A4 7V P BIVT AL AR =V DT_XTDA A
AR LUET,

<<dcnm_directory location>/db/uninstall-postgresql =~ > K% f i L T Postgres 7 — & ~— &
BT A VAR—LLET,

/root/Uninstall_DCNM =~ > R%&ffif] L T, CiscoDCNM #— %7 A A h—/L LET,

GE) RHEL8x %7 A A b—/L 3 5341, JUninstall_DCNM -isilent 2~ > K%
FAILET, 7272L. RHEL8Xx|ZWebUIIZ L DT A VA F—/L&EHFHR—FLTH
FHA,

rm -rf .cisco_mds9000 ==~ > RZfEH L T, ERKRD .cisco mds9000 7 7 A /L& HlfR L %
¥

rm -rf /var/.com.zerog.registryxml =~ > RZEH LT, Er G LY A MY ZHIBRLET,

rm -rf.InstallAnywhere =~ > & L T, FEL/RD InstallAnywhere 7 + /L X ZHIFR L
i‘ﬂ‘o

Cisco DCNM A A b= VIZHBERT X TOR— bNEBNTEY, FIATEAZ 2R LE
ﬂqo

rm -rf /usr/local/cisco/* ZfEH L CDCNM 7 4« L7 R U ZHIBRL 9, T 4 L7 N VIR
FLIYAIE, DCNM 7 4 L7 U ZHIBRL £,

RHEL v A7 AZHiEE LE9,

Linux ~® CiscoDCNM D7 >4 > A b—JL

WOHIL, Linux TteCiscoDCNM &7 A VA b— /LT BH7-DIZFEITTHILERD D
a<w Y ROYARERLTWVET,

[denm-linux]# /root/Stop DCNM Servers

[denm-linux]# /<<dcnm_installed dir>>/db/uninstall-postgresql
[denm-linux]# /root/Uninstall DCNM /* for uninstalling RHEL 7.x */
[denm-linux]# ./Uninstall DCNM -i silent /* for uninstalling RHEL 8.x */
[denm-linux]# rm -rf .cisco_mds9000

[denm-linux]# rm -rf /var/.com.zerog.registry.xml

[denm-linux]# rm -rf .InstallAnywhere

[denm-linux]# rm -rf /usr/local/cisco/*

[denm-linux] # restart

[denm-linux]#
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CiscoDCNM O > 2 b—)L |
B cisconenMLinx 1 V2 F—SEETTORT 4 TFALOEYO—F

Cisco DCNM Linux f X b—5E XUV TAONT 4 T7A4ILDEI Y
A— K

Linux {Z DCNM % A > A F =L F D REAOFIEIL, denm bin 7 7 A LEX T m—RT5HZ
&TY,

)

Note - 5L —2 g 77U r—ya MREZHERTSTEDEEIEL. denmbin 7 7 A /L 7% 2 [Al#
BT 20BN H Y £,

Procedure

ATYT1 ROV A MIBEIL £, http://software.cisco.com/download/,

AT w72 [BOEIR (Select a Product)] 527K »» 7 AT [Cisco Data Center Network Manager| & A L&
D

(K52 (Search)] 7 A 2> %27 U w7 LET,
AT v T3 AR5 [Data Center Network Manager] 7 U » 7 L £,
K7 m— RA[fEZ: Cisco DCNM DTV V—A VY7 b =7 DY A MRERENET,

ATV T8 BEHOVIV—R VAT, VU—R11.51) Z&RLET,
AT9 75 DCNMLinux 1 > A h—F ZR#E L, [F~2>B—FK (Download)] 7 A =% 27 Vv 7 LET,

A VA N—TF 77 A NVOFAXIL, denm-installer-x64.11.5.1.bin T,

AT9T6 DCNM YA LU M AV AN—=TDT 0T 4 77 A NVERFE L, [ > B— K (Download)]
TAarkEs Yy LET,

DT 7AME, AL M AU A PRI S ET,

ZRFYTT AV A P—NAFBEIE LT L X CHHICE ST A - ENTEX DL, WHFDT 7 A LET 4 L
7 FUIBRIFLET,

GUI Z{&E A L 7= Linux ~® Cisco DCNM O 1 > X k—JL

GUI Zf#f§ LT DCNM Linux %A ~ A b —/L3+ 51213, ROFNEEZFEITL £,
Y

Note /home SELinux TIRESN/Z/SAIZDCNM A v A h— L LARNWTL &0,
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| CiscoDCNM DA > 2 k—)L

ATy T

ATy T2

ATv73

ATV

ATy TH

GUI %A L 7= Linux ~ Cisco DCNM 01 > % k—1L [

Before you begin
DISPLAY Z2HUF 1 ITRESNTWAB Z & &R L £,
cLIFOa~y REMH LT, DISPLAY 2808 1 IIHESINTW AR LET,

echo $DISPLAY
cUUTFToa~<y FaEMH LT, DISPLAY %% 1 IZRELE7,

export DISPLAY=:1

Procedure

Hrvyom— RLU7- denm-installer-x64.<release-name>.bin 7 7 A NV EZHRE L £9,
denm.bin A v A =T 7T 7 A NVEEITLET,
[InstallAnywhere N —NFR i, IR RSN E T,

[1Z C®IZ (Introduction)] [ D5 & Fid £ 77,
[OEM X % — (OEM Vendor)] Ra v 7"Z 7 U A R RU X —ZEIR L 7,
* Cisco Data Center Network Manager

« IBM : IBM Data Center Network Manager % > A h—/L3 5354,

RDOA =V RFRRINET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK]1 &7 Vv s L TIEEZHITLET,
[R~(Next)] 227 U v 7 LET,
TxFlb—varty h T T TDONM BB Z Y TFIAT AL LTA VA b—/L &

NTWAHEE, [BEMD T FL— 3 vIZH—/\%&BT % (Addserver to existing federation)
Frxv IRy Akt A LET,

[ 2 7HES (Secure Ciphers)] = v 7 Ry 7 A& A NlT 5 &, WD SEZRFOAAL v
FIEF A DCNM I L > TSR E T,

#HTDCNM-SAN B L NSMI-S %A A b=V T D85, 4 VA M= T 5512 RR L E
7,

Note A VA M= VOB, BT 4 AVFIEN T B Y g = 7 IR TN D R—
T4 aryNTHLIUENSY £T, EBRRICHS2T 4 A7 BN H D 2 & 2R
LT,

[f > A h— V55T (Install Location)] 7 « —/L KT, [EIR (Choose)] #7 V v 7 LT, #tl7%
TANE RAERMELET, DONMR 7 =T L—Yarty h T v 7O L LTA A b—
NENTWEEA, [T74IL b T4 ILF DT (Restore Default Folder)] 227 U » 7 L ¥,
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CiscoDCNM O > 2 b—)L |
B cu %6/ L Linx ~0 Cisco DENM O 1 © X F—)L

[R~(Next)] 227 U w27 LET,
ATv 76 DCNM P — |2t 7 RDBMS Z &R L 97,
BRICHESNWTT —F R_R— 228N L E7,

* PostgreSQL O A h—/L :dcnm.bin & & HIT/N KL E LTS PostgreSQL 7 — #
NR—R% A VA =)L LET,

« BEFD PostgreSQL 9.4 : 7 U —2 ZAFX —< 2 L TT TITRE I N TV L EEED
PostgreSQL 7 — & X — X,

« BEf7® Oracle 10g/11g/12¢ : 7 U —> AF¥—<%HEH LTI TIZHE SN TV DEEFD
Oracle 7— & ~— X

« BEAED Oracle 10g/11g/12¢ RAC : 7 U —> AF —< % L TH TICRE STV L EEF
@ Oracle 7 — % ~_— &

[— B A4 (Service Name)] 7  —/L RiZ, Oracle RAC ¥ — OV —bE 242 AN LET, &
K3IDDIPT7T RLAZANLET, [OK]Z27 Y > 7 LET, DBURL BAEKIIET,

CiscoDCNM A > A b —F 12 L5 TRDBMS W T TIZA VA h—/LENTWD Z ERBHEN
7283813, [DBURL] 7 4 —/L RIZAR A MR FERENE T,

Note BETE @ PostgresSQL % i ] L 7= Cisco DCNM A > A b —/LTiE, [ Ca—%—4IZ
Ko TR STV AHDCNM = —H—4 & [[] CARTOBEAFD A F—~ NLETT,
DCNM Lt —H—Z D AF—<NIFAE LIRWGA. F7213F U denmuser 44 D A F—
~EFTH L TCWRWEEIE, Tpublic) EWIARIOT 74 /0 hDAF—< TEMN
ERf S ET,

ENT T 50 b AX—<THERENTWA AL, CiscoDCNM DT v 7 7 L — R IZRIED
MIBEDNFEAET HRMENERH Y £3, R L2—Y—ZTHAETH DCNM 2—H—£ & LT, [H
CAHTEFFOAF—~ HERT HDHLERH Y £9, FIHIZOWTE, =2—%—L Z2F%—~, on
page 1552 Z L T2 E 0,

Note Oracle TlE, H LW —WFIMEREINTHAIC, 22—V A ERICARTIOAF—~4
DEBBMINIER S NET,

[DCNM DB —#'— (DCNM DB User)] 7 -t —/v KIZ. Cisco DCNM AT — & _X— 2|27 7 &
AT D OIfERT 52— —4% AL ET, [DCNMDB /YR — K (DCNM DB Password)]
T4 —VRIZ, BELET = RXR—RA 2—HP—Tho hORXRT—RKEANLLET, [BF
N7 zTL—>avITH—/\%EEMT S (Add Server to an existing federation)] % 3%&K 45 5
B, XETHRDBMS A7 v a VABIRL T, 7—4_X—RAURLEZEHELET, 7=7 L—
varHNOTRTOY—R"BE T —FRXR—REZHZBLTWHTD, T4~ —10
denmuser 4 & NA T — RERETHLENRDH D £,

[R~(Next)] &7 U w7 LET, Oracle 7— X X—ADHlfEEZMRL, [OK] 27 Vv 7 LE
ﬁ—o

R~ (Next)] 227 U w7 LET,
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| CiscoDCNM DA > 2 k—)L
GUI %A L 7= Linux ~ Cisco DCNM 01 > % k—1L [

ATw 71 [F— N&EA T 3~ (Port Configuration Options)] & T, Cisco DCNM DA > X —7 = A A
& Web AN— F 28R L 7,

s [Server IP Address] V A ;225 CiscoDCNM B — R CEHATAHIPT R AZRIN L £,
ZDOUVANIEL, V=N VATLDFy U~ 4 F—T = AZBEEY B THR
TWAHIPT RLALETRERRENET,

* Cisco DCNM-SAN Web — 328 o 233K — 2 A ET 55615, [SAN Web Server
Port] 7 4 —/V FIZH LWAKR— "EZZEZ AN LET, 774/ KTl Cisco DCNM-SAN
Web h— NZTCP AR— 443 2 U v A LET,

Note CiscoDCNM DA > A h— 2, ZBNTWAR— NESZFEHLET, 7-&
ZIE. 87 & 23 1%, THIEZITHIRE - Web R— +TT,
[R~(Next)] 227 U w7 LET,

ATY 78 [DCNM DT —HA T 7 )V H %&R T % (Choose archive Folder for DCNM)] i T, 7 4 /L4
NAZfRME L, TS ARET 7 AV, 22— —DERRER ELRMFELET,

RONWTIINEFETLET,

* #4R (Choose)] #27 U v 7 LC, DCNM 7 —H A7 T 4 L7 KU ZR_IFT 5 /3R %8R
L/iﬁ‘o

Note VE— K VAT LEEIRT HMEN D L5546, UNIC SAZ R L £,
%] : //Server/Share/directorypath.

[T7AI b THILEFDET (Restore Default Folder)] 227 V v 7 L, T 74/ 74K
ERFFLET,
[R~ (Next)] 227 U w27 LET,

ATvT9 [m—Hh)a2—H%— 7 LT ¥/l (Local User Credentials)] i T, DCNMSAN 7 75 A4 7
ADWMFIZT 7B ATDI2ODEN pax—YP =4 AT — K2 A LET,

o [FH 2 — —4%4 (Admin Username)] 7 4 —/L F{Z, Cisco DCNM H— 30D =—H — D 4 i
EANNLET, A A R—=F12XK 5T, CiscoDCNM B — D2 —HFR¥EK S, £D2—
FIEBHE D — A RE D ETHNET,

s [Password] 7 4 —/V RIZED2—HF D/ XA T — % AJjL., [ConfirmPassword] 7 . —/L K
IZEDNAT— REaFH AN LET,

WDIRAT — REAIZHEWE T, BRI L TW WA, DCNM7 7Y 7r—y g Ui
TEFICHERE LW ATREMES & 0 37,

HNTH8XFEEH, 1HOT VT 7 Xy & 1 HOBEFE2ELRENDH Y £,

s TNT 7Ry b T, BT (#@&S$RY) OflAKRDbEEEG I LN TEE
ﬁ‘o

o BEAE— FH® DCNM /RA T — RIZZN 5 DORBSIF A LT 72 &0,
<SPACE> & $ % “ “"=<>;:
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CiscoDCNM O > 2 b—)L |

B cu %6/ L Linx ~0 Cisco DENM O 1 © X F—)L

ATy 710

ATvIN

ATvT12

ATvT13

[R~(Next)] 227 U w27 LET,

[FRRERY TE (Authentication Settings)] [H] ﬁ“( Cisco DCNM H$—/3723 Cisco DCNM 7 7 A 7 > RZ
07 AT Ha—W—ERIET 57 OIEHT DA RNARIR L £, ROWT IR
T&ET,

« O—AJL : CiscoDCNM 7 7 A4 7 > b 22— —{L, CiscoDCNM ¥ — D2 —H— T
Mg }‘@ iOT@ﬁntquéﬂij«

*« RADIUS : CiscoDCNM 7 7 A4 7 b —H—[%, RADIUS — ko CRIES £

R
« TACACS+ : Cisco DCNM 7 7 A 7 o b z—H#—{X, TACACS+ — Nz ko> CRRGES
=7

[RADIUS] % 721% [TACACS+] Z 3R L 7285813, RO FINEEZFEITLET,

a) [primary server address] 7 « —/L RiZ, ¥ — 3D IPvd 7 KL A% R v MMtE 10 #EHEAT
ABLET,

b) [primary server key] 7 4 —/V RIZ, —_"OLFWMEXF—2 AT LET,

¢) (Optional) Cisco DCNM 73 H—/% k WEARER 2 L MR 2 5B, [#REE (Verify)] & 2
UwZ LET,

d) [secondary server address] 7 4 —/L N2, H— 3D Pv4 7 RL 2% K MT& 10 EHIEX
TABLET,

e) [secondary serverkey] 7 4 —/L RiZ, —"OIEFEMEIFT—F AN LET,

f) (Optional) Cisco DCNM 23—/ X L @S FIREZR & & ZHEsd 3 23956 1%, [#REE (Verify)] %2 7
Vw27 LET,

g) [tertiary serveraddress] 7 4 —/L RiZ, —/"D7 KL A% Ky MEX 10 EEFEXTATIL
£

h) [ =WKkY—/ F— (tertiary server key)] 7 4 —/L RiZ, V— oL FWEF—2 AN LE
D

i) (Optional) Cisco DCNM 723 H — N & @5 AlRE7R & & sl 9 D55 1d. [#REE (Verify)] & 7
Vw7 LET,

[R~ (Next)] 227V v 7 LET,

[V > DR (Choose Link)] 7 A /L XX AX v T Edu, T 7 4V b TIEZEOLFTIL /root 7 «
L7 hUIZ7e 0 £,

[f A b —/VETOEEE (Pre-Installation Summary)] il T, A > A b—/LEEZ MR L £
AID X TIZBE L CREEZE T HI2IE, [#I (previous)] 227V v 7 LE7,
[R~(Next)] 27 Vw7 LET,
w4 R C[EWL(Yes)] 27 U w7 L, DCNM A A h—)V&BAE L 7,
EPEAR—DFHATIE, A VR b= A ORI E R LET,
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| CiscoDCNM DA > 2 k—)L
GUI £ L1=%—/\ 7 £ 5 L—3 3 VIEHEAD Cisco DCNM Linux 1 > 2 +—11 [

ATV T4 [ A F—=/V5ET (Install Complete)] Hiffi T, A > A M—APET LicaryR— bn—5&
FREINET, [T (Done)] %7 U v 7 L, DCNM H— " ZBhE L E7,

VAT AIZDCNM MEB ESND ETRLET,

ATw T8 77UV EBE, https://<<DCNM_server_IP_Address>> 2 A/ L %7,
[Return] S —% L C. SAN &HF D CISCO Denm D Web 1 > % —7 = A A& ELEI L £,

GUI #ERL=Y— /NN TJzTL— 3 VEREA® Cisco DCNM Linux @
A 2R =L
PR T 2T L— g VERETDCNM %A VA h—/L 3 BI21% :

)

Note /home SELinux TR SN/~ S AIZDCNM A A b — L LARNWTL &0,

Before you begin

« 774~ $—NTDCNM ZA VA h—/L L TWDHZ E&MERLET, GUI ZfEH LT
Linux ~® Cisco DCNM D > A k—/L, on page 56 DFE/RIZHES TL ZE W,

* DISPLAY Z#UZ 1 ITRTEINTWA Z 2R LET,
e UTDa~<y K& LT, DISPLAY 808 1 IZRESNTWDEHER LT,

echo $DISPLAY
cUToa~y FEHH LT, DISPLAY %% 1 ICRRELET,

export DISPLAY=:1

s TTA=) =R H o F Y = R—DEFBFE L DCNM A= g > ThDHI L%
WL TLEEN,

Procedure

ATV T B Z ) H—"TDCNME A VA =L L5, [BRED Iz TL—avId—n\%&E
09 % (Add server to existing federation)] &= v 7 R v 7 A& A4 2 L E T,
kY, 72T L—var ey NI TEIHY TTITAT AL LTDCNM & A
YA M= LUET, [FHIA A M—/LEE (Pre-installation Summary)] B IZIE, [7 =7 L —
= V% JE (Federation Settings)] C7 =7 L—Y 3 AT —X AL ) — RNERRLET,
WDRA =V NEREINET,

Please close the DCNM Installation wizard gracefully using "Done" option
on last installation step and wait for the installation wizard to close automatically.
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CiscoDCNM O > 2 b—)L |

B v Lot 42X =L EBLT Cisco DONMLinux &4 VR b—LF %

ATy T2

ATvT3

Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] %27V v 7 UTHEEZEFITLET,

[t = 75 (Secure Ciphers)| T = v 7 R w 7 A A NlTDHE, BXaTiEsNTIA4~<Y
THMNI RS> TODGRIZDI, BARNE S E2FFOAAL v F 25 DCNM IZ X > Tt S
£75

CiscoDCNM (&, AA » FITHfe 5 & TR 7ol 5 & Mggs7eis 5O 248 L £ 77, uses
both strong and weak ciphers when connecting to switches. & > b 7 — 7 (250 )1 725D Fr % i 9
LDHEE. ZOF 2y 7Ry 7 AA AT LET, DCNMIFIR ) 7205 % 78— b LT
ALy FILHRTERNWED, Ty 7Ry 7 AZFIRTDANIR Yy N =T NDAA v F )
ARG FEZFR— L TNDZ 2R LET,

St 5 RDBMS 7 g VEABIRL T, —H#_X—ZXAURLZZLELET,

Note T7xT7 L—valHNOTRTOY—NIE LT —FRX—A 2SI 5720, 774
~ U % — 30D DCNM 22— —Z L XA T — RERETHILERH Y 9, Fiz.
TIA =) = ROFT —HR— R Z—HF— L L AT — REEETALERH D
F9,

FeBAR—=2Da—P =L RRAT— L, 7=FLb—2a v EERTHT_XTOY— o1

Z F—LTRERLTT, FEEIC. DCNMO2—Y—Z L 2T —Rit, 72T L —3 3 V52K

TH5TRTOY—N A A =L TlRELTY,

AL ML 2R M—)LZEELTCiscoDCNMLinux %A > X F—JLT

%

CiscoDCNM (Z, VU E&— FFEAEE— F TR, B—=ARREE— FTOHI A L2 b A A
= ZHFR—F L TNET,

AL N A A M=V EFEHLTDCNM Linux 7 4 > RO %A A =)L 521X, kD
FlEEZFITLET,

)

Note /home SELinux TIRESN/Z/SAIZDCNM A A h—)L LARNWTL &0,

Before you begin

Linux {Z Cisco DCNM % A A h—/LF B HIIZ, /tmp T 1 L7 kN VIZxT D FATHER DN 5 =
LERMERR L ET,
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Procedure

ATwF1 installer.properties 7 7 A /VZEMH, L CHE, ROTa X7 0 28 HLET,

DCNM_IP ADDRESS=<ip_address_of host machine>
USER_INSTALL DIR=/usr/local/cisco/dcm
INSTALLATION_ TYPE=NEW_ INSTALL

#INSTALLATION TYPE=UPGRADE
SAN_FEDERATION=FALSE

#SAN FEDERATION=TRUE

ATV T2 T—HR—A NG RA—RERELET,
PostgreSQL 7 — 4 X—AZfEH L TWAHAIX, kOT o v 7 EfwELET,

#-————— - New Postgress---------------————————————
PG_DB PATH=/usr/local/cisco/dcm/db

#PG_DB_PATH=/opt/dctest/cisco/dcm/db /*non-default installation directory*/
#BACKUP FILE=/opt/dctest/cisco/dcm/dcnm/bin/<backup-filename> /*non-default backup file
directory*/

DCNM DB URL=jdbc\:postgresql\://localhost\:5432/dcmdb
DCNM DB NAME=dcmdb

SELECTED DATABASE=postgresgl

DCNM DB USERNAME=dcnmuser

DCNM DB USER PASSWORD=dcnmuser

#CLEANiDATABASE=TRUE

Oracle T— A N—2&HH L TWBEAIF, ROT oy 7 E2wRELET,

oo - DATABASE Properties--------—--—-—-—————-

#User can configure these properties to use existing database or

# install fresh Postgres as database for the DCNM. Existing database
# can be postgres (remote or local), Oracle (remote or local)

# or it can be Oracle RAC.

USE_EXISTING DB=FALSE
#USE_EXISTING DB=TRUE
ORA DB PATH=C:\\oraclexe\\app\\oracle\\product\\10.2.0\\server

ATv T3 DCNM DT —Z R2AERELET,

#Data path is the folder location where DCNM LAN related

#information like Config archives, templates etc. are stored.

# In DCNM LAN Cluster mode this folder has to be a shared folder.

#For linux and windows it will be different as the folder structure vaires

#DCNM User Configuration Properties

#If you want to use special characters in DCNM ADMIN

#credentials,Please use escape character(\) before

#the symbol [For eg. Password "an$6x12" must be specified as "an\$6x12" ].

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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ATy TH

ATvT6

ATy 717

ATvT8

DECRYPT PASSWORDS=FALSE
DCNM ADMIN USER=admin
DCNM_ADMIN USER PASSWORD=adminl23

#-— User Configuration-----------------
X2 T RSB LET,
- Secure Ciphers---—-----—--——-————————————————~———\——————

#DCNM uses both strong and weak ciphers when connecting to switches

#If user wants to use only strong ciphers for connection, please set
#property to TRUE. Make sure your switches support strong ciphers before
#setting the property as DCNM will not be able to connect to switches which
#support only weak ciphers.

SECURE_CIPHER=FALSE
#SECURE_CIPHER=TRUE

IBM Raven %7€ L. IBM Data Center Network Manager - > A h—/L L £7°,

o IBM Raven Support---—-----—-——-——————————
#Set true if Vendor is IBM, by default false
# _____________________________________________________________________

CiscoDCNM Linux Y 7 by =7 XU oua— LT 4 L7 FVICBEIL, ROa~v L R
AL bl v A N—F%FTLET,

dcnm-release.bin -i silent -f path_of installer.properties file

A VA N—NVDAT —H A EfERT HI21E, a2~ K ps-ef | grep ‘LAX ZfEH L4, VA1
LY AVAN=ADRETTLHE, Tar 7 MRRSVET,

7T W& &, https://I<<DCNM _server_IP_Address>> = A J) L £,

[Return] % — %4 L T, SAN & FEH® Linux T Cisco DCNM D Web A > % —7 = A A % L)
L/i—a—o

dA—T BT ITSAT7UATDCNMZA VA M—ILT

%

ZOFEF, WO THRINTHET,

F—TURET7ITSATURIT7AILODA > A—FK

F—=T NIRRT T ITAT A A A M=V BEPIOFEIEIL. denm.ova T 7 ANV EHF T
a— R RT52LTT, OVF 77— ERATHEE, aEa—FDdenm.ova 77 A
NEFRLET,
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ATvT6

V7o TL—keLTOF—TomE7 7517 208 [

Procedure

WOV A MZEEI L £79, http:/software.cisco.com/download/http://software.cisco.com/download/
#'7m— Ruffg7g Cisco DCNM DI ) U —A V7 b =7 DU X FRFRSNET,
[HL5 D3R (Select a Product)] M58 ~» 7 A {Z TCisco Data Center Network Manager] & AJJ
LEd,

[#% (Search)]| 7 A =% 7 U v 7 LET,

WiZR#E 57 & [Data Center Network Manager] 227 U v 7 L%,
A r— RAfGEZR Cisco DCNM D H Y U —A V7 h 7 =27 DU A MRFERENET,

BHT Y U —ADY A RT, 11.5(1) Z®RLET,

DCNM 4 —TF AT T A T VA 4 VA =T &HB%E L. [ > O— K (Download)] 7 1
arx#7 Yy LET,

denm.ova 77 A VET 4 L7 PUIZRIEL, OVF 77 L— FOREBEZERKT 2 L EITA
DFRT LA T,

OVF 7o JL—hELTDA—T U RET7TSAT2OADER

ATy T

OVARMBT 7I7 AT v A 77 A )VEF 7 a—KLIL, vSphere Client 77U 77—/ 3 L)
5 F721% vCenter +— 35 OVF 7> 7 L— M & BH L 7,

Procedure

vCenter ' — X7 7 r— g9 U EBIE ., vCenter =2 — % — 7 LT vy /L& # A LT vCenter
P—NIZHESE L 7,

Note ESXi 7R A k% vCenter — "7 7V r— 3 BT H2MERH D 77,

VMware vsphere D/3—32 5 K-> T, KB E T2 2—7F 0 7 OVA Z T2
BEl, 2=V —=0BMOT 4 A7 A XEFETE RN D, WebHTMLS A #—7 = A
AMTEYNCEE L2 WEENH Y £, LB ->T, VMZEBT DI Flexf v 4 —7 = A
AEFHTHZ E2RBEIOLET,

ESXi 6.7 ZfiH L CTOVF 7 7 L — F & & L T\ 5354, HTMLS T Internet Explorer 77
UYEEHTLE, A VAR ARKIMLET, ESXi BLV 6.7 A#HEHLTOVF 77—
F A EFICEET I, ROWTNNOFT L a VAR LET,

* Mozilla Firefox 77 7%, HTML 5 7 R"—F& Y
HTML 5 3R — F ENTWRWEESD flex £ X — 7 = A ADfFFH

* Mozilla Firefox 77 7 flex\flash """ — F & ¥

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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ATy T2

ATvT3

ATvT4

ATvTh
ATvT6

ATy T1

ATvT8

* Google Chrome 77 7, HTML 5 R — k&% D
HTML 5 3% R — F S TWRWGAED flex f v 4 —7 = A4 ZADEM

[f—Ls (Home)] >[4 >R k1) (Inventory)] > [fRR FE &KUY 5 X4 (Hosts and Clusters)] (&
BEIL, OVF 7 7L — FBREBASN TWDORA FEEIRLET,

[RA b (Host)] #4727 U v 27 LT [OVF 7> 7 L— FDER (Deploy OVF Template)] %5341 L
i‘j‘o

[7% ¥ 3> (Actions)] > [OVF 7> 7 L— kD ERA (Deploy OVF Template)] Z %R 2 = &
TEET

[OVF 7> 7 L — h &R (Deploy OVF Template)] 7 « ¥'— RBFE RSN E T,
[7 v 7 L— bk DR (Select template)] E[fHi T, OVA A A—T & X U n— K LIZIGATICEH)
LET,
WOWTINDDFHET OVA 7 7 A VEEIRTEET,
c[URLIA T v a v RE LV ERIRLET, 4 A=V 7 7 A NVOBFHT~DNAZ AT LET,

«[B—HIL TF7AI (Local File)] 47> a > RZ U AFRLET, [ (Browse) 1 %7
Vo7 LET, A A—VPRESNTHDT o L7 MUIZBEILET, [OK|Z27 U v 7
L/iﬁ—o

[k~ (Next) 1% U v LET,

OVF 77 L — hDFMEHERL T, [RNNext)] 227V v LET,
[T K 2—H— T A & 2EH) (End User License Agreement)] [ C, 71 & ALK EL L
FEA S T2,

[A&FR (Accept)] 227 U w7 L, [RNNext)]| 227 U w27 LET,
[4 7l & 57T (Name and Location)] i C, IROEHE AT L E T,
* [4 0 (Name)] 7 4 —/V RIZ, OVF Oy a4 miz AN LET,
Note VMARA X FUNTEATHD Z L 2R LET,
« [BR (Browse)] # 7 T, @172 ESXi R A DO TFORBEHE LT [T—4 V42—
(Datacenter] ZE&4R L £ 97,
[R~(Next)] 227V v 7 LET,
[RXE DR (Select Configuration)] K e 7 X7 U X LR ELRIRL £7,
« /IMEE (Small)] (7 R £ 7213 POC) &38R LT, 8D vCPU, 24 GBRAM % #5i# L 7= {48
vV ERELET,
a7 N EFEICIE VB (Small)], FREF O TR I RN A A v F 50 BT O %
DO /NRARBREE DOSA1E [/INEFL (small-scale)] Z 38R L £ 77,
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« 16l vCPU, 32GBRAM % #4# L 7=~ o > 2% E T D12id, [KIRHE (Large)] (4 7%)
AR £,

FVENZRAM, E—7 XU, BLOCPU ZFIHTA7=DIZ, S0EE2EZ2DT /34
AL ERT AR, KB R ZEH T2 L2 L E3, RENH X 5 WHE
PR B DA X, [ R (Large)] Zi&IR L £7,

s[aYEax—T 1 2% (Compute)] ZiER LT, 16 @D vCPU, 64GB RAM % #45# L 7= {48
~ YU ERRET DITIE,

« [ K (Huge)] Z3&R L T, 32 vCPU, 128GB RAM #H£# L/~ R~ v 2% E L £,
SAN Insights FEAEZ BB 25 A3, ZOBRTEEBEIRT L2 L2 HRL £,

Next| 227 U w7 LET,

ATv7T9 [V Y—RDFEIR (Select a resource)] i T, OVA 77 L— & BT HHRA &R L &
R

Next] #7 U > 27 LET,

ATvT10 [RbL—IMEIR (Select storage)] Hifi T, 7—% A b7 LM ATRE/R ARX— R 2SN T,
B~y TZ7ANDT 4 AR ESEHRA ML —V BRI ET,

a) Fry 77Xy VX RIMMOEET + 27 BARE@RIRL£7,

ERAREZT 4 A7 DIRUTKRD LB Y T,

Note BT FIA T LV ATRERA RN =L LTHARBERH Y . UET 1 X
IR L CHEBORKEDEIN Y CTEHRELTZWEAIL, ROV v T ys
VEATONTIOERIRLET,

« Thick Provision Lazy Zeroed : {487 4 A7 BME I D L X2, AT+ A7 77
A MK L THRESN-EEESERE Y Y CohE T, UET « A7 BMER ST
N, AT 4 27 DO RNICEZXIADBICB Ty T~ RTCErRESINDL & W
BTN RZFE > TV D T —HITHEEIN T A,

« Thin Provision : A RE72 T « A 7 K &% 100 GB K T, &AIDOT 4 A7 &
1Z3GB T, T — X _X—ZADW A RTEEGRT A ZAENEMT DI >0 THEMLE
‘3‘0

« Thick Provision Eager Zeroed : 8T 4 A 7 \TH B AR_R— A%, RIBT 4 A7 %AE
T DERCEID S CToE T, LazyZeroed 47> a v LR | ARIET + 2T DIERK
KRZ, MBRT N AR > TV DT — X IXHESRE T,

Note 500G 795 &, DCNM A > A h—/L|ZA 72 = o Thick Provision Eager
Zeroed ZHEH L TAZ v 7 SN TWDHEIIZARET, 727ZL, ETT5
WIZRFRE 3 D000 F57,

b) Ry 77X UARNSVMARL—U R U—%ER L E9,
TN T, R =R REIN T ER A,
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ATvIN

ATy 712

) VIAX T—HANT HHERTHITIEL, [RRL—UDRSYSRARANLGT—RRARNTER
=9 % (Show datastores from Storage DRS clusters)] #4112 L £ 9,
d) F—F A N7 TRAHRERIE~ Y D5 A P L— V2RI L £7,

[~ (Next)] 227 U 7 LET,
[*r v b U —27 D& (Select Networks)] X— T, OVF 7 7L — FTHEHINLTWD XY b
U—=0%A X )OOy NT—=7 vy BT LET,

« dcnm-mgmt network

ZDFy T —27i%, CiscoDCNM A — 7 ARAET 7° 5 A4 7 A2z (SSH, SCP, HTTP,
HTTPS) Z#2ft L ¥4, DCNMEH % v U —Z IZBHEAIT S5 TWD Y7 3 v MMk
THER— NI N—TI2ZDOFy VU —7 ZBER T £97,

« enhanced-fabric-mgmt

ZOFRy RU—71F, Nexus AA v TFDOT7 77V v 7EBEMIELLEST, V—T7BLUVA
NV AL v TFOEER Y NT—ZZHETHHR— K ZA—T 12, 2Oy NU—T %
BEAHT 2R H Y F 9,

Note DAy FU—2 1%, Cisco DCNM SAN OVA /ISO BB ClZA 7Y a3 » 7,

» enhanced-fabric-inband
DXy NT—=T1%, T7 TV v I ~DA Ny REEREZITONET, 20Xy hU—7
B, 777U AN RERICHIGT DR — b ZA—TICBEEM T 2 MLERH Y F
R
Note ZOxy U —27%, Cisco DCNM SAN OVA /ISO R I3 ] S EH A,

7272 L. appmgr update network-properties =~ > RZEH LT, LEILLTA VA h—b
BRICK Yy FU—2 T oT 4 @Bl TE 4, FFMICOVTIE, [DCNM A A b —/L#E D
Fwv U= 77 4 onpage 177] B L TS0,

[46%C % » B U —7 (Destination Network)] K12 > 7% 72 U X kb, kST 25%y NU—72
WBHEAMA T DN TOWE T 7Ry MERHELTWAR— K Z—72, Xy hU—7 v v B
7 hBEAT B 2 AR L £,

[Next| 227 U w7 LET,

[T L—FrDHRE <A X (Customize template)] Wi C, FEH 7 037 ¢ DIFRE AT L
£7

[IP 7 K L X (IP Address): (DCNM OAAEEET K LA M), [H 7% b TR (Subnet Mask)].
BLO[TZ74I bk 5— bk x4 (Default Gateway)] = A1 L E7,

[BEE Ry kT—% (Management Network)] 7 12 /37 4 IZHZh72ERBIESNTWD Z & & ff
RBLET, BHRELFOTa T I THVETonEYA, AHREEATITHET, VM
DEPFIEA N0 FH A,
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ATy 714
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U U—211301) TR, KR g Ea—T 40 U ZHEROBE. VM ITBMDOT 1+ 27
A BN TE ET, 32GB LR AKISTBOT 4 AV fHIKA BN CEEd, [BMT 4RI Y
4 X (ExtraDisk Size)] 7 4 —/V RiZ, VMIZIER SN DBIMDT 4 A7 A R ATJLET,

[RA~(Next)] 27 VU v 7 LET,

[52 T D %1% (Ready to Complete)] & T, R EEMELET,

[R5 (Back)] 27 V v LCHIOBEEICEEIL, REEEELET,

[#87T (Finish)] #2 UV~ 27 L, OVF 7> 7L — &R L ET,

vSphere 7 7 A 7 2 b D [FT D # A7 (Recent Tasks)] fHIKIZ BB AT — X ANFRINET,

AVARN=ADETLIEL, A VA=A INTWDL VM ELE7 U w7 L, [EIR (Power)] >

[EJRA > (Power On)] 3% L £,

Note VM OERZ A T NS, BIRUZRIAREICESE, CPURAEY 28 VM
CTFREINTWDHEERY Y —ARH DT 2R LET,

BED X 27 (i d 5 A )] BRI AT — 5% ANFRSET,

(M2 (Summary)] # 7 BB L, [BRFE (Settings)] 74 2> %27V v 27 LT, Weba>ry—JL
MD#2E) (Launch Web Console)] 214K L £,

DCNM 7 7T A TV AMBEINTWVWDHZ L2 RT A v E—UNEEICERINET,

B R R

Please point your web browser to
https://<IP-address>:<port-number>

to complete the application
KAk khkhkhkhkhkhkhkhkhhkhhkhkhhkhhkhhkhkhhkhhkhhkhkhdhhhkhhkhhhkhdhkhhkhhkhk b hkhrhk kb hkrhkhrhkhhkkx

T UYICURLZ a2 — L TCRED AT, Web A vV A F—F %L TA A M—LZ%ETL
F7,

What to do next

2B RTa Yy = RERIEFRAT 47 HAE— R TDCNM %A A h—/L T2 X HITiER
TEXET, FMHOVTIE, AF 2 K7y F— FTO CiscoDCNMOVA DA > A k—/L, on
page 69 “ZM L T 723V,

KT Cisco DCNMOVA DA > X —JL

[V —JL (Console)] # 7IZHR R I LTV D URL Z /5 Y fF1F, [Enter] ¥ —Z M L E3, #IH
A=V RRRINET,

Web A1 > A b —F 735 CiscoDCNM DA A b —/)L&Z5E T3 512, ROFNEEZFEITLET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B x5>r700 == kT ciscoDCNMOVA O © 2 F—)L

ATv T

ATy T2

ATvT3

ATy T4

Procedure

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] EiE 225, [BAAE (Get Started)] 27 U v
7 LET,

Caution AT ARENENY Y — AR L TR WAL, Web A VA F—F 2
SYSTEMRESOURCEERROR & #/ R &, A VA F—/RHIEENET, VAT
LEMEEIEF L, Web A v A M—FZEELTA A P—L%E5ET LET,

[Cisco DCNM 4 > X k—35 (Cisco DCNM Installer)] Hif T, A YA b—IL- A2V K7
0O > (Fresh Installation — Standalone)] =7+ 2 > R & 2@ L £3,

[Next] #27 U » 27 LE7d,
[41 X k=)L E—F (Install Mode) ] ¥ 7 C, DCNM EA X A 7 28R L 7,

[41 X k—JLE—F (Install Mode)] # 7 C, Rry XD UALINH OVADCNM 777
AT 2 AD[SAN D& (SAN Only)] £ > A h—/b E— REBRRLET,

[CEMARUHF—]l Ky 7 Xy JRAINLRZ—%3R L EJ, Cisco Systems, Inc. £7=
X IBM Z @R TE L7,

[R~(Next)] 227 U w7 LET,

[&3 (Administration) ] % 7 T, "2 U— FIZETAE®RE AN LET,

c [BEBED/INRT—FK] 7 4 —/L KT, CiscoDCMN O7 7'V r—3 a NIRRT H1-DIC
FEHENDHAT—RE AT LTI,

IRAT — RiE, %$7=;.%\"" <SPACE> Z &< T X CTORBHELFEEFEHTE E7,
[EBE/NRD—FOHER] 74—V NIRRT —FRE2L ) —EANLET,

« [T—H2 X=X /SRTJ— K (Database Password) ] 7 1t —/V KiZ, PostgreSQL 7 — & ~X—
ADINAT— RE AN LET,

TR TORERIUTFIE %$0=;.*\"" <SPACE> % [rZ | /SAU— RIEHTE £,
[BEEZE/NNRAT— FOWHE] 7 4 — /L I AU— &b 9 —EANLET,
Note [T—H2 X=X /XX —F (Database Password) | 7 4 —/V RZZEHDE LT
T5 &, FHE/NAT — R PostgreSQL D/NA T — R LRI E T,
» [Superuser Password (root) | 7 « —/L RIZ, A—/N—2—H— root HRIZT 7 & A7
H12DDONAT—RE AT LET,

[R—/8—a2—H— /SR — K (Superuser Password) ] 7 4 —/L RIZ$H 9 —E/ XA T — K

ZANITLET,

Note A= N—2 =P N2 — RREADEEDEEIL, BHENRAT — NE X —
N2 PF—= RXZAT—RERARLET, 72720, BEX2 VT 0 EOBEEND,
SRA)IRNAY — RaRET DI & 2R L £,
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AT UTERAT — REFRRT HIZIE, [AALF/IART— K %#FRRT % (Show passwords in clear
text)] F= v IRy I REF T LET,

R~ (Next)] 227 U w27 LET,
ATw 5 [VATFTLETE (System Settings)] T. DCNM 7 7T A4 7 ADREEITWVET,

« [SE2 8RR ;4 (Fully Qualified Hostname)] 7 .+ —/L K¢, RFC1123 &2 a2 2.1 D
WY, SERMEH R A A 4 (FQDN) DR A M AEANLET, HTEOHLDKRA 4T
A—FENTWEEA,

+ [DNS ¥—/\ 7 K L X (DNS Server Address)] 7 4 —/L R C, DNSIP 7 KL A& A) L%
R

IPv6 7 KL A %A L TDNS 4 —R"EZHETHI L HTEET,
UU—2Z113(1) 25, 1{ELL LD DNS $— 3L NTP h—RZHETE £,

+[NTPH—/N 7 KL R IJR b (NTP Server Address List) ] 7 «+—/L K Cix, NTP #—x
DIPT FLAZATILET,

EIZIP £7201XIPv6 7 R L AN REC 1123 ICHEHL L /-4 BT CTHAMLENH Y £,
UU—211.301) 25, 1ELLED NTP —"E2HETEET,

e BALY— FayrH 7y JARNG, DCNM ZEB LTS Z A LY — U Z8IRL
7,

Next] #7 U > 27 LET,

ATYT6 [y FT—2KTE (Network Settings)] % 7 ¢, DCNM Web Ul ([ZE|#E T 5 7-DIfFH SN D
Fy NT—7 RI A=K LET,

Figure 3: Cisco DCNMEEB Ry T —9 A VA —T A R

Management Network % % %
ethO )

Out-of-Band Network
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Note SAN OVA /1SO EBIH @ Cisco DCNM T, N ENOBRE T, K-S\ T
eth0 DA, F7-1F eth0 & ethl Ol A% (R CEIZRRLY 7%y M) FET
XFT, eth0 £7-ldethl f X —T 2 A RAENLTEEHE/ F=F )V THDOAA &
F~D IP BE A GEMEZ T L £ 9, SANInsights A b U — 3 > 7%, eth0 A > ¥ —
TxAAklethl f 2 F—T = ADWMGFTHR—FENET, ZEL. TNENOD
AA  F IS DOIPEEAFEMEZFFODCNM A X —T = A AIZA MU —2 IR
RESNTVWDZ L AR LET, SOV TIE. TOVA L 10T DREHE
74 K] @ TSAN Insights DF%E ] ML T 7Z I,

a) [EXEXRvy kT—2% (Management Network)] tEik C, [ IPv4 7 F L X (Management
IPv4Address) |1 & [BEBRY FT—9 TIA4IL LIPVAST— ko 4 (Management Network
Default IPv4 Gateway) 1O HEIAIP 7 FL AN ELWZ L &MERLET, LEISL
TEELET,

EHIPT LU RADBPRE SN TNDHE, eth0 HHA VF—7 =4 ARFHRIBLIOT U
NAT ARy RBEICERENET, ik, 777V v 7BLOSAN A U4 N O#RE
WCHEASND Z EICERELTLIEE N,

Note BEA Y NU—2ZZIPv6 7 RLAZEA+ 52 b T& %9, 7277L. SAN
Insights A N U — > 7L IPv4 7 RUAFETOHLY R — M ET,

(AFTaN) TV 74907 AL BICEDRIPV6e T KL AZ AL, EEBIPVG 7 LR
CEERY FT—Y FTIAIEIPYE 5 — b = A ZRER L ET,

by (FTFTLar) [7o AT K xv kTJ—% (Out-of-Band Network)] fEIC, IPv4 7
FLR &S —FY9TAIPVAT7 KLR ZANLET,

DCNMRIPV6 % v h T — 27 FIZHH5A1E, IPv67 RL A& F— 7 = AIPv6T KL AT
B4 AIPv6T RLAZ AN LT, Ry hU—7 2R ELET,

T RAT R REETIL, T3 AEEAR— b (@ mgmt0) ~OHHE A4 L £9,
¢) (Optional) OVA /ISO B @ Cisco DCNM SAN (i34 YNy K Ry MDD —9 R EIIMLHE
HYFEHEA,

7272 L. appmgr update network-properties =~ > K& H LT, MBEIZHE L TA A h—)b
BRICHK Yy NU—2 TaRT 4 ZffETEET, ethO A o F—T=Af AL ethl £ 2 F—T = A
ADWHBRESNTOLEAIE, FALa~vy REEALTH—OA v 7 —T7 = ZA&EHRT
LENCAET 4y 7 N— FERETEET, FHMIZONTIE, DCNMA A F—L DRy
FNU—27 737 ¢ onpage 1772 B L T 2 &,

[K~ (Next) 227V vZ7 LET,

[7 74— 3> (Applications) 1 %7 C, . BLO 2R LET,

a) [REBF7TVH— 3> H—ER Ry kT—% (Internal Application Services Network)] fH
BT, DCNM IZxt L CNERCHEITT 27 7 r—2a U ~T 78 AT 57200 IPV4IP 4
Ty b T4—ILRICIPH TRy FEATILET,

FTRCOT IV r—2aDNZOH T3y hBEDIPT RLAZEHL 9,

[R~(Next)] 227 U w7 LET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_4_1/config_guide/sanovaiso/b_dcnm_san_ova-iso/configure.html#task_y4j_z5h_yfb

| CiscoDCNM DA > 2 k—)L
IS0 87 754 7R TDNM 1 2 F—LF % [

ATw 78 [ME (Summary)] ¥ 7 T, s EDEMAZMER L £,

IO 2 7\ 2B L CEE AT 512X, [AI (previous)] 27 Vv 27 LET, [ VX F—ILD
Bfih (Start Installation)] 22 V v 7 L\ 1%??)_\' L7ZJEBHE— F® Cisco DCNM A & A b —/L &5
TLET,

EATIRIAN=RNER SN, BT Lo =k o7 —, 8fEomiH, BLOA v 2 b= okt
WA R R SN E T, BRI R/N—I2100% & Fr Sz b, [#1T (Continue)] 227 U » 7
L/iﬁ‘o

DCNM Web UL IZT 7 E AT 5728 URL & & BT A v E—UREREINET,
KAk Ak Ak hhkhkhkhk Ak h Ak hhhhhhhkhhkhhAhkhhkhhkhhhhhkhhkhhhhhhhkh bk b hkrhk kb rhkrkhhkkhx

Your Cisco Data Center Network Manager software has been installed.

DCNM Web UI is available at

https://<<IP Address>>
You will be redirected there in 60 seconds.

Thank you

Note CiscoDCNM 7 7 A 7 U+ —VOEH TEITEINTWDEHEAE, A— b 2443 %2
% . Cisco DCNM Web Ul Z &) L £7,

Note A AN APREITHRIZCEEHIP 7 N2 &AL TDCNM Web ULIZT 7 & 2§

DA, TT— Avk—UNar Y —LlERENET,
khkhkkhkhkkhkhkhkhkhkhhkkhhhkhkhkhkhkkhhkhkhhkhkhkhrkhkhhkhhxkhxkxkxk

*Preparing Appliance*

R R R R R R R R R R

What to do next
W7 VT vy Va2 L CDCNM Web UL IZ 2 74 > LE,

[E%E (Settings)] 7 2> %7 Y v L., [DCNM MD&E#l (About DCNM)] & 2R L £ 3, B
LizA VA M=V AT HFER L THERTEET,

ZOREL, ROHETHR I TWETS,

\)

GE) ZovrvaroxRZU—riay I, ISODEBFTIEICESSRETERDAHEMENH Y
F9, F\ (BIOS) M £ 7= 132\ (UEFI) BE A E RS NE T,

SE |Z Cisco DCNM % A > A b—/)L+ A5 1%. DCNMISORET 75 A4 7 A (iso) A v A
h—=F%A A =L LFET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B sorErisq7oz o748y 00—

ISORET TSATURIT7AILDODA Y O—FK

ISOEART 7T AT v A% A VA N—NTHHRMOFIAIX, denm .iso 77 A NVEX T A —
R4 25Z2& T, DCNMZA A M—LT 570D —"ZUHFET HEICIE, 2 Ba—F |
@ denm.iso 7 7 A N ESBTHVLERH Y £97,

)

Note HA 77V 7r—va UREEERT 2 TEDE AL, denm.iso 7 7 A /L% 2 [BIRH 2 3
N E£T,
Procedure
ATY T ROVA MIBEILEJ, http://software.cisco.com/download/http://software.cisco.com/download/

ATy T2

ATy T3

ATvT4

ATy TH

ATvT6

ATy 717

A7 m— RA[fE7: Cisco DCNM DTV UV —A2 V7 v =7 DY A MREREINET,
[R5 >IN (Select a Product)] #5387 »» 7 AT TCisco Data Center Network Manager] & AJ) L &
‘d‘o

[#5R (Search)] 7 A 2> %27V v 7 LET,

FasEAE J 7> & [Data Center Network Manager] 22 U v 27 L £,

A7 m— RA[RE7: Cisco DCNM DV V—A VY 7 b =27 DU A MRERINET,
BV U—ADY A RT, 11.5(1) 2R £,

DCNM ISO{RAET 7T AT VA A4 VA M —F %R L, [#72>B— K (Download)] 71 =
Vv LET,

VMWare (ovf) 33 &2 TN KVM (domain Xml) 252D DCNM ARART 7 A4 7TV ADEFRT 7 A /LT
DCNM VM 7> 7 L— b &g L, [#2 28— F (Download)] #7 YV » 7 L£7,

A VAP VIRICHBICEDIT A ZENTESL L IIZ, denm.iso 77 AN ET 4 LT FUIC
BREFELET,

What to do next

KVM F72013_7 A X0 H—RIZDCNM & A VA =)L T 5 Z L AR TX E9, sEllco
W TCIZKVM ETO DCNMISORART 77 A 7 > ADA > A h—/L, on page 82 F 721X UCS (-
7 71— FK) ETODCNMISO KAET 77 A 7 ADA > A h—)L, on page 75 S L TL
7ZEW,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K


https://software.cisco.com/download/type.html?mdfid=281722751&flowid=35953
https://software.cisco.com/download/specialrelease/007c4152f2747f175e589007cf829e12

| CiscoDCNM DA > 2 k—)L
UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

UCS(R7 7L — R) L TOHODCNMISORET7 TS5A T VADA VR h—
)|

UU—2 113 AETIZ, WA 2 —T = A ARRR D VLAN CHBESNT-EBNT 7 1 v
I TONTTNRU R T 7497, BIXOA VARV RN T T7 490 52FE> 707810 T
RESINTZHAR—FF ¥y XV ELEFA TRy b Fr XK LTRSS T 5BME—F
ZfEMA LT, CiscoDCNMISO %A > A h—/LCT& £,

N RV A E—T 2 A A E—RIZHLTAS v TFRELSRESNTND I LR LE
T, I, RURLVENTA L H—T 2 A FT—FDAAL v FREWERLET,

vlan 100

vlan 101

vlan 102

interface port-channell
switchport
switchport mode trunk

interface Ethernetl101/1/1
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl01/1/2
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl101/1/3
switchport mode trunk
channel-group 1
no shutdown

interface Ethernetl01/1/4
switchport mode trunk
channel-group 1
no shutdown

UCS IZ DCNMISO RABT FSA T v A% A VA M—AT 50T, IRDZ AT B2 FITLET,

\}

Note appmgr =~ Kif =/ (Bash) (ZX > TEITEN., —EEOXFITMRA R £9, Lz
Mo T, B XFErEtra~vy FAKRTHEESNIZ AT — RIS A CHLLERDH Y £
7., RV Iz, appmgr change_pwd ssh root (7L T a7 MINAY—REANTHZ
L TEET,

Procedure
AT w71 Cisco Integrated Management Controller (CIMC) Z 2 L %9,

ATw 72  [KVM DEEE (Launch KVM)] A% %227 U v 7 LET,
Java ~X— A KVM F 72X HTML ~X— 2 KVM O W& E X £,

I SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

T4 RTICERENTWABURLEZ Y v 7 LT, KVM 7 AT T 7V r—vard
n— RaifT LET,
A= a2 — N—THRE AT ¢ 7 (Virtual Media)] > R 7/514 RD T U T 4 71k (Activate Virtual
Devices)] DIEIZZ V v 7 L £,
[(REB AT 4 7 (VirtualMedia)] %7 U v 7 L, IROWTINND AT 4 T ZFIR L, KH 5 DCNM
ISOA A=V EZREBLNT v 7ue—RRLET,

+« CD/DVD O~< v

U A—NRTNT 4 RATD~ T

Ty E—F 4RI DTS
ISO A A=V NEE SN TWDHEINCBEIL, 1ISO A A—YZu—FLET,

EIR (Powen)]> [ AT LD v b (4 —14T— k) (Reset System (warm boot))] Z B3R L |
[OK] Z#E4R L CHefT LT, UCS Ry 7 AZFHiL# L £,

Y= "BEBT NA ADOBREPIA LI D, F6 2 L CHEB Y ne A& Pl LET, 77—
FIEIRA = 2 —NFTR SN ET,

[UCSKVM = > —/L (UCS KVM Console)] 7 « > R U OfEHFIEDFEMIZOWTIEL, KD
URLIZHD [V U —A31 22— — A FCiscoUCS ¥y —"RE2—T 4 VT 1] ML T
STEEW,

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/sw/ucsscu/user/guide/31/UCS_SCU/
booting.html#wp1078073

R —%fEH LT, CiscofRAECD/DVD Z &R L, [Enter]Z# L £7, h— %, vv B~
T ENTBATS DCNMISO A A—V &M L TRE L 9,

Note WDOXL, UEFIDA A M=V &R L TWET, 7272 L., BIOSA A h—/LIT
Cisco VKVM-Mapped vDVD1.22 %R T 5 Z &L b TE £ 4, I1SO (X, M DE—
F. BIOS. ¥ X WNUEFI CEEITE £9°,

UEFI %, 2TBLUEDOT 4 A7 B LT AT L THEHMETT,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/ucsscu/user/guide/31/UCS_SCU/booting.html#wp1078073
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/sw/ucsscu/user/guide/31/UCS_SCU/booting.html#wp1078073

| CiscoDCNM DA > 2 k—)L

ATvT9

UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

ct boot device:

Cent0S

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigabit Network Cor tion
UEFI: IP4 0101 Intel(R) I350 Gigahit Network Connection
UEFI: Cisco vKVM-Map vDVD1.22

Cisco vKVM-Mapped vDVD1.22

Cisco vKVYM-Mapped vHDD1.22
Cisco vkKVM-Mapped vFDD1.22
Clsco CIMC-Mapped vDVD1.22
Cisco CIMC-Mapped vHDD1.22
Enter Setup

T and 4 to move selection
ENTER to select boot device
ESC to boot using defaults
== =

TAAT A RXN2TBLULET, 4K B #— A4 X RT A %EH LTS Cisco UCS D
A%, UEBFIEEA 7Y g M ETY, FHEMIcoWTiL, [UEBFIE#EE— ] 28M L TL
7230,

FRHEIF—%# L C. [Cisco Data Center Network Manager ® 4 > X k—JL (Install Cisco
Data Center Network Manager)] Z &R L £9°, Enter Z# L £,

WOBRNIRT AT a ik, 1SO A A—U N UEFI CEEI SN HEICERINET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-central/GUI-User-Guides/Server-Mgmt/2-0/b_CiscoUCSCentral_ServerManagementGuide-2-0/b_CiscoUCSCentral_ServerManagementGuide-2-0_chapter_0110.html#concept_30894DB44BB74E8680CDCB674CF5D53C

CiscoDCNM O > 2 b—)L |
UCS (X7 JL—F) ETODCNMISO RE7 T4 7V RADA VR b—JL

Boot existing Cisco Data Center Networ Mar
Install Cisco Data Center Network Manager

escue L Data Center Netwaort

AT wF10 [Cisco BHL % v U — 7 & H (Cisco Management Network Management)] i C, v hU—7
BRETDHE— RELEIRLET,

Center Hetwork Ma

nd Hetwork, and In-Band Retwork

e tuworking conl igurat lon sode?

I SANEBIYU U—Z151) D CiscoDCNM 1 VR h—LBL VT v TTL—K HA K



| CiscoDCNM DA > 2 k—)L

ATvIN

ATvT12

UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

FEHARER R A v H—T = A A5 CiscoDCNM Xy hU—7 f v B —T = f AZHRET
A, 1A LET,

2ANDNLT, N RAVENTWAHEHAIRERMEEA ¥ —7 = A A5 Cisco DCNM * v bk
D= A B =T 2 ZAEREL., FTU 7L L TRESNIEZE—DOR—FF ¥y XL EZEMAL
i—a‘o

1 Z AT LTEHE1E, Ny FALERTWRWA o Z—T = A X F— KT Cisco DCNM ISO % A
VA RN=ATBED, Ry NI DA B —T 2 A ZAEIR LU FET, FIHTRERA 2 —
T2 AADY A NPEEICERRINET,

[Ry hT—F f B —TxA A U A (Network Interface List)] NH[EELA X —T = A A
(eth0) (Management Interface (eth0))] 38 L N[ T & AT /30 R A #—7 = A A (ethl) (Out-of-Band
interface (eth1))] Z IR L 9, Tz, MBEIEUTA N R A U Z—T = A A (eth) Zi% &
THLIEHLTEET,

S 0 0 0 0 0 0 0 0 0 o - - - -

Cisco Data Center Network Management

Network Interface List

Bb:H8.8 Cisco Systems Inc VIC Ethernet NIC (rev aZ)

Address: - :£9:5e:19 Link:UP

Bc:88.8 Cisco Systems Inc UIC Ethernet NIC (rev a2)

Address: 78:69:5a:f9:5e:1a Link :DOWN

#1:88.8 Intel Corpora n I358 Gigabit Network Connection (rev 81)
Address: BB:be:75:49:c2:86 Link:UP

B81:88.1 Intel Corporation 1358 Gigabit Network Comnection (rev 81)
Address: BB:be:75:49:c2:87 Link:UP

Please select the interfaces to use from the list above:
Management Inte :
Out-0f -Band Inte

Conf igure In-Band Interface (eth2)? [ysnl: y
In-Band Interface (eth2) : 1

7272 L. appmgr update network-properties =~ > K& H L T, LG L TA A h—b
By NU—27 T 4 ZRETEET, FMIONTIE, [DCNM A A F—/L1%D
Fv MU —27 7a/7 ¢, onpage 177] 2R L TLEE0,

2E AN LTEEEIE, SRV A v H—T 2 A A F— FTCiscoDCNMISO % A A b —/L¢
BTV, RDOZ AT BEFTFLET,
a) NV RLEERTDICE, VAMNNOA A —T =2 AZBIRLET,

Note DR b 1 EOWERA o F—T =2 AP RV DO—ETH LMDV *
R

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |
B usr7 IL—F) LT DINMISORET TS5 4 7o RDA VR b—L

N RIVTEMT 2 BENH DT XTDA =T =2 A AN LT2RIZqE A LE
D

ibit Metwork Conmection (rew B1)

abit Metwork Conpection (rew B1)

Igabit 5F1-5FF+ Hetwork Conne

sigabit SFI/SFF+ Metwork Commection (r

b) BEHARXY NT—J TUNFTTIRU R Ry bI—7 BIXOA VAN R Ry FU—T D
A B =T 2 A A% A MNLERTLEZDICEHTS VLANID ZA L, N RKLE

B L £,
ELWVLANID REID B THENTWENE I DEHRLET,
Note BHARY MU= LT NE TR R Xy hU—27 O VLANID (%, X >

NT—=2 LT RAETNR KRRy NT—=I BRI TRy FEFEAL WD
B(DEY ., ethOethl RFEICH T xy MZHLHGE), FILICTHZENTEE
7

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



Cisco DCNM D1 > X b—)L

ATv713
ATy 714

UCS (X7 T L— F) £ <O DENMISO &8 7 F5 47> 204 v b—i [}

leaze enter the VLAN 1D for the Fol lowing netuorks
k ULANH 11 188
rk ULAR ID : 181
Lad 1D 1682

e oonf irm the Tol lowing walue

H 1D 188
ULAN 1D: 181

BRLToA v H—T oA AR LET, V] ZW LT, AV A M=V AR L ThifT LET,
Cisco DCNM OEFBLR » hU— 27 2R E L ET, [IP 7 KL A (IP address)], [7 % v b
(Subnet)], [¥ A7 (Mask)], [7— bV =A (Gateway)] E AT LET, [y]Z#H LT, £ A h—
NWEHAITLET,

A UAN=INRET LI, VATADREHEEI L, DCNM7T 774 7 VABRKRESIN TS Z
LERT Ay E—UNWH@EICERINET,

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
R R R R R R R R R R R R R R R R R R R R R R R R

T UPICURL Za =L TCREO FHF, Web A v A M—F%FHALTA LA b—=NL%EETL
7,

What to do next

TDCNM Z A VA LT 5L CBIRTEFT, FEMCOWTE, RE U FTr Y £—
RTPD CiscoDCNMISO DA > A h—JL] | B arw2HRL TN,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B «wmLtcooenmIso FEEF TS5 7 R DA VR -

KVM £ETO DCNMISO RBET7 TSA T2 ADA VA =)L

ATy T
ATy T2

ATvT3
ATvT4
ATvT5
ATvT6
ATy T1
ATvT8

ATv79
ATv710
ATvIN
ATv 712

ATy 713

ATv 714

ATy 715

ATy 716
ATv 11

WDH AT ZFEITL T, KVMIZISORMET I AT v A% A A M= LET,

Procedure

AR U L. denm-kvm-vm.xml 7 7 A4 L &2 L £,

KVM %17 LTW5 RHEL =D Z D7 7 A L% ISO & L TR LSHFTC T v 7r— RN L%
R

SCP 7 7 A MRk AR Z#8 i LT, KVM %9417 L TV % RHEL — o8kt L £ 7,

B LU denm-kvm-vm.xml RHEL Y— (27 v 7 u— R L %7,
TrANEREE v a v EATET,

SSH iR & #%H LT, KVM %17 L C\% RHEL — NZ# L £,

ISOBLNRAAL Y XML O FNRF 7 — RIS TWLIEIICBE L ET,

virsh =< RZEHA LT, VM (F7213 KVM HFEE HFRHEND R A A V) Z1EK L 7,

need info on dcnm-kvm-vm-huge.xml

sudo virsh define [{dcnm-kvm-vm-huge.xml | dcnm-kvm-vm-compute.xml |
denm-kvm-vm-large.xml | dcnm-kvm-vm-small.xml}]

VNC =Rz HMN LT, BERT7AT U4 — /v R— helEET,
SSHEvvary#HLET,

VNC liiRZ#% M LT, KVM %317 L T\ % RHEL $— NZ#5k L £,

[7 75— 3 > (Applications)] > [ A T L W —JL (System Tools)] > [k > > I 2 —T ¥
(VMM) (Virtual Machine Manager (VMM))] (28 L %9,

VM M~ oy v 32—V % TIER SN E T,

i~ =32 =Yy ipb, —HTVM Z@RL T VM ZfF%k L £, [fRE (Edit)] > [RE
< < U MEEH (Virtual Machine Details)] > [fR#8/\— K9 = 7 Dt & R 9 % (Show virtual
hardware details)] #27 U v 7 L £,

AR N— R o = 7 OFEA (Virtual Hardware Details)] C. [/\— F™ = 7 DB (Add Hardware)]
>[R kL—% (Storage)] (2B B L £9°,

WOHAET, TNRA A XA T L L HBITN—F T4 A7 BB LET,
e FNAAHLAT IDET 4 AV
XY yaET—R:TTHLD
e A ML —UEE : raw

500GB DA b — YA XEfEATHZ L 2BEIOLET,

A~ OfFtE ™ + > R T [IDECDROM] % #4R L, [#&#E (Connect)] 227 V v 7 L ¥,
denm-vaiso IZBE) L, [OK] %27 U v 27 LET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L

ATv 718
2Fv 719

ATy T2

ATy IT2A
ATvT22

2482 R7AY E— KTO CiscoDCNMISO 01 > X k—L ]

5O NIC @R L, fERENTW A @R xry hU—7 2E ) Y CTE4,
A~ v OEREA AT LET,

Note VM OERE A 2T DR, ER LB EICE X, CPURAE Y 8 VM
WCTFRINTWAEE R V—AnHDHZ EaHER LET,

IR —F 4 T VAT AN A =L ENTNET,

[Cisco HEE R v b U — 7 %P1 (Cisco Management Network Management)] i C, R NT—7
DA H—=T 2 A ALBRLET, AR, 2 —T7 A ZAOY A FPEEICERRINE
D

[*y NU—7 £ H—T x4 A U XK (Network Interface List)] 2> H[EBLA X —T = 1 X
(eth0) (Management Interface (eth0))] 38 XL N7 R AT /30 R A % —7 = A A (ethl) (Out-of-Band
interface (ethl))] Z IR L £ 9, F/z, BBETIGEUTA PNV A U X —T =4 R (eth?) ZRE
THIEHLTEET,

7272 L. appmgr update network-properties =~ > K& LT, MEIZE L TA A h—)b
®ICHR Y FU—2 TaRT 4 ZRETETET, FHMIIOVTIE, TDCNM A A b —/Li& D
X hU—27 FusF ¢, onpage 177] &ML T &0,

M ZHLT, £ AP ZHERALTHRITLET,

BHAY NI —7 %FHELET, [IP7 KL A (IP address)]. [Y7 F > K (Subnet)], [V A7

(Mask)]. [ — b7 = A (Gateway)] E AT LET, ]2 LT, £ A M= EZRITLET,
AVAR=ANRET LI, VAT ARHFEEL, DONMT 774 7 U AREESILTND Z
LEIRT Ay E—UREEICERSINET,

KKK KK AR A A A AR A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR A AR KA K

Please point your web browser to
http://<IP-address>:<port-number>

to complete the application
KKK KA AR A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A KA A A A A AR A AR AR KA K

T UWIZURL Z#a =L CAED A7, Web A VA M—FZHLTA A= E%ETL
ij‘o

What to do next

TDCNM %A VA b=/ T B L HTGRINTEET, MoV TiE, [A¥ 2 R7ey £—
RT? CiscoDCNMISODA > A R —/1] | BZ 2 a v BB LTLIE X0,

ABZ2 7B E—FTOCiscoDCNMISO DA > X b—)L

[ —)L (Console)] & 72K/ &I TW5 URL Z /50 £11F, [Enter] ¥—% L E9, #IH
Ay —VURFRINET,

Web A > A b —F 235 CiscoDCNM DA A b=V &5 T4 5121%, ROFEEZEITLET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B x5>r700 == rTociscoDNMISO DA ¥ 2 k—)L

ATv T

ATy T2

ATvT3

ATy T4

Procedure

[Cisco DCNM ~ & 5 Z % (Welcome to Cisco DCNM)] EiE 225, [BAAE (Get Started)] 27 U v
7 LET,

Caution AT ARENENY Y — AR L TR WAL, Web A VA F—F 2
SYSTEMRESOURCEERROR & #/ R &, A VA F—/RHIEENET, VAT
LEMEEIEF L, Web A v A M—FZEELTA A P—L%E5ET LET,

[Cisco DCNM 4 > X k—35 (Cisco DCNM Installer)] Hif T, A YA b—IL- A2V K7
0O > (Fresh Installation — Standalone)] =7+ 2 > R & 2@ L £3,

[Next] #27 U » 27 LE7d,
[41 X k=)L E—F (Install Mode) ] ¥ 7 C, DCNM EA X A 7 28R L 7,

[41 X k—JLE—F (Install Mode)] # 7 C, Rry XD UALINH OVADCNM 777
AT 2 AD[SAN D& (SAN Only)] £ > A h—/b E— REBRRLET,

[CEMARUHF—]l Ky 7 Xy JRAINLRZ—%3R L EJ, Cisco Systems, Inc. £7=
X IBM Z @R TE L7,

[R~(Next)] 227 U w7 LET,

[&3 (Administration) ] % 7 T, "2 U— FIZETAE®RE AN LET,

c [BEBED/INRT—FK] 7 4 —/L KT, CiscoDCMN O7 7'V r—3 a NIRRT H1-DIC
FEHENDHAT—RE AT LTI,

IRAT — RiE, %$7=;.%\"" <SPACE> Z &< T X CTORBHELFEEFEHTE E7,
[EBE/NRD—FOHER] 74—V NIRRT —FRE2L ) —EANLET,

« [T—H2 X=X /SRTJ— K (Database Password) ] 7 1t —/V KiZ, PostgreSQL 7 — & ~X—
ADINAT— RE AN LET,

TR TORERIUTFIE %$0=;.*\"" <SPACE> % [rZ | /SAU— RIEHTE £,
[BEEZE/NNRAT— FOWHE] 7 4 — /L I AU— &b 9 —EANLET,
Note [T—H2 X=X /XX —F (Database Password) | 7 4 —/V RZZEHDE LT
T5 &, FHE/NAT — R PostgreSQL D/NA T — R LRI E T,
» [Superuser Password (root) | 7 « —/L RIZ, A—/N—2—H— root HRIZT 7 & A7
H12DDONAT—RE AT LET,

[R—/8—a2—H— /SR — K (Superuser Password) ] 7 4 —/L RIZ$H 9 —E/ XA T — K

ZANITLET,

Note A= N—2 =P N2 — RREADEEDEEIL, BHENRAT — NE X —
N2 PF—= RXZAT—RERARLET, 72720, BEX2 VT 0 EOBEEND,
SRA)IRNAY — RaRET DI & 2R L £,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L
24 RF7OY E— KTO CiscoDCNMISO D1 > 2 k—L [

AT UTERAT — REFRRT HIZIE, [AALF/IART— K %#FRRT % (Show passwords in clear
text)] F= v IRy I REF T LET,

R~ (Next)] 227 U w27 LET,
ATw 5 [VATFTLETE (System Settings)] T. DCNM 7 7T A4 7 ADREEITWVET,

« [SE2 8RR ;4 (Fully Qualified Hostname)] 7 .+ —/L K¢, RFC1123 &2 a2 2.1 D
WY, SERMEH R A A 4 (FQDN) DR A M AEANLET, HTEOHLDKRA 4T
A—FENTWEEA,

+ [DNS ¥—/\ 7 K L X (DNS Server Address)] 7 4 —/L R C, DNSIP 7 KL A& A) L%
R

IPv6 7 KL A %A L TDNS 4 —R"EZHETHI L HTEET,
UU—2Z113(1) 25, 1{ELL LD DNS $— 3L NTP h—RZHETE £,

+[NTPH—/N 7 KL R IJR b (NTP Server Address List) ] 7 «+—/L K Cix, NTP #—x
DIPT FLAZATILET,

EIZIP £7201XIPv6 7 R L AN REC 1123 ICHEHL L /-4 BT CTHAMLENH Y £,
UU—211.301) 25, 1ELLED NTP —"E2HETEET,

e BALY— FayrH 7y JARNG, DCNM ZEB LTS Z A LY — U Z8IRL
7,

Next] #7 U > 27 LET,

ATYT6 [y FT—2KTE (Network Settings)] % 7 ¢, DCNM Web Ul ([ZE|#E T 5 7-DIfFH SN D
Fy NT—7 RI A=K LET,

Figure 4: Cisco DCNMEEBE Ry kT —9 A VA —T A R

Management Network % % %
ethO )

Out-of-Band Network

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

B x5>r700 == rTociscoDNMISO DA ¥ 2 k—)L

ATy 17

Note SAN OVA /1SO EBIH @ Cisco DCNM T, N ENOBRE T, K-S\ T
eth0 DA, F7-1F eth0 & ethl Ol A% (R CEIZRRLY 7%y M) FET
XFT, eth0 £7-ldethl f X —T 2 A RAENLTEEHE/ F=F )V THDOAA &
F~D IP BE A GEMEZ T L £ 9, SANInsights A b U — 3 > 7%, eth0 A > ¥ —
TxAAklethl f 2 F—T = ADWMGFTHR—FENET, ZEL. TNENOD
AA  F IS DOIPEEAFEMEZFFODCNM A X —T = A AIZA MU —2 IR
RESNTVWDZ L AR LET, SOV TIE. TOVA L 10T DREHE
74 K] @ TSAN Insights DF%E ] ML T 7Z I,

a) [EXEXRvy kT—2% (Management Network)] tEik C, [ IPv4 7 F L X (Management
IPv4Address) |1 & [BEBRY FT—9 TIA4IL LIPVAST— ko 4 (Management Network
Default IPv4 Gateway) 1O HEIAIP 7 FL AN ELWZ L &MERLET, LEISL
TEELET,

EHIPT LU RADBPRE SN TNDHE, eth0 HHA VF—7 =4 ARFHRIBLIOT U
NAT ARy RBEICERENET, ik, 777V v 7BLOSAN A U4 N O#RE
WCHEASND Z EICERELTLIEE N,

Note BEA Y NU—2ZZIPv6 7 RLAZEA+ 52 b T& %9, 7277L. SAN
Insights A N U — > 7L IPv4 7 RUAFETOHLY R — M ET,

(AFTaN) TV 74907 AL BICEDRIPV6e T KL AZ AL, EEBIPVG 7 LR
CEERY FT—Y FTIAIEIPYE 5 — b = A ZRER L ET,

by (FTFTLar) [7o AT K xv kTJ—% (Out-of-Band Network)] fEIC, IPv4 7
FLR &S —FY9TAIPVAT7 KLR ZANLET,

DCNMRIPV6 % v h T — 27 FIZHH5A1E, IPv67 RL A& F— 7 = AIPv6T KL AT
B4 AIPv6T RLAZ AN LT, Ry hU—7 2R ELET,

T RAT R REETIL, T3 AEEAR— b (@ mgmt0) ~OHHE A4 L £9,
¢) (Optional) OVA /ISO B @ Cisco DCNM SAN (i34 YNy K Ry MDD —9 R EIIMLHE
HYFEHEA,

7272 L. appmgr update network-properties =~ > K& H LT, MBEIZHE L TA A h—)b
BRICHK Yy NU—2 TaRT 4 ZffETEET, ethO A o F—T=Af AL ethl £ 2 F—T = A
ADWHBRESNTOLEAIE, FALa~vy REEALTH—OA v 7 —T7 = ZA&EHRT
LENCAET 4y 7 N— FERETEET, FHMIZONTIE, DCNMA A F—L DRy
FNU—27 737 ¢ onpage 1772 B L T 2 &,

[K~ (Next) 227V vZ7 LET,

[7 74— 3> (Applications) 1 %7 C, . BLO 2R LET,

a) [REBF7TVH— 3> H—ER Ry kT—% (Internal Application Services Network)] fH
BT, DCNM IZxt L CNERCHEITT 27 7 r—2a U ~T 78 AT 57200 IPV4IP 4
Ty b T4—ILRICIPH TRy FEATILET,

FTRCOT IV r—2aDNZOH T3y hBEDIPT RLAZEHL 9,

[R~(Next)] 227 U w7 LET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_4_1/config_guide/sanovaiso/b_dcnm_san_ova-iso/configure.html#task_y4j_z5h_yfb

| CiscoDCNM DA > 2 k—)L
SAN 754 7> F&UTAA 2 v2—Uv0en [

ATw 78 [ME (Summary)] ¥ 7 T, s EDEMAZMER L £,

IO 2 7\ 2B L CEE AT 512X, [AI (previous)] 27 Vv 27 LET, [ VX F—ILD
Bfih (Start Installation)] 22 V v 7 L\ 1%??)_\' L7ZJEBHE— F® Cisco DCNM A & A b —/L &5
TLET,

EATIRIAN=RNER SN, BT Lo =k o7 —, 8fEomiH, BLOA v 2 b= okt
WA R R SN E T, BRI R/N—I2100% & Fr Sz b, [#1T (Continue)] 227 U » 7
L/iﬁ‘o

DCNM Web UL IZT 7 E AT 5728 URL & & BT A v E—UREREINET,
KAk Ak Ak hhkhkhkhk Ak h Ak hhhhhhhkhhkhhAhkhhkhhkhhhhhkhhkhhhhhhhkh bk b hkrhk kb rhkrkhhkkhx

Your Cisco Data Center Network Manager software has been installed.

DCNM Web UI is available at

https://<<IP Address>>
You will be redirected there in 60 seconds.

Thank you

Note CiscoDCNM 7 7 A 7 U+ —VOEH TEITEINTWDEHEAE, A— b 2443 %2
% . Cisco DCNM Web Ul Z &) L £7,

Note A AN APREITHRIZCEEHIP 7 N2 &AL TDCNM Web ULIZT 7 & 2§

DA, TT— Avk—UNar Y —LlERENET,
khkhkkhkhkkhkhkhkhkhkhhkkhhhkhkhkhkhkkhhkhkhhkhkhkhrkhkhhkhhxkhxkxkxk

*Preparing Appliance*

R R R R R R R R R R

What to do next
W7 VT vy Va2 L CDCNM Web UL IZ 2 74 > LE,

[E%E (Settings)] 7 2> %7 Y v L., [DCNM MD&E#l (About DCNM)] & 2R L £ 3, B
LizA VA M=V AT HFER L THERTEET,

SANVSAT7 U EEXUVTNARIR—T v DIEH)

ZZTIX, CiscoDCNMSAN 7 7 A4 T hETNA A R =V ¥ BRETIHZODOIEIFE
RIFIEICOW T L £,

\)

GE) OVA/ISO JEBADHA. CiscoDCNM U U —Z 1157 v 77 L — KL%, SANZ 747
v NERET A X'?Z\*“‘/‘% ZEEBT DANCFENFEZ T O 0ENH Y £, AEHELE
B9 512X, appmgr afw update-cert-denm-client =~ > K& H L £ 5,
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CiscoDCNM O > 2 b—)L |
. Web Ul 5 5 @ SAN Client & & Uf Device Manager D #Z &)

Web Ul 55 D SAN Client & & Uf Device Manager D &2 ]

Cisco DCNM SAN 7 F A 7 > b & 73 A < F— % % Cisco DCNM Web Ul 7> 58§ 5 12
. WOFNREZFITLET,

FIE

AT v T 1 Cisco DCNM SAN B %A A h—/L L7=#. Cisco DCNM Web Ul iZ 12 71 > LE9,

ATFw T2 T A =a%27 1V v 27 L., [DCNMSAN ELU DM (DCNMSAN&DM)] #27 U v 7 L &%
7

dcnm-client.zip #7 4 V7 M UIZRGFLE T,
ATvF3 denm-client.zip PNAE% denm-clientzip/bin 7 4 L7 b U L £,
ATYT8 SANIFAT U RETNAA I —Vx ZEETHIE, KOXIICLET,
« Windows IRIE T DCNM % EE T HHE(E. RDOKSIZLFET,

FMClientbat 7 7 f V& # 7/ 7 U w7 LT, CISCODCNMSAN 7 747 v b &ig@E) L
iﬁ‘o

DeviceManager.bat % % 7 /27 U v 2 LC, CISCO Denm 7 /34 A w3 —V v Zl#) L &
‘j‘o

« Linux iR T DCNM ZEET HI5EIX. RDKLSITLFET,
JEMClientsh 227 V7 s &FATL T, SANZ 74 7 v h&ETH L £,
IDevicemanagersh 227 ) 7 h2EITL T, T34 A=Yy HEBLET,

DCNMH—/A\M5SANY SA 7 U b EIUTNA A IR— D ¥ ZieE
ERG

FT7 NV R TiE, DCNM%Z A VA =L T 5L &I, SANVTA TV hETNRA AF—V %
23 CiscoDCNM Hr— L L HiZA v A b= ENFE T, CiscoDCNMSAN 7 7 A4 7 h&F
A A <X —V % % Cisco DCNM Y — S8+ 5121k, ROFIEEZFEITLET,

Procedure
ATv 71 DCNM H—NZue 7 A » LET,

ATw T2 Ccisco Systems\dem\fm\bin\ 7 4 L7 MV IZBEIL 9,
ATV T3 SANI TAT U FNETNRA AR —=V Y ZREIT 5121, ROXIICLET,

» Windows B DA

Il sANEBIYU U —Z 11501) @ CiscoDCNM 1 VX k=L B VT v FTL—FK A K
88



| CiscoDCNM DA > 2 k—)L
524 L. SSLAEBIE %5 Windows EBID 1= 8D DCNM SAN 7> DCNMSAN & 5 « 7> + i [

FabricManager.bat 7 7 /v & %2727 U » 7 LC, CiscoDCNM SAN 7 714 7 > k&
gLET,

DeviceManager.bat 7 7 A V& X727 U v 7 LT, Cisco DCNM T /31 A ¥ 31— % &
s L9,

s Linux BRIDIGE:
J FabricManager.sh A7 U 7" k%3247 LT, Cisco DCNM SAN 7 74 7 > Nz 8 L ¥

j—O
JIDeviceManager.sh 27 U 7 h #5217 L C, Cisco DCNM 7 /31 A v 3 — ¢ Zi#) L £
j—O

A X% Ls SSL EERAE 31t Windows R B D 7= & DCNM SAN H 5 D
DCNMSAN 7 54 7 > FDiEEf

DCNM H— NIZEE ST A Z I SSL % fif H L C Windows [H](F Cisco DCNM % A > A b —
NI BHE SANZTAT v bl Tt Ed, iFHELZZLT LT, SANZ AT
kA IERICER L E9,

FERAEAZSE L. Windows EBBE2>S DCNM SAN 7 T4 7 v MBI 51213, ROFIEEFE
TLET,

Procedure

ATV 1 koo~ REERALCAREF—2MHLES, a<wF

keytool.exe -exportcert -file dcnmweb.crt -alias sme -keystore C:\[DCNM Install
directory]\cisco\dcm\wildfly-14.0.1.Final\Standalone\configuration\fmserver.jks

AT T2 ROa<wy REFEHLTEF— AT 24K L £,

keytool.exe -importcert -trustcacerts -file dcnmweb.crt -keystore fmtrust.jks -storetype jks
ATw T3 B LAERR L7 fmtrustjks 2 \fm\1ib\fm 7 4 L7 hJICa—L 7,
AT Y T8 WebUl £7213 DCNM H— )6 & 7 > — K L7z denm-client % L2 77,
AT 75 binfmtrustjks Zfi# LT, # L < /Epk L7z fmtrustjks 7 7 A /WICE 2 £7,

AT 76 FabricManagerbat ® N> F 7 7 A L% 34T LT, CISCODCNM SAN 7 74 7 > h & 8 L
\iﬁqo

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |
B 5 =<5 L ssLEEBE G Windows EBID 7= DCNM SAN £+ 5 DCNM SAN & 54 7 > - DS

Example

WY T AFNL, FEAEAZZE L, Windows B2 S DCNM SAN 7 54 72 %
EEt5a~r FERLTWET,

// extract public key from the new fmserver.jks and save it to dcnmweb.crt,

alias “sme”, password “<<storepass-kwd>>"

c:\[DCNM install directory]\dcm\java\jdkll\bin>

keytool.exe -exportcert -file dcnmweb.crt -alias sme -keystore C:\[DCNM Install directory]
\cisco\dcm\wildfly-14.0.1.Final\Standalone\configuration\fmserver. jks

Enter keystore password:

Certificate stored in file <dcnmweb.crt>

c:\[DCNM install directory]\dcm\java\jdkll\bin> dir

chain-cert.pem dcnmweb.crt JjJjs keytool rmiregistry

dcnm.csr java jrunscript rmid

// generate key store without password, during the command,

just use random password dcnml23

c:\[DCNM install directory]\dcm\java\jdkll\bin> keytool.exe -importcert -trustcacerts

-file dcnmweb.crt -keystore fmtrust.jks -storetype jks

Enter keystore password:

Re-enter new password:

Owner: CN=Lin, OU=cisco, O=cisco, L=sj, ST=ca, C=US

Issuer: CN=rhell44, OU=DCBu, O=Cisco, L=BGL, ST=KA, C=IN

Serial number: 1086

Valid from: Wed Nov 13 12:17:23 PST 2019 until: Thu Nov 12 12:17:23 PST 2020

Certificate fingerprints:
SHALl: F8:19:CB:79:FC:93:08:54:74:9A:BC:F3:8F:CB:9C:A7:22:56:3D:0F
SHA256: 8F:06:1F:72:15:FD:12:B5:E9:43:E4:61:0E:00:E0:1C:96:CE:9C:90:82:

3C:5C:EA:AL1:49:A8:A9:66:9B:86:31

Signature algorithm name: SHA256withRSA

Subject Public Key Algorithm: 2048-bit RSA key

Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality=false

0000: 16 1D 4F 70 65 6E 53 53 4C 20 47 65 6E 65 72 61 ..OpenSSL Genera
0010: 74 65 64 20 43 65 72 74 69 66 69 63 61 74 65 ted Certificate

#2: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: C9 1E 9B 17 EF AE E4 AF 7A E3 88 BC 2D C9 B9 E9 ........ Zowimun
0010: FC EC 40 82 ..@Q.

]
1#3: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [
CA:false
PathLen: undefined
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 9A 9E B4 98 95 8C 9F FB OB 57 A5 6D 78 EB 8D Cl1 ......... W.mx. ..
0010: BB 80 00 DE

]

]

Trust this certificate? [no]: yes

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L

SSL AN %17 Linux BEID 728D DCNM SAN 55D DCNM SAN & S5 4 7 > FDEEE) .

Certificate was added to keystore

c:\[DCNM install directory]\dcm\java\jdkll\bin>dir
chain-cert.pem dcnmweb.crt Java Jrunscript rmid
dcnm.csr fmtrust.jks Jjs keytool rmiregistry

c:\[DCNM install directory]\dcm\java\jdkll\bin> cp fmtrust.jks ..\..\..\fm\1lib\fm
cp: overwrite &..\..\..\fm\1lib\fm\fmtrust.jks? y

c:\[DCNM install directory]\dcm\java\jdkll\bin> FabricManager.bat

SSL A B 2175 Linux BB D 7= D DCNM SAN 75D DCNM SAN U 5 1

72 LDES

ATy T

ATy T2

AFv7T3
ATy T4
ATy TH

ATvT6

DCNM ¥ —/3TH A X A SSL A% E & 417- Linux 12 CiscoDCNM & A ' A h—/L4 5 & SAN
IIAT v M eEEITEERA, SANY 747 2 M2 EWICEEIT 212013, GFAESEFE 3
WERH Y F97,

SEAAEA 258 L. Linux BBA2>S DCNM SAN 7 74 7 o F & BT 51213, IROFNEE ELT
L/iﬁ‘o

Procedure

WwDa<wy FEFER L TABS—Z2HMHB LET,

Jkeytool -exportcert -file dcnmweb.crt -alias sme -keystore
{usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

woa< REFHALTH— AT 24K LET,

Jkeytool -importcert -trustcacerts -file dcnmweb.crt -keystore fmtrust.jks -storetype jks
B U< ERK L7z fmtrust & /fm/1ib/fm7 4 L7 R Uicae—L &7,
Web Ul £721Z DCNM H—/3/p26 4 7 i — K L7z denm-client Z 7.2 47,

lbin7 4 L7 hUKN® fmtrust.jks &, H L AERL L7 fmtrust.jks 7 7 A VI E X i 2 &
ﬁ‘o

. FabricManager.sh 227 U 7" k#5347 L T, CiscoDCNM SAN 7 7 A 7 hZii#h L £,

Example

WY T AFNE, FEAEAZEE L, Linux B2 S DCNM SAN 7 5 4 7 > b & fd#)
THavr RERLTWET,

// extract public key from the new fmserver.jks and save it to dcnmweb.crt,

alias ™ password “<<storepass-pwd>>"

[root@dcnm-1nx1l bin]# ./keytool -exportcert -file dcnmweb.crt -alias sme

-keystore /usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver. jks

”

sme”,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |
B sst 457 Linu BBAO 120> DCNM SAN 50> DCINM SAN & 5 A 7 > + D28

Enter keystore password:

Certificate stored in file <dcnmweb.crt>

[root@dcnm-M5-2-1nx1 binl# 1s

chain-cert.pem dcnmweb.crt Jjjs keytool rmiregistry
dcnm.csr java jrunscript rmid

// generate key store without password, during the command.
[root@dcnm-1nxl bin]# ./keytool -importcert -trustcacerts -file dcnmweb.crt
-keystore fmtrust.jks -storetype jks
Enter keystore password: //Navigate to
/usr/local/cisco/dcm/fm/conf/serverstore.properties.
//Fetch the keystore password from dcnmtrustedclient.token field.
Re-enter new password:
Owner: CN=Lin, OU=cisco, O=cisco, L=sj, ST=ca, C=US
Issuer: CN=rhell44, OU=DCBu, O=Cisco, L=BGL, ST=KA, C=IN
Serial number: 1086
Valid from: Wed Nov 13 12:17:23 PST 2019 until: Thu Nov 12 12:17:23 PST 2020
Certificate fingerprints:
SHAl: F8:19:CB:79:FC:93:08:54:74:9A:BC:F3:8F:CB:9C:A7:22:56:3D:0F
SHA256: 8F:06:1F:72:15:FD:12:B5:E9:43:E4:61:0E:00:E0:1C:96:CE:9C:90:82:
3C:5C:EA:A1:49:A8:A9:66:9B:86:31
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

Extensions:

#1: ObjectId: 2.16.840.1.113730.1.13 Criticality=false

0000: 16 1D 4F 70 65 6E 53 53 4C 20 47 65 6E 65 72 61 ..OpenSSL Genera
0010: 74 65 64 20 43 65 72 74 69 66 69 63 61 74 65 ted Certificate

#2: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: C9 1E 9B 17 EF AE E4 AF 7A E3 88 BC 2D C9 B9 E9 ........ Zeeemunn
0010: FC EC 40 82 ..@Q.

]
]

#3: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:false

PathLen: undefined

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 9A 9E B4 98 95 8C 9F FB OB 57 A5 6D 78 EBR 8D C1 ......... W.mx. ..
0010: BB 80 00 DE

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore

[root@dcnm-M5-2-1nx1 bin]# 1s

chain-cert.pem dcnmweb.crt Jjava Jjrunscript rmid
dcnm.csr fmtrust.jks Jjjs keytool rmiregistry
[root@dcnm-M5-2-1nx1 bin]# pwd
/usr/local/cisco/dcm/java/jdkll/bin

[root@dcnm-M5-2-1nx1 bin]#

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L
HEE4 DONM SEIE £ A L i Linux 7= FL—> 3> v k7 v FTO Cisco DCNMSAN 7 5 1 7 > +oizs [

[root@dcnm-M5-2-1nx1 bin]# cp fmtrust.jks ../../../fm/lib/fm
cp: overwrite &../../../fm/lib/fm/fmtrust.jks? y

[root@dcnm-M5-2-1nx1 dcm]# ed fm/download/
[root@dcnm-M5-2-1nx1 download]# pwd
/usr/local/cisco/dcm/fm/download

[root@dcnm-M5-2-1nx1 download]# 1ls

dcnm-clientzip.zip

// for remote access, in fm/download/dcnm-clientzip.zip,
replace bin/fmtrust.jks with this new fmtrust.jks

[root@dcnm-M5-2-1nx1 bin]# ./ FabricManager.sh

BZ2Z4 DCNMEEEAZ#FRALzLinux 72z T7L—>3> €y b7y
7 T® CiscoDCNMSAN 7 S5 14 7 > DR E]

11.4.1 LARTClE, #A0/8A T — F fmserver_1_2 3 1% fmtrust.jks JEBH D72 (2 DCNM (12 & -
THERAEINTWE L, LR ->T, SANZ A7 k% Nodel F£721% VNC 7>5 Nodel {24
vomr—RL, SANZIA4 7 hEEHTEET, TOH, 7=7 L —r a3 V&E (Nodel /
Node2 / Node3) DIEEDH—Nica /A4 TExET,

11.4.1 LI, DCNM (Z[EA @ denm.fmserver.token /XA T — RZ2GH L £, TD7=0H,
fmtrustjks 7 7 A /ViE, T 74V T T7 2T L—3 3 VREDK T — N THEZR Y £97, Nodel
F 721X VNC 225 Nodel IZSAN 7 747 ha X7 m— KL, Node2 %£7-1% Node3 T SAN
74T hNERBLELS ETDHE RMLET,

TxFl—ary Ny TF 740 FODCNM H RELAGEAELHH L TV ABEA1E.
FNENDY—NINGSAN 7 AT "Xy ra—RL, SANZ 747 > M &iLEhd 54
ERHDFET, ALY —NCLoTEHENTWDE 77 7Y v 7 2B BENH Y £,
WIZHl R L ET,

*Nodel £721Z VNC 7°5H Nodel IZSAN 7 AT haFura—KRKL, SANZ IA4 7TV
FZ##E) LT Nodel lca 7' A > LET

*Node2 £721Z VNC /"5 Node2 ICSAN 7 A4 T haF o —KRKL, SANZ T4 TV
FZ&FEE) LT Node2 Icm 7/ A » LET

« Node3 721X VNC 2>5 Node3lZ SAN 7 FA4 T v h&EF D a—RKL, SANZ A7 b
ZHEIL T Node3 i /' 4 > LET

GE) ZhuE., 774/ O DCNM HEBALFEAELZHEHAT DT XCTODCNM 7 =7 L—1 3 |Z
WHAINET, £/2. T 74/ FODCNM HEEBLFTFHELZFEHL/ZZDCNM 7 =5 L—3 3
VOT v T L—RiZbEfEsnET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |

. AR L SSLEEBAE TG OVA/ISO RBAM =8 @ DCNM SAN 0 5D DCNM SAN & 5 1 7 > + DFEE)

71 A3 L SSLEEEAE %t I OVA/ISO B D 1= 6 0 DCNM SAN A 5 (O DCNM
SAN 7 547 > FDEFH

DCNM Y — IR E SN/ H A% I SSL #{# ] L T Cisco DCNM SAN OVA/ISO & A A h—
NTBHE SANIFAT v haE#HTERL N ET, CABAFMZIEAEEZ A A F—L L
THhH, WebUIL 25 DCNMSAN 7 A4 7 v haF v ran— KL CERBLET,

Cisco DCNM SAN OVA/ISO #—/3NZ CA BA N EFEWE A A 2 b —/L 9 5 FIEIZ DWW T,
CA BANMEFEHED A VA h—b (168 X—) LTSN,

OVA/ISO BB DA, CiscoDCNM U U — 2 11.5(1)IZ7 v S 7 L—RL7=#%. SANZ 5147
VINERIET A, A X =T v A EBT OANGEREZE LTI ALERH Y £, AEAELE
521, appmgr afw update-cert-dcnm-client =~ > K& H L £,

Web Ul ZEE LET, DCNMSAN 7 A4 7 h&2 & v a—RKLET, DCNM SAN 7 F A
TUMETARS A=y aEELET,

Cisco SAN OVA/ISO H—/\/m 5D DCNM SAN ¥ S5 4 7 > ~ DEEE)

Cisco DCNM SAN OVA/ISO #—/STCDCNM SAN 7 7 A 7 > F ZEET 5121%, (kOFEEZE
ITLET,

N

GE)

ATvT1
ATvT2
ATvT3
ATvTa
ATvT5
ATvT6

S,

DCNM SAN OVA/ISO $— N2 GUI Ny r—U/ X111 F72IE VNCEA VA R — /L LR TL 72

1R BHHIIZ

OVA/ISO BB D4, CiscoDCNM U U —RZ 11.5(1) (127 v 77 L— K L7z, SANZ T4 7T
VRNERET A ARV v HEET HRNCGEABE L TR T LOLERH Y £, FEHELE
H45121%. appmgr afw update-cert-denm-client =~ > & L £,

FIE

VNC A A b —/LEZH TV % DCNM H— 3~ VNC (fl : vnc-1nx:2) ,
vnc-lnx T2 2ODmAEEZHE £9,

1 ZHEHDT A A Ta~<y Kxhost+ #EITLET,

2FB DT NA AT, DCNM OVA H— 3|2 SSH #f8 L £77,
DISPLAY=vnc-Inx:2.0 # =7 AR —F LET,

FlE AT 74 (942—2) T, TXAANLSANZ FA4 T hEEEHLET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscoDCNM DA > 2 k—)L

WNCEBRLET7 T vy Tx—Sr 80T 12 v 2—oroeh [

N

VNC #FERLE777) v I2—VO % BLUOTNARAIR—T Y

D FCEN

U U—2A11.51) LI, CiscoDCNM (X, 2— /L VNCH—NTT A A=V x 777
Uo7 w3 =Yy E2ERATH-008REZ7reYa=v 7 LET, ZORKIL, OVA/ISO
JEBHH @ Cisco DCNM SAN DA > A F— /VIFIZERE SIVE T,

OVA/ISO BBIDHA . CiscoDCNM U Y —Z 11.5(1) 127 v 77 L— KL%, SANZ A4 7T
VINERET A, A X —V y BT HRNCGGEREEZ T ALERH Y £, FEAELE
#5121, appmgr afw update-cert-denm-client =~ > K& H L £,

DCNMIP 7 RL A% VNC 7 7A 7 N V7 by =T ICH LET, BEsELIND &
VNC 7 A4 7 v MIRIET A7 by TRERENET,

A=a2— =T, [7FTIVH5— 3> (Applications) ] %R L £9, Cisco Systems, Inc. % ##
KLET, BETLT7 TV r—va rBERENET, T/ M ASE—VUry BT 77
J 3= TV = a U EBERLCETTEET,

\}

Note VNC 7547 M=ty aiifBFBibEanFEzwi,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM O > 2 b—)L |
B vWezEmLET7 U v R2—Sr BEUF AL R T2—T v DR
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B,
=% =R

CiscoDCNM O 7w 745 L— K

ZDOFE T, CiscoDCNM DT v 77 L— RIZOWTIBHLET, ROBEEEHRET,

+ CiscoDCNM U U — & 11.5(1) ~D 7 v 77 L — F, on page 97

« CA B4 1 At E OIREF, on page 98

e U U—Z 11.4(1) 5 11L.5(1) ~D U U —2 11.5(1) 725 11.5(4) (100 ~2—3)

e Linux 10 CiscoSAN @ U U — 2 11.4(1) 16 11.5(1) . 11L.5(F v 77 L— K (105 2—3)

« Windows 35 J TF Linux /&S T Cisco DONM SAN 11.2(1) £7=1% 11.3(1) 75 11.5(1) ~7 & 7
7L —F+% (110 ~—)

« OVA/ISO T® Cisco SAN ~D 7 v 77 L— K (116 ~—)

cNTF =T VA=V X T—HF% N v 7T %, onpage 128

CiscoDCNM U )—X 1M15(1) ~ADTF7 v 745 L—F

CiscoDCNM U U — % 11.0(1) £ Y AflZ. DCNM OVA, 3 X OVISO 1L SAN #REZ IR — R LT
WE L7z, Cisco DCNM U U —Z 11.3(1) BAFETIX, OVA & ISORAET 774 7 > ADJ5IZ
SAN BB ® Cisco DCNM % A > A h—/L T&X £,

WDFEIT, VI—A1NSWICT v 7T b—RTHEOIWHEIRERNHDLT v 7T L—RDH
AT HFLDELOTT,

Table 5: Cisco DCNM SAN BFRDT7 v 7 L— KD 454 7

BED))—RES JY—XNM5MIZF7yTITL—FTB37yvT5L—F
247
11.4(1) Windows )i} : £ T A T v 7 7L —FK

Linux[aliF : A >4y Ty 7 L—FK
OVAUSO D& : A T A T w77 L—F

11.3(1) Windows [Fl\} : £ T AT v 77 L—FR
Linux[@} : A >4 T 7T L—F

OVAISO D& - A T A T v 77 L—K

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



B crz=zsaanzons

Cisco DCNM D7 v 75 L—F |

RAED) ) —RES

JYy—Z2M5MIZ7yFTIL—FK337vTF5L—F
247

11.2(1)

Windows ()i} : £ T A T v 7T L—K

Linuxm}) : A1 >4 777 1L—K

OVA\ISO [f]1F :

1. B LW I11.3(1) SAN DHDA A h—/b,

2. 113(0) ~DNRT f—< A3 —T ¥ DINEDRE
17
Note BRI f—m A v =Ty T

X 113D OBEFEDO R T p—~ A <
F—Vx T HEBEEHRIET,

3. 115(0) ~DA Y FA Y Ty T T L—F

11.1 (1)

Windows D54 11.1(1) — 11.4(1) — 11.5(1)

Linux OF4 ¢ 11.1(1) — 11.4(1) — 11.5(1)

OVA\ISO AiF :

1. H LW 11.3(1) SAN DBD A > A h—)Lb,

2. 113(1) ~DNRT p—< U A wF— ¥ DIEDHK
17,
Note HONT = VAR =T T—H

WX, 11.3(00) OEEfFDO N7 p—< 2 A~
RX—=T ¥ TR EBEBERIET,

3. 1LS()Y~DA LV TA L Ty T T L—K

CA E & FHLEAE DRFF

Ty 77— FRICCAZBALNT & SSLEEHEZ RFFT D2 LENH D561, ROFIEZETL

3279‘*0

3/—FK7xFb—varty b7y &R L, INBCAFTEREZ#EAT 25481, KOF

NEZ 34T L £,

1. 7251 —3320ODCNM — %=1 LET,

» Windows D& : C:\Program Files\cisco %l Systems\dcm\dcnm\bin (2
BEIL$9, StopLANSANServer.bat &7/ 7 v 7 LT, H—ERA&EILLE

‘/9‘*0

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscobeNM D7 v F5L—F

cazzsminznrs ||

e Linux D3E : /root ~D1 74 LET, [root/Stop_DCNM_Servers =~ > N4 fifi
ALT, H—rRr&EIELET,

2. TI9A4<Y = R"OCAFEHAELAER L, FL CAFEHEZ 3 SOBL L Z U $— N2
ALET,

3. BUNCTSGA~Y —R"EEEL, KIZT7=2FL—2arTeEHFY h—REEEL
F7,

XF—A LT DONRAT—= RETTA VT RAEEET H551F. ROGETIZH 5 standalone-san
R¥a XA NCHHFTHLERDD Z LICEE LT EEN,

< DCNM install root >
\dem\wildfly-14.0.1.Final\standalone\configuration\standalone-san.xml

keystore % 7L oA U T ZAD/NAT— R&HEH L ET,

<keystore key-password>="<<storepass-pwd>> key-alias="updated-key-alias"
keystore-password="updated-password"
path="<D0CNM install root>\dam\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks">

\}

Note <<storepass-pwd> > L, DCNM H— DA > A b —//VIFICAERK S5 /82 T — R CFH T,
ZDOXFHNFE <install dir>/dem/fm/conf/serverstore.properties 74 L7 U
(2 Y £9, storepass-pwd @ decnm.fmserver.token fif % i L £ 97,
Procedure
ATYT1 ROGHNGELTZGERAEEL Ny 7T v 7T LET,

ATy T2
ATvT3

ATy T4

» Windows D5 :
<DCNM _install_root>\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

s Linux DA -
<DCNM_install_root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

CiscoDCNM U UV —2 11.5() 127 v 77 L— KL %7,

7w 7T L— K%, CiscoDCNM DT v 77 L — RENTNA—T g v LRI UBFTICEEAE A o

I:O*‘L/si—g‘ﬂo

Note AT w7 1, onpage 99 |ZFLE STV D D LR UHATICEEAE LY 0 — K9 5 LN
&) U i—a—o

DCNM V— b X & HiE# L 9,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



Cisco DCNM D7 v 75 L—F |
B vu—=xnamssnsm~oyu—z 1sm sz 1sa)

Y —Z21410)H55 1151)~D ) 1)—Z11.5(1) H 5 11.5(4)

Z ZTiE. Windows ® Cisco DCNM SAN % & Hi/N\— a 27 v 77 L— RT3 FEIZH>N
Tt L E9,

GUI #{#F L 1= Cisco DCNM Linux D7 v 745 L— K

Before you begin
* Cisco DCNM 11.4(1) 2B L TW\W5H Z & 2B L £,
« Elasticsearch ' —EAMEHAIRETH L Z & 2R L T EE 0,

« T w7 L— RERMTLENT, b—STEBH L TS DCNMSANY 47 FET A
AARZ—FDTRTDOA AR ALRACET,

« Windows ® DCNM SAN EBIDOEEAS, DCNM 7 v 7 7 L— RHXFEIZT X TO T A L A%
WY T =T H2EHCLET, VANLVAKNEY 7 b7 =T HNDCNM 7 v 77 L— K 7
nt ATy T HIGAENHY £,

Procedure

AFv 71 DCNM $—t 2 &1 LT,

» Windows @34 : C:\Program Files\cisco %l Systems\dcm\dcnm\bin (ZFE)
LF 79, StopLANSANServer.bat X 7 /NV27 Vv 7 LT, y—ERAZEIELET,

* Linux DA : /root ~Du 74 LEJ, [root/Stop DCNM_Servers ==~ > R&2fH L
T, = A%&EILELET,

Note DCNM Y —E Z 3 & k4% & | Elasticsearch {81k L £ 9, ElasticSearch ¥— £ &
EHEBETAOLENRDHY T,

« Windows DA — Windows h—/3—TH A7 w3 —U v ZEELET, [U—EXR
(Services) 1 ¥ 7 &R L £, Elasticsearch 77U 7r—y a v a@ERLET, 77V
—rarvuER7Y 7 L, [FR] 28RN LET,

« Linux D334 — service elasticsearch start =~ > R&E{T L £,

ATFY T2 VU—R1151)FEIT7 74D CiscoDCNM ¥ 7 v =T #EITLET,
DAy =V RNERENET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscobeNM D7 v F5L—F
GUI % 5/ L 7= Cisco DCNM Windows 7 = ¥ L—> 3 >0 7 v F5L—F |

[OK] %27V v 7 UTHEEZEFITLET,

ARTFY T3 [OK] 227 Vw7 LT, Tyv7 T L—RERBLET,
ATYTE 77T —RKRET LG, [SET (Done)l 27 U v 27 LET,
Cisco DCNM U U — & 11.5(1) —E A X HEICBE S £,

GUI Z{F A L - CiscoDCNMWindows 7 =57 L —> 3> D7 v T4H L—
o
\Y

Note S A<Vl h o XF)DOWMFOTF—F_X—ZX FuXF4RBRALTHAEIILEHRLET,

Before you begin
* Cisco DCNM 11.4(1) "B L TW 5 Z &L fEd L £ 7,
« Elasticsearch ' —EAMEMAIRETH H Z &L AR L T EE 0,

« T w7 L— RERET HHNC, =S TEE L T\ 5 DCNMSANY 747 TN
A A SFZ—=VXDTRTDA L AZ L AEACET,

« Windows ® DCNM SAN EBHDH4E. DCNM 7 v 77 L — RHIIEIZ TR TDO U A )L A%
WY T MU =T BN LET, VANLANKRY 7 U =THDCNM 7 v 77 L— K 7
Ot RET7a v TEEERHY T,

Procedure

ATV TN 774~V BLOED U Z U DCNM Y—E RO 52 1E LT,
Note Elasticsearch ' —E ANFEITINTND Z L #MERLET,

ATF9 T2 774~V P—,3—T, CiscoDCNM U U —Z 11.5(1) ET7 7 A MVEFETLET,
Ty T T L— BT 4 FUBRFRINET,
RDOA =V BNERRINET,
Please close the DCNM Installation wizard gracefully using "Done" option
on last installation step and wait for the installation wizard to close automatically.

Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] %7V v 7 LCHE¥EEFITLET,
RT9FT3 [OKI %227V w7 LT, 777 L—RERBLET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



CiscoDCNM D7 v F5L—F |
B 5Lk 4oR F—L%EBLT Cisco DONM Windows £7 v 75 L— F¥ %

RFYTE T~ F—NTT v T L— RRET Lizb, [T Done)] %2 Vv 27 LET,
CiscoDCNM U U —2 11.5(1) —E R (X, 7T7A4~V —"—THENWIZHALEL £7,
ATY TS BHHY H— =T, CiscoDCNM Y UV —Z 11.5(1) {77 7 A VEFEITLET,
Ty T T L— R@My 4 RUPERINET,
KDFA = NERENET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] %7V v 7 UCHEEZEFITLET,

ATYvT6 [OK] 227 Vw7 LT, Tyv7 7 L—RERBLET,
RT9TT1 B HY =TT w77 L —RRET LD, [ET (Done)l 27V » 7 LET,
CiscoDCNM U U —Z 11.5(1) —E R, BH &V —"—THBRICBB SN ET,

ALk AR F—J)LAEEL T Cisco DCNM Windows =7 v 74
L— K93
A

Note CiscoDCNM L, VU E— FFAFE— RTIEARL< ., B—WARAFE— RTOHLY A LU b A &
r—=VBLOT v 77— FEYR—FLTWET,

Before you begin
* Cisco DCNM 11.4(1) 2B L TW\WbH Z & 2B L £
« Elasticsearch ' —EAMEHAIRETH D5 Z & AR L T EE 0,

« 7w 7 L— RERMGT DR, b—/NTEMH L T\5H DCNMSANZ 47> hEF A
AATZ—=2% DT RTCDOA L AX L AEZAUET,

« Windows ® DCNM SAN EBIDOHEE, DCNM 7 v 7 7 L— FHXFEIZT X TO T A L A%
R T N =T H2WHCLET, VANVANEREY 7 b7 2T HNDCNM 7 v 77 L— K 7
Ot RET7a vy TEEERHY T,

Procedure

ATy 71 DCNM ¥ —t 2 &1 LT,
ATYT2 AV AM=TGDOTua T 4 T7ANVERE, ROTuaXT 028 HLET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscobeNM D7 v F5L—F
HA LYk A YR h—L%EELT Cisco DCNM Windows 7 = 7 L—> 3257 v 75 L— kT3 ]

INSTALLATION_ TYPE=UPGRADE
USE_EXISTING_ DB=TRUE

ORA DB PATH=C:\\oraclexe\\app\\oracle\\product\\10.2.0\\server

fomm Use Existing Oracle---—--—--—--—--

DCNM DB _URL=jdbc\:oracle\:thin\:@<ip address of oracle machine>\:1521\:XE
DCNM DB NAME=XE

SELECTED_DATABASE=oracle

DCNM_DB_USERNAME=oracledbadminl

DCNM DB USER PASSWORD=oracledbadminl

ATV T3 CiscoDCNM V7 Ny =T %4 rma—RLEET 4 L7 MUVICBEIL, ROa~y REERAL
THEIRA A =T 2FITLET,
dcnm-release.exe -i silent -f <path_of installer.properties>

CiscoDCNM U U — R 11.5(1) —E AL, 7Ty 77 b— RPET LIZRIZHBLET,
HAY wF =% TAaBATT v T T L—ROAT—H AR T ET,

Y4 L2 b4 2R M—)L%EL T Cisco DCNM Windows 7 =7 L —
oavETYIIL—FKT B
Y

Note CiscoDCNM L, VU E— FliFE— RTIER< ., B—WARFAE— RTOHY A L b A &
r—=NABLOT v 7L —FEYR—-FLTWET,

N

Note F5(4<UltvhLHYDEIEOT—H_R=ATaxXT o RRILTHDHZ L EMHERLET,

Before you begin
* Cisco DCNM 11.4(1) 2B L TW\WbH Z & 28 L £7,
« Elasticsearch ' —EAMEHAIRETH D Z &L 2R L T EE 0,

T 7T L— REBRGT DRI, Y—/STHEL TV 5 DCNMSANY A4 7 hEFN
A AREX—= DT RTDOA LV AZ L AEALET,

« Windows ® DCNM SAN EBIDOHEAE, DCNM 7 v 7 7 L— RHXFEIZT X TO T A L A%
RIT I 2TH2EHCLEST, VANVANEY 7 b7 =T HNDCNM 7 v 77 L— K 7
ntRE7a vy THEERHY FT,

Procedure

ATYT1 794~V BLNEDZ Y DCNM — ¥ ADM ;& E1E L £,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



Cisco DCNM D7 v 75 L—F |

B cesticsearch 2 ¥ —< #ZE & h /=85 E D Cisco DINM Windows 7 = FL—5 3 207 v F5 L— K

ATy T2

ATvT3

ATvT4

ATy TH

77 A<V $—/3T, installer.properties 7 7 A LV EBIE, ROTu T 0 HBHLET,

INSTALLATION_ TYPE=UPGRADE

USE_EXISTING_ DB=TRUE

CiscoDCNM Y 7 by =T & X yrua—RLizT 4 L7 PUICBEIL, ko~ REfHL
THRA A =T 2FEITLET,

dcnm-release.exe -i silent -f <path_of _installer.properties>

HAY wF =% TABACTT v T T L—ROAT—H AR TEXET,
CiscoDCNM U U — 2 11.5(1) h—E R X, T4~V = "—THEWIZEHE L 7,

v h o Z Y $—sNT, installer.properties 7 7 A NV EBE, ROTu T 4 HEHLET,

INSTALLATION_ TYPE=UPGRADE
USE_EXISTING_ DB=TRUE

ORA DB PATH=C:\\oraclexe\\app\\oracle\\product\\10.2.0\\server
o Use Existing Oracle--—---—--—--——-

DCNM DB URL=jdbc\:oracle\:thin\:@<ip address of oracle machine>\:1521\:XE
DCNM_DB_NAME=XE

SELECTED_DATABASE=oracle

DCNM_DB_USERNAME=oracledbadminl

DCNM_DB_USER PASSWORD=oracledbadminl

CiscoDCNM Y 7 b =T %X v rm—RLeT 4 L7 MVICBEIL, koa~wr REfHEHL
THERA A N—=F2FITLET,
dcnm-release.exe -i silent -f <path_of_installer.properties>

BAY ==V TR ATT v 7T L —RDAT—F A5MERTEET,
CiscoDCNM U U —Z 11.5(1) —E R, Bh &) —"—THBERICBB SN ET,

Elasticsearch R X+ — <Y MW ZEEH 1= 5 D Cisco DCNM Windows 7 =
TL—aror7yvIIL—F

ATy I

1R BHIIZ
T2TF L —3 g VERET2 D0 ) — KT Elasticsearch W EITEINTWASZ & 2MERLET,

FIE

DCNM H—bE 2% LET,

» Windows @34 : C:\Program Files\cisco %l Systems\dcm\dcnm\bin (ZF#)
L%, StopLANSANServer.bat #% 7L 7 Vv 7 LT, —ER&EIELET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| CiscobeNM D7 v F5L—F
Linux £ Cisco SAN U U —Z 1141 25 1151) . 157y ToL—k [

s Linux O34 @ /root ~Du 7 A4 LET, lroot/Stop_ DCNM_Servers =~ > FZffH L
T, —v2%&EIELET,

RTFVT2 94~ b—REFINZT v I —FL, RKICT7=zFLb—ar bty Ny 7ovh
ZY =T 77— FRKLET, ZOHRBPIZHONTIE, ALV M A A M—LEHEL
T CiscoDCNM Windows 7 =57 L — g V&7 v 77 L— K45 (103—) ML TL
77 EW,

AFv T3 DCNM 34—t 2 &t L E9,

Linux £ ® Cisco SAN D ') ') —X 11.4(1) 55 11.5(1) .
N7y 7J59L—FK

Z Z T, Linux @ Cisco DCNM SAN % i/ 3—2 g NI T v 77 L— KT B FIBEIZHOWTEL
BHL ¥,

GUI Z{# A L - Cisco DCNM Linux D7 v 745 L— K

Before you begin
* Cisco DCNM 11.4(1) B L TW\WH Z L 2B L £,
« Elasticsearch ' —EAMEHAIRETH D Z & 2R L T EE 0,

« 7 v 7 7 b= RERGT DRI, —/STEBL TS DCNMSANZ T A 7 > h & 73
AARE—VFDTRTDOA L AZ L AEFTET,

Procedure

ATv 71 DCNM H—ERZEIELET,
Note Elasticsearch " —EANFEITINTWDH I L MR L E T,

ATFY T2 VU—2Z1151)FE(T7 7 A /LD CiscoDCNM V7 b7 =7 2 £ LET,
Ty T T L— R@MY 4 RURERSNES

RAFY T3 0K Z27 Vv LT, To7 7 b—RERfBLET,
WD A = NERENET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B cuz@Em L CiscoDeNMLinx Tz FL—Y 3 D7 v TIL— K

RTv74

[OK]1 %27 Vv s L TIEEZHITLET,
ToTTU—FRBR5ETLEL, [T (Done)]l 27 Vv 7 LET,
Cisco DCNM U U — 2 11.5(1) —E A X HEICBA S N E 3,

What to do next

Linux A% > K7 v #—/3T CiscoDCNM U U —Z 11.2(1) W67 » 77 L— K L=tk IE,

WebUIl ZHEN L CSANZ AT v haX o rn—RTAH1IC, 77 7FDOF v v a2l Java
A= Fr v amBHELTNDI EEMER LTIV, Java 222 Y —/LZiX, LLAI
D=2 DSAN Y FAT v T —2REEEINTVWET, Javaa Y —/L Xy v ak
HWELRWE, oo —RLUERHOSAN 7 747 > haERTE R0 £1,

GUI #{EA L 1= Cisco DCNM Linux 7 =T L—>3>D7v 745 L—K
Y

Note S (<l h  FVDMGTOT—FZ_X—2 Fa T NEILTHHZ & E2HERLET,

ATy T

ATvT2

Before you begin
* Cisco DCNM 11.4(1) "B L TW 5 Z & Zfd L £ 77,
* Elasticsearch ' —EAMEMFAIRETH L Z &L AR L T EE 0,

« 77 L— RERMGT DRI, —NTEM L T\5 DCNM SANZ 47> TN
AASEF—=VFDTRTCDA VAR AL ET,

Procedure

T4 <=V BLOE A Z Y DCNM Y—E 2D ) 2451 LET,
Note Elasticsearch ' —EANFEITINTWD Z L #MERLET,

7I7A4 <Y P——=T, CiscoDCNM U U —R 11.5(1) FEAT7 7 A VEFEITLET,
Ty T T L— R@MY 4 RUPRERENET,
WD A=V NFRENET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] &7V v 7 LTEEAKATLET,
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ATv73
ATy T4

ATy TH

ATvT6
ATy 17

HALY R AR F—L%EELT CiscoDCNMLinix 7 v 75 L— K95 [

[OK]Z#27 V> 27 LT, 777 L—RERHLET,

TIA <) b—=RTT T 7L —FKNRET LS, [ET (Done)] 227 Vw7 LET,
CiscoDCNM U U — 2 11.5(1) —ERIX, 7 I7A4 <V —"—THEWIZHBE L 7,
A HY Y—/3—=T, CiscoDCNM U U —2R 11.5(1) EfT7 7 ANV EFEITLET,

Ty T L— R 4 RUPRERENET,

WDA =V NRRINET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.

Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK] &7 Vw7 L CHEEEHITLET,

[OK] %227 Vw7 LT, 777 Lb—RERKBLET,

THH) =R TT v T T —RFRET Lizh, [ET (Done)l 27 Vv 7 LET,
CiscoDCNM U U — 2 11.5(1) —E R %, BEH XV —"—THEIIZERESNE T,

AL AR M—=)LZELTCiscoDCNMLinux 27w 75 L—FK

ERS

\}

Note

F—NABEIOT 77— e R—FLTWET,

CiscoDCNM (Z, U E— FEBRET— FTIE7R <, B—ALGEREET— R TOHRY A L b A A

\}

Note [EZDODCNM v b7 v 7OHFALFEL LI, VU —RA1L5(1) (ICIEF CTF—F _—R %l

M DUERHY £,

Before you begin
* Cisco DCNM 11.4(1) "B L TW\W5 Z & 2R L £,
» Elasticsearch P —EADMEHFAIRETH 5 Z L R L T EE 0,

T T L— RERKTHANS, = STHEML T\ 5 DCNM SANY Z A 7 h&TF A
AATF—=TVXYDTRTCDA L AX L AEHALET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B 5ot o —LEBLT CiscoDONMLinux 7 2 FL— 3257 9 FTL— KT %

Procedure

ATv7F1 DCNM $—E R &{EIELET,
ATwF2 installer.properties 77 A NVERE, ROT o XT s #EHLET,

INSTALLATION TYPE=UPGRADE
USE_EXISTING DB=TRUE

ATY T3 CiscoDCNM V7 by =T 52Xy ra—RLieT 4 L7 RUICBEIL, kOa~vr REHERL
Tt A VA =T &EFITLET,
dcnm-release.bin -i silent -f <path_of installer.properties>

CiscoDCNM U U —Z 11.5(1) h—E AL, 7Ty 7L — RPET LI2HICHBLET,

a~< Rps-ef|grep ‘LAX 2L C, 777 L —K 70t ADAT—H AR T& %
FTo WALV M AV RAP=ADRETTDE, T T FRRSNET,

YA LML 2AXAM—)LZELTCiscoDCNMLinux 72 x57L— 3>
=T7vITI9L—F9T5
Y

Note CiscoDCNM (%, VU E— FiRiFE— R TIIR<, =W LiBiEE— R TORY A L2 b A A
Fr—BIOTyF L —RE2HgR—FLTWNET,

\}

Note 754~V ltbBLFYDMEFFOT—HR—=R T T 408, URIOVY—A &y b7 v
LRICTHDZ Lol LET,

Before you begin
* Cisco DCNM 11.4(1) "B L TW5 Z & 2R L £,
* Elasticsearch ' —EADBEHFRETH D Z L 2R L TS0,

T v T L— REBBT AN, — STB# L TWW5 DCNM SANZ 547 v h&EFA
AATF—=TVXYDTRTDA LV AX L AEHALET,

Procedure

ATYT1 7794~V BLNEDZ Y DCNM Y—E ADl &2k LET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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ATy T2

ATvT3

RATv74

ATy TH

ATvT6

Elasticsearch 2 ¥ —< A E & h 1= &®D Cisco DCNM Linux 7 = FL—> 3207 v T L—F |

7F A4~ % —/3T, installer.properties 77 A NEHE, kOTa T s 2FHL
i‘a‘o

INSTALLATION_ TYPE=UPGRADE
USE_EXISTING_ DB=TRUE

CiscoDCNM Y 7 b =T %Xy rn—RKLieT 4 L7 MUICBEHL, koa<wr REfFEHL
THRA A =T 2FITLET,

dcnm-release.bin -i silent -f <path_of _installer.properties>

avy Rps-ef | grep ‘LAX ZfEH LT, Ty 77 L — R 708 ADAT =X AZERTE £
To WALV MA VA RN—ARETTLHE, TR T IBRIRESNET,

CiscoDCNM U U — & 11.5(1) h—E R X, T4~V —"—THBEBHIZELHE L 7,
TIA=Y =T, Tl TV —FKNRETLES, Done =27 U v 7 LET,
CiscoDCNM U U — 2 11.5(1) h—ERIX, 7 I7A4 <V = "—THEHIIHGE L 7,

v h XY Y—/ 3T, installer.properties 7 7 A N EBE, ROTu T o EEHLET,

INSTALLATION TYPE=UPGRADE
USE EXISTING DB=TRUE

CiscoDCNM Y 7 by =T & Xy rua—RLizT 4 L7 bUICBEIL, koo~ REfHL
THERA A =T 2FITLET,

dcnm-release.bin -i silent -f <path_of_installer.properties>

o< Kps-ef | grep ‘LAX LT, 7y 77 L —R 70 ADAT — X A% fERTE £
To VAV MAVAF=ANETTDE, TR T ERRSNET,

CiscoDCNM U U — 2 11.5(1) »—E 21X, v h &V $—_"—THEBWICEB SN ET,

Elasticsearch R ¥ — <Y MWZEE SN 1-15E D CiscoDCNMLinux 7 = 7 L —
oavpFTyITIoL—F

ATy I

1R BHEIIZ
T2TF L —3 g VERET2 D0 /) — KT Elasticsearch W EITEINTWEZ & ZMER L ET,

FIE

DCNM H—bE 2% LET,

» Windows DA : C:\Program Files\cisco %4l Systems\dcm\dcnm\bin (ZF58)
L%, StopLANSANServer.bat #% 7NV 7 Vv 7 LT, —ER&EIELET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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. Windows &5 & U Linux BT Cisco DCNM SAN 11.2(1) F/= (L 1M13(1) A S NEN AT v T L—FF 3

s Linux O34 @ /root ~Du 7 A LEF, lroot/Stop_ DCNM_Servers =~ > RZffH L
T, —v2%&EIELET,

ATFYT2 94~ b—REFYNT v 7 7L —FKL, KIT7 =T Lb—ar vy hTy7Ovh
AN =T 77— FRKLET, ZOHRBPIZHONTIE, ALV M A A M—LEHEL
CTCiscoDCNMLinux 7 =7 L—ya v a7 v 7 7L —RK3$5 (108 X—) 2L T
W,

AFv T3 DCNM 34—t 2 &t L E7,

Windows # & T Linux BB T Cisco DCNM SAN 11.2(1) & 1=
ENM3N)HASNMNENA~AT Yy TIL—FF 3
ZIZTIE, RONFIZOWTHAL £,
~

(F)  Elasticsearch 37 v 77 L— RIZHEMER WA, VY —A 115()IZT v 77 L— KT 5]
W2, NI F =RV ARRE—T X T— X eH{A LT v I AMETHMERHD ET, VI —2
11.5() 127 v 77 L— K95 & Z(Z Performance Manager 7 — % Z{R17 55 2 & RN L7285
A1, Cisco TAC IZHAE L CHR— 2252 L 2R LE T,

GUI Z{ERA L71= CiscoDCNM D ') ') —X 11.2(1) E7=1% 11.3(1) H* 511.5(1)
~DTvTTL—FK

11.2(1) BEO11.3(1) THAR— h SHL TS Elasticsearch 73— = 1%, 11.5(1) THA— K &
LT 5 Elasticsearch & AHEN 2020, VU —Z 11.5()IZT v 77 L— KT BRI
Elasticsearch 7 — 4% O A 7T v 7 A FAERT 20 E R H Y 77,

7y L— K A2 U7 M, Elasticsearch OBIIED NN — 2 N T v 77 L— RIZAHMEN
BOEMEIMERERLET, AHRMERRWNGE, Ty 77— 7aexAnMELLET, 7Ty
TTV— R X7V N FATTL5E,. BMMEDRWRT =< VA T A PREE LT L &
Ty T L= R e AR8K T LES, 7—FaB/BA T v 7 AL T, 7y 77 Lb—F%
BATLET,

BETF D Elasticsearch 7 — & «~X— A3 250GB B 2 5 4%A . Cisco DCNM Y— N3, HA T v
I AMERRESE T3 57292 500GB 25 HDD A_X—AZMEL LET,

11.2(1) F£721F 11.3(1) 725 U U — & 11.5(1) ~~ Cisco DCNM Windows/Linux % 7 > 77 L — R
D12iE, UTOFIEEZFETLET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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ATy T

ATy T2

ATy T3

.
GUI % {2 L 1= Cisco DCNM 0 1) 1) — R 11.2(1) £ (& 11.301) 1 51501) ~0d7 v F5L— K [

Before you begin
« DCNM 11.2(1) £721F 11.3(1) BBEEH L T\ AH Z & 2 L ET,
« Elasticsearch ' —EAMEHAIRETH D Z & 2R L T EE 0,

Elasticservice ' —E R E. 7xF L —Tar -ty N7 v 7OFTTD ) — KRTEIET B0
EWHRH Y F9,

T v L— REMMTDHENC, b—STEBH L TS DCNMSANY 47 KT
A A SFZ—=V X DTRTDA L AZ L AERACET,

« Windows ® DCNM SAN J&BR D55, DCNM 7 v 77 L— RHIXFIZ TR TO 7 A )L A%t
RYTZ IO =2T BN LES, VANVAMEY 7 NV =T BDCNM T v 77 L— K 7
nERAEZTwy 7T LHGERHY £T,
TxTb—varty M7y FITMAT, ROMEFRTT v 77— FaFTLET,
1. 794~V J—K&T7v77L—KL%ET,
= 2EMGLET, 7I7A4~Y )= RPMT—FZH/HA LT v 7 AL ET,
2. B HEY )—RET T —RLET,
P—ERZM L E T,
3. 3/HD/—FN&ET v 7T 7L —RLET,
P—ERAEM L ET,

Procedure

DCNM #—E R &1 L £,

Note Elasticsearch % — EANRFEITINTWAH Z L 2R L ET,

TxTlb—varky 8Ty AATONWTL, 7y 7T b— REKHATT 5 729 Elasticsearch 239
RTCO/)—RTEHL TS Z 2R LET,

YU —Z11.5(1) DEITR[EET 7 A LD CiscoDCNM Y 7 b7 = 7 2 FEITL £,

DA v e—VNEREINET,

Please close the DCNM Installation wizard gracefully using "Done" option

on last installation step and wait for the installation wizard to close automatically.
Do not restart the system or forcefully terminate the Installation wizard while it is
still in progress."

[OK]1 &2 Vw7 L CHEEZHITLET,
[OK] %27 U w7 LT, 77 s L— FaBitb L7,
A A =14, Elasticsearch 237 v 77 L— RE[EENE ) 1 EWER L £,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



Cisco DCNM D7 v 75 L—F |

. GUI Z&F L #= Cisco DCNM @ ) 1) — R 11.2(1) FF21Z 1M13(1) M BME(1N) ~ADT v FTTL—F

RTv74

ATy T5

« Elasticsearch (27 v 77 L — RO EMIENR RS, RO T — XA o —U 0N EENnE
ﬁqo

Elasticsearch indices need manual reindexing
Some Elastic Search indices are created with ES version 2.3.
Please reindex these manually and proceed with upgrade.
Reindexing package can be downloaded from CCO. DCNM Installer will now quit.

Tk AEHIETHIZE, [OK] 227V v 7 LET,
PMDB 5T — X ZHA T v 7 AL LT, T 77 L — REZBAtAE L F£7,

Note Elasticsearch 237 v 7' 7 L— RICHBMER 2 WIGE, VU —X 11527 v 7
L —RTDHHN, RNTA SV ARE—T XY T—XEH{A T v 7 AMET
HMENRHY T, VI —ZX115)IZT v 77 L— KT 2% L Z(Z Performance
Manager 7 — ¥ Z{R1FT 5 Z & IR L7285 13, CiscoTAC IZEAE L THHR—
ez s Z EEHELET,

s Elasticsearch 7 7° 7 L — RIZEHMEN H 256, F£7213 Elasticsearch DA 7 » 7 &
b5 T LZme. 7207 LET,

Elasticsearch £, U U —Z 11.5(1) ~® DCNM 7 v 77 L— RO—#HEL L THLT v 77 L —FR
ENET, Ty 77— FRETT5E, WOPMDBT — 4 OfA 7 v 7 LT D A »
UM ERESNET,

PM DB manual reindexing

PMDB Elastic Search index needs to be reindexed manually using the

scripts under INSTALL DIR/dcnm/dcnm/fm/reindexes/esmapping.
The old PMDB data will be available after reindexing.

Ty T T L—=FRET LD, [ET (Done)] 27 Vv 7 LET,
WDA =V PERINET,

Elasticsearch(ES) indices for historical Performance Monitoring (PM)
data need to be reindexed manually.
Check DCNM installation and upgrade guide for more details.

[OK] %7 U w7 LET,
Cisco DCNM U U — 2 11.5(1) —E A X HBEMIZBAA S N E T,

Note Ty L—R FabEATEPMDB 7T —4#%2HA T v 7 AMELERFA, ZOX
A7 HFETEITTHLERNHY 3, VU —A11.51) TUHIONA—= 3 oD
PMDB 7 —# BB T— 2 2 FEICTHA VT v 7 ZMETH0ERH Y E
4, PMDBT —4 ZF@CTHA 7T v 7 2T 2 FEICHOWTIL, 7y F 7/ L—F
#%IZDCNM SAN U U — 2 11.5(1) {Z PMDB % A > 7 v 7 A2{t3 %, onpage 115 %
ZHLTLLEEND,
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AL MA

k
YL b AR —JLEEL T CiscoDCNM %21 1) —X 11.2(1) £ N3N 15 NN ATy TTL—FF 3 .

VA R—J)LZEBELTCiscoDCNM Z 1) 1) —X 11.2(1) E£71-

T 11.3(1) A5 NN A~ATYTHTL—KT 3B

ATy I

11.2(1) BL O 11.3(1) THAR— F I TS Elasticsearch 73— = > 4%, 11.5(1) THAR— &
AU T % Elasticsearch & AHAMER /202, U U —R 11.5(1) 127 v 77 L— KT 5Hi1IC
Elasticsearch 7 —# O A 7 v 7 A F{ERT 2 M E R H Y 77,

T w77 L— K 227 U7 M., Elasticsearch DHIED NA— g BT w77 L— RIZHEMED
HLHMNEIDEMERLET, AHBENR2WGE, Ty ST — R e ARMEILLET, T
TTVL— R A7 VT NEFETTHHE. AREORWRT 4 —< A T PNEAE LT L X
T 7T — R ARNKTLES, 7—FE2HA T v 7 AL T, 7Ty 77 L—R%
BFATLET,

BEAF O Elasticsearch 7 — & ~X— A3 250GB % A 2. 551, Cisco DCNM H— 3%, ffA T v
7 AMERRETE T3 57292 500GB Z# 2.5 HDD A_X—AZMEL LET,

11.2(1) F£7/21F 11.3(1) 725 U U — & 11.5(1) ~~ Cisco DCNM Windows/Linux % 7 > 77 L — R
D121, UTFTOFIHREZFETLET,

Before you begin
« DCNM 11.2(1) £721F 11.3(0) BB L T\ D Z L 2R L E T,
« Elasticsearch ' —EAMEHAIRETH H Z & AR L T EE 0,

s T w7 L— REMBGTHENC, —/STEEH L TV 5 DCNM SANY A 7 hD$ X
TDA L AB LA (SAN I TAT Vb ETNAA R =32 —=U v DOl ZHCET,

« Windows ® DCNM SAN J&Bi D55, DCNM 7 v 7 7 L— R IZ TR TO 7 A )L A%t
WY 7 hU 2T ZERILET, VANVAEY 7 R =T BDCNM T v 77 L— K 7
nE A&7y 7T LHGENRSY £T,
TxTlb—varky N7y FIMAT, ROIEFETT v 77— REEITLET,
1. 794~V J—FR&7 v 77 L—RLET,
= 2EHGLET, T4~V J—RPMT—FZH/HA T v 7 AL ET,
2. BhHY J—FET T L—RLET,
=R EHGELET,
3 3F/HD/—F&ET w77 L—RLET,
P—EREZIBLET,

Procedure

DCNM H—b 2 &2 {51k L4,
Note Elasticsearch P —EANFEITINTWD Z L MR L E T,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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. YA LY b AR —JLEEL T CiscoDCNM %1 1) — X 11.2(1) £2E 1M3(1) 1 NN ATy TTL—FF 3

ATy T2

ATvT3

TxTlb—rarty Ty FIZoNWTCiE, Ty T L— REFITT 5 7= Elasticsearch 739
RCDO/)—FTHBHL WD 2R LET,

ALVAN=TDTONRT 4 TrANERE, ROTaXT 0 2EHLET,

INSTALLATION_ TYPE=UPGRADE
USE_EXISTING_ DB=TRUE

CiscoDCNM Y7 by =7 %4 v —KLieT 4 L7 MVICBEIL, kOa~>y REHERAL
Tl A v A M= &%FTLET,
dcnm-release.exe -i silent -f <path_of installer.properties>

Elasticsearch (27 v 77 L— RO BN 72 WA, 7Ty 77 L— RIEIELET,

error.properties 7 7 A M T — A v b—UNERINET, PMDBT— 4 52HA T v 7

2L T, Ty 7T L —REBHLET,

Note Elasticsearch 287 > 77 L — RIZHBIEN R WEE, VI —X 115 T v 77
L= RT DRI, NI =~ VA=V Y T—LEl{A LT v 7 2T HNE
DoV ET, VI—R11.50) 27 v 77 L— K95 & X|Z Performance Manager
TR ERFTH T L ERINL 785 1E, Cisco TAC IZHAE L CHAR— F&%T 5
TLEEHELET,

Elasticsearch 7~ 7' 7' L — NIZHHaMEN H 5554, £ 7213 Elasticsearch DA > 7 v 7 A%
ST LSS, 7ot 20367 LET,

What to do next

CiscoDCNM U U — R 11.5(1) B —E AL, 7Ty 77— ROETRIZHBINET, A7
X =y TORBATT v T —RDAT— X AR TE 7,

PMDB % A > 7 v 7 At 3% A vt —I%, denm_installerlog 7 7 A /WIZAEKR S IVE T,

\)

Note

Ty L— R FaEATIEPMDB 7T — 4428 A T v/ AL LER AL, ZTDOX AT % FH)
THEITTHXLENRHY 3, U U —R11.5(1) TLRHIOD/N— 3 > 0D PMDB 7 — & B33 703
G, T A ETFEHTHA LT v AMETHMERHY £5, PMDBT — % % FE#I CHA V7T v
7 46T D FIMIZHOW T, 7 v 77 L— F#%IC DCNM SAN U U — % 11.5(1) {2 PMDB %
AT v AMET %, onpage 115 5L T 7ZE 0,

WD A > — 5 denm_installerlog 7 7 A M & ENTNET,

Elasticsearch(ES) indices for historical Performance Monitoring (PM)
data need to be reindexed manually.
Check DCNM installation and upgrade guide for more details.
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7y ITTb—
eS|

&

ATy T2

7y 7Y L—F#&ICDCNMSAN ) 1) —X 115(1) ITPMDB 28B4/ > T v X9 % .

F#%(ZDCNMSAN ') ') —X 11.5(1) IZTPMDB 28B4 > T v

Elasticsearch 237 v 7' 7 L — RIZHEMER 2 WGE, VU —X 115 T v 77 L— R 5Hi
I, NI F—< LV ARR—=UF% T—HEHA LT v 7 2T 2H2HENH Y £, RT3 —~
VARF—=UX T—HDA T v I AEEERT DL, ROX AT BFEITLET,

BETF D Elasticsearch 7 — & ~X— A3 250GB 8 2 54%H . Cisco DCNM Y— 3%, HA VT v
7 ZER & SE T3 572912 500GB Z i %2 5 HDD AX— A& M3 s LE T,

JR 8 DRI

DCNM U U —2Z 11.2(1) 721 1131 BV U —RA 115() 27 v 77 L— R L72#&IZ, v
PM 7T =4 X=X A T v 7 A%HIRTHLENRDY £,

VU —211.5() 27 v 77 L— K9 5 & X|Z Performance Manager 7 — ¥ Z{R177 5 Z L &3
R UT5E1E, Cisco TAC IZHFE L THAR— b2 1F 2 2 L 24 L £,

FIE

esmapping 7« L7 RUICBEIL, ROAZ VT hE RO ET,
Windows - DCNM D4 -
* ReindexPMDBCurl.bat
* DeletePMDBIndexCurl.bat
GE) Windows DA & A b—/LZIE, curl 2 —7 4 U T 4 DRLELRGERHY £, curl
2—FT 4 VT 4 %A ARV LTLIEE, zip?Z 7 A /Ui, lesmapping 7 1 L
27k UIZ curl-win64.zip & L Tt S £,
Linux F® DCNM D4
* ReindexPMDBCurl.sh
* DeletePMDBIndexCurl.sh
UU—Z11.5(1) 27 v 77 L— K9 5 & &|Z Performance Manager 7 — ¥ Z (595 Z & % &
W L7=5E 1L, Cisco TAC IZHEHE L CHAR— b 22T 5 2 L &2H#ELE L £7,

Windows @ DCNM D4 1% ReindexPMDBCurl.bat A2 U 7 k%, Linux 341X DCNM O
ReindexPMDBCurl.sh 227 U 7 N34T L $£9,

27 VT ROFATRICZ T —NERINBNWZ 2B LET, A7 VT Aot hiae7 7
AL, TXTDT 7 ANDA T v 7 ARFERSNTWD Z & 2B LET,

PmdbReindex.log 7 7 1 /L'723 PMDB f§14 > 7 v 7 AL A7 U 7 MIAR S ET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B ovanso <o ciscosAN A7 v TH L— K

OVA/ISO T® CiscoSAN~DT7 v 7J L—F

J U —2 11.3(1) 7 5. OVASO IZ Cisco DCNM SAN %1 > & h—/L T £4, 7272 L. LI
DY Y—=ZDDCNM Z U U —A 113 ICBITT L2 LI TEETA, RDVIZ, OVA £7z
1% ISO T SAN f Cisco DCNM D #FHifii A > A b —/L % E1T L, Performance Manager 7 — % % 7
WA=V g mbA R —kLET,

\}

GE) 7o 7 L—RERGT LRI, b—3TEMH L TW\2% DCNM SANZY J 4 7 2 hOT_XTDH
ALVAR LA SANIZ TAT U FETNA R =X =X Dli)) ZHLCET,

FIEIZHSOWTIL, AZ L K7y F— R TCODCNMIRIET I A T 2ADA v IFA4 2 T o7
T —FRKDEv s a2 LTLIEEN,
PM 7—% D17

OVA/ISO ® DCNM SAN ~D7 v 7 7' L— K "R ZH Y £/ A, 7272 L, Cisco DCNM 11.3(1)
DOFBA > A =L TlE, DY U —AD 5 Performance Manager 7 — ¥ 28775 Z LN T
TET,

CiscoDCNM U U —R2 11.5() 1T v 77 L — RT512iE, IROT v 77 L— R RZAZEHL
£

AV TAY T T L= REMBALEZ 11401 25 11.50) ~DT v 77 L—F
cAUTAL T T T L= REFEHLIZ11.3(01) 226 11.5(1) ~DT v 77 L— R
cAVTAY T T T = REMEHLEZ 11.3(1) 5 11.401) ~DT » 77 L—FK
* 11.2(1) SAN 7°5 11.3(1) SAN OVA/ISO
« 11.1(1) SAN 7>5 11.3(1) SAN OVA/ISO

« 10.4(2) SAN OVA 75 11.3(1) SAN OVA/ISO

VU —R11L5() 27 » 77 L— K9 5 & X|Z Performance Manager 7 — ¥ Z{R{77 5 Z & &
R U72%A 1L, Cisco TAC IZHIFE L CH AR — MaZT 5 2 & 2 H#ELE L £,

\}

(3¥)  Performance manager 7 — ¥ Z 4T3 % HilZ, Cisco DCNM 11.3(1) T Performance Manager 73 %
IELTWAZ LR LET, 777 L— RN5ET L6, Performance Manager 7 — 4 X
LA THONERNH Y 7,

\}

(GE)  Cisco DCNM 11.3(1) THi7=ITUE S =7 —Z1d, 1T L 7= Performance Manager {7 — ¥
ICE#ENET,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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A2 E7OY E—FTODCNMEET T54 7 20154 7vToL—Fk |

OVA/ISO BB DA, CiscoDCNM U U —Z 11.5(1)IZ7 v S 7 L— R L7=#%. SANZ 147
VRERET A ARV BRET ARNCGEAEE TR T AMLERSH Y £, FEHEELE
i 521, appmgr afw update-cert-decnm-client =~ > R&FH L £,

BV ) —XH 50D SAN Insights T — 4

Y U =25 @ SAN Insights 7 — X (IR X T X 5720, 2B T EICEH INET, SAN
Insight 7—# %Z %1 L\ > DCNM 11.3(1) OVA/ISO A A h—/UIZBAT L2\ L 2 BEID L E
D

T7 7V I TNT =< AE=Z Y T EER LT D5E1E, ZOHOFIEEZHEH LT
Performance Manager 7 — X% # AT L £ 7, 7272L. ZOFIATIL, Elasticsearch T AN R
WOTRTORNFNa—SnNET, Lo T, ZOFIEEZFETT DRI, KOa~v K
AL TDCNMIZT — 4 %A R U — 7 L TCNDHE AL v F D SANInsights 7 — Z & HIFR L
£

<DCNM Ingtall Location>\decm\fm\bin\FMGeneric.bat com.cisco.dcbu.analytics.CleanupSaninsightES
<switchname_in_lowercase> <switch _ip_address>

C:\Program Files\CiscoDCNM\dcm\fm\bin\FMGeneric.bat
com.cisco.dcbu.analytics.CleanupSanInsightES mds9396t-174145 XXX.XX.XXX.XXX

ZIZTHE, Bl A A ML ENTCiscoDCNM 11.3(1) T 77 A T 2 AZPM T — X & F4T
TAHFEIEICHOWTHALET,

AR R7Y E—KFTODNMRETZ7 TSATUORADA US54

7T L—

ATy T

BEFEDODCNMIZH LWDCNM 28k 2 2 & T, A1 TF7A4 0 T v 77 L — R TDCNM %7
TV — RV ET, AV TA4 2 T 77 Lb—FKE, DCNM 77V 7r— 3 v & iEH)
THRNCT T U ¥ v v aZ2BETHLIICLTIEIN,

2B RT7ry T— RTCDCNMRAET I A4 T o 2% T v 77 b— R+ 5121%., IROFEE%
EITLET,

)

Note

P — /R TIAITEIN TS DCNM SAN 7 7 A 7 > k & Device Manager D3 XTDA  AH A
LTS Z L 2R LET,
Procedure

CiscoDCNM 7 7S A T v A avyy—iza s A4 LET,

Caution VAT DB RN = ABEE AT LTV AR WS, a2 Y — /L7213 SSH
BHTDCNM a7 F 4 5 7-TNZ, SYSTEM RESOURCE ERROR 3 #R &4
¥4, 3V —L/SSHEH TDCNM IZV AT LB Eou 74 28 FH LET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B 25 k700 T FCODNMEEF F54 7 VRO V54V FyTTL—F

ATy T2

ATvT3

ATv74

ATvTh

ATvT6

ATy T17

*OVA DA VA M—=NDHE  RA MHIZEMINZOVF 77 L— T, £7 Vw7 L
T [ERJE (Settings)] > [Web 31 > Y — )L D#2E) (Launch Web Console)] Z &R L £,

cISODA VA N—VDH : KVM 22 Y — )L E X UCS (N7 A X)) 3V — L &R
LET,

Caution SSHE v v a b A T4 T v 77— REFTLAENTL SN, vz
VNBEALT T RNL, Ty T LU= RBRRERIIRDIENDHD £,

EJ el E

DA~ REFITLTAZ Y —r tyva U EERLET,

dcnm# screen

THICEY, avr REEFTE LBy v a vMERENE T, Coav s R, Yo Ry

MERINTWRWEE . E30M S 72hE6 THIEIT LT £7,

appmgr backup 2~ > REFEHLCT SV r—vay T—20ONNy 77 v 7= L ET,

Note SAN Insights BERESEXE SAIL TV DG EIE. ZOFIEEZIFAT LRV TS EE W,

dcnm# appmgr backup

DCNM Y — NOANEN D DZ RGN AN I T v 77 A Ve a’—LET,

sua<> REMEHALT, /root/ T4 L7 hMlicu 4 LET,

decnm# su
Enter password: <<enter-password>>
[root@dcnm] #

Note ISO%T 4 V7 hUIZ~w T N DHRHNT, /root/ 7ANE—ICT 7 EATEHT
LEmERLET,

denm-va.11.5.1.is0.zip 77 A /VZfREE L, DCNM 11.5(1) ISO 77 A NVET v 77
L—FR4TA5DCNM By b7 v 7ND /root/ 74NV E—ICT v 7 a—RKLET,
mkdir /mnt/iso =~ > RAEHA LT, iso & WIHILRIDO T 3+ VF 2B L £,

[root@dcnm] # mkdir /mnt/iso

/mnt/iso ZANH—DAZ L R7ry By b7 v FIZDCNM 11.5(1)ISO 7 7 A V&~ T
FLET,
mount -0 loop <DCNM 11.5(1) image> /mnt/iso

[root@dcnm] # mount -o loop denm-va.ll.5.1.iso /mnt/iso

/mnt/iso/packaged-files/scripts/ |2 # L C ./inline-upgrade.sh A7 V7 h #5T L £ 7,

[root@dcnm] # ed /mnt/iso/packaged-files/scripts/
dcnm# ./inline-upgrade.sh
Do you want to continue and perform the inline upgrade to 11.5(1)? [y/n]l: y

Note CiscoDCNM U U —Z 112() 5B 7 v F 7 L— R 5B DI, # LV sysadmin
NAT—=REANTHLIITROENET,
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ATvT8

ATvT9

ATy 710

ATy TN

ATvT12

A2 E7OY E—FTODCNMEET T54 7 20154 7vToL—Fk |

7'v 7 hTH LV sysadmin o—H— XA T— RE AN LET,
Note CiscoDCNM U U —Z 112() 257 v F 7 L— R 5B DI, # LV sysadmin
NAT—=REANTHLIITRKROENET,

Enter the password for the new sysadmin user: <<sysadmin password>>
Enter it again for verification: <<sysadmin password>>

Ty T VU= RNETTEHE, TTI7ATUANHRELEd, FHidhtg, SSH\root 77 & A
137 7 4V b TERZ /> TWE T, sysadmin = —H—&HH L £,

11.2(1) BLU11.3(1) THAR— F 3TV 5 Elasticsearch 73— 5 0%, 11.5(1) THAHR— F &
AU T % Elasticsearch & AHAMER /202, U U —R 11.5(1) 127 v 77 L— KT R
Elasticsearch 7 —# O A 7 v 7 A F{AERT 2 M E R H VY 77,

WD A=V PNERSNET,

R R R R I I I E b b E E I b IE h dh b b E Ik b b b b b dh b b b b b h b b b b b b b b b b b b b b E b E b b b b b i

WARNING: Elasticsearch indices for historical Performance Monitoring (PM)
data need to be reindexed manually.

Check DCNM installation and upgrade guide for more details.
R R R b I I E b b b b E b IE E dh b b b E b b b b b b b b b b b h dh b b b b E b b b b b b b b E E E b b b b b i

MR A v E—URFRRINET, [VIZANLT, 777 L —FREHFITLTI IV,
T T T L—FRDOETHIZ, VAT AR) T—RFLET,

appmgrstatusall =2~ > KZfEH LT, DCNM 77U 7r—3 3 U MEREL T D Z L A RER L
ij_o

[root@dcnm] # appmgr status all

CiscoDCNM U U —2Z 11.5(1) BDIEFIZA Y A h—/L SN TW5DH Z & 2T 5I121X. appmgr
show version =~ > RZfEH L E9,

[root@dcnm] # appmgr show version
Cisco Data Center Network Manager
Version: 11.5(1)

Install mode: SAN Only
Standalone node. HA not enabled.

exit 2w R&EEH LT, screenty a2 T LET,

[root@dcnm] # exit

DCNM t > N7 v 7 OF X TOFHE / — K6 denm-va-patch.11.5.1.is0 7 7 A V&7 '~
Y FLET,

Note S0 77 A NVE <UL MEBRT DEIC, screen By a b B R TTAXLERLY F
‘é—o

[root@dcnm] # umount /mnt/iso

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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. 10.4(x) SAN OVA/ISO/Windows 7% 5 #7 L LY DCNM 11.3(1) OVA/ISO ~0) PM T — 5 81T

What to do next
W LT v VAL TDCNM Web UL lIca 74 0 LET,

\}

Note U J—=11.3(1) TI&, sysadmin & root L—F—D /XA T — REFE—TixdH Y £ A, 11.501)

W7 w77 L— KT 2% L sysadmin 3 X O root —H—D /N2 T — NIfEFFI N E T,

7ei2L, T v 77 b— R#&IZCisco DCNM Ty 7 7w 7 L850 % FATT 5 & | sysadmin = —
P—lXroot =P —=NENRAT— REMAT 5720, WHO2—V—2FE LAY — K&

FT, BaNET Lieh, MAD2—HF—DNAT— R FEEFTEET,

[EX5E (Settings)] 7 A = %27 U v~ L. [DCNM ME#H (About DCNM)] Z 384K L £ 3, R
LicA VA M=V A THFRLTHRTEET,

HVWPMT — % | d Elasticsearch | ZfRFF S 41 FE 77, Elasticsearch (X, Cisco DCNM Web Ul, [ v
L a/R— F (Dashboard) ]. [~NJLR (Health) | & [E# (Administration) ]. [DCNM#—/\
(DCNM Server) 1. [H—/\ZAT—4H X (ServerStatus) |DIEIZIEIRT S &, A>T v/ R
MBELRRENET,

VU —211.5() 27 v 77 L— RK§ 5 & Z|Z Performance Manager 7 — ¥ Z{R177 5 2 L &%
R UT28A X, Cisco TAC [ZHEHE L CHAR— b5 Z E &R L £,

Performance Manager 7 — % Z {79 5 Z & Z i8R L 723551, Cisco TAC [Z#EfE L CHAR— k
EZTHZEEAHRLET,

SAN Insights 7 —# Z{# ] L T Cisco DCNMH—/3113(1) #7 v 77 L — K45 &, DCNM
P 311400 O—EOT —F PRI ILET, AT E D, Cisco DCNM Web UL DU < D
2@ SAN Insights < — VIZFRENDBUEDOT — X ITERENAE T ET,

10.4(x) SAN OVA/ISO/Windows %" 5 7 L LY DCNM 11.3(1) OVA/ISO ~( PM
T—RBAT

U —2 10.4(1) OVA %713 10.42) OVA T, /87 4 —~ > A ¥ F— % |3 RRD & F— ¥
NR—ZAL L THEALTI_XTOraw T — % ZR-1F L £ 9, CiscoDCNM X, RRD 7 7 1 L %2
T —HRXR=RBATTH72DDA T4 VBT A28 LET,

10.4(1) £721% 10.4(2) OVA 7 —# % 11.3(1) OVAISO 24T 5121, RO TFNEEZ FEIT L 7,

FIE

ATv 71 DCNM 104 (1) £721%1042) — " ZAEE L ET,

» Windows D& : C:\Program Files\cisco %#l Systems\dcm\dcnm\bin (ZFEHE)
L ¥, StopLANSANServer.bat #¥ 7NV 7 Vv 7 LT, —ER&EIELET,

s Linux DA : /root ~DOu 7 4 LEJ, /root/Stop_ DCNM_Servers ==~ > R&2fH L
T, ¥— EX%FJ}:L?:E‘B“O
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ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy F1

ATvT8

ATy

10.4(x) SAN OVA/ISO/Windows %\ 5 %7 L LY DCNM 11.3(1) OVA/ISO ~ D PM T— % %17 .

RRD 7 7 A VREEE STV A /usr/local/cisco/dem/fm/pm/db (ZHBEN L £97,
RRD 7 7 A VW ELRRGHTIICa Y —LET,

Windows O34 : [RRD] 7 7 A )V 74NV E &7V v 7 L, [AE—(Copy)] 27V v 7 L%
T, BRI T 4 V7 FUVICAREZMY £,

Linux : = &"— Jusr/local/cisco/dcm/fm/pm/db/<<rrd_directory>> % 5247 L T, 3XTDORRD 7 7
ANERRRT 4 V7 PUICat—LET,

H LA A F—/LENT- DCNM 11.3 (1) SAN OVAISO — T, L7 77V v 7 ZHt
LET,

777V v 7 HHEO%, [SAN I (SAN Collections)] ZHNZ LT, N7 4 —~< L A ¥ 1 —
Ty OWEEBRB L ET,

Cisco DCNM [Web UI] > [E (Administration)] > [DCNM H#—/\ (DCNM Server)] > [¥—/Y X
T —4A A (Server Status)] > [/8 7 +#—< >R 3 L% 4 (Performance Collector)] % 3&# L £,
[AT—H# A (Status)] F & FEZR L £7,

Cisco DCNM Web UL 135 /37 p—< L A v X2 — V¥ BT — X ZINET 57202, DCNM H—
X% 60 ~70 FFRTLET,

appmgr root-access permit =~ > R& i/l L T, DCNM #—/3~D root 7 7 & A Z 2k L £
j—o

11.3(1)DCNM #— 3T, /usr/local/cisco/dcm/fm/pm/db/ 7 4 L7 b VIZKEEI L 7,
HWDCNM b Z D7 4 L7 FUIZRRD 77 A bz a2 —LET,

chmod-R777 2~ RZMHH LT, TXTDRRD 7 7 A WM T 55400 B L OEZ AL
FEBR A LE9,

[E (Administration)] > [DCNM H—7\ (DCNM Server)] > [¥—/\ X T—4 X (Server Status)]
EIRL 7,

WRIT7F—< A AL X P —EREELET,

[7%2 23 > (Actions)] 51T, [H—ERXDELL (StopService)] 7 A 2 %27 U 7 LT, /X7 4—
~VUA ALy F = RAEEIELET, [Y—EXDBEIEE (Re(Start) Service)]7 A 2> & 7
Uy 27 LT, INELZRMBLET,

6 e Data Center Network Manager admin 3

A | Administration / DCNM Server / Server Status

Status Total 8
DCNM Server Actions Service Name Status
10.106.177.26 10.106.177.36 Database Server Running
localhost Search Indexer Last updated: 2019-12-02 22:30:00
localhost . [ Performance Collector Running. Collecting 188 entities. 99% response in last hour. last DB update: 2019/12/02 22:57
10.106.177.158 . ] Performance Collector Running. Collecting 77 entities. 100% response in last hour. last DB update: 2019/12/02 22:57
10.106.177.152 SMI-S Agent Running
10.106.177.152 Nexus Pipeline Running
10.106.177.152 Elasticsearch Running

10.106.177.152 SAN Insights Running

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B 0 B850 1200 BEs S 1130) OVAISO DFRA © R F—ILAD PM F— 5 DFSFT

RRD 7 7 A VD EIZ K - TE, BATIZO D DRMP RS R 2 ENHV T, T -2 DOBAT
%I, BITL7Z 3R CTORRD 7 7 A /L8 dbo_backup {22 E—SFE T, Web Ul 25 JEE
TS ERRTEET,

11.1(1) B LT 11.2(1) LLEH S 11.3(1) OVA/ISO DFHIRA VX F—JLAD
PM T—42 D17

\)

G¥)  Windows 7 =5 L—y a3 D5 —Z % U J—2A 11.3(1) SAN OVA\ISO B #BITT& £ A,

A A F—L113(1)OVATiX, U777V v 7 &EBRHL, X7 —v A3 —V¥
ZEBCLET, HWVWTFT—FF 113 ICA VR —rTH L&, T—4% 11.3(1) DEEGFEDT —
ZIZEH L ET,

11.1(1) F£721% 11.2(1) DCNM Windows /X7 # —~ > A ¥ 31— % T — 4 % 11.3(1) SAN OVA\ISO
BEFIIBATT 51213, ROFIEZFATLES,

FIE

ATFYT1 HODONM A= a2 o CHfERE T — 2 2= LET,
Web Ul T, [E¥ (Administration)] > [DCNM H#—/\ (DCNM Server)] > [—/N KT—42 X
(Server Status)] Z#BER L EF, N7+ —v L A IR =V ¥ DIEELIEIL L ET,

AT 2 \\DCNM Install Directory\dcm\elasticsearch\data\IZ&HbH/37 4 —<1 A ¥ FK—
CXWET AL N Ty ANDNRy I T vy T ERELET,
FTRTOTZ 7 ANEEML, 7 7 AN RZRRGITIRFELET,
GE) JEfE L7z 7 7 A WiZidroot 74 H & ) — RBELOT —F B AT _XTOVT

T A NVEIBEETT,

[root@dcnml73 ~]# unzip -1 nodes.zip
Archive: nodes.zip

Length Date Time Name
0 10-15-2019 04:34 nodes/
0 10-15-2019 04:34 nodes/0/
0 10-15-2019 04:34 nodes/0/indices/
0 10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/
0 10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/ 0/
0 10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/

615 10-15-2019 04:33 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/segments 11

0 10-10-2019 00:28 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/write.lock
82 10-15-2019 03:58 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/_lay.dii
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ATvT3

ATvT4

ATy TH
ATvT6

1M1(1) 5 & T 11.20) LA 5 11.3(1) OVAISO DF#RA > R k—L~n PM F—2 0715 [

2037 10-10-2019 00:28 nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/ state/state-13.st
0 10-10-2019 00:12 nodes/0/node.lock
0 10-15-2019 04:34 nodes/0/ state/
4668 10-10-2019 00:24 nodes/0/ state/global-7.st
71 10-10-2019 00:12 nodes/0/ state/node-0.st
129921151 487 files
[root@dcnml73 ~]1#

11.3(1) DCNM H$—/3-Ci&, appmgr root-access permit =~ > R&{#H LT root 77 & A%
DCNM H— N2l L F 7,

JEfE U727 7 A VEH LS A > A b—/L L7= DCNM 11.3(1) SAN OVA\ISO #— 3 2 v — L F
—é—O

GE) EM LI 74N arT oY ERERT V7 P ab—T&E7,

DCNM 11.3 (1) Windows SAN 7 7T A 7 LV AT/ T —~< L A w3 —V ¥ ZE1E L £ 7,

appmgr migrate-pm-es-data =~ > RZHEH L TRT7 4 —~v L A v 32—V ¥ T—X BT L T
ﬁ—o

G¥) HWAR= g3 VDO DONM AR T p—< VA w3 —U % T—EARBITEINT-%. T
NI NI A=A IR —V Y T—IBEEINET,

dcnmll-3-1# appmgr migrate-pm-es-data nodes.zip
stop elasticsearch
Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...
Archive: nodes.zip
creating: /var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/

creating:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/
creating:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/indices/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AJ72Xv0SXKEXaDIIDModw/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AT72Xv0SXKEXaDIIDModw/ 0/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AJ72Xv0SXKXaDITModw/ 0/ index/

inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72X%v0SKKEXDOModw/ 0/ indexd/segrents 11

extracting:
/var/afw/iols/data/elasticsearch Cisoo afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72X%v0SXKEXaDITModk/ 0/ index/wrrite. lock

extracting:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AT72X%v0SXKEXaDOIMMock/0/index/ lay.dii

inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72%0SKKEXEDIIMMod/0/index/ ay.dim
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B 1100 55011200 Linux BIEEA 5 11.301) OVAISO DF#RA © R F—ILAD PM F— 5 DT

ATy 17

ATvT8

ending: inflating:

/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/QEEhtSWBxyRoTlktrw/_state/state-13.st

extracting:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/node.lock

creating:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/ state/

inflating:

/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/ state/global-7.st

extracting:

/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/ state/node-0.st

Started AFW Server Processes
Started AFW Agent Processes
denml1-3-1#

F—ANBITEND ETBLE 30 oML ET,
docker ps=t~ > R&fiH L CHIMERRR D AT —F A &8 LE T,

denmll-3-1# docker ps

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS NAMES

8dfa2935cb0d 127.0.0.1:5000/afwapiproxy:2.0 "/bin/entry.sh"

20 seconds ago Up 17 seconds 0.0.0.0:443->443/tcp AfwApiProxy
6839a3d88cb4 127.0.0.1:5001/saninsightpost:1.0 "java -XmslG -Xmx7..."
20 seconds ago Up 17 seconds

saninsightpost Cisco_afw.9%hfm7g3g0l6y7as0f8ed4e288m.qgk3gw8adwmlg7pg8k4rsxigme
6bbdff07fc8a 127.0.0.1:5001/epltwo:2.0 "/bin/sh -c /usr/1l..."
22 seconds ago Up 19 seconds

epltwo Cisco_afw.9%hfm7g3g0l6y7as0f8ed4e288m.0newcO0fzplfrqt0818xjjdx5h

896336c7689%a 127.0.0.1:5001/saninsightcol:1.0 "/bin/pipeline.sh "

23 seconds ago Up 20 seconds

saninsightcol Cisco_afw.%fm7g3g0l6y7as0f8ede288m.vzgkxe8owuf9yl8icawns3abw
9bc609916781 127.0.0.1:5001/dcnmelastic:5.6.7_11.2.2 "/docker-entrypoin..."
25 seconds ago Up 22 seconds 9200/tcp, 9300/tcp

elasticsearch Cisco_afw.9%hfm7g3g0l6y7as0f8e4e288m.owdosoyelrco3rrd790429zky
ee78966aef89 127.0.0.1:5000/registry:2 "/sbin/entry.sh"

26 seconds ago Up 23 seconds

registry cisco afw.l.xwsd9lty6oajfp7ukfvw2iutd

cc635ab41796 registry:2 "/sbin/entry.sh"

42 seconds ago Up 40 seconds AfwAppRegistry

appmgr restartall =~ > K& L C DCNM $— "\ ZH s L £,
DCNM P ZE L, HILWART =< VAR =T % T2 THEHR T 2 £ TI00F L £7,

11.1(1) B & T 11.2(1) Linux LA S 11.3(1) OVA/ISO DFIRA VX F—JL
~DPM T—32 DT

\}

G¥)

Linux 7 =7 L—y 3 > OF7—% % U U —2Z 11.3(1) SAN OVA\ISO B Z BT T& 1A,
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&

ATy T2

ATvT3

11.1(1) & & T 11.2(1) Linux LUEA 5 11.3(1) OVA/ISO DFFRA >~ R b—ILA~D PM T—42 DFAT .

FRA A R—L1L3(1)OVATIE, MUZ7 77V v 7 EBRHL, "7+ —< U A3 —Ty
EHOICLET, EWTF—2% 1130 I v R—=brTBL&, T—F% 11.3(1) OBFEDOT —
ZITEH L ET,

11.1(1) £721% 11.2(1) DCNM Linux /X7 4 —~ > A ~F%— % F—4 % 11.3(1) SAN OVA\ISO
JEBICBATT H1TiE, ROFIEEZFATLET,

FIE

T DONM N— g CHIFFR BT — A 2 {EZ1E LET,

Web Ul T, [BEE (Administration)] > [DCNM H—/\ (DCNM Server)] > [—/\ R T7—2 X
(Server Status)] Z BN L £3, "I+ —~v A TR—T ¥ DIEZIFIELET,

\\DCNM Install Directory\dcm\elasticsearch\data\Il& D/ 7+ —~v A vR—
CAWNET ALY N T ANDNAY T v T ERELET,

TRCOT 7 ANELEHE L, 77 A NVELERRGANCRTELET,
Gx) ML= 7 A il root 74V EE ) — RBIXORXTF—F N Aoz _XTOYT

7 j‘/l/&\‘zﬁ%‘gfcﬁqo
[root@dcnm] # unzip -1 nodes.zip
Archive: nodes.zip

Length Date Time Name

10-15-2019 04:34 nodes/

10-15-2019 04:34 nodes/0/

10-15-2019 04:34 nodes/0/indices/

10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKEfXaD9IDMbdw/

10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKEfXaD9IDMbdw/0/

10-15-2019 04:34 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/

615 10-15-2019 04:33 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/segments_ 11

0 10-10-2019 00:28 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/write.lock
82 10-15-2019 03:58 nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/0/index/ lay.dii

2037 10-10-2019 00:28 nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/ state/state-13.st
0 10-10-2019 00:12 nodes/0/node.lock
0 10-15-2019 04:34 nodes/0/_ state/
4668 10-10-2019 00:24  nodes/0/_state/global-7.st
71 10-10-2019 00:12 nodes/0/_state/node-0.st

129921151 487 files
[root@dcnm] #

zip-rmyPMData.zip/ 2~ FEEH LT, 3 X_XTOT7 7 A NEEML, 77 A NVE LR
TR FE L £,

G HEHE L7 7 A4 ViZidroot 74 VA L ) — RBI T —F B AT _XTOYT
T A IVE BB TT,
[root@dcnm] # zip -r nodes.zip nodes

adding: nodes/ (stored 0%)
adding: nodes/0/ (stored 0%)
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B 1100 55011200 Linux BIEEA 5 11.301) OVAISO DF#RA © R F—ILAD PM F— 5 DT

ATv74

ATy TH

ATy T6
ATy 71

adding: nodes/0/indices/ (stored 0%)

adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/ (stored 0%)

adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/ (stored 0%)

adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/index/ (stored 0%)

adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/index/ 1l4o.fdx (deflated 2%)
adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/index/ lbsm.fnm (deflated 87%)
adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/index/ lcsl.si (deflated 23%)
adding: nodes/0/indices/CMzGQjhtS-W3xyPoTlktnw/3/index/ lbsm.si (deflated 38%)

adding: nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/2/ state/ (stored 0%)
adding: nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/2/ state/state-0.st (deflated 5%)
adding: nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/ state/ (stored 0%)
adding: nodes/0/indices/5AJ72Xv0SXKfXaD9IDMbdw/ state/state-3.st (deflated 9%)
adding: nodes/0/node.lock (stored 0%)
adding: nodes/0/ state/ (stored 0%)
adding: nodes/0/ state/global-7.st (deflated 72%)
adding: nodes/0/ state/node-0.st (deflated 7%)
[root@dcnm] #

11.3(1) DCNM H$—/ 3G, appmgr root-access permit =~ > R&{#H L Troot 77 A%
DCNM H— N2l U FE 9,

JEfE U727 7 A VEH LS A > A b—/L L7= DCNM 11.3(1) SAN OVA\ISO #— 3 2 v — L F
—é—O

GE) EM L2774V arT o ERERT V7 P ab—T&E9,

DCNM 11.3 () Linux SAN 7 7T A4 7 LV A TR T p—< LV A w3 —V v &EIELET,

appmgr migrate-pm-es-data =~ > RZHEH L TR T7 4 —~v L A v 32—V ¥ T—X BT L F
ﬁ—o

G¥) HWAR= g3 VDO DONM AR p—< VA w3 —U % T—EABRBITEINT-H%. TD
N3 NI+ =V ARV Y T—FBEEINET,

dcnmll-3-1# appmgr migrate-pm-es-data nodes.zip
stop elasticsearch
Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...
Archive: nodes.zip
creating: /var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/

creating:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/
creating:

/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/indices/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AJ72Xv0SXKEXaDIIDModw/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AT72Xv0SXKEXaDIIDModw/ 0/

creating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AJ72Xv0SXKXaDITDModw/ 0/ index/

inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72X%w0SKKEXaDOModw/ 0/ indexd/segrents 11
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ATvT8

ATvT9

11.1(1) & & T 11.2(1) Linux LUEA 5 11.3(1) OVA/ISO DFFRA >~ R b—ILA~D PM T—42 DFAT .

extracting:
/var/afw/ols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72X%0SKKEXaDITModk/ 0/ index/wri te. Jock

extracting:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/5AT72X%v0SXKEXaDOIMMock/0/index/ lay.dii

inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/SAT72%0SKKEXEDIIMModk/0/index/ lay.dim

ending: inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/indices/QEEThtSWBxyRoTlktriv/_state/state-13.st
extracting:
/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/node.lock

creating:
/var/afw/vols/data/elasticsearch Cisco_afw/usr/share/elasticsearch/data/nodes/0/ state/
inflating:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/ state/global-7.st
extracting:
/var/afw/vols/data/elasticsearch Cisco afw/usr/share/elasticsearch/data/nodes/0/ state/node-0.st
Started AFW Server Processes
Started AFW Agent Processes
denmll-3-1+4#

F—ANBITEND ETBEZE 30 oML ET,
docker ps=t~ > R&fliH L CHIMERRR D AT —F A& z8 LE T,

denmll-3-1# docker ps

CONTAINER ID IMAGE COMMAND

CREATED STATUS PORTS NAMES

8dfa2935cb0d 127.0.0.1:5000/afwapiproxy:2.0 "/bin/entry.sh"

20 seconds ago Up 17 seconds 0.0.0.0:443->443/tcp AfwApiProxy
6839a3d88cb4 127.0.0.1:5001/saninsightpost:1.0 "java -XmslG -Xmx7..."
20 seconds ago Up 17 seconds

saninsightpost Cisco_afw.9%hfm7g3g0l6y7as0f8ed4e288m.qgk3gw8adwmlg7pg8k4rsxiqgme
6bbdff07fc8a 127.0.0.1:5001/epltwo:2.0 "/bin/sh -c /usr/1l..."
22 seconds ago Up 19 seconds

epltwo Cisco_afw.9%hfm7g3g0l6y7as0f8ed4e288m.0newcO0fzplfrqt0818xjjdx5h

896336c7689%a 127.0.0.1:5001/saninsightcol:1.0 "/bin/pipeline.sh "

23 seconds ago Up 20 seconds

saninsightcol Cisco_afw.%fm7g3g0l6y7as0f8ede288m.vzgkxe8owuf9yl8icawns3abw
9bc609916781 127.0.0.1:5001/dcnmelastic:5.6.7_11.2.2 "/docker-entrypoin..."
25 seconds ago Up 22 seconds 9200/tcp, 9300/tcp

elasticsearch Cisco_afw.9%hfm7g3g01l6y7as0f8e4e288m.owdosoyelrco3rrd790429zky
ee78966aef89 127.0.0.1:5000/registry:2 "/sbin/entry.sh"

26 seconds ago Up 23 seconds

registry cisco afw.l.xwsd9lty6oajfp7ukfvw2iutd

cc635ab41796 registry:2 "/sbin/entry.sh"

42 seconds ago Up 40 seconds AfwAppRegistry

appmgr restartall =~ > R&ffH LT DCNM $— " ZH s L £,
DCNMBAZE L, HLWART 4= VAR =V T —ZITHHT 2 TI00fE L £,
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B or—=ozx<2—sv57—5%rnv773s

—

NITA—XIARAIR—TY T—RZFAvTT 3
N

Note

ATy T

ATy T2

WL AIE, CiscoTACICHEHE L THR— " 2Z 17D 2#RLET,

VU —R 115 IZT » 77 L— K§ 5 & X2 Performance Manager 7 — ¥ Z (77 5 2 L &

Performance Manager (PM) 7 —# % K v 745121, WOFIEZFETLET,

Before you begin

*DCNM 7 7 ITA T UV AREBHEL TCWA Z 2R LEST, (RZ U RTaro7 w7 s
L — Ras)

e 72T L= arERELTVWAEAIE. DCNM 7 =25 L —3 g VEREDTRTDH ) — K
DEMEL WD EZ2MRLET, (=T b—var vy N7 v 7T

Procedure

SSHt vy v aralEiL, ROa~ F&2FTLTPMDB A 7 v 7 ZA&2FKRLET,
Performance Manager 7 — 4% X—AD PMDB 1 > 7 v 7 A& HFE L 7,
RIHlZRLET,

dcnm-root-11-4# curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2448 100 2448 0 0 4523 0 ——:t-=:1-= —=—:1--:-— ——:-—:—- 4524
green open pmdb cpumemdata rb-CJf-NROmy8M3mO-7QkA 5 1 7286 0
1.4mb 760.2kb
green open pmdb ethintfratedata P18gMKdPTkCODvOTomYAdw 5 1 9283 0

2.4mb 1.2mb
fpmdb | WD T LT 4w T AR T I ARFRRINET,

Cisco DCNM Web Ul C, [EH¥ (Administration) 1> [/N\T74A—< 2 ADEETE (Performance
Setup) ]>[LAN I L% < 3> (LAN Collection) ] Zi&R L £,

FTRTDAA vy FLaLrya 2 BNIT LT, T_XTOF =y 7Ry 7 ZA&2A7ITL,
&R (Apply) 127V v 27 LET,
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NIF—IVAIF—Tr T—2% 0V TT5 .

A Administration / Performance Setup / LAN Collections

For all selected licensed LAN Switches collect: Trunks || Access [ | Errors & Discards || Temperature Sensor Apply

Performance Default Polling Interval

v

b4

v

| = Fab-1-externalfab

B 9k _aragon

B Co3108TC-FX_116

Bl C93108TC-FX_41

Bl sk 72

Bl N77-TGEN-195
Bl ok 27

Bl NoK-coz32C_28
A NOK-CO3B4C_49
BA NoK-Co504_44
Bl sugarbowl_56
Edl suharbowl_57

]& Fab-2-ClassicLAN

B nak_utopia_70
B swich

_'; == Fab3-otherswitches
(] B ND13-P1-A1

Bl N6K-960-63

[ test

| = Default_LAN

5 Mins d

AT v 73 [EE (Administration)] > [DCNM H—/\ (DCNM Server)] > [H—/\ X T—4 X (Server Status)]
IR E7,

AT w74 Performance Collector h—t Z|Zxt LT, [727 ¥ 3+ (Actions) |FIDOEILT A2 %7
LT, T—FINEEELELET,
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© . Data Center Network Manager

A | Administration / DCNM Server / Server Status

Status
DCNM Server Actions Service Name Status
localhost Database Server Running
10.106.228.37 | Re-init Elasticsearch DB Schema | ge e Last updated: 2020-12-13 16:30:00
|
10.106.228.37 [ Performance Collector Stopped
10.106.228.37 | Stop Servigl ‘ Clean up PM DB stale entry(s) ‘Agent Running
‘ 10.106.228.37 Elasticsearch Status:yellow, Docs: pmdb_*=0
0.0.0.0:123 NTPD Server Running
‘ 0.0.0.0:67 DHCP Server Running
0.0.0.0:2162 SNMP Traps Running
0.0.0.0:514 Syslog Server Running

ATv TS HIBRT A 2% 27V 7 L, Performance Manager 7 — ¥ _— A& {HE L F7,
ZDOT U a il kY, Performance Manager 7 — & X — ANDOE W R U BHIBRSINET,
AT w76 [FHWHIL (reinitialize) 174 2> %2 U v 2 LT, Elasticsearch 7 — 4 ~_X—A A% —< DA
T v I AERFERLET,
Z OEEIL, Elasticsearch 7 — 4 ~X— A (D Performance Manager 7 — % % {2 L, Performance
Manager Z FEE LET, ETTD2ETEDDPDLL5E1HD £7,
AT w71 [Continue] 7 U v 7 LET,
Performance Collector %h— B AD AT — X% AN [{Z1E (Stopped) ] LFrnInFET,

ATV T8 kOav s REHFEHALT, $XTOPMDB = b ZHIBRLI-Z L 2R LET,
c VU —=R1LI) DT v 77 1L— KA
curl https://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
e V=2 112() oD T v 77 L—N
curl https://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
e VU —=Z2 13 DT v 77 L—FKH
curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
VU =2 1140) HDOT v 77 L— K
curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb
RI“HlZEzRLET,

denm-root-11-4# curl http://127.0.0.1:33500/_cat/indices?pretty | grep pmdb

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2244 100 2244 0 0 3638 0 -—:=—:t-— ——:i——:-- —-—:--:-- 3636
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ATFY 79 DCNM DY U —2 11.51) ~D7T v 77 L— RiZtERET,
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TATRE VAN (NI TYTELD
1&It)
ZOEFX, WO TR INLTWET,

\)

GCE) Zok®Z 3%, Cisco DCNM OVA/ISO DA A h—MZDO @M SnEd,

e AXZ K7 DCNM > b7 v 7 TOD CiscoDCNM BL T 7 r—y gy 5—HD
Ny 7Ty 78 L UME L, on page 133
« VT AK By N7 w7 TD CiscoDCNM DO/ 77 w750 (135 X—)

A F7A>YDCNM Yy 7w T T Cisco DCNM &
SUOT7T)5—2a 0 T—3DN\v I T7vTEELUVERT

SHBLIORN T TN 2a—F 4 7D, CiscoDCNMT F U r—3 g0 F—Z DRy 7
Ty T EERTEET,

\)

Note 1 J—=11.3(1) TiL. sysadmin & root —H#—D /X2 T — RZFE—TiEH Y A, 11.501)

T w77 L— K925 L sysadmin B X O root —H—D/RAT — NI E T,

7eiZL, 7y 77 L— Ri%IZCisco DCNM TNy 7 7w 7 &8 u w3473 5 & | sysadmin = —
P —ldroot 21—V —NEHRAT— REMEKT D720, MHFO2—F—NE U NAT— 2L

ET, BNZETLEDL, MTO2—YF =D/ AT — 2 ZEHTEET,

CiscoDCNM B LI OT AU r—a v =Dy 77 v FEERT HI21%, IROVEEE2ELT
L/i‘a_o
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B <5 r70openM Y b7 9 TTO Cisco DOINM BE U7 T —Lay F—EDR I 7 v THEUER

ATv T
ATy T2

ATy T3

ATv74
ATy TH

ATvT6
ATy T17

ATvT8

ATvT9

Procedure

SSH %A L C Cisco DCNM 7 /' Z A4 7 Rl 74 LET,
appmgr backup 2~ REHHLCT SV r—var T—2DONNy 77 v 7B LET,
dcnm# appmgr backup

U U —2Z11.4(1) LAF%E, Cisco DCNM TiL, Ny 77 v 7% U E— |k scp b—NRFTE D
cron Va T ERETEET, AT TVa— I Nu I T v T EHRET DH-DHIT, appmgr backup
schedule =~ > R&EMHLET,

dcnm# appmgr backup schedule [day] <hh<hh>:<mm>
[destination <user>@<host>:[<dir>]]

R T T T ANELEERBEFICat—L, DCNMT7 794 TV A&k vy hEDT L
F9,

AVAR=ALINTNDL VM AELH7 U 27 L, [EIR (Power)] > [EBIEA 7 (Power Off)] % 3R
Li‘é‘@

HILWDCNM 7 774 7 o 2% BB L £,
VM OFBPNA /o765, [aA2Y—IL (Console)] #7527V v 7 LET,

DCNM 7 7' I A 7 UV ARRESNTND Z EE2RT Ay E—UREHEICRRSNET,
BT A EHITT 22T, 77 UFICURL 22— L TR (T £E7,

DCNM Web f A —F Ul C, [BE (GetStarted)] %7 V v 7 LET,

Cisco DCNM A > A b —F DBEE T, A7 ar R¥ 28R LET,

AT w7 2, onpage 134 THERSINT=NY 7T v 7 77 A NVEFIRLET,

DCNM O B A #it1T L £ 97,

[ (Summary)] % 7 C, EEDFEMZ MR L ET,

HIDO X TIZBEN L CREEE LT HI21E, [l (previous)] #27 UV v 7 LET, [41 VA F—ILD
iR (Start Installation)] %7 U w7 L, &R L7 EBE— RO Cisco Denm (R4 7 77 4 7 >
AAVAM=NETTLET,

HEATRUAN—DRREN, BT L=t 77— BfF0#EY, B3LTA X h—Hofk
RN RR SN ET,

FRIEF RS —1Z 100% & RS- 6, [#1T (Continue)] #27 V v 7 LET,
F—=ANETTENTZS, appmrstatusall 2~ RZEH L TAT—X A &R LET,
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5524 £y k7 ITO CiscoDINM /3w 57 v T [

HS5RAA Yy 7w TTHCiscoDCNM D/ Ny T v

EET

ATy I
ATy T2

ATvT3

ATvT4

BHBLORN T TN 2a—TFT 4 7D, CiscoDCNMT F U r—3 g F—X DRy 7
Ty T EERTEET,

CiscoDCNM 7 T AKX ® o N T v CTT—X DNy 7T v 7 LI EITTHI2E. ROEE
EFEITLET,

1R BRI

appmgrshowha-role 2~ > RZHH LT, 7277 47— n_ERXZ A —R—REIHEL T
WHZEETF v LTHERLET,

1)
TIT 47 ) — RCTROBIEZFEITLET,

dcnm-active# appmgr show ha-role
Native HA enabled.

Deployed role: Active

Current role: Active

AR A ) — R TROBIEEFATLET,

dcnm2-standby# appmgr show ha-role
Native HA enabled.

Deployed role: Standby

Current role: Standby

FIE

SSH #ffifH LT CiscoDCNM 7 75 A4 7 Alza /A LET,

TIT4TRBIOARX U ANADWEDT TI7AT A, BIOT R TOa Va—T 47
/— RTappmgrbackup 2~ > REHEHLT, 77V r—rar T—20ONR "y 77 v 7%
BLET,

dcnm-active# appmgr backup

dcnm-standby# appmgr backup
denm-computel# appmgr backup
dcnm-compute2# appmgr backup
denm-compute3# appmgr backup

TRCDO)— KON I T T 77 ANEEERGHTICa2E—0L, DCNM 7T 7547 v A%
VY AT LET,

AVAR=NLENTWDE VM EZL7 Y v 7 L, [BIR (Power)] > [EiIRA 7 (Power Off)] % &R
LET,

2250 CiscoDCNM VY —R 115 TS I7A T A% A=V LET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B /525ty 79 7TociscoDeNM D3y 57 v T E 5

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

GE) RARNBRLRIDOT 27 4 TBEORRZ ARNAA T TFIAT o RAE—ET DT L&k
ABLET,

FIEIZDWTiE, [CiscoDCNM DA VA h—)L| 5L T 70,

390 CiscoDCNM 2 B a—F 47 ) — K& A M=V LET,

G¥) RAMEBURIOa L Ea—T 407 J—RE—HTHZ 2R LET,
FlEIZOWTiE, [CiscoDCNM 2> Ea—F 47 J—RDA A M—)b] R L T
él/\o

WDa<vy REERALT, §XCH /) —KRT /root T4 V27 MIIZT7®ALET,

dcnm# appmgr root-access permit

WROa<wy REFERLT, 7774 7BIPRZ N, J—=RTT LA M) ZEIELET,

dcnm-active# systemctl stop pmn-telemetry
dcnm-standby# systemctl stop pmn-telemetry

Woa<wy REFHLT, CLIKEY e RA&E L, 77T 4T ERF L RL Ry T v
T T ANERURANAT) — REEITLTDHLIIC, BEAEEHFELET,

GE) 8t % . Active, Standby, Computel, Compute2, 35N Compute3 D[R] UNEF THE
T+5E 21 LET,

dcnm-active# APPMGR ALLOW_RESTORE=1 appmgr restore <dcnml-backup-file>
dcnm-standby# APPMGR ALLOW_RESTORE=1 appmgr restore <dcnm2-backup-file>
dcnm-computel# APPMGR ALLOW_RESTORE=1 appmgr restore <computel-backup-file>
dcnm-compute2# APPMGR ALLOW _RESTORE=1 appmgr restore <compute2-backup-file>
dcnm-compute3# APPMGR ALLOW _RESTORE=1 appmgr restore <dcnm2-backup-file>

T NEIxENT G, appmrstatusall 2~ REFHLCTAT—X A &R LET,

RDRARY
W7 LT vy L& L TCDCNM Web UL 74 LET,

[7 7Y r—3 3 > (Applications)] % 71Zi%, A A h—/L L7= DCNM JEBH CHFATH DT T
DY —EARNFRINET, [ZrEa—TF 47 (Compute)] ¥ 7 %27 Vv 7 35L, CISCO
Denm Web UL THIH S NTREEOH LW a v B a—F 4 VI BRFRENE T,

JIGARNZ AV a—T 40 ) — REBINT A0, 3>\, EBREA O [Cisco
DCNM a7 4 FXal—val ARl O VTR ) —FR~DarBa—T7 4 70BN
FEBLTLEE N,
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https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/installation/lanfabric/cisco-dcnm-lanfabric-install-and-upgrade-guide-1151/installing_cisco_dcnm.html
https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/installation/lanfabric/cisco-dcnm-lanfabric-install-and-upgrade-guide-1151/installing_cisco_dcnm.html#task_ach_gfs_bhb
https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151/applications-framework.html#task_kl2_wml_sgb

| T4¥22UANYRvI 7y TEEVHESR)
5524 £y k7 ITO CiscoDINM /3w 57 v T [

\)

(X))  DCNM ZA VA h—)L T BN 7 T AZ LI=F— REFNZ Lo - =841%. appmgr afw
config-cluster =~ > RZMEH LT, a2 a—T 47 77 RAZ A LET, FIEICH
WX, [CiscoDCNMLAN 777V w7 a7 4Xalb—var ARl o larvea—
F YT TTAREBENNCT D] EERL TSN,

AT 4T )= KRRV a— b ST T —H A T VBT, BT L L
. Elasticsearch = > 7 FITEEN L EH A, —HOT7 7 A VT AT AP L T2 ATREMEDN
HVFET, ZOMEEMRRT DD, fsck-ya~r REfHALCE—7F— R Tarta—
T4 7 J—FREBELET,
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https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151/applications-framework.html#concept_kfn_psx_whb

FAHREYARY (Ko 7y TeLUER) |
B /525ty r7yTTnciscoDeNM DNy s Ty T EfER
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Irh-7:|::
5 2

274704 —ILEETO Cisco DCNM D
=T

ZOETIX, 77 AT 7+ —/LDEH% T Cisco DCNM & EITT 2 HFEICOWTHHAL £,

« 77 AT U4 — /L% TD Cisco DCNM D F1T, on page 139
CHABIN T AT T —/LDORE (152 =)

27470+ —ILE#% T Cisco DCNM DZE1T

BE, BEONRBLIRT —Z 2 X137 7 AT VA= M Lo THBESNE T, 2F D,
DCNM X7 7 A 7 7 4 — /L OEZRIZERE S4LE T, Cisco DCNM Web 7 71 7> k. Cisco
DCNMSANZ 7 A 7 > K, CiscoT "A A3 —U ¥ ERtIL7 7 A4 7 U+ —/L&@im LET,
£/, 77 AT U H—/Lid. DCNM % —,3t DCNM EFH R T A ZOMIChE T £,

Cisco DCNM U U — % 11.0(1) LABETiZ, DCNM SAN 27 71 7 > b, HTTPS i"— b 443 T
DCNM SAN H— L D@ BB L ET, 7272L. DCNMSAN 7 A4 T hETFNA A <
=V XIEMGFE LT ANA A LEEBEEFELET, 754 A % — v [Z DCNM SAN H#—
Ul ZfEfH L ClEEIT&, DCNMSAN Y — D a T F 2 FNTEIMEL £, T34 A w3 —
X ET R AL OBEFEE, FRNCEITINTWDEA LRERICED Y $H A,

DCNM SNMP #—/3¢ DCNM SNMP 7' 1 3 % —E 2L, DCNM SAN 7 7 A 7> b £721%
FNRA A <=3 —V %, DCNM H— 3D D SNMP i#{EZ7% E Al#E72 TCP AR— k (T 7 4 /v b
1£9198) ZfEH L £9,

Performance Manager|d, 7 —ZWWEIZT 7 4+ /L N CTCPEZEM L £,

UDP SNMP_TRAP = — 7%/ /R— kX, Cisco DCNM-SAN B LT A R = 32—V ¥ Djfj 5T
1163 ~ 1170 O T, Cisco DCNM-SAN Client 35 & TY Device Manager 1%, i ff Al RE 72 f 0] D
UDP R— h &2 LT, SNMP & %1555 LET,

WDAT— KA RO Ry MERIZE ST, T3 A R —T % 5 SNMP JSEIZHEHT 5

UDP 7"— M Z @R TE £,
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T 74 T4 —ILE%TO Cisco DCNM DEFT |
B -7 79— &% ciscoDoNm DEfT

» Windows 7 A7 b v 7" Cid, C:\Program Files\Cisco Systems\MDS9000\bin T o
L2 b U ® DeviceManager.bat 77 A VNDIRDAT— AL MaTraA s MLE
—g—o

rem JVMARGS=%JVMARGS% -Dsnmp.localport=[localport]

[localport] 23ZEVNTUWN 5 = —H1 /L AR— ~ DIED LA,
S

Note  Windows VM T netstat-nab =~ > F&Z%E{TL T, javaw.exe 7
BERATCHEHAINTWAER— MR RLET,

« LINUX 7 A7 kv 7" Cl&, $HOME/.cisco mds9000/bin7 4 L7 U ®D
DeviceManager.sh 7 7 A VINDIRD AT — R A faTraAr FLET,

# JVMARGS=S$JVMARGS -Dsnmp.localport=[localport]

[localport] 23ZEVNTWN % B— AV R— F DIEDLGE,
AT T4 TN TAT MO ANSNDGEDAZ o F— A= I, =N 7 7
AT U —NEBEHITLETERTETEEA,

eth0 (Mgmt) > % —7 = A A, DCNMWeb 7 A 7> b, DCNMSANZ A4 T >k, 5
AR RRZ=V %, BLOTZ 77V w7 T4 ZAANVIEREIET, LLTDORIT, etho
(Mgmt) (ZH#H & ET,

WKDFEIZ, DCNMWeb 7 547> h. DCNMSAN 7 5 A4 7 h, T34 2 <w3%— %, SSH
74T, BXODCNM YV — HOBEICHEHAINDITXTOR— FO—EE2RLET,

R— rEE “JorajL Service Name aA3Zaz=H—2 3 |EE
VAR

22 TCP SSH SSH 7»& DCNM | #1#8~D SSH 7
SAN H#— IR AIF T a

T,

443 TCP HTTPS 25 47 R | Cisco DCNM Web
DCNM SAN #— | 7 7A T b,
N Cisco DCNM SAN

TITATRNING
Cisco DCNM H—

2\

1099 TCP Java RMI 7547 ke | Cisco DCNM SAN
DCNM SAN %— |7 TA T~ b6
2N P
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274794 —LE%TO CiscoDeNM =T ]

R— &S

Jokran

Service Name

OZSaz=4Hh—i3

VAR

e

1163 ~ 1170

UDP

SNMP_TRAP

TN AN
SANZ A4 7T
rB LT R 2
3R =Ty

Cisco DCNM SAN
74T RE
Cisco T/3A A <
F—=VxiE, LT
HFHDOR— b Zff
)Eﬁ l_/\ij-‘o

2443

TCP

HTTPS

74T G
DCNM #—3

P—NIZEET D
7012, A&
k=L T
T, f A —JL
56 7. DCNM
IIAR—FEPAL F
T

P NIZRET D
T=biz, A&
k—LHiz
DCNM SAN
OVA/ISO |Z D F
VBT, DCNM
SAN H— %,

A A N—ILDTE
T LB ZOFE—
FEEA T £,

3528

[TCP]

JBOSS

JI7AT G
DCNM SAN #—

A

Wildfly JBOSS
CORBA-IIOP

3529

[TCP]

JBOSS

74T RG
DCNM SAN #—

VA

Wildfly JBOSS
CORBA-IIOP SSL
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B -7 79— &% ciscoDoNm DEfT

R— rEE Jokal Service Name A3az4H—3 |FEE

9198 UDP/TCP SNMP Cisco DCNM
SNMP 7' &%
P— BRI,
Cisco DCNM SAN
7447 NET
I% Cisco 7 731 A
e S
Cisco DCNM #—
/[ > SNMP i
{812 TCP 7R — b
(77 4/ FTlX
9198) #fEH L £
R
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274794 —LE%TO CiscoDeNM =T ]

R— B2 Jokrall Service Name AZIazH—3 3 |EE
VAR

SAN 7 247
h, T4 A=
F—=T ¥ b

DCNM SAN H—

A

SNMP 7' 1z & 73
i JH /I RE 2R &
IX. Cisco DCNM
SAN 7 A4 7T~
KRBT D
2—#)L R— b
(UDP) F72i%
9198 (TCP) % 7
UHEDTERLFE
o AR— M
client

—Dsnmp. localport
EHEALCEET
TET,

SNMP 7" 2 & 73
R TRE 72 &
I%. Cisco 7 /31
e S @/
ZENTWHEr—T
Jb AR—h

(UDP) F7-i%
9198 (TCP) %7
UEDITER L F
T, A— M,
server.properties
77 A IVTERT
TET,

DCNM SNMP 7
o %L, SAN
7747 NER
(IT A A~

2= ¥ HE B
BTN AT
BEcxd, B
RIGET INA AT
DCNM SAN #—
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T 74 T4 —ILE%TO Cisco DCNM DEFT |

R— &S

Jokran

Service Name

OZSaz=4Hh—i3

VAR

e

NIZEEFEEND
SNMP 2% %

SAN 7 747
FBEOT A 2
S bl d )

EHENET,

DCNM SAN 7
AT hET RS
A TF—T ¥

IZ. SNMP &%
B&T 5701
DCNM SAN #H—
N AR— k9198 (&
T HMEE DR — b
MERE ST
DYICEIET D0
ERHY FT,

L—TEHHAEIC

61616

[TCP]

Avg—v

DCNM SAN 7 <
AT G
DCNM SAN ¥ —

VA

eth0 (Mgmt) £ % —7 = A A{X, DCNMWeb 2”7 74 7> k. DCNMSAN 7 747> ~, T

IAARRZ=V %, BEXOT7 77V w7 T4 ZAANVIMERSET, LLTORIE,

(Mgmt) I[ZHH S vE,

WDFIZ, CiscoDCNM H—_E 77 AT U4 —/LDELLNTKRA FAJRERZE DD H—
ERABOBEICHEHESNATXRTOR— M —EFR - LET,

eth0

R—+ES

Jakran

Service Name

QOXa=4H—¥3

VAME

)

49

TCP/UDP

TACACS+

Cisco DCNM SAN
H— 75 ACS
P

ACS H— 3,
T7AT U AV
DOWT IO
20 ET,

53

TCP/UDP

DNS

Cisco DCNM SAN
H—/\7 5 DNS
P

DNS H—/ (%,
T AT TF—Ib
DN ORI
20 ET,
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274794 —LE%TO CiscoDeNM =T ]

P — 325 NTP
T

R— B2 Jokral Service Name J3a=4H—Pa|EE
VR
123 UDP NTP Cisco DCNM SAN |NTP #— /[

T AT I H—)
PN a Wi i [ha
B FET,
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B o775+ L&#®To CiscoDENM DT

T 74 T4 —ILE%TO Cisco DCNM DEFT |

R— B2 Jokral Service Name J3a=4H—Pa|EE
VR

1521 TCP Oracle DCNM SAN H#— | Z 4%, Oracle
3B Oracle H—,373 DCNM
F e R R BRA KN~ D
P MBI A A b —

NENTWBEE
(LT,
Oracle ¥ — /313,
BMOR—KFTY v
AT HEIITH
ESNTWDHEHE
NhHOES, O
e, 5o
R—hEEBET S
WEED B T,
Note DCNM
SAN
DA
A
}\ —
JUN
Iz
Oracle
—
2N
e
k%
R
T
ES
7
A
A
}\ —
V1%
otk
TE
Cacy

-
—

e
T
Et
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274794 —LE%TO CiscoDeNM =T ]

@ Cisco DCNM
SAN H—

R— &S Joran Service Name aSa=H—3 3 |BE
VR
5432 TCp postgres Postgres ¥— 3~ | DCNM OF 7 +

IV AR N—
LTI, ZOR—
MINEH Y 5
Ao

Z X, Postgres

73 DCNM 7R & b

~ T DINRICA
VA R—=ENT
WHEEITHET
R
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T 74 T4 —ILE%TO Cisco DCNM DEFT |
B -7 79— &% ciscoDoNm DEfT

R— B2 Jokral Service Name J3a=4H—Pa|EE
VR
9198 UDP/TCP SNMP DCNM SAN 7 &

AT, TRA
A TR —=V I
5 DCNM SAN
PN

[l SANEBIYU U—Z 115(1) ® CiscoDCNM o © R h—LELUVT v FH L— K H4 F



| 774794+ —)L&®TD Cisco DCNM DEFT
274794 —LE%TO CiscoDeNM =T ]

R— rEE Joral Service Name aA3a1=45—>3 |EE

Cisco DCNM
SNMP 7' & &%
F—E X%,
Cisco DCNM SAN
744 T NET
1% Cisco 7 /N4 A
B S e
Cisco DCNM #—
/N[ D SNMP 18
{ED72%, DCNM
SAN #—/3T
TCP R— bk (&
74V FTlE
9198) Z i L £
R

SNMP 7' & &% 12
BET D012,
Cisco DCNM SAN
74T RHZE
WwWaiTwspbue—7iaiv
~— K (UDP) %
72139198 (TCP)
VA VNN N
LEd, &~"—Fh
X, client
-Dsnmp.localportoption
EHALCEET
TET,

SNMP 7' & & /|Z
BT 57012,
Cisco 7/3A A <
F— T RZENT
WnHue—7nhv
~— 1k (UDP) #
721329198 (TCP)
BT B BTEER
LEd, A—F
(=
server.properties
77 A VTEET
EE

DCNM SNMP 7
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B o775+ L&#®To CiscoDENM DT

T 74 T4 —ILE%TO Cisco DCNM DEFT |

R— &S

Jokran

Service Name

e

2% 0%, SAN
TIAT U NET
1ZT7 A A =

2= BEEERS
BT NA AIZEPE
BiEcEY, FH
RIGET INA A
DCNM SAN #—
NZEFEEND
SNMP )25 %

SAN 7 747
B EOT A R
R e d )}

L—TX 554512
ERINET,

DCNM SAN 7 5
ATV REFA
A vR—=T ¥

1X. SNMPILE %
BT 57Dz
DCNM SAN #—
NAR— F 9198 (£
T EEDFR— b
MERE Z T
D) ICEET DM
EWRHY 9,

ethl JEBRZ 7 7V w VBT U NA TN R) A U0 F—T 2 AX, FT o7 AU K,
77—, Syslog, SCP, SFTP, TFTP. ##m 7 — 4 7, ISSU, SAN Insights {2 f 4L E

ERICANCE N

ethl JEEZ 7 7V w7 EBET U MAT AR R) ICEHISNET,

RDFIZ, Cisco DCNM H— 3 L E B R T S A AMOBEIHEHN SN LT X TOR— FD—
RarRLET,
R— B2 Joral Service Name aJ3Ia=4H—23 | EE
VAE
22 TCP SSH i 5 1A

s T
R PO REH
);HO

TS RIS A
/3 1 SCP (POAP)
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| 774794+ —)L&®TD Cisco DCNM DEFT
274794 —LE%TO CiscoDeNM =T ]

R— B2 Jokral Service Name J3a=4H—Pa|EE
VR
67 UDP DHCP S A
DCNM SAN #—
2N
69 TCP TFTP TR AnD |POAP 1T

DCNM SAN #—

7N

161 TCP/UDP SNMP DCNM SAN #— [UDP R— | 161
NINET A Z DRV T, R—
k161 T TCP %
R 57201
server.properties
R CTRESNT
% Cisco DCNM
514 UDP Syslog F A AND
DCNM SAN H—
A
2162 UDP SNMP_TRAP FONA ADD

DCNM SAN #—

N\
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T 74 T4 —ILE%TO Cisco DCNM DEFT |

R— &S

Jokran

Service Name

OZSaz=4Hh—i3

VAR

e

5989

TCP

SMI-S =— =
K

W7 7]

UARAVINSL VAN
A, ZHUE, R
k=5 R4
AWMU v AT D
 INSER

TV =
/5 DCNM H—
7N DCNM H—
INPA N L—
TraXxvl LTH)
fEL TWBHEE,

P—rINB DA B
L— T8 R
N— FEFIF, X
FNL—Y T34
AW A LT
WABSATIZ L » T
e E9,
5989, 5888, F7-
1 LZ DR — k
ThDHATREMED B
0DET,

33000

TCP

gRPC

T AN
DCNM SAN #—

A

SANT L XA U
AR =37

NDAZL T7ATO+—ILDETE

\)

GE)  ZiiE. DCNM OVA/ISO JERICO LM SN ET,

Cisco DCNM H— 3%, DCNM 12— )V 7 7 A 7 74—/ L FEEiL 5 IPTables /L—/L D& v

MR LET, 2D D/L— X, CiscoDCNM #AEIC
OSA v Z—T=ARZT7 27 EAL, SSH Z#H L T,
VT AT A= NVEBETHZEIXTEEY A,
B T T AT HE

T OFEEEL
AN

VB2 TCP/UDP AR — 2B X £,
—VEEETHZ LR NEe—h
Y

WX L CHEgsIc /e 720 . DCNM D

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K

MRBHAHTD, T77A T T4+ —L L—LEEELRNWTFE




| 774794+ —)L&®TD Cisco DCNM DEFT
nz2sn 7479+ —1ongE |

BEOEREIZR Yy NU—ZIZHIGT D729, Cisco DCNM TIZCLI ZfEA L TY U —XA
3 MO MED 7 7 AT U4 —)L —VERETEET,

\}

GE) IS DN VIR IE WK E RSN . NBEE—H L 77 A T 74— b— LA B L F
T, LEN-ST, ATy 28N oL— L 2 EEICEELET,

HNAZIN T 7 AT U= NVERET DO, DCNM Y —"E2Z7 7 r—a v &fEik
FREAHESHTILEIH Y FHA,

A

IE

il

IPTable 1%, #AE LTV BIEFE TA— WTHERIEN 2400 £, 06> T, gl X 0 RIE O
PL— LA A VA R LT BRENRHY 4, L— L OIEENERBEY ICT B0, TF R
h=F 4 ZIZTRTOL—NMAERKR L, FLOIEFETCLIZFTTHENTEXET, L—
ERET DUERBDHA, TRTOL—AVERI L, FLOIEETL— L ARETE &

R

HNAZIN T 7 AT U+ —/VTCIROBELFITTEET,

\}

(GEX)  SSH Zf#ifl L T Cisco DCNM V—_"TIF_RTCha<vr REEITLET,

HABL T7A4F724+—ILCL

appmgr user-firewall 2~ > FZFEH LT, WAX L 77 AT U+ — /L CLI T =—2 ~LT L&
Bl aFoR LET,
dcnm# appmgr user-firewall

dcnm# appmgr user-firewall - h

NARBLITFATI+—ILDIL—ILERET S
appmgr user-firewall {add |del} =~ FZEH LT, WAZ L T 7 AT U4 —/b )L— /L&
ELET,

appmgr user-firewall {add|del} proto {tcp|udp} port {<port><portrangenl:n2>}
[{in] out} <interfacename>] [srcip <ip-address> [/<mask>]] [dstip <ip-address>
[/<mask>]] action {permit |deny}

)

GE) HRILT7AT ULV A—E, =BV T 7 AT =N b—VEELLET, o
T, BESREERRHE L CWARWTEE L CHERLET,

Bl:BDHRBL T7AL T 94+—IL JL—IL

* dcnm# appmgr user-firewall add proto tcp port 7777 action deny
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T 74 T4 —ILE%TO Cisco DCNM DEFT |
B rxsao74791—nomE

ZON—E, TRTDOA F—T 2 A ATTRTCOTCPR—FT777T VT 7 4 v 7 %K
oy 7 LET,

* dcnm# appmgr user-firewall add proto tcp port 443 in ethl action deny

ZON—NFE, A HF—T A Aethl TTXTOTCP R— M3 FEFE T 74 v T &R
oy 7 LET,

* dcnm# appmgr user-firewall add proto tcp port 7000:7050 srcip 1.2.3.4 action deny

ZON—ViFE, IPT KL A 1234 1 HRE I T 5 TCP A — M#iFH 10000 ~ 10099 t
o7 4w a7 LET,

HRABL T7ATO4+—IL IL—ILDREF

appmgr user-firewall commit =~ > RZEH LT, FEBIRFIHIAZ LN T 74T U4 —)L )b—
NERFEL £,

)

GE) N—EEETLIENCZOa~y RE2FTLT, BRIV ERFTILERD Y £
7

FATATHARZINA J—RFTCHREAL I FZ7AT 94— IL—ILEALA VR +—ILT B

CiscoDCNM XA 7 4 7 HA &> N7 v 7 TlX, 7277 47 7 — KT appmgr user-firewall
commit #EfT7T 5 L X, L— IR AKX A J— RIZABMIZFEPSNET, 72720, HL
WL UE Y AT AFEEIRICOZEEL £,

N—)V & I AT 512i%, appmgr user-firewall user-policy-install =~ > R & L CTA %
Y )= RTHAZ LN T 7 AT Tt = = A=V LET,

HRBL TF7AT 74— ILDHIER
appmgr user-firewall flush-all =2~ > REFEH LT, T XCTOHAX L T 7 AT 7+ —/VE&H|

L £,
AR T 74T T4+ — )V EKAZHIFRT 5121, appmgr user-firewall commit =~ > K%
ALET,
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1—4—ERF—V

Z DT, Cisco Data Center Network Manager . —#— & —H — [ D 2 F—~ DIERL
WZDOWTHH L £,

o FrBl o — P —D1ERK, on page 155

« WAEL—H—DH L < A ¥ —~ % ERT 5, on page 156

HR1——D1ERL
iR —Y— 2Rl 51203, ROVEE4L2FEITL £,

Procedure

RAT9F1 DCNM 7774 T AD SSHERICe 74 LET,

AT w72 createuser username 2~ K& LT, Fiflla—V—%2/Elk L 7,

RT9T3 NRAT—R Tar7 NCHEMHRRSAT—REATLET,

AT w74 create schemausernameauthorizationusername z i L C, =—%— L [A] U4 R & FF O A
F—~alELE T,

AT w75 grantallonschemausernametousername # 5l L C, AF~—TT X CTOMEREGHZLET,

Example

KOHNL., FHa—F—2EfT 50 a~vy RO A HERLTWET,

dcnm# create user userl

password: password

dcnm# create schema userl authorization userl;
dcnm# grant all on schema userl to userl;
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1—¥—ezx—7 |

B oe2—v—ox < xx—~<zruss

BHFEL—F—DOH L RAX—TZERT S

ATy T
ATy T2
ATvT3
ATy T4
ATy T5

ATvT6

ATy 17

ZDHAT HETLT, BEfFEO2—W—IZx L TR CAERR SIS LW A F—~ 2 RFF L E
—§_QO

Procedure

DCNM 7 77 A4 7 AD SSH i RIcn 74 LET,

drop userusernamecascade =~ > R&fli I L T, BEFO2—H—% Fro vy 7 LET,

drop schemausernamecascade =~ > RZ{EfH L C, = —H =4 LR CARIOBMFED AF—~ %
Fey 7 LET,

create user username =~ RZEH LT, ¥l —HF—ZElk L £,

NAT— R 7uar 7 N THHIRNAT = e A LET,

create schemausernameauthorizationusername =~ > RZ{Ef L C, = —H — L[ CL4RTIOH L
WAF—< 2R L E T,

grant all on schemausernametousername z i f{ L ¢, A% ~—TT X COMHEREZHF L £,

Example

KOENL, FiHa—Y—2ERT A0 a~vy ROV AUV ERLTWET,

dcnm# drop user user old cascade

dcnm# drop schema user old cascade

dcnm# create user user_new

password: password

dcnm# create schema user new authorization user new;
dcnm# grant all on schema user new to user new;

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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« CA B4 ik E O LRFF, on page 157
» SAN Windows/Linux @ FEB]ZE&FE, on page 158
* SAN OVA/ISO DREMIEEH (166 ~—7)

CA ERFAILBHAEDRE
T T L— RRIZCABAAT & SSLAFHEAZREFT O LENRH 2 5E81F. RO TIEEZFATL
F9,
3 —R7xz7b—varty N7y 2R L, IMBCAGEAZELZEHT 2561L. ROTF
% 4T L ET,
1. 7=2F1L—33 20 DCNM — "% E 1 LET,

» Windows D34 : C:\Program Files\cisco %l Systems\dcm\dcnm\bin (2
#E L ¥£9, StopLANSANServer.bat X 7NV 7 U v 7 LT, y—ERX&EILLE
j—o

s Linux O35 @ /root ~Du 7 A4 LEJ, lroot/Stop_ DCNM_Servers =2~ > R % ff
ALT, y—be2%ELET,
2. 7A=Y —"OCAGEAELZAER L, RU CAGEHEEZ I S>OED XY H— T
ALET,
3. BT IA~Y —REZHEHL, RIIT=FL—arTEAFY —_"E )L
F9,
X —ARTONRAT— REZIFTA VT AZERTTHEE1EL. IROEGHTIZH D standalone-san
REFa A N CTEFTHLENDD Z EITHEE LT EEN,

< DCNM install root >
\decm\wildfly-14.0.1.Final\standalone\configuration\standalone-san.xml

keystore # 7L A J 7 AD/RAY — REEH L ET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



itsiz |
B san Windows/Linux oiEBRE B =

<keystore key-password>="<<storepass-pwd>> key-alias="updated-key-alias"
keystore-password="updated-password"
path="<DCNM install root>\dam\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks">

)

Note <<storepass-pwd> > |L, DCNM P— DA A M= VBRI AEREN D RA T — RLFF| T,
ZOXFHNX <install dir>/dcem/fm/conf/serverstore.properties 7 4 L7 RV
(2 Y £9, storepass-pwd @ denm.fmserver.token fii % Bt L £ 9,

Procedure

ATV TN WOGFHNOELEGERNEELNY 7T v T LET,

» Windows D34 :
<DCNM_install_root>\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

e Linux DA

<DCNM _install_root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

ATFw T2 CiscoDCNM U U —Z 11.5()IZT7 v 77 L—FRL%ET,
ATV T3 Ty 7T L— Rk, CiscoDCNM DT v 77 L— RENT"—V g v LR UEANCEREZ 2

E—L%T,
Note A7 v 7 1,0onpage 158 IZFLHk S TWAH D & [F CHATICEEE LY 0 — K9 5 20
HYET,

XATw 4 DCNM ¥— v 2 ZHiE#E L £,

SAN Windows/Linux QO iFEHEE

Z Z Tl&, Cisco DCNM CREHEZFHET D 3 2O FIEICHO W THH LET,
F—ANTDONRAT—RERITTA VT RAEERTTIHEHEIT. IROLGFTICH 5 standalone-san
RE¥F2 AL N TEFHTOIVNERNDHDZLICHEELTLEE N,

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\standalone-san.xml

keystore % 7/ (D/X AU — R & key-alias # 7 DA U7 A& RO L IITHHLET,

<keystore key-password>="<<storepass-pwd>> key-alias="updated-key-alias"
keystore-password="updated-password"
path="<DCNM install root>\dam\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks">
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\)

Note <<gorepass.pwd> >3, DCNMP— DA A F—VERICAR SN D XA T — RLFEF| T,
ZOFH|E <install dir>/dcem/fm/conf/serverstore.properties T4 L7 k1
(23 Y £9°, storepass-pwd @ denm.fmserver.token fii % Bt L £ 97,

ZITHE KONFIZONTHI L ET,

B2 E% SSLEIAEDEA

Procedure

ATY 71 DCNM H—E R &1 LET,

ATV T2 WOBFICHLF—A T OL4RTEETLET
< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

~

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks.old

ATY T3 a~v R7e 7 F) 5 <DCNM install root>\dem\java\jrel.8\bin\ (ZBHEIL 7,
<DCNM install root>\dcm\java\ljdkll\bin\
RATFY T8 kOawr REMHALT, BOBLMHELZERLET,

keytool -genkey -trustcacerts -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore
<DCNM _install_root>\dcm\wildfly-10.1.0.Final\standalone\configuration\fmserver.jks -storepass
<<storepass-pwd>> -validity 360 -keysize 2048

Note <<sgtorepass-pwd> > [X, DCNM H— 3D A A h— ) /VEFZAER I H /XA Y — K3
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ denm.fmserver.token fif & Bufs L £ 97,

ATy 75 DCNM #—bt 228t L E7,
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. Windows TH—V—LEHA L TAEAZERNER SN SHI5E SSLAIAEEEAT S

Windows T¥%—

V—ILEER L TS ERPER SN HI55 SSLAE

BREZEAT S

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

Procedure

DCNM #—E R &=L LE9,
WOBFZHDX—A N T OL4FTEEFELET

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks

~

< DCNM install root >
\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks.old

o~ R7a 7 M5 <DCNM install root>\dcm\javaljrel.8\bin\ IZBEH L £7,
<DCNM install root>\dcm\java\jdkll\bin\

WDa<y FEFEHL T, DCNM F—2Z 7 TABME X —7 24K L ET,

keytool -genkey -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore
"<DCNM _install_root>\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks'" -storepass
<<storepass-pwd>> -validity 360 -keysize 2048

Note <<storepass-pwd> > (£, DCNM P+ — 3D A > A b —/VIRFIZAER S D /XA T — R
FHITY, ZOXFHNL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd ¢ denm.fmserver.token fif z Hufs L £ 97,

AT 7" 4, on page 160 THRK S VA F—20 HAEEBE A ZR (CSR) 24K L E T,
keytool -certreq -alias sme -file dcnm.csr -keystore ""<DCNM install
root>\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks'" -storepass <<storepass-pwd>>

Note <<sgtorepass-pwd> > X, DCNM H— 3D A A h— ) )VEFFZAER I H/NA Y — KL
THITT, ZOXTFHL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ denm.fmserver.token fif & Bufs L £ 97,

Note denm csr 7 7 A /WiL, /usr/local/cisco/dcm/java/jdkll/binildH b F—
V=T 4 b7 MUIER S ET,

CSR % CA IZ#fE L. Base-64 B CEAf EHAET =— 2 X ua—RKLET, ZhiZ
X0, plb 77 A PMER SN ET,

CAH\ﬁ%%k%@ﬁ%%%PMﬁ7%ﬁcmb774ﬂjitiPMMpmn774w®ﬁ%
EBF 2L LTRMETHZENH D 5, CARERMLZPKCSTIEXOELEIE, AT v 77,
onpage 161 (B &) L TPEMERICEH L £§, CAVNPEMBER AU LZHEIE. AT v 78,
on page 161 [ZH#EAHFE T,
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ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

Windows TH—V—ILEEAL TREAEERNER SN SHI5E SSLAIAEZERAT S .

Openssl Zfffl L C, PKCS7REIET = — > % X509 GEETF = — AR L £,
openssl pkes7 -print_certs -in cert-chain.p7b -out cert-chain.pem

Note tiEma~<r R T, 2—W—2 cert-chain.p7b ®IE LWEFT~DHaxf /S A £ 72
ITFEXS S A DWNT IR L TS Z L 2R L £,

WO FNEIZHE > T, BHNTHFFEHEEZ A AR — L, KRiZrootitE%Z A A — L, B4
FEFEAFEZ KEIZA v AR—FLET,

keytool -importcert -trustcacerts -file cert-chain.pem -keystore

"<DCNM _install_root>\dcm\wildfly-14.0.1.Final\standalone\configuration\fmserver.jks" -storepass
<<storepass-pwd>> -alias sme

Note <<storepass-pwd> > (X, DCNM % — 3D A > A b —/VIRFIZAER S D /8A T — R
FHTT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y 7,
storepass-pwd @ dcnm.fmserver.token 1 % Buf5 L £ 9,

Note tieoa<r R T, 22— =2 cert-chain.pem 7 7 A /LD IE L WA ~DHaxt
INAETNTHR SADONT NN ZRAE L TWDH Z L 2 MR L E T,

TIA<Y =B ROAav L REEHLT, 727 b—var ty N7y 70K =
DARNT ZERR L £,

keytool -importkeystore -srckeystore
/usr/local/cisco/decm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -srckeypass
<<storepass-pwd of primary>> -srcstorepass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver2.jks
-destkeypass <<storepass-pwd-of-federation-server>> -deststorepass
<<storepass-pwd-of-federation-server>> -deststoretype JKS -alias sme

Note <<storepass-pwd> > (£, DCNM % — 3D A > A b —/VIRFIZAER S D /8 A T — R
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd ¢ denm.fmserver.token fif z Hufs L £ 97,

L fmserver2jks # 7 =7 L— g v =27 =T L— 3y =D
lusr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration = «+ L 7 k U |Z fmserver.jks &
LTkY £97,

T2T L=y a VREDT R TCOY =T, AT v 7 A7 v 7 9 onpage 161 & AT v 7 10,
onpage 161 ViR L £7,

DCNM #—bE 2 Zfis L £7°,

72T L=y a YRET, T4V b= 2FHOY = 3FHO—AZJEFITEH)
LET,

SANZ A4 7 FORBIZFENIT H7HOIC, 727 b—2a VRED2HFEH L3IFHO T —
O] 71 lusr/local/cisco/dem/fm/lib/fm/fmtrust.jks (2 & % serverl @ fmtrust.jks 2 = &°— L %
7
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B oinxcr—y— L EERLTHREERNER SN L 2= SSLAREEHAT 5

PR FNEIZOWTIX, SANZ 74 7 2 BLOT A XA w1 — U ¥ OFLH), on page 87 &%
RLTLZEN,

Linux TX—Y—JLZEAL TAEHAEERNER I NT-& =2 SSLEE
BEZEARAT S

ATy T

ATvT2

ATvT3

ATvT74

ATvT5

Procedure

appmgr stopdenm =2~ > K& LT, DCNM B —E 2 E72/EDCNM 7 7' U r—3 3 v & f%
LET,

WO DF—A T OARTEERLET,

< DCNM install root
>/dcem/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

HHY

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks.old

avy R Far T b b, W7 AV ITBEI L ET,
<DCNM install root>/dcm/java/jdkll/bin/

WhDa<y REFEHAL T, DCNM $—Z 7 CABMEBE X —7 24k LET,

Jkeytool -genkey -keyalg RSA -sigalg SHA256withRSA -alias sme -keystore
<DCNM_install_root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -storepass
<<storepass-pwd>> -validity 360 -keysize 2048

Note <<gtorepass-pwd> > |Z, DCNM H— DA > A h—)VIFIZAER S D /NA T — R
THITT, TOXTFHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd ¢ dcnm.fmserver.token fiE z Bif5 L £ 37,

AT w7 4,onpage 162 THEK SN TWB AT — 6, FEESZSLER(CSR) ZAERK L ET,
Jkeytool -certreq -alias sme -file dcnm.csr -keystore "<DCNM install
root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks' -storepass <<storepass-pwd>>

Note <<storepass-pwd> > (£, DCNM H— 3D A > A b —/VIFIZAR S D /8A T — R
FHITT, ZOXFHNL <install
dir>/dcm/fm/conf/serverstore.properties 74 L7 FUIZH Y F7,
storepass-pwd @ dcnm.fmserver.token fE % BufS L £ 9,

Note denm csr 7 7 A JWiX. /usr/local/cisco/decm/java/jdkll/bin iZ&H 5 F—
Y=L T 4 L7 M UIHER S ILE T,
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ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

Linix TH—Y— L&A L CHERBERSER S L = ssLiEEEEAT S |

CSR % CA IZi5{5 L, Base-64 X CEHEAF EEAETF = — 2 Xy on—RFLET, ZhiZ
X0, .p7o 77 A NIPMERENET,

CA %, FEIAE & BAGEHE% PKCS 7B (p7b 7 7 A V) £ 7213 PEM (pem) 7 7 A /L DFEH
EF - LTREETDZE08H Y 9, PKCS 7T CA NFEAET = — 24t L
WAL, AT v 7 7, onpage 163 [IZBE) LT PEM ERUCZEH#: L £4, PEM JER T CA 2NGEHE
Fz—rERMELESEE. A7 >~ 7 8, onpage 163 IZBEIL 7,

OpenSSL #{#ffl LT, PKCS 7 iEiETF = — % X509 it ETF = — oA H L 7,
openssl pkes7 -print_certs -in cert-chain.p7b -out cert-chain.pem

Note EiEna~<r R T, 22— —2% cert-chain.p7b OIE LWGAT~DHax /S 2 £ 7214
R XA DONT NN ERPE L TWDZ 2R LET,

WO FNRZHE - T, PNTHBFEAEEZ A AR — h L, KiZrootitlEZ A R — ML, B4
FEFEAFEZ RKEICA o AR—FLET,

Jkeytool -importcert -trustcacerts -file cert-chain.pem -keystore

<DCNM _install_root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -storepass
<<storepass-pwd>> -alias sme

Note <<storepass-pwd> > (I, DCNM H— 3D A > A2 M—)VIRFIZAER SV D /XA T — R
FHITT, ZOXFHE <install
dir>/dcm/fm/conf/serverstore.properties 7 4 L7 RV IZH VD £,
storepass-pwd @ denm.fmserver.token fE % Buf5 L £ 9,

Note tieoa<r R T, 22— =2 cert-chain.pem 7 7 A /LD IE LWGAT~DHaxf
INAETNIEG AN ADNT NN ZRAEL TWD Z L 2R L £ T,

TIA=Y =" bkDav s REEHLT, 727 b —var By N7y 7 THEH—A
DA LT 2R L E T,

keytool -importkeystore -srckeystore
Jusr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -srckeypass
<<storepass-pwd of primary>> -srcstorepass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver2.jks
-destkeypass <<storepass-pwd-of-federation-server>> -deststorepass
<<storepass-pwd-of-federation-server>> -deststoretype JKS -alias sme

L fmserver2jks # 7 =7 L—y g UV =27 =T L—T 3y =D
{usr/local/cisco/decm/wildfly-14.0.1.Final/standalone/configuration ¢ L 7 k U {Z fmserver.jks &
LTED £77,

TxTLb—2a VREDTRXTOY =T, A7 v 7 A7 v 7 9 onpage 163 & A7 v 7 10,
on page 163 Z# 0 K L E 7,

SANZ A7 FOEEBZAENCT HHOIC, 72T L—a VRED2EFEHL3IFHO Y —
/XD 71T Jusr/local/cisco/dem/fm/lib/fm/fmtrust.jks (2% % serverl @ fmtrust.jks 2 =2 £°— L F
R

P72 FNEIZOWTIX, SANZ 74 72 BLOT A X v 1x— U ¥ OLH), on page 87 &%
L TLEEN,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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. Linux T OpenSSL Z{fl L CAEBABERMNER SN 555 SSLEAIAEZ2ERT 5

ATFv 713 DCNM P —EXZBHIE L £,

TxTb—valrRET, T4~ = 2FHOY =3 3FH DOV — " ZJEEIEE)
L/\i‘é—o

Linux T OpenSSL Z{£ A L TAEBAZ ERMNER SN SH15E SSLAFEAE

ZERAT D

ATy T

ATvT2

ATvT3
ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

Open SSL A i U TR S AL 7- REHEZER Z ] L T Cisco DCNM T SSL EHE AR ET 5
WZiE, ROFNEZFEITLET,

Procedure

appmgrstopdcnm =~ > K& LT, DCNM % —ERAE7ZIEDCNM 7 7' U r—3 3 v &4g
LET,

KOG HF—A N7 DA ZEL L ET,

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks

~

< DCNM install root
>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks.old

a~< R 7m 7 R)>5H <DCNM install root>/dem/java/jdkll/bin/ ICBEIL £7.
OpenSSL Z{# il L C RSA f¥E X — & ER L E T,

openssl genrsa -out dcnm.key 2048

RDOa~y R LT, BOLBEAREHE (CSR) 24 L £,

openssl req -new -key denm.key —sha256 -out dcnm.csr

CSR %R EFREREIIZR(E L, Base-64 BN CEA EREHEF = — 2 ¥ v m— L&
T, ZHIZLY, pTh 7 7 A ABMER S ET,

CA X, FEMAE L BAGEHESL PKCS 7 (p7b 7 7 A V) £721X PEM (.pem) 7 7 A /L DFEH
EF - ELTRMETHIZENRH D £, CABPKCSTHEAZIRIEL TWBEAIE, AT v

"7, onpage 164 |28 LT PEM FERUCEH#H L 9, CA 23 PEM ERZ Mk L TW A 551%
AT w78, on page 164 |ZHEHE T,

PKCS 7 GEETF = — % X509 GEAET = — A H L £,
openssl pkes7 -print_certs -in cert-chain.p7b -out cert-chain.pem

X509 FFAAET = — o LB —% PKCS 12 B E# L £ 97,

openssl pkcs12 -export -in cert-chain.pem -inkey dcnm.key -out decnm.pl12 -password pass
<<storepass-kwd>> -name sme
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ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATy 714

Linux T OpenSSL Z{f L CAEBABERNER SN S5 E SSLEIAE AT S .

Note <<storepass-pwd> > (£, DCNM % — 3D A > A b —/VIRFIZAER S D /3R T — R
FHITT, ZOXTHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £9,
storepass-pwd ¢ dcnm.fmserver.token fiE & ufs L 47,

Note EiEoa<r FTdenmkey 8L RN denm.pl2 7 7 A /LDIE LWEHTIZ, 22— —
DR S A F T NTHRI S A D EL B ERMETH L 5 I LET,

PRIREE. root sEHE, BLOBAM ZFEHZFELRF UIEF TS o R—FLE T,

Jkeytool -importkeystore -srckeystore dcnm.pl12 -srcstoretype PKCS12 -destkeystore

<DCNM install_root>/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -deststoretype
JKS -alias sme -srcstorepass <<storepass-pwd>> -deststorepass <<storepass-pwd>>

Note <<gtorepass-pwd> > X, DCNM #— 3D A A h—)LERFZAER I H/NA Y — K3
FHITT, ZOXFHL <install
dir>/dem/fm/conf/serverstore.properties 74 L7 FUIZH Y £,
storepass-pwd ¢ denm.fmserver.token fif & Hufs L £ 97,

Note EfeD <2 KT, cert-chain.pem, denm.key, BLNdenm.pl2 DIE LW
it U Tkl S A 72 I3RS AL TS 2 2R L E T,

TIA=Y) =" bkOav s REFHLT, 77 L —var ty N7y 7 THHF—A
DA LT 2B L £,

keytool -importkeystore -srckeystore
/usr/local/cisco/decm/wildfly-14.0.1.Final/standalone/configuration/fmserver.jks -srckeypass
<<storepass-pwd of primary>> -srcstorepass <<storepass-pwd of primary>> -srcstoretype JKS
-destkeystore /usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration/fmserver2.jks
-destkeypass <<storepass-pwd-of-federation-server>> -deststorepass
<<storepass-pwd-of-federation-server>> -deststoretype JKS -alias sme

L fmserver2jks & 7 =7 L— gy =27 =T L— g v =30

Jusr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/configuration & ¢ L 77 k U {Z fmserver.jks &
LT&ED T,

TxT L=y a VEEDTRTOY =T, AT v A7 v 7 10,onpage 165 & AT v 7 11,
on page 165 Z#IR L £7,
DCNM #— b 2 ZBth L £,

TxTL—2alBET, 774~ = 2FHOV—/ 3FHOY—"ZJEFICEH
L/iﬁ‘o

SANZ 747 FORBZAENNCTH7HOIC, 727 b—va VRED2EHLIFEHOY —
/XTI fusr/local/cisco/dem/fm/lib/fm/fmtrust.jks (24 % serverl @ fmtrust.jks # = & — L &
j—o

PR FNEIZOWTIX, SANZ 747 2 FBLOT A XA w1 — T ¥ OLH), on page 87 &%
RLTLSIZEN,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



itsiz |
B sanvovanso oamzez

SAN OVA/ISO (DEFRRE & 1E
\§

GE) ZokZi 3 Tik, DCNM OVA/ISO DREICOAEA S E T,

U U—2Z 11.2(1) LK, Cisco DCNM TiE#r LWHTEE#H LW CLI T, Y AT A E Tl ED
A VANV, Ty T T L— REOEIT, MEEARFHETT,

A\

GE) U U—211.3(1) BABETIE, GEBEOEELIC sysadmin 2 — /L2 AT 20BN H D 5,

Cisco DCNM 1%, kD 2 > DFEHEZRAEL £
o A BAGEHE (Cisco DONM Hr— R b X F X F 2T 77— a3 URIOWNEEEH)
* Web Ul 72 & DA HER Ld{E 3 57290 CA (FEBFER) B4 & FEAE,

N

GCE) CAZBAfFTEFAEL A VA M—1FT5HFE T, CiscoDCNM IRy U —7 LBET H7-
OHOBEAEAELRRFLET,

SAEEEORX N TI39 T4 R
Cisco DCNM TOFFHEEHDO T A RTA L ERA R T 7T 4 AERITRLET,

* CiscoDCNM (%, FEAEAZFRR, A1 A b—Jb, Hx, BIOPZ I AR — FELIEFA VR —
F 257200 CLIN—AD2—FT 4 V7T o 28t LET, ZNEDCLIIZSSH = Y —
B TE, sysadmin 2—HF—DHNZNH DX AT #EITTEET,

¢CiscoDCNM A v A h—/LTHEEx, FT74+/L N THREBAL M ZXIHAEN A X F—IL
ENTWET, ZOHAE L, A E o@EIZHEH SN ET, CiscoDCNM DA > A F—
NAEIT, CA BAATXFAEE AT LAV A N—LTAVLERH Y 5,

« CN (F:i#4) %l LT Cisco DCNM T CSR #4 kK L £3, CN & LT VIP FQDN ({548 IP
7 KL AFQDN) #45E L T, CABAFTEFEEL A A h—/L LEF, FQDNIL, Cisco
DCNM WebULIZT 7 B AT 572 DI SN HEEY 7K~ |k VIP (eth0 D VIP) A > % —
T = A ZADTEREM FAAL 4 TT,

* CiscoDCNM % 7 v 7' 7 L— KT B HIZ CA BAFT ZFEAEN A VA F— L ENTW5HE
A%, CiscoDCNM 27 » 77 L — R L721%%12, CA BLATEEAELE T T H2LERD
D \i@—o

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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1oz b—pantinzozs [

\}

CGE) AvIA0 T o7 TV —RERINY I T v 7L ETEEITTS
AL, FFAEONR Yy 77 v THE ST HALEITH Y TH AL

AR F—=ILENT-EEAZE D KRR
RO~ REEMLT, 4 VA M=V SNTFEHFEOFEMA R R TEET,
appmgr afw show-cert-details

appmgr afw show-cert-details =~ > KO®RD Y 7 /L) Tlidk, CERTIFICATE 1 1348+
R =27 B LU Web 77 U FICHRE S LTV HREFE LR L7, CEERTIFICATE 2 I3
THEHASNTWELIEAELZ R LET,

dcnm# appmgr afw show-cert-details

*FFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4202 (0x106a)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IN, ST=KA, L=BGL, O=xyz, OU=ABC, CN=<FQDN/IP>
Validity
Not Before: Jun 4 13:55:25 2019 GMT
Not After : Jun 3 13:55:25 2020 GMT
Subject: C=IN, ST=KA9, L=BGL9, 0=XYZ123, OU=ABC123, CN=<FQDN/IP>
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bb:52:1e:7f:24:d7:2e:24:62:5a:83:cc:e4:88:

****CERTIFICATE 2****

[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]

If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore

CA signed certificate to upgraded version.

alias = sme, storepass = <<storepass-pwd>>
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:
MD5: ES5:F8:AD:17:4D:43:2A:C9:EE:35:5F:BE:D8:22:7D:9C
SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E
SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
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Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
—————————————— Certificate output is truncated to first 15 lines--------------

G¥)  <<storepasspwd>> %, DCNM #— 3D A > A M —/VIRFIZAERR S D /3 A T — RCFF|TT,
ZOFH|E <install dir>/dcem/fm/conf/serverstore.properties T4 L7 k1
(2 Y £9°, storepass-pwd @ denm.fmserver.token fii % Bt L £ 97,

A A M=%, Web Ul 1% CERTIFICATE 1 22 L £§, CERTIFICATE 1 23Rl T& 72
WS, RO a~vy REMALT, 7X_XTOT7 7V r—va V&I LBEST 2088 H D
E

)

GE)  CiscoDCNM TRIL—HED a~v 2 RIZHEW, 2O F IV F 52 NSNS a—TFT 4074589
WL TL7ZEN,

CiscoDCNM A X R7a vy T FXI9AT VAT, ROa<wy REETLT, +XCTOT 7Y
r—a v EEIEB IO L. CERTIFICATEL 2 N9 7V a—T 4 7 LET,

dcnm# appmgr stop all /* stop all the applications running on Cisco DCNM */
denm# appmgr start all /* start all the applications running on Cisco DCNM */

CAEZEL{FTZTRAEDA VR =L

DO X2 T (1BITE LTCCABAMNEIEPAEEZ A VA P—ALTHI LE2BEIOLET,
CA BAN ZEHENFBEIN., 770 TICL > THIEESNE T, CAZLIZHEFAELY FH)
TRAT 5 L b TEET

)

GE) WiFRIZ, hEoBLABBETLILrETVERA,

CiscoDCNM XA > K7A> £y b7y T TCCAERFAINRAEEZSA VR M—ILT B
Cisco DCNM IZ CA B4 T XFFAELZ A A F—1T5I121%, ROFIEEZEITLET,

Procedure

ATy F1 SSHuAZREHE L TDCNM r— iz 74 LET,
AT w72 appmgr afw gen-csr =~ > RZ&#H L C, CISCODCNM H—/3TC CSR 4k L 9,

Note CSR L Cisco DCNM IZEBFD LD TH Y | *tI5T 25 CSR BA & FEBAED L AT
FED CiscoDCNM IZA VA R — /L ENTWALERSH Y £,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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ATvT3

ATvT4

CiscoDONM 24 > K70 £y h 7y I TCABLFHENEE( V2 b —1T5 [

dcnm# appmgr afw gen-csr
Generating CSR....

Country Name (2 letter code) [XX]:US

State or Province Name (full name) []:CA

Locality Name (eg, city) [Default City]:San Jose
Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:DCBG
Common Name (eg, your name or your server's hostname) []:dcnmhost.cisco.com
Email Address []:dcnm@cisco.com

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []: /* This field is not mandatory */
An optional company name []: /* This field is not mandatory */

CSR 7 7 A /v denmweb.csr A /var/tmp/ T 4 L7 M UIZ/ERR S NVET,

xxxxxxxxx*x CA certificate installation not completed yet. Please do followings. ******xkxx
CSR is generated and placed at /var/tmp/dcnmweb.csr.
Please download or copy the content to your certificate signing server.

Z D CSR ZFFEZA T —NITEELET,
Note CA BL YV — NI, ML TCa—hL 9,

PRERIC L > CEA SNEAEZRSE LT,

FRRER (CA) 1%, FF A~ V., HH (Issuing/Subordinate) FEAAZE, 3L UVL— FIEAAED 3
OOFFAELEZR LT, 3 20OFEHET X TEone.pem 7 7 A MZHEA L, DCNMIZA >R —
]\ L/iﬁ‘o

B L CA BAFHEFEHEE Cisco DCNM H— R v — L £,

FERAEAS Cisco DCNM H—30 /var/tmp T4 L7 bV ICH D Z & 2R LET,

WD a~< REMH LT, CiscoDCNM IZ CA ZBA4FXFEHEL A A F—L LET,
Note LRIzt L9, RUEE TR~y REETTHZ L2/ LET,

dcnm# appmgr stop all /* Stop all applications running on Cisco DCNM
dcnm# appmgr afw install-CA-signed-cert <CA-signed certificate directory>
/* CA-signed certificate with full or relative path */

Making the signed certificate available to web gateway....

CA signed certificate CA-signed-cert.pem is installed. Please start all applications as

followings:
On standalone setup execute: 'appmgr start all'

appmgr startall =~ > FZ&fi ] LT, CiscoDCNM T#H LW FEHETTRTOT 7Y r—3 3
vEBEBHLET,

dcnm# appmgr start all

appmgr afw show-cert-details =~ > R&EHEH LT, HL A A M= L7 CABLAEHESL
R LET,

VAT AL, CAFEAZEZHEBELTCRBY, 779 UV CTHETEET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B 77/ —rgcamsranss

Note CSR X Cisco DCNM ([Z[EHA D H DO TH Y . xfhind 5D CSR B4 1T & FEHED A5t
FED Cisco DCNM IZA VA b—/LENTWABLERH Y £,

o a» R —_= 4 —

7y I L—FRIZGIAEZETTT S
TDAB=ANF, A TA T T T —K Fatv2A0L%{#H L= Cisco DCNM 7~ 7
JUr—FRPRIRICEHASNET, ZOFIEIEZ, RE =3 D CiscoDCNM 7 7 F A4 7 AT
DTF—=ZDRy 7T v 7 EBI/IIINEH Y FE A,

FERAEOETTIIMEN /R A D = XL THD Z EICHERBR L TLZEEN, 77V r—ra &k
LCHEEBTALERDY £9, Hld, 7Ty 77 L —RENTET AT AREE L THDHERIC
DHEITTBHMENRHY 9, OF D, CiscoDCNMWeb Ul Iz /A L TEBXLERHY F
9, CiscoDCNM XA T 4 7HA® Y NT v 7 TlX, 772747 J—KRERZ LA ) —FD
W CET BRBHL SN TV AMLERH Y 7,

\}

GE)  ZEBEI. ORI TORETTHHLERNH Y £3,
e 7wV L— REC CA BAMT ZFEHENR VAT LA VA =L E TV D56,

c112(1) KV EIONR=V g o= 3 0 11200) BRICT v 77 L— R LTV DA,

CiscoDCNM % 7 v 77 L— R L7tk 1%. #H59 2 il CERTIFICATE 1 28 CA E4 f & EHH
ETHIPMTIERAELHETILERD Y £7, TNUANOEEIL, EHEEZETT D HLE

NV ET,
WD TN INTRT X 912, appmgr afw show-cert-details z i L CREFAZEZ MRS L £
—g—O

dcnm# appmgr afw show-cert-details
FFFKCERTIFICATE 1****
[Certificate available to web gateway. This certificate is offered to webclients]:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1575924977762797464 (0x15decf6aec378798)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, O=Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Validity
Not Before: Dec 9 20:56:17 2019 GMT
Not After : Dec 9 20:56:17 2024 GMT
Subject: C=US, ST=CA, L=San Jose, O= Enterprise CA inc, OU=Data Center,
CN=dcnml.ca.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:cf:6e:cd:c6:a9:30:08:df:92:98:38:49:9c:2a:

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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****CERTIFICATE 2****
[Certificate available in keystore(jks). CA signed certificate is installed here till
DCNM version 11.1.x]
If you have upgraded from DCNM version 11.1.x to later version please see installation
guide to restore
CA signed certificate to upgraded version.
—————————————— Keystore certificate------------- - - v~
Alias name: sme
Creation date: Oct 14, 2018
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[l]:
Owner: CN=localhost, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Issuer: CN=dcnmca, OU=Data Center, O=Cisco Systems Inc, L=San Jose, ST=CA, C=US
Serial number: 62044620
Valid from: Sun Oct 14 20:39:39 PDT 2018 until: Fri Oct 13 20:39:39 PDT 2023
Certificate fingerprints:

SHAl: 38:66:F1:CD:10:61:27:E7:43:85:10:41:3D:A3:4B:5C:C9:CC:17:5E

SHA256:
E0:87:D8:34:71:18:FE:8C:AB:18:0B:D7:85:B1:91:A8:4B:75:A3:91:BA:90:83:46:72:87:FE:FE:FE:04:F0:E1
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2048-bit RSA key
Version: 3

7y T L—FK#%IZCiscoDCNM X2 > K7aOY &y b7y JTiIBAEZETT S

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

CiscoDCNM A& > R7ua v EBE U Y —R 127 v 77 b — RULERICHERESE LT 51
X, WMOFNEEZFEITLET,

Procedure

Note VI =RZT v 77 —=FT5 L, CABAMNIREHED Ny 77 v 7 ER ST
£

CiscoODCNM A X v KT a v T 774 T V ANIEFIZT v 77 L—Ranfkzb, SSHEEH L
TDCNM #—Zr 7 A LET,

Woa<wy REFHLT, 3XTOT7 SV r—ra a2 EIRELET,

appmgr stop all

ROa~vy ReALT, EAFEZETLET,

appmgr afw restore-CA-signed-cert

[IELy (yes)] EAS L. LIRIA VA P —/L LIiEEEZE LTS 2 L 2R LET,

WKDOa<wy REFEHLT, $XTOT TV r—rarwlthLET,

appmgr start all

appmgr afw show-cert-details =~ > REFEHL T, LA A =L L7z CA BAGEHELY
R L ET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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B osic oz b - ant cABEH S TRBOEE L M

LIRTIZA VR

ATy T
ATy T2

ATvT3
ATy T4
ATy TE
ATvT6

ATy 17

ATvT8

VAT AE, CAFEAEZMELTEY, 79U THERTE X7,

f—Ilehf-CAEZERFSAHENEELET

CA BAFTEFEHED A VA b—/1, fHon, FEIX, V— =7 4 DBL T —"BE/KL T
WA, KD 7 e ATY, ZHICED, oltitlEL A VA R—NT5Z L L
BRHIADELDGERDHV T, 20X 27T FVATE, EHOA VA R—VELIET v
T T L— RORNIA VA M=)V SN EZE LT 2 2 BEID L ET,

LIRNZA v A b= STz CA BAM EFEEZRIE L TETT 5121%, ROFIEEZFATLE
7

FIE

SSH i A Z #%2H L C DCNM H— e 74 LET,
/var/lib/dcnm/afw/apigateway/ 7 4 V7 MU ICBEIL 7,

denm# ed /var/lib/dcnm/afw/apigateway/
dcnm# 1s -1ltr /* View the contents of the folder

total 128

—rw--————--- 1 root root 1844 Nov 18 13:14 dcnmweb.key.2019-11-20T132939-08:00
-rw-r—--r-- 1 root root 1532 Nov 18 13:14 dcnmweb.crt.2019-11-20T132939-08:00
—rw--————--- 1 root root 1844 Nov 20 10:15 dcnmweb.key.2019-11-20T132950-08:00
-rw-r—--r-- 1 root root 1532 Nov 20 10:15 dcnmweb.crt.2019-11-20T132950-08:00
—rw--————--- 1 root root 1844 Dec 22 13:59 dcnmweb.key

-rw-r--r-- 1 root root 1532 Dec 22 13:59 dcnmweb.crt

denmweb & denmweb (X, BIfE, VAT AIZA VA F— A EINTNDLF—LFEHEZ 7 A LT
To ARDT 7 ANKIZ, A LRZ T YT 4 w7 A% LT, fbD7 v 77 L— K%
TAFEITLORNIA Y A M= SN TNDF— LFEHEDO T 2B T 5 DICEL L E T,
appmgrstopall =~ > RZfEH LT, CiscoDCNM ETHEITEINTWETXTOT S r— 3
VEEIELET,

denmweb. key BL WNdenmweb.crt 77 A NVDNNw 7T v FhE LD £9,

T T o2 WF—LEHEOT ZRELE T,

F— LEEIHED T % denmweb.key 35 X O denmweb.crt & LT (XA DAX LT VT 4 v
AL T)a—LEd,

appmgr startall =~ > K& L T, Cisco DCNM ETCTETEINTWETRTOT SV r—
varvuElBLET,

appmgr afw show-cert-details =~ > K& L C, FEAEOFEMZ MR8 L £ 7, CERTIFICATE
113 CA BAN EFEAE T,

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K
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GE)

1oz b=nLr-anzorz [

CA B4 T X FEHE Cisco DCNM Web UL IZFE R S 72 WA, £ 721X DCNM H—
NPT —RAy—TVE2RE LGSR VAT LAEFEESTILERNHY 7,

A 2R M—=)LLTI-SEBHZEDER

appmgr afw show-cert-details =~ > RZHH L TA > A b —/L LT-GEHEZ R TE, Web 7
T UL o GEHENAINE R L E T, CiscoDCNM LT~ TOREHETZ &7 (Chrome,
IE, Safari, Firefox)Z#R—hrLET, LnL, &7 7 UF CTIFGFEHEG RPN ER > TRRS
IET,

TIZIFEDOT A X Web A N T, 7T UVOEAERESZRT L 2BEO LET,

WD A=~y M, FEAEZERT 572D Chrome 77 U ¥ /X—0 3 1 74.0.3729.169 DHIT

—gﬂo
1.

URL https://<dcnm-ip-address> & 7213 https://<FQDN> % 7' Z 7 H D7 KL A N—Z A ]
LET,

Return ¥ —Z L F£9,

FERAEORBEIZEESE, URL 74—V ROEMOT A aiiuey s T4 ar | & 1%7-

B75— kT o[ A mERsnET,
TAaryErs )7 LET,

L ] @ Dat x +

A Not Secure hitps:/172.22.31.53

. ey x
Your connection to this site is not r
secure

You should not enter any sensitive information on

this site (for example, passwords or credit cards),
because it could be stolen by attackers. Learn |
more ‘

You have chosen to disable security warnings for
this site. Re-enable warnings

B certificate (invalid)

afra]n
CIsco

ata Center Network Manager!

Version 11.2(0.395)

@ Cookies (3 in use|

€2 Site settings

SAN &R ) ') —X 115(1) ® CiscoDCNM VX b—ILBE LUV T v THTL— K HA F .
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B oxr—rLranzorz

3. W— KT, [EEBAZE (Certificate)] 7 4 —/NV K& 27 U v 7 LET,
AEAEOBFHRIRINET,

@ Data Center Network Managy

A NotSecure hips://172.22.31.53

LD donmea

localhost

Issued by: denmca

Expires: Friday, October 13, 2023 at 8:39:39 PM Pacific
Daylight Time

© This certificate is marked as trusted for this account

b

¥ Details

Country US
State/Province CA
Locality San Jose

Organization Cisco Systems Inc

Organizational Unit Data Center
e localhost

Country US
State/Province CA
Locality San Jose
Organization Cisco Systems inc
Organizational Unit Data Center
Common Name dcnmca

Serial Number 1644447264
Version 3
Signature Algorithm SHA-256 with RSA Encryption
(1.2,840.113540.1.0.11 )
Parameters None
Not Valid Before Sunday, October 14, 2018 at 8:39:30 PM Pacific

Daylight Time

Not Valid After Friday, October 13, 2023 at 8:39:39 PM Pacific
Daylight Time

-

FRENTWDIEHRIL, appmgr afw show-cert-details % L CREIEDOFEM A2 R L7
X, GEELICERREIN TV DHME B L T DIRERDH D 7,
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Cisco DCNM H—/\D X1 T7H5U9 547
> LEE

Z OIATIL, Cisco Data Center Network Manager Servers ¢ HTTPS % i 19~ % H{EIZ oW TRl
[./ \i ‘g_O

\}

Note CA B4 %7 SSLZEFHE 2B 5 B2, Cisco DCNM C SSL/HTTPS 2 BT 2 MLENH
F9, LER-T, FITRHEIN TWAIEETEIEEZFEITLET,

ORI VaiE, RO My 7 THERESNTOVET,
s Cisco DCNM H— D& ¥ 27727 74 7 Mil{F, on page 175

Cisco DCNM H—/\DE X730 5472 MEE

Z OIETIL, Cisco Data Center Network Manager Servers ¢ HTTPS % i {9~ % S {EIZ DWW TR
[./ i TO

\}

Note CA B4 %57 SSLZEH &2 B3 A B2, Cisco DCNM C SSL/HTTPS 2 BT 5 MLENRH Y
9, LN -oT, FIZEHEINTWAIEECFIELZEZEITLET,

OBV aviE, RO Ny 7 THERENTHET,

RHELE 7= (ZWindows LD 7 =T L —< 3 >0 CiscoDCNM T SSL/HTTPS
=8Bk d S

7 =5 L—3 3 O Cisco DCNM [} RHEL % 72 1% Windows T SSL/HTTPS # AN 4 51T
X, ROFNEEFZITLET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .



Cisco DCNM H#—\ D+ X1 7H7 547> FilfE |
B RHEL 715 Windows £ T 7 L—3 3 > Cisco DCNM T SSLHTTPS £ 8511 T

Procedure

ATv7T1 ACBL SSLAEAEAMEN LTI/~ $—_"ERELET,

Note CA BAEFEHIFTIE, &Y — M B OFEHENER SN E T, FEHENTT
DY —="THHBDOBLFHET = — VLo TEAL SN TND I LR LET,

ATV T2 BHZ) =T, ROWTINEFATLET,

o A VA M—=TFOFEITHIZ, [HTTPS] Z &N LT, HTTP E— RTHETTH I L 2N L £
R

YA LU M A AR—=LLTWDHH, A A F—TDOFTHIZ [HTTPs] IR L £,
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DCNM BFARICA—T 4T Y—EX
* &1 3

ZOFETIE, DCNM ERI#%., EHISED DC3(Fu /7 IV AR 7 7 7Y v 7)) DEEH
HERET22—T 4 VT 4 b= REZTXCHERL, BET L HEEZHHLET,

%+ 6:CiscoDCNM1—TF 4 ') T4 H—ER

ylont=1)| TI)r—ar | a—H4 IRRT—F pA=R =Pk
(Username) (Password)

F v hU—2 % | Data Center admin a—F—iF, L& | Ry hU—rEH
Network Manager IR ET,

U IR — 12 L > CAN S BHAR T — REBIT S L 5 10— — 38R

9% (User choice refers to the administration password entered by the user during the deployment)]
ZOEE, WOBETHRINWTVET,

*DCNM A Y A b=V H%DFy NU—27 Faxs 4 (177 =)
e —F 4 U T ¢ H—E ZADFEMM, on page 192

T TN —varvta—T 4 U7 4 B—EADEE, on page 193
« IPv6 @ SFTP H—/3 7 K L A D FHT, on page 196

O —
DCNM A4 VX b—J)LEDO Ry D —9 T0O/NT 4
Cisco DCNM OVA F 7213 1SO i1 v A h—JUiL, 32D Fy T —F A X —T = A ATHEK
SN TWET,

* denm-mgmt network (eth0) 1 > F —7 = A A

ZOFxy hT—271%, CiscoDCNM A — 7 AT 7'F A 7 o A ZHEHE (SSH, SCP, HTTP,
HTTPS) Z 42t L £9°. DCNM EEER v b U — 7 [CBHEfH TV D07 % > MMIxbii
THR—K I —7I12, ZOFy bU—7 EFREEMNITET,

« enhanced-fabric-mgmt (ethl) £ > # —7 = A X

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .




DCNM BRA%IC1—T 4 U T« 9—EREEET S |
B <oro—r 48— et s EUeth) DDCNM A VR F—LEOEE

ZOFRy U=, Nexus AA v FDT7 77 Vv 7EBRERILLEST, V—-T7BIUA
IRA YV AA v FOEBRAY P =TT DHHR—F ZJV—12, ZOFy NT—J %
B I £,

enhanced-fabric-inband (eth2) f > ¥4 — 7 = A A

.

TORY NT—T1F, T TV T ADA Ny REGRERELET, ZORy N T—
. 777V ARy RERICHIGT DR — b A— BT £,

KDORIE., CiscoDCNM EHA L XA —T =24 ADFy NT— 7 RERLTWET,

Management

Network eth2

BRI Z A4 7D CiscoDCNM DA > A h—LHZ, ZTHHDA v Z—T oA AZHETXET,
7272 L., CiscoDCNM U U —Z 11.2(1) AETIX, A VA M=% DRy NT — 7 R EZ eSS
JOZEFETEET,

)

GE) Xy hU—27 FaT 42 EHT57201C, appmgr 2=~ > 2T L5 IckEo LE
To XY NI —T A X =T 2 A A FETHEBH L2 TIEIN,

WROETHWT DL HIC, "TA—FEZLEETEET,

2 LT— A3 —T 24 X (etht 5L U eth)) DDCNM 1 > X k—
IVEDEE
Eth0 38 X Wethl D IP 7 R LA (IPv4 B LN IPv6) & & & 12, appmgr update network-properties
A< REEH L TDNS BLUNNTP H— OB EZEETHZ L TEXET,

appmgr update network-properties =~ > FZfEH LT, v V=2 NI A—=ZZEHET 5
FEDFMEIZOWTIE, ROEEZRL TS ZEN,

e AX U RT By E—FRODCNM ETRy hT—7 /357 ¢ O, on page 179

CiscoDCNM A > RT7nr by T v 7 TRy bT =T NI RA=Z 2 BHS L550Y
Vv 3= R, on page 179

* XA T 47 HAE— RO DCNM ECTxy hU—7 Fas37 ¢ O, on page 180
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CiscoDCNM XA 7 4 7HAE Y b7 v 7 TRy b T =7 NI A=ZEEEST D550
7V a3~ R/, on page 182

RAURF7AYE—FODCNM LTy hT7—% TAONRTADERE

WOHNE, CiscoDCNM A X > K7y 77T A7 v A 2% 5 appmgr update
network-properties =~ > ROl % 7~ L TV £,

)

Note

DCNM 7 7S5 AT v A ay ) — )L TRODa~vy REFEITL, Bty sy 2L LTk
ZRhIE L E9,

Woa<y REEHLT, aryy—LrotyiarZBLET,
appmgr update network-properties session start
WDOa<w REMFHALT, xy NUV—27 TaxTr s 28HLET,

appmgr update network-properties set ipv4 {ethO|eth1}<ipv4-address> <network-mask>
<gateway>

PTXy h A BLIOTY =T IPT FLRALELEHIT, HH (eth0) A F—T = A
ZDF LWIPVE 7 RLA&Z ASLET,

RDa~vy REFEHLT, BEEARRLUEDLET,

appmgr update network-properties session show {config | changes | diffs}
EREHR L%, kOoa~v s FaBRA L CGERELZHEALET,
appmgr update network-properties session apply

eth0 HFLAR ~ U —27 IP 7 FL A%l L T Cisco DCNM Web Ul 12 & 74 >4 B RIIC,
B L F7,

CiscoDCNM R A2 > F70V Y b7V T TRY NIT—D NS A—R2EET H5E
DT avr FEA

WDV TN TiX, CiscoDCNM A% > K7y vy 7w 7RI, A VA =)L
By T =0 NI RA=HEEFTHHEEZRLET,

dcnm# appmgr update network-properties session start

dcnm# appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1
dcnm# appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.0.0

R R R R R R R R R R R R R R R R R R I R R R R R R I R R I I I

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.
R R R R R R R R R R R R R R R R R R R R R R I R R I I I

dcnm# appmgr update network-properties session show changes
eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0
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ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0

dcnm# appmgr update network-properties session apply

R T

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R T R e

Have applications been stopped? [y/n]: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPvé6 address(es) to leave

the 'tentative' state
KAk hkhkhhkhkhkhkhkhhhkhhkhkhdhhkhhhhdhhdhhhhdhhdhhkhhkhhdhhhhhkhdhhkhhhkhhrdhrdhkhkhhhkrkhhhhhxkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
KKK KA KKK AR A AR A A A A A A A A A AR A A A A A A A A A A A AR A A A A A A AR A A A A A A A AR A AR A AR A AR A AR AR A K

dcnm# appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

denm#

2AT4THAE—FODCNM ETHRy FJ—9 TONRTADER

WOHE, CiscoDCNM A 7 4 7 HA T 77 A 7 > A% LT, appmgr update
network-properties =~ > RZH L TRy NV —2 NIRA—=FZBET L7200 1ERL
TWET,

\}

Note DCNMT7 27T 4 7BIRRAZ LN, J)—Rary ) —LTROavy ReFETL, B0
o al s XA LT U NEIIELET,

CROFIFTRENTND L HIZ, RUEFETa~ Yy FEFTLET,
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1. Woa< REfER LT, AZ2 314 J—RFRTDCNM 7 P U r—3 g v &fEIEL £,

appmgr stop all
BATT DHNZ, RAZ UL )= RTIRTOT TV r—va UBMEET 2 ETRLE
K

2. WoawryREEHALT, 727747 7 —RFRTDCNMT 7'V rr—3 g U afEIE L ET,
appmgr stop all

3. WoavwryREMHLT, 7774 7BLORZ 31 /) — RO )50 Cisco DCNM =
V=L TRyvarERBLET,
appmgr update network-properties session start

4, 7747 —FRT, ROa~<w U REFHL TRy hNTV— A F—T 2 AT A—
2 EBHLUET,
a wOawr REHEHLT, eth0 8L Wethl 7 RLADIP T RLVAZBFEELET,

appmgr update network-properties set ipv4 {eth0O|eth1}<ipv4-address> <network-mask>
<gateway>

YT 2y h~vAIIBIOF— b2 IPT7T RLAELHIT, ethl f > H—T = AR
DF LN IPvE £7-1XIPv6 7 FLAZ AS L E T,

b. WOoa~r REfFEHLT, VIPIPT RLAZERELET,
appmgr update network-properties set ipv4 {vipO|vipl}<ipv4-address> <network-mask>

eth) f > =T = A ADvip0 7 FLAZ AL ET, ethl £ F—7 = A AD vipl
T RLAZANLET,

c. koOavwr REHFHALT, E7IPT RLAZRELET,
appmgr update network-properties set ipv4 {peerO|peerl}<ipv4-address>

TUT 47 J—FRiZpeer0 7 RLAL LT, RF LA, J—FRDeth0 7 RL A% A
JLES, 72747 /—FRiZpeerl 7T RLAL LT, AZ /31 /J—FRiZethl 7
RLRAZATILET,

d KOaxr Rz LT, *y NT—27 NI A=FATo BT 2 FoRE LOHER
L/i‘d‘o

appmgr update network-properties session show{config | changes | diffs}
RDOa~xy FeffHL T, RELEERZFRLET,
5. RARZUNA J—RT, FlHATHHALIa~ F2EHLT, Xy hY—27 L 08—
Tz A ADNTA—BEERLET,
6. ZAEREWMRLIEHE, 77747 /—FTROa~xy FEMHLTERELEMALET,
appmgr update network-properties session apply

Xy NT—=I NI A=EREHFINTNWDLZ L ZMERT D720, Trr 7 hnkRaind
EFTHHET,
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7. EREMRLEHE, KOaxr FEEALTAZ AN, ) — R TREXEMALET,
appmgr update network-properties session apply

8. WoavwryREHEHLCT, 77747 /—RKTIRTCOT TV r—varwlhLE
D

appmgr start all

Note Yk DFNEIZHELRTIC, 72T 47 /) — RTTRTOT SV r—v a URNEFICBRBT 5 £ T
HET,

9. WOawr FEHEMLT, 242, )= FTIRTOT 7Y r—ra v ahliaLE
ﬁ—o

appmgr start all
10. ROaxrFE@ERLT, 727747 /J— FCETEEF—Z2ML LT,

appmgr update ssh-peer-trust
11. Woa~vr REMFHLT, AZ2 N, J—RTEY R AN =% LET,

appmgr update ssh-peer-trust

CiscoDCNM =214 T4 JHAE Y b7V TTHRY FIT—H RS A—L ZLERBT HHEED
o)L avr FEA

KDY 7 NI TIE, CiscoDCNM 217 4 7 HA®yY b7 7RI, £ A b—/b
BFy NT—7 RIRA—FEBEESTLHEEZRLET,

\}

Note @ij2 13 7275 4 7TBLOARX LA, T 547 A% denml 35 L O denm2 (2 {E 5]
R LET,

[root@dcnm2]# appmgr stop all

Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

Stopping High-Availability services: Done.

Stopping and halting node rabbit@dcnm2 ...

Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

[root@dcnm2] #

[root@dcnml] # appmgr stop all
Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...
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Stopping High-Availability services: Done.

Stopping and halting node rabbit@dcnml

Note: Forwarding request to 'systemctl enable rabbitmg-server.service'.
Stopping AFW Applications...

Stopping AFW Server Processes

Stopping AFW Agent Processes

Stopped Application Framework...

[root@dcnml] #

[root@dcnml] # appmgr update network-properties session start
[root@dcnm2] # appmgr update network-properties session start

[root@dcnml] # appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1

[root@dcnml] # appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.0.0

RR R IR IR Ik Ik b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2k b b b b b bk b b b b b b b b b b b b b b b b b i

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.

RR R IR IR Ik Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b bk bk b b b b b b b b b b b b b b b b b i

[root@dcnml] # appmgr update network-properties set ipv4 vip0O 172.28.10.238 255.255.255.0
[root@dcnml] # appmgr update network-properties set ipv4 vipl 100.0.0.238 255.0.0.0
[root@dcnml]# appmgr update network-properties set ipv4 peer0 172.28.10.245
[root@dcnml] # appmgr update network-properties set ipv4 peerl 100.0.0.245

[root@dcnml] # appmgr update network-properties session show changes

[root@dcnm2] # appmgr update network-properties set ipv4 ethO 172.28.10.245 255.255.255.0
172.28.10.1

[root@dcnm2] # appmgr update network-properties set ipv4 ethl 100.0.0.245 255.0.0.0

KKK KKK AR AR A AR A AR A A A A A AR A A AR A A A A A A A A A A A A A A A A A A A AR A A A A A AR AR AR A AR KKK

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.

KKK KKK AR A A A AR A AR A AR A A AR A AR A A A A A AR AR A A A A A A A A A A A KA A A AR AR AR AR AR AKX KKK

[root@dcnm2] # appmgr update network-properties set ipv4 vip0O 172.28.10.238 255.255.255.0
[root@dcnm2] # appmgr update network-properties set ipv4 vipl 100.0.0.238 255.0.0.0
[root@dcnm2]# appmgr update network-properties set ipv4 peer0 172.28.10.244
[root@dcnm2] # appmgr update network-properties set ipv4 peerl 100.0.0.244

[root@dcnm2]# appmgr update network-properties session show changes

[root@dcnml] # appmgr update network-properties session show changes
eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0

ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0
eth0 VIP 172.28.10.248/24 -> 172.28.10.238/24

ethl VIP 1.0.0.248/8 -> 100.0.0.238/8

Peer ethO IP 172.28.10.247 -> 172.28.10.245

Peer ethl IP 1.0.0.245 -> 100.0.0.245

[root@dcnml] # appmgr update network-properties session show config
======= Current configuration ======

NTP Server l.ntp.esl.cisco.com

ethO IPv4 addr 172.28.10.246/255.255.255.0
eth0 IPv4 GW 172.28.10.1

eth0 DNS 171.70.168.183

eth0 IPv6 addr 2001:420:284:2004:4:112:210:20/112
eth0 IPv6e GW 2001:420:284:2004:4:112:210:1
ethl IPv4 addr 1.0.0.246/255.0.0.0

ethl IPv4 GW

ethl DNS 1.0.0.246

ethl IPv6 addr

eth2 IPv4 addr /

eth2 IPv4 GW

Peer eth0 IP 172.28.10.247

Peer ethl IP 1.0.0.247

Peer eth2 IP
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VIP
VIP
VIP
VIPv6
VIPv6

= Session

NTP Server

ethO
ethO
ethO
ethO
ethO
ethl
ethl
ethl
ethl
eth2
eth2
Peer
Peer
Peer
ethO
ethl
eth?2
ethO
ethl

IPv4 addr
IPv4 GW
DNS

IPv6 addr
IPv6 GW
IPv4 addr
IPv4 GW
DNS

IPv6 addr
IPv4 addr
IPv4 GW
eth0 IP
ethl IP
eth2 IP
VIP

VIP

VIP

VIPvV6
VIPvV6

[root@dcnml] #

172.28.10.248/24
1.0.0.248/8
/

/
/

configuration ======
l.ntp.esl.cisco.com
172.28.10.244/255.255.255.0
172.28.10.1

171.70.168.183
2001:420:284:2004:4:112:210:20/112
2001:420:284:2004:4:112:210:1
100.0.0.244/255.0.0.0

1.0.0.246

172.28.10.245
100.0.0.245

172.28.10.238/24
100.0.0.238/8

/
/

[root@dcnm2] # appmgr update network-properties session show config
== Current configuration ======
NTP Server

ethO
ethO
ethO
ethO
ethO
ethl
ethl
ethl
ethl
eth?2
eth?2
Peer
Peer
Peer
ethO
ethl
eth?2
ethO
ethl

IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv6 GW
IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv4 addr
IPv4d GW
eth0 IP
ethl IP
eth2 IP
VIP

VIP

VIP

VIPvo6
VIPvo6

====== Session
NTP Server

ethO
ethO
ethO
ethO
ethO
ethl
ethl
ethl
ethl
eth?2

IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv6 GW
IPv4 addr
IPv4d GW
DNS

IPv6 addr
IPv4 addr

l.ntp.esl.cisco.com
172.28.10.247/255.255.255.0
172.28.10.1

171.70.168.183

1.0.0.247/255.0.0.0

1.0.0.247

172.28.10.246
1.0.0.246

172.28.10.248/24
1.0.0.248/8
/

/

/

configuration ======
l.ntp.esl.cisco.com
172.28.10.245/255.255.255.0

172.28.10.1
171.70.168.183

100.0.0.245/255.0.0.0

1.0.0.247
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eth2 IPv4 GW

Peer ethO IP 172.28.10.244
Peer ethl IP 100.0.0.244

Peer eth2 IP

eth0 VIP 172.28.10.238/24
ethl VIP 100.0.0.238/8
eth2 VIP /

eth0 VIPv6 /

ethl VIPv6 /

[root@dcnm2] #

[root@dcnml] # appmgr update network-properties session apply
KAk khkhhkhkhkhhkhkhhkhhhkhhhhkhhkhhhhhkhhkhhhkhhkhhkhhkh b dhhhkhhkhhbhkhhk kb kA hkhkhk kA hhkkhkk

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R R I e

Have applications been stopped? [y/n]: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPv6 address(es) to leave

the 'tentative' state
KAk kA hhkhhkhkhkhhhkhhkhhhhhhhhkhdhkhdhhhhdhhdhhkhhhrdhhhhkhkhrdhhkhhhkhkhrhkhrdhkhkhkhkhkrdhrhhhxkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
KKK KKK KA AR A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A A A A AR AR A AR AR A AR AR AR A K
R IRk Ik Ik kb b kb b b b b b b kb h b b b b b b b b kb kb b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b

Please run 'appmgr update ssh-peer-trust' on the peer node.
KKK KKK A KA AR A AR A AR A A A A A A A A A A AR AR A A A A A A A A A A A A A A A A A A A A A A A A AR A AR AR AN AR KKK

[root@dcnml]#

[root@dcnm2]# appmgr update network-properties session apply
LRSS RS SRS RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R R R R R R R R R R R R I R R R R R R R R R R R R R I R R I E R R I I E

Have applications been stopped? [y/n]l: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/logd4j/1.2/fag.html#noconfig for more info.
UPDATE 1
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UPDATE 1

DELETE 1

afwnetplugin:0.1

server signaled

R R R I I R I I e E R IE E E E E E R b b b dh dh b b b b E h h h b b E h b E b b b b E E b b E 3E b b i
Please run 'appmgr start afw; appmgr start all' to restart your nodes.
R R R R I R R I I I kR R I E E E b b E R b h b b b b b b b E h h h b b E b b E E b b b E I E b b E E b b i
R R R R R R I I I R R E E b E dh E E bk h dh b b b E E I E b b b b b dE E S h h E E E E b b 3h 3 b i

Please run 'appmgr update ssh-peer-trust' on the peer node.
R R R R R R I I R R I E h E h E E b h h b b b h E E h E I b b b b E b b h dE b I E I b 3h 3 b i

[root@dcnm2] #

[root@dcnml] # appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnml] #

Wait until dcnml becomes active again.

[root@dcnm2]# appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

[root@dcnm2] #

[root@dcnml] # appmgr update ssh-peer-trust
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.245""

and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.245""
and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denm-247.cisco.com'"

and check to make sure that only the key(s) you wanted were added.

[root@dcnml] #
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[root@dcnm2]# appmgr update ssh-peer-trust
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'172.28.10.244""

and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no' '100.0.0.244"'"
and check to make sure that only the key(s) you wanted were added.
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa.pub"
Number of key(s) added: 1

Now try logging into the machine, with: "ssh -o 'StrictHostKeyChecking=no'
'denm-246.cisco.com'"

and check to make sure that only the key(s) you wanted were added.
[root@dcnm2] #

AAR7OYE—KODCNM ETHRY KJ—4 JONTADEE
Y

Nott DCNM 775472 R a2y —ATROAv REFEITL, By g FALA LT 7R
I L E9,

CiscoDCNM A% > K7 ury vy N7 v 7 Txy NU—7 7TaT 0 2EETHIE, kO
FIAZEITLET,

Procedure

ATV TN WOavr FEfFEALT, ary Y=oty a2k LET,
appmgr update network-properties session start

AT9T2 kROa<w s REFEHALT, X2y hU—7 a5 o285 L %7,

appmgr update network-properties set ipv4 {ethO|ethl|eth2}<ipv4-address> < network-mask>
<gateway>

ATYT3 koavr REFEHALT, BEAFRRUERLET,
appmgr update network-properties session show {config | changes | diffs}
AT T4 EREHR LI, kOa~y REFEHLCGREEZEHALET,
appmgr update network-properties session apply

ethO Ry U —27 IP 7 RL 2 &M L T Cisco DCNM Web Ul IZ 2 7' F 4 B EIC., 45y
L £,
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B x5 k700 =—roDeNM ETRY k-4 TORFAOEE

CiscoDCNM X2 > K702 £y 7Y TTHRY FI—D RS AL ZEEIT H548
DTN avr FHEA

WY I AHITIE, CiscoDCNM AX v Fryuayr vy b7 v 7HIZ, £ VA F—L
By U= RIRA—H BRI HHEERLET,

dcnm# appmgr update network-properties session start

dcnm# appmgr update network-properties set ipv4 ethO 172.28.10.244 255.255.255.0
172.28.10.1

dcnm# appmgr update network-properties set ipv4 ethl 100.0.0.244 255.0.0.0
dcnm# appmgr update network-properties set ipv4 eth2 2.0.0.251 255.0.0.0 2.

KA KK AR AR A A A A A A AR A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A KA A A A A AR AR AR AR KA KKK

0.0.1

WARNING: fabric/poap configuration may need to be changed

manually after changes are applied.
LR SR SRS S S SR SR SRS SR SRR R R R R R R R R RS SRS SRS RS EEEEEESEEEE SRS EDEEEEEE DS

dcnm# appmgr update network-properties session show changes

eth0 IPv4 addr 172.28.10.246/255.255.255.0 -> 172.28.10.244/255.255.255.0
ethl IPv4 addr 1.0.0.246/255.0.0.0 -> 100.0.0.244/255.0.0.0

eth2 IPv4 addr 10.0.0.246/255.0.0.0 -> 2.0.0.251/255.0.0.0 2.0.0.1

dcnm# appmgr update network-properties session apply
KAk khkhkhkhkhkhkhkhkhhkhhkhhhkhhkhhkhhhhhkhhkhhhhhkhhkhhkhkhhkhhkhhkhkhdhhhkhhkhk bk A hkrhkhkhkhk bk hhkhkk

WARNING

Applications of both nodes of the DCNM HA system need to be stopped
for the changes to be applied properly.

PLEASE STOP ALL APPLICATIONS MANUALLY

R I S

Have applications been stopped? [y/n]: y

Applying changes

DELETE 1

Node left the swarm.

Server configuration file loaded: /usr/local/cisco/dcm/fm//conf/server.properties
log4j:WARN No appenders could be found for logger (fms.db).

log4j:WARN Please initialize the log4j system properly.

log4j:WARN See http://logging.apache.org/log4j/1.2/fag.html#noconfig for more info.

UPDATE 1

UPDATE 1

DELETE 1

server signaled

INFO : [ipv6_wait tentative] Waiting for interface ethO IPvé address(es) to leave
the 'tentative' state

INFO : [ipv6_wait tentative] Waiting for interface ethO IPvé6 address(es) to leave

the 'tentative' state
kAhk kA hhkhkhkhkhkhhhkhhhhhhhhhhhdhhdhhkhhhhdhhkhhkhhhhhkhhkhkhhkhkhhhkhkhkdhrdhkhkhkhkhkrhhhkhhxkhx

Please run 'appmgr start afw; appmgr start all' to restart your nodes.
KKK KK KRR AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A A AR A A A A A AR AR A A AR KA K

dcnm# appmgr start afw; appmgr start all

Started AFW Server Processes

Started AFW Agent Processes

Started AFW Server Processes

Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using 'appmgr status all'

Starting High-Availability services: INFO: Resource is stopped
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AR Kk7A

ATvT1

ATy T2

ATvT3

ABUEFAY £y b7y TTONMG—N $2T— KEZET2 ]

Done.

Warning: PID file not written; -detached was passed.
AMQP User Check

Started AFW Server Processes

Started AFW Agent Processes

denm#

oty b7 YTTDONM Y — /N IR —FKEZLEET 3

The password to access Cisco DCNM Web UL (27 7 Z A F 572D /RA T — KX, EBEHZ A 7D
CiscoDCNM % A » A b=/ HICERESNE T, 722 L, BEITS U TS v X b—LRIC
ZONAT— REEHRTEET,

A VA PRI NAY = REERT HI21E, ROFIEEZFATLET,

Procedure

appmgrstopall 2~ > K& LT, 77V r—varziEikLET,

TRCOT TV r—va VPR EET 5 ETCRHLET,

appmgr change_pwd ssh {root|poap|sysadmin}[password =~ > K& L C, FHA L X —T =
AAD/INAYT — KRBT LET,

H LR AT — RRRO/NAT — REAZHEIL L T D Z L 2R LET, BHIith g
A, DCNM 77V Ir—3 g 3#EUNHERE L s WIEERH Y 97,

cH/INTHSLFEEHR, 1HOT N7 7 Xy N 1 HOBET2E00ERNH Y £,
s TILT 7Ry b, BT, BT ((H@&STRE) OMAGDEEGEL LN TEET,
* DCNM /XA T — RIZZN 6 DR CTH#FH LW TL 7230, <SPACE>"& $ %' =<

>c N/,

appmgr startall a~ > K& LT, 77U r—va v LEd,

Example

dcnm# appmgr stop all

dcnm# appmgr change pwd ssh root <<new-password>>
dcnm# appmgr change pwd ssh poap <<new-password>>
dcnm# appmgr change pwd ssh sysadmin <<new-password>>

dcnm# appmgr start all
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B o« 7 7mey 7y TTODENM Y — 15— SR T— FOZEE

21 T4 HAEY 7Y TTOHODCNM H—/\— /AR — KDLHE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

The password to access Cisco DCNM Web UL (27 7 E AT 57200 D/ AT — KL, B A 7D
Cisco DCNM Z A » X b=V T HRICRESNET, 7272 L, LEITJS U TA v A b=
ZONAT— REEHRTEET,

A VA PRI AY = REERT 51218, ROFIEEZFATLET,

Procedure

appmgrstopall 2~ > REZHEH LT, AZANA T T IAT UV ATTRTOT SV r—va v
EEIELET,

appmgrstatusall 2~ > REFEHL T, T XTCOT7 7V r—ra yMEIELTWD Z L 2R
LET,

appmgrstopall 2~ > REFEH LT, 77747 T T IAT UV ATTRTOT SV r—va v
ZEIELET,

appmgrstatusall =< > REZFEH LT, §XTOT7 7V r— a3 UMELELTWD Z & ZfER
L/i‘g—o

TIT 4T B— RKEARZ L NA J— RO )T, appmgr change_pwd ssh
{root|poap|sysadmin}[password =~ > FZEH L T, FEHA L X —T A AD/NAT— K&
HLET,

Note 7a T MO/ ITO ) — RIZH LTRIC/RAT— RE#RE L TnEJ,

LV RAT — RBRO/NAT — REAZHERLL TWD Z L 2R L E9, BHCitbing

&, DCNM 77V Ir—3 g YN CHERE L WG ERH Y F97,
cH/INTHSXFEEHR, 1HOT VT 7 Xy e OB TE2E00ERNH Y £,
s TNT 7y b BT, FFRT (- H@&STRE) OAARDEEGLZ LN TEET,
¢ DCNM /XA T — RIZZ IS DR T2 L72nTL &V, <SPACE>"&$ %' =<
>\,

appmgr startall a2~ REEH LT, 77747 7T IA T ATTY 7Y r—3a &gk

LET,

appmgrstatus all 2~> REFHL T, T XCOT7 7V r—ra RNl TnD 2 L 2R
LET,

appmgrstartall =~ REFEH LT, AZ NS, TTIAT L ATT 7Y r—3a v a ik
L/iﬁ—o
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| DCNMBBA%IC1—F 4 UT < Y—EREEET D

ZBYE7AY £y F7yTTDNMF—A~R—2 K2 7—K%ZET2 ]

appmgrstatus all 2~> REFEHL T, T XCTOT7 7V r—varRNEEL WD Z L 2ikER
LET,

Example

TITATRBIONAH N, % denml BEL WV denm2 & L TEBNICEE L E T,

dcnml# appmgr stop all
dcnm2# appmgr stop all

dcnml# appmgr change pwd ssh root <<new-password>>
dcnml# appmgr change pwd ssh poap <<new-password>>
dcnml# appmgr change pwd ssh sysadmin <<new-password>>

dcnm2# appmgr change pwd ssh root <<new-password>>
dcnm2# appmgr change pwd ssh poap <<new-password>>
dcnm2# appmgr change pwd ssh sysadmin <<new-password>>

dcnml# appmgr start all
dcnm2# appmgr start all

A2 KR7AO Y 7Yy T TDCNM T—AR—R /INRAT— KEZE

B9 D

ATy T

ATy T2

ATvT3

CiscoDCNM 2 ¥ > K7 r Y & v b7 » 7 T Postgres 7 — X X—AD/NATU — REEETHIZ
E. ROFIREZFETLET,

Procedure

appmgrstopall =~ > REFEHL T, 3 XTOT7 7V r—ra &g LET,

appmgrstatusall 2~ > REFHALCTIRTOT TV r—ra UIMEIEL TS Z L 2R L
e 8

appmgr change_pwd db ==~ > RZffi[f] L T Postgres /N AV — R&ZH L £,
Tay T N TH LWWART— RE AN LET,
appmgr startall =~> K&HLC, 77V r—ra v aEsLET,

appmgrstatus all =2~ > R&ZHEH LT, 3XCTOT7 7V r—va URAEEBIL WD I L &R
L/iﬁ‘o
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DCNM BRA%IC1—T 4 U T« 9—EREEET S |

Example

dcnm# appmgr stop all
dcnm# appmgr change pwd db <<new-password>>
dcnm# appmgr start all

A—T 4 YT 4 Y—E XD

Z Z TIX. CiscoDCNM THRAE SN BHENDT X THO2—T 4 U T 4 F—EZADFEMIT OV
THHALE9, #Rldko L8 T,

*y hI—OEHE

T2 v — Fy N — 7 EBRKEEIX, Cisco Data Center Network Manager (DCNM) H—/3
TRESNET, CiscoDCNM IZT—F B — A VT TARNT I Fx DY 87 v 7 R

B, FE, BLOE=4Y 72t LE T, CiscoDCNM (ZiE, 77 U HNRE7 78 AT
Z¥9. http://<<hostname/IP address>>,

\}

Note  Cisco DCNM DFEFMIZ-DOUVNTIL, http://cisco.com/go/denm ZZ MR L T 72 &0,

r—TRArL—23a Y

RabbitMQ

Rabbit MQ /d, Advanced Messaging Queuing Protocol (AMQP) ##2{lk 32 A vt — 7 v v 1 —
TJ, RabbitMQ A »vt— 71w 71—, vCloud Director/vShield Manager 7> & fi#47 /| © Python
AT VT RIAR FEEELET, 77 —L 7 =7 @ Secure Shell (SSH) =2V — /)5,
FFEDOCLIa~y FEMALT, 207 e habeRETEET,

\)

Note

30 FPLAPNIZ DCNM DU — 3l 7 T AMQP Z %= 1EB L OHES ¢ 2 L ERH D £, £ L7

WAL AMQP BER L7eWE013H D £9°, RabbitMQ D FEMIZ DUV T,
https://www.rabbitmq.com/documentation.html ZZH L T 72X\,

7T w77 L— K, RabbitMQ EHI—E A ZHMI LT, kDa~<y REH L CHELE
EBXOBRRBLET,

dcnm# appmgr stop amgp
dcnm# appmgr start amqgp

AMQP BFEATENRWIEE, AT Y AX—R (I T 7 AV
/var/log/rabbitmg/erl crash.dump IZ/RSAVTWND KD ITfENE > TWET,
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| DCNMERI®%IS1—F 4 U T4 Y—EREEET S
wRtansoeva=vy [

EBRAVEEOE 3=V
Power On Auto Provisioning (POAP) (X, A% — 7 v TREZMHEHETICAAL v F 2 iL#)T 5
ERAELET, ZhE, A VA= ENTZ200 KR =3 ML THRALET,

« DHCP #— /3

DHCP h— N, 777V v JNDAAL v FIZIP T KL A% /8—&/L L, POAP T —4
R—2DGFTEfR LE T, XY, Python 27 U 7 MRS L, T34 AW A A —
T EREICEEM T B ET,

Cisco DCNM DA A h—/VIEIZ, W7 7 7 U v 7 BT R L A £ 7213 OOB FHLX »

NT—2Z®IPT KL AL, Ciscodm 7 T~7 N7 577 )y 7 FEICHEEMNT SN
Fv hEEZELET,

\}

Note [5%5F (Configure)] > [POAP] > [DHCP #iFH (DHCP Scopes)] % 41
L. Cisco DCNM Web UI Z{#i H{ L C DHCP % 7 |Z5% T D M E N
HVFEF, SSHIHAND /etc/dhecp/dhcp.conf 7 7 A /L%
E£THE, THMLARWEEREAETBAREERHY 7,

RN/
TFTP % —/ Nd, POAP IZff SN B EEFHA 7 VT v &R A M LET,

SCPH— L, T—HFXR—RA T 7 (), BET7AN, BIOXY 7 N I=2T A A—%
Aora—RKLET,

« O 2 I appmgr change_pwdsshpoap Z#ffifH L T, POAP /N2 U — RZ AT T £7, H
MREAZUNALDOEFOHA / — R Ta~vy REFETLTIESN,

FIUr—vaveéa—F4YT1 Y—ERDEE
SSH ¥R MDD 2~ R4 L T, Cisco DCNM T Cisco 722/ I7~<7 N 777 Vw7 D77
re=varbka—74 U074 - AZHFHTIET,

WD LT vy VM LT, SSHERND appmgr 2~ K& AN LET,
o —H4 1 root
e NAT— R RAPICRESAI-EEAART—F

)

Note £z a2 FFA b P—E R ~LT RN appmgr =2~ > RICHHARTEETY, appmgr =~ >
REfiHL T~V T E2FRLET,
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B erscrour—sasbsta—F4UF0 4—ERRF—2RERERT S

appmgr tech_support 2~ KA LT, vn7 77 A NVDOX L TEAERLET, By R T v
TDONTTNY a—T 4 TGO, ZOE#E TAC F— AR TE E3,

\ )

Note - 23 3%, CiscoPrime Network Services Controller ZfEH L7-% v hU—2 —E 2D
<y R L ER A,

DRI aryORNFIFRDO EBY T,

EBRgIC7Z7 IV r—2avbita—FT4Y) 74 Y—EX RXT—4
AZHERET S

OVAISO 7 7 A VW B, 77 A /MIBH LIS ESERT IV r—va v BRI Oa2—7 «
V74 P—EADAT —F A% RETEET, SSHE v a0 appmgrstatus =~ > R & fif
HALT, ZOFEEZFEITLET,

)

Note = 5% % hOHEE~/L 7% appmgr status =~ > KT I T £4, appmgr status? =~ >
REMHL T~V T2 FRLET,

Procedure

ATy 71 SSHEYva v EREET,
a) ssh root DCNM network IP address =~ > K& AL E7,
b) FEASRAU—KZAHLTRIAL L LET,

AT T2 kOa<wr FEHERALT, AT7—X¥A%F =y 7 LET,
appmgr status all

Example:
DCNM Status

PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND
1891 root 20 02635m 815m 15m S 0.0 21.3 1:32.09 java

LDAP Status

PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND

1470 ldap 20 0 692m 12m 4508 S 0.0 0.3 0:00.02 slapd
AMQP Status

PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND
1504 root 20 0 52068 772 268 S 0.0 0.0 0:00.00 rabbitmg
TEFTP Status

PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND
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1-F1UF¢ 4—Ex0EL, B Uty |

1493 root 20 0 22088 1012 780 s 0.0 0.0 0:00.00 xinetd

DHCP Status

PID USER PR NI VIRT RES SHR %$CPU SMEM TIME+ COMMAND

1668 dhcpd 20 0 46356 3724 408 s 0. 0.0 0:05.23 dhcp

A—F4 )74 H—EXDELE, BB, Ytv k
22— 4 VT 4 Y= ADEIE, Bk, VEy MZiE, ROCLILa~> REFEHLET,

s TV r—a U EEILT D2, appmgrstop 2w REMFHLET,

dcnm# appmgr stop dhcp
Shutting down dhcpd: [ OK ]

TV —a UERMT D2, appmgrstart 2~ REFEHA L ET,

dcnm# appmgr start amqgp
Starting vsftpd for amgp: [ OK ]

TN —a aFERT H1TIE, appmgr restart =~ > RE2EH L £ T,

# appmgr restart tftp
Restarting TFTP...

Stopping xinetd: [ OK 1]
Starting xinetd: [ OK ]

\)

Note  (Cisco DCNM U U —Z 7.1.x 725, appmgrstop app_name 2~ R&EHEHLTT7 7Y 7r— 3
VEEILET DA, ERRFEBTT U r—a VBB L ER A,

7= & 21X, DHCP %% appmgrstop dhcp =~ > R&fEH L CEILL, OS BAFEEIT 534, 0S
DT > TIRREIZ72 W FAT L% TH, DHCP 7 7 ) r—va v i3¥ v L £ T7,

FEEEPRAAT 2 120X, appmgr startdhep =2~ > RZ&H L £9, HiEEitk s DHCP 77V & —
YarPBthENET, UL, BRETHRET 774 7 2 A (DHCP OtV IZCPNR 72 &) D
—EE L TRy r—fbEnTWieWnWT 7 r—ra VEFHLTW DA, v— BV THEAR
TITIAT AL EBIINNy =N TWDT 7 U r—1 3 0% OS F it Ehi% ISR BE & 15
FrZ Li3xd v A,

)

Note DCNM 7 7'F 1 7> A (ISO/OVA) 2 EBI &5 &, Cisco SMIS =1V iR—F > MEIF 7 4L b
TIEHBBLETFA, LML, 2Oz AR —3> M, appmgr CLI 2 L TEECTX 7,
appmgr start/stop dcnm-smis

appmgr start/stop dcnm DCNM Web =2 > "R — R b DA EBRtEE /- idfE 1 LET,
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B reosry—n7rLz0ES

IPv6 D) SFTP H—/N 7 KL AN EH

DCNM OVA/ISO % EFM IPv4 8 X OV IPv6 CTIEFIZEB L7=%. T 74/ N TIZSFTP 7 KL
2L IPvA DHEIR L ET, RO 2ODHPATTIPV6 7 L A2 FETEETHIXLENH Y £

B

* DCNM Web 7 7 4 7 > b ¢, Administration > Server Properties Z3{R L T/ 5, KD
74—/ R%& IPv6 \ZHEH L. Apply Changesih % > %27V v 7 LET,

#
# GENERAL>XFTP CREDENTIAL

#

# xFTP server's ip address for copying switch files:
server.FileServerAddress

essh ZfiH L CDCNM |22 27 A > L. server.properties 7 7 A /v
(/usr/local/cisco/dem/fm/conf/server.properties) C SFTP 7 K L A % IPv6 CTE) CEH L 7,

# xFTP server's ip address for copying switch files:
server.FileServerAddress=2001:420:5446:2006::224:19
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TACACS+ —/\EFHTRZtEY 7 v
7O
* TACACS+ H— \BH CSSHiRGE Aty T v 7 (197 =—)

TACACS+ " —/\FHTCSSHEiI2ty b7y T

U U —Z11.5(1) LA, DCNM |Z1%, TACACS+ H— R Tssh 7 7 ¥ 2O ARET 57
DO appmgr 2= RRHAEINTWET, DCNM ~D SSH 7 7 B ADGE, 7 7 & ANFF
AN TNDE D EHWrT 572012, BREIGHRA LLRNZERE S 472 TACACS+ ¥ — /NI i%
FEENET, R LEEA. DCNM ~0D SSH 7 7 & AN A & ET, TACACS+ H—/3(C
FETERWES, VAT AT — O NVEREECEY 97,

DCNM (%, sysadmin, poap, root?® 3 AD=—HIZSSHT 7 £ AZFw L£7, sysadmin —
P—1Zi1X. DCNM ~O— )72 SSH 7 7 v AR H Y £4, root =—H—(X, 57 4Lk TlE
N2> TCWET, 7272 DCNM DT T A~ =R h o F Y —rF, 2A T«
THADE Y " T v T AT F U ADTEDIT, RNAT— KRR LOT 7 & AMEEZEFD root . —
PAEMH LT, SSHZJT L CHAIZHEE LET, poap =—H—iL, DCNM & NX-0S AA > F
W OIEHRD SSH/ISCP 7 7 £ AT S E T, ZAUTlE ., POAP XA A — VE e & ORE
WA & E9, DCNM T SSH 7 7 & A D TACACS+ Bk A+ 5 841%, VE—F
AAA P —3—T 3 AD—H— (sysadmin, poap. root) Z{Emk L. TACACS+ & H T 5
ERH Y FEI, D%, DCNM ~D SSH 7 7 & ANFHFE X4, TACACS+ — _R—DEAR 1
7 CDCNM ~DFT_XTOH SSH 77 B AN B I ET,

VEe— hE3EZ, SSHEY Y a o TORYR—FINET, suz~r FIEFIZ e —hLViEs
PHEALET, DCNMa 2 Y —Anbonr s A T, 2= =N AT LA0hbu v 77Uk
INZWE DT, Fwlioa—hVBFENER S ET,

\}

G¥) 27722 F—FODCNMty F7 v 7 TiE, §XTH/—F, 2%V, 7I4=V, Eh»
FU, BLOIT~NTOarta—7 47 /=TI E— FBREZ AN L THERLT 2 4278
b ET,
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B rncacs: y—mmTssHBEE LY b7V T

1) E— FEEREDHIBR
VEe—1| uunﬁ%ﬁljﬁ‘é‘%) [ /)*(0):1’\7/]\72@fﬁbi?‘

appmgr remote-auth set none

\}

(G£)  appmgr remote-auth set =~ > NE, HWEREZFICH LWREICE L £7,

TACACS+ ZfER L 1=") E— FERELDEETE

TACACS+ ZfEH L TV £ — FalREZRET DITIE, ROo=a~» R LET,
appmgr remote-auth set tacacs [ auth {pap | chap | ascii } ] {server <address> <secret> }
ZTNENOHRPITRDO L FBY T,

cauth 1Z, FREFEX A 72 TEHELET, HELARWES. T 7 4/L MIPAP T7, ASCI B
L OYMSCHAP b ¥R — s ENFET,

- address | ‘U"—/*‘*—O)T RLVATT, =T FL AT, KRR, IPVAT KL A, Fiz
[XIPv6 7 FLAERICT D2 LN TEET, R—MESEHRETLHZLbTEET, i
my.tac.server.com:2049

IPv6 7 KL R, RFC2732 ([ZHEHL L 7= 52 (ERG IPv6 TEK TH A MLENRH Y £, IPv6 T
RLUZX [ CHDOERH Y £3, £5 Lane, ELHEELETA,

WRIZH &R L ET,
* [2001:420:1201:2::a] — 1Ef#
«2001:420:1201:2::a — RIFfE

s secret X, DCNM & TACACS+ Y— N[ CTHH INDHME TT, A=A 52 G MEILFF
HEINFEFTAVFR—FENFETA,

U t— l“nn.. nIEa);E)‘j]“:sET_ [iﬂ)‘j]ﬂ:
UE— FRREZ AR EZITENCT DI, ROa~vy REEHLET,

appmgr remote-auth { enable | disable }

) E— FREENRT— FOERTE

UE— FRFESAY — FE2RRT DL, ROa~x 2 ReERLET,
appmgr remote-auth show

P T

dcnm# appmgr remote-auth show
Remote Authentication is DISABLED

dcnm# appmgr remote-auth show
Remote Authentication is ENABLED

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| TACACS+y—/\EEmTRIEELY b7 YT
TACACS+ #—/\igm T ssHRsEz v 7y 7 [

Protocol: tacacs+

Server: 172.28.11.77, secret: ***xxkxkkx*
Authentication type: ascii

denm#

7 7 4V FTIL, [-S or --show-secret] ¥ — 7 — RZEH L7eWRY | LHEWEILZ VT 7% X
MZFERINEH A,

151
1. 172281177 % U — FFiEV— L L THRE LA LT, ciscol23 A & LT
)EH L‘i‘é‘o

dcnm# appmgr remotellauth set tacacs server 172.28.11.77 ciscol23
dcnm# appmgr remotellauth enable

2. FREEH A 7L L CMSCHAP L. 172.28.11.77 % U & — F&iE— L L TEEL.
Cisco 123 Z 4B L L THRELE T,

dcnm# appmgr remotellauth set tacacs auth mschap 172.28.11.77 ciscol23
dcnm# appmgr remotellauth enable

3. B FRMEEFF O3 OO —NR"—EFELET,
dcnm# appmgr remotellauth set tacacs server tacl.cisco.com:2049 ciscol23 server

tac2.cisco.com Cisco_123 server tac3.cisco.com Clsco_123
dcnm# appmgr remotel lauth enable

4. FRREREZBENT D0, HIBRL £,

dcnm# appmgr remotellauth set tacacs none

5. REZHIFRETIZY £— FRAEEZEDIZ L ET,
dcnm# appmgr remotellauth disable

6. HEDY E— FBRERE LA LET,

dcnm# appmgr remotellauth enable

U t— IN urL.\nIEt POAP

U — MRAEDSH 726, poap L —H—Dr—H L XA T — KX TACACS ¥ —/3—D /82
U—RNEFRICTHLUEND Y 5, TNLSOEE, POAP TR L £,

02— )L ® poap /XA T — RZ&[FEIHT 5 121E, TACACS —/NT/HRT— REREEZIIEE
L7, koa~<y RaEMHALET,

appmgr change_pwd ssh poap

Cisco DCNM Cisco DCNM Native HA &~ N7 v 7T, ZOa~v> NE7 o794~V /— KT
DHFITLET,

DCNM X1 T4 TJHAt Y b7 v TTD Y E— FEREE

2B RT7rYDCNM 2 RA T 4 7 HA By 8T v FIZEBRT D0ER S LH T ) ATk
U E— MNEREDRHENZI 2> TWBEEIR, B XY HA  — R&EBINT 51, ivoJ:U\appmgr
update ssh-peer-trust =~ > R & FATT NN T 2 MEN N H Y £7,
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TACACS+ 9 —/\EHTRiZ Y +7v T |
B rncacs: y—mmTssHBEE LY b7V T
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513 =

logdi2 DHEFEEDY T b T7 ATFH Y
AT7YTT—rDA AR M—)L

e Cisco DCNM Windows 3 L O Linux JER~D Y 7 " =T AT F AT v 7T — DA
VA =L (201 X—Y)

« Cisco DCNM OVA/ISO BBE~D Y 7 " T =T AT F VAT v I TF— DA A F—)L
(204 ~<—2)

Cisco DCNM Windows & & U Linux BEF~ADY 2 o7
AUTFURTYIT—EDA A R—IL

D73 TliL, CiscoWindows B8 L O Linux BRIV UV —X115 (1) 27 b =T AV
FFUAT v TFF—hk (SMU) %A A h—/L LT, CVE-2021-45046 35 J 1 CVE-2021-44228
OISR 2 FINEIZCOW TR L £ 9, CVE-2021-45105 (X KEMNMELS . T 7 4L hi%
ED DCNM TIEfEH &nZenwzd, 2 2 TIEHRY EFEwA,

\)

G¥) root F721% admin = —H%—D &% CiscoDCNM > b7 v FIZSMU A4 VA h— /)L C& £
7,

2T, IRONBITHOW T L £,

Cisco DCNM Windows 7 754 7R EDOSMU 4 VX —)L

Cisco DCNM Windows 7 7T A 7 2 AIZ SMU & A A b—/)L 9 521X, IROFINEZEITLE
—é—O

48 HHIIZ

* CiscoDCNM 7 7'V r—2a Oy 77 v 720 £9, DCNM Yy —ONEIZH D%
RPNy 7T v Ty A VEar—LET,
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

B ciscoDcNM Windows 7 754 7o ED SMU B VR F—aL

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

* Cisco DCNM 7 7' F A 7 A8 VMware BREEIZA VA =L IR TWBHEHEIE, 4T2T
D) —=RKOVM ATy 7 ay hEER LT EE, FIRIZOWTIE, [CiscoDCNM Y
Y —A /—k (Cisco DCNM Release Notes) |PD[VMware A}~ 7'+ 3 v b #3— h

(VMware Snapshot Support) |0t 27 & a v 2B LT 72 &0,

e SMUZA VA R—INTEHEEDDALTF AT 4 RUZEE LTS X0,
*CiscoDCNM 115 (1) "B L T\Wb Z L2l L ET,

FIE

SMU 7 7 A V& Z v ru—RLET,
a) ROV A MIBEILET, https://software.cisco.com/download/

A m— RA[HE7R CiscoDCNM DT VU — A V7 b =27 DY A FRFRENET,

b) HHDOVYV—AVART, UU—Z11.51) R L ET,

¢) CVE-2021-45046 ¥ L 0" CVE-2021-44228 |Z5%t)i&4 % Windows 3 X OF Linux $—/3— D
DCNMDCNM115(1) A>T F U AT v 7T — eldof T, [¥vru—R| 74 ark
7w LET,

denm-win-linux-patch Z{R77 L £ 3, AL FFr2EH T s T8 Ry F) OBMAEZHEBET S L XICRST
RFNEIIC, 11.5.1.z2ip T 7 ANET 4 L7 FUVITREFELET,

77 A/VEDCNM T~ 87 v 7D C: \Users\<UserName>\Desktop\ 7 4 VX IZT v 71—
KLET,

denm-win-linux-patch Z & L £7, 115.1.zip 7 7 1 /L (c:\Users\<UserName>\Desktop\
FTaLz M),

[a<> k7>~ (Command prompt) 1% B, [EE#E (Administrator) & L TEITL
£,

c:\Users\<UserName>\Desktop\patch =~ > RZfEH L TT 4 L7 MU % /patch ICAHE L&
7

Ny FOHHLET,

c:\Users\<UserName>\Desktop\patch> patch.bat

Enter DCNM root directory [C:\Program Files\Cisco Systems\dcm]:
c:\Users\<UserName>\Desktop\patch

"Backing up dcm.ear ..."
1 file(s) copied.
1 file(s) copied.

"Stopping DCNM service..."
The Cisco DCNM SAN Server service was stopped successfully.

Waiting for 0 seconds, press CTRL+C to quit ...
"Applying patch...."

Initializing, please wait...
Patching DCNM server, please wait...
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html
https://software.cisco.com/download/

| logiz DIEBHDY T ~H 1T A UTFFURTYTTF— DAL VR R—)L
Cisco DCNM Linux 7 754 7 > 2~ SMU DA 2 h—L |||

v

"Stopping Elasticsearch...."'
The Elasticsearch 6.8.3 (elasticsearch-service-x64-683) service is stopping..
The Elasticsearch 6.8.3 (elasticsearch-service-x64-683) service was stopped successfully.

Waiting for 0 seconds, press CTRL+C to quit ...
1 file(s) copied.
1 file(s) copied.
1 file(s) copied.

"

"Starting Elasticsearch....
The Elasticsearch 6.8.3 (elasticsearch-service-x64-683) service is starting..
The Elasticsearch 6.8.3 (elasticsearch-service-x64-683) service was started successfully.

Waiting for 0 seconds, press CTRL+C to quit ...

"

"Starting DCNM server...
The Cisco DCNM SAN Server service is starting.
The Cisco DCNM SAN Server service was started successfully.

Cisco DCNM Linux 7 75 A 7V AANDSMU DA VX b—)L

CiscoDCNM Linux 7 77 A 7 AT SMU & A A b =9 5101%, ROFIEEZ EITL £,

1R BHHIIZ

* CiscoDCNM 77U r—a DRy 77 v 70 £9, DCNM Y — "ONENZ & D%
BIRPFTICNN I T v T Ty A )VEar—LET,

* CiscoDCNM 7 7' F A 7 > AM VMware Bgbill A VA b — /L ENTWBEARIL, HT2T
D) —=ROVM ATy 7 ay MEfER LT ESV, FIEIZOWTIE, [CiscoDCNM Y
Y—2A /— kK (Cisco DCNM Release Notes) |PD[VMware A~ 7' 3 v k #737— h

(VMware Snapshot Support) 1Dt 27 v a 2B LT ZEW,

e SMUZA VA R—=ILTAEZODALTF AT 4 RUZHELTLEIN,
«CiscoDCNM 11.5 (1) BB L TWDH Z AR LET,

\}

GX)  root = —H#—DZH CiscoDCNM UV U —Z 11L5() 77T A T A
IZSMU ZA A M=/ TE LT

FIE

ATYT1 SMU 77 A VEF T m—RLET,
a) ROV A MIBEILET, https:/software.cisco.com/download/
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

. Cisco DCNM OVA/ISO BRA~ND Y I b7 AVTFFUR T ITT— DA VR =L

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

71— RATHE7R CiscoDCNM DI ) U —2A Y 7 k7 =7 DY A M RFRENET,

b) FHOV IV —RA VRART, UU—R1151) ZRIRLET,

¢) CVE-2021-45046 35 & O CVE-2021-44228 (2%t~ 9" % Windows 33 & O Linux % —/3— D
DCNMDCNM 115(1) A>T F > A T v 7T — RO T, [Fvran—R|T7A4ar%
7Yy 7 LET,

denm-win-linux-patch Z1R7F L £3, AL TFF Lo 2E8HT0rI6 Sy F) OBHERKET S L XICROT
RLTNEHIC, 11.5.1.zip T 7 ANET 4 L7 FUITRFELET,

DCNM t > 7 v 7D [root/ 7+ NVEIZT7ANET v 7u—RKLET,
root =—#—& LT SSH Z{#H L T Cisco DCNM {22 7 F > L £,

denm-win-linux-patch Z#f8E L E£9, 115.1.2zip 7 7 A V% /root/ T 4 L 7 kU ITHE
BELET,

T4 L7 K~ /patch (ZBENL F9,

[root@dcnm] # cd patch

Ny FORM L ET,

[root@dcnm] # ./patch.sh

Please enter DCNM install directory. Press Enter to select default.
[Default:/usr/local/cisco/dcm] :

DCNM Home Dir: /usr/local/cisco/dcm

Backing up dcm.ear and SanAnalytics.war...
Stopping DCNM service...

Stopping FMServer (via systemctl) : [ OK ]
Applying patch....

Patching ear file, please wait...

Patching war file, please wait...

Stopping Elasticsearch...

Stopping elasticsearch (via systemctl): [ OK ]

Starting Elasticsearch...

Starting elasticsearch (via systemctl): [ OK ]
Starting DCNM server...

Starting FMServer (via systemctl): [ OK ]

CiscoDCNMOVA/ISO BFEI~NDY I bz T7 AVTF R

7D

—

> —

fDA VAR M—=)L

Cisco DCNM (Z, VU U — =& 11.5(x) ® CVE-2021-45046 3 & U CVE-2021-44228 D [FHREIZ % 4L9
L7 R 2T AT AT v 7T —F (SMU) ##fLET, 2D SMU DA A h—
T, EBBRO7Z®IIZU U —A 11.5(1), 11.5Q2), BELO11.53) THAR—FrINTWET,

ZIZTIE, RONFIZHOW T LET,
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| logliz OEBHEDY T b7 AVTFURTYTTF—hOA VR b=
Cisco DCNM 11.5(x) 0> CVE-2021-45046 #5 & U CVE-2021-442282 5 > K7 0 VEBITO SMU D4 > % +—1L [}

Cisco DCNM 11.5(x) 0> CVE-2021-45046 #5 & U} CVE-2021-44228 X %2 > k7
OVERFETOSMUDA VR F—JL

ZDE 7 v a Tk, CVE-2021-45046 § & U CVE-2021-44228 O [EEIZ kAL 5 72912 Cisco
DCNMOVA/ISO T 7F3A T LV ALY T "I =T AT F AT v 7F—F (SMU) %A A
=3B FNEIZSOW T LE T, CVE-2021-45105 IZEKENMELS . T 7 4/ FRED
DCNM Tl SN2 Weed, 22 TR EFEdA,

AB v RT v U RE— RO Cisco DCNM OVA/ISO DA Y A =WV 7 b T =T AT
VAT T T—F (SMU) ZEHT 53, ROFIAZFETLET,

Before you begin

*DCNM 777 A 7 > AN ® appmgr backup 2~ > K& LTT 7Y r—va v 7—%
DRy T v T ERGELET,
denm# appmgr backup
DCNM H— ORI DR RIRBFINC Ny IV T v 7 7y A v a—LE T,
Cisco DCNM 7 75 A 7 > A7 VMware 3255104 > A b —/L SR TWAEA L. L4 T
D) —=FRKOVMAF v T vay hEERLTEE, FIEIZOWTIE, [CiscoDCNM VU
J—A /— |k (Cisco DCNM Release Notes) ] @ [VMware A} > 7> 3 v k $7R-— |

(VMware Snapshot Support) |DOEZ 22 LT Z &0y,

SMU ZA VA R—=NFTH1ODATFT AT 4 RUZFHE LTS EEN,
Cisco DCNM 11.5(x) @ CVE-2021-45046 §5 & TN CVE-2021-44228 3858 L T\ 5 Z & % fif
RBLET,

ZDOSMU DA A =i, BEOZOHIZY U—2A11.51), 11.52). BELO11.53) TH
A—FrENTHET,

N

Note oot = —#"— D778 Cisco DCNM U U — & 11.5(x) D
CVE-2021-45046 & & U CVE-2021-44228 775 A 7 > A2 SMU
A LA RNV TEET

Procedure

ATYF1 SMUZryANVEFUm—RRLET,
a) WOV A F~BE)L E 3 : https:/software.cisco.com/download/,

A vy m— RA[REZR CiscoDCNM OV U—A V7 b =27 DY XA b RFRENET,

b) &HOVY—AURAKNT, UYU—2R115%x) D CVE-2021-45046 3 & U CVE-2021-44228 %
BINLET,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-data-center-network-manager/products-release-notes-list.html
https://software.cisco.com/download/home/281722751/type/282088134/release/

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

. Cisco DCNM 11.5(x) 0 CVE-2021-45046 45 & Uf CVE-2021-44228X 2 > R 7 O VRBEATO SMUD A X b—JL

ATw T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ZOSMU DA A b—E, BEOEDIZY U —R 11.5(1), 11.52), HBL011.53) TH
R—F I TWET,

c) logdj2 CVE-2021-45046 and CVE-2021-44228 7 7 A /v %7 K L A3 572 ®HIZVMWare,
KVM, X7 AXZNET T 53T AP —=R—=DDCNM 11E5XA T AT v 7T — &
BL[#Fo>a—FK (Download) ] 7 =2>% 27U v 7 LET,

d) dcnm-va-patch.Z#REFLET, SMU DERZRIBT HEZICRDIFPT VLS,
115x-pl.iso.zip7 7 A V%&T 4 L7 M VITRIFELE T,

denm-va-patch. Zf8E L F 9, 11.5x-pl.iso.zip 7 7 AV E{ER L, £DT7 7 A /L%

DCNM / — R® /root/ 7 A/NWFIZT v 7Fua—RKLET,

SSH % L T sysadmin & LT CiscoDCNM 7 75 A4 7 AlZu /A LET,

root =—Y¥—%2HHZTHsua~vr REETLET,

denm# su
Enter the root password:
[root@dcnm] #

ROa<wy REFATLTCRAZ Y —r kv va VEERLET,
[root@dcnm] # screen

kY, a~wr REEFTESEy v a VAMERESNET, Zoa<wr Rt v o Ry
NERINTW2WEGEE, R30I SN =56 THLIEIT LT ET,

mkdir /mntfiso =2~ R&EFHEH LT, iso L WIHILFTDO T + V¥ —EERR LET,

[root@dcnml]# mkdir -p /mnt/iso

DCNM 11.5(x) ™ CVE-2021-45046 & & ' CVE-2021-44228SMU 7 7 A /v % /mnt/iso 7 4 /v
v P LET,

[root@dcnm] # mount -o loop denm-va-patch.l1l.5.x-pl.iso /mnt/iso

Iscripts/ 7 4 L7 N UICBENL 7,

[root@dcnm] # ed /mnt/iso/packaged-files/scripts/

Jinline-upgrade.sh 27 U 7 %73 %

[root@dcnm] # ./inline-upgrade.sh

TR EEICFRENET, SMU DA A M—ANR%ET LIz, DA v —INE
AINET,

Note SMU BN IEFIZA VA b—LEN5E, DCNM Vet AnHE#E LES, Zhick
. DCNM Web UL ~D 7T 7 & ZAN—IFigIc bV E T,

appmgrstatusall =~ > FZ#HA LT, DCNM7 7 U 7r—3 9 U MEREL TV D Z L 2R L
e

[root@dcnm] # appmgr status all

exit A~ FEHEH LT, screenty s a 2T LET,

[root@dcnm] # exit
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| logtiz DEBHDOY I FHIT AVTFHURFYTT—FOA VR =)L
Logsj Ottt a7 kowns i

ATv 71 denm-va-patch® YV MERLET, DCNM Y b7y TH 5 115x-pl.iso 7 7 A /L,

Note SMU 7 7 A vz~ MERT DR, screen w2 a V&2 7T O0ERDHY
£7

[root@dcnm] # umount /mnt/iso

Logdj DiEsEEICR LT 5~ FDH A
WIZ, Cisco DCNM U U — 2 11.5(x) ® CVE-2021-45046 & & U CVE-2021-44228 |Z SMU % A
YA R THEEOH A E R L ET,

ZDOSMUDA A M=, BEOZHIZY U —211.5(1), 11.52). BLU11.53) THHE—
FERTHET,

DCNM X2 > F7OVEBICSMU Z4 VR F—ILT 51D H 2 TILH D

ZDOSMUDA A =T, BEEOZDICY U—Z11.51). 11.5Q2). BLU11.53) THR—
rERNTWET,

[root@dcnm] # ./inline-upgrade.sh

============ Tnline Upgrade to DCNM 11.5(x) (> CVE-2021-45046 # & U CVE-2021-44228-pl

Upgrading from version: 11.5(x) 0> CVE-2021-45046 &1 CVE-2021-44228
Upgrading from install option: LAN Fabric

System type: Standalone

Compute only: No

Do you want to continue and perform the inline upgrade to 11.5(x) (O CVE-2021-45046 &
U CVE-2021-44228-pl? [y/nl: y

Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus started ====

Fri Dec 17 11:26:51 PST 2021 - Task checkAfwStatus finished ==

==== Fri Dec 17 11:26:51 PST 2021 - Task updateAfwApps started =
==== Fri Dec 17 11:26:51 PST 2021 - Updating AFW applications ==
Pausing Services that need to be patched

Deleted Containers:
992d06574c57882cf1a86bf7¢c19414055¢c6£501073a262b9%e97ceela75718a55
324f8ecfc34223f9d71abb86a807af54a720b40121aa8f38f6aa2dccbc233071
£7£e8656838a£352d0d128163ble%eddcca9des5b73eal3a0956e4199e867£69%9a34
ab0f0dd90b98dacca8e01c944c6b07390bad8cd8247cf8cdf7629503bd01d252
52d0d5ad7edf990424b43c57d95ba836191fa913e556e6clb75a65f171debbeb
4daf92fd8ba5445a81913d£f573343c0d6617b436330d103b8abf631a477¢c9b91
786768ab289596fbfb3904b1115a14717057bc83a06e555aalabb76abb4c3ale
1£5£52c42e532b4be9cff0eb22844824d969c6838436098251236efdf4£85£57
b780eff0776d9dfa752ef28446dcaffcffffacbac20a2b41738ac23e6d060ed3
756097c7bd5028ee5eafc74c7fb90eae20104b1584£2611ealb3089340d40011c

Total reclaimed space: 1.418MB
pauseAfwApp: calling PUT with ({pause}
pauseAfwApp: value of Wait: false

HTTP/1.1 200 OK
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logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |
H A4

Date Fri, 17 Dec 2021 19:26:52 GMT
Content-Length 99
Content-Type text/plain; charset=utf-8
{

"ResponseType": O,

"Response": "Application is Paused for elasticsearch Cisco_afw. Check for status"
}
pauseAfwApp: calling PUT with ({pause}
pauseAfwApp: value of Wait: false
HTTP/1.1 200 OK
Content-Length 96
Content-Type text/plain; charset=utf-8

Date
{

"ResponseType":
"Response":

}

pauseAfwApp:
pauseAfwApp:

HTTP/1.1
Date

{

"ResponseType":
"Response": "Application is Paused for eplui Cisco_afw.

}

pauseAfwApp:
pauseAfwApp:

HTTP/1.1
Date

{

"ResponseType":
"Response":

}

Fri,

Fri,
Content-Length
Content-Type

Fri,
Content-Length
Content-Type

17 Dec 2021 19:27:12 GMT

OI
"Application is Paused for watchtower Cisco afw. Check for status"

calling PUT with
value of Wait:

{pause}
false

200 OK

17 Dec 2021 19:27:32 GMT
91

text/plain; charset=utf-8

OI

Check for status"

calling PUT with
value of Wait:

{pause}
false

200 OK

17 Dec 2021 19:27:52 GMT
100

text/plain; charset=utf-8

OI

"Application is Paused for elasticservice Cisco_afw. Check for status"

Now Removing Images from Runtime

Untagged:
Untagged:
127.0.0.1:
Untagged:
Untagged:
127.0.0.1:
Untagged:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Deleted:
Untagged:
Untagged:
127.0.0.1:
Untagged:
Untagged:

. SAN BRI U —X1

127.0.0.1:5001/dcnmelastic:6.8.3 11.5.2

5001/dcnmelastic@sha?256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
127.0.0.1:5000/dcnmelastic:6.8.3 11.5.2

5000/dcnmelastic@sha?256:a872d49e3b5a0fc58ec9c1e8d8908c62604258chbfblal2ac418227ed7£928128
dcnmelastic:6.8.3 11.5.2
sha256:0173109c0612f48ed4165de7e5£a96£2243fe48756405bd0a0b4£12279785dbl
sha256:8d0b16£607caee532685643cf21550079881b67db%edf7d54a50baddec673c45
sha256:63£9d6a3667c56£4a64d986b13b0059353fb983495b34£840b6a38c63e39938c¢
sha256:af6e5eed783b56a675c53698ad4d374a77222218ebf706ad9891785b4ec2a537
sha256:37dablfa0ee831d1979104edd0eaB820alb3de3fe818aa75200021£8680221998
sha256:c£1569581d9385a63ebd156el15dc795ab82de8d0a27fc5a3205dac339b591eeb
sha256:3d293d026d9%9a7552a3630a75500d860083763a558191e1£28ebb6344c985b09d
sha256:0285cfcbbbcb0850c0121d404c51ef0a333380cf332b3b776e75b45a94c2e8a7
sha256:6e43279655973e51749e6¢c13dbf63733802071££665927375£9£988278570b548
sha256:544fc6ed244eef6449d95305179600648£339c0adbcbcbf93cc4£9e402122c53
sha256:6810a2c88653fe864294296¢c70a5a657caa0f638689££58£13493acc532£5c77
127.0.0.1:5001/elasticservice:1.3

5001/elasticservicelsha?256:0f0293e69d144bbf2dbd4192£598841fb596629%bebl1b09522a75bd599024 6102
127.0.0.1:5000/elasticservice:1.3
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127.0.0.1:
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5000/elasticservice@sha256:bf0293e69d144bbf2dbd4192£59884fb596629bb6b1b09522a75bd599024610b2

Untagged: elasticservice:1.3

Deleted: sha256:c6cdl8e3bcc36ab60a3d741le8fabeclob6ec53de742cd959fbef572b2d6e75£db
Deleted: sha256:0e5892dd6bebe671d8dbf07949d2559cdd43ccc537a0cb4£f18eedb74£634238¢
Deleted: sha256:e0£9a768£8fc9al73f00b6babcb017789713195b566£97470d9501bbbbbag8e74
Deleted: sha256:213b03f962fe9%b6df0da77ccabel74c74ccb790d4084a25£7221076£45958ced9
Deleted: sha256:1ef5822648e60b2be83c8641db64375bel4ecbb6f5acdb6ald2919el4£8af3b4d
Untagged: 127.0.0.1:5001/watchtower:2.1

Untagged:

127.0.0.1:5001/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%

Untagged: 127.0.0.1:5000/watchtower:2.1
Untagged:

127.0.0.1:5000/watchtower@sha256:793aee652b615cd3161c8dd9c60eb89b6afd684£c89c6518£84f£71563bee99%

Untagged: watchtower:2.1

Deleted: sha256:b44bcfbcd001b7c85a2028e813e£f6919e316d6af37732a092151639d1c3d2b45
Deleted: sha256:3d30de4d2f50296af6affebbaa20e58a91b84abab65£89cb379ac78308c47ble
Deleted: sha256:a066£951d571bcead85b9%9a6530bl4a7b82ccal834al74c28delbc037bb80a2edd
Deleted: sha256:c£95f9ed8314cec412869a95a1a50b7b7d04£f29bbc5b8a3dl49a424ca6c83e49
Untagged: 127.0.0.1:5001/eplui:2.2

Untagged:

127.0.0.1:5001/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d

Untagged: 127.0.0.1:5000/eplui:2.2
Untagged:

127.0.0.1:5000/eplui@sha256:af90£d9362£9244ed03bdd13318£6123817a7be64e089c42£5094£d570ebb03d

Untagged: eplui:2.2

Deleted: sha256:5ccad4a674£345d289c814ae0a3f24ec9aac76937046beb4273b51cc29¢c4b6408
Deleted: sha256:d6886b2e02aaf7ebf7cf£d0423bedffbd27905d12£81d0908d4ab02b2e9973ccl
Deleted: sha256:301f9eb3bal05164dbd29cab2c93dad24e5elfeal3cf2abd2f1585c25df6a75c34
Deleted: sha256:0af470c810372aa3ecee7f4£5b6cdbab0dc857e£371d658668bb43fb2e50f2ef
Checking and starting a writable registry

Error response from daemon: no such image: AfwAppRegistry: invalid reference format:

repository name must be lowercase
£11dc4cb9677d2cb7e0£e215050£69fdbb60ed583762£3867290c8aeda7712b2a
Achieved Pause state for all services, Now Patching services
Loading Images into the writable registry
Loaded image: eplui:2.2

Loaded image: dcnmelastic:6.8.3 11.5.2
Loaded image: elasticservice:1.3

Loaded image: watchtower:2.1

The push refers to a repository [127.0.0.1:5000/dcnmelastic]
97da84£f99ba3: Preparing

a0bb674£f2b12: Preparing

1d07ed4e39fa: Preparing

8dB8ad48£fd5741: Preparing

bl4eb3458281: Preparing

£13999d3b63e: Preparing

dlc75bcbebl0: Preparing

£51£8d284b3b: Preparing

617b86abcd6d: Preparing

d3071a656898: Preparing

Obcabbb3cf37: Preparing

5d50c3ca45af: Preparing

9785ac5771£f5: Preparing

dlc75bcbebl0: Waiting

d3071a656898: Waiting

£51£8d284b3b: Waiting

5d50c3ca4d45af: Waiting

617b86abcd6d: Waiting

fbb373121c59: Preparing

Tb9£72883£99: Preparing

9785ac5771£f5: Waiting

fbb373121c59: Waiting

5fb2dee77c93: Preparing

bc2717dd2942: Preparing
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Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Obcabbb3cf37:
1d07ed4e39%fa:
97da84£f99ba3l:
albb674f2b12:
8d8ad48fd5741:
bl4eb3458281:
dlc75bcbebl0:
£13999d3b63e:
£51£8d284b3b:
617b86abcd6d:
d3071a656898:
Obcabbb3cf37:
5d50c3cadbaf:
fbb373121c59:
9785ac5771£5:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
6.8.3 11.5.2:

sha256:0e407eefbc956a3e4c5b1705ab3add29c883e63dalb84d8e89£2345fe2fc557f size:
The push refers to a repository

e9e60715acea:
83082b3681a8:
ec805d3c2de0:
fa8a90cb6518:
5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
9785ac5771£5:
5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
fa8a90cb6518:
5fb2dee77c93:
bc2717dd2942:
e9e60715acea:
83082b3681a8:
Tb9£72883£99:
ec805d3c2de0:
1.3: digest:
size: 2422

The push refers to a repository

7Tbb58c00babl:
69c967d71211:
€a7268754985:
5d50c3cadbaf:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:

Waiting
Waiting
Waiting
Waiting
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Layer
Layer
Layer
Layer
Layer
Layer

already
already
already
already
already
already
Layer already
Layer already
digest:

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Layer already
Layer already
Pushed

Pushed

Layer already
Pushed

Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting

Waiting

Waiting

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

exists
exists
exists
exists
exists
exists
exists
exists

3882
[127.0.0.1:5000/elasticservice]

exists
exists
exists

exists
exists

exists

sha256:ece5bb0b46547a166907£38£4958e40£d5202b£f015728ea89dda2af342d28727

[127.0.0.1:5000/watchtower]

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



fbb373121c59:
5d50c3cadbaft:
9785ac5771£5:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
bc2717dd2942:
Tbb58c00babl:
€a7268754985:
69c967d71211:

2.1: digest:
size: 2214
The push ref

4d33a08042c4:
a6480cd96594:
53cebfe822f4:
5d50c3cadbaft:
9785ac5771£5:
fbb373121c59:
Tb9£72883£99:
5fb2dee77c93:
bc2717dd2942:
Tb9£72883£99:
fbb373121c59:
5fb2dee77c93:
9785ac5771£5:
5d50c3cadbaf:
fbb373121c59:
4d33a08042c4:
53cebfe822f4:
Tb9£72883£99:
bc2717dd2942:
5fb2dee77c93:
a6480cd96594:

2.2: digest:
size: 2214

AfwAppRegist
Loaded image
pauseAfwApp:

HTTP/1.1 200
Date Fri,
Content-Leng
Content-Type
{

"ResponseT

"Response"
}
pauseAfwApp:

HTTP/1.1 200
Date Fri,
Content-Leng
Content-Type
{

"ResponseT

"Response":

}
pauseAfwApp:

HTTP/1.1 200
Date Fri,

Content-Length

Content-Type

| logiz DIEBHDY T ~H 1T A UTFFURTYTTF— DAL VR R—)L
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Waiting
Layer already
Layer already
Layer already
Layer already
Layer already
Layer already
Pushed
Pushed
Pushed
sha256:2aeded0fa00d3c92c4e78a5339%ebll6e27b0ac5fbed36c241£d26676a6642d91

exists
exists
exists
exists
exists
exists

ers to a repository
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Preparing
Waiting
Waiting
Waiting

Layer already
Layer already
Layer already
Pushed

Pushed

Layer already
Layer already
Layer already
Pushed
sha256:6a6b2266bb21lbbcb88cd2fc3£f01c7127d2793b663026££fa88d0665eb82£8d354

[127.0.0.1:5000/eplui]

exists
exists
exists

exists
exists
exists

ry
s, now unpausing services
calling PUT with {unpause}

OK

17 Dec 2021 19:30:22 GMT

th 100
text/plain; charset=utf-8

ype": 0,

: "Application is Running for elasticsearch Cisco afw. Check for status"

calling PUT with {unpause}
OK

17 Dec 2021 19:30:43 GMT
th 97

text/plain; charset=utf-8

ype": 0,

"Application is Running for watchtower Cisco_afw. Check for status"
calling PUT with {unpause}
OK
17 Dec 2021 19:31:04 GMT
92

text/plain; charset=utf-8
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"ResponseType": 0O,

logdi2 DEB/HEDY T hH 27 A VFF VR Ty ITFT—rOAVZ b= |

"Response": "Application is Running for eplui Cisco_afw. Check for status"

}
pauseAfwApp:

HTTP/1.1 200 OK

Date : Fri,
Content-Length : 101
Content-Type : text/plain;

{
"ResponseType": O,

calling PUT with

{unpause}

17 Dec 2021 19:31:25 GMT

charset=utf-8

"Response": "Application is Running for elasticservice Cisco_afw. Check for status"

}

Nothing to Patch in NI Base image is not installed here

==== Fri Dec 17 11:30:45 PST 2021 - Task updateAfwApps finished
Fri Dec 17 11:30:45 PST 2021 - Task disableAppsOnStandby started

Stopping HA apps on Standby node
Stopping AFW Applications...
Stopping AFW Server Processes
Stopping AFW Agent Processes
Stopped Application Framework...

Stopping High-Availability services:

to proceed... ====

Fri Dec 17 11:31:45 PST 2021 -

Fri Dec 17 11:31:45 PST 2021 -
Fri Dec 17 11:31:45 PST 2021 -

Done.

Task disableAppsOnStandby finished

Task stopDcnmServer started
Trying to upgrade your DCNM,

so stopping the dcnm

Stopping FMServer (via systemctl): [ OK ]
==== Fri Dec 17 11:32:20 PST 2021 - Task stopDcnmServer finished ====
Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles started ====
Fri Dec 17 11:32:20 PST 2021 - Updating packaged-files ====
Fri Dec 17 11:32:20 PST 2021 - Task updatePackagedFiles finished ====
Fri Dec 17 11:32:20 PST 2021 - Task updateFmServer started ====
Fri Dec 17 11:32:20 PST 2021 - Updating FMServer ====
Fri Dec 17 11:32:20 PST 2021 - Backing up dcm.ear
= Fri Dec 17 11:32:21 PST 2021 - Applying patch... ====
Patching ear file, please wait...
Patching war file, please wait...
==== Fri Dec 17 11:32:30 PST 2021 - Task updateFmServer finished ====
Fri Dec 17 11:32:30 PST 2021 - Task updatePatchList started =
Fri Dec 17 11:32:30 PST 2021 - Task updatePatchList finished =
==== Fri Dec 17 11:32:30 PST 2021 - Task startDcnmServer started ====

Started AFW Server Processes
Started AFW Agent Processes

Started applications managed by heartbeat..

Check the status using

Starting High-Availability services:

Done.

Fri Dec 17 11:33:23 PST 2021
Fri Dec 17 11:33:23 PST 2021 - Task completeUpgrade started =

'appmgr status all'

INFO: Resource is stopped

- Task startDcnmServer finished

R R Rk I I h b b b b b b dh E b b h b b b b E b b b b b b b b b b b b b b b b b b dE b b b b b b b b b b b b b b b b b b b b b b b b 3k b b b i

Inline upgrade of this Standalone DCNM node is complete.

Sat Dec 17 11:33:23 PST 2021 - Task completeUpgrade finished

R R R R I I E h b b b b b dh h dE b b b b b b E h b b b b E b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

. SAN B 1) —Z 115(1) ® CiscoDCNM 1 VR b—LE L UVT v TIL—F H4A K



| logiz DIEBHDY T ~H 1T A UTFFURTYTTF— DAL VR R—)L

ey |

Log4j2 Ma55 4D X F v >

https://github.com/logpresso/CVE-2021-44228-Scanner > 5 A X ¥ F7— (logpresso 72 &) %X 7
m—RFLET,

"
% B>

>

ZDa—FT 4 VT 41, RO A X% NCOMEA LT IEEW, 2T LANOMEETE
FTAEDIHERA LN T &N,

1L T

SMU%Z A A h—/LL75, DCNMWebUI 2Bl L T\ 5 Z & &M LET, £72. appmgr
statusall =< > RZHEH LT, $XTOF o 2AR8B# L TWAHZ 2R LEd, [7FY
r—2av]>[AvEa—T4 2T, TXTO/ — FPEERETE RSN TNDL 2 L%
MR L £,

A%y UEFEFERITILENC, kOa<r FEHER LT, RIS 2o 7250 docker A
A—=TEHEELET,

docker ps-a TH TIREED =2 o T T INLEE R INDGEIT, BANCREFATLE T,

docker container prune

WARNING! This will remove all stopped containers.

Are you sure you want to continue? [y/N] vy

Deleted Containers:
33d2a44706663870d062b7ee8bd4abal8ea%4ea6fdc285b6baldl33334£226d73
9fba3140120£7£fbc41993a97d0bcbbec254ffed638dald45e3a91fb04614cbab
67d4cd575d1febdec54fel161d716334908eb18d1a%9a5d053a8£f21ed1e3089d8c
4b8f2463c£899341£d5a028078a3d6b98790807dblba6bfbecel3a5a0a7783749
5pb066b6eb334986d0cb0442249218d8582936439f8c8b3a3c81426ab8lbeaac3
14b965917498dcaaaa3e586d0d65e702d884c3cef7e425e60215a192cb£f£9945
359ab2cab568d10c42e406fec6a6£7499637936080b0cal09e307c51ca9431532
al8a752de7208d3802989£9209893140cac404c£f33dcdfbcb362ebbddbdede4
519e0e7654ecff8601£868c2a55fd1507a9ce52d137¢33¢c79067£fe3d7£834048
03e0cOccaal35e2b4d07cbafae90c758£3db5eab639528afcc550a26e9cleflb4d3
Total reclaimed space: 155.4MB

BTIREBO 2 T =R WIEAIEL, RO X 912 docker image prune % BT L Tl Ao
A—=Th V=T v T TEET,

docker image prune -a

WARNING! This will remove all images without at least one container associated to them.
Are you sure you want to continue? [y/N] y

Deleted Images:

untagged: 127.0.0.1:5001/eplui:2.1

untagged:
127.0.0.1:5001/eplui@sha256:6b788e837561£f5b56378d9872885abd078105b6e18f17£8b28ff7d58106288ed
deleted: sha256:9a9bb56bcf9e5807e25743522e7cc3b7946ca390875418b5£85894b383443276
deleted: sha256:d09c3547766a3130d2e48d85d5¢33304£fd912abbcc0fd8f6d877cad4a5a7513d8
deleted: sha256:19acc971e6674459c817bd011edB8e59690c4£f47£3£f733fe9ffb617227d5081e0
deleted: sha256:5f5a7996ee7ba7d79772caa%a24£95cceb8463bab030c7ed8£534b14eda099db
untagged: 127.0.0.1:5001/elasticservice:1.1

untagged:
127.0.0.1:5001/elasticservice@sha256:b7b7a082aa225301e92c¢55ab93647a7£4e5049e28152733075995a6b237aa798
deleted: sha256:£9078£534739f1367d9a67187£14£f4c32cc9fc904c8£d6579564c848b06£9185
deleted: sha256:f0e44e2f9%afc9el80056d5bcbfceed743c2d2ed4936a7lae8feb2c5e317cceazb
deleted: sha256:0cab6e9119a4779%058e3f8a2ab48ec892db599cab53a784a63ed2d03aa422a87e
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deleted: sha256:60546313de31095£5363£479eal2pb74£f£02375£96cb5ab5ba23e85027£3be2c4
deleted: sha256:c9d22e3ec2ce60122c9daldB8e8bafbl8dd9b61db39c3e8e8ad70bebec907c48c
untagged: dcnmelastic:6.8.3 11.4.1

deleted: sha256:9e6493318e11890662683cb288532e903177464684e9c17f06ebcdlabbd3c317
deleted: sha256:f1b3c86a97ad0767f£cc89¢c31b73d34643a2bb838e317¢c82£00167bb8cfb270e
deleted: sha256:19c89e64341aff41ec5508ebb2b73107£fee9581d71d78b0787279817dd14facc
deleted: sha256:907£6e93£fa619661d70a65dc3£d12d0257e3d7afb0ced3961620£fa419c5dd792
deleted: sha256:044e562105291191158e417ae9d33dd16022a881562114a970d1fadbll6e8eba
deleted: sha256:48c418ce6e32de81f4171ae073e79b04b3c227afe5£4013e6a0bd5932eee3853
deleted: sha256:7b6c7e6083bffb94f1b9%acd4£f83acec0f4cdc0685efdad7fb6a9735fb0c3ec65
deleted: sha256:59908c99dea86854472cb0d7064236e4a903£815d652845£56ec30204a12£550
deleted: sha256:11124a752156a4ec945d79172f11be3£025c96£1989886df£f9b0b3608303dc3e
untagged: kibana:2.0

deleted: sha256:ea95ed7a67f68301e64e46653a£6864cb6e18e496e725432505595936b560£26
deleted: sha256:0153b99c46885f4cd2b05173fb1b54810bda9f10c39130e5chbb38b7cd18884508
deleted: sha256:02033d4e0a299ba71df33ceaff68959d74d4a62£fc0be690689%9a01le6322f8e64cC
deleted: sha256:9ed6d76808f43f£63909ba38cdda9430109b4848c4cb5b7e8db63e9a9f5e9f7e
deleted: sha256:c4cal9d8d6603e6020c28b%eefba5fe056bab61099a7¢c15alb0793281601eab4
deleted: sha256:eacl1498£3113436c89751c285e6d52c13edfa05810abce2dc042c9750£4b64b6
deleted: sha256:5f265142267b87373fafabccffl8cld7f2c7ce8b25ad870263dbad4a9f£3a8540
deleted: sha256:£98eb78bb8712£2786e£0580037d916d4£f£f0d3b£398900£093¢c94301cad4d705
deleted: sha256:6262d3d4d32bb0al07cfac0c58c563426£dc657116c903e36334a452a4818d68
deleted: sha256:045f4e8b3ed31fb7d27aa34e59cfdd2e8aabb24d9cdeb5b84del8635a5b7£3765
deleted: sha256:af643141c457d060c8c88£4b3901d8404bab5b93abdcbalc5050666de50765e2
untagged: watchtower:2.1

deleted: sha256:0a54bd9%e96a8483fdb76042b7906909%9aalf3fd4deb513a5a7194a8aaf86af’dc
deleted: sha256:£f8£f11cb198e25e36212a5650d5b8fbcc9f4abl5afe91e6d4e678d71c60d46040d
deleted: sha256:224ec704095b7d5d185a405£0e468bc015d6cb9c50cd3ab4cad9de092763ddc5a
deleted: sha256:45268517a253b8£483eedfa7£9£2641361d3f40d5e6£235£179ee3£583ebfc38
untagged: compliance:4.0.0

deleted: sha256:d6750c132fb5e9059£86d0d6b1£54bebd0f00d40b84ab9688813526bd63c6ced8
deleted: sha256:4d10e42b5db7aafabef673b889c6916e79¢c9f1cf6a5411304b02e158dfacOcbe
deleted: sha256:7ffadb4dd9f304c2d5314£66461d351622fe72e6c2a043942e0cd7fcc8aa2b66
deleted: sha256:516e697bbb7££9ec9712809640b9383fa22cc72ced415362720903ad5281c0852
deleted: sha256:0e£f534a6e063d02b7bc5£f1£f£0a0053478502a8bc76£88cd2dddb58b8225c80a4
deleted: sha256:4a7f56d08eale6fcda2d9fd2b37c85eee0e963c9d8c6275997a4028171al15c07
deleted: sha256:544c874de2ace981dad4bd06ee33cdB8a00d030590598cc4a02fc4ab9b57610133
deleted: sha256:5f0a9421371e6f218eaf9788eccfc987d40cc7c66291536465£271cf0abdcd04
deleted: sha256:cl968f6e62beccbadl47b8£8d0a23904d308133eel0bc77cd4ee9cfc941£29e50
deleted: sha256:aa%9e87a76c7b54bb7dba91db45a84a23542bf647751£fe1211764£1395f97ec6f
Total reclaimed space: 794.1MB
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[root@dcnm] # ./log4j2-scan /

Logpresso CVE-2021-44228 Vulnerability Scanner 2.3.6 (2021-12-20)

Scanning directory: /, ./log4j2-scan, / (without devtmpfs, tmpfs, shm)

Running scan (10s): scanned 4653 directories, 41925 files, last visit:
/usr/local/cisco/dcm/fm/download

[*] Found CVE-2021-45105 (log4j 2.x) wvulnerability in
/usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/sandeployments/dcm.ear
(lib/log4j-core-2.16.0.jar), log4j 2.16.0

Running scan (26s): scanned 6980 directories, 62226 files, last visit:
/usr/local/cisco/dcm/wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-45105 (log4j 2.x) wvulnerability in

A/l /cisao/domAd 1dfly-14.0. 1. Firal /starchlare/mp/Arfs/dgployrent/deploentiBoi8eioac3iaoy/ oyt -are-2.16.0. Jar-fed5350i6297/90 oyt -aare2.16.0.3ar,
log4yj 2.16.0

Running scan (36s): scanned 9856 directories, 90359 files, last visit:
/usr/local/cisco/dcm/wildfly-14.0.1.Final/modules/system/layers/base/org/infinispan/main
[*] Found CVE-2021-45105 (log4j 2.x) wvulnerability in
/root/packaged-files/pmn/pmn-telemetry.jar, logdj 2.16.0
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[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.4.1-p2.backup/dcm.ear
(lib/logd4j-core-2.8.2.jar), log4d]j 2.8.2

Running scan (52s): scanned 24714 directories, 141807 files, last visit:

/root/patch-11.4.1-p2.backup

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.l16121/fmserver-patch/log4j-core-2.16.0.jar, log4j 2.16.0

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/dcm.ear (lib/log4j-core-2.16.0.jar), log4j

2.16.0

Running scan (62s): scanned 30813 directories, 183000 files, last visit:
/usr/share/elasticsearch/modules/lang-groovy

Running scan (72s): scanned 34709 directories, 216946 files, last visit:

/usr/local/cisco/dcm/smis/client/1lib

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/usr/local/cisco/dem/wildfly-14.0.1.Final/standalone/sandeployments/dcm.ear
(l1ib/log4j-core-2.16.0.jar), logd4j 2.16.0

Running scan (88s): scanned 36975 directories, 231284 files, last visit:

/usr/local/cisco/dem/wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

Aer/loml /ciscycoid 1cfly-14.0. 1. Firel/sardelae/tinpArts/dedloyrent/aeplonenti oA 8939050/ lan-care2.16.0. Jar-fsa3idie9 /9o loft -aare2.16.0.3ar,
log4j 2.16.0

Running scan (98s): scanned 39835 directories, 259398 files, last visit:

/usr/local/cisco/dcm/wildfly-14.0.1.Final/modules/system/layers/base/org/bouncycastle/main
[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/root/packaged-files/pmn/pmn-telemetry.jar, logdj 2.16.0

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.4.1-p2.backup/dcm.ear
(lib/log4j-core-2.8.2.jar), log4d]j 2.8.2

Running scan (114s): scanned 54709 directories, 310865 files, last visit:

/root/patch-11.4.1-p2.backup

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/log4j-core-2.16.0.jar, log4j 2.16.0

[*] Found CVE-2021-45105 (log4j 2.x) vulnerability in

/tmp/.inline-upgrade.16121/fmserver-patch/dcm.ear (lib/log4j-core-2.16.0.jar), log4j

2.16.0

Scanned 59990 directories and 338115 files

Found 12 vulnerable files

Found 0 potentially vulnerable files

Found 0 mitigated files

Completed in 124.16 seconds
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() CiscoDCNM (2 SMU % A > A h—/L 3% & CVE-2021-44228 35 L O8N CVE-2021-45046 (2%t )i&
L&, CVE-2021-45105 [ZEKRENMKLS . 7 7 /L h OHATERE T Cisco DCNM Tl ff X4
TWRWEREDRIEAZ TR LTWES, L7ZMN-> T, CVE-2021-451051%. ZDOSMUA > A h—
LTI ER T ERA,

N 7Ty AT, R E LTS RITOER SN TWRNT 7 A AREENTWET, £
SIS ERFANR, ZRE LTRSS ET, HIBREZEIRLIZ5GE. BRI H £
Th, AT FT T7ANTVAT A LVALA PRSI 77 A NMVFIEEAELY EHA, ZHHD
TrAME, AT T T AN VAT ASNDELEGR L, [~—Y &N aryTF Iy
AMIEREINZL 25 EFTHEICRY FHA, ZNHOT7 7 AV, FITRICT B R0
HAT&FEHA, v—VENHMROI T T 7740 VAT AITIE, M55 7 7 A ViEH Y

FH A,
ZDOSMU DA A b—/vid, BEIOTZOICY U —A11.5(1), 11.52), BI T 11.53) THHR—
rERNTWET,
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1> DCNM U U —R{Z SMU %A A h—/L T 5 FIRIZOWTIE, LFioN"—T 3 b O

DCNM Y U —Z11.5(x) ® CVE-2021-45046 3 & N CVE-2021-442280D7 v 77 L— K (216 ~—
V) ZRLTLLESY, VU —Z 110 LN SHEEDOKR >~ 7 %I L TDCNM VU — R |2

Ty T T — RTEET, logdj2 AFX v F—I%, &\ docker/overlay |ZBHHET 2 7 7 A L X
TLADOREIZ 7 T 7 %N TET, SMUDA VA M—/LERGEL TL 2 EW, 52V T,

SMU A > A F—/LO/FE (216 ~—) 2B LT EEV,

)

(GE)  DCNMHA 7 = — LA —"—1% logdj2 AF ¥ o TV D0 DIEFFHENRIN LGN H 0 £
I AL, AF A Y= =D docker 4 A —T N r— N RAANEIRT, ED
Tt AOFETHICHEHATE £H A, CVE LiR— F 33| & & #oRr &N 58A1%. docker
imageprune-a 2~ RZFITLET, ZhicED, AZ L J— RO W MR Y
TEanET, Fnr RNV EZVTTLE ZOHO DCNM HA 7 = — )b A — —fiZ i
IRAELETA, AF v LAR— MICVEZ T —N3| X XRREINDEHETE. Cisco TAC
WCBMAEETZLaBED LET,

SMU 14 > X F—JLDIREE
ZDOSMU DA A b—)id, BEHOTZHICY U —A11.5(1), 11.5Q2), BXT11.53) THHR—
FENTWET,

7%y F3 Cisco DCNM 7 7T A 7 2 AT IEF I S iz 2 & EET 512

IZ. /root/packaged-files/properties/dcnm-version.txt!lHD7 7 A IVONE%
R LET, Ny TFNEFICHEHAIND &, RITRT X D12, BIIOTTH denm-version.txt |2
BENET

PATCH_LIST=X
fEIZRD LY TT,
XX, CiscoDCNM 77T A T L AWZA VA R—/LEINTWBE/Ny FDETT,

\}

GE) SMUZA LV AF—LTBHL, AR EZA—T 7V r— a3 (LLIHIX Watchtower & FE(E
NTWELR) ITEHEWTF—2 LT — 2 L FRR I 0 £4,

LIFID/N— 3 2550 DCNM 1) 1) — X11.5(x) @ CVE-2021-45046 £ K&
Uf CVE-2021-44228]07 v 75 L— K
HUVDCNM 11.x 73— 3 2765 11.5(x) O CVE-2021-45046 #5 & U CVE-2021-44228 LIRS T
T V= RT LA, Ty 77 L— REBLUOVNy T kI, logdj A% v
X, /var/lib/docker/overlay 7 7 A /b ¥ AT LADOFERICEL#ET 5 L £ < OHfEgitt 4

RTEGERHY £79, SMUZA A h—/L L7, DCNM11.2() 226 1L.S(W)IZT v 77 L —
RL7e A7 2Ol Z IR LES, o7V iE, docker/overlay 7 7 A /v ¥ AT A
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ABTD/S—< 3 24 >0 DONM 1) 1) — R11.5(x) 0) CVE-2021-45086 3 & U CVE-2021-04228007 v 75 L— ]

DT R TOEHDOMeTMEE R LT E T, Elasticsearch ® docker/overlay2 7 7 A L AT
LMD 2 >OMagstEL, MELZsI &R LEEA,

ZDOSMU DA A b—viE, BHOZHICY U —A115(1), 11.52). BLUIL53) THA—
S TWET,

./log4j2-scan /

Logpresso CVE-2021-44228 Vulnerability Scanner 2.2.0 (2021-12-18)

Scanning directory: / (without devtmpfs, tmpfs, shm)

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/2a7db7cebfce3ac7ca67206122b55e813ea19801593c433b5£fd730c69d0alb69/root/

usr/share/elasticsearch/lib/log4j-core-2.9.1.jar, log4j 2.9.1

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/2811b1325950ad4c

438cddlb263ladblaladfalbd9e474279£3499cfd2e49ad3/root /usr/share/elasticsearch/1ib/logdj-core-2.9.1.jar,
log4j 2.9.1

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in
/var/lib/docker/overlay/8b6416£75366e50688

1755714e39a6£23e581bb5886386eaab935£5d8ed923ad/root /usr/share/elasticsearch/1ib/logdj-core-2.9.1.jar,
log4j 2.9.1

Running scan (95s): scanned 223603 directories, 1965175 files, last visit:

/tmp/.inline-upgrade.11270/fmserver-patch

Running scan (107s): scanned 236660 directories, 2034298 files, last visit:

/usr/local/cisco/dcm/

wildfly-14.0.1.Final/standalone/sandeployments

[*] Found CVE-2021-44228 (log4j 2.x) vulnerability in /root/patch-11.5.1-pl.backup/dcm.ear
(1ib/

log4j-core-2.8.2.jar), logd4j 2.8.2

Running scan (117s): scanned 243726 directories, 2095783 files, last visit:

/root/patch-11.5.1-pl.backup

Scanned 243914 directories and 2096444 files

Found 29 vulnerable files

Found 0 potentially vulnerable files

Found 0 mitigated files

Completed in 117.36 seconds

DCNM Y U —A 113() LA, 77V r— 3> 7 L—2ATU—7 % docker (Z overlay2 7 7 A /L
VAT LEHRALET, kOa~wr FEEH L THERLET,

docker info | grep overlay2
Storage Driver: overlay?2 /* above command must display this output*/

Lo a~<> FOMHIIT, docker overlay2 ZfEH L T4 Z EmEnizha, 74127 b
) /var/lib/docker/overlay (il 72728, scanner IZ L » THE I N7 —iX
0O THY, DCNM TETHOY—EATIIMEHINETEAL, TNOLOEBE I )V —T v
THITIE, T =D EINTE ) — FTROTFIEEZ FETL T EE,

WDa<y REFERL T, BINMOMEFHENRE SN TWD ,— KoK ZHIBRLE T,

rm -rf /var/lib/docker/overlay

A

FE LERRoa~r FEZELLFETLTLLEEY, overlay2 3> CHIBR S L7284, DCNM H—¢b
ZITEMEL 22 < 720 £,

SAN ER1) 1) —R 11.5(1) ® CiscoDCNM 1 X b—ILE KU T v T L—FK HA F .
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logdj Ax v —%2FETLET, RSN X, /var/lib/docker/overlay (ZBE 3
LT RCOWEFFERHIBR SN Z 2R L TWET,
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