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« AJEE7R35 A Google Cloud 7 7 A 7 7 4 —/L b—UIZ X D S AR O 7=
(2. ZOAFNIH LT 4 XFUT2MERT 2 aB8OLETd, 7747
74—V )=V & EHAERT B 4 Cisco Cloud Network Controller = > 7R —x > b
IZRF A STV D IR & AR S0P E L 0 B4 5 121E. Google Cloud 7 7 A
T U=V =ML D@ DESOHIR ZBR L TIEE0,

J_XTD VRF (Z vrfEncoded fEEI D M THNET, 77F 2 & VRFADMHAGD
N2 XFEBZDH5E. VRE4 (T2 M bET) 1% wrfEncoded i 2 i L
T 77 K —% Tl SivE 7, vrfEncoded fii % &~ 9 % 121%, [Application
Management] > [VRFs] %7 % 718 L £, AHOXA 2 TVRFZ27 Y v 7 L,
27 77 K Jb— % T [Encoded VRF Name] ##E L £,

FFUk

Ty b EBRRLET,

1 [TF> bDFER (SelectTenant) ]2 27 U v 27 LET, [TF 2 FDFER (Select
Tenant) | # A7 07 Ry 7 ANRFRINET,

2. [TFH 2 bD&ER (SelectTenant) 14 A 7 v/ <, EUOINOTF > var7 U v
7 L CEIRL, [#IR (Select) 1227V v 7 LET,

[VRF O1ERL (Create VRF) ] ¥ A 77Ky 7 AR £7,

i

VRF O#FiHZ AT LET,

ATYTE EENTET LD

. [fR1F (Save) 1227V v 27 LET,

Cisco Cloud Network Controller GUI Z#{ER L~ 5O K x4 74 T IL—
BIZEBNERY FT—D DIER

ZOFNEIL, HEARY —DIERRTIEEZRLTWET, ATV I AV A NOEHDONL—FIT
Wi CX AHE—DAER Y hT—2 . F7713 CCR ~D#EFHIfEH TX 28D VRF 2 #HH>8
BONRx Y NI — 7 BB ETEXET,
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1R BHHEIIZ
SRy BT =7 ZERT DEIC, N7 Ry U —7 ZER L T SLERH D £7,

ATy T ElOF s =2 a =T, [7FTV5— 3 0&EE (Application Management) 1> [44 884w T —%
(External Networks) ]IZ#8L %7,
RSNy N — 7 BRFRENE T, Cisco Cloud Network Controller £ 1 DDNT Ry hU—27 D
B R— b T5H570, [/NT v FT—%4 (Hub Network) ]¥NIZiX 1 DDONT X 8T —7 DBNPER
EhET,

ATwT2 [FU23av (Actions) 1227 VU w7 L, [SMBFRy bD—2 OYERL (Create External Network) ] &3 L
i—a_o

[SAERR Y b —% DYERL (Create External Network) 17 . > RUBNFIRENET,

GE) NT Ry MU= PELEREINTWRWEGIE, MRy N U — 27 Z{ERT DRI T X
PO =7 BT DM EN DD Z L R T EEN =0 EICFRRESNET, AvE—UAN
DT\ [Cisco Cloud Network Controller ¥ (Cisco Cloud Network Controller Setup) 1 U
JHEI VI L, NTRy NU—=ZZ{ERK LT, ZZICRVET, N7 Ry bT—27 OIERIC
B9 23R/, U U —225.0(x) LAED [Google Cloud A > A ~—/L 5 A R ® Cisco Cloud Network

Controller] 125 T2y b7 v 7 7 ¢ ¥ — KD Cisco Cloud Network Controller DL | =45
LT 7EEn,

RAT9T3 ROPMNBFR Y U —27 DIER A A T a /Ry 7 AD7 4—)L K (CreateExternal Network Dialog Box Fields) ]
DRIRSNTND LI, K7 4 — /L NITHEDI R fEZ AL, HATLET,

R 4: &y b T —5 DYERL (Create External Network) ]5 4 7O HRy AN T 4 —JL K

(a5« Bl
(Properties) 1]
e
A SRRy NU =7 AT LET,
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Cisco Cloud Network Controller GUI Z{Ef L1=5 5 K 4 7 1 7 L—4izk sraty bo—2 ot [

[FTa/,8F 4
(Properties) 1]

B

VRF

ZO B VRE (X, A7 LI A CCR & DINHREERICHEH S NET, ZOHBTEED 45
VRF Z{ERCTE £,

Z @ VRF IZ, VRF 23R D 3 SORMEE T TR TV DA 458 VRF & LCRlkBII S v E
T

e 4275 T NOT TR ST
cAE Ry NU—Z ICEESTT BTV S
e IR arTXA L T T 7 A VIEET DTN
SR Y T — 2 BT STV D VRFIZ TR TAHMB VRE IZ72 0 £9°, 2 ORFR T,

N VRFIZA 7T TF 2 FUSNOT o b TERET D Z &3 T&F, 44 VRFIZZ T
Favr®FAN 7o 774 0FEREFY T3y MCBEEMITAZ EIXTEERA,

SMEL VRF 28R 251213, ROFIEEZFITLET,
1. [VRF M#E4R (Select VRF) 1 %27 U v 7 L%,
[VRF Mi#iR (Select VRF) | # A T 7Ry 7 ANFRENET,
2. [VRFDZEIR (SelectVRF) 14 A4 7w /T, ERIOHDOVRFZ 7 U > 7 L TERRLET,
[+ VRF O1ER% (+ Create VRF) | 47> a v &M L CVRFAIER T2 b TE £,
3. [BIR (Select) 127V v 7 LET,
[4V 8By 7 —% DERL (Create External Network) 1 #4712 277Ky 7 AR £9,

NT 2y kI—4H

NT Xy hT—=21F, FllEly N7 v P CRELZZBICHEBMICKR IR E T,

GE) NT Fy NT—=7 WEERESNTOARWEAE, S8Ry b U —27 21EKT 5
AT Xy MU= ZET 2 MERH D 9, ~NT Ry b T —27 OIERIZE
95 FEMIIE, Cisco Cloud Network Controller for Google Cloud 4 > A b —/L 7 A K
VY —R250x) LD, Ty 7 v 7 U 4% — RZ4H L7 Cisco Cloud Network
Controller DL DFEAZSRL T EEW,

VPN JL—4&

DT 4=V RIFRETEEY A, T 74/ MO VPN L—Z RNHBIOBIR I E T,

[E%%E (Settings) ]
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[ZTO/T 4 HL:L
(Properties) 1]

Hhis U—va @R 51203
1. [MuEioEm (Add Region) 1% 2V v 27 LET,
[ DEIR (Select Regions) | ¥ A T v ViR y 7 ANERSNET,
cHEE Y BTy T O E UCEIR LIZHUIEN Z 2 IR RS ET,
R OMIZRINL T, HROH T 70 F v—Z 2 EH T £,
2. [HuiFD:ER (Select Regions) ] ¥ A 7/ C, EROFDTF > bar Vv 7 LTER
L. &R (Select) 1227V >7 LET,
[4V &8y b7 —2 DERL (Create External Network) 1 # A4 7 2 7R v 7 ZIZRED £9,

. Cisco Cloud Network Controller 1 > 7/R—% > b DR
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Cisco Cloud Network Controller GUI Z{Ef L1=5 5 K x4 7 1 7 L—4 (2 & Borry bO—2 0t |

[FTa/,8F 4
(Properties) 1]

B

VPN v kD—%

VPNRy hT—27 x> bR, WEERICERH SNE T, RESNZTXTOVPNR Y FU—

70

VPN % hU—7 B3 2120%, ROFIEEZETLET,
1. [VPN#Fy bT—5 ®iEM (Add VPN Network) ] =% v 7 L £,
[VPN &y k7 —4 ®ENM (Add VPN Network) 1 A 7 a 7R v 7 ANFRENET,
2. [®&EI (Name) ] 7 4 —/L RIZ VPN % v b U —27 O4HTZ AN LET,
3. [+IPSec E7 D&M (+ Add IPSecPeer) 1 %27 U v 27 L£7,
IPSec 7 = b Z&i2250D b ABNER SN ET,
4, BINT % IPSec BT DIRD T 4 —/L RIZEE AT LET,

VIBRLIETRTOY —Va MZEH S ET,

«IPSec FRILEFTD NTYvY IP

cERIHAF—

« IKE Version : IPSec b > R/VEERGEAIC ikevl F 7213 ikev2 Z R L £ 7,
+ BGP E7 ASN

« Subnet Pool Name : [¥+ 7% v b T—IL&ADER (Select Subnet Pool Name) ] % 7
Vw27 LET,

[T+ y b T—ILZDFEIR (Select Subnet Pool Name) ] %A 7 1 7R v 7 ANFER
ENET, VARSI TWAHEHAERY 7Ry b F—LOWNWT i @RINL, [E
R (Select) 1227V w27 LET,

GE) VEZIE T T, BN IPsec b2 RV 73y b F— % [SMERR Y b
D= _X—VIZEMT 50, 77U KXy hU—2 arbta—7—0
WEE Y N7 > 72 L TGBIMTE E9, G20 TiE, [GCPA v A
h—=V A KDOCiscoZ 7YV K Fxy hU—27 arbe—FJJ—2251
x) O REVAYV—F&2EHAL~=CiscoZ/ 7V Xy hU—F a b
0—Z O] DEEZBBLTIEEN, 73y 77— DH A R,
ERL S 415 IPsec b o RV DOEUZHIETE D070 KE ST HHERD
nE9,

ZDIPSec b RNEBINT HITIE, Fovr~—2%7 Y v 7 LET,

D IPSec b o R/LZ BT AL, [+ IPSec b RIJLDEM (+ Add IPSec Tunnel) ]
7V v LET,

[VPN vy kD —2- ®EMM (Add VPN Network) 1 # A4 7 v 7Ry 7 AT [HEM (Add) ]
27Uy 7 LET,

[SMERy k7 —U DYERK (Create External Network) 1 %A 7w 7Ry 7 AZRY £,
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B screven @AY A MR Y FT— DR

ATvT4

Ay NT—7 OERMRET L=, [fRTE (Save) 1227 U v 27 LET,
[SA &84y kD —2- DYER (Create External Network) ] 7 4> RV TR (Save) 1227V v o745 L,
777 K b—4 M Google Cloud THERK S E T,

Google Cloud T2 77 RL—HZ N THERK ST D Z & Z RS H121L. A4 > 7 7 VPC @ Google Cloud 7
J17 > hT, [INA Ty FiERE (Hybrid Connectivity) 1>[2 5™ FJL—4% (Cloud Routers) ] 2@ L
F9, SEIERT—Va rHIERSNTZZ T RA—2RERINET L RESNTZ TR
N—H EFoRT HITIE, [FH (Refresh) 127V v 7 T H0ERHY £9)

IPSec ¥ v ¥ a » & FKT 5121E, [Hybrid Connectivity] > [VPN] > [Cloud VPN Tunnels] (Z&8) L £9°,

BGP-EVPN R L1=% 4 Ry kT —9 DIERK

ATy T

ATy T2

ATvT3

ATy T4

U U—225005) LhkE, YA Mll—R —ATIE, RO F Y A THA BN O BGP-EVPN
Bt T D 7w DR — bR TE T,

77U RH¥A MEAYA L
« Google Cloud %~ Google Cloud #
» Google Cloud # 1 F 735 AWS H1 b~
« Google Cloud %4 7535 Azure %4 k-~

*» Google Cloud 1 F225H ACI A 7L I A HA |

INHDOFETF U A TiX, BGP-EVPN #8212 Cisco Catalyst 8000V 23 F v E 4, FEfICS
WL, TBGP-EVPN Z{ ] L7=¥1 ML 22 LT 7ZE0,

Cisco Cloud Network Controller GUI C, A > 7> F T A a2 (@) %7 Y w27 L. [Cloud Network Controller
+ v k7w 7 (Cloud Network Controller Setup) ] R L £,

[V—2 3 0B (Region Management) ] = U 7 C, [BXED#E (Edit Configuration) 1 %27 U > 7 L
iﬁ‘o

[HhiiEE (Region Management) | X— YR FE RSN E T,

A bR Cisco Catalyst 8000V /L— & ZAffi F1 3 2 Hulik &2 7215, 45 DOl Catalyst 8000V 7]
DRy 7 A% 7V v 7 LET,

ZAUEY U —R225.005) TEAINTHERETH Y | Cisco Catalyst 8000V /L— & — & L T, Google Cloud
YA R T R YA FERIZACIA L T LI A YA FEDMOY A R IZ BGP-EVPN
AR TE AL 2IC LET, FMICHOWTIL, TBGP-EVPN i L7=H A Fl#Esg:) 2L TL

fi é l/ \o

RO FECH D[R~ (Next) 1227 ) v 7 LET,

[General Connectivity] " — YRR R EINFE T,

. Cisco Cloud Network Controller 1 > 7/R—% > b DR
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ATy TH

ATvT6

BGP-EVPN %/ L 1= 1 rx vy k7—s ot ]

[759 K IL—2DY TRy b FT—JL (Subnet Pools for Cloud Routers) ] fEls DB 22 #H A A S L
j—o

IOV 73Ry N AN HEIC AT EIVE T (System Internal & L THRAR) , 2OV TRy h 7 —/L
DT R AL, Cisco Cloud Network Controller CEHT 2 MENHLHEMDY —T a0V —2 a U
BRI NET, 207 4= BT 7%y b7 =L, v A7 24DFZ)RIPvAYT 7% » |k
THDOILENRDH Y 7,

AT ~—C Catalyst 8000V % BT 2BMD U —¥ 5 V ZIBIR L72HA X, 2 ~ 4 B Catalyst 8000V

BRETSH) Va3 T 1o0% TRy h FAZBILET (6 205—Y) O[U—Yay
H1=Y DJL—45 % (Number of Routers Per Region) ] T2, 3. 4 # AT 5454) .

U U —2 25.0(5) LA Tld. Catalyst 8000V fEG (- /B A a AN L £,

a) [C8kVs M BGP B X7 L&ES (BGP Autonomous System Number for C8kVs) ] 7 « —/L K C,
A D BGP ALy A7 L% (ASN) Z AN LET,

BGPHMEY AT AFHIE 1 — 65535 OHIFATHRE CE £7,

b) NXTUwTIPZCBKV A URAARIZEIY H TS (Assign Public IP to C8KV Interface) ] 7 1 —/b
KT, /%7 U v 7 IP7 FL Z% Catalyst 8000V A > % —7 = A Z|ZEIV Y THNE ) npERELE
R
TT7AX—RFIPT RLAX, 774/ kT Catalyst 8000V A ¥ —7 = A AZEID B THIET,
/STy IP%#C8KV A4 VRAA VRIZE|Y HTS (Assign Public IP to C8KV Interface) 1 47+ =
E, X7 Y w7 IP T R LA % Catalyst 8000V A > % —7 = A AT HEIND B TEHNE I DERE L
£

Catalyst 8000V A > #—7 = A AP 7 KL AIROHKTHERA SN ET,
« Catalyst 8000V % & H4 2 Z & F 721 Catalyst 8000V (Z[EH% SSH Tt 5 Z LW TEx £,

cwNTF I T RBIUNAT Y v K7 T 0 REERODIZ, A VRO H—T A A%
ATy T ATEFET, Cisco Nexus Dashboard Orchestrator

caryhu— LT —r NT T4y I T =2 T L—2 NT T 4 v T Ol )i Catalyst 8000V D
B

FI7FNETIE, ZOEM T =y Ry 7 AFHAT2->TWET, ZH, Catalyst 8000V (/3
TV I IPT RLAZEID K TOHND I EEBERLET,
«[/X7 U v (public) 1IP 7 K L A % Catalyst 8000V (25 0 24 T 5 A%, [ (Enabled) ]
BZhHDdTF v IRy 7 AedOFEFIZLET,

¢« 7T A= FIPT R L RADIH% Catalyst 8000V IZEID M THITIX, A7V arzB\bd 5729
\Z [B%h (Enabled) | DREICHDF = v /Ry 7 A A 72 LET,

Catalyst 8000V #f5t % 77 A _X— "I HNT U v 7 FFZOWEFTTLHE, Xy T —7 R’
Wrd D rRetER 2 Z LIEBE LT EE W, &b, N7 U v 7 IP T KL A58 Catalyst 8000V 7
SHIBR S 784, Google Cloud %1 k% Google Cloud fH At 2 M L CT 7 A _X—HKIP T KL &
EEMALTAH 7 LI AD ACI A MM L £ 9, Nexus Dashboard Orchestrator 7> > Google Cloud

Cisco Cloud Network Controller 2 >/ R—% > F DR .



Cisco Cloud Network Controller 2 > R—% > FO#A |

B screven @AY A MR Y FT— DR

g

h)

A DT T A _— bk YA MEBEGZ R L. Google Cloud /K — % /L7 % Google Cloud 8 A .25 &
T HUENHY £,

G¥) Catalyst 8000V IZEID B THNIZRXT Y w7 IPT RLAETTAX—KIPT RLAD[l
Fs, [ 57 K 1)Y—ZR (Cloud Resources) | fHIKIZ/L— & OMOFEMI & & HICTERR S
ALET, Catalyst8000VIZ/X7 Y w7 IP T RLABE D Y THATWRWEAIX, 774
NR—KIP7 RLVALETFNRERINET,

[V—=2arHhi=YDIL—4% D% (Number of Routers Per Region) 1 7 4 —/L KT, U —Y 3T
i 2% Catalyst 8000Vs DXL % ®IN L £ 9,

[2—H—% (Username) ]I(Z. Catalyst 8000V O —H—Z % A LET,

[/SR7— K (Password) ] 7 .« —/L R{Z, Catalyst 8000V D/X2AT — K& A LET,

[Confirm Password] 7 4 —/L N2, & 9 —FE/RAT—RZ A LET,

[L—2 DR J)L—TF v + (Throughput of the routers) ]~ ¢ —/L KT, Catalyst 8000V ¢ A /L—7"» |k
ZEIRLET,

ZDT 4=V FOMEEEES S L B STV 5 Catalyst 8000V A > A X o ADH A RAPNERE SN
FT, AN—Ty "NOfEEELS THE, BASNDHVMOY A AP RKREL 2D 77,

WO FIZHEZE LT EEN,

« Catalyst8000V D7 A & AL, ZORTITHSWTWET, ML 5(2iE, Smart7 H 7> M
R EDT A & ANRMNETT, FEMICOWTIE, [GoogleCloud A > A b —/L A KD
Cisco Cloud Network Controller] @ [Google Cloud @ Cisco Cloud Network Controller & Bf T Ff X
nNpYY—=2] 2ZRLTIIZEN,

« VT RNL—HT, N—=HDANLN—Ty NERER T A LT VEEETAENC, T
RTCOY =T a o ERERTIVLERDY 7,

JFRD B HEEH T ZOMALEFE T D 2 L BT/ > -4 1%, Catalyst 8000V % HIlEx L Th»
5, ZOEOTut AEFHEKVIKEL, FUJL—2DRIL—Fv k (Throughputofthe routers) ]
74— )V RCH LVMEZRIRT 20BN H Y £77,

MEZIGE UC, [TCPMSS] 7 4 — /v RICHE R ERE A LET,

[TCPMSS] A7 a 2T IUZTCP g Kt 7 AL FA X (MSS) 2R CTE£3, ZOHE
X, 74X Ty b=V Ry bV H—T A A 7T R)L—FDIPSec b ' /A H—T =
AA, BEOI TR, AT VA, FREFZOMD I T FH A MIRTDHVPN b R A
B —T oA A%GEle, TXTOITURV—FA L Z—T A R ZHEHAINET, 777 R~DVPN
N XNVDBE, 770 RFa N, Z—OMSSIERZ DT 4 —)L KIZ AT LTEEEL Y b/NEWHEE
I, RO FOEMEH S IVET, FRESNOHEEIL. 207 4 — /v RIZAS LTEREH S ET,

MSSHEIZTCP b7 7 4 v ZVIZOIRFEL, pingh T 7 4 v 7 EOMDE AT D NT 7 4 v 7ITIFE
BLEHA,

[Z14 >R =% > (License Token) 1 7 4 —/L RiZ. Catalyst 8000V O 7 A L2 A h—27 & A
JILET,
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ATy 17

ATvT8
ATvT9

ATv 710

ATvIN

ATvT12

BGP-EVPN %/ L 1= 1 rx vy k7—s ot ]

ZhiE, YARAIRAY— NI T N =T IRV T T DO A AL v ARG b —
JTY, ZODTAV A M= U EIET 521, IZBE) L, [Smart Software Licensing Inventory
Virtual Account|[\Z B8 L C, LA A& > 2%k b— 27 % B-OF £7, http://software.cisco.com >
> ANz SV CiE,  [GoogleCloud 1 A k—/L 47 A K@ Cisco Cloud Network Controller]] @ TCisco
Cloud Network Controller 714 > 37 ] B L T Z&EV,

GE) FFA4_R—KIPT KL A% 6b (19 2—) O Catalyst 8000V (2% 0 4 C=3f4. 75
A_—FIPT7 RLAZMH LT Catalyst 8000V DA~ — | T4 L AEBFTH L &I
PR— b ENDHME—DA T 3 1%, [Cisco Smart Software Manager (CSSM) [ZE #E#E
# (Direct connect to Cisco Smart Software Manager (CSSM)) ] T9, ZD#H, =7 &
7L AL— MR TCCSSMIZ R FTREME A 2L 2 MR H Y 77,

ZDOR=VIRERERE T XTAD LI, X=VDTFHIZH % [fRFE L THAT (Saveand Continue) ]
Zr7 Vw7 LET,

[F¥#BE%E (Advanced Settings) ]8I C. [BRD#EE (Edit Configuration) 1% 27 U v 7 LE7,

[V 59 F R=ZADIL—T 1 >4 (Contract Based Routing) ] 7 «—/L K, [I&LY (yes) ] DD
Ry 2% 2V 7 LTary o7 b XR=2ADNV—F 4 724N L., [RELTET (Save and
Continue) 1227V v 27 LET,

G¥) Nexus Dashboard Orchestrator ¢ Google Cloud 1 MZBEI L, [V4 MRS (Inter-Site
Connectivity) ]fEI O [BERX—ZXDJL—TF 4 >4 (Contract Based Routing) 147> a v %
7V 7 LT, Nexus ¥ v adh— R A=A N —2%20 L TEHNX—RADNV—T 4 T
EEICTH L TEET,

[EARZERELEL £S5 (Let'sConfiguretheBasics) ] 7V 4> RUD FHIZH S [FET (Done) 157 U v

7 LET,

Google Cloud A RD VM A A% > ZAD¥)3, Cisco Cloud Network Controller Ta%iE L 7= Catalyst 8000V

DL —FTHZ L EMHERLET,

a) A 77 TF > MIEEM T S5 Google Cloud 71 ¥ = 7 hMou 7' A » LT,

b) Google Cloud ® [A Y Ea—F 424 TP (Compute Engine) 1>[VM A Y RA VR (VM
instances) | (ZBENL £,

¢) [M1YRA 2R (Instances) | ¥ 7IZRRIND VM A AKX ZADOE, YA HE#EiH O BGP-EVPN
PEe 2 LT 2 Catalyst 8000V D%l — 595 Z L 2R L E T,
e ZIE 20o0) =g —Y g 22 OO Catalyst 8000V Z i8R L7234, [4 Y RAB VA

(Instances) 1 ¥ 7124 DD VM A VARV ANFRRSIET,

Google Cloud DA —"—L A 1 VPC BL VA —"—L A 1 H &I VPC HIIZ VPC X v b U — 27 233%
EINTWDLZ AR LET,
FEABIZOWTCIE,  [BGP-EVPN M L=t 4 MEEEE) 2L T IZ&0,

a) Google Cloud @ [VPC v kT —% (VPC network) ]1>[VPC v k7—% (VPC networks) JiZ2%
gBLET,

b) [VPC v kJ—% (VPC networks) ] Hi[ilZ, overlay-1 VPC ¥ X O overlay-1 &> 4 U VPC flIC
RESNIZVPC Hy N = RERENTND I L 2R LET,
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. Cisco Cloud Network Controller GUI Z {5/ L 7= VRF fEl/L— kb ) — ¥ DERL

AT w713 Cisco Cloud Network Controller Ci% & L 7= Catalyst 8000V 73, )72 Cisco Cloud Network Controller GUI ]
HFIZIELS RRENTVWDLZ L 2R LE T,

«[#wvaiR—F (Dashboard) ] ~<—C, [##E (Connectivity) ] XA > % i.->1F T, Cisco Cloud
Network Controller Ta%E L 7= Catalyst 8000V 28 Z OEHIZIE L R ENDH I L 2R L T,

[ TF R MZ9F+ (nfrastructure) ]>[H 4 FRE#EERE (Inter-Site Connectivity) ] IZFEE) L |
Cisco Cloud Network Controller Ti%7E L 7= Catalyst 8000V 23 Z OHiE IZIE L < #/REN D Z & &R
L/ i ﬁ—o

«[25 K 1JY—X (Cloud Resources) ]>[/L—% (Routers) ]2/ E) L. Cisco Cloud Network
Controller Ci% & L 7= Catalyst 8000V 23 Z OME IZIE L FrRINDH 2 & &R LET,

ATw 714 BGP-EVPN M L CH A MEEEREDO VPC BT U v 7 &k L,

Cisco Catalyst 8000V /L — & Z Al ] L TH A R ##aHIZ BGP-EVPN £t 2 #5832 355 . Google Cloud
A POZ—F—VPCRWD 7 F 0 RH A FEZIFACIA LT LI XA MAND VPC Li@fETE 5
KO NBIMOELZATH LERH Y £7,

H#H ., VRE Z{ER LT B, £D VREDNT ET Y “/7‘%6@%@?‘6 Nexus % v & 2 R— F 4—4 Z |
L—H & LT BGP EVPN ZfEf L C, ¥+ FEBSHAIC VPCET U v 72k LEd, ZhbnTF
NEIZ DUV TiE, 3249 % Nexus Dashboard Orchestrator 0 I Fa A PESZRLTITEEN,

Cisco Cloud Network Controller {8l CZ Ok 2 AT 5121, WOFINEEFEITLET,

a) Cisco Cloud Network Controller GUI T, [7 U4 —3 3 > &E (Application Management) 1>[¥ 5
D RaVTHFR K FBT7A)L (Cloud Context Profiles) 112BEI L £,

b) [&BT (Name) ]I T, A— =LA 1 VPC LT V795 VPCIZRE#MITHNTNDEZ T R
ATHRAN TR T ANDAREL TV Y v 7 LET,

DIV RarsxA s 7uT A NVOFEMERZRETDMOT 4 FUBRFRSNET,

) [72P 3 (Actions) 1>[#w& (Edit) 1227V v 27 LET,

d) [VPC/\T E7Y 2% (VPCHub Peering) ]I T, [H#1E (Enable) 1 DE{ICHHA v 7 A% 7
Uy 27 LT, ZOVPCOVPCET U THHMIL, [RTE (Save) 127V v 7 LET,

e) Google Cloud T, [VPC v k7—% (VPC network) 1>[VPC ®y tT7—%9 EF7Y >4 (VPC
network peering) NZREN L £7,

f) Google Cloud ¥ hD2—H%— VPC N A —/X—L A I VPC LTV 7 LTSI L E2MRLE
R

Cisco Cloud Network Controller GUI Z{EFR L - VRFREI/L— k ') —H D&
159
VRFNV— Y — 27 2T HE, MLV —T 4 7 R —%2BELT, ROEZAT

DY A MEDN—T 4 v T HBETH L X, VREOSTHTY =27 T 50— haifETE £
j‘o

. Cisco Cloud Network Controller 1 > 7/R—% > b DR


https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/series.html

| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
Cisco Cloud Network Controller GUI Z{£F3 L 7= VRF fil)L— ~ ) — % DAL .

22507 T KHA b
e VTRV A NEFACIA VT LI R YA

\)

GE)  FHMcoWTIZ, V»—T 47 RV —LEXx=2UT 4 R —OFEBIOREK 2R L TL
77EUN,

ATY 1 EfloFresr—va =T, [7TVr—3 &R (Application Management) ]>[VRF] IZ#E L F
el
BESNT VRE NFTRENET,

ATy T2 [J—% JL—b (LeakRoutes) | #7 %7V 7 LET,
FTTITHERENTND Y —27 b— ERERINET,

ATwF3 [7UI3ar (Actions) 1227 U7 L, [U—2 IL— bDERK (Create Leak Route) ] Zi&IR L £,
[V—% IL— FD{ERL (Createaleak Route) 17 1 > RUNRFRINET,

ATy T4 WO[V—7 — b DIERFZA T a7 Ry 7 AD7 4—)L K (Leak Routes Dailog Box Fields) | 7— 7 /v
TUARSNERT 40—V FIZEET 22 AL, HITLET,

£5:)—9 L— b bDERFAT7ATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

[Fo/iT4 BEL]
(Properties) ]

Source VRF E1E 70 VRF Z @4 51203 -
1. [E{ETT VRF Mi#ER (Select Source VRF) 1 %27V v 7 LE7,
[VRF Mi#iR (Select VRF) | # A T VR 7 ANFRENET,

2. [VRFODZEIR (Select VRF) 141 7 17T, X570 VRFIZHEH T 5 72O MDF D VRF
o7 Vw7 LTERLTET,

PIETLVREIX, WEBE/ZIIAMNE (R T AR —K) VREFTHD Z LICHEE LTI EE,
3. [ER (Select) 1227V v 27 LT, ZOEE7L VRF ZEIR L ET,
[V—% JL— DR (Create Leak Route) | # A 72K v 7 AR £,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
. Cisco Cloud Network Controller GUI Z {5/ L 7= VRF fEl/L— kb ) — ¥ DERL

[ZTO/T 4 HL:L
(Properties) 1]

585 VRF 5056 VRF ZI8IRT 51213, IROFIEZFATL £,
1. [ MER (Select destination) 1 %2V v 27 L £,
[VRF ;&R (Select VRF) 1 XA T /Ry 7 ARFREINET,

2. [VRFDZFEIR (Select VRF) | ¥ A 71 /T, %85 VRF IZEHT 5 72D OF]D VRF
7V w7 LTERRLTET,

3. [ER (Select) 127V v 27 LT, ZD%% VRF Z#IR L E,
[V—% JL— FDYERL (Create Leak Route) | A 7 /Ry 7 ZAZREY £,

Type KT 20— —1sDE A TEBIRLET,
[ RTY—% (LeakAll) ]: VRFEITY —27F 59T _XTO/NL— FEHETDHHEITIRR
LET,
ZOBRE. TI7FNENTIEE, =Y 0.0.0.0/0 T Ry NP =Y FTICHEIMICAS
ShEd,

eH TRy MIP: VREIOY =7 DN — & LTHEDY 7Ry NPT RLAZHRTET S
BAIERLET, [ITRY FIP (SubnetIP) | XA 70l Ry 7 ARFRENET,

[H+7 % L IP (SubnetIP) /R 7 A2, VREOY —27 D— K& LTHT Ry FIP
T RV AZ AN LET,

VRF DY =7 DnN— K& LTHEHEDOY TRy NPT RVAZRET HICIE, Bedry
Xy bOBM= N EATILET,

RT9TS  (EENET LD, [IRfF (Save) 1227V v 7 LET,
[KZh (Success) 1V« v RUNFREINET,

ATv 76 BMOVRFENL—FUV—I52RETIENEIDERELET,

s VREOXTTY —7 32500 — ~ZEINT 25581, B (Success) 17 1 > KU TRIDIL—
kiEM (Add Another Route) 147> av a7 U v 7 LET,

[U—% JL— DM (AddLeakRoute) 1V 4> RUIZEY £9, VREOXTHTY —27 355D
N—FERETHITNE, AT v 74 23X—Y) —ZAT7 v 75 24—) EHRVIRLET,
e UNR—Z b— FEBINT 2558, ROXHICLET,

« LIRTODOFRE DFEHE VRE R E(E5C VRE 12720

o DIRT OB E D IE 50 VRE 23585 VRF 1272 0 £9,
WAz, [ (Success) 1V 4> R T[U/N—X JL— DB (Add Reverse Route) 147+ 3 >
7w LET,
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[V—% JL—FD:EM (Add Leak Route) 17 4> RUIZED &7, A7 v 74 (233—2) — A
Tv75 (24—) EHROVEKELTHOL—FERELET, SEITROL TR 7,

 (E{E5t VRF (Source VRF) ] 7 4 —/L KT, RO E TS VRF & L TR L7-VRF % iR

L\i—g—o
« [38%c VRF (Destination VRF) | 7 4 —/L KT, HIOFE TE{E7C VRF & L TER L7= VRF %
HIRLET,

AT9 71 V=7 V= OFRENZET LD, [SET (Done) 127V v 7 LET,
AA 2 VRF =20 [1)—% JL— b (Leak Routes) 1% 7 HWHOEREN, HFHLIFESNLY —7
N— " IMFERINET,

ATvT8 %T:Jl:if_ 135058 VRF OFERIE A BTG L7720 | MAGEA DY — 7 V— FE2ZHE LD 35121, AA

YV [VRF] =Y D[J—% JL— (LeakRoutes) | ¥ 7 C[VRF] X7 V7Y v LET,
ZDN— K T—T7 N0 [BE (Overview) | X—YRERRINET,

AT T [VRF] =YD EHICHD [7TIr— 3 oEE (Application Management) 1% 7% 27 U v 27 L, &
MoFresr— a0 —=T[)—%2 Jb—F (LeakRoutes) 17 %27 Vv 7 LET,
ZORFED VR IZBEA T 5T D Y —7 b— ERRRENET,

ATv 710 MBS U T, 2O VRF (ZEEMS T8N0 Y) —27 b—F2RELET,

ZDOVRFINL Y —7 b— FEBIIT512iE, [FP 3> (Actions) 127 Y v 27 L, [<VRF_name>
75\ 51)—% JL— F%3EM (Add Leak Route from <VRF_name>) [Z R L £,

[U—2 IL—F®EM (Add Leak Router) 1V 4 > RUBREREINET, AT v 74 (23 3—)
DfFHMEMEH LT, RERFEHREZADLET, FEFTXVRFOZ kN VITHFFANZR RSN TEY, 2
ORPTITIEFETE RN EICEE LTSN,

ZOVRFIZY =27 — BT 5121, [72 23> (Actions) 127V v 7 L, [<VRF_name>
[Z)—% JL— F%3:BM (Add Leak Route to <VRF_name>) %% L £,

[U—2 IL—F®EM (Add Leak Router) 1V 4 v RUBREREINET, AT v 74 (23 3—)
DIFMEMFEH LT, LEREREZATDLET, FBEVRFOT Y b VITHEANIEREINTEY, 20
R TIIEETERNZ LIZEBFELTLLIEE N,

Google Cloud & SV &R T/N 1 R D#EFGZD B L

Google Cloud /V— % LS T N A A OBt & FEICHNCT 5121, RO FIEIZHENE T,

NERTINA RBER 7 74 ILDF 00— F

AT F1 Cisco Cloud Network Controller GUI T, [# v < a27R— F (Dashboard) 1% 7 VU v 27 LET,
Cisco Cloud Network Controller ® [4 Yy & 27R— K (Dashboard) ] B = —MNFE RSN ET,
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ATw T2 [#EK (Connectivity) ]5EIKO [4MERIERT R T—4 X (External Connectivity Status) 1 T, [ 5% K I)L—4
(Cloud Routers) 1| => NV D EIZHBFEZEZI7V v LET,
[4¢EB$E#E (External Connectivity) 1 7 ¢ > RURKRINE T,

RTw T3 [FU 3> (Actions) 1> [SEBT/NA AR T 74 )LD A2 00— F (Download External Device
Configuration Files) 17 VU v 27 L £,
(BT NS RER T 714 ILDH 78— F (Download External Device Configuration Files) 14 v 77 v
TRERINET,

ATV T8 X yra— RTHT A AR T 7 A VERIRL, [#2>8—FK (Download) %7V v 27 LET,
DT v a il &Y Google Cloud /L— % — LANERT A R [E] DH5e 2 AN T % T2 DI 3 2 MRk
HMEatozip 77 ANVNE Ty — RENET,

Google Cloud & 4V 887 /N1 R DEIDIFEHFD AL

1R8O HHIIZ

NERT S 2R 7 7 A N DE T a— R (25 3—2) OFIEZFER LT, ST A 24
W7y ANEL T e—RLET,

AT w71 Google Cloud & M7 /S A ADROEEE &GN T 5 12 DIC BB fE R A IEE L E T,
AT T2 WET A Az 74 LET,
ATYT3 WXy NI —F T TR 27T RACL 7 77V v 7 IS 5T~ 0 ORERE A LET,

INERT S ZRERRL T 7 A NDHE T rm— R (25 _X—2) OFMEZEH L THNET A AR T 7 4 V%
Fyru—RLIEEE, OO b 2 OR G EZ o0 T, ZOMIERZ A LET,

WIZ. vpn-connectivity i E~2— 7 5 PRESHARED-KEY % B L 72D b v RV DIET A ARE
T ANDEIERLUET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 54.215.245.58 5.500 for

hoestrWumIf . aoct-[infra) /region-[us-westl] /it [1] -=id-[0] /ext—[extrwfoo us-westl] A [varwioo)] /rir-default-peer-54.215.245. 58/sre-1-cest—[54.215.245. 58]
! USER-DEFINED: please define rd: RD

! USER-DEFINED: please provide preshared-key: PRESHARED-KEY
! USER-DEFINED: please define router-id: ROUTER-ID

! USER-DEFINED: please define gig-number: GIG-NUMBER

! USER-DEFINED: please define gig-gateway: GIG-GATEWAY

! ikev: ikev2

! vrf-name: extvl

! user name: root

! tunnel counter: 5

! IPV4 address: 35.220.50.132

! tunnel interface destination: 54.215.245.58

! tunne id: 500

! BGP peer address: 169.254.10.6

! BGP peer neighbor address: 169.254.10.5
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! BGP peer ASN: 64513
! hcloudHubCtx ASN: 64512

vrf definition extvl
rd RD:1
address-family ipv4
exit-address-family
exit

interface LoopbackO

vrf forwarding extvl

ip address 41.41.41.41 255.255.255.255
exit

crypto ikev2 proposal ikev2-1
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab512 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-1
proposal ikev2-1
exit

crypto ikev2 keyring keyring-root-5
peer peer-ikev2-keyring
address 35.220.50.132
pre-shared-key PRESHARED-KEY
exit
exit

crypto ikev2 profile ikev-profile-root-5
match address local interface GIG-NUMBER
match identity remote address 35.220.50.132 255.255.255.255
identity local address 54.215.245.58
authentication remote pre-share
authentication local pre-share
keyring local keyring-root-5
lifetime 3600
dpd 10 5 periodic
exit

crypto ipsec transform-set ikev-transport-root-5 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev-profile-root-5
set transform-set ikev-transport-root-5
set pfs groupl4d
set ikev2-profile ikev-profile-root-5
exit

interface Tunnel500

vrf forwarding extvl

ip address 169.254.10.6 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GIG-NUMBER

tunnel mode ipsec ipv4

tunnel destination 35.220.50.132

tunnel protection ipsec profile ikev-profile-root-5
exit
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ip route 35.220.50.132 255.255.255.255 GIG-NUMBER GIG-GATEWAY

router bgp 64513
bgp router-id ROUTER-ID
bgp log-neighbor-changes

address-family ipv4 vrf extvl
network 41.41.41.41 mask 255.255.255.255
neighbor 169.254.10.5 remote-as 64512
neighbor 169.254.10.5 ebgp-multihop 255
neighbor 169.254.10.5 activate
exit-address-family
exit

WO, T S, ARER T 7 A VTR ENEE 74—V Ky hOEME R LET,
c WOBNIRT 7 4 —/L RiX, 2o OFEROMERICER S ET,
« vrf definition

* [PSec global configurations

vrf definition Ext-V1

rd 1:10
! ~—  VRF Definition
address-family ipv4

route-target export 64550:10

route-target import 64550:10 I
!
crypto isakmp policy 10
encryption aes
authentication pre-share
group 2
lifetime 28800
!

~— IPSec Global Configurations

crypto isakmp keepalive 10 10 periodic
crypto isakmp aggressive-mode disable

« WDOKNIRT 7 =/ RiX, 25 OMEROERIHEH SN E T,
o hi T & D IPSec B L ikevl ARk

* VRF A /3= BGP i
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crypto keyring Ext-V1-1000-ike

pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>
\
crypto isakmp profile Ext-v1-1000-ike

keyring Ext-v1-1000-ike

match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255
crypto ipsec transform-set Ext-V1-1000-ike esp-aes esp-sha-hmac
mode tunnel
!
crypto ipsec profile Ext-V1-1000-ike
set security-association lifetime kilobytes disable |Psec and |kev1
set security-association replay window-size 512
set transform-set Ext-V1-1000-ike | f i
Per Tunnel Configurations
|

interface Tunnell000
vrf forwarding Ext-vl
ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip mtu 1400
ip tcp adjust-mss 1400
tunnel source GigabitEthernet2
tunnel mode ipsec ipvd
tunnel destination <50.18.55.126>[cAPIC CSRL gig3 Public IP]
tunnel protection ipsec profile Ext-v1-1000-ike -
, —
router bgp 64550
I
address-family ipv4 vrf Ext-V1
redistribute connected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50.0.1 activate

BGP Configurations for VRF Neighbor

neighbor 50.50.0.1 send-community both
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate
neighbor 50.50.0.5 send-community both
distance bgp 20 200 20

'

ip route 50.18.55.126[cAPIC CSR1 gig3 Public IP] 255.255.255.255 GigabitEthernet2 10.10.0.103

s RDONTTRT 7 4=/ Rid, ZhboEEoEIcHERESNET,
o ' — N LR
o hu LT L D IPSec B L ikev2 DOAERY

crypto ikev2 proposal ikeva-1 -
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity sha512 sha384 sha256 shal

eeup 24 21,20 1916 15 14 2 = Ikev2 Global Configurations

crypto ikev2 policy ikev2-1
proposal ikev2-1 i

crypto ikev2 keyring keyring-ikev2-2000

peer peer-ikev2-keyring

address 35.81.94.248 [cAPIC CSRl gig3 Public IP]

pre-shared-key abcdefgl2345
|
crypto ikev2 profile ikev2-2000

match address local interface GigabitEthernet3

match identity remote address 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255
identity local address 52.53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)]

suthentication remote pre-share IPSec and lkev2
authentication local pre-share i &
keyring local keyring-ikev2-2000 Per Tun neI Conflgu rations
lifetime 3600

dpd 10 5 on-demand

crypto ipsec transform-set ikev2-2000 esp-gem 256
mode tunnel

[

crypto ipsec profile ikev2-2000

set transform-set ikev2-2000

set pfs groupld
set ikev2-profile ikev2-2000
'

interface Tunnel2000

vrf forwarding Ext-V1

ip address 50.50.0.14 [cAPIC CSR1 BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet3

tunnel mode ipsec ipv4

tunnel destination 35.81.94.248[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile ikev2-2000

Cisco Cloud Network Controller 2 >/ R—% > F DR




Cisco Cloud Network Controller 2 > R—% > FO#A |
B cisco Cloud Network Controller GUI % 5 L 1< EPG D fE AL

Cisco Cloud Network Controller GUI Z{# 8 L - EPG D {ERX

77— 3 v BPG £ 034N EPG 2ERT B2, o7 va roFEEFEHALE
T, FEHATEEZRAERA T > a id, BT 5 EPG DX A FI2 L - THRRY 7,

Cisco Cloud Network Controller GUI Z{ER L7 74— 3 > EPG DERL

Z DY g Tlid, Cisco Cloud Network Controller GUI 2 L <7 U #¥—< 3 EPG %
TERRT 2 FiEEDIALET, &V —bvRI2E, de<tb1o0a v 2a—~EPG L 1O
7’1134 ' — EPG DT,

1R B

TV r—vary a7y A e VRF Z{ERK LET,

ARTYTN AT T A a7 )y LET,
[41>T> bk (ntent) | A =2 —BERRINET,
ATYT2 [MUTUk (ntent) WERAR Y 7 ADFIZHL Fay XU K&y L, [FTVr—2a v ER
(Application Management) ] Z##R L £,

[7FTUr— 3 0EE (Application Management) |4 7> a > DU A2 R[4 T2k (ntent) | A ==2—
ICERRINET,

RT9T3 ATk (Intent) ] A==2—0 [T FUHr— 3 EE (Applicatio