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2 —H—%FHE L. Cisco Cloud Network Controller GUI Z{# JH L C OTP, SSH ARl —. B X
X509 = — W —GEB I BT £ 57,
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Overview
This topic provides step-by-step instructions on how to enable access to the Cisco Cloud Network Controller

for RADIUS, TACACS+, LDAP, and SAML users, including ADFS, Okta, and PingID.

For additional TACACS+, RADIUS, LDAP, and SAML information, see Cisco APIC Security
Configuration Guide, Release 4.0(1).

TACACS+ 7 o 2 X FH® Cisco Cloud Network Controller D4Rk

IR& B
*CiscoZ/ 77 R Fy hU—2 arvra—J3A4 T4 12> TWET,
¢« TACACS+H— _"DFEA MLFEFIZIPT KL A, B—h, BEIOXF—%2FHTXBHZ L,

« Cisco Cloud Network Controller ¥ RARA > b ZA—7 RN T E£7,

ATwTF1 CiscoZ/ 77 K Fxy hU—27 2 bha—7T, [TACACS+ F7O/\4 & (TACACS+ Provider) ] Z1Epk L
7,
a) A==a— —7T, [E¥E (Adminigtrative) ]>[FB&E (Authentication) ] ZiE&R L £7°,
b) E¥(A T, [FANAF— (Providers) | #7 %27 Vv 27 LT, [FTYL 3> (Actions) | Ka v~
ook )y LT, [FANA F—0DERK (CreateProvider) ] Z3IR L £9°,

[FB/31 F—0D1ERL (CreateProvider) | ¥4 7 R 7Ry 7 ANRFRINET,

¢) [RARKAI/NPT7 KFLR (Host name/lP Address) | 7 ¢ —/L RiZ, 7B/ A X —DRANL/IP T LA
EANLET,

d) [E%BA (Description) ] 7 4 —/V N2, YA X —0iiHE A LET,

e) [247 (Type) | kev 7 X YR 227U v7 L, [TACACSH #®IRL 7,

f) [ERE (Settings) |7 v 3 T, [F— (Key) ] & [F—DFEER (ConfirmKey) ]. [[R— k (Port) 1.
SRS 70 b 3JL (Authentication Protocol) ], [24 L7 k (Timeout) ]. [BEH1T (Retries) 1. [&
I EPG (ManagementEPG) | #f5E L£3, A%t (Enabled) F7-1% #%hik (Disabled) DV 74
% [H—/N\—ESfR (Server Monitoring) 1126 L CER L £,
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AT v T2 TACACS+ ® [Login Domain] Z1E L £,
Q) A=a— —T, [BEHE (Administrative) ]>[E25E (Authentication) ] 3R L £,
b) [Work]~{A > C. [Login Domains]¥ 7 %27 U >~ 7 L, [Actions] K2 v 77X %7 U v 7 L [Create
Login Domain] % &R L £ 7,
[B5 A4 FAAL DR (CreateLogin Domains) | ¥4 7 7Ry 7 ANFoRrEINET,

) D[l Ay RAL X AT TRy 7 AD7 14—/ K (Login Domains Dialog Box Fields) ] ®7 —
T A D ENTHT 4 —/V RICHE 2 EE AT L, fifT LETS

[Fa/857 « (Properties) ] & EA

=3

Bl Ay RAL OL4THTE ANJLET

B arA Ly RALOHHAEZANLET,

Settings

Realm Ky 7H 0y A=a—)b TACACSH Z &I L
£,

7'rsA 4 (Providers) TS F— BT 51

1. [FBNA Z—ni:EM (AddProviders) | # 7
Uy LET, [FTEINA F—0D:EIR (Seect
Providers) | ¥4 7 u 7 RERENET,

2. 70w 7 LT, EOINOT aNg 7—%kik
RLUET,

3. &R (Sdect) 127V v s LEd, [BHAY
RASDDIER]) XA TRy 7 ATRD &
7

d) [frfF (Save) 1227V v 27 LT, REZHRFLET,

RDEZRY

I T, TACACSHERTIEIXZE T CTF, WIZ. RADIUS H— —4 9 55415, RADIUS
DCisco 77 KXy hI—r arba—J %28 £1,
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RADIUS 7 & t X H® Cisco Cloud Network Controller D #& ik

1R BHHEIIZ
eCisco 777 R Ry NU—7 avbua—F 34074 02> THET,
* RADIUS —/"—DHRA NG FEZIZIPT FL A, B"— b, BIOF—2HTEBZ &,

* Cisco Cloud Network Controller EFlT > R A > b Z)—7FNHH & £,

ATYF1 Cisco/ 7V K xy hU—27 2 ha—7 T, [RADIUS 7O/ 4 (LDAP Provider) 1 Z{E L £7,

ATy T2

a)
b)

¢)

d)
e)

A=a2— =T, [EE (Administrative) 1> [FBEE (Authentication) ] Z R L £,
EERA T, [FRNA S — (Providers) | #7 %27 U 27 LT, [F2<3a> (Actions) | ka v~
s )y 7 LT, [FRINA ZF—DER (CreateProvider) ] 28R L £ 7,

[FENA A —DERK (CreateProvider) | ¥4 7R 7Ry 7 ARFRINET,

[(RR F&/NP7 KL A (Host name/lPAddress) | 7 4 —/V KiZ, a3 f Z—DHRA ML/MP T K&
EANILET,

[ERBA (Description) 1 7 4 —/V RiZ, 7u A X —0iBHE AN LET,

[247F (Type) | ey 77X YA &2 Y v L, [RADIUS] Z&IR L £,

[E%%E (Settings) 17 >3 T, [F— (Key) | & [F—0DFR (ConfirmKey) 1. [(R— bk (Port) ].
[RS8 b 3JL (Authentication Protocol) ], [#4 L7 k (Timeout) 1. [B&1T (Retries) 1. [&
HEPG (ManagementEPG) | ##5&E L %7, AL (Enabled) F7-1% #EXH{E (Disabled) DWW TH
N [H—/N\—E#8 (Server Monitoring) ] (2x L GEIRL £97,

RADIUS® [R5 A > RAAL U EERRLET,

a)
b)

A=a2— =T, [E¥E (Administrative) ]>[25E (Authentication) ] Z %R L £,

[Work]~X+ > C., [Login Domains]¥ 7% 7 1V v 7 L. [Actions] K& v 7% 7 U 7 L T[Create
Login Domain] & &R L £ 37,

(BT A4 FAAL DR (CreateLogin Domains) | ¥4 7 a7 Ry 7 ANFoRINET,

RO Ty RAL L EATa TRy 7 AD7 4—/L K (Login Domains Dialog Box Fields) | O 7 —
T A D ENTHET 4 —/V RICHEZREEZ AT L, fATLETS

[Fa/87 « (Properties) ] EiEA

£fi%

e BrA Ly RAL O TEZ ANJLET

B! Ay AL OHBHEANTILET,

Settings

Realm Ky 7H 0 A=a—) 6 RADIUS Z &R L
£,
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[ZB/37 1 (Properties) ] EHEA

a3 A % (Providers) TanNA =R T DT

1. [Fa/NA F—0EMm (Add Providers) 1 %7
Uy LET, [FRINASZF—0FEIR (Sdect
Providers) | ¥4 7 a 7 RERRENET,

2. 7V w7 LT, EMOHOT a/ A F—4i3k
RLET,

3. [ (Sdect) 1227V w7 LET, [RTAY
AL VDR F AT TRy 7 AR £

To
d) [fR7F (Save) 1|27 U v/ LT, RTEEHRIFLET,
RDZRY
ZH T, Cisco Cloud Network Controller RADIUS /% FIEIZ52 T T4, &IZ. RADIUS #—
ZRELET,

Cisco Cloud Network Controller ~0) RADIUS & & U TACACS+ 74~ X
@) Cisco Secure Access Control Server M #&

[APICEF )T AA K, J1)—R40 (1) (CiscoAPIC Security Configuration Guide, Release 4.0(1)
) 112 % [APIC ~® RADIUSFE XN TACACSH 7 7 EAHD Ciscot¥ =7 778X a2 he—)L H—
N—DHERL (Configuring a Cisco Secure Access Control Server for RADIUS and TACACS+ Access to the APIC) ]
vrvarESRLET,

LDAP Access D& Rk

LDAP REIZIZ 2 DA T a v ndb v £,
* Cisco AVPair D% E

«CiscoCloud X v hU—2 a2 ha—F TLDAP /v —7 <~ v 7% KT 5

WDX 7 valid, WO A T a Vv OFIENREENTWVET,
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Cisco AVPair = {£F3 L 1= APIC 7 7 = X FH® Windows Server 2008 LDAP %7€

[CiscoAPIC X2 ) TR A4 K 1J1)—X 4.0 (1) (Cisco APIC Security Configuration Guide, Release
4.0(1)) 19[Cisco AVPair Z i L 7= APIC 7 7 2 A D 7= ¥ ® Wndows Server 2008 LDAP D45k (Configuring
W ndows Server 2008 LDAP for APIC Accesswith Cisco AVPair) |27 v a V2SR L TL7E X0,

LDAP 7 7z A M 1= @ Cisco Cloud Network Controller M #& i,

1R BHHIIZ
* Cisco Cloud Network Controller 14> 7 1 T3,

e LDAP V" —RDFEA ML EZIXIP T RV A, "— Tk, 34 FDN, X—Z DN, BIXW
INAT— REFHTEHZ L,

* Cisco Cloud Network Controller T RKiRA > h A —7FBFIHTE E£9,

AT 71 Cisco Cloud Network Controller T, [LDAP ZFB/84 % (LDAP Provider) | Z1Es L £,
a) A==a— —T, [BEE (Adminigtrative) ] >[FB3E (Authentication) ] Zi®R L £ 7,
b) 1E¥E~A T, [FANAF— (Providers) | #7 %27V v 27 LT, [FYL 3> (Actions) | ke v~
Foroks )y LT, [FanNS F—0OERK (CreateProvider) | Z##R L £9,
[TA/NA Z—0DERK (CreateProvider) 1 ¥4 7RV Ry 7 ARFRINET,

c) [(RRF&NPT7 FKLR (Host name/IP Address) | 7 1 —/v RiZ, a0 Xf X —DKRA MN/IP T KL A
AN LET,

d) [ERBA (Description) ] 7 4 —/L RiZ, 7ua (X —O#HHEZ A LET,

e) [247 (Type) | keyv 7 X VA&7 Y v7 L, [LDAP] Zi&R L £7,

f) 3o 2 RDN, X—ADN, /NRAU— R NRRT— KOfE#R, K— b, ¥4 L7 7 b, H#RAIT. SSL,
SSLEEHIEMGE L~ L, B, 74 vZ 247 BHEPG, BLOY—NE=F ) T2 ELET,
[SSL SEBAZ#REEL NJL (SSL Certificate Validation Level) ] 7 .t —/L RiZiE, IRDOF T2 a 3D
£7

« Permissive : DUO LDAP SSLAFFAZEDO DO Z WIS D>T Ry 7 ) 7,

* Strict : FEBRBEREL THEA T 5 LUl
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GE)

LDAP 7 & + 2 (1= 8 ) Cisco Cloud Network Controller O [

e /34 2 K DN iZ. Cisco Cloud Network Controller 75 LDAP ¥r— X Za 7 A4 3T 57-DIZ

fiEFH3 % X759, Cisco Cloud Network Controller /X, 774 > L X9 EF5HUE—
b 2= —DRFEZZ DT I RN L E3, ~X—ADNI(X, CiscoCloud Network
Controller 23 U E— b 2—H#— T H v MM T 5 LDAP — "D a7 F4 L
AT, ZAUINAY— RBMGES D5 T, 74 /v ZZ4EH L T, Cisco Cloud
Network Controller 7% cisco-av-pair |2 H T 572 DIZER L TV D EiEE o £,
Z Ui, Cisco Cloud Network Controller Cffi 9% = — W —F8GE & 1V Y4 TH A RBAC
7 —/LREENFET, Cisco Cloud Network Controller 1L, Z DJEMEE LDAP H— 3015
FRLET,

[BE] 74— R kO BbWT R EALLET,

« LDAPY— DR E TlE. Cisco AVPair, AJJ CiscoAVPair .

«LDAP /' v —7 < v 7 LDAPY— . AJ) memberOf ,

ATYT2 LDAP D BT A Y FAL Y Z{ERRLET,
a) A==2— /=T, [E¥# (Administrative) ] >[F8EE (Authentication) ] ZiER L £,

b) [Work]»XA > T, [Login Domains]¥ 7% 7 U >~ 7 L, [Actions] K& v 7 Z %27 U v 7 L [Create

Login Domain] % & L £ 7,

c) oD [ul Ay RASL L EAT el Ry 7 AD7 4—/L K (Login Domains Dialog Box Fields) ] 7 —
TMZY A R ENTAT 40— RICEGIREEZ AL, FITLET,

[FO/3F « (Properties) ] 5 EA

£fig

Z2%:D) nJAy RALDL4HIZE A LET

=5 B nrA Ly RALOHHAEATLET,
Settings

Realm ey FH Yy A=a—5 [LDAP] JEIR L £

R

7ra A A (Providers)

TaNA X — R DI

1. [FBNA Z—ni:EM (AddProviders) ] %7
Uy 2z LET, [FTANAS Z—0EIR (Sdect
Providers) | ¥4 7 u 7 BREREINET,

2. 7V vy 7 LT, EMOINOT mNA X —4ik
RLUET,

3. &R (Sdect) 1227V v s LEd, [BFA4 Y
RALDDIERR XA TR TRy 7 AR F
ﬁ‘o
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[ZB/37 1 (Properties) ] EREA

FRES A T 1. 7angZ—n2EHL LT CiscoAVPair % fif
AL THESNTWDEAIL, [CiscoAV R7
(Cisco AV Pairs) | #i@IN L £,

2. A HX—nNEMEL LT memberOf TRE
SN TWBHEA1EL, [LDAP Group Map Rules]
BN L ET,

1. [LDAPYIL—T < v 7 JL—ILDEIN
(AddLDAPGroupMapRule) %7 U v
JLET, ¥AT IRy I ANRERS
AIET,

2. vy 7 ORRMEGHRE (FFvar) BL
RTIL—T DN ZIEELET,

3. [EF¥2UTqa FASDEM (Add
Security Domain) | DREICH 5 [+] &7
Vo7 LET, ¥A4T7 TRy 7 ANREK
AEINET,

4, [EFa2UT4 FALDER (Select
Security Domain) |4~ > a v &fEH LT
X2V T 4 FAALVERBIRLET,

5 [H%27YV>yZ7L7T, [A—JL (Role) D
AETB L0 —vo [#BR (Privilege) | #
4 7 (Read F721% Write) 7 4 —/L RIZ
TIEALET, FovI~v—0%7 Uy
7 LET,

6. MEWIJLU T, BIOFELZ#HEVIKL TS
Siza—vaEBimL 4, &z, BN
(Add) 1227V vZr7 LZET,

7. BX=2VUT7 4 FAAL U EIBITEBINTS
LA [E¥2U T4 FAALDIEM
(Add Security Domain) | DREIC&H 5 [+]
7 U w7 L, ENDOTFIRE FEFRLT
LET, Wiz, BN (Add) 1227V w7
LET,

d) w74 FAADOER (Create Login Domain) | # A 7R 7Ry 7 AT [RHF (Save) | 27 U v 7
LET,
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SAML 7 % 2 X FH® Cisco Cloud Network Controller D&k .

SAML 7 &7 + X FH® Cisco Cloud Network Controller & X

WDt a Tk, SAML Access FH® Cisco Cloud Network Controller D% E IOV TEEL <
P LE T,

About SAML
Refer to the section About SAML in the Cisco APIC Security Configuration Guide, Release 4.0(1) .

Basic Elements of SAML

Refer to the section Basic Elements of SAML in the Cisco APIC Security Configuration Guide, Release
4.0(1) .

Supported IdPs and SAML Components

Refer to the section Supported |dPs and SAML Components in the Cisco APIC Security Configuration
Guide, Release 4.0(1) .

SAML 7~ = X Cisco Cloud Network Controller DRk
A\

GF) SAML ~_X— 2 DOFFFIX Rest 12X 5 D TiL72 <. Cisco Cloud Network Controller GUI @ - |Z
T DHHDTT,

1ash BRI
* SAML —"— R A ML EZIZIP T RL AL IdP A X5 —Z D URL il T& £,
» Cisco Cloud Network Controller EFH x> KARA >k 7 —7RHHATE LT,
c ROBEHEITNET,
o IEZIFHT & NTP
« GUI # {1 L 72 DNS 7' = /3o X — DAk

« GUI Z1#f L 7= Cisco ACLHTTPS 7 7 & A1 A % LAFFHEDORT

AT 71 Cisco Cloud Network Controller T, [SAML ZB/84 4 (LDAP Provider) | #1Emk L £,

a) A=a— N"—7T, [EE (Administrative) ]> >[325F (Authentication) %R L £ 7,

b) [fEE (Work) ]34/ > T, [FA/NA & — (Providers) | %7 %27 U7 L, [F2 3> (Actions) ]
Ky 77wy 7 LT [FTRINSZ—01R (CreateProvider) | #3i&RL 7,

c) [(RRF&NPF7 FKLR (Host name/IP Address) | 7 1 —/v RiZ, 70X X —DKRA MN/IP T KL A
EANITLET,

d) [E%BA (Description) 1 7 4 —/V RiZ, 7 f X —0O#FHE A LET,

e) [247 (Type) | keyv 7 X VA 227U v L, [SAML] Z#IRL £7,
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f) [EXTE (Settings) | XA > T, WOFNEEZFEITLET,
«[IDF0O/84 £— (Identity Provider) 1473 a > ([ADFS]. [OKTA]. %£72i%[PINGIDENTITY])
PR L FET,
«IdP A ZF—4& URL #45E L £,
+ ADFS O34, 1dP A %7 — 4 URL I https://<FQDN
of ADFS> /FederationMetadata/2007-06/Feder ationMetadata.xml & 9 B2 0 £,
+ Okta, #E1Z, IdP A ¥ 7 —4 @ URL Z#HifF 3 5121, Okta ¥— N—nDH%FGT 5 SAML 7
TV r—=rarD[PAoF s/ ar T, FATOTATa FANRAE— A T—4
URL Y v 7 %hab—LE7,

¢« SAML R—Z2ADHP—ERADITUTF 4 T4 IDERELET,

«IdP A X T —X D URLIZT 7 VAT HMENRDHLAEIL, A2 T—2 URL D HTTPS 7R+
(HTTPSProxy for Metadata URL) % #xk L %9,

«[GUI YA ALY b NF— A vyt— (GUI Redirect Banner Message (URL) ) |7 1 —/ b RIZfiL
EANTTLET,

cIdP X7 T A X— |k CAIZ L > TEA INHEGIT. [REER/ (Certificate Authority) ] 2R L %
R

« [BERTER () (RetryPeriod (sec)) | 7 4 —/V RiIZfEZ A L £,

[BRFEM (Retries) |7 ¢ —b Moz AN LT,

s kuy Xy UR NS, [BRTIILTY) ALBIELI—F—FER (Signature Algorithm
Authentication User Requests) & 3#4R L £7°,

* SAML FZEEEERDERA. SAMLIGBEA v E—DDESR, SAML REDELT7Y— 3>, SAML
TH—a OESIEEZAENNCTAICIE. Fov IRy 7 A2 F I LET,

g) [PRfF (Save) 127V v 27 LT, REZHRFLET,

ATV T2 SAMLDOR T A RAAL UEERLET,
a) A==a— —7T, [E¥E (Adminigtrative) ]> [FREE (Authentication) 1% &R L 7,
b) EESA T, [BFAY FAAL Y (LoginDomains) | # 7 %227 U v 27 LT, [ 3a> (Actions) ]
Fey 77X %70 y7 LT, [BTA4Y RALDOER (CreateLoginDomains) | Z38R L £,
) MDO[mITAY RAL U HEATa TRy 7 ADT 4—/L K (Login Domains Dialog Box Fields) ] ®7 —
T A NENTZET 4 —/V RICHEY R EE AL, HATLET,

[FO/3F 1 (Properties) ] £ EA

fi%

&HI 074y RAALLOARTE AT LET
B! Ay RAALOHHE AT LET,
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Okta T SAML7 T 5 —3 3 w0z |

[ZB/37 1 (Properties) ] EHEA

Settings

Realm Fway 72y A=a—0b SAML i8R L %
R

7134 % (Providers) PACPAT I Skie: </Ng ReY tel

1. [Fa/NA F—0EM (Add Providers) |1 %7
Uy LET, [FTANS ZT—0FEIR (Seect
Providers) | ¥4 7 u 7 RERENET,

2. 7V w7 LT, EMOHOT a/ A F—%4i3
RLES,

3. &R (Sdect) 127V v s LEd, [BHA Y
RASDDIER]) XA TRy 7 AR &
R

d [RE (Save) 127V v 7 LT, REEZWFLET,

Okta TSAML7 U4 —S 3 VDETE

Cisco Cloud Network Controller Security Configuration Guide ™ [Okta DSAML 7 7° U 77— 3 > D% E  (Setting
Up a SAML ApplicationinOkta) [ 7 > a v &ML T E &V,

AD FS T Relying Party Trust D% €

CiscoAPIC £ = U7 A Rl A K U U —240 (1) D[ADFS TOREHERHFEHOKE (Setting Up
aRelying Party TrustinADFS) |27 v a v 2B LT Z&0,

HTTPS Access D1ERL

T ZCIX. HTTPS Access ZHEp%T 5 HIEIZOW T L E T,
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B wres7oexizonT

HTTPS7 7 2 X[ZDL\T
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