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2 Redirect is enabled on both consumer and provider connector.
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i (Add) 1227V >y27 LET,

GE) P—=RKRX=F 4 T AT I —NEY—ERX T TOEID /) —
FIZT 22 LT TEERA,
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AT Ry 7 ANFERENET,
b) [AY 59 FDER (Seect Contract) | A 7 a 7 OEMODANA T, BE 7V v 7 LTHEIR
L. ER (Seect) 1227 V27 LET, [AY 50 FDER (Sdect Contract) | #4717 Ay
7 AN LT ET,

ATYvFTE 32—~ EPGZEBEMNT AT, ROFIEEZFETLET,
a) [3>La—< EPG®:EM (Add Consumer EPGs) | #7 U > 7 LEd, [A>¥a21—<T—EPG D&
R (Select Consumer EPGS) | A 7 0V INFRIINLET,
b) [T a—7 EPG M:&R (Select Consumer EPGS) | ¥4 7 0 7 DE[DOSA T, Fov IRy
g R% 27 Vw27 LT, 779U REPG (WA r— RANZ U DOgA) £700X7 7 7 RIMBEPG (A
VH—=Fy MNATF R — RART UV OEA) Z@IRLEJ, [#EIR (Sdect) 127V v 7 LET, [V
L 1—< EPG ME4R (Select Consumer EPGs) | A 7 /R v 7 ANHL £,

RATYF6  TuAHX—EPG ZBMT 521X, ROFNEZFITLET,
a) [FR/\1 4 —EPG ®:EfN (Add Provider EPGs) |47 U v 7 L¥9, [FA/\A 54— EPG D#EiR
(Select Provider EPGSs) | A4 7 B 7 INF/RSINLET,
b) [FBR/\A Z—EPG D:#R (Select Provider EPGS) | 44 7 a 7 DDA T, F=v IRy
AEFATLTT AL F—EPG &N L, [FIR| 227V > 7 LET, [FA/NA F—EPG DFER
(Select Provider EPGS) | # A4 7 a2/ R v 7 ANAL ET,

ATvT1  H—bERTTTERRT DI
a) [EPF@{ED#M (EPG Communication Configuration) | ¥4 7127 T, [Y—ERX 35 70D&ER
(Select ServiceGraph) 1|27V v 7 LE 4, [H—ER S5 TM#EIR (Seect ServiceGraph) ] %A
TaTRy T ANRRINET,
b) [HW—EX 35 T7M:&IR (Select ServiceGraph) | ¥ A 7 a 7 OERONA T, h—ER T 7%
70 w7 LGEIRL, EIR (Sdect) 1227V v 7 LET, [H—ER TS T7MD:&EIR (Select Service
Graph) ] #4707 K v 7 ARE L £,
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[P—EX TS5 T7DTLE1— (ServiceGraphPreview) | T, [759 K O—K NS 4 JRF—0DE
fn (Add Cloud Load Balancer Listner) |27V v 7 LEd, [P59 K B—K NS Y JyRF—0EMN
(Add Cloud Load Balancer Listner) | ¥4 7 a7 nE RS, UV AFT—%BINTEET,

UAF—=IE, 7L ADREEST DR — 7w banTd,

WD T Ra—RKAZoH JRF—0BMAA TRy 7 AD7 4 —/L K (AddCloud Load Balancer

Listener Dialog Box Fields) | 7—7 /L CU A SN2 7 4 —/V RIS T HMEEAD L, SfTLET,

R8:TINVr—2a3 Vv F— bz HMH DR A—KRNS Y JRF—0EBM (Add Cloud Load Balancer Listener) ] %A 7 0%

Ry P RDT4—IL K

CA=VASaPt
(Properties) 1]

B

481 (Name)

U AT —D4HTZ AT LES,

[[R— bk (Port) ]

TNAANDNT T 4 v 7 2T ANNDR— a2 AN LET,

Jokal TV =gy A=Y oA OBAIE, [HTTP] £721L [HTTPS 22V v 7 L
TEIRLET,
Security Policy FayFHZ T VR 27 Y w7 L, X2 UT 4 R —Z2RRLETHTTPS

DRI I N TN D EEIT D HFINATEE),

SSL FEEAZE (SSL
Certificate)

SSL AEAIE & IR T 2 121L (HTTPS 28R & T 2 B A2 O ZaB IR AT RE):
1. [SSLEEEAZMEM] =2 YV v 7 LET,

2. 7V w7 LT, BMTHEHAEZEOTF =y IRy 7 A A NI LET,

3 F— VU rEERLTIES Y

1. [F—=UV2ID&ER 227V v LET, [F— 12U DEIR (Select Key
Ring) | ¥ A4 7/ RnERINET,

2. [F—= 12U DFER (SdectKeyRing) | #4727 T, EOFOX—1
V7 %7 )y LGRIRL, EIR (Sdect) 1227 Uy 27 LET, [F—1

2 MEFER (Select KeyRing) | XA 7 a2/ HRy 7 ARMALET,
4. [FEBAZER N7 Fuvy 7 Xy VA N2 7 Y v 7 LT, iEAERZRRLET,

(GE) U AT =3 EBONEL RSO LN TEET,

JL—ILDENN

W=V EE T NA A U AT =BT 5I12iE, Jb—ILDEM 227 Y v 7 LE
T, [JL—IL] U A MZH LWTRFER S, [IL—ILERTE] 7« —/V RBE/2 D
9,
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B

JL—ILERTE
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(AT«
(Properties) 1]

B

[JL—ILEZTE (RuleSettings) ] XA > T, kDA T arZRELET,
« &A1 BAlOAFIZ AT LET,

e RA R RAREANLT, KA MR—=2ADOFEMEERLET, ZDOKA
MAIZR L CERMNMTND &, FBE LT 7 v a v nFE7anE7,

SRR RAEASI LT, SAR=ADRIFEAFR LET, ZOSATH LT
ZRMTDND L FRELIZT 7 v a U RFEITSNES,

cRAT T var AL, FITTDHT I a BTN, AZEMLET,
T ay EATOF TS g

CEEREERY  KOA TV a EBEHL TUSEEZRLET,
cBEEBERL  JGEA v —VEANLET,
CEEBEI—F SEa—RFEANLET,
CBEDGEIVTIUY RAT car Ty A TERIRLET,

CERE RO T a v EFEHLTNT 74 v 7 2L LET,
cIR— b THAANNT T 4 v 7 BT ANDR— N2 ATILET,
« 7O ROV [HTTP] E72X [HTTPS] 2RI L £ 9,

c JANA S —EPG: N7 7 1 v 7 BAEET S Web ——%FfD
EPG,

« EPG : EPG % i&iIR¥ 5 1213:

1. [EPGODEIR]) %7 Vv LET, [EPGDRFEIR] ¥ 7w/ Ry
I ANFRINET,

2. [EPG DZER ¥ (7w /T, EAOHDEPG%#7 Y v 7 LTiE
RLU., [#BIR (Sdect) |27V vZ7 LET, [EPG D&EIR]) ¥ A7
aJRy 7 AN LET,

cEALALY b ROFT v ar2EHLT, V7R MERIOLFTICY
XAV FLET,

cFALY ba—F [UFALY =K FryT7¥Ty 2 U |
27Uy 7 LT, a— Fa®ERLET,

cFALY FRRAME  VEA LT FORAMMEANLET,
cBALALID R NRRUEA VLT N RAEZATLET,

CFEAL LY R R—F FAAANNT T 4 v I EZFANDR— b
EANTTLET,
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[Ta/RT4q s BA
(Properties) ]

cYFA L TR ML [VEALY FTB O (Redirect
Protocol) | ke vy 7% YA E27Y > 27 LT, [HTTP],
[HTTPS]. F7=1% [#& (Inherit) | Z3®R L F7,

EALY O VEALV I N 72V B AT LET,

EEHFT VY TV =gy n— KRS, SR ROy o R =L B —
(Health Checks) | 7y FCIERMF = v 7 2 FTFLET, L, EFMEF =y 7 CHERTE £,

«[ZB k3L (Protocol) ]1:[HTTP] 72X [HTTPS #7 U v 7 L CGEIRL E
j‘o

«[/8R (Path) - "Z2&Z AN LET, T 74N MI/TT
s[[R—k (Port) ]: EWMTF =7 %FETTHKR— e AN LET,
« [B¥#0E%E (Advanced Settings) ]

[E&EALZEUME (Unhealthy Threshold) 1: 2O L& WEE#EKR LT, Ny
TR ATy "RRETHDLET I RENDIA IV TERELE

—g—O

[BA LTIk (Timeout) - EFMEF =v 7 OX A LT 7 FOfEE AT LE
TO

o [[Ek@ (Interval) |: = v 7 % FET7T HRREERET DR %2 R EALTAT
Li‘a—o

« [AZha—F (SuccessCode) |- fkEhza— K&E AN LET, 77 4/L M 200
~ 399 T,

c[L—LABHRR FEMEA (Usehost fromrule) ]- A8 2 b4 & L — L7 b R4R
TOMERDLGEIE, Ty IRy 7 A% 7 )y LET,

«[RA + (Host) ]-[JL—IbMBHRAR &R (Usehost fromrule) | 23 F = v
7 ENTWRWEAIE, EFNETF =y 7 AT 2R MaEEE LET,

SET LG, Jb—ILoEm 227 Vv 27 LET,

RIFYRI—=O O—FRNSUYRAMD I EA—RNS % ) RF—0EM (AddCloud Load BalancerListener) |54 7R Ry
DADT4—ILK

[TR/RTFa BLL]
(Properties) ]

£ A1 (Name) YR F—D& a1 AT LET,
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(AT«
(Properties) 1]

A A

Jokan
(Protocol)

[TCP] %7213 [UDP] %2 U » 7 L TR L £,

[R— Kk (Port) ]

THRARNNT T 4w 7 EZTANDR— M AN LET,

[ZEVFIVRIP
% (Frontend IP
Name) ]

77 R —RKNFGoH JRAF—%#KTH 7 b= RIPT RLUAEBERRL
ij‘o

[T7AIMIPZEFER (UsedefaultiP) |: 774 ko7 v RIPT
RLATZ 77 Ra—RKARZ04% JRF—5MRT 512, 2ot var
PERLET,

« <frontend_ip_name> : Z DA 7T = &I LT, Cisco Cloud Network Controller

GUI ZfEH L7 —E R 731 ZADERL (63 X—) TIDA U H—Fv
MEFH Y hT—27 a—RKARZ U hOP—E AT ZAEEK LT & &2
L7z, 7uay by RIPAICEEM T b BMo7ay h=> RIPT K
VAL T Ra—RKNRNT o — R F—%HLET,

EHZHOWTIE, Azure Xy N —27 a— RS UHoEKRO 70y hoyv
KIP 7 KL ADHERRIZOWT (5X—) 2L TLIEIN,

JL—ILERTE

[JL—ILERTE (RuleSettings) | XA > T, WOA T v a v EZ&HELET,
« BHI : BHlOARTZ AT LET,

(7O ar B4F (ActionType) |: 7 7 4/ b T [k (Forward to) ] |2
BESNTWET, N7 74071 UFTERLET® harzfiHL T,
I L 72 EPG DR — MMzt &N ET,

c[R—k (Port) |: N7 =y K Pl SR — FAF 50 b
ST 4 v EZFANDE— FEAS LET,

«[ZB k3L (Protocol) 1:[TCP] £7-1X[UDP] #7 U » 7 L CGERIRL 7,
« [EPG] : Web % —/ =3 s T 7 ¢ w7 Z AT % EPG,
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[Ta/RT4q s BA
(Properties) ]

EEEFIvY o— RARZ P, ma D DI Ny o R )L X —Fy NIRRT
(Health Checks) |5 = /2517 LE3, ZZCHTE £, -

«[ZB k3L (Protocol) ]:[TCP]. [HTTP] £/2IX[HTTPS %27 VU v 27 LT
HIRLET,

o [R—*bt (Port) |: E¥MT =y 7 2#FETT5R— M AN LET,
- [F#f@E%E (Advanced Settings) ]

[R%7%4 LEME (Unhealthy Threshold) ]: 20 LEVWMEZHER LT, Nv 2
TUR =Sy NRRETHDLET RASA RSNDEIA IV T HRELE

R
«[fEfR (nterval) |: F=v 7 2FT4 SRz RET D 0FHE 2 AL TAT
LET,

MTLED, [Add] 227V v 7 LET,

AT &TLEL, [Add 227V v 7 LET,
=R ST INRESNET,

RESTAPI Z A L-—EX 435 7D EH

WD 73 TiE, RESTAPIZHEH L T —E R 7T 7 Z BRI HFIEICHOWTHBALE
j‘o

RESTAPI %R L4 42—y rREITO— K NS Y DER
Z OfFITIE, REST API 2l L THEIFMIIT O r— K NT U 2Bk T 2 FikE R LET,

2ATFYI1 7V =g F— oA (TFVr—rara—RART08) OREMAIT e — RT3 2 1ERT
AT

51

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internal" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl1l51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>
</fvTenant>
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</polUni>

Azure @ — R RNZ 7 (Ry hT—7 v— KT %) ORNERIT e — KT o 2Bk T 5120
51

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

TRXTDOR T T 4w 7 ZFFRDOF T 2 /0200 T (TX—=Y) THHAINTWDL [TRTDO LS T4 v
9 %A (Allow All Traffic) | 47> a v Z2HHALT, Alre B— K XT3 7 (Fy hU—27 m— R
NZ W) AOWNERT e — AT U2 ERT 2120%, ROFIEEZFATLET,

&1

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[subscription id]-vendor-azure" />
<cloudLB scheme="internal" type="network" name="nlb-151-15" allowAll="true" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/241" />
</cloudLB>
</fvTenant>
</polUni>

RESTAPI ZfEA L=/ > Z—X v FRITA—F /NS5 VY DHEK

ATvT1

ZOHITIE, RESTAPIZEHA L CTA ¥ —x v FaFOa— K NXT W2 {EkT 5 HikER
L%,

TV r—var F— oA (FTFVr—vara—RAF0H) O 22—y hAllTa— K A5
Y AT DT

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
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<cloudLB scheme="internet" type="application" name="alb-151-15" status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl51/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1"/>
</cloudLB>

</fvTenant>
</polUni>

ATFYT2 A —Fy MAFTRy NU—27 o— RT3

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<cloudLB scheme="internet" type="network" name="nlb-151-15" status="">
<cloudVip name="IP1"/>
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl5/ctxprofile-cProfilewestusl151/cidr-[15.151.0.0/16]/subnet-[15.151.2.0/24]1" />
</cloudLB>
</fvTenant>
</polUni>

ZOFITIEH, BT XL 1> TnET,

scloudiB 7 A VL, H—DFT 7V MNP T RLAZFOA X —Fy MajlFDOFRy hT—2 m— KN
T oY T B S E T,

WMMWp§4V@\4Vy%*7FK%ﬁT5*7FUFﬂ[}*Pﬂﬁyﬁwﬁm7myﬁin
IP7 RLVRAZEERT D=0 S ET, FECOW T, Azure X v hU—27 o — KT D
WHO7a  hm RIPT RLZADIERKIZHOWT (52—2) ZBRLTLIIEFEN,

RESTAPI ZfERA L= —k/\—FT 1 T7 AT 04— ILDIERK

ZOBITIE, RESTAPL ZH L2V — R X—F ¢ 77 AT U4 —/VEAERRT D iEEZ R LE
KR

ATV TN =R —FT 4 T7 AT 74— VEERT DITIT :
1 -

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="provider">

<cloudEPSelector name="east" matchExpression="IP=='{{eastus FwUntrustSubnet}}'" status=""/>
</cloudLIf>
<cloudLIf name="consumer">

<cloudEPSelector name="east" matchExpression="IP=='{{eastus FwTrustSubnet}}'" status=""/>
</cloudLIf>
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</cloudLDev>

ATYT2 $R_RCOLNT T4 v I EFFaOF T a5 T (13=Y) THHESN TS [TRTDRT T4
9 %A (Allow All Traffic) | A7 v a v EFEH LT —RRX—=T 1 77 AT 74— VEERT DHITIE,
WOFNaEFEITLET,

51

<cloudLDev name="HubFW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="provider" allowAll="true" status="">
<cloudEPSelector name="1" matchExpression="IP=='10.1.1.0/28"" status=""/>
</cloudLIf>
<cloudLIf name="consumer" allowAll="true" status="">
<cloudEPSelector name="east" matchExpression="IP=='10.1.2.0/28'" status=""/>
</cloudLIf>
</cloudLDev>

RESTAPI #{ER L= — F/\—TFT 4 B— FN\S Y DERK

ZOFITIE, RESTAPIZfH LTV — FX—F 4 2 — R R_T UV EERT B HEEZRLE
h@‘o

ZOHITIX, RESTAPI Z#fEH L CH— K X—F 0 o— RANT Y EERT D HFEERLET,
5 -

<cloudLDev name="ThirdPartyLB" svcType="ADC" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-overlay-2"/>
<cloudLIf name="external">
<cloudEPSelector name="ExtInterfaceSelector" matchExpression="IP=='{{ExtInterfaceSubnet}}
status=""/>
</cloudLIf>
<cloudLIf name="internal">
<cloudEPSelector name="IntInterfaceSelector" matchExpression="IP=='{{IntInterfaceSubnet}}
status=""/>
</cloudLIf>
</cloudLDev>

TFI)r—23 05— 9T A DRESTAPI Z{FRHLI-H—EX S TDERK
ZOFITIE, RESTAPI 2L CH—ER 7S 752 1EkT A FiEEZ R LET,

TV r—=vary = 02 AA DY =R T T T EAERT DI
<?xml version="1.0" encoding="UTF-8"?2>

<!-- api/node/mo/uni/.xml -->
<polUni>
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<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl">
<vnsAbsTermConn/>
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-alb-151-15"/>
<vnsAbsFuncConn name="provider"/>
<vnsAbsFuncConn name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external" name="conl">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"/>

</vnsAbsConnection>
</vnsAbsGraph>

</fvTenant>
</polUni>

Azure O— RN\S YD RESTAPI ZERALTH—EXR IS5 7% KT S
Azure B — FARZ o H DY =R 7T 7 2B 5121
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<vnsAbsGraph name="cl5 gl" type="cloud" status="">
<vnsAbsTermNodeProv name="pl">
<vnsAbsTermConn />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="cl1l">
<vnsAbsTermConn />
</vnsAbsTermNodeCon>
<vnsAbsNode managed="yes" name="N1" funcType="GoTo">
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl5/clb-nlb-151-15" />

<vnsAbsFuncConn name="provider" />

B L ranrs LAV IY—EROREH
88



| La¥ans LAY IY—EROREM
P— FR—F 4 B— KRS HORESTAPI £&A LY —EZ 55700 [

<vnsAbsFuncConn name="consumer" />
</vnsAbsNode>
<vnsAbsConnection connDir="consumer" connType="external” name="conl">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeCon-cl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-consumer"
/>

</vnsAbsConnection>
<vnsAbsConnection connDir="provider" connType="internal” name="con2">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsTermNodeProv-pl/AbsTConn"
/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl5/AbsGraph-cl5 gl/AbsNode-N1/AbsFConn-provider"
/>

</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>

</polUni>

H— k=T 4 O—FNSUYDORESTAPI ZEAL-Y—EX T3 TDER
P K R=TF o D= RRT DY —E R T T 7 2ERT B0, KO FIAZFAFLET,

<polUni>

<fvTenant name="infra" >

<!-- Abs Graph Creation -->

<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud" status="">
<vnsAbsTermNodeProv name="T2">

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeProv>

<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />

</vnsAbsTermNodeCon>

<vnsAbsNode funcTemplateType="ADC_ TWO ARM" name="{{F5Name}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{F5Name}}" />

<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="external"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>
</vnsAbsNode>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="ConsTermToF5">

<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-infra/AbsGraph-{{graphName}}/AbsNode-{{F5Name}}/AbsFConn-consumer"/>
</vnsAbsConnection>

<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="F5ToProv">
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<vnsRsAbsConnectionConns

tDn="uni/tn-infra/AbsGraph-{ {graphName}}/AbsNode-{ {F5Name}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tbn="uni/tn-infra/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>

</vnsAbsGraph>

</fvTenant>

</polUni>

RESTAPI Z{ERALTVILF/ —FHYH—ERXR TS T7%ERT S
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<polUni>
<fvTenant name="tnl2 iar iavpc" status="">
<fvRsCloudAccount tDn="uni/tn-infra/[SubscriptionId]-vendor-azure"/>
<fvCtx name="vrf50" status=""/>
<fvCtx name="vrf60" status=""/>
<cloudVpnGwPol name="VgwPol0"/>
<cloudCtxProfile name="c50" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="vrf50"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.3.0.0/16" primary="true" status="">

<cloudSubnet ip="12.3.30.0/24" status="" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.2.0/24" status="" name="ALBSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.1.0/24" status="" name="FwMgmtSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.3.0/24" status="" name="FwUntrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.4.0/24" status="" name="FwTrustSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.3.5.0/24" status="" name="ConsumerSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudCtxProfile name="c60" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus2"/>
<cloudRsToCtx tnFvCtxName="vrf60"/>

<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr addr="12.4.0.0/16" primary="true" status="">

<cloudSubnet ip="12.4.1.0/24" status="" name="ProviderSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.4.2.0/24" status="" name="NLBSubnet">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="12.4.30.0/24" status="" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus2/zone-default"/>
</cloudSubnet>
</cloudCidr>
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</cloudCtxProfile>
<cloudApp name="ap50" status="">
<cloudEPg name="ap50vrf50epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.5.0/24"'" name="100"/>
</cloudEPg>
<cloudEPg name="ap50vrf50epg2" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsProv tnVzBrCPName="con60"/>
<cloudEPSelector matchExpression="IP=='12.3.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap50extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf50"/>
<fvRsCons tnVzBrCPName="con60"/>
</cloudExtEPg>
</cloudApp>
<cloudApp name="ap60" status="">
<cloudEPg name="ap60vrf60epgl" status="">
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsProv tnVzBrCPName="con50"/>
<fvRsProv tnVzBrCPName="con70"/>
<cloudEPSelector matchExpression="IP=='12.4.1.0/24"'" name="100"/>
</cloudEPg>
<cloudExtEPg routeReachability="internet" name="ap60extepgl">
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<cloudRsCloudEPgCtx tnFvCtxName="vrf60"/>
<fvRsCons tnVzBrCPName="con70"/>

</cloudExtEPg>
</cloudApp>
<vzBrCP name="con50" scope="tenant" status="">

<vzSubj name="con50">
<vzRsSubjFiltAtt tnVzFilterName="f10"/>
<vzRsSubjGraphAtt tnVnsAbsGraphName="gl" status=""/>
</vzSubj>
</vzBrCP>
<vzBrCP name="con60" scope="tenant" status="">
<vzSubj name="con60">
<vzRsSubjFiltAtt tnVzFilterName="£f20"/>
</vzSubj>
</vzBrCP>
<vzBrCP name="con70" scope="context" status="">
<vzSubj name="con70">
<vzRsSubjFiltAtt tnVzFilterName="£f20"/>
</vzSubj>
</vzBrCP>
<vzFilter name="f10" status="">
<vzEntry etherT="ip" prot="icmp" name="flOentryl" status=""/>
<vzEntry etherT="ip" prot="udp" dFromPort="1" dToPort="65535" name="flOentry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="1" dToPort="65535" name="flO0entry3" status=""/>
</vzFilter>
<vzFilter name="f20" status="">
<vzEntry etherT="ip" prot="tcp" dFromPort="http" dToPort="http" name="f20entryl" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="https" dToPort="https" name="f20entry2" status=""/>
<vzEntry etherT="ip" prot="tcp" dFromPort="22" dToPort="22" name="f20entry3" status=""/>
</vzFilter>
<cloudLB name="FrontALB" type="application" scheme="internal" >
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c50/cidr-[12.3.0.0/16]/subnet-[12.3.2.0/24]"/>
</cloudLB>
<cloudLDev name="FW" svcType="FW" status="">
<cloudRsLDevToCtx tDn="uni/tn-tnl2 iar iavpc/ctx-vrf50" />
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<cloudLIf name="provider" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='trustFw'"/>
</cloudLIf>
<cloudLIf name="consumer" >
<cloudEPSelector name="1" matchExpression="custom:tagp=='untrustFw'"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="BackNLB" type="network" scheme="internal” >
<cloudRsLDevToCloudSubnet
tDn="uni/tn-tnl2 iar iavpc/ctxprofile-c60/cidr-[12.4.0.0/16]/subnet-[12.4.2.0/24]1"/>
</cloudLB>
<vnsAbsGraph name="gl" type="cloud" status="" >
<vnsAbsTermNodeProv name="Inputl" >
<vnsAbsTermConn name="C1l"/>
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon descr="" name="Outputl" nameAlias="" ownerKey="" ownerTag="">
<vnsAbsTermConn name="C2" />
</vnsAbsTermNodeCon>
<vnsAbsNode funcType="GoTo" name="N1" managed="yes" funcTemplateType="ADC ONE_ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-FrontALB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >
<cloudListener name="http listenerl" port="80" protocol="http">
<cloudListenerRule name="rulel" priority="20" default="yes" >
<cloudRuleAction type="forward" port="80" protocol="http"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsNode funcType="GoTo" name="N2" managed="no" funcTemplateType="ADC TWO ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/cld-FW" />

<vnsAbsFuncConn attNotify="no" descr="" connType="snat dnat" name="provider" nameAlias=""
ownerKey="" ownerTag=""/>

<vnsAbsFuncConn attNotify="no" descr="" connType="none" name="consumer" nameAlias="" ownerKey=""
ownerTag=""/>

</vnsAbsNode>

<vnsAbsNode funcType="GoTo" name="N3" managed="yes" funcTemplateType="ADC ONE_ ARM" >
<vnsRsNodeToCloudLDev tDn="uni/tn-tnl2 iar iavpc/clb-BackNLB" />
<vnsAbsFuncConn attNotify="no" descr="" name="provider" nameAlias="" ownerKey="" ownerTag=""/>
<vnsAbsFuncConn attNotify="no" descr="" name="consumer" nameAlias="" ownerKey="" ownerTag=""/>
<cloudSvcPolicy tenantName="tnl2 iar iavpc" contractName="con50" subjectName="con50" >

<cloudListener name="http listenerl" port="80" protocol="tcp">

<cloudListenerRule name="rulel" priority="20" default="yes" >

<cloudRuleAction type="forward" port="80" protocol="tcp"
epgdn="uni/tn-tnl2 iar iavpc/cloudapp-ap60/cloudepg-ap60vrf60epgl"/>

</cloudListenerRule>

</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
<vnsAbsConnection connDir="provider" connType="external” name="CON4">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeProv-Inputl/AbsTConn"/>
</vnsAbsConnection>

<vnsAbsConnection connDir="consumer" connType="external" name="CON1">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsTermNodeCon-Outputl/AbsTConn"/>
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-consumer"/>
</vnsAbsConnection>

<vnsAbsConnection connDir="consumer" connType="external" name="CON2">
<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N1/AbsFConn-provider"/>
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<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection connDir="consumer" connType="external" name="CON3">

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N2/AbsFConn-provider"/>

<vnsRsAbsConnectionConns tDn="uni/tn-tnl2 iar iavpc/AbsGraph-gl/AbsNode-N3/AbsFConn-consumer"/>
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>

RESTAPI ZERALTY A ALY FTRILF/—FHY—ER TS T7EERT S
ZOFITIE, RESTAPIZ AL CvwLT /) — RV —ERTFT7T72ERT D HEEZRLET,

ATYTN A0 77 T bEaRETLHITE. WOFIEEZFEITLET,

<polUni>
<fabricInst>

<commPol name="default">

<commSsh name="ssh" adminSt="enabled" passwordAuth="enabled" />
</commPol>

<dnsProfile name="default">

</dnsProfile>
</fabricInst>
<fvTenant name="infra">

<dnsProv addr="172.23.136.143" preferred="yes" status=""/>

<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
<cloudAccount name="insbu" id="{{subscriptionId}}" vendor="azure" accessType="credentials"
status="">

<cloudRsCredentials tDn="uni/tn-infra/credentials-CNC-App"/>
</cloudAccount>

<cloudCredentials name="CNC-App" keyId="{{accessKeyId}}" key="{{accessKey}}" httpProxy="">
<cloudRsAD tDn="uni/tn-infra/ad-{{adId}}"/>

</cloudCredentials>
<cloudAD name="CiscoINSBUAd" id="{{adId}}" />
<cloudApicSubnetPool subnet="10.10.1.0/24" />

status="">

<cloudtemplateInfraNetwork name="default" numRoutersPerRegion="2" vrfName="overlay-1"
numRemoteSiteSubnetPool="1"
<cloudtemplateProfile name="default" routerUsername

="cisco" routerPassword="ins3965" />
<cloudtemplateExtSubnetPool subnetpool="11.11.0.0/16" status=""/>

<cloudtemplateExtNetwork name="default" status="">
<cloudRegionName provider="

azure" region="

="{{region}}" />
<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="{{peerAddress}}"/>
<cloudtemplateOspf area="0.0.0.1" />
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="{{region}}"/>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
<cloudDomP>

<cloudBgpAsP asn="1111"/>
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<cloudProvP vendor="azure">

<cloudRegion adminSt="managed" name="{{region}}">
<cloudZone name="default"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RFY T2 N7 VNet TH—E R FNNA 2 ERRT AI1203

<polUni>
<fvTenant name="infra">
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionld}}]-vendor-azure"/>

<cloudCtxProfile name="ct ctxprofile {{region}}" status="modified">
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudCidr name="cidrl" addr="{{HubCidrSvc}}" primary="no" status="">
<cloudSubnet ip="{{HubNLBSubnet}}" name="HubNLBSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetInt}}" name="HubFWSubnetInt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWSubnetExt}}" name="HubFWSubnetExt" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{HubFWMgmtSubnet}}" name="HubFWMgmtSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{ConsHubEPgSubnet}}" name="ConsHubEPgSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<cloudLDev name="{{FWName}}" status="">
<cloudRsLDevToCtx tDn="uni/tn-infra/ctx-{{ServicevVNetName}}"/>
<cloudLIf name="external" >

<cloudEPSelector matchExpression="custom:EPG=='FwEXt'" name="1"/>
</cloudLIf>
<cloudLIf name="internal" >
<cloudEPSelector matchExpression="custom:EPG=='FwInt'" name="1"/>
</cloudLIf>
</cloudLDev>
<cloudLB name="{{NLBName}}" type="network" scheme="internal" size="small" instanceCount="2"

status="">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-infra/ctxprofile-ct ctxprofile {{region}}/cidr-[{{HubCidrSvc}}]/subnet-[{{HubNLBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

ATV T3 TanNg F—LAR—I DT T 75T 50T

<polUni>
<fvTenant name="{{tnNameProv}}" status="" >
<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
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<fvCtx name="{{ProviderVNetName}}"/>
<cloudCtxProfile name="{{ProviderVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrProv}}" primary="yes" status="">
<cloudSubnet ip="{{ProviderSubnet}}" name="ProviderSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="{{BackALBSubnet}}" name="BackALBSubnet" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<!-- contract-->
<vzFilter descr="" name="HttpsFilter" ownerKey="" ownerTag="">
<vzEntry dFromPort="443" dToPort="443" etherT="ip" name="https" prot="tcp" status=""/>
<vzEntry dFromPort="80" dToPort="80" etherT="ip" name="http" prot="tcp" status=""/>
<vzEntry dFromPort="22" dToPort="22" etherT="ip" name="ssh" prot="tcp" status=""/>

</vzFilter>
<vzBrCP name="{{contractName}}" scope="global" status="">
<vzSubj name="Subl" revFltPorts="yes">
<vzRsSubjGraphAtt directives="" tnVnsAbsGraphName="{{graphName}}"/>
<vzRsSubjFiltAtt tnVzFilterName="HttpsFilter"/>
</vzSubj>
</vzBrCpP>
<!-- cloud App Profile-->

<cloudApp name="provApp" status="">
<cloudEPg name="App" status="">

<cloudRsCloudEPgCtx tnFvCtxName="{{ProviderVNetName}}"/>
<cloudEPSelector matchExpression="custom:EPG=='App'" name="1"/>
<fvRsProv status="" tnVzBrCPName="{{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
<!-- Abs Graph Creation -->
<vnsAbsGraph name="{{graphName}}" uiTemplateType="UNSPECIFIED" type="cloud">
<vnsAbsTermNodeProv name="T2">
<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeProv>
<vnsAbsTermNodeCon name="T1" >

<vnsOutTerm/>

<vnsInTerm />

<vnsAbsTermConn attNotify="no" name="1" />
</vnsAbsTermNodeCon>

<vnsAbsNode name="{{NLBName}}" managed="yes" >
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/clb-{{NLBName}}" status=""/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudHealthProbe name="http listenerl-rulel" protocol="tcp" port=22 interval=15
unhealthyThreshold=2/>
<cloudListener name="http listenerl" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="haPort" port="80" protocol="tcp"
healthProbe="http listenerl-rulel"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider" connType="redir"/>
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<vnsAbsFuncConn attNotify="no" name="consumer" connType="redir"/>
</vnsAbsNode>
<vnsAbsNode funcTemplateType="FW_ROUTED" name="{{FWName}}" managed="no">
<vnsRsNodeToCloudLDev tDn="uni/tn-infra/cld-{{FWName}}" />
<vnsAbsFuncConn attNotify="no" name="consumer" deviceLIfName="internal"/>
<vnsAbsFuncConn attNotify="no" name="provider" deviceLIfName="internal"/>

</vnsAbsNode>
<vnsAbsNode name="{{BackALBName}}" managed="yes">
<vnsRsNodeToCloudLDev tDn="uni/tn-{{tnNameProv}}/clb-{{BackALBName}}"/>
<cloudSvcPolicy tenantName="{{tnNameProv}}" contractName="{{contractName}}"
subjectName="Subl" status="">

<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" default="true">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-{{tnNameProv}}/cloudapp-provApp/cloudepg-App"/>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
<vnsAbsFuncConn attNotify="no" name="provider"/>
<vnsAbsFuncConn attNotify="no" name="consumer"/>
</vnsAbsNode>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="ConsTermToNLB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsTermNodeCon-T1/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {NLBName} }/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="NLBToFW">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {NLBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {FWName} } /AbsFConn-consumer" />
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="FWToBackALB">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{ {graphName}}/AbsNode-{ {FWName} }/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName}}/AbsFConn-consumer"/>
</vnsAbsConnection>
<vnsAbsConnection adjType="L3" connDir="provider" connType="external" directConnect="no"
name="BackALBToProv">
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsNode-{ {BackALBName}}/AbsFConn-provider" />
<vnsRsAbsConnectionConns
tDn="uni/tn-{{tnNameProv}}/AbsGraph-{{graphName}}/AbsTermNodeProv-T2/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
<cloudLB name="{{BackALBName}}" type="application" scheme="internal" size="small"
instanceCount="2">
<cloudRsLDevToCloudSubnet
tDn="uni/tn-{{tnNameProv}}/ctxprofile-{{ProviderVNetName}}/cidr-[{{VnetCidrProv}}]/subnet-[{{BackALBSubnet}}]"
status=""/>
</cloudLB>
</fvTenant>
</polUni>

Arva—<al L, TS A —TERINIZA N T M Y R—FT 51203 :

<polUni>
<fvTenant name="{{tnNameCons}}" >
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<fvRsCloudAccount tDn="uni/tn-infra/act-[{{subscriptionId}}]-vendor-azure"/>
<fvCtx name="{{ConsumerVNetName}}"/>
<cloudCtxProfile name="{{ConsumerVNetName}}" status="">
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudRsCtxProfileToRegion status="" tDn="uni/clouddomp/provp-azure/region-{{region}}"/>
<cloudRsToCtx tnFvCtxName="{{ConsumerVNetName}}"/>
<cloudCidr name="cidrl" addr="{{VnetCidrCons}}" primary="yes" status="">
<cloudSubnet ip="{{ConsumerSubnet}}" name="ConsumerSubnet" status="">

<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-{{region}}/zone-default"/>

</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
<vzCPIf name="imported {{contractName}}">
<vzRsIf tDn="uni/tn-{{tnNameProv}}/brc-{{contractName}}" />
</vzCPIf>
<!-- cloud App Profile-->
<cloudApp name="consApp" status="">
<cloudEPg name="Web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="{{ConsumerVNetName}}"/>

<cloudEPSelector matchExpression="custom:EPG=='Web'" name="1"/>
<fvRsConsIf tnVzCPIfName="imported {{contractName}}"/>
<fvRsProv tnVzBrCPName="mgmt common"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>
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ATV 77V r—2ary F— b2 DY —Y R TT 7T X vF 45120

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl"/>
</vzSubij>
</vzBrCP>

</fvTenant>
</polUni>

ATFYT2 Azure 01— R RT UV T DOV =R T T T T X v FT5HI20%
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
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<vzBrCP name="cl">

<vzSubj name="cl">

<vzRsSubjGraphAtt tnVnsAbsGraphName="cl5 gl" />
</vzSubj>

</vzBrCP>

</fvTenant>

</polUni>

RESTAPI Z{ERA LI=HTTPS H—E X R > —DHERK
Z OFTiX, RESTAPI Z{#ifl L CTHTTP +—t 2 R U > —&AEpkT 5 HiEE R L £ 7,

AT w71 Application Gateway ® HTTP ¥—t A R U > —&AELT 51203 -

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="http listenerl" port="80" protocol="http" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
<cloudListenerRule name="redirectRule" priority="20">
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="redirect" RedirectPort="8080"/>
</cloudListenerRule>
<cloudListenerRule name="FixedRspRule" priority="30">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleAction type="fixedResponse" FixedResponseCode="200"/>
</cloudListenerRule>
<cloudListenerRule name="redirectHPRule" priority="40" status="">
<cloudRuleCondition type="host" value="example.com"/>
<cloudRuleCondition type="path" value="/img/*"/>
<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-t2/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>
</polUni>

ATFYT2 2y hU—7 a— RARF 3O HTTP — R R Y > —ZEfd 51203

<?xml version="1.0" encoding="UTF-8"7?>

<polUni>
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<fvTenant name="tnl5">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">

<cloudSvcPolicy tenantName=" tnl5" contractName="httpFamily" subjectName="consubj">
<cloudListener name="tcp_ listener" port="80" protocol="tcp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">

<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1" status=""/>
<cloudRuleAction type="forward" port="80" protocol="tcp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />
</cloudListenerRule>

</cloudListener>
<cloudListener name="udp listener" port="55" protocol="udp" status="">
<cloudListenerRule name="rulel" priority="10" default="yes" status="">

<cloudRsListenerToVip tDn="uni/tn-infra/clb-NLB/vip-IP1l" status=""/>

<cloudRuleAction type="forward" port="55" protocol="udp" epgdn="uni/tn-
tnl5/cloudapp-ap/cloudepg-provEPG" />

</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
ZORF2 A RFTHRLIZLIZ, Ry FY—7 B—= AT U TERIN TGS, VAT —L—
WEN—=NT 7 arOREIF, o—FERT oD 7ny by FEEENS RNy 72 R F—b~D~
BT EEELET, ZoFITIE LTOXIIZh>THET,

e cloudListenerRule {TIE., H—DO 72 b RIPT7 FLAZHEHLTY AT —%2HKT 7012
A& FET 2, Cisco Cloud Network Controller EDA v % —x v MIHmINI-ry hU—7 n—F
R YRR R BR— M7 haloLEbE R L ET,

* cloudRsListenerToVip 1T1d., Cisco Cloud Network Controller DA % —%w FallF Ry NU—7 o —
NARZ oI OBEEO 7 b2y RTY AT = =AWl 570l nEd, #7rr bz
YRiX, 7er b FIPT FLA, R— b, BROT R FaroZ 7LofflagbEl LTRSS
£, FEMICOVWTIE, Azure *y Y —27 o— AT UV OEFOT7 o b= RIPT R L ADHE
BAZHOWT (5 ~—Y) ZZRLTIEEN,

RESTAPI ZERAL-F— Y VT DEE

ZOBITIE, RESTAPIZFEHAL-F— Vo 7DV —7 Lb— F 2T 5 HEEZ T LET,
X— U o TRERR DFEIZ DWW TIL, Cisco APIC BEARES T A REBBL T F &0,

)

CE) ZoFEZ. 7V sr—ar A=A IZOLBEAINET,

F— VUV ERET DI
<polUni>

<fvTenant name="tnl5" >
<cloudCertStore>
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<pkiKeyRing status="" name="lbCert" tp="1bTP" key="----- BEGIN RSA PRIVATE KEY-—----

MIIEpQIBAAKCAQEA4DGxaK+RHV/nToHLNmDBg2BfLimgX/zNJQC9bGuzr8Mj7dm0
XuHfQYGvOh1PtL4Pdxf5qjBONDHjAVBlIGW8cDiErEgAXy9Km27ySo2 foKryNgCRe
Ginn/CgF75QPIed568eScNDZPt/eMeHAURX/PykKUatWiWncGanjvHgqc+SOLPEF6TD
gQO5nwOHHFvyM2DY8bfdYWrWmGs07JqZzbPMptA2QWb1ILsSoIrdkIIgEf6ZfYy/EN
PbH+NnYN2rJT81zYsxz0YmROORQHTiIN2NiDY/ZV63yxCXfLgIqpNZCuD8KOfdCZPEqQ
8takiWBxiR5/HRPsScWAdWQsoiKgGlk4NELFASQIDAQABAOIBAQDQQAIIS1YrdtgN
q6mz3s2BNfF/4kgb7gn0DWs+9EJILCINZVhFE02ZxxyfPp6HRNjYS50W83/ElanD
+GD1bSucTuxgFWIQVh7rlebYZIWk+NYSjr5yNVxux8U2hCNNV8WWVgkJjKcUgICB
Bm47FK]j53LV46zEOgyCaibFrYxz2J9+farGneyBdnoV+3thmez7534KCi0t3J3Eri
1gSY3gl6hPXB2ZXAP4jdA0LgWDU4T1M60q0iWopZM/QYIE /Wt PYyJ0QzNCX0Obtc5
FboDcvedsgd4x5G1EV2A4xTBOMCTZUZJI9fYACFogTZXD+UVgxorhd7tf/mz+1£fjq
f1XphED1AOGBAPV1VKEGW4 6gqRnYoviryxxz40M1lsVSgcIpQTQtBQi2koJ8OWEZJT
2s+CX0r+oDgwP23go/QEVYVkcic9RGkIBNgel+dm/bTjzgMQYtgSCNtecTsZD5JN
yljkciizznDkjcjReSZ2kh3dGXIbRiYk7ezp2z7EKfDrHe5x50uGMgCnA0GBAONh
buDEohv8KJaB+DiUfhtoa3aKNPBO+zWPCHpOHFG])PXshJcIYZclGecycmuDKVNnDd
MxhE/yOnQHowi4T9FMLpz5yh5zuCUVqOBgB1P6MzbC5t5MtLrEYr /AgQFN11CqyXQ
cVcT6iCW10AFJRw3c/0OiESwLMzchs18RnbwO1 6kDAOGBANV1zmPb072zB3eGTCUOL
KGigwFLncUkVaDZZRFZYPpNwiRkoe73j 9brkNbgCaxW+NLp5UjoeFryON6yl06q/
ZA4I7FnXryLBw2HYuw41Vix1+X0Z/HeO3RmFN1z717dGmaGbv43aKIBIx+X5n8wF
6z1NtBHmBk7yNwomlIRaglsbAoGAX0p4cT/tINXSe7AswHDQCL68uimIdDEZ5nKG
k83nE+Qc0qQozDJAMCiSFmuSNRnSep3FiafjBFXK0X4h+mdbJCc7bagRnI92Mh0X
mOwsp4P2GdywkZwdbuHQ6UBplFerf9aztzTn+as6xKOUATEezy9DK9zMWzQhhtay
m9yZTpOCgYEALUtcpWjAzQbXODIGMxGAARakPpeiKw/Da3MccrTdGJIt88ezM10e]
Pdoab0G2PcfgJZoTSGk7TN4XArVKeq7pgZ0kwcYAshO6A2Hal+D1lz/bGoZP+kmD/x
Ny82phxYOXCnEc5Vv921U59+j7e067UFLAYJe6futoFImvofRnP4DIQ=

MITE1TCCA32gAwIBAgIJAKWNIp//arBsMAOGCSqGSIb3DQERBCWUAMIGNMOswCQYD
VOOGEWJVUzELMAKGAL1UECBMCQOEXETAPBgNVBACTCENhbiBKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmMFtYXpvbmF3
cy53b20xIDAeBgkghkiGIWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
DQEJARYRcmFtc2hhaEBjaXNjby5ib20wggEiMAOGCSGGS Ib3DQERBAQUAAAL IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO01ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABfLOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5IJwONk+394x4cC5Ff£8/KOpRalZadwZge08epz5I4s8XpMOBDmMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAAOI3Y2INJ91Xr fLEJAd8uD2qk1kK4Pwo590Jk8SrylgSd
YHGJHN8dE+xxYB1%CyiIgAbWTgORSUDIAgMBAAG]gfUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBU15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmEF3cy5ib20xIDAeBgkghkiGOw0OBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/9gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/6hKfOHIa7b2h1IIMdg6VA/
+AS5FQ0xgYfgKdVd2RaINpzI8mgZiszgw+7E6)1PLok4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUQOmB/emnLXeKQ5PRxdRn1eA3h8jfg3D1ICORTLImDL3tpFwg
qopM6et5Z2KgShX4T87BsgZIoiquzXgsulHg==

</pkiKeyRing>

<pkiTP status="" name="1bTP" certChain="----- BEGIN CERTIFICATE-----
MITEITCCA32gAwIBAGIJAKWNIp//arBsMAOGCSgGSIb3DQEBCWUAMIGNMQswCQYD
VOOGEWJVUzELMAKGA1UECBMCQOEXETAPBgNVBACTCENhbi1BKb3N1IMRIWEAYDVQQOK
EwlNeUNvbXBhbnkxDjAMBgNVBAsTBU15T3JnMRgwFgYDVQQODFA8gLmFtYXpvbmF3
cy53b20xIDAeBgkghkiGOWOBCQEWEXThbXNoYWhAY212zY28uY29tMB4XDTEAMTAW
MJj IWNTMwNVOXDTESMTAWM) IWNTMwNVowgY 0xCzAJBgNVBAYTALIVTMOswCQYDVQQT
EwJDQTERMASGAIUEBxMIU2FuIEpvc2UXEjAQBgNVBAOTCUL15Q29tcGFueTEOMAWG
AlUECxXMFTX1PcmcxGDAWBgNVBAMUDyouYWlhem9uYXdzLmNvbTEgMB4GCSgGSIb3
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DQEJARYRcmFtc2hhaEBjaXNiby53b20wggEiMAOGCSAGS Ib3DQEBAQUAAS IBDWAW
ggEKAOIBAQDgMbFor5Ee/+dOgcueYMGrYF8uKaBf/MO01ALlsa70vwyPt2bRe4d9B
ga/SHU+0vg93F/mgMHQ1seMBUHUbDxwOISsSABELOgbbvJKjZ+gqvI2oJF4aKef8
KAXv1A8h53nrx5JwONk+394x4cC5Ff8/KQpRglZadwzge08epz5I4s8XpMOBDMEA
4ccW/IzYNjxt9lhataYaw7smpnNs8ym0ODZBZuUguxKgit2QgiB/pl9jL8Qlsfedg
3as1PyXNizHPRiZHShFAdOI3Y2INJ 91Xr fLEJd8uD2gk1kK4Pwo590TJk8SrylgSd
YHGJIHN8JE+xxYB1ZCyiIgAbWTgORSUD1AGMBAAG] g fUwgf IwHQYDVROOBBYEFBYq
K3b39+100r4IBSsePwcOpML7MIHCBgNVHSMEgbowgbeAFBYgK3b39+100r4IBSse
PwcOpML70YGTpIGOMIGNMOswCQYDVQQOGEWJIVUZELMAKGAIUECBMCQOEXETAPBgNV
BACTCFNhbiBKb3N1IMRIWEAYDVQQOKEwW1NeUNvbXBhbnkxDjAMBgNVBASTBUL15T3Jn
MRgwFgYDVQQDFA8gLmFtYXpvbmF3cy5ib20xIDAeBgkghkiGOwOBCQEWEXThbXNo
YWhAY21zY28uY29tggkApY20n/9gsGwwDAYDVROTBAUWAWEB/ zANBgkghkiGIw0B
AQsFAAOCAQEAe/RuzCheLIbHbrurGet6eaVx9DPYydNiKVBSAKO+5iuR84mQzhoT
nx5CN109xu5ml5baCYZZ2sSnn6D7usC092bPA/kRCGxt29gkIpWA74tIJHGIhVIgbM
mOrLiSHoelewv+wR100VRChITfKtX068TUk6vrgpw/76hKfOHIa7b2h1IIMdg6VA/
+A5FQ0xgYfgKdVd2RaINpzI8mgZiszqw+7E6)1PL5k4tftWEaYpfGP1VesFEYJEL
gHBUiPt8TIbaMYI8qUOmB/emnLXeKQ5PRxdRn1eA3h8jfg3D1ICORTLImDL3tpFwg
qopM6et5ZKgShX4T87BsgzZIoiquzXgsuHg==

</pkiTP>
</cloudCertStore>

</fvTenant>
</polUni>

RESTAPI Z &R L 7= HTTPS H—E X R1J > —D1ERK

ZDEZ T a Tk, RESTAPI i LT HTTPS — b & RY o —5{ERkT 5 HiEx R L
F7,

\)

CE) VAT EHOMNAELZ LS AT EY, AEAFEOA TV a L iFRkO LB TY,
* ELBSecurityPolicy-2016-08— & ¥ = U 7 ¢ AR U —RBR STV RWGEDT 7 4L B,
» ELBSecurityPolicy-FS-2018-06
» ELBSecurityPolicy-TLS-1-2-2017-01
* ELBSecurityPolicy-TLS-1-2-Ext-2018-06
* ELBSecurityPolicy-TLS-1-1-2017-01
* ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-TLS-1-0-2015-04

HEHEOFFREEZHAT5E81E. T 740V FOGERELEETHILERNHV T, T 7411
IZ. cloudRsListenerToCert @ defaultCert 72 /%5 ¢ Z{FEH L THRESNE T,

1R BHHEIIZ
X— U o JREAEITBEICE R SN TV E T,
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\)

GE) Zhid. 77V —ar A=A ICORBEHINET,

HTTPS — B R RV o —ZEd 51213

<polUni>
<fvTenant name="t2">
<vnsAbsGraph name="CloudGraph" type="cloud" status="">
<vnsAbsNode funcType="GoTo" name="N1" managed="yes">
<cloudSvcPolicy tenantName="t2" contractName="httpFamily" subjectName="consubj">
<cloudListener name="https listener" port="443" protocol="https"

secPolicy="elBSecurityPolicy-2016-08" status="">

<cloudRsListenerToCert defaultCert="yes" certStore="default"
tDn="uni/tn-t2/certstore/keyring-1lbCert" status=""/>

<cloudListenerRule name="defaultRule" default="yes" priority="100" status="">

<cloudRuleAction type="forward" port="80" protocol="http"
epgdn="uni/tn-tl/cloudapp-ap/cloudepg-epl">
</cloudRuleAction>
</cloudListenerRule>
</cloudListener>
</cloudSvcPolicy>
</vnsAbsNode>
</vnsAbsGraph>
</fvTenant>

</polUni>
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