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RTYT2 A7 arDVAMR[ATU R (ntent) | A=a—IlFRINET,
[7—% 78— (Workflows) ] T, [CiscoZ 5V Ky bT—9 32 bA—5DFKE (CiscoCloud Network
Controller Setup) %2V v 7 L£7,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B 70— vRrmL— bk u—5 KU s —otR

[ty b7y T -HE (Setup-Overview) | XA 7027 Ry 7 ANFRENET,

ATv T3 FEHRENTHEREHRE (EditConfiguration) |27V v 27 LEd, [AV 9 FR=RDIL—TFT 14 2]
FEIKT, [AVESY ER=ZADI—TFT 42T 74—V ROBEORELEEZEDET,
AV RTI PR=ZRDIV—T 4 VTIREL, BUEONHVRF/L— U —27 RY o —%EKBLTWET,
ZHIE. AT T TR TO =L KUY —TH Y, [IELy (Yes) [£721%, [LWVE (No) %
EALT, 2727 MBA— R~ 2y TR WGEICLV— FEFREITX 20 E ) D ErRLET,

s [LMANZ (NO) 11T 7 4 /L FERIE, N— FREMESW T —7 S TELT, ffbviir—h~<v
FICEASNTI =7 ENTWDHZ EERLET,

e [IELY (Yes) ]: b— h ¥ v IR FEELBRWIGAIC, BRICESHTL— FRIRRL TS Z & amR L
F7T. ADCHREINTODIHEE, V— vy TPERITWWRnE X2, RTIATREEZZHL
9, V= by TIBNFETDHEXIT, V— b vy T IXEIC R T A TREETT,

AT T4 [AV ST P R=RDIV—T 42T 74—V ROBUEORELZERT DN E I DERELET,
HOARENOHIORTEIZEZ DVERND DAL, WROFIEIZHENET -

AEVERENMSWVWVWZ AV RTI R R=RADIL—T 4 VT EENTB) : ZORWTIE, BE, =2
N7 b R—=ZADN—TF 4 VT PERSNTED, V= b~y T RXR=ZADN—TFT 4 T T T 5
TLENHEEISNTWVWET, 2 I PR—RADNL—FT 4 T BI— Ny P R—ZAD)—F 4
T 7 NT BN~y T R=AD)N—TF 4 VTP ST WS, ZHUTIRELZ T < "TEEME
NHY FET,

ORI TIELY (Yes) [RENB[WLWNZ (No) |BREICEEI T AR1IC, ROELEEZITVET,

1. BFEOa 77 bEFOVRFOITRTOXRTHE T, —h vy T R—=2D)L— kK V=T %2

M LET,
Cisco Cloud Network Controller GUI Zf85f§ L 7= VRF [fji/L— ~ U —27 OfEpk (15 2—) OFJE
EEITLET,

2. Joa— s RV —Tary 77 b X"—=2D)L—k R —mMWHILET,

[AV S R R=ZADIL—T 42T 7 40— K& [IELY (Yes) | RENS [LMNZ (No) | #%7E
WCAA v TF LT, BRIR—ZADN—TFT 4 T MBI —h T R—=ZAD)NV—T 4 VT DAL v F
ZLET,

3. BECLEHLWVWL— s =y R—=2ADNN—F 4 T IZESNTHELRREZ KT S L 51T
=T 4 TR ERLET,

DWWZERENLIEVADESR (BUR—RDI—T 4 VT &%BHIZT D) : ZORETIE, BifE~v T
NR—=ZDN—T 4 VT PERENTEBY, IR —2DNV—T 4 LTIV 7 bTHZERBESNT
WET, 2 hTF 7 bEN—b v 7D J)i%E VRE OXT B TENZTE 2720, ZiUdHkr% £
IEMETIEAR L, IR EBETT, ZOX IR TIZ, V=T v T EAHCTHE XL, v
N7 27 bED b —F v~y TPEBEINET, v T RXR=RDNV—T 4 T BRI > TN DY
B, AT R R=AON—T 4 T EBMLTHHRRFIIREAELEEA,

ZOH, ZORMTHE, [LWWE (No) [FRENS[IXLY (Yes) [FRTICY 7 T DRICEE AT H &
HEWxhHV EFHA, 2L, VREOXRTHE T FF7 7 hE— b~y POMGTZHIIET, LI
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| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
Cisco Cloud Network Controller GUI £/ L 1=t — % L— F st ]

_meﬂ

AT N R=AN—TFT 4 TIIBITT %A, VREOa U 77 FMESERICREL, [aY
FSO FR=RDIL—TFT 4251 74—V FTIELY (Yes) | REIZY 7 M T DHIZ VRF D /L— k
~y TEHIRTOMLERH D T,

ZTJ75[:/h77bA ADI—T 4 T =V T OBIEORELEELT H5HIE. DERV—T 4 7D A
WCESWTHRELZZEE LET,
ATvT6 [C|50077'7 K&y brkD—%- a>vk0—35 &y b7y 7 (Cisco Cloud Network Controller Setup) ] O
RAE T Lizh, [fRTE L TH#SE (Saveand Continue) |27V v 7 LET,

Cisco Cloud Network Controller GUI Z{ERA L7171 —% JL— DR

Cisco Cloud Network Controller GUI ZfffH L CVU — 27 /L— h 2R ET D FNEIZ. VU —R{TL-
THETERY £7,

-%mm;@%@)} AT, WNE LT —T 4 7 R U — %@ E LT, S

RBEZMEHLTACIZ 70 R YA R ESNsEOMON—T 4 V7R ETHEEIT, N
*MRFE%%WH®WTJ 73 %— |k %%Eféiﬁo_n6®$@LowTu\
Cisco Cloud Network Controller GUI Zf#fH L 7= VRF [i/L— b U —27 Ok (15 <X—)
EHRLTLIEEN,

« U U—2R25002) LAIETIE, WEB VRE OXTDONL— h v T RXR—=Z2D)b— K J—7 RN
PR—FINTWVET, ZHS5DOFEIZHOWTIX. Cisco Cloud Network Controller GUI %
FEAL7ZAE VRE OV —27 )Jb— FOERL (18 X—) ZZBL T I,

Cisco Cloud Network Controller GUI Z{&H L 7= VRFfEl/L— ~ ') — DFERKL

V=2 —FDOHRET, V=T 47 RV =Xl T 4 R —NRLITHRESND
VY—22501)7 v 77— O~ TT, VRFEIN—T 4 VT HEHTH &, M LIzv—
T4 R —EE LT, IR A L CTACL 7 77 N A kAR E D
MON—T 4 T RFETDHEEIT, NESVRF 4B VRE OB TY — 2745 /L— F &2 ET
%iﬁo#ﬁ;owfi\F%T—béhfhéw~%4yﬁ&t%19%4ﬁUy—mﬁ
B SR L TSN,

SERFESEIT. Azure A R NBIMERT ANA ZA~OHERE AT D 21 =) FIEEZE
LTFETHRKRT DLENH Y 9, SMSOEGHILIE. o7 70 R4 b, ACIA Y713
A YA b, FRESBRATOLEERH Y £,

\)

GE) s INOLFIMEZMM LT, BXF 2V T 4R >— L ITERERIZ, NEL B VRF ORI TO

BN—T 4 T R —mRER L ET,

c INGLDOFIEEMH LT, WN#ESVRF OXT DN —TF 4 VT HFRELRNTLIEEW,
oA, VU —A250(1) LVEiO@EFE EBVICay T2 FEFERALET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
. Cisco Cloud Network Controller GUI Z {5/ L 7= VRF fEl/L— kb ) — ¥ DERL

AT EfloFresr—r g 3—=T, [TTVr—3EE (Application Management) 1>[VRF] IZ#E L E
ER
BIESNT VRE NFERENET,

ATvF2 [U—% )IL—+bt (LeakRoutes) | #7 %27V 7 LET,
T TR INTNWD Y —27 — NBERINET,

RATvF3 [FUP3a> (Acions) 127Uy 2 L, [U—% JbL— LD (CreatelLeak Route) | Z iR L £ 7,
[U—% JL— F DR (Createaleak Route) | ¥ 1 > KRR SET,

ATv T84 RO[V—7 V— R DIERZA T a Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUARINTEAT 4=V RIZEYTDEEZASIL, HATLET,

R4:)—9 L—brOEBRFATOTRY Y XD T 4 —IL K (Leak Routes Dailog Box Fields)

[Za/T~« 5BA
(Properties) 1]

Source VRF EfE70 VRF 38R 5121
1. [#%{EJT VRF M>&4R (Select SourceVRF) [ %7 U v 7 LET,
[VRF O:EIR (Sdect VRF) 1 ¥ A7 ua /Ry 7 ARFRINET,

2. [VRFMDER (SdectVRF) ¥4 717 T, F#EIL VRFIZHEHT 572 DOIZAEMIDF D VRF
7V w7 LCERLTET,

EIETC VRE 1. WEBE 721X AME VRE THDAZ LICEE L TLFEW,
3. [#IR (Sdect) | #27V v/ LT, ZOX[E7C VRF 2R L £7°,
[V—%2 JL— FDFERK (CreateLeak Route) | XA 7 RV Ry 7 AR £,

58% VRF 545 VRF Z 38 IRT 2121, ROFIEZFEITLET,
1. [3EHEDFEIR (Seect destination) [ 227 Vv 7 LET,
[VRF M:#R (Sdect VRF) | XA T a /Ry 7 ARERINET,

2. [VRFD#EIR (Sdect VRF) | ¥4 7 12/ T, %85 VRF IZMEHT 5 7222 M D 5D VRE
7V w7 LTGRIRLTET,

%{E7C VRF H NS VRF Th DA, #5608 VRF ZINEB VRE IZT 5 2 Lid T RrnwWo &
WCHEBELTLZEN,

3. [#IR (Sdect) 1227V v 7 LT, ZDO%% VRF ZIRLFT,
[V—% JL— FDER (CreateLeak Route) | 4 A 7 7Ry 7 AR £9,
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Cisco Cloud Network Controller GUI Z{£F3 L 7= VRF fil)L— ~ ) — % DAL .

[Fa/nF4 SRER
(Properties) 1]
Type KT A0 —7 — DA TEBIRLFET,
« FTRTEY—5: Bt VRF O REYE VREIZY — 27357202, T XTh/L— b &
KT HZEBERLFET,
oA, TN T, =2 kY 0.0.0.0/0 YT Ry FIP =Y TICHEIRICAS
ShExd,

e TRy NP #iC VRED S #KiE VREE TO U — 27 O— N E LTRHEDT 73 v
NP7 RLAZRET HHEITRIRLET, [HTHRY MIP (SubnetIP) 1 %A 72
Ry I AMFERENET,

[Ty LIP (SubnetIP) 1R~ 7 A2, VREfIO Y —27D— K~ ELTH TRy MIP
7T RVAEZADLET,

AT9TE  EENETLESL, [IRF (Save) 1227V v 27 LET,
[XZh (Success) | 7«4 v RUNRERINET,

ATFvT6 BMOVRFEIL—F U—02RETIEINE I DERELET,

* VREOXT T —27 3580 — K &2BMNT 58541, [ (Success) |V« >~ RUT[HID!) —
42 JL— k®M3EM (Add Another Leak Route) | 47> a v %27 U v 7 LET,

[V—2% JL— FD3EM (AddLeak Route) 17 4 > R 7IZHEY £9°, VREFDOXTHTU —27 4550
N— NERET DI, A7 v 74 (16X—Y) —AT7 w75 (17TX—V) Z#HVIELET,

¢« UNR—Z Jb— FZBINT 58541, kO LI IZLET,
« DIFT OB E DFESE VRF 283%(E 750 VRF 12720
o LIFTOFRE DE(ETT VRF 3%E5E VRE (2720 £,
W, [A3 (Success) ] V4 v R TIJ/A—R 1J—4 JL— kDEM (Add ReverseLeak Route) ]
FFvarEs Yy LET,

[V—2 IL—FDEM (AddLeak Route) ] 7«4 > R7IZREY £9, AT v 74 (16 5—) —*%
Tv75 (1732=2) Z#ORLTHOL—FEHRELETH, SEITROL IR £,

* (EfEJT VRF (SourceVRF) | 7 4 —/L KT, RO E TS VRF & L TiER L 72 VRF % 38R

Li—a—o
« [585E VRF (Destination VRF) ] 7 .4 —/L R T, BiOKE TE(EIT VRF & L TR L7= VRF %
BRI FET,

ATvFT1 V=7 L—FORENZET LD, [T (Done) |27V v 7 LET,

AA Y VRFX—TD[1)—% Jb— bk (Leak Routes) |¥ 7 M OF R I, HILSBRESNZY —72
N— ERFEREINET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

ATV T8 HETLETIISEE VRF OFEMIERZ TS L7120, #RFEADOY —27 V— hEEHR L7207 51201, A4
> [VRF] <—YD[)—4 JL— k (Leak Routes) ] # 7 C[VRF] &4 72 U v s LET,
FON—K T—=T7 N0 [BE (Overview) | X—UNERINET,

RATY 7T [VRF]X—YVOEHICHD [7TIUr— 3 0EE (Application Management) | #7427 U v 7 L, &
MoFesr—va i "—T[1J—% JbL— b (Leak Routes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T TV D Y —27 b— ERFERENE T,

ATY 70 MEEL T, 2O VRFICEEM T bRBMD Y —27 — b ERELET,

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) | %27 U > 7 L, [<VRF_name>
M5 —4 JL— +%3EM (Add Leak Routefrom <VRF_name>) %R L £,

[V—% JL— DB (AddLeak Router) | 7 4 > RUNREREINET, AT v 74 (16 °—)
DIEFRALEHL T, REREREATLET, FETVRFOZ L F UITFHFNCRRENATEY ., =
DOIRMTIFEETERNZ LICEELTLIEEN,

« ZOVRFIZY =27 v— h&2iBIN$ 212, [722 3> (Actions) | #27 Y v 2 L, [<VRF_name>
[2—% JL— +%3ENM (Add Leak Routeto <VRF_name>) |&3&R L £,

[U—% JL— DB (AddLeak Router) |V ¢ > RUBFRINET, AT v 74 (16 X—)
DOIEREMHEH LT, LEREREZADLET, FBEVRFOTY F U ITHEANSEBRINTEY, 20
R TIIEETERNWI LICEEL TR,

RDERY
INTH—T 4T R =D ENE LT, V=T g7 R —ttXx2T 0 R
=TT H DD, BEXx a2 VT 0 RNY —FREIERTILENHD 7,
« Cisco Cloud Network Controller GUI Z{i ] L 724445 EPG D 1ERE (31 _*—2) kDO FE%E
R L C. A58 EPG AAERE L £97,

» Cisco Cloud Network Controller GUL ZfEf L7z v F 7 FDIERL (53 X—) : b
DFNEZEM LT, AMBEPG &7 7T REPG RO M T 7 FaAELET,

Cisco Cloud Network Controller GUI Z{EFR L7=NEVRFD ') —2 JL— F DIERK

U U —2R25002) LABE, W VRE [EloLv— K U—27 TSI T D L 912, N VRE O3
THON— K~y P _X=ZADN— V=7 PP R—bIET, ZOBEIL. U U —2250(1)
TRt NN —T o 7 X 2 VT OREEHEIELZDOT, V=T 47 btk
X2 T4 AU —DRRICEESNTNET,

ATvT1 EfloFesr—rvarn—7, [7FV45r—3 U EE (Application Management) ] > [VRF]IZEEIL F
ER
BE SN VRE BNERENET,

ATv7F2 [U—=2 JL—Fb (LeakRoutes) | # 7 %27 U w7 LET,
FTTIHR SN TND ) —7 — FRERINET,
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| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
Cisco Cloud Network Controller GUI %/ L -8 VRE D ) — & L— kot ]

ATvF3 [7UVP3Y (Actions) |27 Vv 7 L, [V—% JL— DR (CreateLeak Route) ] #&R L £,
[V—% IL—FDYER (Createaleak Route) | 7 r > RUMMFERENET,

ATv T84 RO[V—7 V— DIERZ A Ta Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUARSNERT 4=V FIZEET L2 AN L, HITLET,

£5:)—9 L—bDERFAT7ATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

[Fa/xF 4 B
(Properties) ]

Source VRF EIEIC VRF &38RI 5121
1. [%{E5T VRF M&R (Select SourceVRF) 1 %7V v 27 L£7,
[VRF M:#IR (Sdect VRF) | AT a /Ry 7 ARERINET,

2. [VRFDEIR (SdectVRF) 14 A 7 17T, &0 VRFIZMEH T 2 72O/ 0 F D VRF
7V w7 LTCGRIRLTET,

ZOFEIE. NE VRE OXRTREONL—F =T R—ZD/—F J—T DFDDHDT
b D28, BEgior VRF IZIXAES VRE 28I L £,

3. [&#IR (Sdect) 1227V v/ LT, ZOX[E7C VRF Z#IR L £77,
[V—% JL— FDER (CreateLeak Route) | £ A 7 7Ry 7 AR £,

5a% VRF 5645 VRF 28 RT 21213, ROFIHZFEITLET,
1. [3BEMEIR (Select destination) 1227 U v 27 L,
[VRF D#R (Select VRF) 1 XA T TRy 7 ARFIRENET,

2. [VRFOEIR (Sdect VRF) | ¥ A 7 17T, %85 VRF IZEHT 572 DIZEMDF D VRF
7V o7 LTERLTET,

ZOFNEIX, NE VRE OXTHONL—h =y T RXR—=ZAD/L— K V=7 DD H DT
b DT, B VRF ICIZNES VRF 28R L £,

3. [#IR (Sedect) 127V v 7 LT, ZDO%% VRF ZEIR L F,
[V—2 IL—FDERK (CreateLeak Route) | # A 7RV HR v 7 AZRED £7,
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B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

[FTa/,8F 4
(Properties) 1]

B

Type

T —7 V— b DX A THEIRL £7,
« FTRTE—9: Bt VRF O REYE VREIZY — 27357202, T XTo/L— b &

KT HZEBERLFET,
OGS, TN ENTIE, =Y 0.0.0.0/0 TRy FIP =Y TICHEIICAS
SNnFET,

e TRy NP #iC VRED S #6iE VREE TO U — 27 O— N E LTRHEDT 73 v
NP7 RLAZRET HHEITERIRLET, [HTHRY MIP (SubnetIP) 1 %A 71
Ry I AMFEREINET,

[Ty LIP (SubnetIP) 1R~ 7 A2, VREfIO Y —27D— kK ELTH TRy MIP
7 RVAEZADLET,

AT9TE  EENETLESL, [IRfF (Save) 1227 U v 27 LET,
[XZh (Success) | 7« v RUNRFRINET,

ATFvT6 BMOVRFEIL—bF U—02RETIEINE I DERELET,

* VREOXT T —27 3280/ — K &2BINT 58541, [BE (Success) |7V > RUT[HID!) —
42 JL— k®M3EM (Add Another Leak Route) | 47> a v %27 U v 7 L%,

[V—2% JL— +D3EM (AddLeak Route) 17 4 > R 7IZHREY £9°, VREFDOXTHTY —27 4550
N— NERET DI, A7 v 74 (19X—2) —ZXAT7v75 Q0°—) Z#HVIEKLET,

e UNR—Z b— FEBEINTHHEF. ROXHICLET,

« IFT OB E DL VRF 283%(E 750 VRF 12720

« IR ORRE DIEIETC VRF 23565 VRF 12720 £97,
Wz, [AZh (Success) | 7«4 v RUT[UN—X 1J—% JL— +F®DiEM (Add ReverseLeak Route) |
FFrvarErs Vs LET,

[V—2 IL—FDEM (AddLeak Route) ] 7«4 > RT7IZRED £9, AT v 74 (195—) —*A
TS5 20—Y) E#VELTHONL— ERELETN, SEFIROL IR 7,

* (EfEJT VRF (SourceVRF) | 7 4 —/L KT, RO E TS VRF & L TiER L 72 VRF % 3R

Li—a—o
« [585E VRF (Destination VRF) ] 7 .t —/L R T, BiOFKE TE(E7T VRF & L TR L7- VRF %
BINLFET,

ATy FT1 V=7 L—FORENZETLEDL, [T (Done) |27V v 7 LET,

AA YV VRFX—=TD[1)—% JL— bk (Leak Routes) |¥ 7 M OF R I, HILSBRESNZY —7
N— ERFEREINET,
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I Cisco Cloud Network Controller 3 > /R— 3% > kDR
Azure # A 1 BAET A Z~DEGEEENTS ]

ATV T8 HETLETIISEEVRF OFEMIERZ TS L2V, #RFEADOY —27 V— N2 EHR L7207 512015, AA
> [VRF] <—YD[)—4 JL— k (Leak Routes) ] # 7 C[VRF] &4 72 U v s LET,
ZON— K T—=T LD [BE (Overview) | S—UNERRINET,

RATY T [VRF]X—VOEHIZHD [7TIr— 3 oEE (Application Management) | #7427 U v 7 L, £
MoFresr—v a0 X—=T[)—%2 JbL—F (Leak Routes) |# 7 %27 Vv 7 LET,
ZORFED VREICBEHEM T SN THWDE Y —27 — FRERENET,

ATV 10 MBS LT, 2O VRFICEEM T HNZBIMO Y —27 b— &3 E L ET

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) %2 U > 7 L, [<VRF_name>
M) —4 JL— +%3EM (Add Leak Routefrom <VRF_name>) % #4R L £,

[V—% JL— FDEM (AddLeak Router) | 7 4 > RUNRERENET, AT v 74 (193—)
DIEFRALEHL T, REREREANLET, FERXTVRFOZ L F UITFHFNRRENATEY ., =
DOIRMTIFEETERNZ LICEE L TLLIEE N,

« ZOVRFIZY =7 v— M&BIIT 5121, [72 23> (Actions) 1427 Y v 7 L, [<VRF_name>
[21)—% JL— +%3:BHN (Add Leak Routeto <VRF_name>) |&&R L £,

[U—% JL— DB (AddLeak Router) | 7V ¢ > RUBFRINET, AT v 74 (19 3—)
DIFHREEH LT, BRERFEHREATILET, SBEVRFOT - b VIFHEFNICERREATEY, 20
R TIIEETERNWI LICEELTLERND,

Azure 14 SN ERTNA AANDEEZEAMIZT S

WDOFNEIZHES T, A > 77 VNet CCR 75 IPSec/BGP #HH L THEE DIMERT /34 A~D
IPv4 Bt FEVTHIIC L 7,

NETINARABEBR I 7AILDEFHoO0—FK

AT 71 Cisco Cloud Network Controller GUI T, [# v < a7R—F (Dashboard) 1% 7 Vv 7 LET,
Cisco Cloud Network Controller ® [4 v ¥ 2 7R— K (Dashboard) | B = —MNFE RSN ET,

ATYT2 [MVITZRMFIFv]>[HMBERICBEIL £,
[V EREHE (External Connectivity) 1 7 1 > RuRERESNET,

ATv T3 [7U 23> (Actions) 1> [SMEBT/NA RBR I 74 )LDF > B— F (Download External Device
Configuration Files) | Z27 U v 27 L £,
(AT /N RERE 774 ILDF 90— K (Download External Device Configuration Files) [ AR v 77 v
TRFRRINET,

AT T8 oo — RTD907 /310 AR T 7 A VEEIRL, [#2>8—FK (Download) 127V v 7 L%,
ZDOT v a Il i Y, CCR ~O IPv4 BERED 72 DINHT /3 A A O FahfE A 3 2 s # & & T
Zip 77 ANVNRE T — RIET,
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B rwve v 1 rr o887 A DEEEEDIZT S

Azure A4 FHOSHNERTINA ANDEHZEEEZNIZT S

ATv T

ATFvT2
ATvT3

A > 77 VNet CCR 75 EVPN ZA{#i [l L 22V T /3 A A~D IPv4 #ifi % TRV CHNC T D 72 DI E 7R
HMAINELET,

TN AZu A4 LET,

SN Y BT =X T TN R BB DT O OMRE#AE AN LET,

NET N AER T 7 A NDZ T — R 21 =) OFEEMHEH L CTHET A AR T 7 A V%
Hornma—RL7ESE. IO b RVORERTERE o0 T, TOMAEREZ ATTLET,

WARND b RIVDINET NA ARET 7 A VOBl 2R LET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
USER-DEFINED: please define gig-gateway: GIG-GATEWAY

USER-DEFINED: please define GigabitEthernet2 if required

USER-DEFINED: please define tunnel-id: 100 if required

USER-DEFINED: please define vrf-name: infra:externalvrfl if required

USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
Device: 128.107.72.122

Tunnel ID: 100
Tunnel counter: 1
Tunnel address: 5.16.1.9

Tunnel Dn:
acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct_routerp westus 0:0]/tunn-34
VRF name: infra:externalvrfl

!
! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176
! PreShared key: devicelazure
!

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1

address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab512 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl

exit

crypto ikev2 keyring keyring-ikev2-100

. Cisco Cloud Network Controller 1 > 7/R—% > b DR



I Cisco Cloud Network Controller 3 > 7R— > b DL
Azure 4 4 ST A 2~DEGEEEMNTS ]

peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupl4
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected
maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008
neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate

neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

WROBUZ, INERT S AR T 7 A VTSN DE 74—V Kty FOFFEMERLET,
c ROBUNITRT 7 4= Fid, ZH O OO S ES,

« vrf definition

* [PSec global configurations
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vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

Cisco Cloud Network Controller 2 > R—% > FO#A |

= VRF Definition

—  IPSec Global Configurations

c ROBNITRT 7 4= Fid, ZH O OO S ES,

o hi T & D IPSec B L ikevl ARk
« VRF %A "—® BGP &

crypto keyring Ext-V1-1000-ike

pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>

crypto isakmp profile Ext-v1-1000-ike

keyring Ext-V1-1000-ike

match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255
crypto ipsec transform-set Ext-V1-1000-ike esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512
set transform-set Ext-V1-1000-ike

set pfs groupld

interface Tunnell000

vrf forvarding Bxt-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip top adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvé

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile Ext-V1-1000-ike

router bgp 64550

address-family ipvd vrf Ext-vl
redistribute connected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50.0.1 activate
neighbor 50.50.0.1 send-community both
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate
neighbor 50.50.0.5 send-community both
distance bgp 20 200 20
'

ip route 50.18.55.126[cAPIC CSRL gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

IPSec and lkevl
Per Tunnel Configurations

BGP Configurations for VRF Neighbor

c ROPNTRT 7 4 —/b FiE, 2D OFEMOERRICHEN S ET,

o ' — N LR

e RN T LD IPSec 3 & VN ikev2 DAERL
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crypto ikev2 proposal ikev2-1 o
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity sha512 sha384 sha256 shal

(JFOUP 24 21,20 196 18 142 = Ikev2 Global Configurations

crypto ikev2 policy ikev2-1 J
proposal ikev2-1 e

ypto ikev2 keyring keyring-ikev2-2000
eer peer-ikev2-keyring

a 81.94.248 [cAPIC CSRL gig3 Public IP]
pr key abcdefgl2345

ace GigabitEthernet3
ess 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255

s 53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)] d k
> preehare _IPSec and lkev2

Per Tunnel Configurations

set ikev2-profile ikev2-2000

interface Tunnel2000
vrf forwarding Ext-vl

ess 50.50.0.14 [cAPIC CSR1 BGP Peer Addr] 255.255.255.252
400

ip tcp adjust-mss 1400

nnel source GigabitEthernet3

1 mode ipsec ipv4
nnel destination 35.81.94.248[CAPIC CSR1 gig3 Public IP]
1 protection ipsec profile ikev2-2000

ATY T4 FIOFIEAMEIEL T, BMO bRV El L ET,

Cisco Cloud Network Controller GUI Z{&F8 L 7= EPG D {E Rk

Zov I aryOFREEAFER LT, 7Y F— 3 EPG, M EPG. $— B R EPG #1ERK
LET, HRAMRERERA T > g %, 1ElT 5 EPG DX A I X» TR F97,

Cisco Cloud Network Controller GUI Z{ER L7 74— 3 > EPG DERL

DY 3 TliE, Cisco Cloud Network Controller GUI 2 L7 U 7 —3 3 > EPG %
BT B HEEBALET, £V —b XL, bt b1o0ar v =2—<—EPG & 12D
T X —EPG #EE LET,

\)

=)

A 77 TF NTZ Y REPG &7 77U RIMHKEPG #1ERRCX E 94, ¥ XTHOI T TR
EPG & 7 77 RAEREPGIX, A > 7T TF > bd®h &V VREICEES TSN ET, &S
VXU VRFRADZ Z 7 REPGIE, BEH > Z U VREADOMD 7 57 REPGE LT T v N4+
5 EPG LIB(EFRE T, oo~ —4% 5 F VRENDZ 7 REPG & biBE T £9, MfF
DIIIORALTT) 7TV r—vary a7y A VEERET, Rboicsr77 75
VRZEHILWT T =gy a7 s A NVEERL, BILWT T r—vary a7y A
NWEEIHZ Y VRFDZ T REPGE LW 7 U RIMTEPG IR T 5 Z L 2 BEID L E
7T

1R B
TV r—vary a7y A e VRF Z{ER L ET,
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. Cisco Cloud Network Controller GUI 2R L =7 7' 7 — < 3 = EPG D1ERL

ATFYTl AVFURTAarvuas vy LET,
[,r T2 kb (Intent) ]}:l%ﬁ)ﬁﬁéﬂijﬂo

ATV T2 [AoTUk (ntent) IRBAR Y 7 ADOFIZHD Ky X RKlE 7 )y L, [FTVr— 3 U8R
(Application Management) ] &R L £,

[7FUr— 3 VEE (ApplicationManagement) |47 a DU A RR[A T b (Intent) | A==—
WCERRENET,

ATV T3 [Tk (ntent) | A==a—D[FTFUr—2 3 EE (Application Management) ] U A C, [EPG
DYERL (CreateEPG) | %27V v 27 LET,

[EPG D1ERL (CreateEPG) | ¥ A7 0 ” Ry 7 ANFRENET,

ATV T8 RD[EPGHIERA A TRy 7 ADT 4—)L K (Create EPG Dailog Box Fields) ] 7—7 /L CU X k&
o7 4=V RIZEES T D AL, FifTLET,

5= 6:[EPG D1ERL (Create EPG) ] 5 A 7RI HRYIRAD T4 —IL K

[Fa/7 4 BLL]
(Properties) ]
=30
Al EPG D4 HTEZ AT LE T,
TFrUhk T MEREIRL £,

1 [T+ bDER (SelectTenant) 122V v 27 LEY, [TF 2 FDFER (Seect Tenant) ]
BATa TRy 7 ANFERENET,

2. [TF 2 FDFEIR (Select Tenant) | ¥4 7 v 7T, EMOFIDOTF > var U v LT
WLET,
IOk varTHIRLIEL IS, A7 T TH U RERRL, 1277 TF v b Ty
79 REPG &7 7 v RN EPG 1B CT& 7,

3. [EIR (Sedect) 17 V27 LET, [EPG DERL (CreateEPG) | ¥ A 7T RV AR v 7 A
RYET,
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Cisco Cloud Network Controller GUI Z{EfA L =7 7' 7 —% 3 > EPG D1ERL .

[FTa/,8F 4
(Properties) 1]

B

77U r—ar o
74

TV r—vary a7 s A NVERIRLET,

1

(77— 3> TOT774LMD&ER (Seect Application Profile) 1227V v 7 L9,
(77U —23> TOT774IIL0D:EIR (Select Application Profile) | A 7 a2/ R
AMFRINET,

[(7F7U7r—23> 707 74)L0DFEIR (Select Application Profile) 144 7 v 27 ¢, Al
DODINDOT TV r—rar TuaZyANnEr )y 7 LTEIRLET,

GE) A T7T TF 2 FTEPG BT o456, 77V r—Yary a7y AL
LA —/"—ULA-1VRF ® EPG CTHEHINLT2D, 7T U R £ 77 77
r—var 7uaT7rANVEERLRN EEHRELET, BT r—
var Ta Ty ANVERRT LN, [FTIVr—2ay TRT7 74 ILOERK
(Create Application Profile) | Z3#IR LT, HrL e 7 7 A VEERL E
7T

[ZFEIR (Select) 1227V v 7 LET, [EPG DIERL (CreateEPG) | ¥ A 7 v 7R v 7 AT
RO ET,

FiEA

EPG O#HE AT LET,

[%E (Settings) ]

a4 7 ZHET TV = a Y EPGTH LT, EPGHA 7L LT[7 T Ur— 3> (Application) ]
FIBIRL £ 9,
VRF VRF Z @& RT2121E, ROFIEZFEITLET,

1

[VRFDFER (Seect VRF) |27 U v 27 LET, [VRFDFER (Sdect VRF) | ¥ AT r/
Ry I ANRFRINET,

[VRFD#EIR (Sdect VRF) | XA 7/ T, EAIOFIOVREZ7 Y v 7 L GRIRLET,

A 777 2 N TEPGEER L TWDAEHEIX., ZOFIETES XU VRF Z&IRL £
4, BB XY VREFDZ v REPG L, o7 Z 7 REPGRBIOEHZ Y VRE DY
Z 7 RAMT EPG LlE T, fio=2— 557 N VREDZ 57 REPG & bilfET& %
—a—o

[FER (Sdect) |27V v 7 LE7, [EPG DIERK (CreateEPG) | ¥ A 7 a /Ry 7 A
R E9,
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[FanFq BL)]
(Properties) 1]

IVRKRAV LY
A
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Cisco Cloud Network Controller GUI Z{EfA L =7 7' 7 —% 3 > EPG D1ERL .

[Fa/8F4 ERBA
(Properties) 1]
G¥) TURRA LN BL Y 2R T o Z2DO—EE LT Azure TR~ > v ZHER T
B FNEIZDWNTIE, Azure TORME~ > DORERL (69 2—) 2B LTS
VY,

U REA L B L X BT S IH

1. [TVFRA2 LY 42DEM (Add Endpoint Selector) 1 %227V » 27 LT, [T KK
ALY ADBM] XA T 0 R ET,

2. [TVRRAY LY EZDEM (AddEndpoint Selector) | %A 7 v 7 ¢ [Name (£Z#I) ]
74—V RIZARTZ A LET,

3. [EL 24K (Sdector Expression) | %7 U7 LET, [F— (Key) |. [BEF
(Operator) ]. BLO[ME (Value) | 7 4 —/L RBHEM/2 D £,

4. [¥— Key) 1 ke 7H o VA NE7 ) o7 LTHF—2RNLES, koA T a v

NV E£T,

c TV RRAV N BLIHFIZIPT RLAZIF 732y 2RI 2558, [IP] %
WINLFE T,

GE) IPv6 IX Azure @ Cisco Cloud Network Controller TliZ¥ AR — F EN TV EH
oo TDT 4 =)L RIZITARNRIPVAT R LA ZBERT20ERH Y £5,

cI U REA Y R R LS A Azure U — Y 3 L EEHT AT, [Y—Uay
(Region) | iR L 7,

e U RPALU N BV EDNAEZ N X—%FT D561L, [HRA L (Custom) ]
PERLET,

GE) [ARA L (Custom) | AT v avz&RTLHE, Rry Xy AR
BTHRR KRRy 7 A0 FT, custom: DFEIZAAL—ZDF—DH R
EANTHYENRHY T (# : custom: Location)

5. [EHEF (Operator) | Fry 7 ¥ VA MW OEEFEZRRLES, ROF T a
NV ET,

s [FLUL (Equals) 1 EZ 4 — /L RIZ 1 DDER S HLAITHEA L E T,
«[FL %Ly (NotEquals) 1 fE7 4 — /v RIZ 1 DDER B LG AR S ET,

[DFIZHB Un) |: [l (Value)] 7 1 —/v RITEED I o~ XG0 ER & 55412l
HALET,

s [@HFIZEELY (Notin) 1:ET ¢ —/v RIZEE DO o~ KOV ED & 556 1 &
F7.

[F¥—%ZHD (HasKey) | NiCF—DHBEEN TV DL HAIMEHINET,
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. Cisco Cloud Network Controller GUI Z{# R L7=7 7' 7 — 3 > EPG D 1ERL

[FTa/,8F 4
(Properties) 1]

B

*[F—%#1-72 L) (DoesNot HaveKey)]: iZF—D AN E TN TWDIEAICHEH S
i‘?’*o

6. [fE (value) | 74—V RIMEEZ AL, Ty ~—2%7 Vv 7 LTz M &Gk
LEd, ANTHHEIT, [F— Key) | 74—V K& [EEF (Operator) | 7 4 —/L KT
BRLTEARICL TRV EF, 2201, [F— Key) ] 74—V ER[IP]ICERE S
. [(EEF (Operator) | 74—V R [FLL (equals) [ ICRERESNLTWATE. [E

(Value) | 74— /L RIXIP 7 RLRAEIEH 7Ry M TRITFNERY £HA, 72720,
[BEF (Operator) ] 7 4 —/V R [F— (keys) JICTREINTWDHEHA. [E (Value) ]
74— RITENZ 2D £,

7. BT L, Feavl~v—20%227) v 7 LRI 2ZXERIEL T,

8. TURRALVKEBLZZITEBMODZY RRA L s BL 7 ZREERT DNE I DA RE
LET, B—Ox RRA 2 F L7 ¥ THEEOXNEEHR LGS, 26 0XoMIC
ITEREE AND 355 b D LA INET,

2, 12O RRA v b L7 ZT2o0RK Y MEEk LIz & LET,
e RRA U ML H L, AL
« [%— (Key):] Region
« JBEF (Operator) : equals

* fH : westus

eV RFRA ML HZT, A2
* [F— (Key)] TP
« JHEF (Operator) : equals
« [{E (Value):] 192.0.2.1/24
ZOEE., TNHOROWENEIIZZ2 5856 (V—Ya U2 westus T, IP 7 KL AR

7%y F 1920212418 LTWAEE) I, DO RARA Y MIZ 77 FEPGIZEIY
YTHhE T,
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[ZTO/T 4 HL:L
(Properties) 1]

9. ZOZURRAL M BV X THEETLITATORLBEMLERT, Fovr~v—70%
77Uy 7L, #&TLEL, BN (Add) 1227V v 27 LET,

EPG O FCHEED =Y RARA U N BV X BB LIZSGAIE, R H0= 2 RiRA U B
L7 ZOMICITFHRORRH D D LB ENET, 2L 21E, BIDRT v 7 Tal L
TEESCEY FRA U R BV 2 1 2ER L, KIZ, RISETESIZ2FHOT FR
AU Ly BEERLEE LET,

eV RRA MELZHZ2 AL
* [%— (Key):] Region
< BHEF: in

« {E : eastus. centralus

ZTOHE, WO X Oy £,

e J— g N westus T, IPT RLAR192.02.124 7%y MZEBLTWS (R
KAV R EBLZZ10DOR)

OR
o J—T g N eastus F7/olE centralus DEHLLINTHDILGE (m FERA M EBLY
22 K)

FOHE, TV RRA BT 7 REPGICEID Y THET,

ATv s RENKD-oT=Z6 [Save]l #7 Y v 7 LET,

Cisco Cloud Network Controller GUI Z {3 L =4} &} EPG D {ERK

Z Dk g TlE. Cisco Cloud Network Controller GUI Z{# 7 L THME EPG Z{ERKT 5 J7iE
PMBALET, HH— T, bbb 1oO0aryya—<—EPG & 1 DD T u A F—
EPG Z# B E LET,
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[ cisco Cloud Network Controller GUI % {5 L - 5455 EPG 0D

A\

GF) A7 7)o CTUTYUREPG &7 T U RIMNBEPG 1k Ccx£9, #_XCHI T UK
EPG &7 77 RAMEPGIX, A > 7T TF > bd®h &V VREICEES TSN ET, &S
VXU VRFRADZ Z 7 REPGIE, B Z U VREROMD 7 57 REPGE LT T v K4+
5 EPG LIBIEFRE T, oo~ —% 5 F VRENDZ 57 REPG & biBE T £9, MfF
DIIITORALTT) 7TV r—vary 7a7ZrAVEHERET, RbvicA 77 75
VRZEHILWT T =gy a7y A NVEEKRL, BILWT T r—vary a7y A
NWEEIHZ Y VRFDZ Z 0 REPGE LY 7 U RANTEPG IR 5 Z L 2 BEID L E
SR

1R BHHEIIZ
TV r—vary a7y A e VRF Z{EK L ET,

ATV AT T A2 )y LET,
[41>T2 bk (ntent) | A== —NERSNET,
ATV T2 [Tk (ntent) [IRBRY 7 ADTFIZHD ke T XY RNE7 Y vy L, [TTVr—a v ER
(Application Management) | Z# B8R L £7,

[7 TV —2 3 &R (ApplicationManagement) [ 47> a DU A RR[4 T2 b (Intent) | A==—
ICRRSNET,

ART9T3 [Tk (ntent) | A==2—D [7F) 45— 3 0 EE (Application Management) ] U 2 kT, [EPG
DYERK (CreateEPG) | %27 Vv 27 LET,

[EPG MYERX (CreateEPG) | # A 712 Ry 7 ANFRENET,

RTv T84 RO [EPGIERA A TRy 7 AD7 4—/L R (Create EPG Dailog Box Fields) | 7—7 /L CU X k&
7oK 74— RICS T DMEE AL, AT LET,

% 7:[EPG DYERX (Create EPG) ]FA 7RYIU KRV I AD T 4 —IL K

[FanF4 s BA
(Properties) 1]
2%
Z20) EPG DA HITZ AT LE T,
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Cisco Cloud Network Controller GUI % &/ L 75428 EPG 0 fer: I}

[FTa/,8F 4
(Properties) 1]

B

FFUk

Ty hEBRRLET,
1

[TF > FDZFEIR (SdectTenant) |22V v 7 LET, [TF 2 bDER (Select Tenant) |
AT TRy 7 ANRRRINET,

[TF > FDER (Sdect Tenant) | ¥4 7 /T, EROSOTF > s ) w7 LTGR
RLUET,

oI varyTEiRLIZESC, A 7T T RNEBBIRL, A7 T T T
77 REPG &7 7 v RINT EPG #1ERLCTE £7°,

[#IR (Sdect) 127 U v 27 LE7, [EPG DR (CreateEPG) | ¥4 7T r /R v 7 A
Eoi—a—o

7IUr—ar o
274

TV r—vary a7y A VEENLET,
1.

[Z7F7Ur—23> 7a774)L0DER (Select Application Profile) %22 U v 7 LET,
[(Z77U7r—23> 7Ra774)LD=FEIR (Seect Application Profile) | ¥4 7w 2 Ry
ANERINET,

[Z7TVHr—2 3> 7RT774)LDEFEIR (Select Application Profile) 1 %A 7 v 27 ¢, Al
DINDOT TV r—vary 7andyA Nz ) v 7 LTRRLET,

GE) A 77 TF 2 NTEPG &fET 256, 77V r—rar a7y AL
1A —/ =L A-1VRF D EPG TEHSNDTZD, JFUKN A T77 77V
r—vary a7y A NVERRLAEWZ EERERELES, BT 70 r—
vary Ia Ty ANERRT L, [TIUVr—232 TAT7AILOERK

(Create Application Profile) | Z3®IRL T, HHL T ur 77 A VaEk L £
7,

[ER (Sdect) 127V v 7 LET, [EPG DYERL (CreateEPG) | ¥ A 71 7Ry 7 AT
RO ET,

A

EPG O &= AT LET,

[%E (Settings) ]

847

ZIUISNE EPG TH H7-80 ., EPG XA 7 & LT [4&8 (External) ] Z#IR L £,
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[ cisco Cloud Network Controller GUI % {5 L - 5455 EPG 0D

[ZTO/T 4 HL:L
(Properties) 1]
VRF VRF Z&RT 25121, ROFIEEZFEITLET,
1. [VRFDFER (Sdect VRF) 1227V v 27 LEd, [VRFDREIR (Sdect VRF) | ¥ A7/
Ry 7 ADPRFRSNET,

2. [VRFDEIR (SeectVRF) | ¥ A 7 a2/ T, EROFIDOVRFZ7 U > 7 U TGRIRLE T,

A7 T7F 2 N TEPGZER L TWAEAIE, ZOFIETEL XY VRF ZIRIR L E
T, B XY VREDZ 77 REPGIL, v 7 70 REPGE L Okt H &Y VRF DY
Z 7 FHMTEPG Li@lE T, io=2— 5+ N VRE®DZ 77 REPG & bi@fET& %
7,

3. [#IR (Seect) 127 V27 LET, [EPG DERL (CreateEPG) | XA 71 /R v 7 A
Ebi‘d‘o

JL— M EIZERTRETE SE EPG DL— NEBERREMED X A THBIRLET, ROFT T avrndbv £,
e A—2Y b
« NERH A+
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Cisco Cloud Network Controller GUI % &/ L 75428 EPG 0 fer: I}

[ZTO/T 4 HL:L
(Properties) 1]
IVRRAD ML | GD) TV RARA U b LI R T o AD—H L LT Azure TIAE~ > > 2 MK
& BFIACOVTIE, Azure TORAE~ & DR (692—2) ZBRLTLES
|
T RRA Y NV ZEBINTHICE:
1. [TVFRRA LY EZDEM (AddEndpoint Selector) %227 U v 27 LT, = KiKA
YhEVIZEEZBEMLET,
2. [#4d1 (Name) ] 74—V FIZARTZ AT LET,
3. IRy b T Xy hEASILET,
G¥) IPv6 % Azure O Cisco Cloud Network Controller TiZ# R — h &S TV EH A,
ZDT 44—V RIZIXHRIPVAT RLURAEERT 2 0ERH D 7,
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Tasks To Perform Prior to Configuring Service EPGs

Before you can configure a service EPG, there are certain tasks that you might have to perform beforechand.
If you are using subnets or private link labels with your service EPG, you must first configure the subnets
and/or private link label outside of the service EPG.

AT w71 Create a VREF, if necessary.
a) Click the Intent icon. The Intent menu appears.
b) Click the drop-down arrow below the I ntent search box and choose Application Management.

A list of Application Management options appear in the I ntent menu.

¢) From the Application Management list in the Intent menu, click Create VRF. The Create VRF dialog box
appears.

d) Make the following selections:
» Name: Enter the name for the VRF.

» Tenant: Select a tenant.

e) Click Save.

AT w72 Configure a cloud context profile.
a) Click the Intent icon. The Intent menu appears.
b) Click the drop-down arrow below the I ntent search box and choose Application Management.

A list of Application Management options appear in the I ntent menu.

¢) From the Application Management list in the | ntent menu, click Create Cloud Context Profile. The Create
Cloud Context Profile dialog box appears.

AT w 73 Enter the appropriate values in each field as listed in the following Cloud Context Profile Dialog Box Fields table then
continue.

Table 8: Create Cloud Context Profile Dialog Box Fields

Properties Description
Name Enter the name of the cloud context profile.
Tenant To choose a tenant:

a. Click Select Tenant. The Select Tenant dialog box appears.

b. From the Select Tenant dialog, click to choose a tenant in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.

Description Enter a description of the cloud context profile.

Settings
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Properties Description

Region To choose a region:

a. Click Select Region. The Select Region dialog box appears.

b. From the Select Region dialog, click to choose a region in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.

VRF To choose a VRF:
a. Click Select VRF. The Select VRF dialog box appears.

b. From the Select VRF dialog box, click to choose a VRF in the left column then click Select. You
return to the Create Cloud Context Profile dialog box.
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Properties

Description

Add CIDR

Note You cannot add, delete, or edit a CIDR when VNet peering is enabled. You must disable
VNet peering before adding, deleting or editing a CIDR. To disable VNet peering:

* For the infra tenant, disable the Hub Network Peering option in the cloud context
profile

* For a user (non-infra) tenant, disable the VNet Peering option in the cloud context
profile

Enable VNet peering again after you have made the changes to the CIDR configuration.

The following features are supported, depending on the release:

* You can add additional secondary CIDRs and subnets for infra VNets (cloudCtxProfiles
created by the cloud template). You cannot add primary CIDRs or modify the existing CIDRs created
by the cloud template. After subnets are created under the user-created CIDRs, the subnets will be
implicitly mapped to the secondary VRF.

* You can add also additional secondary CIDRs and subnets for VNets other than the infra VNet.

See H.— VNet TOHZELD VRF O ¥ 78— bk for more information.

To add a CIDR:

a. Click Add CIDR. The Add CIDR dialog box appears.

b. Enter the address in the CIDR Block Range field.

c. Click to check (enabled) or uncheck (disabled) the Primary check box.

If you are adding additional secondary CIDRs and subnets for VNets, leave the Primary box
unchecked.

d. Click Add Subnet and enter the following information:
« In the Address field, enter the subnet address.
« In the Name field, enter the name for this subnet.
* In the Private Link Label field, choose Create New and enter a unique name for the private
link label to associate with this subnet.
e. Inthe VRF field, make a selection, if necessary.

* If you checked the box next to the Primary field, this CIDR is automatically associated with
the primary VRF.

« If you did not check the box next to the Primary field, you can associate this CIDR with a
secondary VRF. Click the X next to the VRF, then click on Select VRF to select the secondary
VREF to associate with this CIDR.

f.  When finished, click Add.

VNet Gateway Router

Click to check (enable) or uncheck (disable) in the VNet Gateway Router check box.
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Properties

Description

VNet Peering

Click to check (enable) or uncheck (disable) the Azure VNet peering feature.

For more information on the VNet peering feature, see the Configuring VNet Peering for Cisco Cloud
Network Controller for Azure document in the Cisco Cloud Network Controller documentation page.

AT v 74 Click Save.
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B DOFENEE AT AR, Cisco Cloud Network Controller GUI 2 [ L 7= #— b 2 EPG DIERL (39
N—) OFIEEZZTLTWDLZ L 2R LET,

INHOFEE, ZNOHDOFRIATER Y A 7 %K% D HIIC, Azure ApiManagement Services 78 EDH—
B R ¥ A 7% ET D Cisco Cloud Network Controller GUI Z [ L 7= #— "2 EPG DERKL (39 ~—2)
TRfLI N5 FIEOKEE TT,

[TV RRA U b LY 2DEM (Add Endpoint Selector) 1227 U v 27 LE9,
[TV RRA U b LY 2DEM (Add Endpoint Selector) |7 (> RUBRFEREINET,

[T RRA Y b LY 42 D:EM (Add Endpoint Selector) ] 7 > Ko @ [Name (&H1) | 7 4 —/V RiC
AHiE AN LET,
[F— (Key) | ka7 X VA NE7 Y w7 LTHXF—ZERLET,
BEFS T, ZOT 78R XA TOXF—L L THEATEDLA TV a UL [IP] OATT,
Gx) IPv6 i Azure @ Cisco Cloud Network Controller TIXH AR — h I TWEHAL, ZOT 4 —/L
(ZIZARNRIPvAT RV AZMERT 208N HY £4
[EHEF (Operator) | Fry 7 ¥ VA RMOHEAEFEZRIRL ET,
WROFT > arnbv £7,
[ LU (Equals) 1 E7 4 — /v RIZ 1 SDOER S HGAICHEA L7,
[ L <Ly (NotEquals) [:fE7 4 —/L RIZ 1 DOMER B LG IVET,
[DHIZHSD (n) ]: [E (Value)] 7 4 —/L FICEED T o~ XYW ERH D5 EIHH L ET,
« [DHIZAZLY (NotIn) BT ¢ —/v RIZEE DT o~ KUV ED S 2 Ga I Sk,
[¥—%#FD (HasKey) [ RCF—DOABEEN T EHACHEASNET,
o [F—Z#1-7% L) (DoesNot HaveKey)]: IZF—DHNEGEN T AEAITHEA SN ET,

(& (Value) 1 7 4 — LV RIZH#EYI R IP 7 RLAZ V7 Xy hEANL, Fzvs~—T %40
T MY ZMRELE T,
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ATy T17
ATvT8

ATvT9

ATv 710

BEISATELTYSY R (74 JEENZEHETS

Tasks To Perform Prior to Configuring Service EPGs (36 ~X—3) THftIN T\ 2 FIEAHEH L TER L
TZIP T RLVAEET 7Ry F&2 A LET,

SETLEL, oy l~—2%7 Vv 7 LTEeLZZXERIELF T,
TURRALU R BLZ ZIZEBMNOT Y RRA Vb B 7 ZREVERTHNE I DERELET,

BT RRA L F BL I ZTEBOREZER LSS, TROOROBICIIZHE AND NH D550
LHIREINET,

T2 zE 1PDZ U RERA Y ML 2200ty MafERLIZE LET,
eV RRAV M ELZHZ L, X1
s [F— (Key):] IP
« JEEF (Operator) : equals

o fE : 192.1.1.1/24

e RRA M ELZ XL, K2
 [%— (Key)] IP
« JHEF : notequals

«{H :192.1.1.2

ZOWE. THHDOROMGT true DA (IP 7 RUARH TRy F192.1.1.124 2L, IP 7 FL A
23192.1.12 TRWEE) . TOT Y RRA » MIYP—E A EPGIZEID Y THNET,

DT RRA L bV ZTHERT LT _NTOXZBINLIER T, Fovr/~v—2%27 ) v L, #
TLH, [ (Add) 1227V v 27 LET,

[EPG M{ERX (CreateEPG) JHHEICEY . HrLWWT Y RiRA v b L7 Z RSN ZANFRENE
TO

BIMOxTY RBEA > b BV ZEERT L2581, [T FRA 2 LI 20:EM (Add Endpoint
Selector) | ZHEZ Vv 7 L, ZNHOFEEZMBO KL TEMO=Y RARA N BL 7 X EERLE
R

EPGO T THEB DT RiRA L b L7 ZEERLEBREIE. TNRHOT FRA v BV 7 ZOBIC
TR OR b A b D LA INET, & xiX, BIOARAT 7 THHLELIZ= FARA U B L
721 RER L., RIZ, RISFTEIIC2HZBBDOZ RRA L M BL 7 ZE2ERRLIZE LET,

eV RFRA ML HZ 2 AL
 [F— (Key):] IP
« JHEF (Operator) : equals

o« { : 192.2.2.2/24

ZOHE, WO X Oy £,
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B =romss Lov—ri—F 0 eRT S

cIPT7 RLARY TRy F192.1.1.124 1ZJ@ L, IP 7 FL A 192.1.1.2 THRWEAS (v RFRA > b
L7 1R)

OR
cIPT RLANY T X b 19222224 [ZFT 2546
FOBE, T RRA L IR —EZXEPGICEI W LY THNET,

ATy TN HBEBKD-T-L[Save]l 227V v 7 LET,

READERE LTH—FNN—T 1 Z8EHRT S

ORI varOFEEHEHA LT, —EAEPGDEHY A 7L LT [H—K/I\—T 4«
(Third-Party ) | 4k L £,

Y

GE)  [RBEIZ24 7 (DeploymentType) 1& L C[H— K/8—F 4 (Third-Party) ] Z3&R L7-5E513.
[H—ERX 247 (ServiceType) | & LC[HRAL (Custom) | ZBIRTHZMENRH Y £4,

2TFv 1 ZHNODOFNEABLET DHIIZ, Cisco Cloud Network Controller GUI 24 L 7= ¥-— £ 2 EPG O 1ERL (39
N—) OFEEAZET LTSI 2R LET,

B DFNEIL, Cisco Cloud Network Controller GUI Z 1 [l L 7= ¥— & &2 EPG DO1ERk (39 X—3°) T
EINTVAEFIEOHRETHY, ZNHDOFIETRERE Y A T 2R T LRI — R XA T (h24
A H—t R (Custom Service) ] & Lfﬁﬁbij—o

RATv T2 [Y—FKI—T 4 (Third-Party) | DEBZ A TDOT 78 A X A TITHEREREITNET,

[F54R—k (Private) JIZ, 77 BA XA T L L THERATE M- v a T, Zhud, ¥—
AN 25E6, V—EA~DT T A RX— | =V RRA U bOREERT L EEEKRLET,

[FSAR—Kk U2l SR)ILDFER (Select PrivateLink Label) | A7 a i, ZOT7 78R XA 7T
fEATEXLH e ET, 7T7A4X—F Vo T0LF, 7Ry &Y —E X EPG IZBEAIT 5
eI S ET,

RATYT3 WURTTAR—F UV TV EBERLET,
Tasks To Perform Prior to Configuring Service EPGs (36 ~<—3) TSI T\ A FIEEHEH L TEKRL
12T TAR= R Vo y FVERBLET,

ATFYTh [FTSAR—F Y2 SR)ILDFER (Seect PrivateLink Label) 17 4> K7 T, @YIRTIA_—F U
Y7 TIVEERLET,
[EPG MYERX (CreateEPG) | V1 ¥ RUIZED £7°,

Wiz, [TV RRA4 > b L2 % (Endpoint Selectors) | 7 4 — /L RIZ=> RARA M ELZ X &BML
ij‘O
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ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

EEoEEL LTy — K—7 1 e85

[TV RERLA LY 2MEM (Add Endpoint Selector) 1 %27V v 27 L£1,
[TV RERLA U LY 2DEM (Add Endpoint Selector) ] 7« > RUBNFERENET,

[TV KR4 LS 2DEM (AddEndpoint Selector) 17t > K7 d [Name (&HI) ] 7 4 —/L KiC
AETEANTTLET,

[F¥— Key) | Fey 7 X0 VA&7 Y v 7 LTHR—2RIRLET,

B R TCIL, 2OT7 78R ZATDOF—L L THHTEL A7 Y a VZ[URL] DA THY | = RAKRA
YhEBVIEOY—ECRERBNT DAV T AEIITEEEM KA A 4 (FQDN) i LET,

EEF (Operator) | Fay 7 X0y JARNPLEEFEZERLET,
WROF T arnb ET,
«[Z LU (Equals) ] fE7 1 —/L RIZ 1 DOERH HH|AITHER L £,
«[FLL%LY (NotEquals) 1 fE7 4 — /v RIZ 1 DDER S LG AR S ET,
[ DFIZHB (In) ]: [fE (Value)] 7 4 —/v RITEE DD o~ XUV AN H HHEITHH L £,
« [DFIZAELY (NotIn) 1 ET 4 — /v RICEBO T o~ KOV ERH D56 I S E T,
«[F—%ZHD (HasKey) |: RNiZF —DHBEENTWDLHEEITHEH I ET,
o [F—Z#1-7 L) (DoesNot HaveKey)]: ICF—DHN G EN TWAEAITHEH S ET,
[fE (Value) 1 74—V RIZAVZR URLEZAN L, Foyr/~—2%7 )y LTy M) ZMFELE

j—o
FETLES, Fovl/~v—20%27 )y 7 LTV HZXEMRIEL, 1B (Add) 15227 U7 LET,

[EPG DERX (CreateEPG) |HIHIZFEY ., LW RAKRA v b L7 X Ll ESn-ADnERREINE
7

BIMOx=y RRAV h L7 ZEERT256F [T RRA42 L2 20:EM (Add Endpoint
Selector) | #FEZ Vv 7 L, ZHUOHOFIEEEV KL TEMOTY RARA L BV X 2{ERLE
‘d‘o

EPGO FTEEO= Y RBRA v v L7 ZEERLEESIT. FRHDOT s RFRA v F L7 ZDRIC
ITERE OR DB H Db D E AR INFET,

e zE, FCHHLTWVWALIC 22D KRSV M BLZ ZE{ERLEZE LET,
sV RARA U REBELVLZ X 1!
«¥—: URL
« JEE F (Operator) : equals

° 1|E . www.acmel.com

eIV RKRA UL X2
«¥—: URL
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« JBEF (Operator) : equals

° ﬁg I WWw.acme2.com

ZFOBE, WD LI 3,
« URL ﬁ§ www.acmel.com @%/El\

OR

e URL 7® www.acme2.com DFH

Cisco Cloud Network Controller 2 > R—% > FO#A |

FOWE, = RRA L B —EREPGICH Y Y THNET,

ATYT12 FBENKD-T-OL [Save]l 227 Y v 7 LET,

Cisco Cloud Network Controller GUI Z{ERR L =7 4 JLZ DERKL

Z D73 T, Cisco Cloud Network Controller GUI Z [ U7- 7 1 /L Z OAERRITEEIZ D

WTHBILET,

ARFYVTNV AT TAar% 7 )y LET, [AUTU bk (ntent) | A= —REKRENET,
ATYT2 [MUTUk (ntent) WBERY 7 ADFIZHD Ky T2y RKillx 7 )y 7 L, [TIVr—avERE

(Application Management) | # %R L £,

[7FUr— 3 0EE (ApplicationManagement) |47 v a DU A MR[A Tk (Intent) | A==—

WCFERSNET,

RTYT3I [Tk (ntent) | A==a—D[FFTUHr— 3 EE (Application Management) 1 U 2 K C, [Z 4
LA DYERL (CreateFileter) 1227V v 27 LET, [Z4IL2DER (CreateFilter) | XA 7 /KRy 7 A

MERENET,

AT T8 RD[ 7 ANEDIERAEA T 7Ry 7 2D 7 4 —/L K (CreateFilter Dailog Box Fields) | 7—7 /L TV %
FENTHET 4=V FICEE T DEEATIL, HATLET,

RK10: 74 VEDERHETATATRYIADT 4 —ILF

[ZFO/8F « (Properties) ]

Bl

%81 (Name)

[&RT (Name) | 7 4 — /L RlIZ— R =7 7 4 /b
2 DTN LET,
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Cisco Cloud Network Controller GUI Z{EF L =7 1 JL 2 DERL .

[FO/37 4 (Properties) ] = BA

Trr b Ty FERRIRLET,

1 [TF+Y FDER (Seect Tenant) 1 %27 U v 7
LET, [TF2 bDEFEIR (Seect Tenant) | ¥
ATalRy I ARERINET,

2. [T+ bDER (Seect Tenant) | ¥ A7
T, BT ver Uy LTERL,
IR (Sdect) |27 Vw7 LET, [Z4IL4E
DERL (Create) | ¥ A 7 7Ry 7 AIZED
£,

Bz T4 NEOHHE AT LET,
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

Add Filter

T4 N EBINT AR, ROFPIEEFITLET,

1. [ZaL% T2 RYDEM (AddFilter Entry) ]
7V LET, [Z4/L2DEM (Add
Filter) 1 ¥ A7 07 ARy 7 ANRFRINET,

2. [&HT (Name) | 7 4 —/L RlIZ7 4L BZ = [
D4R AT LET,

3. [M—YF*vy k%47 (Ethernet Type) | K>
THET VAR YUy 7 LT, A—F %y b
PATEBEBRLET, WOF TV a bbb %
-éAO

- IP
- [Unspecified]

G¥) [#6%E 7% L (Unspecified) | %%
WITbHL, PEELTTO R
T4 A TSN,
RO DT 44— RIZET/2 0
3

4, [IPZB kaJL (IPProtocol) | ka7 &
Ama—%7 Uy 7 LT, 7u bhaLiERL
I, WOA T arBdb 7,

. tcp
- udp
* [Unspecified]

GE) D7 44—V RiX, tep £72
IFZudp BEIR N TV DA
DRI 7,

5. [BET%7R— bk (Destination Port) 1 7 ¢ —/V R
() 2 AN — MRS ®AE A L £ T,

6. TANZ TN UEROANNET LZb, [
mAdd) 1227 Vv 27 LET, [Z14IL2D1E
Bk (CreateFilter) | ¥ A 707 HRy 7 AR,
BT 4B T b ZBINT 5 TINEZME Y K
FTZENTEET,
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ATy TH

Cisco Cloud Network Controller GUI 2/ =2~ ~ 54 ~ofes [

EENTET LI, [fR1F (Save) 127 Y v 7 LET,

Cisco Cloud Network Controller GUI Z{&EH L= 59 FDO1ERL

ATy T
ATFvT2

ATvT3

ATvT4

Z D7 3 T, Cisco Cloud Network Controller GUL 2l L7- = N5 7 N OIERR T i
WCHOWTREH L ET,

1R BHIIZ
T4 VE R L ET,

AT TAa %77 LET, [Tk (ntent) | A=a—RNERRINET,

[Tk (ntent) [IRBERY 7 ADFIZHD Krny T XY REE7 Y vy 7 L, [TTVr—2a v ER
(Application Management) | # %R L £,

[7 TV — 3 &R (ApplicationManagement) | 47> a DU A MR [4 T2k (ntent) | A ==—
IR RENET,

(MoTYh (ntent) | A==2—0 [FFTUHr— 3 EE (Application Management) ] U A K¢, [V
> FDERL (CreateContract) 127 V> 27 LET, [ 59 FOER (CreateContract) | %14 7
vy Ry ANERINET,

RO T N EATaT Ry 7 A 74—/ ROERL (Create Contract Dialog Box Fields) | 7— 7 /v
WCIUARSNTWD LIS, &7 40—/ PTG EEZ A L THRITLET,

K11:[A> 5% FOYERL (Create Contract) ]34 7 A5 Ry S ADT 4 —ILK

(A= VAL P EEA

(Properties) 1]

£81 (Name) BRI DA F T2 NI LET,
Tr bk TFr b EERLET,

1. [T+ FDE#EIR (SdectTenant) 1227 U v 7 LEd, [T FDEIR (Select
Tenant) | # AT 07 Ry 7 ANRFREINET,

2. [TFHY +OER (SdectTenant) 144 7 u /T, EMOHIOT ;> bas )y
7 LTEIRLET,

GE) YY—250Q2 UK, A1 777 F v hCTarv b7 7 haERkTE
F9, HP—CROHERFITIX, 41> 7F7TF b ar T
JhEZ I AR—KLIZY, A T7T7TF L MIary 77 heA
VAR—= ML THZ LB TEET,

3. [®R (Sdect) 1227 U7 LEd, [AY 59 DR (Create Contract) ]
TAT TRy 7 ATREY £7,
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B cisco Cloud Network Controller GUI £/ L 1= > 54 FOfER

[FTa/,8F 4
(Properties) 1]

B

B

Ay b7 7 FOBHAEZANLTIEZSNY,

[EXE (Settings) ]

Aa—7

ZOAa—FL, LTV r— gy 7adr AN, WU VRF AV AX A
W, 777U v o7&k (Fa—sv) | £ERECTF PROTZ Y RRA Vb7
N—T\Zar b7 7 FEFHIBRLET,

GE) HE—E 212k, BB TF 2 D EPG BB IEL S VRE O
EPG B DEENAIREIZ /2 0 F£97,

1 oDOFTF > F®EPG BBDTF > RO EPG LBETEXAL91CT 5
\ZiX, [ B—/NL (Global) | Aa—7%@&R L £,

1 2@ VRF @ EPG 735/ VRF 5D EPG LBETEX 5L 91751
X, [ 8—/3L (Global) | £721X[TF > b (Tenant) | Aa—7 %%
WLET,

EHF—ERAOFEMIIHOWTIE, EHP—ERX 2L T I,
Ky 7 X0 RiZ27) v 7 LT, IRDAA—T 37 arnHERLET,
T =3y FOT AN

« VRF
- Global
- FFUb
T4 ILE2MEM T4 NE EERLET,

1. [Z4Z OB (AddFilter) 1227 U >y 7 LET, 74 VZIIRERII, [T4
LA DFER (Select Filter) | A7 v a U RERINET,

2. [Z4IL2DER (SdectFilter) 1227V 7 LET, [Z 12 DFEIR (Select
Filter) 1 A7 0 7Ry 7 ARKRINET,

3. [Z4ILEDER (SeectFilter) | A7 v 7T, EMOINDOT 4 V2% 7Y >
7 LCGERL, [FBIR (Sdect) 127 Vv 27 LET, [AY 59 FOER (Create
Contract) | XA 7 a2/ Ry 7 AIRD £7°,

ATy T RENKD-STZ [Save] 27 U v 7 LET,

. Cisco Cloud Network Controller 1 > 7/R—% > b DR


cisco-cloud-network-controller-for-azure-user-guide-260x_chapter3.pdf#nameddest=unique_58

| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
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Cisco Cloud Network Controller GUI &R L =T 7 > FREIZHD1ERL

Z Dk 7 3 TliE, Cisco Cloud Network Controller GUI 2 L7-F F > R DIERR
BIZOWTHBHLES, 7T Moy T 7 FOFERLEEIC 72 DARILOFEAIIC DUV T,
HHH—ER ML T EIN,

1R BHHIIZ
T4 NEEER L ET,

ATVIN AT TAa %27y LET, [Tk (ntent) | =2 —RERRENET,
ATV T2 [Tk (ntent) [RBERY 7 ADTFIZHD Krny T XY RNE7 Yy L, [TTVr— a3V ER
(Application Management) | # %R L £,

[7FUr— 3 0EE (ApplicationManagement) |47 v a DU A MR[A Tk (Intent) | A==—
WCFRRENET,

ATV T3 [Tk (ntent) | A==2—D[FTFT) 45— 3 VEE (Application Management) ] U A T, [V
> FDERL (CreateContract) 127 V> 27 LET, [A2 59 FOYER (CreateContract) | %14 7
al Ry I ANERINET,

ATVT4 RO[av T N ZAT7ar KRy 7 A 74—/ ROER (Create Contract Dialog Box Fields) | 7— 7 /L
WCUARSNTWD LI, &7 4 —/V RIC#eflix A LTt LET,

£12:[A2 59 FDOYER (Create Contrach) ]5 A F7ATHRYHIADT4—IL K

(A= VAL P E5EA

(Properties) 1]
£81 (Name) BRI DA H T2 AT LET,
TFHY bk TF v b EERLET,

1. [T hDER (SdectTenant) 1227V v LET, [TFH2 FDER (Sdect
Tenant) | XA T a /Ry 7 ARERINET,

2. [T+ hDEIR (SdectTenant) | & A 7 v /T, EROFOTF > v a2r Uy
7 LCEIRLET,

GE) JUY—250Q) LU, 1> 75T F o hTar bo 7 haERTE
T, EFF—EROFEHFITIE, A>T TFTTFU b ar T
I MR I AR—F LD, AV T7FFF v Mzar 57 baA
VAR—=bRLIETHI LB TEET,

3. [®R (Sdect) 1227 Vv 7 LET, [AY 59 DR (Create Contract) ]
AT TRy 7 AR £77,

BL)] ar b7 7 bOBAEZATI LTSN,
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Cisco Cloud Network Controller 2 > R—% > FO#A |

. Cisco Cloud Network Controller GUI Z{#F L 7= 77 > FREIZZDER

[FTa/,8F 4
(Properties) 1]

B

[%E (Settings) ]

2a—7

TDOARAa—FF, RULT7T TV A—>ary a7 s AN, WECVREA LV AX A
N, 7770 v 7&K (Fa—)v) | FREFRECT T PO RiRA v 7
N—Tzary b7 7 bEHIELET,

FF o HBEOEASIE. ETTF T D1 (tenantl e E) o O—/N)LAT—
T EDOEKIEER LET, ZDOTF 2 FOEPGIE., #WIZZDOEKIDO S A X — (T
B0 FET,

Zoar b7 7 ME oTF R (tenant272 ) [T/ AR—REnET, 0
By A VR — T HHMOTF v T, TOEPGHRA VR — bS8 o=
Ya—<IZ7 0 E£9, tenant2 D EPG & 7 113 A X —_ tenantl D EPG & 22 Y 2 —
~IZTBHIZIX, tenant2 T2 F 727 FZ2ER L. tenantl =2 AAR— ~ L E7,

T4 ILEDEM

T4 NZ IR L ET,

1. [74ZDEN (AddFilter) 1227 V> 27 LET, 74 VFIIRERIIL, [T4
LA MEIR (Sdect Filter) | A7 v a v RERINET,

2. [Z4)L32D:ER (SdectFilter) |27V v 7 LET, [Z4/L37DEIR (Sdect
Filter) | ¥4 70 7Ry 7 ARFREINET,

3. [Z14ILEDER (SdectFilter) | ¥ A7 v 7T, EMOFOT7 4 V2 E2T Y v
7 LCEIRL, [BR (Sdect) |27 Vv 7 LET, [A2 b5 bOERK (Create
Contract) | XA 7 u /Ry 7 AZREY £,

ATv s RENKDoTZ6 [Save]l 7 Y v 7 LET,
ATV T6 fERkLizay b7 "ERIOTF v Mo=Z AKR—FLET,
e 2T MOEI R —AndbbHE LET,
s FRROFIETIER L7222 M7 27 FOAHIX, tenant tenantl @ contractl T,

e T AKR—FTHa3 bT 7 NI, exported_contractl £ VWO A4 FIT, T2 b tenant2(Z =7 AR —

]\ Lij‘o

a) [~ hT7 7 b (Contracts) 13— ([HTVH— 3 EE (Application Management) |>[3 > k5
2 b (Contracts) 1) IZB#EIL £,

RESNTcar T 7 PRV A ShET,
b) fERL7ZENVoa s v 7 FERIRLET,

72z, = T2 beontractl NERINDETI A 2RI n— L, TOMIIHEIRY 7 X%
70 o7 LTERLET,

) [7ZL 3y (Actions) |>[aA> k359 DI Y RFKR— (Export Contract) [\ZFE) L £,
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ATy 17

ATvT8

d)

2)
h)

Cisco Cloud Network Controller GUI Z{f8 L 7= 7+ > +REIZHDIERL .

[AY b330 FDIH REKR—F (Export Contract) | 7 1> RUNRERENET,

[T+ FDFEIR (Select Tenant) 1227V v 27 LET,

[TF > bDFEIR (Sdect Tenant) | 7 1 & RUBRERINET,

Ry 7 AR—1TL57F 0 FEABRL, [REF (Save) 1227 U v 7 LET,

72&ZI1E, tenant2 T3, [A Y 59 DI Y RFR— bk (ExportContract) | 7« > RUIZEY £,
[@81 (Name) | 7 4 —/V RIZ, =7 AR—K&Ni=ar bT77 FOLRTEATLET,

7= & 21X, exported_contractl T,

[E%B8 (Description) 1 7 4 —/L RiZ, =2 F5 7 FO#BBAE AN LET,
[RTE (Save) 1227 Vv 7 LET,

a7 FOU AR MPHRERINET,

DT F > NP EPG &7 a3 Z—EPG & L TREL., EPGHEERTEDHRMOE /& LTmkdDa L b
77 NERELET,

a)

b)
¢)

d)

g)

h)

)

[>Tk (ntent) |RZ %27 v 7 L, [EPG@{E (EPG Communication) | Z3&K L £,
[EPG i#{§ (EPG Communication) | 7 4 > RUNRERINET,

[TIXEOHFEL &5 (Let’sGet Started) |27V v 7 LET,
[~ r35%2 k (Contract) |fEIK T, [ T 9 FDEIR (Select Contract) 1 %7 U v 7 LET,

LEIR (Select) | V4> RUBFERESNET,
INHDOFIEORINAERL LIca s b T 7 MaERDT TEIRLET,
ZOBITIE, contractl & Ao TERIRL £,

[EIR (Select) 127V v 7 LET,

[EPG i#{§ (EPG Communication) ] 7 1 > RUNRERINET,
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Creating a Cloud Context Profile Using the Cisco Cloud Network Controller

GUI

ATy
ATvT2

ATvT3

ATv74

This section explains how to create a cloud context profile using the Cisco Cloud Network Controller
GUL

Before you begin

Create a VRF.

Click the Intent icon. The | ntent menu appears.
Click the drop-down arrow below the I ntent search box and choose Application Management.

A list of Application M anagement options appear in the | ntent menu.

From the Application Management list in the I ntent menu, click Create Cloud Context Profile. The Create Cloud
Context Profile dialog box appears.

Enter the appropriate values in each field as listed in the following Cloud Context Profile Dialog Box Fields table then
continue.

Table 13: Create Cloud Context Profile Dialog Box Fields

Properties Description
Name Enter the name of the cloud context profile.
Tenant To choose a tenant:

a. Click Select Tenant. The Select Tenant dialog box appears.

b. From the Select Tenant dialog, click to choose a tenant in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.

Description Enter a description of the cloud context profile.

Settings
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Properties Description

Region To choose a region:

a. Click Select Region. The Select Region dialog box appears.

b. From the Select Region dialog, click to choose a region in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.

VRF To choose a VRF:
a. Click Select VRF. The Select VRF dialog box appears.

b. From the Select VRF dialog box, click to choose a VRF in the left column then click
Select. You return to the Create Cloud Context Profile dialog box.
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Properties

Description

Add CIDR
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Properties

Description

Note The following subnet is reserved and should not be used in this Add CIDR field:
192.168.100.0/24 (reserved by the CCR for the bridge domain interface)
Note You cannot add, delete, or edit a CIDR when VNet peering is enabled. You must

disable VNet peering before adding, deleting or editing a CIDR. To disable VNet
peering:

* For the infra tenant, disable the Hub Network Peering option in the cloud
context profile

* For a user (non-infra) tenant, disable the VNet Peering option in the cloud

context profile

Enable VNet peering again after you have made the changes to the CIDR
configuration.
The following features are supported, depending on the release:

* You can add additional secondary CIDRs and subnets for infra VNets
(cloudCtxProfiles created by the cloud template). You cannot add primary CIDRs
or modify the existing CIDRs created by the cloud template. After subnets are created
under the user-created CIDRs, the subnets will be implicitly mapped to the secondary
VREF.

* You can add also additional secondary CIDRs and subnets for VNets other than the infra
VNet.
See HL— VNet TOHEL D VRF ®# 73— I for more information.
To add a CIDR:
a. Click Add CIDR. The Add CIDR dialog box appears.
b. Enter the address in the CIDR Block Range field.
C. Click to check (enabled) or uncheck (disabled) the Primary check box.

If you are adding additional secondary CIDRs and subnets for VNets, leave the Primary
box unchecked.

d. Click Add Subnet and enter the following information:
* In the Address field, enter the subnet address.
* In the Name field, enter the name for this subnet.
* In the Private Link Label field, choose one of the following:

* Select Existing: Click Select Private Link Label, then choose an existing
private link label to associate with this subnet.

» Create New: Enter a unique name for the private link label to associate with
this subnet.

e. Inthe VRF field, make a selection, if necessary.
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Properties

Description

* If you checked the box next to the Primary field, this CIDR is automatically
associated with the primary VRF.

* If you did not check the box next to the Primary field, you can associate this CIDR
with a secondary VREF. Click the X next to the VREF, then click on Select VRF to
select the secondary VRF to associate with this CIDR.

f.  When finished, click Add.

Router

VNet Gateway Click to check (enable) or uncheck (disable) in the VNet Gateway Router check box.

VNet Peering Click to check (enable) or uncheck (disable) the Azure VNet peering feature.

For more information on the VNet peering feature, see the Configuring VNet Peering for Cisco
Cloud Network Controller for Azure document in the Cisco Cloud Network Controller
documentation page.

AT 75 Click Save when finished.

Azure TORET S U DIERK
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Cisco Cloud Network Controller 31 7 R— > DR I
B cisco Cloud Network Controller GUI £/ LT- U — 2 3 VOBE (95 F F2F L— O

IOFTvarERRTLE X—VERO[tRy b Ty T-)—23 UEE (Setup-Region Management) |
DOFIEIZ[H A FREESE (Inter-Site Connectivity) (O FIEN BN S E T,

AT wF5  CiscoCloud Network Controller THEFET 5V —V a VABEIRT DL, DYV —VarDFov 7 Ryl
ATV 7 L TCFoyvy v—I2MTET,

ATFYT6 TR N—FEZDOU—VaNlu—RVRT I, DY — 3 O [Cloud Routers] F =
IRy I RAEF AT LET,

AT Tl VIRV A DT T Y v T 407 TEGEBRT IR, [N E27 Y v LET,
[ty b7y T -1)—23 UBE (Setup- Region Management) |O—ED AT v 7T ORD AT v 7 Th
%, [—HBHIIEEERE (General Connectivity) 3R SNVET,

ATYF8 CCROV TRy N7 —ZBIMTHIZE, [VFVFIL—2DH Ty b T—)LEEMT S (AddSubnet
Pool for Cloud Router) |22 V> 27 L, 77X AN Ry 7 ATy hE AT LET,

Gx) Cisco 7 7 7 K Network Controller DE ARFIZIRULEIND 24 T % > ME, K207 T ¥
KA M+ TT, 32U EDI T T RN YA FEEHTILERNLLIGEIE. SHIICYT
v FEBNTHHLERHY T,

ATv79 |[CCRHBGPEEIVRATLES (BGP Autonomous System Number for CCRs) | 7 ¢ —/L NIZfi & A )
Li‘j‘o

BGP ASN O#ifHi% 1 — 65534 T,
ATy T [RTUYYITIPOCCRAUEA—T A A~DE|IY ZHT (Assign PublicIPto CCR Interface) | 7 1 —/L
KT, XT7'U w7 IPT RL A% Catalyst 8000V A > X —7 = A ZAZE DB TEHNEIDERELET,

TTARX—=RFIPT RLAIX, 7 74 /L kT Catalyst 8000V A ¥ —7 = A AZHIV B THNET, [/8T
JyDIPOCCRAUVA—T A4 A~DEIY HT (Assign PublicIPto CCR Interface) | 47> a3 I3,
ST Y w7 IPT KL A% Catalyst 8000V A v 4 —7 = A AT HED U THNE I DEELET,

CCR TlZ., A FMEBEDOEDIZAT Y v Z IP T FLARKETHAZ LICEELTLFEN,

TIFIVERTIE, ZOEM T=v7 Ry 7 AIA TR >TWET, ZHUL, Catalyst 8000V (2737
Vo IPT7 RLAZED YU ToNDZ EAEHRLET,

«[/X7'U » 7 (public) ]IP 7 KL A% Catalyst 8000V (2|0 4 TH AL, [ (Enabled) | DA%
DTz IRy I A FODEEIZLET,

¢« 77 A4 _X— KIPT KL ADH% Catalyst 8000V (ZHI D YT HIZIX, A7V a2t 5729
[E%) (Enabled) | DMEICH DT = v IRy 7 A A 712 LET,

GE) CCRT7 RV RZENRTY I IPT RLANSL T TA_X—KIPT RL AT (FRTEDHIT)
EHETDHE FWBRREL, T 74 v 7 BNRDONDAREMERH D 77,

CCRIZEIV Y ToHNTNRT Y I IPT RLALETTAX—KIPT FLADOE LGN, [VFDF 1JY—X
(Cloud Resources) | = U 72/ —X OMOFEME & HICFERINET, 237U v 2 IP A CSRIZEID
MTHNTORWEAE, 774 _X—= MNP EBRERINET,

AT9TN V—VarTEON—2EERTHI12F, [Y—23 2 TEDIL—4% (Number of RoutersPer Region) ]
Fay 77Xy VA&7 U2 L, [2, [3]. £7213[4]. [6]. F/2X[8 %7V yr LET,

ATFYT12 [2A—H—4% (Username) | T F A bR v 7 AjZa—H—4E2 AN LET,
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Cisco Cloud Network Controller GUI £ L=y —S 3 v EE (459K 7o TL— rots) ]

GE) Azure 7 T 7 N ¥ A MG T H55EE81E. CCR D —H4 & LT admin ZfEH L2WT<L 72
éb\o

ATYF13 [INRAT—F (Password) | 7% A bRy 7 AL [INAT— FDOWHER (ConfirmPassword) | 7% A b Ry
I AZH LWWRR T — RE AN LET,

ATy T AN—T7 vy MEAZERTHIZE, V=2 —DAIL—Ty N Fey 77Xy VA7 U w7 LET,

GE) VTR N=RE N=FDAN—T"y hEZTn A AFREEE T DN, 7T
DY =V a PO REMRRT OMBERDH Y £

« Cisco Catalyst 8000V O A /L—"7" MEIZ-DUNTIE, Cisco Catalyst 8000V (22T 2
LTLEEN,

ATvT15 MBS U T, [TCPMSS] 7 4 —/b RICHERMERE A LET,

[TCPMSS| A 7Y a v &R TIUETCP Ik Kt 7 A v FHA X (MSS) Ak C&x£d, ZofEix, 7
77 R~D VPN b A7 VI A YA NEIIMD I T K A h~DOIES b x5 T,
FTRCOIV TR NA—F bRV A F—T oA AZHEAEINET, 777 R~DVPN k » RLDE;
B TTT RTanA X —OMSSIENRZ D7 4 — RIZAS LIAEL Y H/h SWEAIE. KD oMEn
FHEINET, TNLUANDOBEEIE. 207 4 —L RICAH LIEEMEH S ET,

MSSIEIITCP N7 7 4 v ZICDHHE L, pingh T 7 4 v 7 IREODMDE AT D NT T ¢ v 7ITITHEL
FHA,

ATYT6 (AT aNTAvA M=V UEBETDHINE, [FAEVR =D U] TFA MRy 7 RZHBEA >~
AR AP N—T A LET,

GE) « Cisco Catalyst 8000V 7 A & > ZfFHIZ-DUNTIL, Cisco Catalyst 8000V (2D T A2
LTLEEN,

e N—=J UBANINTW72WE4 . CCRIZEVAL E— FIZZ22 0 £,

¢« STANR=KIPT KL A% A7 v 710 (1023—) O CCRIZEIV Y TEGA, 77
AR—KIPT FLZAZFEHLTCCRDA~Y—F AL 25284+ 5 L X2, Cisco
Smart SoftwareManager (CSSM) ([CiEEHE G CE £ ((B¥E (Administrative) 1>>[R
Y— bk 342X (Smart Licensing) | ICEBIL TEATRIEE) . ZOHEG. =7 X7
A— MEH TCSSMIZ R rIREtE 2 TRt 2 BN H VY 7,

ATFY 1T [k~ (Next) 1227V v 7 LET,

s ZNHDOFIADRTT [HA MEES] EIRO [B Ay 7 A TF = v 7 ~— 7 BT T5E, Y4
FEESL, £y b7y T- U= 08B0 HORAT v TORDAT v 7L LTERRINET,
25 w718 (104 ~<—) [THELET,

c ZNHDOFNEOHTH T [H 4 FREIES (Inter-SiteConnectivity) 1=V 7@ [H%) (Enabled) ] v 27
AT 2w v =0 BT RrolcGa. [P K ) V—Xa&#RAI (Cloud Resource Naming
Rules) Jix, [y b7 v F-1J—T 3 VB (Setup - Region Management) (O —HED FEO RO T
B L CERRENET, AT v 722 (104 <X—) (TR F T,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B x=—t51t>z0nx

ATYTI8 THXARNRY I AZFH T UIADIPsec F RNV ETDET N7 U w7 IPT RL A& AT DI,
[IPSec k>R EFZDNT YD IPEEM Z27 VY v 7 LET,

AT 719 [ZYTFID] 74— /L RIZOSPF=Y 7 IDZ AN LET,

RATv 720 YT xy b T EBNT A, [SEY TRy bDEBMEZ7 Y v L, THFRA MRy 7 ALY
Txy b = EAILET,

AT TN TRCOERA TV a v ERELLEL, X—VOTFHIZH AR~ (Next) 27V v 7 LET,
(259K )y—R @438 (Cloud Resource Naming Rules) | X— U RNERENET,

ATF9 T2 [959F Jy—ZADan4iRE| (Cloud Resource NamingRules) | X—Y T, SEIZIGLTZ T U R U
Y — 2D BRIz L £,
770 R Y Y—=2OMARANCHOWTIX, 777 KU Y —2Dm4 (105—) &7 a3 TiELL
MHALET, MAHAEZELTTH2HERLWEEIT, ZOX—VEAXF v T TEET,

RATv7T23 T L5 [Saveand Continue (fRTFEL THefT) 1A X %227 Vw7 LET,

AX—kSAEVRADETFE

DX AT T, CiscoCloud 2y "V —27 av b —F TAY—h T4 BV AEZHRET D
HEERLET,

1R BHHIIZ
B A AR 2GR N — 7 BT,

ARTYT1 AVTFUoNTA2r %70y 7 LET, [T F (ntent) | A=a—NFRINET,
ATV T2 72 ar OV AMR[ATU R (ntent) | A=a—IZFRmInET, [7—2 78— (Workflows) ]
T[99 F %y bT7—2 a2 +B—5DHKRE (Cloud Network Controller Setup) %7 U v 27 LET,
[FXE-#IE (Setup-Overview) | ¥ A 7R 7Ry 7 ANREREHL, [DNSH—/3— (DNSServers) ], [ —
T a3V EHE (RegionManagement) ], [EEMIZX%E (Advanced Settings) | & [RR— b+ SA4 > PV5 (Smart
Licensing) | A7 v a v ivRanE 1,
AT w73 Cisco Cloud Network Controller % Cisco DFie 7 A £ AEH L AT MIBELT HITIE, [AX—F T/ €
R (SmartLicensing) 17226, [&#& (Register) 1 %7 V> 7 LET, [RAR—F T4 22X (Smart
Licensing) | ¥ A4 7 r/ BRERINET,
ATV T4 FTURAR— FRELZRRL T EI 0,
« Cisco Smart Software Manager (CSSM) [CEEEST 5
s FSURR— K5 — Dz A/Smart Software Manager 4754 k
«HTTPHTTPS 7B %% (HTTP/HTTPSProxy)

G¥) HTTPHTTPS 7AF¥ BRI H L &E, IP T RUARNETT,

. Cisco Cloud Network Controller 1 > 7/R—% > b DR



| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
s39ryv—zons ||

ATV FBEENTETHFA N Ry 7 ATHRMA LV AZ ARG N—7 B AT LET,
ATvT6 ET LIS Bk (Register) |27 U v 7 LET,

D5 KR)Y—XDin4

Cisco Cloud Network Controller T2/ 10—/ LR —3 U 7R Y O —ZAERC&E £, ZHUTLD,
Cisco Cloud Network Controller 7> HAzure”Z 7 7 RIZE SN TXTOLT V=7 NOIAH
L7 TR Y —A4 Al EZERTEXET, CiscoCloud *y hU—27 2k —7 ARM 7
7 L— FOE AT SN D EREM JIL— T4 &2FRE, CiscoCloud % v U —2 =k
H—=J0fEty N7 v T T4 P—= T, IRTDITU R U Y—=ADI AL Lnh/L—)b
FEHRTEXET, 707 L—FrDY V=R TN —T21T. BOICERE L EXICERESN, &
DHRIFERTEEHA, /r—UL R Y > —|ZMZ T, REST API %] L T4 Cisco Cloud
Network Controller 47V = 7 MIOLIERENTZZ T 0 K U Y —RXDAH1&HRICERT D
ZEHTEET,

Cisco Cloud Network Controller U U —AZ 5.1 (2) Ik, LA ¥ 4—L A ¥ TV —ERXADEAT
. Xy hIV—=2 =KAo % TFVr—varma—R AT uoH TARLRATTY r—
vartEXa VT4 IN—TREDI TR RN AZ ML ERETEET,

)

GE) DAZLF—IV T RV —%FALTH, 77U R Y—2ARERSND L, 4RiZER
TERVWZLIZEEL TSN, BEFEOZ 70 KU Y —A0O4HTZERT 55505, Mk L
e _XRTOI7Z7 7 RY Y —2AZHIBR LU TEIERT 2 LERHY £7, HilkSh227 77 KV —
ZIZiE,. BB & U CIDR & 7%~ k. Cisco Cloud Network Controller {2 & > TR S /=
CCR A& EN., L7 ->T, CCROLTRTDY F— A b~D IPSec b FIANEEN
£,

MABAIL—ILICERATESEH

750 RV Y—2DMmARY —EEKT DA, IROEHZFH LT, Cisco Cloud Network
Controller 7Y =7 MIHESWNWTI T U R U Y —ADLRIZBIICER T ET,

*$ {tenant} -V YV —R|ZIXT T FOARINEENET
«$ {ctx} -V YV —R|IXVRFOLAFIN G ENET,

«$ {ctxprofile} : VY —RITIZZ/ T U RaryTXFANTa Ty ANANEENRET, ZhUL,
FEDZ T U FEEIZEASNTZVRF T,

*$ {subnet} : UV —RIZIF LTS subnet DHEIZH 7 % v MPT RL ARG ENF T,
s$f{app} : VY —RIZIFTFVr—va a7y A VOARINEENET,

«$ {epg) : U Y —AITIXEPGOARINEG TN E T,

* $ {contract} -V ¥ — A IZIIEKOLAFINEENE T
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B sz —cemesszn

*$ {region} -V VY —RITIZZ T U R —Ta VOARIBEENET,

*$ {priority} : U Y —RA|ZiZxy NU—2 %X =2 VT 4 7 —7 (NSG) /V—/LOEIEN
GENET, ZOFZIL, ENSGL— AN —EICRD I HICHBMICE Y Y THhhE
j‘o

* $ {serviceType} : U YV —RIZITV—ERAZ A TOEBENEENET (F T4 =z
RARA L B U Y —=RZDBER)

+ $ {resourceName} : U YV —R|JIZH¥—7 v b VY —RDZFINRGENET (FF7 A4 X—}h
TV RFRA MY —=RIZDOHRER)

*$ {device} : U Y —RITIE LA Y4 LA VIT A ZADLARIPEENE T,

« $ {interface} : U YV —AIZIE, LA V4= LA YIDT A AL B —T = A ADLHINE F
nNET,

« $ {devicelnterfaceDn} : U YV —R{ZIX, LA YTT A AL X —T =4 AODNNPEEINFE
R

TTAR—= Rz RRA U FOBE, S {app}-$ {sveepg}-$ {subnet}-$ {serviceType}-$
{resourceName} DfHABZDOHEIZLY | 7T A RXR— b RARA » MR —EIZRV ET, Zh
SDOEBONT NN EEIRT 5 &, TTIHHET DT T4 N— b= FRA » FOARNI /2D
BandE£7T, ZHUTLY .| CiscoCloud xy N —27 av br—J 3 EELHEAEIEET,
Fo, WREOEMFITAzurer — BRI > TRV £97,

12U LD FEEOEEHHA L CTZa— AR R Y —%EFT 5 & CiscoCloud Network
Controller (XT X TOMEALHMNFIE L, B2 CFHNDBIBEINTWRNWT L 2RI 57
O LFHNERAEL £,

AzurelIFAFTORRKEOHIRAH Y £, ARIORINT T RS a (X —THHR— KX
NTWDHEEIEZBZD &, HEDHET &4, Cisco Cloud Network Controller U /' — A DYERIZ
KBLTZE WO =T =0 ELET, 20Kk, BEOFEMLZMHER L, maHAlZEETE £
9, CiscoCloud r hUV—727 ar tu—7 JU—250 (2) OFRTORKEOHIEZLIT
R LET, BETORIIERBS LOE SHIROELFIZONTIE, Azure D R¥ = X 2 N &5
LTLEEN,

WD, FRROEMALEREYR— 42770 R Y —ADOMEERLES, TAX U R
7 (%) TRINTR'AVIE, EOXATOITURY =R IMHAOER AR LET, TT A
iy (B TREINDEBMEI, ZNHOEHDOVR EBIOBEDEATDI T K YV —2R
WCHHETHDHZ L a2 LET, 7m& 2iE. VNETU VY —2DH4E, ${ctx}, $ {ctxprofile}, F7=
XZEDOmM G EfRETEET,
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saL—nicgmc=szy ]

R24:959F)Y—RTHR—FSNBIEH

Azure (D |${tenant} ${ctx} |$ ${subnet} | ${app} |${epg} |${contract} |${region} |${priority}
IJ VJ—R {ctxprofile}

VY —Z | xfhe* *pi* | Yest i
Tn—"

fE 1 90

AR > | I 1T+ | Yes+ -
NO—2
(VNET)

KE : 64

Subnet B T EUA X * ©
;80

7Y [1En RIS | RFEE ©
r—339
R
Vr g 7
J—7
(ASG)

5 80

A EQA P b Sy v o
J—7 %
*=l
Tq T
J—7
(NSG)

5 80

E [ A Yes * (H
J—7 & &)

*=l
TA T
="
JL— )

5 80
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B 521 —rosqrsqehimsnE

R25:959F)Y—RTHR—FSNBEH (LS V4L A VIT/NA XY —ER)

Azure D) ) —
R

${tenant} ${region} $ {ctxprofile} ${device} ${interface} |$

{deviceTnterfaceN}

A Z =%y |k
Ry FU—2
n— R RNZ

.H—
iE 1 80

[EQ

EA [Eq i

A H—F >k
oxry hU—
ZA=hl AV A
.ﬁ—

& : 80

YA

=4 EA PSS

A H—%xv b
TV r—v 3
v a— R NZ
VU

& 80

=Y

= = K *

M A S
Al F Application
Load Balancer

&E : 80

EYA

= = Kb

F 34 ZASG
F 1 80

[EQA

ELA K i ® PN Ik

MBIL—ILDHA RS54 2 EFHIREIR

779 KU Y —=ZADMAIIA AL DV— NV ERET D6, IROGIRNEH S WET,

* Cisco Cloud Network Controller DFJ[EIT ~ b7 v FHHZ, IRO2OD ML INV—t > k&ff
ALT, Ze—\I@ma4R) U —%2ERLET,

o[NT 1) Y—RE%#EE| (Hub Resource NamingRules) Jid, £ > 77 TF > FdD/
7V —=ATN—"T /NT VNET, #—3—1L A ICIDR, EH > %Y 2CIDR %7
Fv NOL4TH. BXUOA 753 FF L FOVARAF AL > CHEWICERESNA YT
Iy hOVTHxy N LT 4w I AERERLET,

e 7T R Y—RLFIFTFNV—ME, Ry NT—7 X2V T 4 7 0—7 (NSG)
TV r—=arktXa T4 7 0—7 (ASG) . R*y NU—rma—RRFT % T
FUhr—gra— KRS FARLA AT AV r—areXxa )T o 2 0—7F,
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I Cisco Cloud Network Controller 3 > 7R— > b DL
s59 K yy—zoansggoxs

BLOA L T7T5FF L NOERT 29 7% v hOARI L ARIZERLET, 2T
F FPAOTRTOY V—R (Y V=R T —F i xy hU—2 T % b,
NSG. ASG, v hU—ra—RA_F o4 T r—ara—RR704)

MABRAEERLEL, TNOEMRAL THERTOILELRSHN FT, /I U R VY—R%
BT 5. MARAEZHERTAINENDH DL Z EIHEBE LT EEN,

770 R Y—=ANMERSND L, TOAFNIERE TEX T, GUITMARY v —%2FHT
X ¥+t A, Cisco Cloud Network Controller 2 Y U —Z5.0Q2) 127 v 77 L— KL & &IZ,
—ERD Y V= ARNTTIZAzurelCEA SN TV AL, 7 a— VLl 2 X SfaL—)b
EEFSTHZELTEEEA,

BEFD 7 70 R V—RAFERIIRY U —DLA4RIEER T 584513, GUITY v —3 L4 |
TR Y =2 FHTHEN0C, BESNZY Y —2AZHIBRT20ERH Y £9°,
DX GA, RESTAPIZEHA LT, BT 28 LW YV — R A K L4 % HRE
WZEID Y THZERTEET,
RESTAPIZHEHLTZ 70U KU VY —ADOMmAEBHTHLEE1L, FRFCEREEZA R—
FLZRWZ E2HEE L E9,

BONCMARAZERETAHAZE2BED LET, 2L T TV FRELIToTLEE
A

FF v RREDOREKIL. MAR) V—2LEHE LW LE2BEIOLET,

979K JY—XDmBRBRADRT
BANZ, CiscoZ 7V Rxy hU—27 avbe—J%ERT2 L2, #llEty b7y 7o~y
P—=FRD U =g VERES T 70 REREMROMAHAZERLET, ZUTOWNTE,
[Ciscor 7V F Ry hU—2 ar hu—F&@ENA K (CiscoCloud Network Controller Installation
Guide) ] TSN TWET, ¥ty N7 v 7D%, Zok7 v a s THESA TS LD
IZ. Cisco Cloud Network Controller GUI @ [ X T Li#&RK (System Configuration) | i CHEpk
L7eHAIZ R R TEET,
ZOEEOFERITHARY EHE 2 — TR RINET, BRYOEMZICHAEEETT 5856
X Bty 8T v U4 — REHETTLILERS Y 7,

AT w71 Cisco Cloud Network Controller GUI (2 7’1 > L £,
ATV T2 [959 K )Y—ZAD&4%HEE| (Cloud Resource Naming Rules) | i (8 L £9,
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B ResT AP %5 L 7= Cisco Cloud Network Controller 0#5

a)

b)

¢)

@ Dashboard

= Application Management

Sl
‘deen’ Cloud Network Controller @)

System Configuration

@ Topology General | Management Access  Cloud Resource Naming Rules ~ Controllers  Event Analytics

@ Cloud Resources

@ Cloud resources will not be deployed until the naming rules have been reviewed and accepted. Please go to Cloud Network Controller Setup Region Management to manage Hub and Cloud Resource Naming

Rules. Go to Cloud Network Controller Setup

Hub Resource Names
Managed Region Resource Group Name Virtual Network Name Subnet Name Prefix Cloud Subnet Example
Cloud Resource Naming Rules
Cloud Resource Mapped ACI Object Naming Rule Cloud Resource Example
Cloud Context Profile VRF VRF1
Cloud Context Profile CAPIC_| Tenant _| VRF _ Region CAPIC_Tenantl_VRF1_westus

[FE4#—2 3> (Navigation) 1 %A RAN—T, [41 TSR S5 F+x (nfrastructure) 1 77 =2V %
B L7,

(4> RXAEZ9F+ (Infrastructure) | 172U 026, [ AT LK (System Configuration) | %
IR L F9,

[ AT LM (System Configuration) ] BT, [ 5% K ) Y—AD&£iRE| (Cloud Resource
Naming Rules) | # 7 ##IR L £,

[2 5 K IEsHRE#iDan2 8] (Cloud ResourceNamingRules) ] # 7 Tlid. CiscoZ 77 K R v hU—
Jaryre—I0n67 77 KA MIBETZY Y —AOLBNIR L THAMBR I N TV S HEAIOHE
Bl TE £7,

PLRTC 1 A 2 A& 1R 2R L TV WnWgEIE, 77 v K U Y — A Cisco Cloud Network Controller
F T NEEFEHTAT 74V FOHANBRZ I A RESNET,

BAIDE® Y T v TRICERE Licm& BRI 22 05 Ao 72356013, Bl BN E N —nE
RENET,

(6= 770 R)Y—=2AZEMAT LN, mABAlZHERT OS8ERDH L 2 LITER LTS
Wy,

REST APl #{& F8 L 7= Cisco Cloud Network Controller 0 #& X

RESTAPI (R L=T7+ > FDERK

YT 270 T a AAIRD2ODHEA TRHY £4 - MBIV, 972271 F g
VHEATINETTA TF U NRHVET, BILWEESSRT 2 N EISEEEN R T
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RESTAPI £ L1=7F > rotes [

FUREBERT DL X, MEBOY TR Foa  BRRLET, BEOF T4~ TF
N DOEB R E T ITERIN BRI OREL WA T DT T NE{EkTp L Eilc, AT R
TarEERLET, ZOBZa s TE MADEATOY TR Y T a s EFEHLT
BHRT o M EIFERRRT o MR T o kL AT A2 Y S g U EERT
LhEERLET,

ZDE 7 g TliE, Postman DA S DY )L POST Bk 2 LT, RESTAPI Z1{# H
LCT v bEERT D HEERLET,

ATy T WA T 27U T g DERK.

a)

b)

IIAT =7 by FaRMHLUCHFERSRT T P aERT 51T

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{primary-tenant-name}}">
<cloudAccount id="{{user-tenant-subscription-id}}" vendor="azure" accessType="credentials"
status="">
<cloudRsCredentials tDn="uni/tn-{{primary-tenant-name }}/credentials-{{ primary-tenant-name

Py/>
</cloudAccount>
<cloudCredentials name="{{ primary-tenant-name }}" keyId="{{application key id}}"
key="{{client secret key}}">

<cloudRsAD tDn="uni/tn-{{ primary-tenant-name }}/ad-{{active directory id}}"/>
</cloudCredentials>
<cloudAD name="{{active directory name}}" id="{{active directory id}}" />

<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}1-vendor-azure" status=""/>
</fvTenant>

AR T T P EAERT 51T

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">
<cloudAccount id="{{ user-tenant-subscription-id }}" vendor="azure" accessType="managed"
status="" />
<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>

AT T2 WHEYTZA7 Y 3 OVERK :

POST https://<cloud-net-controller-ip-address>/api/mo/uni.xml

<fvTenant name="{{ primary-tenant-name }}">

<fvRsCloudAccount tDn="uni/tn-{{ primary-tenant-name }}/act-[{{ user-tenant-subscription-id
}}]1-vendor-azure" status=""/>
</fvTenant>
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RESTAPI ZfERA L0 359 FDER

Z OfFITlX, REST API Z{# f L T Cisco Cloud Network Controller D=1 ~F 7 ks Z1ER 5 )5
EERLET,

1R BHHIIZ
T4 NE R LET,

Ay 77 bEARRRT DI

i
<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">
<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>
<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI # B LE=YS5Y9 K aVvTFFR 7774 IILDER

ORI varTiH, VTR aryTXAN a7 s A NVEERT D HFEERLET,

1R BHIIZ
VRF Z1ER L £ 77,

AT 1 BRI R arvsxA s a7 7 A VEERT AT, ROFIEEZETLET,

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnlb5">
<cloudCtxProfile name="cProfilewestusl51">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>

<cloudRsToCtx tnFvCtxName="ctx151"/>
<cloudCidr addr="15.151.0.0/16" primary="true" status="">
<cloudSubnet ip="15.151.1.0/24" name="GatewaySubnet" usage="gateway">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
<cloudSubnet ip="15.151.2.0/24" name="albsubnet" >
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>

</cloudSubnet>
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<cloudSubnet ip="15.151.3.0/24" name="subnet" usage="">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
</polUni>

ATv T2 VNet D% VRF, CIDR, BXOYV 7Ry bZBMT27 T RarTxA N7 a7y A LE/ER
THIIE. WOFIEEFATLET,

51

<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tenantl" status="">

<fvCtx name="VRF1" />

<fvCtx name="VRF2” />

<cloudCtxProfile name="vpcl" status="">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-centralus" status=""/>

<cloudRsToCtx tnFvCtxName="VRF1" />
<cloudRsCtxProfileToGatewayRouterP tDn="uni/tn-infra/gwrouterp-default" status=""/>
<cloudCidr name="cidrl" addr="192.0.2.0/16" primary="yes" status="">
<cloudSubnet ip="192.0.3.0/24" usage="gateway" status="">
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
<cloudCidr name="cidrl" addr="193.0.2.0/16" primary="no" status="">
<cloudSubnet ip="193.0.3.0/24" usage="" status="">
<cloudRsSubnetToCtx tnFvCtxName="VRF2"/>
<cloudRsZoneAttach status=""
tDn="uni/clouddomp/provp-azure/region-centralus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
</polUni>

RESTAPI ZERLEY SO )—Ua 0 nEE

DB arTiE, RESTAPIZMA LTI/ 77 K V—Va vy a2EBT55EERLET,

7o R U— g U ERERT DI

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->

<polUni>

<cloudDomP name="default">
<cloudProvP vendor="azure">
<cloudRegion adminSt="managed" name="eastus"><cloudZone name="default"/></cloudRegion>
<cloudRegion adminSt="managed" name="eastus2"><cloudZone name="default"/></cloudRegion>
<cloudRegion adminSt="managed" name="westus"><cloudZone name="default"/></cloudRegion>
</cloudProvP>
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</cloudDomP>
</polUni>

RESTAPI Z{EAL =T 14 L2 DERK

ZDOk® 7 a Tt RESTAPI 2R LT 4 V¥ 2ERT 2 HiEEZ R LET,

T ANZ BT DI, ROFIEZFEITLET,

https://<IP_Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="t1l5">
<vzFilter name="rulel">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>
<vzFilter name="rule2">
<vzEntry etherT="ip" dToPort="http" prot="tcp" dFromPort="http" name="http"/>
</vzFilter>
<vzFilter name="rule3">
<vzEntry etherT="ip" dToPort="22" prot="tcp" dFromPort="22" name="ssh"/>
</vzFilter>
<vzFilter name='all rule'>
<vzEntry etherT="ip" prot="unspecified" name="any"/>
</vzFilter>

<vzBrCP name="cl">
<vzSubj name="cl">
<vzRsSubjFiltAtt tnVzFilterName="rule2"/>
<vzRsSubjGraphAtt tnVnsAbsGraphName="c13 gl"/>
<vzRsSubjFiltAtt tnVzFilterName="rule3"/>
<vzRsSubjFiltAtt tnVzFilterName="all rule"/>
</vzSubj>
</vzBrCP>

</fvTenant>
</polUni>

RESTAPI ZEARA L7 T ) 5—23> AT 74 IILDIER

OB a T, RESTAPL 2R LT XY r— gy Fa 77y AV {ERT 5 FiEs
~LET,

1R BHHIIZ
T NEERLET,
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https://<IP_Address>/api/node/mo/.xml
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />

<fvCtx name="ctx151"/>

<cloudVpnGwPol name="VgwPoll"/>
<cloudApp name="al">

</cloudApp>

</fvTenant>
</polUni>

RESTAPI 2FRALI=®ry FI7—Y X2 T 4 JIL—TDERK

Z O, REST API Z{# ] L C. Cisco Cloud Network Controller D& LW TRy kT ED
NSG #R A2 FHET 5 HikE R L TWET,

1RO BRI
X2 VT T —=TICREOFRICONT, fEB LTI IZE,

Cisco Cloud Network Controller ¥ 7% v » Z& O NSG #EZ R ET HI1TIE. ROFEEZFEITLET,
1

<polUni>
<cloudDomP status="">
<cloudProvP vendor="azure">
<cloudProvResPolCont><cloudProvSGForSubnetP enableSGForSubnet="true"

status=""/></cloudProvResPolCont>
</cloudProvP>
</cloudDomP>
</polUni>

REST APl Z{#F L 7= EPG D 1ERK

Zokv s varOFIEEMEH LT, RESTAPLZE/H L7=7 7V /r—3 3 EPG. #i EPG.
#— bt % EPG #1ER L £,
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RESTAPI 2R L2 5 K EPG DYERKL
ZOHITIX, RESTAPI Z{EH L TZ 77 K EPG #{Ek¥ 5 HikErLET,

1R BHIIZ
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<?xml version="1.0" encoding="UTF-8"7?>
<!-- api/node/mo/uni/.xml -->
<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
<cloudVpnGwPol name="VgwPoll"/>

<cloudApp name="al">

<cloudEPg name="epgl">

<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>

<cloudEPSelector matchExpression="custom:tagl=='valuel'" name="selector-1"/>
</cloudEPg>

</cloudApp>

</fvTenant>
</polUni>

RESTAPI Z{EFA L 7=5V882 5 F EPG D1ERK
Z OFITIX, RESTAPI 2 L T2 Z 7 K EPG Z1ET 5 Hika R LET,

1R BHHIIZ
T r—ay a7 7 AL VR Z{ERK LET,

ATw 1 NEY T 0 R EPG #1ERT 51Cid. ROFIAZEITLET,

1 -

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->

<polUni>

<fvTenant name="tnl5">
<fvRsCloudAccount tDn="uni/tn-infra/act-[<subscription id>]-vendor-azure" />
<fvCtx name="ctx151"/>
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<cloudVpnGwPol name="VgwPoll"/>

<cloudApp name="al">

<cloudExtEPg routeReachability="internet" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="ctx151"/>
<cloudExtEPSelector name="extSelectorl" subnet="0.0.0.0/0"/>

</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

ATFw T2 XA 7 steexterna THE Y T 7 K EPG 21ERLT 51213

1 -
<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudApp name="al">
<cloudExtEPg routeReachability="site-ext" name="extEpg-1">
<fvRsCons tnVzBrCPName="extEpg-1"/>
<cloudRsCloudEPgCtx tnFvCtxName="overlay-2"/>
<cloudExtEPSelector name="extSelectorl" subnet="10.100.0.0/16"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI Z{#F L =% —E X EPG D1ERL
ZOFITiE. RESTAPI Zffifl L T¥—E R EPG Z1ERkT 5 7iEE2 R LET,

1R BRI
VTR Y =R RARA L N TN —TORFEREZMHER L T E &0,
TSV —var a7y A)E VRF ZER LT,

RTFYT1 V5T RRAT 4 TORBZ A FTH—E R EPG Z1ERT AT, ROFIEXFEITLET,
1 -

<cloudSvcEPg name="Storage" type="Azure-Storage" accessType="Private" deploymentType="CloudNative">

<cloudPrivateLinkLabel name="ProductionSubnets"/>
<cloudRsCloudEPgCtx tnFvCtxName="HUB-SERVICES-VREF"/>

<cloudSvcEPSelector matchExpression="ResourceName=='StorageAcctl'" name="selector-1"/>
<cloudSvcEPSelector matchExpression="custom:Tag=='ProdStorage'" name="selector-2"/>
</cloudSvcEPg>

ATFYT2 750 R RAT 4 TEHMNBORREZ A 7T TY—E R EPG Z/EKT 5I1T1T. ROFINEELFE(TLET,
1 -

<cloudSvcEPg name="APIM" type="Azure-ApiManagement" accessType="Private"
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deploymentType="CloudNativeManaged" status="">

<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" />

<fvRsCons tnVzBrCPName="infra-APIM-Mock"/>

<fvRsProv tnVzBrCPName="infra-managedAPIM" status=""/>

<cloudSvcEPSelector matchExpression="IP=='10.21.52.0/28"'" name="sell" status=""/>
</cloudSvcEPg>

P— R R—F ¢ DREAZ A 7 TY—E R EPG Z1ERLT 51013 :
B -

<cloudSvcEPg name="SaaS-Hub" type="Custom" accessType="Private" deploymentType="Third-party"
status="">
<cloudRsCloudEPgCtx tnFvCtxName="infra-SvcCtx" status=""/>
<cloudSvcEPSelector
matchExpression="URL=='saassvcepg.286b0377-a%7-40d7-a%94f-67abe03ce5f4.centralus.azure.privatelinkservice'"
name="sl1" status=""/>

<cloudPrivateLinkLabel name="saas-hub" status=""/>
<fvRsProv tnVzBrCPName="SaaS-Hub" status=""/>
</cloudSvcEPg>

RESTAPI 2R L9577 L— FDERK

ATy I

ZDEBI7arTiE, RESTAPI AL T/ 79U R 77— E2ERT D HEEZRLE
T, 77U RTUTL—FDOFEMIZONWTIX, 77U R T —bOME 25K 1L T
Sy,

RESTAPI (%, IIRL7=2T7 AL A ET VDX A FITL - THEY £9, Cisco Catalyst 8000V
DITABSAFA 70631\ cloudtemplateProfile %fiiﬂ‘%j—7yi 7 }‘ D routerThroughput i
BT A Ko TGS ET,

[routerThroughput] fHA [TO/TUT2T3] IZJ& L TV 534, Cisco Catalyst 8000V (X BYOL T
Cisco Cloud Network Controller |Z &R &A1 FE 97, [routerThroughput] fEAS [PAYG] D54, Cisco
Catalyst 8000V (% PAYG T Cisco Cloud Network Controller {Z BBl & E 7,

4R HREIIC

BYOL Cisco Catalyst 8000V Z BB+ 2720 D27 77 K 77 L— bk AR A MEAERT 2121%, RO FIAEE
TLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />
</cloudtemplateProfile>
<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
</cloudtemplateIntNetwork>
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<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />

<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

AT T2 PAYG Cisco Catalyst 000V Z JEB T 2720007 T K 77 L— Kk RA N E{EKRT 5121, ROFIEEZE
TLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2" numRoutersPerRegion="2"
status="" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"

routerThroughput="PAYG" vmType="DS2V2”" />

</cloudtemplateProfile>
cloudtemplateProfile name="default" routerPassword="ciscol23" routerUsername="cisco"
routerThroughput="250M" routerLicenseToken="thisismycsrtoken" />

</cloudtemplateProfile>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region="westus"/>
<cloudRegionName provider="azure" region="westus2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="azure" region="westus2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>

</polUni>

PAYG Z)V—7 v N ZBIRT 554 . = —P 1T, Cisco Cloud Network Controller {2 & - TYERL S 4v. B HEH
GBA TV b vmame (IZ X > TE IS vmNames D U A hv5H VmType HIERTHLERH D £,

RDFIT, cloudtemplateProfile D T /NT 4 ymType (Z &> CT/RE L5 vmNames ¥ A 7 Z/R LET,
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Azure £ D VmName AEI— vCPU D %X NetworkBw

DS3V2 14GiB 4 ER3IETE Y R

DS4V2 28GiB 8 ER6ENE Y I

F165SV2 32GiB 16 BAR125FHE Y b
F32SV2 64GiB 32 ER16EHE w R

RESTAPI Z{FH L TVRF J—% JL— FD{ERK

ATy T

ATy T2

48 HHEIIZ

ZOk® 7V a rOFIEEFETTHENT, NEEVREFEO/L— K U —27 & 7 a—s3L7 Inter-VRF
N—h V=27 R = [T INTOWAEREMER LTI,

WROE D IR EATI LT, BRIR—RADN—T 4 VT HANETITESHIZLET,

<fvTenant name="infra”>
<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>

allowContractBasedRouting 7 A —/b Rz, WDWNT DD ENH Y iTo

strue: L— h = v IRRNVIEE . BRICE SO TL— FRIRERL TS Z 2R LT, AENICKRTE
SNTWDEE, =~y TSN TWRWNWE XL, FIATRIEZEZHLET, L—bh~y
TNFET D EEIC, v—F =y TIEEIC R T A TRETT,

sfalse 77 4V FRTETT, V— bREPIZESHN T =7 EnTELT., bict—h vy 71T
HEONWTY =7 &N TWAZLEERLET,

WD X D 72 BekiZ AJ) LT, leakInternalprefix 7 4 —/L K& LT, VREICEHESIT ONZTXTD
779 RKCIDR OL— K V=2 B ELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

<fvTenant name="t2”>
<fvCtx name="v2">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
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<leakTo tenantName="tl" ctxName="vl" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</ fvCtx>
</fvTenant>

ATy T3 WD L 57 ¥ka2 A1 LT, leakInternalSubnet 7 4 —/V K& LT, VRF OXTBOKED/NL— %
V—27 LET,

<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >
<leakRoutes status="">
<leakInternalSubnet ip="110.110.1.0/24" >
<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />

</leakInternalSubnet>

</leakRoutes>

</fvCtx>

<fvCtx name="VRF2" status="" >
<leakRoutes status="">

<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRF1l" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>

RESTAPI Z{FR L= o RILDY—R A 3 —D x4 RBROERL

IR B
OB aryOFEEEITTARNC., A DY—Z A B —T = A AR |IZE0H X
NTWAIEREMR LT EEW,

WX BRBEFEEATI LT, b RVDEEFEITLA X2 —T = A ADBINEHERR L FT,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@Q7" />

<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
—n

<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="something” vrfName="xyz” >

<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”

ikeVersion="v1l|v2">
<cloudtemplateIpSecTunnelSourceInterface sourcelnterfaceIld="2" />

</cloudtemplateIpSecTunnel>

</cloudtemplateVpnNetwork>
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</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>

JAa—nN\ILo 50 KR)Y—XDGEARAADEERFT-IIEEDA T
9 FDBRIDA—/IN—F4 F

ATy T

ATy T2

o7 varTiE, 77U R U Y—RIZLRIEMT DO T a— 0 R — AR L
720, BEDI T TR )Y —ADARTEA—"—F A4 RLIZ0D T B2 Tx 5 REST
API POST O Z~r L E T,

\)

G¥) HAH AR HERICY R — N CED LT HHI, 79U RN Y —R4% 4TV <
7 FNZEICERTEET, ZRHDOWRNR4AFTIOA—3—7 4 RiX Cloud Network Controller
GUI TIIfiHCT& 9, RESTAPI i L COAFITTEET, ARiEERT DI, Fr—
NIV T R Y—=AOLRITTRY =% MHT 2 L e LET, BHRMRARTO
F—=R—=F A FiL, 7 a— L RARHTT R Y o —2 4 L CARMT T B 2= 2 LR T
ERVWGEIZOAMERT 20ERH D 77,

NT VY =204 B Z RS 5120

<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" numRemoteSiteSubnetPool="2"

numRoutersPerRegion="2" status="" vrfName="overlay-1">
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="azure" region=“west’s” status="">

<cloudtemplateRegionNameCustomization ctxProfileName="infra-vnet"
resourceGroupName="infra-rh" subnetNamePrefix="snet-" />
</cloudRegionName>
</cloudtemplateIntNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

779 8 VY =204 BRI EERT 51213

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->
<polUni>
<cloudDomP name="default">
<cloudNaming

azResourceGroup="${tenant}-network-${ctx}-${region}-rg
azVirtualNetwork="${tenant}-${ctxprofile}-vnet"
azSubnet="${tenant}-${ctxprofile}-snet-${subnet}"
azNetworkSecurityGroup="${app}-${epg}-nsg"
azApplicationSecurityGroup="${app}-${epg}-asg"
azNetworkSecurityGroupRule="${contract}--${priority}"
internetApplicationBalancer="agw-e-${device}"
internalApplicationBalancer="agw-i-${device}"
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internetNetworkBalancer="1lbe-${device}"
internalNetworkBalancer="1bi-${device}"
14L7DeviceApplicationSecurityGroup="${deviceInterfaceDn}"
reviewed="yes" />
</cloudDomP>
</polUni>

AT v T3 HED Cisco Cloud Network Controller 7Y = 7 MIKkHET 5 Azure 7 50 K U VYV — R4 & F—_"—F 4
NERAY A=
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<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->
<fvTenant name="ExampleCorp" status="">
<fvRsCloudAccount status="" tDn="uni/tn-infra/act-[<infra-subscription>]-vendor-azure"/>

<fvCtx name="VRF1"/>
<cloudApp name="Appl">
<cloudEPg name="Db" azNetworkSecurityGroup="db-nsg" azApplicationSecurityGroup="db-asg-${region}">

<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<cloudEPSelector matchExpression="custom:EPG=='db'" name="100"/>
</cloudEPg>
</cloudApp>
<cloudCtxProfile name="c02" azResourceGroup="custom-tc-rgl" azVirtualNetwork="vnetl">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-azure/region-westus"/>
<cloudRsToCtx tnFvCtxName="VRF1"/>
<cloudCidr addr="10.20.20.0/24" name="cidrl" primary="vyes" status="">
<cloudSubnet ip="10.20.20.0/24" name="subnetl" azSubnet="sl" status="">
<cloudRsZoneAttach status="" tDn="uni/clouddomp/provp-azure/region-westus/zone-default"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>
</fvTenant>
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<?xml version="1.0" encoding="UTF-8"?>
<!-- api/node/mo/uni/.xml -->
<fvTenant>
<cloudLB name="ALB" type="application" scheme="internet" size="small" instanceCount="2" status=""
nativeLBName="ALB” >
<cloudRsLDevToCloudSubnet

tDn="uni/tn-{{tenantName}}/ctxprofile-cl/cidr-[31.10.0.0/16]/subnet-[31.10.80.0/24]" status="" />
</cloudLB>
</fvTenant>

THRAAASG DA —N—=F A FAKRY —:

<?xml version="1.0" encoding="UTF-8"?>

<!-- api/node/mo/uni/.xml -->

<fvTenant>

<cloudLDev name="{{FWName}}" status="" 1l4L7DeviceApplicationSecurityGroup="Groupl" >
<cloudRsLDevToCtx tDn="uni/tn-{{tenantName}}/ctx-VRF1" status=""/>
</cloudLIf>
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</cloudLDev>
<fvTenant>
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