Cisco Cloud Network Controller K1) & — £

T

*cCNC AR Y v —FET/LZDNT (1 X—)
KUY v— FTFNOEREE (1 3—)

« EmBEE (2 N—2)

« Cisco CNC N Y o —FBIEHET L (3 X—2)
T (5R—Y)

VTR ayTXFANTua T AL (633—)

*« VRE (15 3—2)

VT RT IV r—varyTarrAL (16 2—)
VT RZURFA LN IT—T (17 X—Y)

car 77 (19°—Y)

VT RTUTL— FOWME (22 —)

B REAT V27 FOBRLERY —RR (25 X—)
e F 7NN R — (26 %—2)

AFF—ER 27 N—)

CNCKRY —FETILIZDINT

CNCRY >— Tk, 7FVr—2a B R Y —DisEZ AN L EJ, Cisco
Cloud Network Controller |3, 75V RA VTSR NI 7 F IR > —2HEMICL XY v
JLET, 2—HF—FRF T ARSI TURAL VT TARNTIFYADOET V= h~DE
Pl EOEEZBAIAT A & Cisco Cloud Network ControlleriZ R #IIZ AR U 2 — BT /LI EDEH
ZEALET, TORV—FTVOERICLY, EEOEFHSRHEA ~OEEN M) H—&
nNEd, ZoFEEy, ETAFRT L —AU—7 LT,

R o— EETILOE LS

RY =TT NOFEREEIIZIRO DR H Y 7,

Cisco Cloud Network Controller /K ') — E£F /L .



B sene

mIEfEE

Cisco Cloud Network Controller /R') & — EFJL |

PEFNEMOT XTI F X L LT, YT YT RYAT A (EFN) OFHBLUH
{ERIBOERKRAMFF LET, ETMII TV KAV TTART I F ¥, $—ER ¥
AT LEE, BEUR Y P U= TR SR T N RcH—IslEA ShE T,

cFREE R AA L EHR R AL URRBISNET, B REEX, AR Y Y — AR
WY LR —ZEHT L2 CRENRREICL VXY v SRET, BERNe=

T AT AR LTI TONEY A, BT 7 47 11X, CiscoCloud R Y > — EF
NOELOFIWER & L TIHRIICERESINLET,

e VAT AE, HLWE U RRA UV FEEOL LR =T ANFEHEINDE T, B
IS SN - RS v e oBEEXEIELE4,

o« Ry NU—ZEBIENT, GRBEIVAT AU YR EHEEERLEYA, RDYVIZ, VAT A
FED X F X FMEZ2HIET 553 (Ov— Ro = TIETFE L7Z2V) #EEK & Cisco Cloud
Network Controller 'RV > — % FF L F 7,

ETNVHNOEBRNGEA T V=7 NeET 52 LT, 2o V=T3S L7afix Dz v R—%
Y NOWREERT L Z M ESNET, ZNOOREICLY, BELE KRV —2
O—RKOFaEya = IRARIZRY, AV T TARNTIFYHRHOT—7a— K2 82T
MBETELLICRVET, Xy MU —7HHIN ) — BRI HIZER TZ . CiscoCloud
Network Controller |IZ L W BEHML 7 L— AU —7 NI, TNHORy N —7 B ST
P—bE2ADTA TP A I NVEFERTEET,

RV —FTME, AV TTARTIF ¥, BiE, EX2VT 4, =R TFUr—v3
. el VIO RAVTITANT I F 2R EEHLET, RN — BT VOGP
X, 79U R AT ITARANT IV F Y OREO=— X% TR AL TITANTIF¥nE
DT TN EERLE T, ROKIEL, CNC KR v— T LOmIEEEOME LR L £
7

. Cisco Cloud Network Controller /8') — EF )L



I Cisco Cloud Network Controller K1) — EF /L

cisco NC K —EEEmETL [

1:CNCRY >— ETILORBEEEDHRE

APIC Policy

Tenant; ...Tenant,

Cloud EPGs Contracts VRFs

The rules that govern the Unique L3 forwarding
interactions of cloud EPGs domain

Contracts determine how Relation to cloud
applicationsuse the application profile(s) with
network their policies

Named groups of related
endpoints, e.g. finance
Static or dynamic
membership

Cloud Endpoints— Cloud Instances, Service EPs, Cloud Routers, Etc.

IJITIRA LT TANT I F X BEREIIT T bOFEHEL. 77V r—va rEiddes
UY—=ADBEMHEEDEMERESNIZRY S —2ERLET, ZhA6DR) > —ix, 77V

r—var, xy NU—=JERY—C A, ¥x2V T4 Ry — BT T M7 xRy
ro7ovrva=rr7aHEMEL, BEHEEA LT TANT I F v ORWSEFZE TR T 7Y
r—=a Y OBENS, VY —RA ST T a—F LR aricLEd, 77U r—
arvik, Xy NU—F U T OEEEZFET LMLENRD Y, TOWTIEHY FHA,

Cisco CNC 7/R') o —EBIERETIL

270 RATTANT 7 Fvld, BERERERY Y — (MIT) TRRTELEHIERET
b (MIM) IZREEk SN Dimila v RN —3 v MO S 3E T, Cisco Cloud Network Controller
I, BHREF N EZRGEBIOEHT S 0 22 ET LET, OSIL@EBER 7 F =L
(CMIP) I X OMiod X.500 3 Y 7> b L[AARIZ, Cisco Cloud Network Controller (Z &> T, MIT
DOEBREENDOA 7V =7 FOGIIS L TR TE 247 V=7 b7 uaxT o & LTEHR
AREZRFEZ R T 2 LT R0 EERG Y Y — X OHHA FTREIZ 22 Y £,

VY= D& — NI, BEARAT7 V=7 b MO) 72347 V=2 hosN—T%2RLE
To MOIX, 77U RALTTART I F v VY —=ZADHGYLTT, MOIE, 7T 7 K b—

Cisco Cloud Network Controller K') & — EF )L .



Cisco Cloud Network Controller K1) — EF)L |

B ciscoone iy o —EmiEgETL

H— TESHE—=Ip EOESL AT b, FF3T7 7V r—varya7r A0, = KR
SN ITN—T VT TR RRA Y FERITEEREOREA T2y F2aRTZEN
TXEJ, kOXIE., MIT OBEEICOWTHRB L £,

X 2: Cisco CNCR') o —EEIFHRETILDOME

Policy Universe

Cloud Layer 4 to

Network

Tenants— User, Cloud .
Common ... Cloud Infra Inventory Layer 7 AAA, Security
Controllers Services

PR E I, B Ob— k) TRU S — 2= =20 bhE0 ., BT/ —FRaEnE
To YU—HNDOK /) —FIEIMOT, V79U RA U TIFZANT I FXNOEFT V=7 M,
A7V =7 bEHBALY U —HNOGHEZMRET L —E2adl4 (DN) 8360 £,

WOBEHN B ATV =7 MIE, VAT LOMELZEHT LAY v —NEENET,

e TF NI, RV —Dars T, FHEFRFR—NR—ADT /R hu—EHE
TTEET, VATAIZLEY, RO4EHOT v Myt EnE 4,

ERFL, PO AR LT T T hEERLET, TS r—
V. T AR Web Y= Ky hT—=ITHyFRANL—Y il
BREDY Y —AOEEFRT IR U —RNEENET,

s VAT AFETF U MR LETN, FITURA T TANT I T v EEE N
ETXET, 7747 04—/, B— AT H% LAY4~LAPTH—EX, R
MNBET T4 T AR E, TRTOTF > M7 7| AATRER Y Y — A OENELE
HI AR o—nEaEnEd,

(G¥)  Cisco Cloud Network Controller 1X, L' A ¥ 41651470 —E
AL Tr—RKRARXToHDHEFR—FLET,

AT ITARNTIF % T MI, VAT AL THREESNET, 7T U KR A

VITANT I FXOEFEBRERRETCEET, AV T7TANTIZF ¥ VY —RAOEME
EEHTLR)—RNEENET, £, 777 Vv Tang =3 V—R%1
DU O —H T MOBRVICERCEET, A7 F7ANT77Fx 7F 2 b
RV —E, 77U RA VT TFANT I F ¥ EHFIL > THERKATRE T,

e VT RALTT R —%EMHHT % L. Cisco Cloud Network Controller # 5% ET % & &
2. AT UIABIOY =V a SR A ERTE £, FHMicOV TR, [CiscoCloud
Network Controller - > A ~—/L 774 R (Cisco Cloud Network Controller Installation Guide) ]
EEHLTLIEEN,

. Cisco Cloud Network Controller K1) & — E£5 )L



I Cisco Cloud Network Controller K1) — EF /L

7o+ B

cJTTURALRUPMIE, GUI L TV AT ADO S EIERAIEH 2T RTE L) —
ERATY, ez, 7V =2 a v oflENGEHISNZY —Y a R0, SEIROMIHE
PORERESNTET 7V r—ra 2R ATEET, ZOHRIE. 777 R Y Y —2ADFHH
ENTTINYa—T g U TIETEET,

LA VA~LAXTOV—ERHKETA T7IA I NVOHEEL 7 L—L U =228, P—
EANFT L TA VETNIF T TA TR ol FIZV AT ATEIIEETH N TE
F9, FECOVWTIE, LAY 4N LAY TV —EROEMEZSRL TIIEE N,

s T U RA, FRAE. BXOT T 47 (AAA) KRV 2 —iL, Cisco Cloud Network
Controller 7 7 U R AV T7 T ARNT 7 F v Da—H—HER, n—, BIOEXR2UT 4
RAA U aEBLET, FHHIIZOUVTIE, Cisco Cloud Network Controller D % = U 7 ¢
EHZRL TSN,

PERERIR Y > — 5 /L%, RESTAPI A v 4 —7 = A AL H WA LET, HOHEND

LU APLIIMIT NOAT7 V=7 N THARY F3EXAALEZITVET, URL (E, MIT ND
FTV 2l R AW ICESE Y v B LET, MITRHOT —# X, XML £721%

JSON =y a— a7 B MO ELY ) — 7T F AN F¥a A e LTHRPITEE
7

TF 2 B (evrenant) X, 77U —a R —0OfmBlar TS T, BHEILIRAAL X —
ADT Ay ha—LEFRTTEET, 72 MNIFRY —DBLE D BEO B 2R L
ETNR, TIARN—F Ry FT—=VBRLERA, 7T NI F—ER T e X =D
RECIIRE%FH,kE, BEORECITEMETII AL V&2, EREFHICRY v —0EF] 72 7 v—
TR T LN TEET, ROMIE, BHEEFE®RY UV —MIT) DT 7 My OMEL R LE
o

E3:7r>bk

Tenant

n
Cloud "
Cloud Reglon LR Cloud Context AWS Provider

Application Contract Configuration
Profile

Cloud Load

Cloud Routers CIDR, Subnets. Balanicers

Legend
= Eachbaxis an object

+ Datted lines indicatea relationship

+ Selidlines indicatethat ebjects containthe objects below
= 1w indicatesone to many: non indicates many to many g

Cisco Cloud Network Controller X') & — £ )L .


cisco-cloud-network-controller-for-aws-user-guide-260x_chapter6.pdf#nameddest=unique_24
cisco-cloud-network-controller-for-aws-user-guide-260x_chapter8.pdf#nameddest=unique_25

Cisco Cloud Network Controller K1) &— £7)L |

B /soravsxzxtFooran

TFY MIMAEIZSEET A2 b, VY —RERETHZEHTEES, 7F UM, 740
%, 2 k727 b, Virtual Routing and Forwarding (VRF) A > AX A 7T 7 Kars7Xx2x
N Ta7y A0, AWS 7 a g X—Ek, BEOPRm RKKRA >~ 7 v—7 (EPG) &7
SURTFVr—vary a7 ANVNEENDI T TA~IVEETT, 7T MO T 4
TAEEDORY —EMK L E T, VRFIZa T X2 M E BT, ThEhnzikors 7o
RarvrdAN 7a7 7 VIZEEMTDZ ENTEET, VRFEBEIQRNY —Va v ElAE
ORI IR aryTFXAN a7 rANE, FOY—Ta D AWSVPC 2R LET,
TFMET T = ary R —0fmEa T, VIURA VT TANT I Ty
WX, BEOT T M EEOLIENTEET, LA V4~TOH—EREZREMAT LA, T
T NERETAMLENRHOVET, C(NCTTTURA VT IARNTITF X, TN Xy b
U —271Z%f L CIPVA IR D e A — b L E T,

HS9ORaVTFXEAMNTATD7AIL

CCR

75U R aryFX A a7 7 AM00%. LR Cisco Cloud Network Cntroller = & 48— % o
M oM G ENET

cTRATEY T = BERY — Ve

« CIDR

* CCR

« T2 RARA b

* EPG

Ry FU—7

* VRF

WD varTE VIR aVyTFARN7a7 7,0~ THDL 5D R—3r
MZBET B BMEHREIRME L F57,

The CCR is a virtual router that delivers comprehensive WAN gateway and network services into virtual
and cloud environments. The CCR enables enterprises to extend their WANS into provider-hosted clouds.
Two CCRs are required for Cisco Cloud Network Controller solution.

The Cisco Catalyst 8000V is used with the Cisco Cloud Network Controller. For more information on
this type of CCR, see the Cisco Catalyst 8000V Edge software documentation.

About the Cisco Catalyst 8000V

Following are the updates for the Cisco Catalyst 8000V.
* Licensing, on page 7

* Throughput, on page 7
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Licensing
The Cisco Catalyst 8000V on Cisco Cloud Network Controller supports the following licensing models:
1. Bring Your Own License (BYOL) Licensing Model

2. Pay AsYou Go (PAYG) Licensing Model

BYOL Licensing Model

The BYOL licensing model on Cisco Catalyst 8000V which requires you to purchase your Catalyst 8000V
Cisco DNA license from Cisco and deploy it in the cloud.

* For instructions on subscribing to one of the tier-based Cisco Catalyst 8000V licenses, see Cisco
Catalyst 8000V Edge Software.

 For more information on different throughputs based on the tiers, see Throughput, on page 7.

Cisco Cloud Network Controller makes use of the “Cisco DNA Advantage” subscription. For features
supported by the “Cisco DNA Advantage” subscription, see Cisco DNA Software SD-WAN and Routing
Matrices.

PAY G Licensing M odel

Beginning with the 25.0(4) release, Cisco Cloud Network Controller supports Pay-As-You-Go (PAYG)
Licensing Model on Cisco Catalyst 8000V which allows users to deploy a Catalyst 8000V instance in the
cloud based on the VM size and purchase the usage on an hourly basis.

As you completely depend on the VM size to get the throughput, the PAYG licensing model can be enabled
only by first un-deploying the current Cisco Catalyst 8000V and then re-deploying it using the First Time
Set Up with the new VM size. For more information, see the chapter "Configuring Cisco Cloud Network
Controller Using the Setup Wizard" in the Cisco Cloud Network Controller for AWS Installation Guide

\}

Note The procedure for switching between licenses can also be used if you would like to switch between the
two licensing types available.

\)

Note There are two PAYG options for consuming licenses in the AWS marketplace: Catalyst 8000V Cisco
DNA Essentials and Catalyst 8000V Cisco DNA Advantage. Cisco Cloud Network Controller will
make use of Catalyst 8000V Cisco DNA Advantage. For features supported by the “Cisco DNA
Advantage” subscription, see Cisco DNA Software SD-WAN and Routing Matrices

Throughput
The Cisco Catalyst 8000V on Cisco Cloud Network Controller supports the following licensing models:
1. Bring Your Own License (BYOL) Licensing Model

2. Pay AsYou Go (PAYG) Licensing Model

1. Bring Your Own License (BYOL)
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For this model, the Cisco Catalyst 8000V supports tier-based (T0/T1/T2/T3) throughput options. The
following table lists what AWS EC2 instance is used for different router throughput settings for the Cisco

Catalyst 8000V:

CCR Throughput AWS EC2 Instance
TO (up to 15M throughput) cS.xlarge

T1 (up to 100M throughput) c5.xlarge

T2 (up to 1G throughput) c5.xlarge

T3 (up to 10G throughput) c5.9xlarge

Tier2 (T2) is the default throughput supported by Cisco Cloud Network Controller.
2. Pay-As-You-Go Licensing Model

For this model, Cisco Cloud Network Controller supports a range of AWS EC2 instances for cloud
networking needs powered by Cisco’s Catalyst 8000V virtual router.

The table below shows the cloud instance type supported by Cisco Cloud Network Controller on AWS.-

AWS EC2 Instance CCR Throughput vCPUs Memory

c5.xlarge up to 5 Gigabit 4 8 GiB
throughput

c5.2xlarge up to 10 Gigabit 8 16 GiB
throughput

c5.4xlarge up to 10 Gigabit 16 32 GiB
throughput

c5.9xlarge up to 10 Gigabit 36 72 GiB
throughput

cSn.xlarge up to 25 Gigabit 4 10.5 GiB
throughput

c5n.2xlarge up to 25Gigabit 8 21 GiB
throughput

cSn.4xlarge up to 25 Gigabit 16 42 GiB
throughput

cSn.9xlarge up to 50 Gigabit 36 96 GiB
throughput

AWS D Cisco 7 5V K Yy bT—9 a2 bO—5B&UCCRAIFTSAR—FIPTF
LR HR—k

T4V KR TCCCRAVE—T 2 AFTTTARXR=FIPT FLADOLENE DY THh, T
YUy ZIPT7 RLUAZCCRA VH—T A RAIEOVYBTHZ LI ATvarehhELE, 7
FANR—KIPT RL AL, WIZCCROTRTCDA L Z—T A RZED YK THNET, CCR
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Communicating to External Sites From Regions Without a CCR

Support is available for communication with an external site from regions without a CCR. This is
accomplished by making use of the AWS Transit Gateway feature. When you enable the AWS Transit
Gateway feature on Cisco Cloud Network Controller, you also enable peering between all managed regions
on AWS. In this way, the AWS Transit Gateway peering feature allows the Cisco Cloud Network Controller
to address the issue of communicating with external sites from regions without a CCR. It addresses this
issue by having traffic rerouted to a region with a CCR.

Using the AWS Transit Gateway feature, when traffic from a region without a CCR tries to egress out of
a site, this traffic will be routed to the infra VPC for the closest region with a CCR. After the traffic is
rerouted to that region's infra VPC, that CCR is used to egress out the packet. For ingress traffic, packets
coming from an external site can reach any region's CCR and then be routed to the destination region
using the AWS Transit Gateway peering in the ingress data path.

In these situations, traffic is rerouted automatically when the system recognizes that external traffic is
egressing or ingressing through a region without a CCR. However, you must have the following components
configured in order for the system to automatically perform this rerouting task:

* AWS Transit Gateway must be configured. If AWS Transit Gateway is not already configured, see
Increasing Bandwidth Between VPCs by Using AWS Transit Gateway for those instructions.

* CCRs must be deployed in at least one region. Even though this enhancement allows you to
communicate with an external site from a region that does not contain a CCR, in order to do this, you
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must have another separate region that does contain a CCR so that traffic can be rerouted from the
region without a CCR to the region with a CCR.

The following figure shows an example scenario where traffic is rerouted automatically when the system
recognizes that external traffic is egressing from a region without a CCR.

Region 1 Region 2
Infra VPC
CSRO CSR 1
A lip route vrf v1 2{51 Gig2
5| o)
Destination Target
00000 | TGWD

TGW peering
attachment

TGW 0 TGW 1

:‘__I_‘\
Destination |  Targst on | Taget |
TGW peering TGW peering
20XXX | 45 region 2 0 |'io region 1

Infra VPC
. 0.0.0.00 tiact t

VIPC 2
(Edjress AT

E
Defstination Targst
l. 3

TGW 1

.33 Hiact t

App-1

503711

The following occurs when the Cisco Cloud Network Controller recognizes that Region 2 does not have
a CCR, but traffic is egressing out to an external site (shown with the green arrow and circles):

1. Traffic flow begins egressing out from the CIDR in App-1 in Region 2 to a remote site. Note that the
endpoint is configured with the appropriate outbound rule to allow the remote site CIDR.

2. The VPC 2 egress route table has the remote site CIDR, which then has the AWS Transit Gateway
as the next hop. The AWS Transit Gateway information is programmed automatically based on the
configured contracts.
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3. A 0.0.0.0/0 route is inserted in the AWS Transit Gateway route table, which essentially tells the system
to take the AWS Transit Gateway peering attachment if traffic is egressing out to an external site but
there is no CCR in this region. In this situation, the AWS Transit Gateway peering attachment goes
to another region that does have a CCR (Region 1 in the example scenario). The region with a CCR
that will be used is chosen based on geographical proximity to the region that does not have a CCR.

4. The packet is first forwarded to the infra VPC in the region with the CCR (Region 1), and is then
forwarded to the gigabit ethernet network interface on the CCR that is associated with the appropriate
VREF group.

5. The gigabit 2 inbound security group on the CCR in Region 1 is configured to allow traffic from the
remote region VPC.
It's useful to note that in the egress example shown above:

* For steps 1 and 2, there is no change from pre-release 5.2(1) behavior.

* Step 3 is behavior that is new and unique to this feature in release 5.2(1), where the redirect occurs
to the TGW peering attachment from the region without a CCR to the region with a CCR. In addition,
step 3 occurs on the AWS cloud.

* Steps 4 and 5 would normally occur in Region 2 before release 5.2(1), but only if Region 2 had a
CCR. However, because Region 2 does not have a CCR, with this feature in release 5.2(1), these
steps are taking place in Region 1 where a CCR is present.

The following figure shows an example scenario where traffic is rerouted automatically when the system
recognizes that external traffic is ingressing to a region without a CCR.
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Destination Target |
TGW 1
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Y
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The following occurs when the Cisco Cloud Network Controller recognizes that Region 2 does not have
a CCR, but traffic is ingressing in from an external site to a CIDR in App-1 in Region 2 (shown with the
blue arrow and circles):

1. Normally, the CCR in Region 1 would only advertise the CIDRs that are local to that region. However,
with this enhancement that is part of release 5.2(1), all CCRs in all regions now advertise CIDRs from
all remote regions. Therefore, in this example, the CCR in Region 1 will also advertise the CIDRs
that are in Region 2 (assuming AWS Transit Gateway peering is configured between both regions
and the contracts are configured correctly). In this situation, the traffic ingresses in from an external
site to the CCR in Region 1, where the CCR in Region 1 advertises the static route for the remote
region VPC CIDRs.

2. The infra route table (the AWS Transit Gateway route table in Region 1) has the next hop to the AWS
Transit Gateway peering attachment to Region 2.

It's useful to note that in the ingress example shown above:
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* Both steps (steps 1 and 2) in the ingress example shown above are new and unique to this feature in
release 5.2(1).

* Step 1 in the ingress example shows configurations programmed on the CCR.

* Step 2 in the ingress example occurs on the AWS cloud.
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