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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
b Ao
"Action": [
"s3:x"
:|!
"Resource": "*",
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"Effect": "Allow"
oo Ao
"Action": [
"events:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"logs:*"

:|l

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"cloudtrail:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"cloudwatch:*"

:I ’

"Resource": "*",

"Effect": "Allow"
oo Ao

"Action": [

"resource—-groups:*"

:I ’

"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"sgs k"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"config:*"
:|l
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"
}
]
}
« [EFRIR OB
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {

"Service": "vpc-flow-logs.amazonaws.com",
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"AWS": "arn:aws:iam::<account-d>:root"

}I

"Action": "sts:AssumeRole"

}
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Capicl:

IA1-R1: TA1-R1- ok
TA1-R2- ok

Capic2:
IA1-R2: TA1l-R1l- not allowed
TA1-R3- ok

Capic3:

IA2-R1: TA1l-R1l- not allowed
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TA2-R4- ok
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BHETEX BT FDOGE. AN Cisco Cloud Network Controller 23 BB S CWA T
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L. 7T " THOUY MCT 7B AT 572D HEE R T T OHEFR % Cisco Cloud Network
Controller (2 592 I21X, mANZT v FNEERL, ZOTF > M7 78R A4 7k
LCEEEAY 7E2EYYTET, RIZ, [TTY N RX=VUTT T MEZUv I L
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [
"s3:x"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [

"events:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"logs:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudtrail:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudwatch:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"resource-groups:*"

:| 4

"Resource": "*",
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"Effect": "Allow"
oo Ao
"Action": [
"sgs k"
:II
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"config:*"
:II
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"
}
]
}
« [EFRAR OB
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"
by
"Action": "sts:AssumeRole"

}
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WCE Y THENET, ZOHE. AWS DOrganizationAccountAccessRole O IAM & —
NEFEICTHRET H2HEITH Y A,
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{

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:x"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
lls3:*ll
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"events:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"logs:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"cloudtrail:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"cloudwatch:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"resource-groups:*"
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"sgs: A
]I
"Resource": "*",
"Effect": "Allow"
boo A
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
boo A
"Action": [
"config:*"
]I
"Resource": "*",
"Effect": "Allow"
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"Action": "iam:PassRole",
"Resource": "*",
"Effect": "Allow"

}

}

M7 7>~ OEEER 2 BN 51203
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"
}l
"Action": "sts:AssumeRole"

}
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CNC1:

IA1-R1: TA1-R1- ok
TA1-R2- ok

CNC2:

IA1-R2: TA1l-R1l- not allowed
TA1-R3- ok

CNC3:

IA2-R1: TA1l-R1l- not allowed
TA1-R4- ok
TA2-R4- ok
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« BIl® Cisco Cloud Network Controller 3@ U7 F v h U —V g VEEH L TONET,

FTIAHEN B L2 WEA, BRIT (T b V=Y a ity 87 v 7)) I3BEY R —
FENTWERA, #HRE LT, o Cisco Cloud Network Controller & V —3 = > DFLA
AOEEEHL TN EBNEEREAIE, 7T FOAWST v Mou 74 L,
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AT w1 Cisco Cloud Network Controller T AWS 7' 12 /31 % — (LDAP Provider) #{EakL £

ATy T2
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WLET,
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WDOT 7 arEFEITLET,

a)
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1R BHEIIZ
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(Application Management) | Z &R L 77,
(77— 3 &R (ApplicationManagement) [ 47> a DU 2 RR[4 T2k (Intent) | A==—
ICERRSNET,
ATV T3 [Tk (ntent) | A==a—D[FFUHr— 3 0 EE (Application Management) 1 UV A v C, [7F

Yhr—ay 7Aa7 74 ILOER (Create Application Profile) |22 U v 7 LEd, [Z7FVr— 3>
0774 )LD (Create Application Profile) | # 4 7 a2 iRy 7 ANERENET,

ATv 74 [Name] 7 4 —/V RIZ4RTIZ AN L £ T,
ATV TS TFUREBBIRLET,
a) [TF 2 bDEIR (Seect Tenant) |27V v 7 LET,

[7F > FDEIR (Select Tenant) | A 7 0 7Ry 7 ARForShET,

b) [TFT 2 FDEIR (Sdect Tenant) | ¥4 7 /T, EMOINOTF > var Vv s LTERIRL, ER
(Select) 1227 Vw7 LET,

[7FUr— 370774 )LDOER (Create Application Profile) | ¥4 7 a2/ Ry 7 AT, IROF
N2 AT L ET,

ATv 76 [EtBE (Description) | 7 4 —/L RICiHHEZ AL L £,
ATy TT BRENKD-oTZH [Savel &7 U v 27 LET,

Cisco Cloud Network Controller GUI {8 L /= VRF D {E Rk
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ATwT2 [FU3ay (Acions) |22 U v 7 L, [MMB+Ry bT—2 DR (Create External Network) ] Z 3L
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* [38%t VRF (Destination VRF) | 7 4 —/L KT, HIOFE TE{E7C VRF & L TER L7= VRF %
IR L F9,

U= —FORENTET L7ch, [T (Done) 1 %7 U v LET,

AA LV VRF =YD [)—% JL— b (Leak Routes) ¥ 7 NFHOF /RSN, FrL{HESINLZY —7
N— ERFREINET,

EEICETIISE5E VREF OFEMIE A BUS L2 . MEAD Y — 27 v— hE2ER L7200 T 25121, AA
Y [VRF] X—Y®D[))—% JbL—F (Leak Routes) | # 7 C[VRF| X 7L/ Vv 7 LET,

ZDON— K T—=7 N0 [BE (Overview) | X—YRERINET,

[VRF] =YD EEicH D [7 TV 45— 3 VEE (Application Management) | % 7 %27 U w7 L, /&
MoFesr—ra i "—T[1)—% Jb— b (Leak Routes) 1# 7% 7 U7 LET,

ZORFED VRE IZEE T ST B Y —27 b— FRFRENET,

ATy 710 HEEU T, 20O VREICEEM T Sn=BMo ) —7 v— haZELET,

¢« ZTOVRFH Y —7 )b— MBI 5121, [72 3> (Acdions) |22V 7 L, [<VRF_name>

M5 1)—% JL— F%EM (Add Leak Routefrom <VRF_name>) %R L £7,

[V—% JL— DB (AddLeak Router) | V4 v RUBFRRINET, AT v 74 (223—)
DIFRELEH LT, REREREANLET, FEXVRFOZ L F UITHEANTRRENATEY, =
ORI TIIEFETERN LICHEEL T IEEN,

¢ ZOVRFIZU —Zv— N&BINT5121%, [723> (Actions) | 227 U v 7 L, [<VRF_name>

[21)—% JL— +%3EN (Add Leak Routeto <VRF_name>) |&3&R L £,

[U—% JL—F®EM (AddLeak Router) | 7«4 > RUNRFREINET, AT v 74 (223—)
OEFEREFEH LT, RERFERAEADLET, BEVRFOZY b U FFEANIERINSNATEY, 20
IR TIIEECERNZ LIIEELTLLEE N,

RDEARY
THTNA—T 4 T R =R ENE L, V=T 47 R =X UT 4 RY
3BT H BT, X2 YT 4 R —ZRHEIER T AVNERH Y 97,

« Cisco Cloud Network Controller GUI Zf# i L 7= EPG O1ER% (32 _X—°) : kDO FIE % {# H
L. 4B EPG Z1ERR L £ 7,

+ Cisco Cloud Network Controller GUI Zf# A L7z v T 7 FOERR (38 X—) : Znub
DOFIEZFEH LT, JMBEPG &7 7V REPGEIO=> N7 7 NEERLET,
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Cisco Cloud Network Controller GUI Z{Ef L /=& VRF D ') — 7 JL— F DHER .

Cisco Cloud Network Controller GUI Z{EFH L7=INEVRFD ') —2 JL— L DIERK

U U —2Z25002) ARE, W VRE [EloLv— K~ U —27 TS TnD L 912, N VRE O
THON— b~y T _R=AD)— V=7 NP R—bENET, ZOKEIZ, U YU —2250(1)
TRt SNTN—T 4 7 ExX a2 VT A OFFEHREZIRELIZ DT, r—T g7k
X2 U7 4 RY =D& ICHESNTNET,

ATv 1 EloFresr—r g 3—T, [TFVr—3 EE (Application Management) 1>[VRF] BB L E
E
BRIE ST VRF RERENET,

ATFw T2 [U—% )IL—b (LeakRoutes) | #7 %27 U v 7 L%,
TTIHERENTND ) —2 — bRFERINET,

ATvF3 [FUP3a> (Acions) 127Uy 27 L, [U—% Jb— LDYER (CreatelLeak Route) | iR L £ 9,
[V—% JL— FDYER (Createaleak Route) | 7 1 > RUMFERENET,

ATV T4 WKO[V—7 — b DIEREZA T 7Ry 7 ZAD7 4—)L K (Leak Routes Dailog Box Fields) | 7— 7 /1
TYRAPENAT 4=V NS T 2EEZ AL, AT LET,

£5: =9 L—bDEBRFATOTRY I XD T 4 —IL K (Leak Routes Dailog Box Fields)

[T« EiEA
(Properties) 1]

Source VRF E{E 0 VRF @I 5120% -
1. [E{E7t VRF M:#IR (Select SourceVRF) 127 U v 7 LE7,
[VRF MO:ER (Sdect VRF) | ¥ A7 a /ARy 7 AREFRINET,

2. [VRFDER (Select VRF) 1 ¥ A 7 17T, EE70 VRFIZHEH T 2 72012/ 05D VRF
7V LTEBIRLTET,

ZOFIEL. NEFVRE OXTREIONL—F =T _R—Z20L—k U—7 DD H DT
b DT, Bt VRF ICIZNES VRF 28R L F 4,

3. [#IR (Sdect) 127V v 7 LT, ZDOEEIL VRF Z&RLET,
[V—2 IL—FDFER (CreateLeak Route) | XA 7T R 7Ry 7 AZRED £7,
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Cisco Cloud Network Controller 2 > R—% > FO#A |
B cisco Cloud Network Controller GUI % 5/ L 7= P9 VRF 0 ') —% JL— h O

[FanFq BL)]
(Properties) 1]

585 VRF 5056 VRF ZI8IRT 51213, IROFIEZFATL £,
1. [3EHEDFEIR (Seect destination) [ %227V v 7 LT,
[VRF O#R (Select VRF) 1 XA T TRy 7 ANFIRENET,

2. [VRFOEIR (Sdect VRF) | ¥ A 7 17T, %85 VRF IZEHT 572 DIZEMDF D VRF
7V w7 LTERRLTET,

ZOFIEIL. NES VRE OXTREIONL—F =T _R—Z20/L—k U= D=bDHOT
b DT, B VRF ICIZNES VRF 28R L £,

3. [EIR (Sedect) 1227V v 7 LT, ZDO%% VRF ZEIR L F,
[V—2 IL—FDERK (CreateLeak Route) | # A 7T RV Ry 7 AIZREY £7,

Type kT2 —2 —1+DOFA TEEIRLET,

e T ARTE—4: #5:5C VRE 0 B#EEE VRFICY — 27 T A7-012, T _XTHO/N— ~%iE
e B LSRR L E T,

ZOWE. FIFNLNENTIE. =Y 0.0.0.0/0 BT Ry NP =Y TICTHEIICAS
SNFET,

e H TRy MIP: 5 C VREMND A VRFETO Y — 7 D)— h & LTHEDY 7% v
NPT RLUAZHRETHHAITRIRLET, [Ty MIP (SubnetIP) | #1477
Ry 7 ARFREINET,

[T#y ;IP (SubnetIP) "Ry 7 A2, VREIO U —27 D)—khELTH 7 Ry MIP
7T RLVRAEADLET,

AT9 TS5 MEENETLESL, [RfF (Save) 127V v 7 LET,
[ (Success) | 7 4 v RUNRERENET,

ATy F6 BIMOVRFEAL—K V=0 2RETINEIDERELET,

* VREOXTHTY =273 550N — 28T 25613, Y (Success) |V 1> FUT[RIDY) —
2 JL— FM3ENM (Add Another Leak Route) | 47> a %27 U v 7 L¥T,

[V—% JL— FD3EM (AddLeak Route) 1V 4 > RUIZEY £9°, VRFOXTHTY —27F 550
N— R ERETDHITNE, AT v 74 Q53—=) =T v 75 26—2) ZHVIKLET,

s UNR—R b— hEBIMT 5561, ROLHIITLET,
o LIRTOFRE DS VRE NiE{E5C VREF 12720
o IR ORRE DIXIETC VRF 23565 VRF 12720 97,

WIZ, [AZh (Success) | 7 4> R T[U/N—=R )= JL— +®DiEN (Add ReverseLeak Route) |
FFarwEs Vv LET,
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[V—% JL— DB (AddLeak Route) | 7V 4 > RUIZED £9, AT v 74 (253—) —2A
TS5 26—) EHROEKELTHOL—FERELET, SEITROL TR 7,
* [#{ET VRF (SourceVRF) ] 7t —/L RC, HiOFRE T4 VRF & L TiEIR L7 VRF & %R
L\i—g—o

* [38%t VRF (Destination VRF) | 7 4 —/L KT, HIOFE CTE{E7C VRF & L TER L7= VRF %
HIRLET,

ATy T V=7 V= ORENZET L=H, [5ET (Done) 1227V 7 LET,
AA LV VREF =YD [)—% JL— b (Leak Routes) | ¥ 7 NFHOF /RSN, FrL{HESINLZY —7
J— ERERRINET,

ATy 78  HEILELIISMEALVRFOFEHIEREZ IS LY . HREALADY —7 — b EER L7052, A4
Y [VRF] X—Y®D[))—% JL—k (Leak Routes) | # 7 C[VRF| X727 Vv 7 LET,
ZDN—k T—=7 L0 [HE (Overview) | S—YNERENET,

AT T [VRF] =YD EHICHD [7TIUr— 3 oEE (Application Management) | # 7% 27 U v 27 L, £
MoFesr—rva s "—T[1)—% JbL— bk (Leak Routes) ¥ 7 %27 U w7 LET,
Z OFFED VRE IZBEfHT 5N TWD U —2 b— b REREINET,

ATv 710 MBS U T, 2O VRF (ZEEMS T8N0 Y) —27 b—F2RELET,

¢« ZTOVRFH Y —7 )b— M &BINT 5121, [F2 3> (Acdions) |22 U » 7 L, [<VRF_name>
M51)—% JL— F%EM (Add Leak Routefrom <VRF_name>) &R L £7,

[V—% JL— DB (AddLeak Router) | 7V 4 v RUBFRRINET, AT v 74 (253—)
OIFWMEFEMN LT, LERERZADLET, FERXVRFOT - M VITFFICERRSNATEY, 2
ORI TITEFETERNT LICHEE L T IEE N,

« ZOVRFIZY —Z)— FN&BMNT 5121, [72 23> (Actions) | %27V » 27 L., [<VRF_name>
[21)—% JL— +%3EN (Add Leak Routeto <VRF_name>) |&3&R L £,

[V—% JL— DB (AddLeak Router) | 7V ¢ v RUBFRRINET, AT v 74 (253—)
OEREFEH LT, REREREADLET, FBEVRFOZ Y b U FFEANIIERINSNATEY, 20
R TITEE TERWNWZ LIZEE LTI,

AWS A k ESNERT /N4 ADE DGO ERIE

ROFNEZHES T, A > 77 VPC CCR 75 IPSec/BGP Al L TIEEDANET /34 A~D
IPv4 Bt FEVCTHIIIC L 7,

NETINA RER T 74 ILDF 00— F

AT w71 Cisco Cloud Network Controller GUI T, [#w ¥ a/R—F (Dashboard) | %7V v 7 LET,
Cisco Cloud Network Controller @ [4 > 27R— F (Dashboard) | £ =2 —NEREINET,
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ATV T2 [AVIZRAMSOF ] > [ EEREICBEIL £,
[4}ER$EHE (External Connectivity) 1 7 4 > RURERENE T,

ATwT3 [TV 3ar (Actions) | > [MEBT /A RIER T 74 ILDF o> 00— K (Download External Device
Configuration Files) | 27 U v 27 L %7,
(BTN RER T 74 ILDH 78— F (Download External Device Configuration Files) | AR v 77 v
TRERINET,

ATV T8 Fyra— RTH0T A AR T 7 A VERIRL, [#2>8—FK (Download) %7V v 27 LET,
ZOT v a Il iV, CCR ~O IPVA BERE D 7 b DINIT /S A A O Fahf Al 3 2 G # & & T
Zip 77 ANVRE T u— RENET,

AWS H A ~ ENERT /A1 ADEI DD E L

ATwT1 A2 77 VPCCCR %25 EVPN % L 722V T /31 A~ IPv4 #ifit & FE CHNC T 5 72 OIT B
THMAEINE L £,

ATV T2 WNET AL RZa T A LET,

RT9T3 Ny NT—F 0T TR AT D720 OfIEHRZ AT LET,

IERT S AR 7 7 ANVDE T m— R 27 _—Y) OFIRZMH L THERT A AT 7 A V&
Frn—RUIEGE, OO b RVOREERZ o0 T, TOMERE AT LET,

WD b RIVDOIERT A ARET 7 A VOBl 2R LET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
! USER-DEFINED: please define gig-gateway: GIG-GATEWAY

! USER-DEFINED: please define GigabitEthernet2 if required

! USER-DEFINED: please define tunnel-id: 100 if required

! USER-DEFINED: please define vrf-name: infra:externalvrfl if required

! USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
|

|

|

|

|

Device: 128.107.72.122
Tunnel ID: 100

Tunnel counter: 1

Tunnel address: 5.16.1.9

Tunnel Dn:

acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr~[ct routerp westus 0:0]/tunn-34
! VRF name: infra:externalvrfl

! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176

! PreShared key: devicelazure

|

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1
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address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl
exit

crypto ikev2 keyring keyring-ikev2-100
peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupld
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvi4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected

maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008
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neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate
neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

Cisco Cloud Network Controller 2 > R—% > FO#A |

OB, SERT A AR T 7 A VT SN D57 4 —/V R &y FOFFIAZRLET,
c ROBUNITRT 7 4=V Fid, ZH 5 OO S ES,

« vrf definition

* [PSec global configurations

vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

VRF Definition

IPSec Global Configurations

c ROBUNITRT 7 4= Fid, ZH O OO S ES,

o hr T & D IPSec B LW ikevl ARk

¢ VRF %A "—D BGP R E
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crypto keyring Ext-v1-1000-ike .
pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>

crypto isakmp profile Ext-V1-1000-ike
keyring Ext-V1-1000-ike

match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255

crypto ipsec transform-set Ext-v1-1000-ike esp-aes
mode tunnel

~sha-hmac

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512

set transform-set Ext-v1-1000-ike

set pfs groupld

interface Tunnel1000

vIf forwarding Ext-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip meu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvd

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]

tunnel protection ipsec profile Ext-V1-1000-ike

router bgp 64550

address-family ipvd vrf Ext-vl
redistribute connected
neighbor <50.50.0.1>[cAPIC CSRL Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50.0.1 activate
neighbor
neighbor <50.50.0.5>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate

neighbor

50.50.0.1 send-community both

50.50.0.5 send-community both
distance bgp 20 200 20
'

ip route 50.18.55.126[cAPIC CSR1 gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

o« IRD

C S

o R R T LD IPSec B L TN ikev2 DFERL

crypto ikev2 proposal ikev2-1
encryption aes-cbc-256 aes-cbc-192 aes-chc-128
integrity sha512 sha384 sha256 shal

group 24 21 20 19 16 15 14 2
I

crypto ikev2 policy ikev2-1
proposal ikev2-1
|

crypto ikev2 keyring keyring-ikev2-2000

peer peer-ikev2-keyring
address 35.81.94.248 [cAPIC CSR1 gig3 Public IP]

pre-shared-key abcdefgl2345

'

crypto ikev2 profile ikev2-2000

match address local interface GigabitEthernet3
match identity remote address 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255
identity local

address 52.53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)]
authentication remote pre-share

authentication local pre-share
keyring local keyring-ikev2-2000
lifetime 3600

dpd 10 5 on-demand

|

crypto ipsec transform-set ikev2-2000 esp-gem 256
mode tunnel

crypto ipsec profile ikev2-2000

set transform-set ikev2-2000

set pfs groupld

set ikev2-profile ikev2-2000

interface Tunnel2000
vrf forwarding Ext-vl
ip address 50.50.0.14 [cAPIC CSRL BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet3

tunnel mode ipsec ipv4

tunnel destination 35.81.94.248[cAPIC CSR1 gig3 Public IP]

tunnel protection ipsec profile ikev2-2000

LT, B b2 ei#lkl £,

AWS 41 k £a 85871 2omoEgoant [

IPSec and lkevl
Per Tunnel Configurations

BGP Configurations for VRF Neighbor

(RS 74—V FiE, 2D OO S ET,

Ikev2 Global Configurations

IPSec and lkev2
Per Tunnel Configurations
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B cisco Cloud Network Controller GUI % 5 L 1< EPG D fE AL

Cisco Cloud Network Controller GUI Z{# 8 L - EPG D {ERX

ATvT1
ATy T2

ATv7T3

ATy T4

Dk 2Z v a T, Cisco Cloud Network Controller GUI Zffi ] L T EPG ZAERT 5 ik A
HLET, £ —vRE, 2R<Eb120ar v a—~vEPG & 1 DDF 131 ¥ — EPG
Z)§‘/IZ‘%:\—(“¢O

1R BHIIZ
TV r— gy a7y A LE VRE ZEKRLET,

AT TAa %77 LET, [Tk (ntent) | A=a—RERINET,

[Tk (ntent) IRA Y 7 ADFICHD Ky XX RMEZ Y v L, [TTVr—2a vER
(Application Management) | Z %R L £,

[7FUr—2 3 0B (ApplicationManagement) |47 > a DU A MR[A T2k (Intent) | A==—

WCERRINET,

MoToh (ntent) | A==2—0 [T FTUHr— 3 U EE (Application Management) ] U 2 kG, [EPG

DYERK (CreateEPG) 1% 7V v 7 LET, [EPG DIERK (CreateEPG) | ¥ A 71 Ry 7 ANEKRIH

£

RD [EPGAERRZ A T 0 73Ry 7 AD 7 4 —/L K (Create EPG Dailog Box Fields) | 7—7 /L CTU A F &

TeBT7 4=V RIS T DA AT L, i TLETS,

= 6:[EPG DYERL (Create EPG) ] 3 A 7ATHRY I AD T 4 —IL K

[ZB/8F7 « (Properties) ] B
£#1 (Name) EPG D4R AT LET,
Tk TFy M EERLET,

1 [TFY FDER (Select Tenant) 1 %27 U v 7
LET, [TF2 bDEIR (Select Tenant) | ¥
ATaTRYy I ADRERINET,

2. [T+ FDER (Seect Tenant) | XA 7/
T, DTN OTF v ves ) vy LGERIRL,
EIR (Sdect) 127U 7 LET, [EPG DIE
X (CreateEPG) | ¥ A 7 /KRy 7 AR
e
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Cisco Cloud Network Controller GUI % {7 L 7= EPG {5t |}

[ZF0/3F7 1 (Properties) ]

Bl

7IUr—3> JaTrAIL

TV r—vary 7ua 7 A NVERINLET,

1 [Z7FV5—23> 7774 L0:&ER (Select
Application Profile) %27V v 27 LET, [7F
Jir—23ar 7774 )LOER (Sdect
Application Profile) | # 4 7 =2 Ry 7 A3k
RENET,

2. [7FVHr—232 7T 74 IILDER (Seect
Application Profile) | # 4 7 = 27T, ZEMlDF
DT IV r—varyr7ardZyrANVEr) v L
T, [BR) %227V >v7 LET, [EPG DIERK
(CreateEPG) | ¥ A 7 7Ry 7 AIZKED £
R

B

EPG O#AZ AN LET,

[ERE (Settings) ]

847

EPG % A 7 Z#IN L £9,

«HS5HY K- 27Uy LT, 777 RITEPG %Z1E
RLET,

cHER- 27 U v LTHNIM EPG Z1ERK L £,

JL— hEIERTREE

(AN EPG OAFRKIFIC SRR SV ET) [Jb— FEIEM
(Route Reachability) | ke v 7% 7> URX N&7
Uy 7 LT, REFERLET,

A UTLIR
e hat VN
* [Unspecified]

VRF

VRF ZE RS 2121%, ROFMEZFTLET,

1. [VRFMDFER (SdectVRF) 127V v 7 LET,
[VRF O:&iR (Sdect VRF) 1 ¥ A7 a2/ Ry 7
ANFERSNET,

2. [VRF ME4R (Sedect VRF) | 4 A 7 /T, &
IDF|D VRF 227V > 7 LTERIRL, [FER
(Select) |27 VU v 7 LE9, [EPG DIER
(CreateEPG) | ¥ A 7 uZ KRy 7 AIZKED %
T
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Cisco Cloud Network Controller 2 > R—% > FO#A |

[ZF0/3F7 1 (Properties) ]

Bl

IVKRAV LI A
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Cisco Cloud Network Controller GUI % {7 L 7= EPG {5t |}

[ZF0/3F7 1 (Properties) ]

Bl

G¥) T RFRA N BV R T BB R
DO—H L LT AWS TR~ v U 23 TE
T2 FNEIZOWTIE, AWS TOA A
B ADFE (49 2—) ZBRELT
<TEEVY,

T RRA U N R®UVZ ZEBINTAHI0T
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[ZF0/3F7 1 (Properties) ]

Bl

A&

WDOFT g N HERLET,

cTF Uk (Tenant) : BEERVFFEDT F 2 b
HANE I P @ERLES, BRI 5L, [TFHY
b DEIR (Select Tenant) | 47+ 3 »AGUIIC
TRINET,

e VAT L (System)  REERBA VAT LAHTH
HEAIBRIN LU E T,

TF 2 FDER

Ty R LET

L [TF2 FDEIR (Sdect Tenant) 1 =27 U v o
LET, [TF2 FDEIR (Select Tenant) | #
ATalRy I ARERINET,

2. [TFT2 bDFEIR (Sdect Tenant) | ¥ A 7/
T, EMOFNDOTF v ves ) vy LGERIRL,
EIR (Sdect) 127 V> 7 LET, [FIAER
SERDYER (Create Certificate Authority) | &
ATaTRY 7 ARKRSNET,

Certificate Chain

[(EBAZF = — > (CertificateChain)] 7 + —/L NI,
FFAETF = — B AN LET,

G¥) F—OFEAELRONEFTEML F
KR

1. CA
2. Sub-CA
+ 7T CA

3.
T

ATYTE RENKDoT=6H [Save] 27 U v 7 LET,

Cisco Cloud Network Controller GUl Z{ER L1f=%— ') > 9 D1ERL

Z Dk g TlX. Cisco Cloud Network Controller GUI 2 L7=%— U v 7 DIERLHIEIC

DWTHALET,
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B cisco Cloud Network Controller GUI % 8/ L 1= — 1 > & D fER:

15D HHEIIC
« WRER & MERR L £,
cFEAEA R o TWVET,
e X — VI NREDT T FHTHLGEIZ. 7 FEERRLET,

RTYT1 AVTFUoNTA2r %70y 7 LET, [T F (Untent) | A=a—RNFRINET,

ATY T2 [Intent]fFBZAR v 7 ADFIZHD Kay7F X RAl%Z 2 Y v L, [Administrative] 238K L F 7,
[Intent] A = = — |2 HA T a v DU A MBRERENET,

AT T3 [AVT2 bk (ntent) | A==—0 [EE (Administrative) 1 UV A T, [F— 1 T DER (CreateKey
Ring) |27V v 7 LET, [F— U2TDER (CreateKeyRing) | ¥ A4 707 Ry 7 AREKRINE
—é’—o

ATFY T84 RO [F— Vo TOEKRAA TRy 7 2D 7 1 —/L K (Create Key Ring Dailog Box Fields) | & — 7 /v
TUARSINIEAT 4 —/VRIZHEET2EEZ AL, BfTLET,

R18:XF— VOIDERFATATRYIADT 41—V K

[FOs/3F « (Properties) ] 5 BA

£ 71 (Name) F— VU7 O0AFEATLET,

BL)] F— V7 OHMAEATLET,

& s System : F— U U T IE AT AT,

s Tenant : ¥— U > Zi3ksED T+ FAETT,
TFU NERET S [TF b (Tenant) |
T4 =V RERRLET,

T FDER Ty P ERRIRLET,

1 [T+ FDER (Sdect Tenant) | &#27 V > 7
LET, [TF2 bDFEIR (Select Tenant) | ¥
AT aT Ry 7 ARERENET,

2. [T FDER (Select Tenant) | XA 7=
T, EoFN DT ver U v UTERL,
GEIR (Select) 1227V v/ LET, [F— UV
SO (CreateKeyRing) | 44 71 7Ry
7 AR £,

Settings
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ATy TH

Cisco Cloud Network Controller GUI %/ L =% — 1) > 70 [

[ZF0/3F7 1 (Properties) ]

Bl

AR

FRIE) 2 IR D I

1. [FREIB &R (Select Certificate Authority) ]
27Uy 7 LET, [RIERDZER (Seect
CertificateAuthority) 1 %4 70 V7 BERINE
R

2. EMOITRARZ 27 Y v 7 LTGERL ET

3. [BIR (Sdect) 127Uy 7 LET, [F— UV
SO (CreateKeyRing) | A4 71 7Ry
7 AR £,

WZFE+— (PrivateKey)

RONTNNZBEIR L ET,

c[FHLWLWF—DER (Generate New Key) ] : #7
LW —2 A LET,

c[BEFEOF—DA >R— b+ (Import Existing
Key) ]: [ZE+— (PrivateKey) ] 7% % bk
Wy 7 ANFTREN, BfFOF—2HTEE
j"o

sEx— (PrivateKey)

[fBZ+— (PrivateKey) | 7% A b R v 7 AZBETF
DX =2 ANLET (BEFEOF—0DA viR— b+
(Import ExistingKey) | 47> a > O%E) |

Modulus [EYa2—JL (Modulus) | Fry 7 ¥y X L&
77Uy 7 L, ROEHOFNHEIRL £,
+ MOD 512
« MOD 1024
« MOD 1536
*MOD 2048 : 7 7 4 /L |k
FEERE [(EBAZE (Certificate) | 7F A b R v 7 A IZFEHE

THHREANDLET,

RENKD-T=6 [Save] 27 UV v 7 LET,
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Cisco Cloud Network Controller GUI 2R L7=0—AHJ)L 22— —D{ERL

Z®& 733 TlE, Cisco Cloud Network Controller GUI Z il L Cr—# /L —H —Z{ERK
THHZ R LET,

RTYT1 AT TAarvm 70y 7 LET, [Tk (Untent) | A== —NERINET,

RAT9 T2 [Intent|ffRBR > 7 ADFIZH5D Fay X0 KE% 27 U v 27 L, [Administrative] 2 32 L F 9,
[Intent] A = = —|ZEHA T a DU A MREREINET,

ATYT3 [ATUk (ntent) | A==—0D[EE (Administrative) ]V A F T, [A—hHI)L 12— —DERK (Create
LocalUser) 1 %27 Vv 7 LET, [A—A)IL 2—HF—0D/ER (CreateNew User) | ¥ A 7 17Ky 7 AN
FRINET,

AT9 T4 RO [m—)N 2—YF—DIERF A T a 7Ry 7 AD7 4—/L' R (Create Local User Dailog Box Fields) ]
T—=TINTYANSNEZEKET 4=V RICESTHEEAN L, FiTLET,

£19:0—H) 21— —DERFATRIRYIRADT 4 —ILK

[FB/857 « (Properties) ] A
#71 (Name) a—hN =P —Da—F L% AN LET,
Password H—HN a—PF—DRAT— RE AN LET,
Confirm Password 0= 2—P—DNR2RT— REH AN LET,
e H—J a—YF—OFBE AT LET,
Settings
THIU M RT—H2R TAT S AT —H AZRRT LHI120E, ROTFIEE
FATLET,
«Active: B — )V 22— — T HU U NET Y
TATICLET,

e lnactive: n—H )L 2—H— T h 7 FEIET
77 4 712 LET,

[ (First Name) ] 0= ==L/ E A LET,

#% (Last Name) 0L oDl E A L ET

BFA—I)L 7 FLR (Email Address) B—H) a—HPF—DE A=/ T RLAZ AN LE
R

Phone Number n— a—Y—0 BIFEFFEATILET,
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[FO/37 4 (Properties) ] = BA

tXal)Tq4 FAAY
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[ZB/37 1 (Properties) ] A
XU T4 RAALEBINT 512, ROFIEE
FATLET,
1 [EFaUT4 FAALDDEM (Add Security

Domain) |27 Vv 27 LET, [EFa)Ta K
A A MBI (Add Security Domain) | %A 7
0y Ry 7 ARERINET,

[EFaUT4 FALDDEFER (Select Security
Domain) |27 Vv 7 LEd, [E¥aUTa K
A 2 Di#EIR (Select Security Domain) |1 44 7
2Ry ANREREN, EMOT 4 RUI
X2 VT4 RAL DY A NRERINE
¥

X2V T 4 AL 27V v 7 LTERLE
-éAO

BRI (Select) 122V v LT, £%alF g
RAALVEEBMLULET, [EFa)Ta FALY
M3EH (Add SecurityDomain) | %4 7 A5 Ry
PRIZRYET,

a—P—nm— LB 5:

1 [EF2UTa FACDEM (AddSecurity
Domain) | ¥ A4 7u 2Ry 7 AT, [A—IL
DER (SedectRole) 127V v 7 LET,
[A—ILD#ER (SdectRole) | # A4 T a7
RNy I ANFRRS I, EMOSA Zm—
NDYARNNPERRINET,

2. 77Uy 7L Tr— VERIRLET,

3. [#ER (Sdect) |27 Vv 7 L Cr—/%&iB
MLUES, [EFaUTa FALDDENM
(Add SecurityDomain) | %A 7 v 7Ry 7
AIZRY £,

4. [EFa2)T4 FAALDEM (AddSecurity
Domain) | & A 7 a7 Ry 7 Ak, [HER
24 7 (PrivilegeType) | Ru vy 7 &
VA RNEZ7 Y o7 LT, [Bi&HEYIER

(Read Privilege) | £7213 [EEAAHER
(WritePrivilege) | Z&#{R L £7,

5. [{EBR2 A 7 (PrivilegeType) | Fu v 74
VA NDEMNDOTF = I~—2 %7
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[FO/37 4 (Properties) ] = BA

7 LT, MEBLET,

6. TL7D, [AdZ27 ) v 7 LET, [A—
AL 1—F—DER (CreateLocal User) ]
AT TRy 7 AZRY, BloEx2Y
T4 RAAL U EBINTEET,

RATv 75 [GERERE (AdvancedSettings) [# 7 U v 7 LT, [B—I NV a2—H—DIERL A T a /Ry 7 2AD7 4 —
VR EERTE (CreatelLocal User Dailog Box Fields: Advanced Settings) | 7— 7 /v CU A h&Nz& 7 4 —
L RIZEYS T HEEZ AL, AT LET,

£R20:0—H) 1—HF—DEFKLFLAFTATRYIRAD T4 —IL K : BELSBE

JO/F+« SR BA

Account Expires [IELy (Yes) [&EIRTDHE, TAH T MIERL
B CHIRRYINIC 2 D Ko IcikESNE T,

NAD—RFDEHFHADLETY [[XLy (Yes) | &R L7246, =— P —j3kEn 7
A VIFIZNAT — REETTAMERH Y 77,

OTP DT R A L IRAT — NERE R AT
Wi, T2 IRy 7 RAEF T LET,

A—Y—iEEE 2— P —FERE A BT 2121, RO FIEEE
=S

1. [X509FFBAZE ;BN (Add X509 Certificate) ] %
7 Vv 7 LET, [XS095EBAEDEM (Add X509
Certificate) | ¥4 7 VAR v 7 ANRFRS L E
j—O

2. [Name] 7 1 —/V RIZ&4HTIZ AT LET,

3. [A—H—XB509FEBAE (User X509 Certificate) ]
THXARR Y7 RATXS09FEAEEZ A LET,

4. [Add) %727V v 2o LET, [2—H— X509 iEHA
ED XS095BAE] ¥ A TR IRy 7 ARFA L E
T, [A—AN A—H=1 XA Turl Ry 7 R
R0 ET,

Cisco Cloud Network Controller 2 >/ R—% > F DR .



Cisco Cloud Network Controller 31 7 R— > DR I
B cisco Cloud Network Controller GUI £/ LT= ) — S 3 VOEE (955 F 727 L— O

pA=VAG P B

SSH F+— SSH¥—% BT 5i2i%, WOFNEEFEITLET,

1. [SSH ¥—#%EM (AddSSGKey) 1227V v 7
LEd, [SSH ¥—m:EN (Add SSG Key) | ¥
ATalRy 7 ARERINET,

2. [Name] 7 4 —/V RIZARTZ AT LET,

3. [F— (Key) | 7THFA MRy AIZSSH F—%
A LET,

4. [Add]ZZ7 Vw7 LET, [SSHEF—0DEM (Add
SSGKey) | #A 70l Ry 7 ANRALET,
(A=Al A= F¥ATarlRy 7 ARY
e

ATYT6 RENKD-oTZ [Save]l &7 U v 7 LET,

Cisco Cloud Network Controller GUI Z{FRH L= —a3 > DEE (U5
DK TUTL— DR
V—a 03, #llEltey b7 ZRAICHER SET, W2, Cisco Cloud Network Controller
ko TEHINA Y —Vard, OV —a oA MEBIRNY —2 g UEORE AR

TLET, Z0Ok7 v a Tk, WA A F—/1%#1Z Cisco Cloud Network Controller GUI %
LTI R T L— T —Va U EERT L HECOVTHBALET,

I RT T L— R OFMCIOWTIE, 77U RT UL — FOMEEZBEL T EEN,

ARTYT1 AVTFOoRTAar%7 0y 7 LET, [MYTUh (ntent) | A=a—RFRINET,

RATFwT2 FTalDVARIR[AUTUR (ntent) | A=a—ICERINET, [T—2 78— (Workflows) ]
T, [CiscoV TV kY bT—9 22 bA—5MEETE (Cisco Cloud Network Controller Setup) 1% 7
Vo7 LET, [RE-BE (Setup-Overview) | ¥ A 7 7Ry 7 ANFRE, [DNS & NTPH—/—
(DNSandNTPServers) ], [J— 3 U & (RegionManagement) |, [E£#IE%%E (Advanced Settings) ]
E[RR—F SA4t2TUS (SmartLicensing) | DA 7Y a UAVRENET,

AFvF3 [U—T 3 EE (Region Management) | =V 7 T, [BREMHwE (Edit Configuration) 1 %2V v 7 L
7
[ty b7y T -)—=Ca3 BB XA TS Ry 7 AREREINET, By bFPyT-1J—Ua3 0ERE
D—EDAT vy TORPNDOAT v 7, EETBH)—U3 UNRFRIL, BEHIR) —Ta D) X bR
KRENET,

ATy T4 Yo MNEEEDSLERGAX, [TA MEEESE (Inter-Site Connectivity) ]8I [£7%) (Enabled) |17 v 7
A&7 Vw7 LTAHNILET,

. Cisco Cloud Network Controller 1 > 7/R—% > b DR
88


cisco-cloud-network-controller-for-aws-user-guide-260x_chapter3.pdf#nameddest=unique_43

| Cisco Cloud Network Controller 21 > 7/K— > k DHERL

ATy TH

ATvT6

ATy 17

ATvT8

ATv7T9

ATv 710

ATy TN

ATvT12

Cisco Cloud Network Controller GUI £ L=y —S 3 v EE (459K 7o TL— rots) ]

IOFTvarERRTLE XV ERO[tRy b Ty T-)—23 UEE (Setup-Region Management) |
DOFIEIZ[H A FREES (Inter-Site Connectivity) (O FIEN BN S E T,

Cisco Cloud Network Controller CEHT 5 Y —T a VA BINT HI2IE, TV —TarOF=v I Ry J
ATV 7 L TCFoyvy v—I2MMTET,

JIURN—FEZDY— a3 lua— VBT 5IZIE, 2D Y — 3 @ [Cloud Routers] 7=
IRy I RAEF AT LET,

JITURIANDT 7TV w7 AT THRREMET DT, [RN &2V v LET,

[ty b7y T -1)—23 UBHE (Setup- Region Management) (DD AT v 7T ORD AT v 7 Th
%, [—hBHIIEHERE (General Connectivity) |3 R SHVET,

CCROV 7 F v b 7= NZBMT5I2F, [V9F9FL—209Txy b T—)L%BMT S (AddSubnet
Pool for Cloud Router) |22 V> 27 L, 77X AN Ry 7 ATy hE AT LET,

Gx) Cisco 7 7 7 K Network Controller DE ARFIZIRUL I ND 24 T % > ME. K207 T ¥
KA M+ TT, 32U LD T T R YA FEEHTILERNLLIGEIE. SHIICYT
v BT HHLERHY T,

[CCR A BGPE# Y X T LEE (BGP Autonomous System Number for CCRs) | 7 4 —/L RIZfEi & AT
Ljﬁ‘d‘o

BGP ASN O#iH % 1 — 65534 T,

STV YIIPOCCRAVA—T A4 A~DEIY HT (Assign PublicIPto CCR Interface) ] 7 1 —/L
KT, X7'U w7 IPT RL A% Catalyst 8000V A > X —7 = A A ZE DB TEHNEIDERELET,

TFGAR—=RIPT KL AL, 7 7 4/L kT Catalyst 8000V A > ¥ —7 = A AZHID HToHNET, /3T
JyDIPOCCRAVA—T A4 A~DEIY HT (Assign PublicIPto CCR Interface) | 47> a3 13,
T Y w27 IPT KL A% Catalyst 8000V A > % —7 = f A2 HE D B THNE I hERELET,
TI7FNETIE, ZO[EN T=v 7 Ry 7 AFA 172> TWET, i, Catalyst 8000V (2737
Uy Z IPT RLAZFID LB TONDL ZLaBKRLET,

«[X7 U v (public) ]IP 7 KL A% Catalyst 8000V (ZEI| VY 4 THHA1%, [B%) (Enabled) ] Off
DTz IRy I A F L OFEEIZLET,

o« 7T A4 X—KIPT R L ADH% Catalyst 8000V (ZH| W Y THIZIE, A7V a v 28k 5729
[E%) (Enabled) | DRRICH DT = IRy 7 A FT7IZLET,

Catalyst8000V #£f5t & 7" 7 A N— "B ART Y w7 FLITZOWIIELTTH L, Ry MU —7 3l
DAREMEDRH D T LITHERE L T LI,
GE) CCRIZEIV HTHNTNRT Y I IPT RLALETTFAX—=KIPT RLADOWELMN, [F52

K 1JY—X (Cloud Resources) | =V 7IZ/)V—X DOFEME & bicFErSnEz S, X7
U Z P2 CSRICEID B THNTWRWGEEIR, 774 X—FIPETRRRINET,

V—=Va TN —4—8ERIRT DI, [V—2arvlEDL—3—8] Fey 77Xy VA RNE

727U Z L, [2. [3. FiZM %22V s LET,
[A—H—4% (Username) | 7F A bR v 7 AZa—P—ZE2 AN LET,
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ATy 713

ATy 714

ATy 715

ATv 716

ATvT11

ATv 718
ATv 719

ATvT20
ATvIT2N

[/SRT7—F (Password) | 7F A R w7 AL [/INRT— FDOFEFE (ConfirmPassword) 17 % A b 7R >
I AZH LI R T — RE A LET,

AN—T"y MEZIBIRT D121, IW—F2—DRIL—Ty R kay ¥ VA7) v 7 LET,

GE) « VTR NL—HF, N—HDANL—Ty hERIFe A FRELETE T DRI, 73T
DY —Ta b REGRT H2MLERH Y 7,

* Cisco Catalyst 8000V D A /L—7"> MEIZ-DUTIX, About the Cisco Catalyst 8000V % 2R
LTL7EENY,

(FTFraNTABSA V=0 UV EBET DI, [ZFACVA M—=O V] TFA LRy 7 AR A
AL UADKEE =T B AT LET,

GE) * Cisco Catalyst 8000V ® 7 A & > ZEHIZ-OVTIL, About the Cisco Catalyst 8000V % £
LTL7ESNY,

o h—=7 UBRATIINTWRNWEGA, CCRIEEVAL £— RIZ/2 0 £,

« FIAR=FIPT FLAZBHALTCCR DA~ — F T4 28T HEHEE, T
Uy 7 IP7 RLAR AT w710 (89 X—) @ CCRIZx L THEIZ/> T DY
B, VR—=FENDHME—DFT L 9 1%, AWSDirect Connect & =& AzureExpressRoute
toCisco Smart SoftwareManager (CSSM) <7 ([BE¥ER (Adminigtrative) 1> >[XA <7 —
542X (SmartLicensing) I\ZBE) L TEEHFTRETY) . Z DG, AWS Direct
Connect F 72 1% Azure Express Route % 71 L C CSSM ~DE| 2 [ GEME A 42t 2 L E R H Y
F9, NT VI IPT RLAPREDZ > TWDEGE. 774 X—=FP T FLADME
HENTWa7eH, NT U7 A 02—y MIEHTEEEA, Licno T, Bl
< AWS Direct Connect & 7214 Azure Express Route Tdh 2% 7 7 A ~— Mgt 2 H T 25 44
ERHY ET,

R~ (Next)| 7 V27 LET,

s INHDOFIADRTT [HA FEES] IO [BH Ay 7 AT = v 7 ~—7 BT TGE, YA
FEEHKL. Ty b7y T- ) —Ca v BBO—HEHORT v TORDAT v 7L LTERENET,
(27 w717 (90 _X—3) | ITH#ERET,

_h%®$ﬁ®w#fr&4hﬁ%ﬁ]twﬂﬁmyf/7xa%Iy7v—7%ﬁﬁﬁﬁot%é
X, A7 w721 (90 2—3) ([THERF T,

TEXARNRY I AZA T VI ADIPsec b RV ETOET X7V w7 1IPT KL A% AT HITIE
[IPSec ko RIL EFZDNT YD IPEEM Z#27 Y v 7 LET,
[TU7ID] 74—/ RKIZOSPF=U 7 ID # A LET,

NEY T 2y N TV EBINT 52, (EY TRy FDEM 227V v 7 L, TFA Ry 7 RAZH
Txy N =NV EANLET,

TRCORA T a v aRELLEL, =YD TFEICH B[R~ Next) 227 U v 7 LET,
# T L7256 [Saveand Continue (fRF L THefT) | A& %22 U v 7 LET,
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REST API = {£FH L 7- Cisco Cloud Network Controller O #&ik

RESTAPI (R L1=TF+ > FDERK

ZDE®I T arTiE, RESTAPI AL CTFF v FEI1ERT 5 HiEERLET,

T M EERT BT

<polUni>
<fvTenant name="infra">
<cloudAwsProvider region="us-east-1" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"
status=""/>
</fvTenant>
</polUni>

RESTAPI ZERA L0 59 FDOER

Z OFITIiX. REST API 24 L T Cisco Cloud Network Controller ® 1> b T 7 b ZAERKT 5 J7
HEERLET,

48 HHEIIZ
T AT R L ET,

2y b7 7 baARKT DI

i -
<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">
<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>
<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>
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B orestarsALEYSY RV FER E TR T A LD

RESTAPI 2B L9259 K avTFXxR 70774 IILDER

ORI varyTiEH, VTR aryTXAN a7 s A NVEERT D FEERLET,

1R BHHIIZ
VRF Z1ERL L £ 77,

JIORT_ATGEN T 4 V=V EBHEH LTI IR I TRARN P07 7 A NVEERT DI, RO
BDOX I 72ARA N EANTILET,

A—H =T F TV IURAVTIFARN TR T 7 ANVEERTOGG. V3O T7A 7807«
= OIRITHIRSNET, 77T R TXA T YT 4 V=%, L CHAERRINTWE Y- 7 —
NREFNLUHERSNE T, 77U R TXATEY T 4 V=V OO T, aTHMEY — 2 25
LTLIZENY,

1

<polUni>
<fvTenant name="Corpl" status="">
<cloudAwsProvider accessKeyId="" secretAccessKey="" providerId="aws" status="" accountId=""/>

<fvCtx name="prod-1" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="import"/>
</bgpRtTargetP>
</fvCtx>

<fvCtx name="prod-2" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="import"/>
</bgpRtTargetP>
</fvCtx>

<cloudVpnGwPol name="VgwPol" status=""/>

<cloudApp name="payment" status="">
<cloudEPg name="web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="prod-1" />
</cloudEPg>
</cloudApp>
<cloudApp name="billing">
<cloudEPg name="app">
<cloudRsCloudEPgCtx tnFvCtxName="prod-2" />
</cloudEPg>
</cloudApp>

<cloudCtxProfile name="prod-web-east-1">

<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>

<cloudRsToCtx tnFvCtxName="prod-1"/>

<cloudRouterP name="RouterPl" type="vpn-gw">

<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkP1l"/>

</cloudRouterP>

<cloudCidr addr="10.10.0.0/16" primary="yes">
<cloudSubnet ip="10.10.1.0/24" usage="gateway" scope="public" zone="us-west-la"/>
<cloudSubnet ip="10.10.2.0/24" scope="public" zone="us-west-1lb"/>
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</cloudCidr>
</cloudCtxProfile>

<cloudCtxProfile name="prod-payment-east-1" status="">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-2" status=""/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkPl" status=""/>
</cloudRouterP>
<cloudCidr addr="20.10.0.0/16" primary="yes">
<cloudSubnet ip="20.10.1.0/24" scope="public" zone="us-west-la"/>
</cloudCidr>
</cloudCtxProfile>

</fvTenant>
</polUni>

RESTAPI ZEA L=V 5VF ) =230 DEHE

ID®T7arTiE, RESTAPIZMH LTI/ I U R U —Va Vv aEHET L HEZRLET,

7R Y— g UERERT SIS

<polUni>
<cloudDomP name="dom-us-east-2">
<cloudBgpAsP asn="64513"/>
<cloudProvP vendor="aws">
<cloudRegion name="us-east-2" adminSt="managed">
<cloudZone name="us-east-2a"/>
<cloudZone name="us-east-2b"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RESTAPI Z{FRL1=7 1 L2 DERK

ZDE® T arTiE, RESTAPI #fEH L C7 4 V2 21ERT 5 HiEE R LET,

T A NVEEAERRT DL, ROFIREZFEITLET,

https://<IP _Address>/api/node/mo/.xml
<polUni>
<fvTenant name="intervpc" >
<fvCtx name="VRF1"/>
<cloudApp name="CloudAPl" >
<cloudEPg name="CloudEPG1" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
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<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />
</cloudEPg>
</cloudApp>

<vzFilter name="http" annotation="orchestrator:msc" >
<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful="no"
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>

</vzFilter>

<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >

<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />

</vzSubj>
</vzBrCpP>
</fvTenant>
</polUni>

RESTAPI 2R L=7JUr—3> JOT7 74 IILDER

DO T a T, RESTAPIZERA LT ) A— gy Fa 77 A Va{ERT 5 FiES
RLUFET,

1R BHHIIZ
T FEEKRLET,

TIVIr—vary Tu7 A VEERT D ITE

https://<IP_Address>/api/node/mo/.xml
<polUni>
<fvTenant name="intervpc" >
<fvCtx name="VRF1"/>
<cloudApp name="CloudAP1l" >

<cloudEPg name="CloudEPG1l" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />

</cloudEPg>
</cloudApp>

<vzFilter name="http" annotation="orchestrator:msc" >
<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful="no"
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>

</vzFilter>
<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >
<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />

</vzSubj>
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</vzBrCpP>
</fvTenant>
</polUni>

RESTAPI #{ER L7127 5 K EPG D{ERL

ZDOFITIE, RESTAPI 2 L CZ 7 v K EPG Z1EkT B HiEEZ R LET,

1R BHIIZ
TV r— gy a7y A LE VRE ZERLET,

757 R EPG 1Bt 5 1C1E. ROFIEEZFATL £,

1 -
<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->

<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>
y y P

<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPG" status="">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>
</cloudEPg>
<cloudEPg name="consEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='consfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='consbaz'"/>
<fvRsCons tnVzBrCPName="httpFamily"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>

REST APl Z{FFB L 1=4Y&f© 5 & EPG D1ERK

ZOFITIX, RESTAPI M L CHE Y 7 U K EPG Z1ERR T 5 iiEE R LET,

1R BHIIZ
TV r—vay a7y Ak VRE #{ER L ET,

SE 2 T U R EPG ZARRT 5121E, IROFIEZFET L LT,
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1 :

<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->
<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>

<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPGInternet" status="">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=="'provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>
</cloudEPg>
<cloudExtEPg name="consInternetEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<fvRsCons tnVzBrCPName="httpFamily"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI ZER L0959 K 77— FDERK

ID® 7 arTiE, RESTAPI A LTI/ I U K 77 L— b aERkT B HEEZ R LE
T, 77U RTUTL— DM OWVWTIE, 79U R T Uo7 L— O 22 LT
éb\o

REST APl (I, BIRL/-FA B XA EFTNDEA FITE > THEARY E9, Cisco Catalyst 8000V
@5/('ny &4) 7°6i\ cloudtemplateProfile %@i‘]’%j‘7yi 7 ]\O) routerThroughput 70
BT ko TGS NE T,

[routerThroughput] 1@75) [TO/Tl/T2/T3] 28 Lfb\é%/fl\\ Cisco Catalyst 8000V X BYOL T
Cisco Cloud Network Controller |Z Bl S E ¥, [routerThroughput] fE2S [PAYG] D&, Cisco
Catalyst 8000V (% PAYG T Cisco Cloud Network Controller {Z 2B S i1 E 3,

AT w71 BYOL @ Cisco Catalyst 8000V % B4 5720007 T K77 L— b &/ERT HI12iE. ROFIEEEFT L
£,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">

<cloudtemplateProfile name="default" routerUsername="admin" routerPassword="rtpssw"
routerThroughput="15"

routerLicenseToken="hYjZhYjItYTgOmrtrL150cStS%0AUzZRSZz0%3"
routerMgmtInterfacePublicIp="yes" routerDatalnterfacePublicIp="yes"/>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>
<cloudtemplateIntNetwork name="default">

<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>
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</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>

</fvTenant>
</polUni>
GE) Tier2 (T2) I%. Cisco Cloud Network Controller 3V R—+ 4255 7 4/ DA L—TF v N Th
D N J:%BOD [cloudtemplateProfile] %fiif%ﬂ‘7“/ﬂl7 ]\0) [routerThroughput] 70‘3/\05:4 <
RSIET,

PAYG @ Cisco Catalyst 8000V Z &3 272D 27 T K77 L— FZAERT 511X, IROFIEEZFEATL
iﬁqo

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerUsername="admin" routerPassword="rtpssw"
routerThroughput="PAYG"
vmName="c5.4xlarge" routerMgmtInterfacePublicIp="yes"
routerDataInterfacePublicIp="yes"/>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>

</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>

</cloudtemplateVpnNetwork>

<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>

</cloudtemplateExtNetwork>
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</cloudtemplateInfraNetwork>

</fvTenant>
</polUni>
PAYG Z/L—7" v K &R 5854, vmNames D VY A R 7225 vmName HIZ RS20 03H 0 £4, Zh
I%. Cisco Cloud Network Controller (Z &2 > TI TIZ/ER & dL, HERSRA TV =7 b cloudProvvmType (2 & 5
TERINLTWVWEHLDOTT,

WDFIZ, cloudtemplateProfile D7 H /T ¢ vymName (& K > T/R & 415 vmNamesTypes Z 7~ LE T,

AWSEC2 1 Y XB VR CCR X )L—Tw k vCPU D% AE

c5.xlarge BERS5XHTEY b 21— |4 8 GiB
7 b

c5.2xlarge BERKIOXHTEY b & 8 16 GiB
N—"T"> b

c5.4xlarge "RRI0FXHEY b R 16 32 GiB
N—""> b

c5.9xlarge BERIOXHTEY b & 36 72 GiB
N—"7" k

cSn.xlarge ER25FXFHTEY b & 4 10.5 GiB
=" b

cSn.2xlarge R XHEY b & 8 21 GiB
N—""v k

cSn.4xlarge ER25 XY b & 16 42 GiB
=" K

c5n.9xlarge BER50XFHTEY b & 36 96 GiB
=" K

RESTAPI Z{EHA L TVRF JU—% JL— F DK

188 BRI

Ok va ryOFNEEFEITTHENZ, AEFVRFEO/L— K U —27 & 7 a—/3L 72 Inter-VRF
J—hK V=7 R — ICHHINTWABEREZMERL TSI,

ATV TN ROL REFeEAN LT, BRIR—RADN—T ¢ VTR ETITENC L ET,

<fvTenant name="infra”>

. Cisco Cloud Network Controller 1 > 7/R—% > b DR


cisco-cloud-network-controller-for-aws-user-guide-260x_chapter2.pdf#nameddest=unique_10/unique_10_Connect_42_section_qkt_hs5_wrb
cisco-cloud-network-controller-for-aws-user-guide-260x_chapter2.pdf#nameddest=unique_10/unique_10_Connect_42_section_cqh_hs5_wrb
cisco-cloud-network-controller-for-aws-user-guide-260x_chapter2.pdf#nameddest=unique_10/unique_10_Connect_42_section_cqh_hs5_wrb

| Cisco Cloud Network Controller 21 > 7/K— > k DHERL
RESTAPI %4/ LT VRE U—4 L— Lo [

<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>

allowContractBasedRouting17‘{‘—/L’F@:6i\ %ka)U\TFjLﬁ)O)%%ﬁ§ﬁ§§)@ gfj_o

strue: L— bk = v I RRWVEGEE . BICESHWTL— FRIRBL TS Z a2 rmLET, ANIRE
SINTWBEE, L=~y TSN TG X, FIAT7RIEZZHLES, L—bh~y
THRFETHEEIL, V— b vy TIEEIC KT A TREIETT,

efalse 77 4V FRTETT, V— EBRENIZESHNTY =7 EnTELT., bictr—h <y 71T
HONWTY =7 ENTWAZEERLET,

ATV T2 kROX D LREREHE AT LT, leakInternalprefix 7 4 —/L R&ZFEM LT, VRFICEEENN T ST XTO
7597 RCIDR D/L— ks V—2 2FHELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

<fvTenant name="t2”>
<fvCtx name="v2">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="tl" ctxName="vl1l" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

X7_' Vi 73 /k@c}: 5 fi&*ﬁ%%]\j} LT\ leakInternalSubnet / A —J b%{ﬁﬂ% LT\ VRF @“\OTFﬁﬁ@¢§’f€@}V‘— ]\ 75?
V—27 LET,

<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >
<leakRoutes status="">
<leakInternalSubnet ip="110.110.1.0/24" >
<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>

</leakRoutes>
</fvCtx>
<fvCtx name="VRF2" status="" >

<leakRoutes status="">
<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRFl" scope="public" tenantName=" anyTenant " />
</leakInternalSubnet>
</leakRoutes>
</ fvCtx>
</fvTenant>
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RESTAPI Z{FR L= o RILDY—R A 3 —D A4 R BROERL

1R BRI

ORI a ryOFEEEITTARNC., A DY—A A B —T = A ZAOIRIR |IZE0H X
NTWAIEREMR LT EEW,

WD X > EREE A LT, brRADERE

oA U H =T = A ADBIREHERL L E T,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">

<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@@7"

/>
<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>

<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="something” vrfName="xyz” >
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">

<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”
ikeVersion="vl|v2">

<cloudtemplateIpSecTunnelSourceInterface sourcelnterfaceIld="2" />
</cloudtemplateIpSecTunnel>
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
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