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Contract Cl:

Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 53)

Filter: UDP (port 53, 5000)

Contract C2:
Consumer: EPGl , Provider: EPG2
Filter: TCP (ports 80, 8080)

EPGl outbound rules:

EPG1 -> EPG2 TCP 80

EPG1 -> EPG2 TCP 8080

EPG1 -> EPG2 TCP 53
EPG1 -> EPG2 UDP 53

EPG1 -> EPG2 UDP 5000

EPGl -> 1.1.1.1/32 TCP 80

EPGl -> 1.1.1.1/32 TCP 8080
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EPGl -> 1.1.1.1/32 UDP 53

EPGl -> 1.1.1.1/32 UDP 5000
EPGl -> 2.2.2.2/32 TCP 80
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EPGl -> 2.2.2.2/32 UDP 53

EPGl -> 2.2.2.2/32 UDP 5000

Rules are consolidated by comma-separated filters (consolidated based on Cl and C2):
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EPGl -> EPG2 TCP 53
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EPGl -> 1.1.1.1/32, 2.2.2.2/32 UDP 53,5000
EPGl -> 1.1.1.1/32, 2.2.2.2/32 TCP 53

— > A — 4 ~ N NERNENY
D5 KREPGREZFHIEHTAIT4ILEELVH IO b+
B I NBLORT A NEOERER AT Mok, SESERT AV — a3 F
IV — b RORMEN -T2 D 7 T T REPG a2 T 7 MNEOIRA L BAEMNAEE
W0 9, WRORIE, BEERY Y — MIT) NOT 7Y r—3ar 7927 FBIO
TANEDOEFRE, THUNNOMOA T 27 N EDOERERLET,

Cisco Cloud Network Controller /K ') — E£F /L .



Cisco Cloud Network Controller K1) — EF)L |

B /sorreaEesaTss Lass U IO b

H8:H4ITTxy rELUT (LA

Legend

= Eachboxis an object

*  Solid lines indicatethat objects contain the objects below

+ Dotted lings Indicatea relationship E
= Linindicates one 1o many: nin indicates many 1o many

ay I MTE, BEOWBEL—LEZEDLENTE, B0 7 Z 7 FEPG 3RO o
VEI U MEMBBIORMETEET, AU —0OREFIL, HHEBERY O —AERIcE
L., 77V —va b OBBOA L AX ATINGDRY U —%FFHTE 7,

)

G¥) ¥ 7Y =7 M Cisco Cloud Network Controller THEFRRIZZARY . RETX EH A, Azure
WA VA R—= L ENTWBL—LDGE, 74V % = M) THEINZEF LA — K
IEE IR EE A

YTl FBILORT A A ZIZROFT S a A>T Y 5% KREPG BIEEEHRLET,

c T ANHF, LAVI~ VLA TYL4T 4=V, LATV3 T b3 XA TR ED TCP/IP
Ny H—=T =)V LATYAR— R ETT, BB#TLH5a 877 MIfE-T, 77U
REPG 7'm /34 X —X, INBLOOUTH FDHmTTr ha Bl OR— hERELE
T, AT ROV TV ME, 2 T NERETAMEHETSIMO T TR
EPG ORCEH SN D 7 4 V% (BXOZEDJE) ~OR#MTNE TN TV ET,

TVl NI T MZEENTWET, =2 T FOY T V= R T 4L
AEMEALT, BETEXDMNT 74 v DIA T EREDIETERRELET, =& L,
HTTPS X vt —V DA, 7 V=2 MIZOFREFRIENDIPT RLA XA (1=
& xIXIPv4) . HTTP a2 Fa, BIXOKR— 2B ETLI 74N ZERELE T, 7
Tl NI, T A NEEEGEICT ARG T 20 ERELET, BT VX%
1 e SN Ed, BEhm7 2%, IN £721Z0UT o2 e LETH, il
WRLCRICTIES D A, BHHTZ 4 ZIEEAIC L TRIE T, INBXZOOUT @
WEEERLET,

cAzure HEERTL U A Y V7 ENBHACL2 Y b T 7 MEIFICAT—RZATHY, U H—
VNI T 4w EFALET,

. Cisco Cloud Network Controller K1) & — E£5 )L



I Cisco Cloud Network Controller X!) — E£FJL
s39k7vIL—roEz [

—_— S o
D5OFRTUTL—FOBE
75 v K77 L— NI, Cisco Cloud Network Controller f > 7 F X v NU—7 R ERB IV
BT AT L — MR LET, T — FMOIE, RECERLBEEREEDOLNNLET
T, TNHOHEE NS, 7T v KT 7 L — b Cisco Cloud Network Controller f > 7 T % v
NI —27 Dty b7 v P ICHBERFERREEZAKRLET, 2720, 1 FRD O EARKTILAR
<, T —FMANOERZBM, £, FFHIBRTEET, 777 K77 L— NI,
FIWIIG U CTRHRORTEEZEH L E T,

Azure % v MU — 7RO T RO 5> B, RS T A4 X— k7 F 0 K (VNET) T,
Azure TR T DL DV =Yg 2P HR—=FLTEY, | DO VNETIZ1 2DV —Y 302
A Td,

I RTTL—RE, 12U EDY =V a 4 EBEEL, TNHDY =V a T T T
VNET DR &Rz A L £, T bidA > 77 VNET T, Azure VNET (Z5F)59 5 Cisco
Cloud Network Controller FHRI A7 =7 b (MO) 1%, cloudctxProfile T3, 777 KT
\/701/*‘ }‘ T*E‘Hﬂiﬂéﬂflﬁq’\f@ U *“:/ =l ‘/&:ﬂ LT\ cloudCtxProfile %&Hﬂiﬂﬁliﬁk‘ éﬂjﬁ'@’«o
cloudCtxProfile@j:\ U ’““/ =l ‘/&Ziﬂﬁ?é?‘“fﬁ)ﬁﬁiﬁ)%i{j MO T'a—o %@T(:ﬂi\ q%;’
EOREEX Y T F T 5DV —L LTRKESNIZMDOZ OMORHY £F, 417
7 VNet @ cloudctxpProfile MOIE, 77U R 77 L — NMIXVAERKINET, ZHuT
ctxProfileOwner == sYSTEM ZfRiELE T, T, TO MO BT AT AIZL > THEKIND
TEEEWLET, AT TANT I TF ¥ Xy MU= DA cloudctxprofile & [E AKX
ET% i'ﬂ‘o :@%/ﬁ\\ cloudCtxProfile Li ctxProfileOwner == USER %‘ﬂlﬁli‘biﬁ‘o

Azure VNet D FH72 7" 11 /%7 ¢ [ CIDR T, Cisco Cloud Network Controller Ti&, ——¥ VNet
TCIDR Z# R L CEHBHTEET, 177 VNet ®CIDR I, 77U KA FOEYOE >
N7 THRIC2 =PI LTI IV R T T L— MIRikEn, 777 K707 L—hcLo
TAzure 7 77U NIZER SN ET,

U U —25.002) LA, createdsy & WO F LNV 87 4 BN CIDR ISEMENTWET, 2D
createdBy Ta T 4 DF T F )V ]‘1ﬁli USER "C“'éao

o« T RTCDHO=—HP —4ERK CIDR (22T, createdBy 7T 4 OfEIX usEr IR ESINE
j‘o

e VTR TFTLUFL— FTERENT-CIDRDIZE . createdsy 7 13T  OEIE sysTEM |T
MEINET,

BEDOCIDR 7wy 7 W T xy b 7ay %A 77 VNet THERKCTE £97, CIDR Z1ERK
L. AV 7T7ARNTZ7F ¥ VNet\iZH 7 3xy NEMEEMTLIZENTEEST, 77U RKTUT
L— bk 7 %> M overlay-1 VRE (IZ~ v B 7 ENE TN, 2—FERLEZY 73Ry bD
BA. FCA 77 VNet WD S XY VRE ~DV TRy k)2 VRE ~D~ v B 7 % F
B CTHRTLENDY £9, TREND VRF OFTXTOY 7Ry ME, VRF SEEO7-9DI
777 RN O —+ T—F v E2FH £,

A 77 TF 2 NTZ T REPG &7 77U RAEREPG #1EC&x E9, ¥_XTHZ F UK
EPG &7 70 RO EPGIZ. 1> 7T TF v hOv &) VREICEEEMITONET, D
VA VREINDZ 77 REPGIL, B & VREFNDODZ 7 REPGRBILUY 77 R4+

Cisco Cloud Network Controller /K ') — E£F /L .



Cisco Cloud Network Controller K1) &— £7)L |
B /svr7r7—rom=

B EPG LGRIETFHRET, fthoo~—4 55 h VRFINDZ 77 KEPG & bilfE T& £9°, BAF
DIIITIRALT7T) 7TV r—vary a7y ANVEEHET, fboics 77 77
YRMTHLWT T r—vary a7 A NVEERL, HTLWT U r—vary ey A
NEEH XY VREFDOZ 77 REPGE LIV 77U RINREPG IZBEAMITHZ L2 BEID L E
R

FEAIZ DUV T, Cisco Cloud Network Controller GUI #fH L7=7 7' U r—< 3 > EPG O{ERL
EHERLTL &N,

4 ? '7 }‘ 5:\/70 L— ]\ ﬂi\ cloudCtxProfile %7\‘/ U ‘_‘Llfk@c]: 5 fcﬁgiﬁ@ MO %Eﬁ LT%S
HLET,

A

7T R N—=H

VT TRN—=L A B =T ZADIPT RLRED KT
« hUFADIPT RLADEY BT LFHE

=T Ry I DIPT KLADEY BT LFRE

e

779 RTUyT L= ERRWNERIE. ThoDRELEHREHEYLET,

Cisco Cloud Template MO 7 — 7 /LZiX, 77U R 77 L— b ~ODAJ] (MO) OEENE
nTHnET,

®1:959FFUTL—FMO

A B#
cloudtemplateInfraNetwork IR TUTL—FNREDL—F, ROE
MEREENET,

numRoutersPerRegion : cloudtemplateIntNetwork
T E 31724 cloudRegionName D7 7 7 K
J— 2 DHL,

. Cisco Cloud Network Controller /8') — EF )L



cisco-cloud-network-controller-for-azure-user-guide-2505_chapter4.pdf#nameddest=unique_55

I Cisco Cloud Network Controller X!) — E£FJL

s39k7vIL—roEz [

A

cloudtemplateProfile

B&Y
T_RTDI T RIL—FDRET2T 71,
WO RN EENET,
¢ routerUsername
G¥) e 2—H4 % ladmin| (275

ZEITEEEA,

o Azure 73D D —H—Z D
PR 23188 FH v E 9,

® routerPassword

®* routerThroughput

® routerLicenseToken

®* routeDatalInterfacePublicIP

® routerMgmtInterfacePublicIP

cloudtemplateIntNetwork

770 RNV—2 &R T L% afRET S5 —
VarDUAMREENET, FY—Va
IZ. cloudregionName - MO ZNLCHxy 7
FyshET,

cloudtemplateExtNetwork

757 RNEHDA T T Xy FT—TREAN
IR EENET,

70 R N—FZPNEE Y T —F T HIC
FEISNTNBEY —Ua DU 2 MBREEN
F9,

KU —Ta %, cloudRegionName - MO I
LTCHY 7 F v InET,

cloudtemplateVpnNetwork

ACI A7 L I A B A MFEZIIHID Cisco
Cloud Network Controller -/ ~ T VPN % & E
THIZDDFTRNEENTWET,

cloudtemplateIpSecTunnel

ACIA V7L I A YA FDIPSec BT DIP T
RLR&EFXy7F¥ LET,

cloudtenplateosps VPN BEGEIC T % OSPE = U 7 %% ¥ 75+
LET,
cloudtemplateBgpEvpn FoFLIAY AL NEDOBGPE Y Y g LB

ET DI, ETIPT RLUA, ASNAR Y%
v 7 Fr¥ LET,

Cisco Cloud Network Controller /K ') — E£F /L .



Cisco Cloud Network Controller K1) — EF)L |

B s=usro0:0 roBReRy v iR

Cisco Cloud Network Controller Tix, 7 I U K 7 7L — MZ kb, MO OE{LILER D
Cisco APIC & [ I#ET-H72 0 £, BH D Cisco APIC TliL, 2 DDOEH L A Y Z BT 5
MO ZHRAMLET,

1. F@EE MO 2> B fiFR % A2 MO ~

2. fRUFE D MO 75 BAREY 72 MO

Cisco Cloud Network Controller (2%, > 77 % v hU—7 HOBMOEHEL A YHRH Y 7,
ZOBEMLAYTIX, 777 RT 27 Lb— hB cloudtemplate L HIZEM O MO 27 7 U K
ZATZEM OFREE MO IZEH L ET, A7 T Fv NU—THORETIK, 7TV N4R1T2EM
ICEEEMO 2R A FLET, ZOHAE. MO L@ H D Cisco APIC & RIS IZE@ T D2Jg 2 a3
TLET,

H9: 959 FELVI TV FFoTL— bMOLH

[
|
|
I
cloud:: : cloudtemplate::
Logical MO | Logical MO
|
|
|
|

CLOUDTEMPLATE Layer

cloud:: namespace validation

GE) 7997 RFTUo7L—bFOFREICOWVTIL, Cisco Cloud Network Controller = > 7R —% > |k
DRERL ZZ L T 72 &0,

BEEMNEA TV FOBRERY) O—FR

BREEIRI S A TV =7 ME, W] G/ ) OBRZILE L WEENIRA 7 =7 DA
VAHZ U AMORMREE L E T, MO ORI, IRD 2 ODFEDOWTINTY —A MO &
X —7 > b MO OIS S NET,

* cloudRsCloudEPgCtx 7% & DBIRMZ2BIRIZ. ¥ —7 » N MO &A% (DN) 12X < Btk
EERLET,

« LHITE DRRIZ, #—7 > b MO OARNIESW TR A ER L E T,

. Cisco Cloud Network Controller K1) & — E£5 )L


cisco-cloud-network-controller-for-azure-user-guide-2505_chapter4.pdf#nameddest=unique_19
cisco-cloud-network-controller-for-azure-user-guide-2505_chapter4.pdf#nameddest=unique_19

I Cisco Cloud Network Controller K1) — EF /L

Fornrkys— I

WORE O EHIE, WL D O—/% 7 MO ORfRZ R LET,
X 10 : MO DE 1%

* Introduced in Release 5.1{1)

Legend

+ Eachboxiz an object

+ Solid lines indicate that objects contain the objects balow

= Dotted lines Indicatea relationship

+ L iRdieates SN 10 MANY: NN IRdiCAtes Many 1o many g

lzl ziE. 77U FEPG & VRFHOS#HE, 25250 MO MOBREZERLET, 0

EITIE, EPG (clouderg) (ZIX, #—% > h®D VRFMO (fvcex) DARIBAHWTBELR MO
(cloudRsCloudEPgCtx) ﬁ’ﬁiﬂi ﬁ‘o 7:’_ k /%Ji\ %*%@bﬁ‘ VRF% (vatx.name=production)

T&)é%ﬁ\\ B@ﬁéODZEﬁiiiﬁ@J (cloudRsCloudEPgCtx.tanCthame:production) @:iﬁ@ i‘j—o

A E BRICES AR U — RO, —BT 24012 FF>% —%7 >~ MO BBIEDT
T U MIROMHLRWEGS, ACIYZ 7T KA V7T A NT 7 Fx 3@ 7 b Cifk 23
TLET, &z, =2—VDO7F v F 7 F 7 REPG BT MIFFAE L7V VRF & Xf5 &
L7-BEMO 2 & A CWeE, AT ALl T v F CEORBROMREZRITLE T,
LRI E BN BAEDT > P ERITIEOT I B TR TER2WEA, ACLZ 7T R A v
TIANTIFxlE, T7ANN R IR ERITLET, T 740 b RN —REBIE
OTF v MIFET %G, ThBERAINET, HFELRWEGA, ACIZ 77 RA 7T R
N7 F X IFHBEOTF U N TT I AN R =2 REBELETS, V79U R aryTxFAN T
o7 AL, VREBLXORaL 527 b (X2 T 4 RY—) OL4RIMTZBRIZTT 7 41
MR S IVEH A

—

TIHIL kR —
A

BE TN RY—E, BEFHITHIBRCTEEYA, T7 408 R U—FHIERT D
L RY Rk T o ANBREET TR REENAH D £,

ACIZV TG RA LV TIFARNTI I F XL, FOaTHEDEZLIIT 74NV FORY —%5 AT
WET, T4 RY T —DFNZIL, ROLDOBH Y £,

Cisco Cloud Network Controller K') & — EF )L .



B orrrmue—

Cisco Cloud Network Controller /R') & — EFJL |

* Cloud Azure 7 A X — (L7 F TF 2 M)
cEBE=H Y T LREHER

\)

GE)  T74 K8 R —5 AT R E T HEORELAET 572012, T 74V 8 R
U —llMzabhn=ER a230E L LET, T 7408 R —2HIBRT DRI, BESE
TR DOBRENT 74V R Y U —IEFL TN L 2R LTSS, 7ok
ZIE, TI7AN DT 7= 2T OEHR) o —%HIRT 5L, [FEOT7 7 —2b U
7 OFHIRIENA UL AREMEN H Y £9,

T 74N RV =, ROEEOHIIZER I ET,
VIR ALVTITANT I F Y OERENETNVNOT 7 4V Mk EEEXTEET,

 BHLEDHRAR R Y o —Z AL U2V E4E . Cisco Cloud Network Controller 135 7 /L
FORY —%MALET, BEHEILT 740 FOR ) —Z{ERTE | EEEDIIRA
Vo —Z AL L2V R Y | Cisco Cloud Network Controller IZZ DR Y & —ZfEH L £,

WD F VAT, — R Y S —fREOEEICOW T LET,

HERRIE. T AN R —EIRIICEBRLET, BIEOT T NMIT 74V R R
VNHEETDIHEIR. TBERINET, FNUANOGEEIT. T NEBDOT T
R RY —NMERENET,

MERIT, BUEOT T2 M ERIET Ty MEBICFE LR WARIFERY o — (T 7 4L B
TRV 2B LET, BEOT T MIT 740 h RY —2b DAL, Tl
ManEd, TNLANOHET, 770 VEBOT 740 N R =S ET,

\}

GE)  EEovFUAIE, 72 Fo VREIITEHA SN EH A,

WERIIAR Y =B ESRLEY A, BUEOT T MNIT 740 N RY =R 25
&, ThMER S ET, ThEADOHEE, 7T MRBOT 7 4L R Y =i
SNET,

RV —FT /L, A7 V=7 FRHFO FICBEREENG A7 Y27 b (MO) ZFHoZ &
WEoTHIDORY =% HL TS Z &0, BfE MO BA4AFNZE>TH—F v F R o—
ELWRT L EEBELET, ZOBERNS, ARNCKD2HRNZRRY O —SBETDRWGA
WZIE, VAT AL, TV REREINIRY o—2 R L LY LET, 79T RarvsF
AN 7ua7 7 AL VRE X, ZON—LOFIITT,

. Cisco Cloud Network Controller /8') — EF )L



I Cisco Cloud Network Controller X!) — E£FJL
#x4—cz [

HEEH—EX

57 b7 T REPG X, £FTF U MEEND L T I VA A —T = A%
ML THDOT > b T REPG ZlniETEEd, RLT T MT, D VRFOZ T
REPGIL, 77 v FCEZRINTZENEZEL T, BOVRFOROZ Z 7 REPG LilfF T& %
T AURNT T N AUE =T oA AL, BedT T NMIEENDZ TV REPGIZL - T
YET7U MHBEA L HA—T 2 A AL L THHATEDLIMOTY, A ¥ —7 = A A~ORFHE{FF
ko T, 79U REPGITEBET v MZEFENDLIL I T T ba~DA U H—T A AT L»
TERINAFRIT IV EZWHELET, 7570 MIBIMTEEINZE—~0a s 77 M
SZMTEET, LVELWEX2 VT B, 7T P AEWZERICMS LI EEICRD
T T, IR M, HRITIVEBIR T AN FOFREERETDH I E T T
ZEMTEET,

IHEY—ER a7 7 FORERIL, ROTA T A A>T ZEN,

cHHV—E AT, BELRWCIDRY 7 Xy hOATHR—FEnEd, HEHI—LAD
CIDR %7 3%y hEREERTH EEX, ROTA RT7 A4 I - TLIEEV,

+ %% VRF " HiAL7Z CIDR 7 % v MM, OIS CWARENRH Y, EHELT
13720 FH A,

Doy a—~v— %y NT—IND VREIZ, £RIIF0OMICT RRZ AL XEN
HCIDRYV 7%y MI, UIVEES N TWALERHY, BEEL LR 8 A,

TV MR FT 7 MIT T v — S VEPH BT,

Cisco Cloud Network Controller /K ') — E£F /L .



Cisco Cloud Network Controller K1) &— £7)L |
B s5v—cx

. Cisco Cloud Network Controller /8') — EF )L



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



