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ATvT5

Py LR Y v |

o GUI Z il L CTHMEB EPG & 1ERLT 5 121%. Cisco Cloud Network Controller GUI Zfifi [ L 72 41# EPG
DOIYERR 2B T IE &V,

« SN EPG O [VRF] 7 4 —/L KT, Z DA EPG FICER L7=A > 7 7 78 A I VRF &R L £
j_o

« M5 EPG O [JL— FEIZEREE (Route Reachability) 1 C. [#M8H 4 b (External-Site) ] %%
WLET,
« REST API Z{#H L THMEB EPG Z1ERKT 5 121X, REST API 24 L7-458 2 5 &7 K EPG DAERL %
ZHRLTL7EEN,
ZOYA MM EPG 12X, A7 T THRARENSD VRE ZfEH L1,

o % A 7 site-external O 2 Z U K EPG Z1ERk L £77,

Azure portal Z/P LT, A7 v 72 (105—2) THELEZ VPN — U =A Ty hDOA T 5
VNet (281 bU—2 =D = A ZERL £,

INHOFETIE, 7L I 2 YA F235 Azure VPN 7 — R 7 = £ ~® IPsec 3 L N BGP #5#: & i 5E
LEJ, FEMZoOWTIE, Azure 1 FORDOFTLEFEESHRL T ZE N,

https://docs.microsoft.com/en-gb/azure/virtual-network/virtual-network-configure-vnet-connections

a)

b)

¢)

d)

Azureportal T, FAER Y FU—2 = U =2 A T DV VY —A v R =V ¥ {fix Y hU—7
BE#hLC, (Y NT—27 F— b U oA ZERLET,

FEAIT, [V —ADMER (Createaresource) ] Z iR L, & (ZVirtual Network Gateway & A7) L
ij‘o

MRBEER T RERY bT—9 — b4 (Virtual network gateway) |1 % o5 C, = U %
7V v 7 LET,

MRy FJ—%9 #— kx4 (Virtual network gateway) 12— C. [¥ERX (Create) ] Z iR L
\i—g—o

MRy kD—9 55— kA4 DR (Create virtual network gateway) ]-X— T, RO 7 4 —/b
R e ffHae A LET,

cHTRHYTLay  WURY T2 7Y P a U RBIRENTWDLZ 2R LET,

cY—=RTN—=T Ry P =T BT DL, VY= A T A—T R HBRICBRRS L E
ﬁ‘o

< BT AR Y FU—2 F— U = A DAF

)= a3y iRy NI PREBEINTWAEFZET XL 212 [U—23 > (Region) ]
T4V REEELET, BIMERY hT—2DH5) —Ta VAR L TWARWVWEA, K
xRy NI =27 X [RER Y D —2 DFEIR (Chooseavirtual network) | Ka v 7% 7 A2 FKR
SNEHA,

e HF—boxA B4 T [VPN] IR L £,
* VPN % 4 7 : [Route-based] % &R L £,
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* SKU : [VpnGwl] ZE#4R L £ 7,

« {4 : [Generation1] Z3&R L £,

ARFEARy FT—% : [overlay-1] ZEIR L E5,

cNTYY D IPT7 LR [HRER (Create new) ] Z3ERL £,

cNNTYYIIPFTRLRE : "T U w7 IPT FLADAHTZRELET,

- active-active E— FZAZICT 5 : [#ERh (Disabled) ]IZi%EL 7

+BGP DAL : [A%) (Enabled) JIZREL 7,

cBEVATLES (ASN) : VPNS'— hU = A O BGPASNIEAZ A LET, 774/ b
TlE, Azure 1% 65515 O ASNfEZMEH L £,

[#€52 + EA (Review + Create) ] Z#{R L, [¥EM (Create) 1 T/ — b7 =1 OERLZ B L £,

REPHER SN, F— bV =ADBRHALES, BEXRY FU—27 F— U =A OFERIE, ETT2
ETICHRAS I DZERH Y £7,

Ry NU—7 F— Ny oA DIEFIZEA SN Z L 2RI 5120, (Exy hU—27 F— |k
7 = A (virtual network gateway) |- X—IZBEIL T, /ERL7ZIE0 ORAER Y FU—7 F— |
U A BRI L, [BRFE : #AL (Settings: Configuration) 122V v 27 LT, (RMXy FU—2 F—
N A ORERGEEZ R LR L ET,

ATYvT6 v—hNFy b I—7 F—bhToAEERLET,

COERTIE, n— AN Xy M= F—=1rUxA1F, AT VI ADPsec TN AERT ATV
J RTY, = Fy NT—7 F— T A ZERT DENT, IRO/NT A —F Z Ui LE T,

b)

¢)
d)

e)

«BGP Ht v 27 A% 5 (ASN)
e /X7 U w7 IP 7 KL A (Public IP address)
AR NI =T 2 AT RNZ A XTHVENGDA LT VIAYST Ry b0 2T

FL A Z~_R—2

Azure portal T, B —A)b Xy FU—7 F— U = A Z{ET % Resource Manager = — % /b % k
T—7ZBEHL T, a—Vxy NU—2 F— R U= A Z/ERLET,

FEAIT [ Y —RDYERL (Create aresource) ] &R L. fFIZ TLocal Network Gateway| & A7)
LET,

BMBERCT[(a—IN Xy NT—2 F— R U2 RO T, = V&7V w7 LET,
[B—hHIL vy bT—H H— x4 (Local network gateway) ] ~2—C. [#ERk (Create) ] %1
RLUET,

[A—AIL Ry FT—D =+ x4 DR (Createlocal network gateway) ]1-<—C, IRD 7 4 —
v RICE 2w e A LET,

c KR B—HN Ry NU—T F— Tz A DLHI,
cIVRKRALA UM [IP7 LR (IPaddress) ] ZER L %9,
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ATy 71

Py LR Y v |

s IP7RLR 8= Ry NU—7 F—F oA O@EYRIPT RLAZATLET,

e 7 FLRZEM: 7 R RAZEMICHEYIRMEEZ AN LET, 72 20E, VPNF— b oA (KAER >
NT—2 =0 xA) ZHEHLIEEROMK (9—) OFEFIZHEHALT, 207 1 —
JL RIZ 192.168.0.0/16 BN L E 9,

*BGPEREDHER : ZORELXZANITHICE., Fev /AR 7 2% 7Y w7 LET,

cBEVATLEE (ASN) : u—h)L Xy NU—7 F— U= A OiEtl7s BGP ASN % A7)
LET, ZHUE, VE—F T4 AD ASNFETT, =& xiX, VPN —hU oA (RfER v
NO—2 =10 xA) ZEHLEBROMK (9 X—) OEIZERALT, 207 4 —
JL RIZ 65150 2B L £ 97,

*BGPEFZIP7FLR : ZD7 4—/L RiZiE, AT VI RATNAS REHTSHBGPETIP T
KL 22 AN LET (Azure iRy N —7 F—ho=Af TiEHY FHA) . 72& 21, VPN
F—=brTxA Ry NT—7 F—bt0=A) ZHEHLZEROMER (9 X—) OHFK
BlEfERA LT, 207 —/L KiZ 196.254.0.8 ZIBIMLET,

HIRHYToay A7y 75 (113=Y) OFBFRy NU—7 F—buoAIEHALED
DOEREICYT AT g U EBIRLET,

cY—RGI—TF AT w75 (11 =) DRy NU—7 F— oA |EHL7ZD
LEICY V—R TN —THZFIRLFT,

GFR AT v 5 (11%—=2) OfFEXRy NI =0 F— o= A A L= LR U (U —
vayr) EERLET,

[#EE2 + /ERX (Review + Create) |1 #3&R L, [{ERL (Create) | T/ — b = A OIELZRLE L £77,

BENHERR S, F— b =A DR L £,

a—HN Ry NT—7 F— "= ANIEFICEBE SN2 E2HRTHIZE, (=AY RU—
27— k7 =4 (localnetwork gateway) ]-<—IZBENL T, fER L2V O —H L Ry RU—
7 =R U oA BRI L, [R5 : #A (Settings: Configuration) 1227V v 27 LT, u—h/L X v
NO—2 = U = A OBEREZ R B LOMHERLET,

Azure UBF Y NU—2 F— R T xA pbr—HL Xy NU—2 F—RTxA{ (G 7L I A0 IPsec
F A R) ~OD VPN Efee 2 1Bk L £ 3,

a)

b)

¢)

d)

Azure R—H VT, FIERY NU—0 F— R U2 A OXR—=VIIBEIL, A7 v 75 (11~—) T
YERCLTZ Azure IRABER y NU—20 F—Fr U= A Z BOFF T,

ERR LTy N —2 = b0 = A 28R L, [BRFE : #E#i (Settings: Connections) 1 &7 YV v
7 LET,

[Ein (Add) 1%27 U v 7 LET,

[#EHDEM (Add connection) 17 1> RUMRBHE £,

ZDOVPN#ERi % Azure KB Ry NU—7 F— R oA hbm—F)V Ry NI—7 F—F o=z A (4
VLI AD IPsec TNA R) ITIBINT AT OICHLEREREASTILET,

° [*&%ﬁg’fj} (Connection type) ]74‘_‘/1/ KT, (¥4 F¥ (IPsec) (Site-to-site (IPsec)) ] &
BIRLET,
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ATvT8

ATvT9

ATv 710
ATv7T1N

c[MRERY bT—H H— b4 (Virtual network gateway) 1 7 4 —/V R C, A7 v 75 (11
=) TERLEZ Azure (IR Y U —27 F— b U oA ZRINLET,

[A—AIL Ry FT—9 H— kx4 (Localnetworkgateway) 17 4 —/L K C, A7 v 76 (12
NR—=V) TERL7zm—HN Xy NI —7 F— oA B@IRLET,

«[BGP #8395 (EnableBGP) | 7 4 —/V R CF v IRy 7 A% 7 V) v 7 LT, ZOH
? BGP ZH#Z L £,

=k

« [IKE 78 k3L (IKE Protocol) ] 7 4 —/v R C, [1kEv2] ZHER L £7,

e) Z D VPN EGOMERIEROANNET LEES, [OK] 227 Y v 7 LET,

Azure 705 VPN #7T > 7L — b2 X rn—RLET,

a) Azure R—Z VT, IRy NU—2 F—= b U2 A OX=VIZBEIL, A7 v 75 (11 ~—Y) T
1ER% L7z Azure IRAB R v U —20 F— R U = A ZROTFTET,

b) ER LRy NU—2 F— U= A Z3IRL, [BRE : #&#E (Settings: Connections) 1 %7 U >
7 LET,

c) MR L7c VPN Bt DA RTZ IR L £77,

VPN #fe OB — U NF RSN ET,
d) [#>0O— K& (Download configuration) 1 %2 V v 27 L%,
[#r2>O0— K#/E (Download configuration) ] 2—Y 0 FRENET,
e) [#™>O— F#aL (Download configuration) ] ~4— < TR DEIR 24TV E T,
o [T/IN4 R R F— (Devicevendor) 1 7 ¢ —/L KT, [cisco] Z IR L ET,
«[T/RA4 R 773 (Device family) ] 7 4 —/L KT, [10s (ISR, asr) ] ZBIR L F7°,
[Z7—LoxzF7 /N—2 3> (Firmware version) 17 ¢ —/L KT, [15.x (IKEv2)] ZER L F
R
f) [#o>0—K# (Download configuration) 1% 27V v 27 LE7,

Hyoa— RLEHEERT L —h 7740 ETF A N 57 0 X TCHE, BT 7 L— FOERIC
WEo> CTHERREZITVET,

W, T L — N TRERTEE L. BGPEDIRD T 4 — /L ROR T,

« LOCAL_ROUTE : Azure |27 RARZ A X T HMERNHDH LRy NT =7 THLMERHY £7, T2 &
ZIE, VPN — b =A (fBRy NU—2 F—1rTx=A) ZHH LERO#E (9 —)
ORESFEFERTAE. 207 4 —/ RiZ 192.168.0.0 E AT LET,

* LOCAL_MASK : 255.255.255.0 CRITIUIR D FHA

RELTHRT L — MR RELTHUET,
ELT-HERT L — a2t 713 2D IPsec 7/35 AZEALET,
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Py LR Y v |

ARy U —2 F— b U =A) M L ROMK (9 ~—) ORIz

FEOWTHRE ST 7L — b DBl 2RI LET,

access-1list 101
access-1list 101
access-list 101
access-1list 101
access-1list 101

access-1list 101
|

permit
permit
permit
permit
permit
permit

ip 192.168.0.0 0.0.255.255 10.80.0
ip 192.168.0.0 0.0.255.255 10.80.0
ip 192.168.0.0 0.0.255.255 10.80.1

3

esp host 52.152.235
udp host 52.152.235
udp host 52.152.235

crypto ikev2 proposal Azure-Ikev2-Proposal
encryption aes-cbc-256

integrity shal

group 2
exit
!

crypto ikev2 policy Azure-Ikev2-Policy
proposal Azure-Ikev2-Proposal
match address local 173.39.125.130

exit
|

crypto ikev2 keyring singaporeisr-keyring

peer 52.152.235.192
address 52.152.235.192

pre-shared-key 0123456789cisco

exit
exit

crypto ikev2 profile Azure-Ikev2-Profile
match address local 173.39.125.130
match identity remote address 52.152.235.192 255.255.255.255
authentication remote pre-share
authentication local pre-share

lifetime 28800

dpd 10 5 on-demand
keyring local singaporeisr-keyring

exit
|

2

o O
o 0w O
OO‘O
coo
- o e

.192 host 173.39.125.130
.192 eq isakmp host 173.39.125.130
.192 eqg non500-isakmp host 173.39.125.130

crypto ipsec transform-set Azure-TransformSet esp-aes 256 esp-sha256-hmac

mode tunnel
exit
|

crypto ipsec profile Azure-IPsecProfile
set transform-set Azure-TransformSet
set ikev2-profile Azure-Ikev2-Profile
set security-association lifetime seconds 3600
! Note: PFS (perfect-forward-secrecy) is

!set pfs None
exit
|

int tunnel 11

ip address 169.254.0.1 255.255.255.255
tunnel mode ipsec ipvé

ip tcp adjust-mss 1350

tunnel source 173.39.125.130

tunnel destination 52.152.235.192
tunnel protection ipsec profile Azure-IPsecProfile

exit

interface Loopback 11
ip address 196.254.0.8 255.255.255.255

exit

an optional feature (commented out)
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router bgp 65150
bgp log-neighbor-changes
neighbor 10.80.1.30 remote-as 65515
neighbor 10.80.1.30 ebgp-multihop 255
neighbor 10.80.1.30 update-source loopback 11

address-family ipv4
network 192.168.0.0 mask 255.255.0.0
neighbor 10.80.1.30 activate
exit
exit
|
ip route 10.80.0.0 255.255.255.128 Tunnel 11
ip route 10.80.0.128 255.255.255.128 Tunnel 11
ip route 10.80.1.0 255.255.255.128 Tunnel 11
ip route 10.80.1.30 255.255.255.255 Tunnel 11

ATy 12 VPN Hhia it LET,
a) Azure "—F /LT, Xy NUV—7 = 0o A OX=VIZB#HL, A7 v75 (11 X—Y) T
1B L7z Azure IRAB R v U —2 F— R o= A ZROFET,
b) ERL7RERy NU—2 F— U= A 23U, [BRTE : #&#; (Settings: Connections) 1 %7 U >

& ]\/ij—o
c) TERC L7z VPN 508 (27 —# 2 (status) 1 FIC [#EfRFH (Connected) ] L RRINTWNWDH I &%
B L £,

ATYT13 VHEA LY FEMHLUTRERY FU—27 5= U =A ZRBT 2N E I NERELET,

e UXA VI MR LTRERY NT—2 F— b U =A ZRBETIHEEX. A7 v 7 14 (16 X—)
R FE T,

VA ALY FEFEHLTUEERY NT—7 F— b oA ZREATDIHAE. VAL L7 NI —
A FNL ZEHER LET,

GUI £721Z RESTAPI AL TU XA L FHIZY—E R FAAAL ZZHERT DI, LA T 40
5L AV TV —ERDENZZBLTIZE N,

ATYT14 JTUREPG L, ARy hU—2 F— T oA IZX > TER SN EPG E DRl T 7 b
FRERE L E T,

cGUI LTy 77 M&aERMT D121, Cisco Cloud Network Controller GUI Z 18 Fi L 72 22K D
e R L TL &V,

*RESTAPI ZfEH LT hT 7 FaRd5121Z. RESTAPIZfEMA L2 T 7 NOERL 2%
HBLTLLEEN,
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