H—E X EPG #& k51

P —E & EPG OFEMIZOWTIE, LTFZBBLTLEEN,
VT RY—E R RKRAL N T—F
» Cisco Cloud APIC GUI % [ L 7= 4 — & A EPG D1ERL

« REST API Zfi il L 72— & 2 EPG DIERL

WD¥E 7 g Y —E R EPC O GIZ R LET,
» Azure Kubernetes Services (AKS) ¥ —t & EPG a5 (1 _X—2)

Azure Kubernetes Services (AKS) H— E X EPG ¥Rk 5l

IOk var T, WOREEFFOY—E X EPG Bl 24 5 TIEZFHHA L £,
e H—E X &4 7 : Azure Kubernetes Services (AKS)
« Azure Kubernetes Services (AKS) (21, DY —EZR~DT 7 & ANRNNLE T,

e Cisco Cloud APIC 1%, ZZIZU A FENTWABL—LOTal T I 72EEMbL £
R

https://docs.microsoft.com/en-us/azure/aks/
limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters

BT BENR I TR RAT 4T DX A TORMATIE, ¥ —E AT VNet £7=
I 7Ry R TA VA U2 ELET (Cisco Cloud APIC #41 L TIERR) ., 72 & xiE,
Azure Kubernetes Services (AKS) ¥ —E A%, Cisco Cloud APIC |Z L » CTEHINL YT
Fv MIBEBTEET,

cTIERBALT : 774 —}

AKS O Z D% 7))V H—¥ X EPG Z#EkT 2 FIEIL, kOE®Y v a TRt ET,

#—E X EPG BAH)
|


cisco-cloud-apic-for-azure-user-guide-250x_chapter3.pdf#nameddest=unique_43
cisco-cloud-apic-for-azure-user-guide-250x_chapter4.pdf#nameddest=unique_49
cisco-cloud-apic-for-azure-user-guide-250x_chapter4.pdf#nameddest=unique_111
https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters
https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic#required-outbound-network-rules-and-fqdns-for-aks-clusters

4 —E % EPG #Hf |
B /5o o752t 707 0T TRy LR

HS5SH R aAVTFFRNTAT7PAILTYH TRy FOERK

N SDOFNETIX., Azure Kubernetes Services (AKS) " —E X EPGIZ Lo TEAIND 7 T
TRavTXAN T T A MY TRy FEERT D HIEICOWTHBALET, Zbo
FJETIX. Cisco Cloud APIC GUI Z{FH L TR EEZITWVET,
1R BHIIZ

1 ODT T 7Y 74 KT, Cisco Cloud APICGUI 2w 71 > LET,

cBIDTZ Y 7 4 R T, CiscoCloudAPIC A > 75 TF > "D Azure 7 A7 MMz
TA L, Azure BEUR—Z VIZBEI L £9,

https://portal.azure.com/#home

AT Y F1 CiscoCloud APICGUI T, [41 T2 bk (Intent) | 7 A 2% 2 Vw7 LET,
[>Tk (ntent) | A==z —BERRINET,

ATV T2 [Tk (ntent) [IRBRY 7 ADTFIZHD Key T X RNE7 Yy L, [TTVr— a3V ER
(Application Management) ] Z#B8&R L £7,

[7FUr— 3 0EE (ApplicationManagement) |47 v a DU A RR[A T2k (Intent) | A==—
ICERSINET,

RT9T3 ATk (ntent) | A==2—0 [FFUH— 3 U FE (Application Management) ] U A KT, [ 5
DRaYRSO L TAT7A4ILDERK (Create Cloud Context Profile) 122V v 27 LET,

(V59 FRavTFFRA M TOaT7 74 IILDOER (CreateCloud Context Profile) 17« > RUBNFRENET,

Create Cloud Context Profile - X

General N

Select Tenant >

Settings

Il 5 —E X EPG RS


https://portal.azure.com/#home

| ©—E X EPG #RHI
AKs 0559 k4 —£ 2 6 ot ]

ATV 74 [UF9FaVTXFR L TOT774)ILDOER (Create Cloud Context Profile) 1 v ¢ > R IZROIE#H % A
HLET,

BRI VTV RN aryTXRAN TR T A NVDARTIEANTILET, 7oL 2 IE, ct_ctxprofile_eastus T
‘j‘o

e TFTUR[TFTFUFDEIR (Sdect Tenant) |27 Vv 7L, Z2O2—RA T —ADI T K arsrx
AR TaTrANDT I FEBRL T, &R (Sdect) 1227V v 7 LET,

)= 32 [Y—= a3 DFER (SdectRegion) 1 #7 U w27 L, U—var (fl: eastus) &R
L. [#R (Select) |22 Vv 7 LET,

* VRF : [VRF M:#iR (Sdect VRF) 1 %7 UV v 7 L, i#bY)7e VRF Zi&R L, ER (Sdect) 1227V v
7 LET,

+ CIDR MiB0 : CIDR 1E#AE AT LET,
1. [CIDR MiEMM (AddCIDR) 1 %27 U v 27 LE7,

2. [CIDR 71O w4 & (CIDRBlock Range) | 7 4 —/V RIZ7 RLAZ AN LET,
7-& %1%, 30.1.0.0/16 TJ

3. [FZ4a4<Y (Primary) | F =y Ry 7 R%e47 (%) 1ZLET,

4, [HIxy hDiEM (Addsubnet) 1227V v 7 LT, ¥ 73y F 7 L A% [7 FLA (Address) ]
WA LET,

72& %1E. 30.1.0.0/17 T, AKSZ T AHZITIZ338EDT RLARMKETHDLZ LITHEELTL
722N,

5 B2V vy7 LET,

VNet ¥— kYA IL—4F : ZOT7 4 — IV RKORY 7 A5 A7 GBPFFRE) LE-EFICLET,
VNet E7 VY : VNet 7 U U T HHNZT HI2IE, ZORy 7 Atz LET,

ATYTE BENKDSTZ5 [Save] 27 U v 7 LET,

RDZERY
[AKS D7 57 K #—E & EPG DIERL (3 =2—3) | ITHELFE T,

AKS DY 5 K H—E X EPG D1ERL

ZNHDFNETIX, Azure Kubernetes Services (AKS) #—tE 2 % A 7 Tr/ 77 K #—E X EPG
AR 2 B OWTHH LET, ZHHDOFIATIE, Cisco Cloud APIC GUI Z ] L Tix
EEATWET,

#—E X EPG BAH)
|



4 —E % EPG #Hf |
B »—cxereimm

1R BHHEIIZ

THOOFEICERRNIC, 79U RaryTER2A N a7 A LT Ty FOERR (22—
V) OFEEZETLTILEEN,

ATwvF1  CiscoCloud APICGUI T, [/ VT2 bk (Intent) | 742 %27 Y v LET,
[>Tk (Intent) | A==2—RNFREINET,

ATFYT2 [AoFb (ntent) MBERY 7 ADFICHL Kuy 7F o RKllEZ7 Vv L, [TFTIV5—aveE
1 (Application Management) | Zi&R L £,

(74— 3 U&EE (Application Management) | 47> a>®U A MR [A4 T2k (Intent) | A
—a—lZRKRENET,

AT9T3 [ATUbk (ntent) |A==2—D[FTYr—3 BB (Application Management) 1 U A kT, [EPG
DYERL (CreateEPG) |27V v/ LET,

[EPG MDYERX (CreateEPG) | 7 1 ¥ RUNKRINET,
Create EPG — X

General

Settings

Endpoints

ATv T4 [EPG DER (CreateEPG) | 7 « ¥ RUIZRDOIEHE AT LET,
cB&HI: 77U R Y —EREPG DA4RIZANLET, 72& 21X, svec-Hub-AzureAKS 72 £ ¢,

cTFFUR[TFYLDEIR (Sdect Tenant) %27 Vv 7 L, ZO2—A Fr—ADY 57 K H—t
A EPG 7 F v FEBIRL T, [EIR (Sdect) 1227 Vv 27 LET,

T INVg—=230TATFAI  [TTVr—230TAT 74 IILDER (Sdect Application Profile) ]
EI2Uw I L, 77V r—vary a7y A VEBRLTNL, BIR (Sdeat) 1227V v/ LE
—a—o

Il 5 —E X EPG RS



| ©—E X EPG #RHI

ATy T5

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710
ATFvI1N

7ornvu kR xay 74 L—LokR [

B4 T EPGHX¥ AT L LT[H—ER (Service) | Z&IRL £,

*VRF : [VRFDER (Select VRF) 157 U v 7 L, #t)72 VRF Z &R L, ER (Select) 1527V v
7 LET,

«H—ER 424 7 : AzureKubernetes Services (AKS) —E R ¥ A 7 ZEIR L £7°,
cBHAZAT VTV R T4 TEBREOREMY A 72BN L £,
cTHORRBAT  [FT5A4R—F (Private) | 77t A XA THBINLET,

[TV RFRLA U LY 2DEM (Add Endpoint Selector) 1 %27 U v 7 LE1,
[TV RRA Y b 2LY2DEM (Add Endpoint Selector) 17 (> RUBRFEREINET,

ZDA—RA F—ATIE, IPT7 RLARFIOAT v FTHERENZY 7%y ME# 30.1.0.0/17 & —FT
LU RRA VMV EZEERLET, T RRA Y R BLZZDIPT RLUARFIOFIEOY 7 % v
h&—#+ %52 LT, CiscoCloud APICIINSG #7127/ L LT, ZDH—E R H A FITHERT T
DIV—)VEFAITH I IR0 ET,

[T RFRA U LY 2DEM (AddEndpoint Selector) 17 > K7 @ [Name (&HiI) ] 7 «—/V KiZ
AuiE AN LET,
[¥— Key) | ke 7 X o URA M2 U v/ LTHF—5@IR LT,

COE T, IPIZZDOT 78R ZATOF—E L TH—DF T 3 TF,

[(EEF (Operator) | Fuy & JRA 227U w7 L, [equals) %R L E£7,
[fE (value) ] 74—/ FiT30.1.0.0/17 EANL, Fevr~—2 %2 )y 7 LT M) ZMGEEL E
T

[Add] 227V v 7 LET,
WRENKD-T=6 [Savel 227 UV w7 LET,

RDBERY
(7O MR R X2 VT 4 = VOS5 =) | [TEARET,

TORNODUREXAYT 4 IL—ILDIER

IHHDOFETIE, VERT TR R X2 T 4 L—ANELIEREIN TS L
PHEERT 5 HIEIC DWW TEB LE 9, Cisco Cloud APIC (L. AKS % Azure " — & JLIZEBT 5
T2DIMBRTXTOT 7 ST R X2 T 0 b—)v% Azure THERL L £9,

1R BRI

IO OFIEICHETRTIC., AKS DY 7 R H—bE 2 EPG DIERE 3 2—3) OFIEEZZET
LTL7Z&EW,

+—EXEPG #ERH ]



4 —E % EPG #Hf |
. Kubernetes 4 — £ R D&

ATYT1 Azure R—H )L C, BEIWIIER SNV T Xy bOFRy NU—7 X% 2T 40 TA—TICBEILET,
a) WURY Y —R T N—TICBE L £,
b) AKS —UE R EPG IR ESNch 7Ry FEEIRL £7,
) MERT UMD RN EXa T 4 IA—THROFET,

AT T2 X=UT[FTI NI K +Ex21)F 4 JL—)L (Outbound security rules) | fEi% o1}, NSG DT 7 k
N REFa T4 b= APRELHRESN TS Z L 2B LET,

TG R EX2 T 4 —LOFEMIZOWNTIR, REZRLTIE I,

https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic

RDRARY
[Kubernetes % —E A DER (6 X—) | IZEHRET,

Kubernetes — E X DERK

ZNHDOFNETIX, Kubernetes —ERAZAERT 2 HEICOWTHHALEST, ZNHDOFIET
I%. Azure portal ZfH L THERLZ TV E T,

\)

GE)  WOTFNETIL, Azure portal Z{# F L T Kubernetes — &2 ZEk 92 HEIZ DWW CTHA
L ¥4, Kubernetes —E R ZAEK T 272D DEE 7S . [Cisco Cloud APIC T Azure
Kubernetes %— 2 OffFif] ] (ZB3 25 R¥ = A M TREESNTHWET,

1R8O BRI

INHOFNEICHELRNZ, 77 PAT U R X2 DT 4 L= LOER (5 —) OFIE
Z5E T LTS EEN,

& Azure portal T, Microsoft 12X % Kubernetes #—t % EWVWOHFEERBE L, MBHRE 7 U v LET,
[Kubernetes—E R (Kubernetes Service) | _X— U REREINE T,

AT v 72 [Kubernetes—E X (Kubernetes Service) 1<— " C [k (Create) | %7V v 7 L7,
[Kubernetes ¥ 5 X 2 M{ERL (Create Kubernetescluster) | X—VNFEREE 7,

Il 5 —E X EPG RS


https://docs.microsoft.com/en-us/azure/aks/limit-egress-traffic
https://www.cisco.com/c/en/us/td/docs/dcn/aci/cloud-apic/use-case/using-azure-kubernetes-services-with-cisco-cloud-apic.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/cloud-apic/use-case/using-azure-kubernetes-services-with-cisco-cloud-apic.html

| ©—E X EPG #RHI
Y Y N |

Home » Kubernetes services

Create Kubernetes cluster

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (D ‘ ~ |

Resource group * @ ‘ v |

Create new

Cluster details

Kubernetes cluster name * (© ‘ v |
Region * O | (US) East US 2 v |
Availability zones © ‘ Zones 1,23 v |
Kubernetes version * (© ‘ 1.18.10 (default) v |

Primary node pool

The number and size of nodes in the primary node pool in your cluster. For production workloads, at least 3 nodes are
recommended for resiliency. For development or test workloads, only one node is required. If you would like to add
additional node pools or to see additional configuration options for this node pool, go to the 'Node pools' tab above. You will
be able to add additional node pools after creating your cluster. Learn more about node pools in Azure Kubernetes Service

Node size * (O Standard DS2 v2

Change size

Node count * @ @

ATy T3 [EXR (Basics) | ¥ 7T, kOB AMKL T,
cHIRY YT 3y @7 A7) T a v ERRLET,
c)Y=RGN—T )i ) Y — A TN—TEEIRLET,
« Kubernetes 7 5 X2 4 : Z® Kubernetes 7 7 A X D—EDA4HiZ AT LET,
)= a3y EbRY —Va VEBRRLET,
s Kubernetes/A\—2 3> 1 774V NOBRREZOEEICLET,
e/ —FHAR T IHNIOBREZOEEIZLET,
c/—FH . ZOT AV RO N 1LICRD LT, AT =L N=PEEGIH D T & AR L
£7.

ATy T8 [R~N:/—F F—)L (Next:Nodepools) 1 #7 Vw7 LET, 774NV O M) ZZDOFEFIZLT,
[k~ . BBEE (Next: Authentication) 1 %7 U » 7 LT [ERRE (Authentication) ] # 7 IZHEA 7,
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Create Kubernetes cluster

Service principal
O Create new (@) Use evsting

Node pools ~ Authentication ~ Networking  Integrations ~ Tags ~ Review + create

t Kubs

Role-based access control (RBAQ) 0 (&) Enabled () Disabled

AKS-managed Azure Active Directory @ () Enabled (8) Disabled

Node pool OS disk encryption
By default, all disks in AKS are encrypted at rest with Microsoft-managed keys. For additional control over encryption, you can
supply your own keys using a disk encryption set backed by an Azure Key Vault. The disk encryption set will be used to
encrypt the OS disks for all node pools in the clust

Encryption type (Default) Encryption at-rest with a platform-managed key M

<Provous ][ Next: Networking >

AT 75 [FREE (Authentication) ] % 7' C, KOS AN L £7
«EBBEEAE  [Y—ER TRl (Serviceprincipal) ] IR L £,
[U—EX F1J2i8L (Serviceprincipal) | 7 4 —/V RBFERSNET,
cH—EX TYINIL [H—ER TY I ILDER (Configureserviceprincipal) |27 U v 7 L
£,
[H—EX T2 LDER (Configureserviceprincipal) 17 « > R T, IROFEEZRERKL L £,
cH—EX FTYINIL: [FIRER (Createnew) | 71X [BAFED LD EEA (Useexigting) | %

EIRLET,
[BFEOLDOEER (Usexisting) | @R L 72HG1E. BEFEOF—EX 7Y Lo Tk
DIFHREANTILET,

cH—ERXRTYIMNILDYISATRID
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[OK]%Z 77 U > 27 LT, [Kubernetes? 5 X2 MYERL (CreateKubernetescluster) | 7t > K7 @ [FREE
(Authentication) |1 # 712V £7,

cO—)LR—X 7H+ERXartO—)L (RBAC) :[FA% (Enabled) | ZER L £,
+ AKSTEE I N S AzureActive Directory : [#% (Disabled) | #34R L £,
cBEBIER AT T ANV FOBREEZDOEEIZLET,

RATYT6 [RAN: Fv bT—% (Next:Networking) 1227 U > 27 LT, [y bT—F24 (Networking) 1% 712
HET,
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Create Kubernetes cluster

Basics Noae pools Authentication Networking Integrations lags Review + create

You can change networking settings for your cluster, including enabling HTTP application routing and configuring your
network using either the 'Kubenet' or 'Azure CNI' options:

¢ The kubenet networking plug-in creates a new VNet for your cluster using default values.
* The Azure CNI networking plug-in allows clusters to use a new or existing VNet with customizable addresses.
Application pods are connected directly to the VNet, which allows for native integration with VNet features.

Learn more about networking in Azure Kubernetes Service

Network configuration @ (O Kubenet
@ Azure CNI

@ The Azure CNI plugin requires an IP address from the subnet below for each
pod on a node, which can more quickly exhaust available IP addresses if a high
value is set for pods per node. Consider modifying the default values for pods
per node for each node pool on the “Node pools" tab. Learn more &

Virtual network * ® l v ‘

Create new

Cluster subnet * © I v |
Manage subnet configuration

Kubernetes service address range * © l v ’

Kubernetes DNS service IP address * (O i ]

Docker Bridge address * i v ’

DNS name prefix * © i v ’

Traffic routina

i < Previous H Next : Integrations > ‘

ATV T [y kT—F 25 (Networking) 14 7T, RO E#ER L £,
ey FT—S R [AzureCNI] 2R L £7°,
cRERY bT— XHET O ARy U — 7 IR £,
S5 RB BTy bk : Cisco Cloud APIC THEHIND V7 F v MEBRLET,

* Kubernetes —ERADT7 FLREEH : 77 4L hOEREZZOEEICT D0, LBEIIGL T2 MY
EEELET,

« KubernetesDNSH—E XD IP7 FLR : T 74/ FOBIRZFDEFICT H), LEIZS LT
MY BEELET,

« Docker Bridge 7 LR : T 74/ hOEIRZZDEFIZT 50, HBEILL T MY AR LE
j‘o

*DNSBEDTLIA VIR T 75N OFEREZDOEFICT D, LBEIULNU T2 M) ELEFLE
7,

« O— K /N3 ¥ : Standard
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L7z | MBS LT MY ZEELET,

c TTAR—F UV SRBERARNCT S LEIIJEL T, 7740V FOEREZOEE (BH) 2T5
T P EEELET,

AT9T8 [R~: #E& (Next: Integration) ], [R~: 2% (Next:Tags) |DIEIZZ Vw27 LT, T 74/ DTy
M) ZEFEEFICINOOEmEED, R - #ER + EX (Next: Review+Create) 1| %27 UV v 7 LET,

ATV 79 [FER+1ERL (Review+Create) |V 1 RUT[HERK (Create) 127 VU v 27 L, BGEICERK LIZ&ICH 5 —
J£ [YERk (Create) | &7 U > 27 LT Kubernetes 7 7 A ¥ Z/Epk L £ 7,

TREZETR] W) A v B—UNFREN, Kubernetes — B AD [MEE (Overview) ] BHE2AFE R I

£7

Home >
microsoft.aks- | Overview »
Deployment

O Search (Cmd+/) « S cancel () Refresh

QUaRIEL @ We'd love your feedback! =
£ Inputs
= Outputs === Deployment is in progress
3 Template Deployment name: Start time:  1/15/2021, 2:14:17 PM

Subscription: Correlation ID:
Resource group:

A Deployment details (Download)

Resource Type Status Operation details

No results.

SEIZHELPATIC, Kubernetes h—E AN EFICEH SN D ETHLET (BIIZODRRIZRLR D £7)
ZOTREBANTETTLHE, AL DAKSY—ERAFITD Y Y —A T NV—TIZEHEENE T, Azure [ LT
T? agentpools VM A —/L & v M ZH LT, Kubernetes H—ERAHHDBENMDY V—R 7 L—FH1E
B LET,

RDRARY
37 L V> Kubernetes — E A DGR (10 ~—) | ([ZEARE T,

#7 L LY Kubernetes H— E X DFESE

IO DOFNETIL, B LU Kubernetes 3-— B A 723, Kubernetes ¥ — B A FIC/ERR S 11072V
V=R TN—=TTbHD T L EMRTDHTEOWTHHLET,

1R BHEIIZ
S OFNEICETHTIZ. Kubemetes —E ZDERR (6 2—) OFIEZZT L TLEE
AN
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ATvF1 Azure portal T, ZEflOF S —va s RX—=d[)Y—R FI)L—TF (Resourcegroups) | #7 Vv 7 LT,
UY)—=RA TN—T RX=VIZBHLET,

ATFw T2 [V)Y—R 5 I)L— (Resourcegroups) ] ~— T, Kubernetes —E REFIZ/ER SN2 YV —R Z—7
EROTF, TOYV =R TN—TDYV I %7 ) v LET,

Kubernetes ¥ — EABANZAFRL S NIZ Y Y —2 Z =T 13, ROERIZ2 Y £
MC_ resourcegroupname clustername region
TNENOFIITKRD LIB5Y TH,

« resourcegroupname (%, Kubernetes — EAEFIZ/ER SN V—R Z)V—TDL4RETTT (Mc_aks
X, Azure ICE>TTF 74V P T END Y Y —RX T A—T4TY) |

s clusternamelZ, A7 v 73 (7-2—%) @ Kubernetes —E ZADIERL (6 2—) THELE
Kubernetes 7 7 A % 44, CTd,

sregion I, A7 v 73 (7-3—2) O Kubernetes —EADIERL (6 X—7) TEHN L7-Hilk T
ﬁqo

RITH 2R L ET,

MC aks acme-aks-cluster centralus
Kubernetes —E 2 1) YV — R )L —T O ESR—I NFRINE T,

ATvT3 REIIY R7—IL Y FOITERSIT T, 20V 72270 v LET,
ZHUE, AKS ==V = ¥ hRFEAT SN TV AT T,

= X

+ Add == Editcolumns [i] Delete resource group () Refresh & Exportto CSV S Open query - Move v © feedback [] Open in mobie
JSON View

) : ACI-AZURE-QAT10 Deployments : 1 Succeeded

Click here to add tags

Type==all X Location ==all X “F Add filter

Settings Showing 10 4 of 4records. [ Showhidden types © No grouping

[ Name + Location 15

D= EastUs2
3= Properties [0 @ aks-agentpool EastUS 2
& tods [ R aks-agentpoot SN s EastUs2
Cost Management [0 © kubermetes EastUs2

aaaaa

ATy T4 EloFesr—2ay N"—=T[4VRRA VX (Ingtances) | %7 U v 7 LT, Z® Kubernetes h—E 2 U
V=R TN=T O~ A AF A TR LET,
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ATvT6

ATvT8

Home > Subscriptions

2 aks-agentpool -vmss | Instances X
Vil machinescae set

% Overview

@ Activity log Status Health state

A Access control (IAM)

vmss000000

@ Tags 5000001

2 Diagnoseand solve problems | [] aks-agentpool  -wmss2  aks-agentpool  -vmss 000002

DU ALY RUTIDDA L AZ L ADWNTNNEZ Y w7 L, [TIA4AR—=FIPF7 FLR (PrivatelP
address) | 7 4 — /L RIZERENTWDIP T RLANANT TRy hOIPT RL AL KT D L&k
ABLET,

TDT ALY RTIZERENDZIODA LV AZ L ATTRT, AT v 77 (9—=) @ Kubernetes V—
EADOERE (63—) TRBIRLIEZEY 7 Xy LD IP T RLAZEE S TWARENRH Y 9,

Home > Subscriptions
K2 aks-agentpool- w1 S vmss 0 2 x
Scale set instance

@ Restart [ stop (%, Reimage [i] Delete T Upgrade 2 Protection Policy

JSON View

Public IP address

Private IP address

&

Public IP address (PV6) : -

Private IP address (Pv6) : -

Vmss000000

Kubernetes —E A U YV —X J)L—TOPERX—VIZRY, XA T ELTe—F AFU4RERINTND
kubernetes T U ZRDITFT, 2OV 7% 7 Vv 7 LET,

Kubernetes = — R T U OES— O NEREINET,

ElOFEr—ray X"=T[N\yI TV K F—)L (Backendpools) ] #27 Vv 7 LT, AKS=—V x>
FNeRRLET,

Home > Subscriptions kubernetes
@ kubernetes | Backend pools X
Load balancer
Search (Cmd+/) + Add () Refresh
& Ovenvew
. I Backend pool Virtual machine Virtual machi tatt Network interfz Private IP address Availability zone
B Activity log

. “aksOutboundBackendPool (3 v
2. Access control (IAM)

© 1o ks-agentpool <vmss in... Running s-agentpool vmss 1

£ Diagnose and solve problems e i b i e :
ks-agentpool wmss in... Running ks-agentpool vmss 3

Settings  kubernetes (3 virtual machines)

R Frontend IP configuration aks-agentpool ms (in... Running Ks-agentpool-/ 4 -vmss 1

) Backend pools aks-agentpool s Gn.. Running s-agentpool- - -vmss 2

# Health probes aks-agentpool ms in... Running ks-agentpool wmss 3

BREWRT D7 A0 & LTI~ v U BMERSNTZGE (BE 2E, R~ o Rarya—
~HIZER SN HE) o e, L L LTARS B H DAL, A=A IE LRI NTND Z & &
BWLET,

a) Azureportal T, £ 77 UV =X JA—TITRY ET,

b) AV 7T7 V=R ITN—T70ME]X—VIZERInDLa—Ro 24 TRlIZTIL—T 1 (Group
by type) ] &R L 7,

[Mr#E< > (Virtual machine) | fEIBMNF RINDETFICAZ v — L, PO v a—<DIR
B~ vz LET,

¢)
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Azure 55U AKSCU DA V2 b—L [

FOEMB~ U OMEY o  FURKRRINET,

d) EMloFesr—va s N—0[E&E (Setings) 1 T, [y FT—% (Networking) |27V v 27 LZE
7

ZOEMB~ D [Fy hT—2 (utboundportrules) |7 4 & RUNKRIIL, A N\ REBXOT
AT ROFR— b L— VBT B IERA R SNET,

e) [ kN2 KR—b®DJIL—)L (utbound portrules) | # 7% 27 U w7 L, RIZVAISNTNDT
7 R R AR—=FOHAIOWFNNEZ U v 7 LET,

VA RUNENBATA FLTEREN. INHDT U AT R AR— h b—/VIZBET 581G #H
MERINET, =& zIE, [5E% IP 7 KL X/CIDR & (Destination |P addresses/CIDR ranges) ]
SOt VX, AKS 7 7 2 ZICHETIT o TV D7 FL AT S EHa it L £,

RDERY
[Azure B L TVAKSCLI DA > A h—/L (13 =) | (TR E T,

Azure B LUV AKSCLIDA VX —)L

ATvT1

ATy T2

ATvT3

INHDOFNETIE., Azure & AKSCLI Z A A b —/L ¢ B FIEIZOWTEHA L E1,

IR B I
IS OFNEICHETBTIC, B LV Kubernetes — E 2D (10 ~—) OFIEZZT LT
<TZEVY,

A UE =Ry MIT 7 EATED ALY 2—~ VMIZ, Azure CLI A A h—/L L ET,
A OWTIE, UTFZ2ZRLTZEN,
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-linux

7o & 21X, Azure @ Ubuntu Linux VM (Z Azure CLI % A > A b—/LF 5121F, RO X HICLET,

# curl -sL https://aka.ms/InstallAzureCliDeb | sudo bash

Kubernetes 2~ > K7 A >V —)L T 5 kubectl &, azure 58FEZ 2453 5 client-go EF&IEH (exec) 77
JA 2 TohDkubdogin XU —RLTA AL LET,

# az aks install-cli
WOFEIET AT v 75 (82—2) ® Kubernetes —E ZADIERL (6 2—) ITASILTZY—ER T
Voo a4 LET,

# az login --service-principal --username <service principal client id>
--password '<service principal client secret>' --tenant <tenant ID>

TNTNOHRPFITRD LBV TT,

+—EXEPG #ERH ]
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4 —E % EPG #Hf |

B »—cxereimm

ATvT4

ATy TH

» <service principal_client_id> 1%, A7 >~ 7'5 (8 3—") @ Kubernetes —EAXADIERK (6 =X—)
T[H—ER FY2mNIL Y5472 bID (Serviceprincipal clientID) 1 7 4 —/V R)vbDx > R
T4,

« <service principal_client_secret> (X, A7 v~ 5 (8 ~4—’) @ Kubernetes —EADIERK (6 ~2—
V) T[H—ERXR TV ISA4TFTo b =9y b (Serviceprincipal client secret) |1 7 1 —
IV EMNSDT Y MY T,

s <tepant_ID> 1%, ¥—E R 7U T L (Azure Active Directory 7 7>~ ID) IZBS#fHT S /=T F
YETY, Zoavwr ROT Y M IDERERDOITHITIE

1. Azureportal IZH A A LET,
2. [AzureActive Directory] #ER L 9,
3. [7'u/%7 ¢ (Properties) ] R L £,

4, [TF2FID (TenantID) | 74— /v RETTFICAZ v —/L LET, Ry RIT7F 2 MID B
RENET,

FEAZOWTIE, UTFESR LT IEEN,

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-to-find-tenant

RIZHI 2~ L ET,
# az login --service-principal --username 12a3b456-7c89-1234-5de6-7£89012gh3i4
--password 'secretkeyl2341234!' --tenant 98765zy4-xwv-3ut2-luts-rqOpon98m765

YITAI VT a v B UET VT A TRV T ATV T a ATRELET,
# az account set --subscription <AKS rg subscription ID>

<AKS rg_subscription_ID> %, Azure 7% # L\ Kubernetes %h— A DR (10 ~<—73”) @ Kubernetes H—
EARIHER L2 V=R =T DY T A7 Y T3 ID T,

WAz R LET

# az account set --subscription 56klm789n-00pl-234g-5r6s-7t890123u4v5

A Y a—<VMMHHLROEHIICAH LT s AL, AKSIZHR L E T,

root@hub-vm: /home/capic# az aks get-credentials --resource-group <resource group> --name
<AKS cluster name> --admin

ZNENOBINIRD L B0 T,
s <resource group> { 77 U YV —R J)—TDLEITT,
« <AKS cluster name> (X, A7 v 73 (7-5—) @ Kubernetes ¥— EADIERK (6 2—) ITA
71 E#U7= Kubernetes 7 7 A X DA RTTY,

Wizl R LET

root@hub-vm: /home/capic# az aks get-credentials --resource-group capic_infra westus --name azureaksclus
--admin

KDL A=V NEREINFET,

Il 5 —E X EPG RS
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| ©—E X EPG #RHI
Y Y N |

Merged "azureaksclus-admin" as current context in /root/.kube/config

RATYT6 %/ —FOWNHIP T FLAZfER LTSN,
root@hub-vm: /home/capic# kubectl get nodes -o wide

ROE D RN PRFIRSNET,

NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 05-IMAGE KERNAL-VERSION CONTAINER-RUNTIME
aks-agentpool-12345678-vmss@2eee0 Ready agent 14h v1.17.9 30.1.1.1 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker://19.3.12
aks-agentpool-12345678-vmssB00001  Ready agent 14h vl 179 30.1.1.21 <none> Ubuntu 16.84.7 LTS 4.15.8-1892-azure docker:/{19.3.12
aks-agentpool-12345678-vmss@00002  Ready agent 14h vl.17.9 30.1.1.31 <none> Ubuntu 16.04.7 LTS 4.15.8-1892-azure docker://19.3.12

[INTERNAL-TP] FIZ U A RSN TWHIP 7 RL AL, N"T 73Ry MZH Y £,

GE)  ERRoOMBITIE, extErNAL-1PFID T K U X <none> EFRENET, UL, [TV ER 2 A
7 (AccessType) |3 A7 v 7 4 (4X—) OAKS DV 77 R4 —EREPG DIERK (3
N—) T [FFA4_—b (Private) | ICREINTWEEOTY, [72/EA #A17 (Access Type) ]
RUSTY 9o BEUTS AL A—k (Publicand Private) ] ICiE ST BHA. P 7 KL 2T
[EXTERNAL-1P] AIZERIINE T,
ATy 71T ((EE) LEIEUT, HFriLna—F—oFHEa— L2804 TET,

a) Azureportal T, A 77 VY =X JN—TITRD £7,

b) =YDl a— FEE T, KubernetesH—ERX =2 MU REOMBHETFICAZ n—/L LET,

c) Mk L7 Kubernetes h—E 2% 27 U w7 LET,

Kubernetes —E 2D 2 (Overview) | X—UNERRINET,
d AMloFresr— a2 =T, [72EXHl#E (IAM) (AccessControl IAM)) 1227V v 7 LET,
% @ Kubernetes 4 —E 2D 7 7 & Al IAM) NFERENET,

e) [+Add] Z27 Vv 7 L, Kayr¥ o A=a—/05[Addrole Assignment] &R L £7,
f) [B—/LE|Y LB THEM (AddroleAssignment) | ~<— T, ROBREZITOET,

«[B—JL (Role) | 74—V FT, Rry XU 2=a—05 [Azure Kubernetes Service Cluster
EEEO—)L (AzureKubernetes Service Cluster Admin Role) | &R L £,

[TUEREDEIYET (Assignaccessto) | 7 4 —/L R T, [A—H—, JIL—T FEFH—E
R 1)L (User, group, or serviceprincipal) | 23R L 97,

TR F— IR L 9,

g) HED THICHL[RTF (Save) 1227 U v 7 LET,

+—EXEPG #ERH ]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



