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Configuring Cloud APIC for TACACS+ Access

Before you begin

* The Cloud Application Policy Infrastructure Controller (Cloud APIC) is online.
» The TACACS+ server host name or IP address, port, and key are available.

* The Cloud APIC management endpoint group is available.

AT 71 Inthe Cloud APIC, create the TACACS+ Provider.
a) On the menu bar, choose Administrative > Authentication.
b) Inthe Work pane, click on Providerstab and then click on the Actions drop-down and select Create Provider.
The Create Provider dialog box appears.

¢) Inthe Host Name/I P Address field, enter the Host Name/IP Address of the provider.
d) Inthe Description field, enter a description of the provider.
e) Click the Typedrop-down list and choose TACACS+.

f) In Settingssection, specify the Key, Port, Authentication Protocol, Timeout, Retries, Management EPG. Select
either Enabled or Disabled for Server Monitoring.

AT 72 Create the Login Domain for TACACS+.
a) Click the Intent icon.
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The Intent menu appears.

Configuring Cloud APIC for RADIUS Access .

b) Click the drop-down arrow below the I ntent search box and choose Administrative.

A list of Administrative options appear in the | ntent menu.

¢) From the Administrative list in the I ntent menu, click Create L ogin Domain.

The Create L ogin Domain dialog box appears.

d) Enter the appropriate values in each field as listed in the following Create Login Domain Dialog Box Fields table

then continue.

Properties Description

General

Name Enter the name of the Login Domain
Description Enter the description of the Login Domain.
Settings

Realm Choose TACACS+ from the dropdown menu
Providers To choose a Provider(s):

1. Click Add Providers. The Select Provider sdialog
appears.

2. Click to choose a provider(s) in the column on the
left.

3. Click Select. You return to the Create Login
Domain dialog box.

e) Click Saveto save the configuration.

What to do next

This completes the APIC TACACS+ configuration steps. Next, if a RADIUS server will also be used,

configure the APIC for RADIUS.

Configuring Cloud APIC for RADIUS Access

Before you begin

* The Cloud Application Policy Infrastructure Controller (Cloud APIC) is online.

» The RADIUS server host name or IP address, port, and key are available.

* The Cloud APIC management endpoint group is available.
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. Configuring Cloud APIC for RADIUS Access

AT 71 Inthe Cloud APIC, create the RADIUS Provider.

ATy T2

a)
b)

<)
d)
e)
f)

On the menu bar, choose Administrative > Authentication.
In the Work pane, click on Providerstab and then click on the Actions drop-down and select Create Provider.

The Create Provider dialog box appears.

In the Host Name/I P Address field, enter the Host Name/IP Address of the provider.
In the Description field, enter a description of the provider.
Click the Type drop-down list and choose RADIUS.

In the Settings section, specify the Key, Port, Authentication Protocol, Timeout, Retries, Management EPG.
Select either Enabled or Disabled for Server Monitoring.

Create the L ogin Domain for RADIUS.

a)

b)

¢)

d)

e)

Click the Intent icon.

The Intent menu appears.

Click the drop-down arrow below the Intent search box and choose Administrative
A list of Administrative options appear in the | ntent menu.

From the Administrative list in the Intent menu, click Create L ogin Domain.

The Create L ogin Domain dialog box appears.

Enter the appropriate values in each field as listed in the following Create Login Domain Dialog Box Fields table
then continue.

Properties Description
General
Name Enter the name of the Login Domain
Description Enter the description of the Login Domain.
Settings
Realm Choose RADIUS from the dropdown menu
Providers To choose a Provider(s):
1. Click Add Providers. The Select Provider sdialog
appears.
2. Click to choose a provider(s) in the column on the
left.
3. Click Select. You return to the Create Login
Domain dialog box.

Click Saveto save the configuration.
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What to do next
This completes the Cloud APIC RADIUS configuration steps. Next, configure the RADIUS server.
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Configuring APIC for SAML Access
A\

Note SAML based Authentication is only for APIC GUI and not for CLI/REST. Also, not applicable for LEAF
Switches and SPINEs. SAML configuration cannot be done via APIC CLI.

Before you begin

* The Cisco Application Centric Infrastructure (ACI) fabric is installed, Application Policy Infrastructure
Controllers (APICs) are online, and the APIC cluster is formed and healthy.

» The SAML server host name or IP address, and the IdP’s metadata URL are available..
* The APIC management endpoint group is available.
* Set up the following:

» Time Synchronization and NTP: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/
aci/apic/sw/3-x/basic_config/lb APIC Basic Config Guide 3 x/b APIC Basic Config Guide
3 x chapter 011.html#concept 9CE11B84AD78486AA7DS83A7DEICE2AT77.

* Configuring a DNS Service Policy to Connect with DNS Providers Using the Advanced GUI:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b
APIC Basic_Config Guide 3 x/b_APIC Basic Config Guide 3 x chapter 011.html#task
750E077676704BFBB5BOFE74628D821E.
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* Configuring a Custom Certificate for Cisco ACI HTTPS Access Using the GUI:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b
APIC Basic_Config Guide 3 x/b_APIC Basic Config Guide 3 x chapter 011.html#task
FO37F1B75FF74ED1BCA4F3C75A16COFA.

AT w71 Inthe APIC, create the SAML provider.
AT 72 Create the Login Domain for SAML.

Okta TSAML7 45— 3 > DETE

Cisco Cloud Network Controller Security Configuration Guide @ [Okta SAML 7 7"V /r—3 2 O E (Setting
Up a SAML ApplicationinOkta) &7 v a v A& L T 72X\,

AD FS T Relying Party Trust D% E

https./Amwici sco.comfc/en/usitd/docs/snitches/datacenter/aci/api c/ani4-x/security/Cisco-API C-Security-Configuration-Guide-401.html
T [Cisco APIC Security Configuration Guide, Release4.0 (1) J @ [Setting Up a Relying Party Trust in AD
FS| 7 va 2B LTIEIN,

HTTPS Access D&k
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FEHELIZ DU TIE, https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/
Cisco-APIC-Security-Configuration-Guide-401.html @ [ Cisco API C Security Configuration Guide,
Release 4.0(1)] @ THTTPSAccess] DI AZZHL T 7Z &0,

NAE LFAZEDEHRD A K54 >
s UAL RA— RREHE (*.cisco.com 72 &, DT A AMTHEA) X OZEIIZBEET
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ATFYT1 Az=z2— R—7T, [BEHE (Administrative) |>tF 1) F 1 (Security) ] 23R L £,
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(Actions) | Ke v FX %7 Y v LT [iEBAERARDER (CreateCertificateAuthorities) ] %%
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ATwv 73  [CIAZZRIBEDIER (CreateCertificateAuthority) | XA 7 e 7 HR v 7 2D 4] (Name) | 7 4 —/L K
W2, FREROAFTZ AT LET,

ATy 74 [HE (Usedfor) | 74—/ RT[YRTL (System) | ZIRL £7,
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