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The CCR is a virtual router that delivers comprehensive WAN gateway and network services into virtual
and cloud environments. The CCR enables enterprises to extend their WANS into provider-hosted clouds.
Two CCRs are required for Cisco Cloud APIC solution.

The type of CCR used with the Cisco Cloud APIC varies depending on the release:

» For releases prior to release 25.0(3), the Cisco Cloud Services Router 1000v is used with the Cisco
Cloud APIC. For more information on this type of CSR, see the Cisco Cloud Services Router 1000v

documentation.

* For release 25.0(3) and later, the Cisco Catalyst 8000V is used with the Cisco Cloud APIC. For
more information on this type of CCR, see the Cisco Catalyst 8000V Edge software documentation.

. Cisco Cloud APIC /R 1) &— ETIL


https://www.cisco.com/c/en/us/support/routers/cloud-services-router-1000v-series/series.html
https://www.cisco.com/c/en/us/support/routers/cloud-services-router-1000v-series/series.html
https://www.cisco.com/c/en/us/support/routers/catalyst-8000v-edge-software/series.html

| CiscoCloud APIC K1 & — EF )L
About the Cisco Catalyst 3000V [JJj

About the Cisco Catalyst 8000V

Beginning with release 25.0(3), Cisco Cloud APIC moves from the Cisco Cloud Services Router 1000v
to the Cisco Catalyst 8000V. Following are updates that are specific to the Cisco Catalyst 8000V.

* #unique 31 unique 31 Connect 42 section wrv_w2n_vsb

* #unique 31 unique 31 Connect 42 section r2n w2n vsb

Licensing
The Cisco Catalyst 8000V supports subscription-based licensing.

+ For instructions on subscribing to one of the tier-based Cisco Catalyst 8000V licenses, see Cisco
Catalyst 8000V Edge Software.

* For more information on different throughputs based on the tiers, see #unique 31 unique 31 Connect
42 section_wrv_w2n_vsb.

Cisco Cloud APIC makes use of the “Cisco DNA Advantage” subscription. For features supported by the
“Cisco DNA Advantage” subscription, see Cisco DNA Software SD-WAN and Routing Matrices.

Throughput

For the BYOL Licensing model, the Cisco Catalyst 8000V supports tier-based (T0/T1/T2/T3) throughput
options. The following table lists what AWS EC2 instance is used for different router throughput settings
for the Cisco Catalyst 8000V:

CCR Throughput AWS EC2 Instance
TO (up to 15M throughput) cS.xlarge

T1 (up to 100M throughput) c5.xlarge

T2 (up to 1G throughput) c5.xlarge

T3 (up to 10G throughput) c5.9xlarge

Tier2 (T2) is the default throughput supported by Cisco Cloud APIC.

The following table shows the mapping of throughput from the older Cisco Cloud Services Router 1000v
routers to the newer Cisco Catalyst 8000V routers:

Throughput on Cisco Cloud Services Router 1000v | Throughput on Cisco Catalyst 8000V
10M TO (up to 15M throughput)

50M T1 (up to 100M throughput)

100M T1 (up to 100M throughput)

250M T2 (up to 1G throughput)

500M T2 (up to 1G throughput)

1G T2 (up to 1G throughput)
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Throughput on Cisco Cloud Services Router 1000v | Throughput on Cisco Catalyst 8000V
2.5G T3 (up to 10G throughput)
5G T3 (up to 10G throughput)
7.5G T3 (up to 10G throughput)
10G T3 (up to 10G throughput)

Private IP Address Support for Cisco Cloud APIC and CCR in AWS
Y

GE) For Azure, support for private IP addresses for Cisco Cloud APIC and CCRs became available in release
5.12). AWS DA, ZOHAR—MIVU U —=2520) UETHHATE £9,

For AWS, prior to release 5.2(1), Cisco Cloud Router (CCR) interfaces were assigned both public and
private IP address by Cisco Cloud APIC. Beginning with release 5.2(1), CCR interfaces are assigned
private IP addresses only and assignment of public IP addresses to CCR interfaces is optional. Private IP
addresses are always assigned to all the interfaces of a CCR. The private IP address of GigabitEthernetl
of a CCR is used as BGP and OSPF router IDs.

To enable CCR private IP addresses for inter-site connectivity, where you are disabling public IP addresses
for the CCR interfaces, see the Cisco Cloud APICGUI #fEH L7z —Ya v OEE (/9T KT
v — NOFEIE) procedure.

AWS DA, VU —252 (1) XV bAfi%, Cisco Cloud APIC DF A  H—T = A A|Z/RT
Vo7 IPT RVALETTAR=FIPT RLARED Y THNTCHE L, VU —252 (1)
PR, 774 _X—RPT RLAIZOFIA L F—T =24 AZEID S THIL, X7V v ZIPT R
L ZADENY ¥ TIIA T 3 2 TF, Cisco Cloud APICCisco Cloud APIC ~D/X7 ) v 7 [P %4
ML T, TTARX=HKIPT RLUARERITHEH IS L 512T %1213, CiscoCloud APIC for
AWS Installation Guide, Release 5.2(1) LABED TAWS T Cisco Cloud APIC] FJEA L TL
720N,

Restrictions for CCR with Private IP Address

IRT Y o 7 IP RN TWBGEE, NT Vw7 A ¥ —Fy MIRT Y 7 IPT R
AMBEIR T, T o X =V ADOY A Nz 7TV v 7 A Z—Fy MZTHI LIFTX
FHA, ToZ—1bAOVA MEERIZ, ROWTNNITRY 7,

* AWS Direct Connect ¥ 72 |% Azure Express Route /1 L7=, 4> 7L I 2D ACI %1 MIHE
BT DI2ODT T A _— EE

cAWSVPC VT VY v 7 E7-iX Azure Vet 7 Y 72N LT, RILZ T 7 R g x—
DCisco Cloud APIC %A NIRRT DT20OD T T 7 K Ny 7 R—

Communicating to External Sites From Regions Without a CCR

Prior to release 5.2(1), for traffic to pass through to an external site, the region where the traffic is passing
through must have a CCR deployed. The CCR advertises the CIDRs that are local to that region. If an

. Cisco Cloud APIC /R 1) &— ETIL
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EPG in a region has a contract with an external site, then that region must have a CCR deployed in order
to communicate with that external site.

Beginning with release 5.2(1), you can now have communication with an external site from regions without
a CCR. This is accomplished by making use of the AWS Transit Gateway feature, which became available
for Cisco Cloud APIC in release 5.0(1). When you enable the AWS Transit Gateway feature on Cisco

Cloud APIC, you also enable peering between all managed regions on AWS. In this way, the AWS Transit
Gateway peering feature allows the Cisco Cloud APIC to address the issue of communicating with external
sites from regions without a CCR. It addresses this issue by having traffic rerouted to a region with a CCR.

Using the AWS Transit Gateway feature, when traffic from a region without a CCR tries to egress out of
a site, this traffic will be routed to the infra VPC for the closest region with a CCR. After the traffic is
rerouted to that region's infra VPC, that CCR is used to egress out the packet. For ingress traffic, packets
coming from an external site can reach any region's CCR and then be routed to the destination region
using the AWS Transit Gateway peering in the ingress data path.

In these situations, traffic is rerouted automatically when the system recognizes that external traffic is
egressing or ingressing through a region without a CCR. However, you must have the following components
configured in order for the system to automatically perform this rerouting task:

* AWS Transit Gateway must be configured. If AWS Transit Gateway is not already configured, see
Increasing Bandwidth Between VPCs by Using AWS Transit Gateway for those instructions.

* CCRs must be deployed in at least one region. Even though this enhancement allows you to
communicate with an external site from a region that does not contain a CCR, in order to do this, you
must have another separate region that does contain a CCR so that traffic can be rerouted from the
region without a CCR to the region with a CCR.

The following figure shows an example scenario where traffic is rerouted automatically when the system
recognizes that external traffic is egressing from a region without a CCR.

Cisco Cloud APIC K1) >— 7L [
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The following occurs when the Cisco Cloud APIC recognizes that Region 2 does not have a CCR, but
traffic is egressing out to an external site (shown with the green arrow and circles):

1. Traffic flow begins egressing out from the CIDR in App-1 in Region 2 to a remote site. Note that the
endpoint is configured with the appropriate outbound rule to allow the remote site CIDR.

2. The VPC 2 egress route table has the remote site CIDR, which then has the AWS Transit Gateway
as the next hop. The AWS Transit Gateway information is programmed automatically based on the
configured contracts.

3. A 0.0.0.0/0 route is inserted in the AWS Transit Gateway route table, which essentially tells the system
to take the AWS Transit Gateway peering attachment if traffic is egressing out to an external site but
there is no CCR in this region. In this situation, the AWS Transit Gateway peering attachment goes
to another region that does have a CCR (Region 1 in the example scenario). The region with a CCR
that will be used is chosen based on geographical proximity to the region that does not have a CCR.

. Cisco Cloud APIC /R 1) &— ETIL
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4. The packet is first forwarded to the infra VPC in the region with the CCR (Region 1), and is then
forwarded to the gigabit ethernet network interface on the CCR that is associated with the appropriate
VREF group.

5. The gigabit 2 inbound security group on the CCR in Region 1 is configured to allow traffic from the
remote region VPC.
It's useful to note that in the egress example shown above:

* For steps 1 and 2, there is no change from pre-release 5.2(1) behavior.

* Step 3 is behavior that is new and unique to this feature in release 5.2(1), where the redirect occurs
to the TGW peering attachment from the region without a CCR to the region with a CCR. In addition,
step 3 occurs on the AWS cloud.

* Steps 4 and 5 would normally occur in Region 2 before release 5.2(1), but only if Region 2 had a
CCR. However, because Region 2 does not have a CCR, with this feature in release 5.2(1), these
steps are taking place in Region 1 where a CCR is present.

The following figure shows an example scenario where traffic is rerouted automatically when the system
recognizes that external traffic is ingressing to a region without a CCR.

Cisco Cloud APIC 7R 1) — ET )L .
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The following occurs when the Cisco Cloud APIC recognizes that Region 2 does not have a CCR, but
traffic is ingressing in from an external site to a CIDR in App-1 in Region 2 (shown with the blue arrow
and circles):

1. Normally, the CCR in Region 1 would only advertise the CIDRs that are local to that region. However,
with this enhancement that is part of release 5.2(1), all CCRs in all regions now advertise CIDRs from
all remote regions. Therefore, in this example, the CCR in Region 1 will also advertise the CIDRs
that are in Region 2 (assuming AWS Transit Gateway peering is configured between both regions
and the contracts are configured correctly). In this situation, the traffic ingresses in from an external
site to the CCR in Region 1, where the CCR in Region 1 advertises the static route for the remote
region VPC CIDRs.

2. The infra route table (the AWS Transit Gateway route table in Region 1) has the next hop to the AWS
Transit Gateway peering attachment to Region 2.

It's useful to note that in the ingress example shown above:

. Cisco Cloud APIC /R 1) &— ETIL
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* Both steps (steps 1 and 2) in the ingress example shown above are new and unique to this feature in
release 5.2(1).

* Step 1 in the ingress example shows configurations programmed on the CCR.

* Step 2 in the ingress example occurs on the AWS cloud.

Support for ECMP Forwarding from Remote Sites for CCRs

CCRs in a cloud will typically receive more than one path for a prefix. Prior to release 5.2(1), there was
no support for data forwarding from CCRs using Equal Cost Multiple Path (ECMP), even though the CCR
receives multiple paths.

Beginning with release 5.2(1), support is now available for ECMP with CCRs, where traffic from CCRs
will be forwarded to all ECMP paths received from a destination site. = D H#7R— MI U U —2R 5.2(1)
THEMIZADICRY . 2OV R— M2 AT 7O FEHTRET DLETH Y £EA,

Preference For Routes to CCRs in Regions with Local CIDRs

AR Y —

L E N TS T XTO CIDR X, FFED Y —¥ 3 2k LTr—A/LCF, With multiple
regions in a cloud, CCRs from all regions advertise the CIDRs for redundancy. Prior to release 5.2(1),
CCRs from all regions advertised the CIDRs with the same preference. ZLZ XV, VE—K 75D
KA MEEA TV IR P A b3, CIDR AR —H/LTIERWY — 5 %4 LT CIDR
NDONNRe A A M=V HAREMERH D £, ZHICKD, Ty FRRELL EIZR VDR
e ELEEENRH Y £,
Beginning with release 5.2(1), CCRs from multiple regions will continue to advertise the CIDRs, but
CCRs from the region where the CIDR is local will advertise with a higher preference. Z LI X D | A
YTVUIAPA PERIZVE-F 7T R YA ME CIDRAE—=ANVTHLY =V a i
N7 7 4 v 7 #EH#EEE LE T, Ifthe CCRs in the local region fail, the paths from the other regions
can be used for data forwarding.

U Y —2250(2) &Y #EiiE. Cisco Cloud APIC 1T AWS DU —a T EIZ225D7 XA F Y
T4 = DREYFR—FLET, FOREIZ, Cisco Cloud APIC 73 <region-name>a &
<region-name>b DX ZHHL T, H£V —Va VI L THUREBT A F 8 7 4 V' —r LR
ND200T7 XA FZEVT 4 J—UEBERLET, 728 20F, us-west-1 V— 3 VO TIZ,
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