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T RTOIHA T T TF 2 FDOBEA. AWS T X —IEHETE 5T FE-IE
FHCERWT T e LTRESNET, EEHROEHIIMHE CITWed, BETE
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FAENTHEEA,
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DET,

cBHEHINTWARWTF U N i THU LV NT 7R EMERERAZGEHALET, FHINWAT 2
T 2GR, DR L IO T VB AR EFESOIAM 22— —D LD ThH S
VERH Y FT. ERENT- IAM 2 —/ L3, apicTenantRole & WO AFNCT A MENH
D FET,

N
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
b Ao
"Action": [
"s3:x"
:|!
"Resource": "*",
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"Effect":

{

"Action": [
"events:*"

"Allow"

:I ’

"Resource": "*",

"Effect": "Allow"

{

"Action": [
"logs:*"

:I 14

"Resource": "*",

"Effect": "Allow"

{

"Action": [

"cloudtrail:*"

:I ’

"Resource": "*",
"Effect": "Allow"
{

"Action": [

"cloudwatch:*"

:I ’

"Resource": "*",
"Effect": "Allow"
{

"Action": [

"resource—-groups:*"

:I ’

"Resource": "*",
"Effect": "Allow"
{
"Action": [

"sgs:x"
:|l
"Resource": "*",
"Effect": "Allow"
{
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
{
"Action": [

"config:*"
:|l
"Resource": "*",
"Effect": "Allow"
{
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"

« [FIBIFR OB

{

"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal”: {

"Service": "vpc-flow-logs.amazonaws.com",
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"AWS": "arn:aws:iam::<account-d>:root"

}I

"Action": "sts:AssumeRole"

}
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Capicl:

IA1-R1: TAl1-R1 ok
TA1-R2 - ok

Capic2:
IA1-R2: TA1l-R1 - not allowed
TA1-R3 - ok

Capic3:

IA2-R1: TA1l-R1 - not allowed
TA1-R4 - ok
TA2-R4 - ok
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CAPIC _TA1 R2 (f5l: CAPIC 123456789012 us-east-2) 37 7> N 7 H 7 > MIER SV E
T, 2OV Y= =1L, fENTAL R1_ TA1 R2 DY Y —R& Z 7 AciOwnerTag 73
HVEFT(TH T FIAL O Cloud APIC IZ X > TEELEIL, U— 3 U RECEBR ST
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a)

b)
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[EHEINE] T TV P Fov IRy 7 ARNF AR>S TND T L AR LET,
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TV, BETELT7T TV FeaFHTA I E2BEIOD LET, £72. &7 M@
BOAWS THT > MIBLTWDHERHY 3, BHOTF > FTRL AWS 747
VhEETHZLITHFT SN TWERA,

EHETE 5T bOEA. T Cisco Cloud APIC MBI SN TWAT 7 b (A v
77T NOT AUy N EOEEHBR A LT, FEERERESLL, TN T
BT NMIT 7B AT DD E T X TOHERR % Cisco Cloud APIC (247 53 51214,
KON T T FEIER L, ZOTF 2 MIT 78R ZA 7L UTEEERZ 7250 4T
F9, WIZ, [TTY MNX=UTTF o MEIZ Yy 7 LT, ZOHLWVEHTE LT T
VhEHELRL, T U4 RUDO[AWS T w2 M HEE T, [CloudFormation 7
V= NDFETIV T Y v LET,
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1)) — R 4203) LD TF > b AWS FO/8( ¥ —DHTE

cBEHEINTWRWT T M, THV T 7R EMEREEALET, FHINDT
7w AL EIE, Db INDDT VB RAFAEFEOIAM 2—F—D LD Th
HVENH Y F£7, ﬁzﬁkéﬂfl IAM = —/L|X. ApicTenantRole AN) %ﬁﬁb:ﬁ‘é%%b\
% D iTO

A

GE)  CloudAPICIE., T 7V r—3 g v Einida—HF—Ic ko> TE
BRENTZAWS U YV —2AZMiEL £ A, B TEM LI AWS U
V—ADHEEHELET,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ec2:*"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [
"s3:x"
:|!
"Resource": "*",
"Effect": "Allow"
P A
"Action": [
"events:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"logs:*"

:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudtrail:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"cloudwatch:*"
:| 4

"Resource": "*",

"Effect": "Allow"
P A

"Action": [

"resource-groups:*"

:| 4

"Resource": "*",
"Effect": "Allow"
P A
"Action": [
"sgs:*"

:| 4
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"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": [
"config:*"
:II
"Resource": "*",
"Effect": "Allow"
oo Ao
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::<account-id>:role/ApicTenantRole",
"Effect": "Allow"
}
]
}
« [EFRAR DB
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"
by
"Action": "sts:AssumeRole"

}

* Cloud APIC /%, AWS Organizations 7> b DR Y o —%EHTH7-01T,
OrganizationAccountAccessRole IAM 17—/ Lz f L £ 9,

Y AZ—T I FNOBEFOKMMENTAWS 7 A U v M EAERR LTESE L. £ Ok
% L7= AWS 7 4 v > MZHL##K D OrganizationAccountAccessRole IAM 72—/ L7)s H @i
WCE Y THENET, ZOHE. AWS DOrganizationAccountAccessRole O IAM & —
AR FEICHRET H2HEITH Y A,

WAL — T H YL PRI SINT D T2 DICBEED AWS T A U v R AR LTSS
IZ. AWS TOrganizationAccountAccessRoleIAM 17—/ /L% FEICRET 2L ENH Y F
T, #HET F > N D AWS T OrganizationAccountAccessRole IAM & — /L& 3% E L,
Cloud APIC (2B 4 DHEMRD D Z & ZHEE L £,

OrganizationAccountAccessRole IAM = — L%, Mk E 7217 v v MERA SRS

SCP (r—E AR Y >—) & & Hic, MkEIZT BT Mt LT, MilkEIT
THUYy MIHHT HSCP(h—EAFIHIAY >—) & &bz, o RY v —2EH
F %7212 Cloud APIC (T B2/ NROMEIRDAS 5 SN TWDBENRH Y £, 7
7R ARY —OFEMZ, FHETELT T bERIFMEETERWT TV hogEk L
FLTTY,

{

"Version": "2012-10-17",
"Statement": [
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{
"Action": [
"ec2:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"832*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"events:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"logs:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"cloudtrail:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"cloudwatch:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"resource-groups:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"sgs:E™
]I
"Resource": "*",
"Effect": "Allow"
oo A
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"
oo A
"Action": [
"config:*"
]I
"Resource": "*",
"Effect": "Allow"
oo A

"Action": "iam:PassRole",
"Resource": "*",
"Effect": "Allow"
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}

M7 7>~ OEERER 2 BN 51203

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com",
"AWS": "arn:aws:iam::<infra-account-id>:root"

}I

"Action": "sts:AssumeRole"

}

 Cloud APICIIFTAMET = v 7 M L T, BRMICEIT# > TfrbivizRI LT b &
U=V a OMAEDOE TR U —PEAESNARVWESICLET, X, V—Yar
R1 ® AWS 74 7> b IALIZ Cloud APIC ZEBE S CWAH ELET, 22T, V—Us
VR2AICTFURTALZEBHLEY, 27 ME (TAIIRROT A7 b e —T g
Y OMAEDE) 1L, IAI-RLIZE > THA SN TWET, 51D Cloud APIC 3 FFkD & %
R CRILT o e —Va oAb aELLY & LEGE (728 21X, CAPIC2
DY =2 RIODAWS T AT A2 IZEASNTWDEE) « ZHUTEB TA1-R2 ©
FrAENBIE, TIAI-Rl THLHEOFfENERA, 2F 0, 150 Cloud APIC TEHT
XHD0F1ODY) =V arNDO 1 ODT H Ty FOBRTT, LLFOFIIE, W DhDHFR)
REBOMAA DY L HE- L RHOEAG DY Z R L TOET,
Capicl:

IA1-R1: TA1-R1 - ok
TA1-R2 - ok

Capic2:
IA1-R2: TA1l-R1 - not allowed
TA1-R3 - ok

Capic3:

IA2-R1: TA1l-R1 - not allowed
TA1-R4 - ok
TA2-R4 - ok

s FTAMEDTEFNIX, AWS U Y —R ZL—T %A L fTbhEd, V—YarR2DOTH
72 TAL DF LT F o FAACloud APIC I X » TEHEN LA, VY —X T —TF
CAPIC_TA1 R2 (ffl: CAPIC 123456789012 us-east-2) 37 F > k 7 H v v MIER S E
T, 2OV Y= FNA—TTIE, fENTAL R1_ TA1 R2 DY Y —R& Z 7 AciOwnerTag 73
HVEFT(THUY FIAL D Cloud APIC IZ L > TEELEIN, UV — a3 RICERINT
W5 EHRIE), AciOwnerTag O AR —EB A LG E., 77> he U —va Vo idh
EEiET,

AciOwnerTag DR —E 7 — 2 OBEITRD L BV TT,

o JHIZ Cloud APIC 237 H 72 MZA A h—/L & FL, WIZHIER S 41, Cloud APIC 73
BOT Iy MZA VA =S ET, BIFOTXTOTF o M) —Ta rORERM
NN G U=
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IO TAI-R2 BNE LT F o b V=g v HEF L TOET,

FIAHEN—B LI WEA, BRIT (T b V=Y aroity 87 v 7)) I3BEY R —
FERTWERHA, BHERE LT, O CloudAPICAF LT F v b & U —V g VOMAE
DELZEHRLTOWRWI EREERGAIL. 7T MDOAWS T AU Mun 74 L,
WHEEZITDHY Y —A ZN—7 (CAPIC_ 123456789012 us-east-27¢ &) % FEhCHIBRL £
7, KIZ, Cloud APIC 2V r— K325, 7> FEFHEHIFRL GEML ET,

X279 71 Cloud APIC T, AWS a4 ¥ —%{ER L £,

a)

b)

[41>T2 bk (ntent) ] A==2—T, Ray 77Xyt [Tk (tenant) ] > [tenant_name] % i
RLUET,

[41 T2k (ntent) |4 > C, [Z7TUH—2 a3 B (Application Management) ]> [tenant_name]
EIRL £7,

RTFYT2 ROT 7> ar 2FETLET,

a)
b)

<)
d)

e)

2

[AWST7HhHOYIDl 74—/ KIZ, 79U RTHU U RIDZfRELET,
[7OER 24 T T, (BEEH] ZRINL 7,

AWST AUV NI, 77U REEAL WA= —FTF U "DEFETEET AU FTHDHHLEN
HFET,

[Save (RTFE) 1227V v o LET,
[TFYR] RXR=TTTF o E27 ) v 7 LT, BiLWEHETEAT T FE2FEEFRRLET,

TFTU D [BE] X—YO[AWSTHI Y R #HIIZ, ROA vy E—URFREINET, 20T
VMO REREET uATHIE, AWSA U7 T T AU M EDEEEHNTHEFETE I e — %
TFYNAWS TH DY MIERT HHERHY £3, ZhEITHI2E, LFOYU 7 ZBWT
CloudFormation 7> 7 L — 2 FEFT L T2 &V

[CloudFormation 7> FL—rDEIT) V7 %227V v 7 LET,

ik, AWSH A oA v X—=JICED F3, ZDOX—12iE, Cloud APICGUI O Z b DOFNE
THICATI LT AWS 7 h U v MERNERNICATI ENTWAHIET TY,

YA A ANERPNELNWZ MR LIZD, AWSH A A0 X—=TUT[RAN]ZZ7 Y w7 LET,
TN THY Ty b v—/® cloud-formation 7 > L — N2 FEITLET,

GE)  EHZ. BEHEARAZISTEAFTOEEICLT, THY MK LTEFRITPRLALYICT 7 &
Ak L AR L 9,

ATv 73 [R1F (Save) 1227V w7 LET,
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CiscoCloud APICGUI Z{FAH L =775y — 3> AT 74 ILDOYER

ZDt 7 v a T, CiscoCloud APICGUI Z#fEH L7 7V r—a v 7a 7 7 A /LVOFERK
FiEEHBHLET,

1R BHHIIZ

T MEERLET,

ARTYT1 AVTFUoNTAar %70y LET, [T F (ntent) | A=a—RNFRINET,
ATV T2 [Tk (ntent) [IRBERY 7 ADTFIZHD ey T XU RNE7 Y vy L, [TTVr— a3V ER
(Application Management) ] Z#3&R L £,

(77— 3 0EE (ApplicationManagement) [ 47> a DU A RR[4 T b (ntent) | A==—
ICRRSINET,

AT9T3 [Tk (ntent) | A==2—D [7FT)4r—2 3 EE (Application Management) ] U 2 T, [7 T
Yhoy—>ay 7O 74 ILOER (Create Application Profile) | #27 U w27 L9, [ZFV5r— 3>
70774 ILDOERL (Create Application Profile) | # A4 7 a2 Ry 7 ANERINET,

AT 74 [Name] 7 4 —/V RIZA4RTZ AT LET,
ATvTS ThUMERIRLET,
a) [TFH2 LDER (Sdect Tenant) 1227V v 7 LET,

[TF > FDFEIR (Select Tenant) 1 XA 7 0 /ARy 7 ARERINET,

b) [TF 2 bDEIR (Sdect Tenant) | ¥4 7127 T, EMUOFIOTF 2 "7 vy 7 LTRIRL, [ZEIR
(Select) 1227V vy 27 LET,

(75— 3070774 IILDER (Create Application Profile) | A4 7 a7/ Ry 7 AT, IROF
EZ 34T L ET,

AT 76 [§%BA (Description) 1 7 4 —/V RIZ#HBHZ A LET,
ATy T BENKDSTZ5 [Savel 27 U v 7 LET,

Cisco Cloud APIC GUI Z{&H L 7= VRF D {ERk

Z Dk v a T, CiscoCloud APIC GUI %1% ] L 7= VRF DAERFTIEICOWTELH L £ 9,

1R BHIIZ
TF N EERLET,

ATFYVTNV AT TAar% 7 )y LET, [AUTUh (ntent) | A=a2—RRRENET,

Cisco Cloud APIC 2 > K—3+ > FD®ETE [
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B cisco Cloud APIC GUI %55 L 7= VRF 004 RE

ATy T2 [MVFUk (ntent) RRR Y 7 AOFICHD Fuy P4 RKAIZ7 )y 7 L, [FFTV5r—a v ER
(Application Management) | Z &R L 77,
(77— 3 &R (ApplicationManagement) [ 47> a DU 2 RR[A T2 b (Intent) | A==—
IZERRSINET,

ATV T3 [Tk (ntent) | A==a—D[7FFTUHr—2 3 0 EE (Application Management) | U A k¢, [VRF

DYER (CreateVRF) 1 %7 U w27 LET, [VRFDER (CreateVRF) | ¥ A 707 Ry 7 ANKRII
ij_o

ATV T4 RO[VRF XA TRy 7 ZAONERK (CreateVRF) | A TRy 7 ADT 4 —)b ROFRITRENTU
HEHIT, K7 44— RIC#EefEE AL, HifT LET,

%= 3:[VRFDERX (Create VRF) |5 A 7RI RY I RAD T 4—ILK

[FOs/3F « (Properties) ] SR BA
=%
£l [Name] 7  —/V RiZ, VREOFE R4 EATILET,

T D VRF |2 vrfEncoded fE3EI 0 24T HvE T,
TF 2 b & VRF A4 DOFLAEDEN 32 LT 422D
Y. VRF4 (77 v b ET) 13 vrfEncoded fiE
EHEHALTI T R L—FCTlBlsihET,
vrfEncoded % &7~ 9" 5 (Z1%, [Application
Management] >[VRFs| %7 ¥ 728 L £9, A1l
DAV TVRFZ27 Uy 7L, 777U R )L—FT
[Encoded VRF Name] #4& L £7°,

TFHr b T b EERLET,

1 [T+ FDER (Sdect Tenant) 1 227V > 7
LET, [TFT2 bDEIR (Select Tenant) | ¥
AT TRy 7 ANRFRENET,

2. [TFT2 FDEFEIR (Sdect Tenant) | ¥ A7/
T, EMOFNDOTF v ves ) vy LGERIRL,
EIR (Sdect) 127V 27 LET, [VRF DE
B (CreateVRF) | # A 7 a7 Ry 7 AR
e

Bz VRF OftBHE A LET,

RE>IPVALIZFY A+ T RFLR 773 BGPE—7 v |

[l CiscoCloud APIC 2 > R—F > FDEHE
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[FO/37 4 (Properties) ] = BA

Add Filter 1. Wl d2=%v A7 LA 773V BGP
2=y hO[IL— bk 2=y DB A7
varxEszVy 7 LET,

2 [BAT| 74— A FTROFT av %2V
7 LR LET,

¢« IHAR— bk b— b Z—F v NEMD
VRF|ZZ /7 AR—FTEET

e UR— bk — X —%4 v NI VRE
MNoA AR —hFEINET

L= FE—=FY R TERA R Ry 7RI,
BEDOVRE B 7 AR — N E-IZBIED
VRFIZA Y R—FTCExHL— & —5 > |
EANITLET,

ATYTE MEENTET LD, [Irff (Save) 1227V v 7 LET,

Cisco Cloud APIC GUI Z{ER L -5\ &y b0 —9 OYERL

ZOFNEZ, SR Y — DR HEE 7~ LTV E T, You can have a single external network
that can connect to multiple routers on the on-premises site, or you can have multiple external networks
with multiple VRFs that you can use to connect to CCRs.

1R BRI
xRy N U= BERT AR, NT Ry b7 BER L TBL BERH Y £,

AT ol —va =T, [FFTU5— 3 0EE (Application Management) > [SV iRy kT —%
(External Networks) JI2&E) L £,

R ENT AR Yy N — I BERINET,

ATFwT2 [FUaY (Actions) |#27 U > 7 L, [SM+Ry bT—2 D1ERL (Create External Network) ] Z 3L
e 8
[4V &Ry b —2 DERL (Create External Network) | 7 4 > RUNRERENET,

ATV T3 ROMEF Y NT—7 DIERE A Ta 7Ry 7 AD7 4—/ K (CreateExternal Network Dialog Box Fields) ]
DRIRINTND LI, &7 14—/ R ez AL, FITLET,

Cisco Cloud APIC 2 > K—3+ > FD®ETE [
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B ciscoCloud APIC GUI 2R L 1250885 » b9 — 2 DR

R 4: [y FT—- DERL (Create External Network) ] %A 7O Ry 2 ADT 4 —IL K

[T« HL:
(Properties) ]
%
221} MRy NI =22 E AN LET,
VRF Z @ external VRF (%, SMBOIE ACL 731 R & OINBERTICMET S Ed, 20 I THEE

@ external VRF Z1E T £,

Z @D VRF (%, VRF XKD 3 DOFEE T T 2 TV D512 external VRF & L CRlkBI S U
F7,

AV TTTFU O T THERIN
« SR v MU — 2 IR BTV S
77U R arTXFAL T T 7 AVIEEMIT BTV RN
SN v U — 7 BT 50TV S VRFIL T X TC external VRF (272 Y £97, external VRF
I TURAVTRARN TR T ANERRIFTY TRy MIBEEMIT A Z EIXTEERA,
external VRF %8R 221X, ROFIREZFATLE T,
1. [VRF M#ER (Select VRF) 1227V v LT,
[VRF D#R (Select VRF) 1 A T a7 Ry 7 ANFRENET,
2. [VRFDEIR (SdectVRF) 1% A4 77T, EMOIIOVRFAZ 27 Y v 7 LTEIRLET,
[+ VRF OfERY (+ Create VRF) |47 a 2 L CVRFZIET5 2 L b T& 7,
3. [N (Select) 1227V v 7 LET,
[4V &8R4y b7 —% DYERL (Create External Network) | A4 7 a2/ R v 7 AR £97,

L—32 847 N—2 B A TERERLET,
* CCR:
* For releases prior to 25.0(3), the Cisco Cloud Services Router 1000V

* For release 25.0(3) and later, the Cisco Catalyst 8000V

*TGW:AWS h TPy M = U = A L—HF—

KA M IL—2—% This field appears if you select CCR as the Router Type.
TOT7 4=V RIERETEERA, TN FDRA S L—EZNHBIIRRSLET,

. Cisco Cloud APIC O >/ R—+ > FDRE
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[FTa/,8F 4
(Properties) 1]

B

NT 2y bT—2

DT 4=V R, W= BALTLLTTGW ZBIR LIS EICERENET,
NT Foy B U— 7 BERT A0
1.

INT 2y RT—VDER 227V v 7 LET,
INT 2y RT—=ODFR) ¥4 T al Ry 7 ARFRINET,

(NT Ry bIT—=ODRR| X AT Ry 7 AT, UAIPLHEHMONT Xy hU—7
Uy L, BRI 27V v 7 LET,

(5 &Ry b7 —5 DERL (Create External Network) | ~=X—IZE D £,

Hhig

U—va a5
1

[Hhi DB (AddRegion) 1 %27V v 7 LET,
[Hhizh OD;FEIR (Select Regions) | ¥ A 7 v/ ARy 7 ANFRINET,
ety N7 v 7O—fE U GRIR U Z#lS Z IR S g,

[HID:ER (Select Regions) | A 717 T, EMOFIOTF > "aer Vv 7 LTERR
L. [ER (Select) 1227 V7 LET,

[4V 884w BT —% DYERL (Create External Network) |1 %A 710 7R v 7 ZIZRY £,

Cisco Cloud APIC O 7 R—+ > FDRE .
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[FTa/,8F 4
(Properties) 1]

B

VPN v kD—%

[l CiscoCloud APIC 2 > R—F > FDEHE
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[FTa/,8F 4
(Properties) 1]

B

VPN v hU—2 x> f UL, SRR ShvEd, BESNIZ T TOVPNER v b
T—7 N, BRLEETRCOY)—Va @i shET,

VPN * v hU—7 ZBINT 512i%, ROFIREZETLET,
1. [VPN®&w kT7—4 MM (Add VPN Network) | 4% v 7 L%,
[VPN vy b7 —5 M3EM (Add VPN Network) | # A 7 a7 Ry 7 ANRERINET,
2. [&HI (Name) | 7 4 —/L FIZ VPN X v hU—27 O FiZ AT LET,
3. [+IPSec E7 DB (+AddIPSecPeer) 127 U v 7 LET,

[IPSec ko A JLIERE S DB (Add IPSec Tunnel Destination) | 7 ¢ > R RFE RSN E
R

4. BINIT D IPSec b o RAAEGIEDIRDIKD 7 4 —)L RIZfEZ A1 L £7,
*IPSec FRILETFDINT Y9 IP
« BEIHRBYX—
*IKE/N—2 3 Ui 1PSec b Lk T ikevl 7213 ikev2 i8R L 47,
«BGP E7 ASN

+ Subnet Pool Name : [ 7w b T—ILZDFEIR (Select Subnet Pool Name) ] % 7
Uy LET,

(T2 b T—ILBDER (Select Subnet Pool Name) | %A 7 v 7R v 7 ARFR
SNFET, VARSI TWAEHARERY T Xy b = OWNThnz@R L, #
R (Select) 1227V v LET,

elPseCc hRILY—RA A VB—DTIAR:ZDT 4 —L RO MY ZFEHRA LT,
Cisco Cloud APIC 1. BIRENTF-RK YV —A A L F—T oA AMBEGELIP 7 KL X
~D 150D IPsec b FIVEVERKR L E T,

GE) ikev2i3, ZOT7 4=V FOF 74V~ 73T, Psec kb
VA B —T oA AEREIT. IKEV2 #ERR TOLY R — FENFET,

gig3lL. T 7 A/ FTERINET, ROFNL1IDEITHEEDOAN o F—T = A X
PERLET

* gig2: GigabitEthemet2 1 > % — 7 = A A
* 0ig3: GigabitEthernet3 1 >4 — 7 = A A
* gig4: GigabitEthernetd 1 > & —7 = A1 A

GE) DRy FTU—7 TlIPsec ho gV VY —A LB —T A AEFERKL
7ot =T 47 R — VU —R250Q2)TittAS N TWD Xk oIz,

Cisco Cloud APIC O 7 R—+ > FDRE .
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B 70— vRrmL— bk u—5 KU s —otR

[FanFq BL)]
(Properties) 1]

A CHEEG e ~D b v RV BB CE 5 BIMOFR >~ v U —2 TIPsec b v RV
J—A A BZ—T =2 AEERTEET,

5 [EH (Add) 127U v 27 LT, ZO IPsec e B L £,
[VPN &y bDT—2®DEM] V1> RUIZED 77,

BID IPSec b v RABE L2 BINT 25613, [+1PSec E7 D:BM (+ Add IPSec Peer) ]
Vw7 LET,

6. [VPN v rT—%-®EM (Add VPN Network) 1 # 4 777K v 7 2T [HEM (Add) ]
Uy LET,

[4V &84y b7 —% DYERL (Create External Network) | A 7 a7 R v 7 AR £97,

ATV T8 NEFRy NT—T7 OIERMNZET LD, [RTE (Save) 1227V v 7 LET,
[5V &Ry b —- DERL (Create External Network) ] 7 > RV C[HRTE (Save) |27 U v /95L&,
777 R JL—2 7% AWS THERL SV E T,

a—/N\JLVRFREIIL— bk U—5 R o—DHER

7 ma—/3 L VRF [lv— K U—27 AU —agid, VU —R250Q2) THASNE LT,

1R BHHEIIZ

[V59KAPICEY F7wv 7 (CloudAPICSetup) | V4 > KD [ 59 B R—X JL—
T4 % (Contract Based Routing) ] fEllk CAE 1T 9 AilZ, 27 v —/3L72 Inter-VRF /L— |k
U—27 R —TCRt SN EREHER L T IZEN,

RTYT1 AT TAarvm 70y 7 LET, [Tk (Untent) | A== —RNERINET,

RT9T2 [4MTUk (ntent) | RBRY 7 ADTFO Ky 7Hx 0% 27 ) v 27 L, [#k (Configuration) | %%
RLET,
F7arOVARR[ATU R (ntent) | A=a—ICERINET,

ATV T3 [Tk (ntent) |A==—0 [ (Configuration) ]V A+ T, [ 5% FAPICtY 7 v 7 (Cloud
APICSetup) | 227V v 27 LET,
[y b7V T -BE)| XA T Ry 7 ARFRSNET,

RTYT4 [AVEIY FR=ADL—T 4 VT KT, [AV FF9 b R=RDIV—T 4 2T 7 4 —/L FOBHED
REEESHOET,
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| Cisco Cloud APIC o > R—% > FDEE
go— L RERIL— kU —2 £y o—otR [

QYRS P R=ZADIL—TFT 1 VT REF, BHEONHVRF L —h UV —7 R > —% KL THET,
ZHE. AT T TFUMDOTFO e — L R —ThHY, T—V 7T 7 EERALT, a7 2 b
Bb— b = TNRNERICL— FEBREITE 20 E ) 0E R LET,

AT T T FNIRE, V=R T MIESW T = ENTEHT, bVt —F v
TIZHEASNWTY =7 ENTWAZ EERLET,

A2 (On) :v— K vy IRFELBRNGAIC, ZRIZESHNTL— FRHRL TS Z AR LE
T, ANZTDHE, —b =y TPEREIN TV RWEEIZar b7 BV —T 4 VT EEREN L F
T, —h wy IREETDIHEE, V— b v FIXEICV—T 4 T ERERE L E T,

RT9TE [AV LSO P R=ZADIV—T 4 VT 74—V ROBUEOREEEET LM EIDERELET,
HHBEENPDOREICE VB2 5551, ROFIMEIZHENET,

cFURENCA ITADYIYVEZ (QAV T F R—=ADI—T 1 VT EENZT B): Z ORI T,
BE, av b7 7 bR—RADNV—TF 4 VI PEREINTEBY, b=~y T RXR=ZADNV—T 1 VT
PNBR2BZENPBEESINTVET, 2 TT MR—RDNV—T 4 TP — K<y T _R—ZD
N—F 4 U TITH R DRI — =y P R_R=2AD)—F 4 VI RRESNTOARWES, it
RELZH S WTREMERH D £,

ZORBTA VRRED B TREICH Y L BN, ROEEETOET,

1. BEFEOa 77 b EFOVRE DT RTOXNTRT, b=k vy RX—=2D—k V=7 &%
iz LE9,
Cisco Cloud APIC GUI # i L7= U — 7 /L— h Ok (22 2—2) OFIREZFETLET,

2. 77— L RY—Tary k77 F XR=20)— K R —%BHLET,

(ARSI RR=RDIL—T 42T 74— IV RDAAL v F % [ U] FHEND [A ] REIZHD
BT, B _R— 2DV —F 4 T B— v R—ZAD—F 4 N0 Bz F4,

3 ANILEH LWIL—h vy R—=Z2D)—TF  V TICE SO TCHRERRE 245 X 51z
=T 4 T BERELET,

FAITBRENOA UADYYEZ (BHUR—ADIL—T 1 VT BT S): 2R TIiE, HAEL—
N~y T R=ZADN—TF 4 I PRERSNTEY , BIRX—ADNL—TF 4 710 B2 5 2 &3 iE
ESNTHWET, 2 8727 he— b vy 7Ol 5% VRE DT THICTE 5720, ik
ik 2 (E 5 BETIE AR . MM EETYT, 20Xk RRN TR, v —FT 4 v T AhcT 5 e x
W2, Ay 77 R0 — b=y BNMERENNET, b2y T R=RADNL—T 4 T BER
W2 TWAEE., 2V "I 27 F R—=ZADNL—F 4 > 7 HBMUTEHHRHITHRAE LA

ZO=H, ZORWTIE, ZITRENOLF UREICH VBRI HANCERTZITHILELIH Y A, 2
7Z7L. VREOXTHTary o7 be— k=7 OWFE2EDNIET, BRIZa T 7 kb _X—
AN—T 4 U TNCBATT 2581, VREBOaY b T 7 MEZEBICHEL, [AV RS B R—=XD
W—T 42T 74—V RT[F V] HEICY YR Z DHIC VRE BOL— b < v T ZHIBRT D 0LENH
0 ET,

ATYT6 [AV LTI R R=RDI—T 4« VI HEDOBIEORTEELEELT L2HE1E, DBERV—T 4 T OXAT
WZESWTREZT VX ET,
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B ciscocloud APIC GUI £ L 1= 1) — 4 JL— k D#R

ATv 71 Cloud APIC £y b7 TORNRTET L7zb, [T %227V v 7 LET,

Cisco Cloud APICGUI Z{ERH L= —2 JL— FDHERK

CiscoCloud APICGUI ZfEA L CY —27 L— 2R ETHFIRIL. V) =R L THETELR
nFE9,

«25.0Q2) LVHETIOV U —ATIE, WML LT —T 4 7 R —%i%E LT, S bk
BRAMEHLTACIZ 70 KA FENBIEDOMON—T 4 T HRETDHEEIT, N
8 VRF &AM VRE O TY —27 3250 — hEETEET, ZNOOFIEICOWVTIL,
Cisco Cloud APIC GUI il L7= VRFRE] /L— R~ U — 27 O/ E (22 2—) 2B LT
<TEEW,

« U U—R2502) LIBETIX, Wil VRF OXT [ D/L— |k v T X—20D/— K J—T RN
BR—PFENTWVET, ZH5DFINEIZOWTIL, Cisco Cloud APIC GUI % {# f L 7=
VRE DV —7 L— s DOt 25 2—) ZZRLTLEE N,

Cisco Cloud APIC GUI Z{£/ L 7= VRFf&§ JL— k U —Y DERTE

V=2 — bR OHREFT. V=T 4T RV =X 0T 0 RN —NRLIIHRESND
JY—RZ2501)7 v 75— brDO—HTY, VRERIIL—T 4 T HERATDE, ML LIZL—
T4 R —ERE LT, IR EZEH L CTACLI 7 77 KA kN5 E D
MON—T 4 T HFETHEEIT, WNESVRF EAME VRE O T — 2745 /0— h&EIFET
TET, FHICOWTL, [P R—FENTWDIL—T 47t Xa VT 0 R —0%
B 2SR TLEIN,

AEBFESCIZ, AWS B A kN ESNET A 2ADOM O OB ML (28 X—) FEEFHEH LT
FEICHERT 2L ERNDH Y £7, INBoEERIX, Blor 70 K ¥4 b, ACIA VT LI R
YA b, FHRITDEELETH LA RN H D FI,

N

GE) c INLOFIEAMHL T, VU —225001) CRELINZT v 7T — MIESNT, N

L external VRF DI COBREFXF 2 U T 4 RNY —IKFE LWL —T 4 T R vo—%

WELET,

c INSLDOFNEAMH LT, WNEB VRF DT DONL—TF ¢ o T HFRELBRNTLIEEN,
FOETE, VI —22501) LVRiOEF EBVIZary o7 b EERALET,

ATy EfloFesr—yar =7, [FTUr—2 a3 EE (Application Management) | > [VRFICEE) L &
KR
BIE ST VRE R EINET,

ATFvF2 [U—% JL—F (LeakRoutes) | ¥ 7 %7 Vv LET,
TTIHR SN TND Y —7 — P IRRRINET,
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| Cisco Cloud APIC o > R—% > FDEE

Cisco Cloud APIC GUI % &8 L 7- VREE L— + U—» 0iE [}

ATwF3 [FUPar (Adions) |27 U7 L, [U—2 IL—bDERK (CreateLeak Route) | Zi&IR L £,
[V—% IL—FDYER (Createaleak Route) | 7 r > RUMMFERENET,

ATv T84 RO[V—7 V— DIERZ A Ta Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUANINIEET 4=V RICKHSTHEEATIL, FITLET,

£5:)—9 L—bDERFAT7ATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

A=PAGPY
(Properties) ]

B

B

Source VRF

%
1

f57C VRF RN 51215 -
[%1E5T VRF M>&4R (Select SourceVRF) [ 227 U v 27 LE,
[VRF M:#IR (Sdect VRF) | AT a /Ry 7 ARERINET,

[VRFDZFEIR (Select VRF) 14 A 7 v 7T, {570 VRFIZHE T 2 72 D2 M D51 0> VRF
7V LTERLTET,

E(EIC VRF X, WNEBE 7-1% external VRE THDH Z LIZEE L TL &V,
[ER (Sdect) 1227V 27 LT, ZOXEL VRF 23R L ET,
[V—% JL— FDER (CreatelLeak Route) | £ A 7 7Ry 7 AR £,

35 VRF

48

1

J& VRF 2 2IRT 5123, ROFIHEZFEITLET,
[ D;EIR (Select destination) 1 %7 U v 7 L¥7,
[VRF &R (Select VRF) 1 XA T IRy 7 ARFIRENET,

[VRFDEIR (Sdect VRF) | XA 71 7/ T, %6%¢ VRF (ZEHT 5 7292 E[DF]D VRF
7 U w7 LTCERLTET,

X{E 76 VRF L INEL VRF TH D356, i/t VRF NI VRFICT A Z &lX TR &
WCHEBLTLEEN,

[#ER (Sdect) |27 V27 LT, ZD%H VRF 2R L £,
[U—% IL— DR (CreateLeak Route) | # A 7 /Ry 7 AZRY £,

Cisco Cloud APIC O 7 R—+ > FDRE .
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B ciscoCloud APIC GUI £ L 1= VRFR JL— b 1) — 2 DR

[FTa/,8F 4
(Properties) 1]

B

Type

T —7 V— b DX A THEIRL £7,
« FTRTE—9: Bt VRF O REYE VREIZY — 27357202, T XTo/L— b &

KT HZEBERLFET,
OGS, TN ENTIE, =Y 0.0.0.0/0 TRy FIP =Y TICHEIICAS
SNnFET,

e TRy NP #iC VRED S #6iE VREE TO U — 27 O— N E LTRHEDT 73 v
NP7 RLAZRET HHEITERIRLET, [HTHRY MIP (SubnetIP) 1 %A 71
Ry I AMFEREINET,

[Ty LIP (SubnetIP) 1R~ 7 A2, VREfIO Y —27D— kK ELTH TRy MIP
7 RVAEZADLET,

AT9TE  EENETLESL, [IRfF (Save) 1227 U v 27 LET,
[XZh (Success) | 7« v RUNRFRINET,

ATFvT6 BMOVRFEIL—bF U—02RETIEINE I DERELET,

* VREOXT T —27 3280/ — K &2BINT 58541, [BE (Success) |7V > RUT[HID!) —
42 JL— k®M3EM (Add Another Leak Route) | 47> a v %27 U v 7 L%,

[V—2% JL— +D3EM (AddLeak Route) 17 4 > R 7IZHREY £9°, VREFDOXTHTY —27 4550
N— NERET DI, AT v 74 23X—) —AT7v75 24—V) ZHVIELET,

e UNR—Z b— FEBEINTHHEF. ROXHICLET,

« IFT OB E DL VRF 283%(E 750 VRF 12720

« IR ORRE DIEIETC VRF 23565 VRF 12720 £97,
Wz, [AZh (Success) | 7«4 v RUT[UN—X 1J—% JL— +F®DiEM (Add ReverseLeak Route) |
FFrvarErs Vs LET,

[V—2 IL—FDEM (AddLeak Route) ] 7«4 > R7IZREY £9, AT v 74 (23 3—Y) —*&
TS5 (24%—=Y) EVELTHONL— ERELETN, SEFIROL IR 7,

* (EfEJT VRF (SourceVRF) | 7 4 —/L KT, RO E TS VRF & L TiER L 72 VRF % 3R

Li—a—o
« [585E VRF (Destination VRF) ] 7 .t —/L R T, BiOFKE TE(E7T VRF & L TR L7- VRF %
BINLFET,

ATy FT1 V=7 L—FORENZETLEDL, [T (Done) |27V v 7 LET,

AA YV VRFX—=TD[1)—% JL— bk (Leak Routes) |¥ 7 M OF R I, HILSBRESNZY —7
N— ERFEREINET,

[l CiscoCloud APIC 2 > R—F > FDEHE
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Cisco Cloud APIC GUI % &/ L =8 VRE D U — 4 b— o [}

ATV T8 HETLETIISEEVRF OFEMIERZ TS L2V, #RFEADOY —27 V— N2 EHR L7207 512015, AA
> [VRF] <—YD[)—4 JL— k (Leak Routes) ] # 7 C[VRF] &4 72 U v s LET,
FON—K T—=T7 N0 [BE (Overview) | X— YU NERINET,

RATY T [VRF]X—VOEHIZHD [7TIr— 3 oEE (Application Management) | #7427 U v 7 L, £
MoFesr—va i "—T[1J—% Jb—b (Leak Routes) ¥ 7 %7 U v 7 LET,
ZDOFFED VRF IZEEMF T STV D Y —27 b— R FERENE T,

ATY 710 MEEL T, 2O VRFICEEM T bRBMD Y —27 — b ERELET,

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) %2 U > 7 L, [<VRF_name>
M) —4 JL— +%3EM (Add Leak Routefrom <VRF_name>) % #4R L £,

[V—% JL— DB (AddLeak Router) | 7 4 > RUNREREINET, AT v 74 (23 3—)
DIEFRALEHL T, REREREANLET, FERXTVRFOZ L F UITFHFNRRENATEY ., =
DOIRMTIFEETERNZ LICEE L TLLIEE N,

« ZOVRFIZY =27 v— hE2iBIN$ 212, [722 3> (Actions) | #27 Y v 2 L, [<VRF_name>
[2—% JL— +%3ENM (Add Leak Routeto <VRF_name>) |&3&R L £,

[U—% JL— DB (AddLeak Router) | 7V ¢ > RUDBFRINET, AT v 74 (23 3—)

DEREFH LT, REREREZADLE T, BEVRFOZ L hVITHEFNEREINTEBY, Z0
R TITIEETERWIZ LIZEELTLLEE N,

RDERY
INTH—T 4T R =D ENE LT, V=T g7 R —ttXx2UT 0 R
U—IIHITH DD, BEXx a2 VT 0 RNY —FREIERTILENHD 7,
» Cisco Cloud APIC GUI #ffi H L7z EPG O1ERL (32 ~X—2°) RO FIEEFLEH LT, 4D
EPG Z{ERk L ¥ 7,

* Cisco Cloud APICGUI Z i H L7=2> F 7 7 FDER (39 =) : Zh b D FEEFH
LT, AMFEPG &7 D REPG o=z T 7 FaAERLL £,

Cisco Cloud APIC GUI Z{EF L 7=REEVRF D ') —~ JL— F DR

U U —2R25002) LABE, PN VRE [EloLv— K U—27 TS T D L 912, N VRE O3
THON— K~y P X=ZADN— K V=7 PP R—bIET, ZOEIL. U U —2%250(1)
TRt NN —T 07X VT o OREEHEIELLDOT, V=T g7 btk
X2 U7 4 RY U—DRIAICHEESNTNET,

ATvT1 EfloFesr—rarn—7, [7FT)5—2 3 EE (Application Management) | > [VRFIZEBE) L &
7
E S VRE BNERENET,

ATFvF2 [JU—%Y )L—b (LeakRoutes) | #7 %7V v 7 LET,
FTTIHRENTND ) —7 L— FRERINET,

Cisco Cloud APIC 2 > K—3+ > FD®ETE [
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Cisco Cloud APIC 21 U R—* > FOFE |
B cisco Cloud APIC GUI % (R L 18 VRF O 1) — & JL— + DR

ATvF3 [7UVP3Y (Actions) |27 Vv 7 L, [V—% JL— DR (CreateLeak Route) ] #&R L £,
[V—% IL—FDYER (Createaleak Route) | 7 r > RUMFERENET,

ATv T84 RKO[V—7 V— DIERZ AT a Ry 7 AD7 4 —/L K (Leak Routes Dailog Box Fields) | 7— 7 /L
TUARSNERT 4=V FIZEET L2 AL, HITLET,

z£6:)—9 L—bDERFATATERY I XD T «—JL K (Leak Routes Dailog Box Fields)

[Fa/xF 4 B
(Properties) ]

Source VRF EIEIC VRF 28T 5121
1. [%{E5T VRF M&R (Select SourceVRF) 1 %7V v 27 L£7,
[VRF M:#EIR (Sdect VRF) | XA T a /Ry 7 ARERINET,

2. [VRFDEIR (SdectVRF) 1 ¥4 7 17T, #E70 VRFIZMEH T 2 72O/ 0 F D VRF
7V w7 LTCGRIRLTET,

ZOFEIE. NE VRE OXRTREONL—F =T R—ZD/—F J—T DFDDHDT
b D28, BEgior VRF IZIXAES VRE 28I L £,

3. [#IR (Sdect) 1227V v 7 LT, ZOX[EC VRF 23R L £77,
[V—% IL—FDER (CreatelLeak Route) | £ A 7 7Ry 7 AR £9,

5a% VRF 5645 VRF 28 IRT 21213, ROFIHZFEITLET,
1. [3BEMEIR (Select destination) 1227 U v 27 L,
[VRF #R (Select VRF) 1 XA T TRy 7 ANFIRENET,

2. [VRFDEIR (Sdect VRF) | ¥ A 7 17T, %85 VRF IZEHT 572 DIZEMDF D VRF
7V o7 LTERLTET,

ZOFNEIX, NE VRE OXTONL—h =y T RXR—=ZAD/L— K V=7 DI=ODH DT
b DT, B VRF ICIZNES VRF 28R L £,

3. [#IR (Sedect) 1227V v 7 LT, ZDO%% VRF ZIR L F4,
[V—2 IL—FDERK (CreateLeak Route) | # A 7 R VR v 7 AIZRED £7,

[l CiscoCloud APIC 2 > R—F > FDEHE
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Cisco Cloud APIC GUI % &/ L =8 VRE D U — 4 b— o [}

[Fa/nF4 SRER
(Properties) 1]
Type KT A0 —7 — DA TEBIRLFET,
« FTRTEY—5: Bt VRF O REYE VREIZY — 27357202, T XTh/L— b &
KT HZEBERLFET,
oA, TN T, =2 kY 0.0.0.0/0 YT Ry FIP =Y TICHEIRICAS
ShExd,

e TRy NP #iC VRED S #KiE VREE TO U — 27 O— N E LTRHEDT 73 v
NP7 RLAZRET HHEITRIRLET, [HTHRY MIP (SubnetIP) 1 %A 72
Ry I AMFERENET,

[Ty LIP (SubnetIP) 1R~ 7 A2, VREfIO Y —27D— K~ ELTH TRy MIP
7T RVAEZADLET,

AT9TE  EENETLESL, [IRF (Save) 1227V v 27 LET,
[XZh (Success) | 7«4 v RUNRERINET,

ATFvT6 BMOVRFEIL—F U—02RETIEINE I DERELET,

* VREOXT T —27 3580 — K &2BMNT 58541, [ (Success) |V« >~ RUT[HID!) —
42 JL— k®M3EM (Add Another Leak Route) | 47> a v %27 U v 7 LET,

[V—2% JL— FD3EM (AddLeak Route) 17 4 > R 7IZHEY £9°, VREFDOXTHTU —27 4550
N— NERET DI, AT v 74 26°—Y) —AT7 75 QTX—V) ZHVIKLET,

¢« UNR—Z Jb— FZBINT 58541, kO LI IZLET,
« DIFT OB E DFESE VRF 283%(E 750 VRF 12720
o LIFTOFRE DE(ETT VRF 3%E5E VRE (2720 £,
W, [A3 (Success) ] V4 v R TIJ/A—R 1J—4 JL— kDEM (Add ReverseLeak Route) ]
FFvarEs Yy LET,

[V—2 IL—FDEM (AddLeak Route) ] 7«4 > RT7IZRED £9, AT v 74 (265—) —*%
Tv75 Q1—=) EEORLTHOL—FEFRELETH, SETROL IR £,

* (EfEJT VRF (SourceVRF) | 7 4 —/L KT, RO E TS VRF & L TiER L 72 VRF % 38R

Li—a—o
« [585E VRF (Destination VRF) ] 7 .4 —/L R T, BiOKE TE(EIT VRF & L TR L7= VRF %
BRI FET,

ATvFT1 V=7 L—FORENZET LD, [T (Done) |27V v 7 LET,

AA Y VRFX—TD[1)—% Jb— bk (Leak Routes) |¥ 7 M OF R I, HILSBRESNZY —72
N— ERFEREINET,

Cisco Cloud APIC 2 > K—3+ > FD®ETE [
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ATV T8 HETLETIISEE VRF OFEMIERZ TS L7120, #RFEADOY —27 V— hEEHR L7207 51201, A4
> [VRF] <—YD[)—4 JL— k (Leak Routes) ] # 7 C[VRF] &4 72 U v s LET,
ZON— K T—=T LD [BE (Overview) | S—UNERRINET,

RATY 7T [VRF]X—YVOEHICHD [7TIUr— 3 0EE (Application Management) | #7427 U v 7 L, &
MoFresr—v g X—=T[)—%2 JbL—F (Leak Routes) |# 7 %27 Vv 7 LET,
ZOFFED VRE ICBEEM T SN THWDE Y —27 — FRERENET,

ATV 10 MEZGE LT, 2O VRFICEEM T HNZBIO Y —27 b— a3 E L E T

c ZOVRFH Y —27 b— MBI 5121%, [F2 23> (Actions) | %27 U > 7 L, [<VRF_name>
M5 —4 JL— +%3EM (Add Leak Routefrom <VRF_name>) %R L £,

[V—% JL— FDENM (AddLeak Router) | 7 4 > RUNRERENET, AT v 74 (26 5—)
DIEFRALEHL T, REREREATLET, FETVRFOZ L F UITFHFNCRRENATEY ., =
DOIRMTIFEETERNZ LICEELTLIEEN,

« ZOVRFIZY =7 v— F&BIIT 5121, [72 23> (Actions) 1427 Y v 7 L, [<VRF_name>
[21)—% JL— +%3:BHN (Add Leak Routeto <VRF_name>) |&&R L £,

[U—% JL— DB (AddLeak Router) |V ¢ > RUDBFRINET, AT v 74 (26 5—)
DIFHREEH LT, BRERFEHREATILET, SBEVRFOT . b VIFHEFNICEREATEY, 20
R TIIEETERNWI LICEEL TR,

AWS 1 ~ ENERT /N4 RDEIDEZEDHML

Follow these procedures to manually enable IPv4 connectivity from the infra VPC CCRs to any external
device with IPSec/BGP.

NETINA AR I 7A4ILDEHoO0—FK

AT 71 CiscoCloud APIC GUI T, [# v aR—FK (Dashboard) | %7 U »7 L&,
Cisco Cloud APIC D& & aR— FRFERINET,

RTYT2 [AVTSRAMSIF ] > [SEERICBEI L £7,
[4}ER$E#E (External Connectivity) 1 7 ¢ > RUBFRRINET,

RTw T3 [FUay (Actions) |>[SEBT/AA AR T 74 I)LDF 2 >0O—F (Download External Device
Configuration Files) | %27V v 27 L £,
[AERT /N AR T 74 ILDF 90— K (Download External Device Configuration Files) | v 77 v
TRFTRINET,

ATV T4 Fora—RFL9N0T A AR T 7 A NV ERIRL, [F22B—F (Download) 1427V > 7 LET,
This action downloads a zip file that contains configuration information that you will use to manually configure the
external device for [Pv4 connectivity to the CCRs.

[l CiscoCloud APIC 2 > R—F > FDEHE
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AWS 41 k £a 85871 2omoEgoant [

AWS 1 ~ ESNERT /N ADED RO AL

ATy T

ATy T2
ATvT3

Gather the necessary information that you will need to manually enable IPv4 connectivity from the infra VPC CCRs
to any external device without EVPN.

ERT A Az 74 o LET,
NEBA sy MU =% 7 TR, AT D10 OEREHRE A LET,

N TS ARER T 7 A NVDE T a— K (28X—) OFEEFEH L CTHET A ZERT 74 V&
Xurua— RLEGAE. PO N RVOBRIERE o T, ZOkEHRZEZ A LET,

RAND b RNVDNRT NA ZARET 7 A VOB ZRLET,

! The following file contains configuration recommendation to connect an external networking device
with the cloud ACI Fabric

! The configurations here are provided for an IOS-XE based device. The user is expected to understand
the configs and make any necessary amends before using them

! on the external device. Cisco does not assume any responsibility for the correctness of the config.

! Tunnel to 128.107.72.122 1.100 [ikev2] for
hctunnIf.acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct routerp westus 0:0]/tunn-34
USER-DEFINED: please define gig-gateway: GIG-GATEWAY

USER-DEFINED: please define GigabitEthernet2 if required

USER-DEFINED: please define tunnel-id: 100 if required

USER-DEFINED: please define vrf-name: infra:externalvrfl if required

USER-DEFINED: please define gig3-public-ip: 13.88.168.176 if 0.0.0.0 ip still not provided by AWS.
Device: 128.107.72.122

Tunnel ID: 100
Tunnel counter: 1
Tunnel address: 5.16.1.9

Tunnel Dn:
acct-[infra]/region-[westus]/context-[overlay-1]-addr-[10.115.9.128/25]/csr-[ct_routerp westus 0:0]/tunn-34
VRF name: infra:externalvrfl

|
! ikev: ikev2

! Bgp Peer addr: 5.16.1.10

! Bgp Peer asn: 65015

! Gig3 Public ip: 13.88.168.176
! PreShared key: devicelazure
|

ikev profile name: ikev2-100

vrf definition infra:externalvrfl
rd 1:1

address-family ipv4
route-target export 64550:1
route-target import 64550:1
exit-address-family
exit

crypto ikev2 proposal ikev2-infra:externalvrfl
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-infra:externalvrfl
proposal ikev2-infra:externalvrfl

exit

crypto ikev2 keyring keyring-ikev2-100
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peer peer-ikev2-keyring
address 13.88.168.176
pre-shared-key devicelazure
exit
exit

crypto ikev2 profile ikev2-100
match address local interface GigabitEthernet2
match identity remote address 13.88.168.176 255.255.255.255
identity local address 128.107.72.122
authentication remote pre-share
authentication local pre-share
keyring local keyring-ikev2-100
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set ikev2-100 esp-gcm 256
mode tunnel
exit

crypto ipsec profile ikev2-100
set transform-set ikev2-100
set pfs groupld
set ikev2-profile ikev2-100
exit

interface TunnellOO0

vrf forwarding infra:externalvrfl

ip address 5.16.1.10 255.255.255.252

ip mtu 1400

ip tcp adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 13.88.168.176

tunnel protection ipsec profile ikev2-100
exit

ip route 13.88.168.176 255.255.255.255 GigabitEthernet2 GIG-GATEWAY
router bgp 65015
address-family ipv4 vrf infra:externalvrfl

redistribute connected
maximum-paths eibgp 32

neighbor 5.16.1.9 remote-as 65008
neighbor 5.16.1.9 ebgp-multihop 255
neighbor 5.16.1.9 activate

neighbor 5.16.1.9 send-community both

distance bgp 20 200 20
exit-address-family

WO, T S, ARER T 7 A VTR EINEE 7 4 —/V Ky hOFEME R LET,
c WOBINIRT 7 4 —/L RiX, 2o OFEROMERICER S ET,
« vrf definition

* [PSec global configurations

[l CiscoCloud APIC 2 > R—F > FDEHE
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vrf definition Ext-V1

rd 1:10

!

address-family ipv4
route-target export 64550:10
route-target import 64550:10

!

crypto isakmp policy 10

encryption aes

authentication pre-share

group 2

lifetime 28800

!

crypto isakmp keepalive 10 10 periodic

crypto isakmp aggressive-mode disable
!

AWS 41 k £a 85871 2omoEgoant [

= VRF Definition

—  IPSec Global Configurations

c ROBUNITRT 7 4= Fid, ZH 5 OO S ES,

o h LT & D IPSec B LW ikev] ARk

¢ VRF %A "—®D BGP R E

crypto keyring Ext-V1-1000-ike

pre-shared-key address <50.18.55.126>[cAPIC CSR Gig3 public IP] key <abcdefgl2345>
crypto isakmp profile Ext-v1-1000-ike

keyring Ext-V1-1000-ike

match identity address <50.18.55.126>[cAPIC CSR1 gig3 Public IP] 255.255.255.255
crypto ipsec transform-set Ext-V1-1000-ike esp-aes esp-sha-hmac
mode tunnel

crypto ipsec profile Ext-V1-1000-ike

set security-association lifetime kilobytes disable
set security-association replay window-size 512
set transform-set Ext-V1-1000-ike

set pfs groupld

interface Tunnell000

vrf forvarding Bxt-vl

ip address 50.50.0.2[cAPIC CSR BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip top adjust-mss 1400

tunnel source GigabitEthernet2

tunnel mode ipsec ipvé

tunnel destination <50.18.55.126>[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile Ext-V1-1000-ike

router bgp 64550

address-family ipvd vrf Ext-vl
redistribute connected
neighbor <50.50.0.1>[cAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.1 ebgp-multihop 255
neighbor 50.50
neighbor 50.50 send-conmunity both
neighbor <50.5 >[CAPIC CSR1 Tunnel Inner IP Addr] remote-as 1234
neighbor 50.50.0.5 ebgp-multihop 255
neighbor 50.50.0.5 activate
neighbor 50.50.0.5 send-community both
distance bgp 20 200 20
'

activate

ip route 50.18.55.126[cAPIC CSRL gig3 Public IP] 255.255.255.255 GigabitSthernet? 10.10.0.103

IPSec and lkevl
Per Tunnel Configurations

BGP Configurations for VRF Neighbor

c ROPNTRT 7 4 —/b &, 2D OFEMOMERRICHEN S ET,

o 7 — N LR

e R R T LD IPSec 3 & W ikev2 DAERL
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ATY T4 FIOFIEAMEIEL T, BIMO bRV a2 L ET,

Cisco Cloud APIC GUI % {&EF L 1= EPG D {ERK

ATy T
ATy T2

ATvT3

ATy T4

crypto ikev2 proposal ikev2-1
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity sha512 sha384 sha256 shal

group 24 21 20 19 16 15 14 2

!

crypto ikev2 policy ikev2-1
proposal ikev2-1
I

crypto ikev2 keyring keyring-ikev2-2000
peer peer-ikev2-keyring

.81.94.248 [cAPIC CSRL gig3 Public IP]
pre-shared-key abcdefgl2345

crypto ikev2 profile ikev2-2000

match address local interface GigabitEthernet3

match identity remote address 35.81.94.248[cAPIC CSR1 gig3 Public IP] 255.255.255.255

identity local address 52.53.49.193 [Local Device tunnel source interface Public IP (Gig3 public IP)]
authentication remote pre-share

authentication local pre-share

keyring local keyring-ikev2-2000

lifetime 3600

dpd 10 5 on-demand

!

crypto ipsec transform-set ikev2-2000 esp-gcm 256
mode tunnel
!

crypto ipsec profile ikev2-2000
set transform-set ikev2-2000
set pfs groupld

set ikev2-profile ikev2-2000

interface Tunnel2000
vrf forwarding Ext-vl

ip address 50.50.0.14 [cAPIC CSRL BGP Peer Addr] 255.255.255.252
ip mtu 1400

ip tcp adjust-mss 1400

GigabitEthernet3

sec ipvd

tunnel destination 35.81.94.248[cAPIC CSR1 gig3 Public IP]
tunnel protection ipsec profile ikev2-2000

Cisco Cloud APIC 21 U R—* > FOFE |

Ikev2 Global Configurations

IPSec and lkev2
Per Tunnel Configurations

Z D& v a Tk, CiscoCloud APIC GUI Z1# ] L 7= EPG DIER FiEE@BA L Ed, 50—
BRI, A tb1 o003y a—~<EPG & 1 DD r A, X — EPG DL TT,

458 HHIIZ

TV r—vary a7y Al VREF ZERRK L ET,

AT TAa %77 LET, [Tk (ntent) | A== —NERRINET,
12Tk (ntent) RBER Y 7 ADTFIZHDL Ky 7 XU U RAEZ 7Yy 7 L, [TTUr—2 3 VEE

(Application Management) | Z&&R L 97,

[7 TV — 3 U&E (ApplicationManagement) [ 47> a > DU A MR[4 VT2 b (Intent) | A==—

ICFIRENET,

[>Tk (ntent) | A==2—D[7FTVH5— 3 VEE (Application Management) 1 U A kG, [EPG
DYERL (CreateEPG) 147 UV v 7 LET, [EPG DIERK (CreateEPG) | ¥ A 7 1/ Ry 7 ANKREH

=7,

WD [EPGHERR A A T /Ry 7 AD7 4 —)L K (Create EPG Dailog Box Fields) | 7—7 /v CU A h &4

KT 4= RICEE T DMEZ AL, KT LET,

[l CiscoCloud APIC 2 > R—F > FDEHE
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%= 7:[EPG D1ERL (Create EPG) ] 5 A 7RI HRYIRADT 4 —IL K

Cisco Cloud APIC GUI % (& L 7= PG 0 fER: I}

[Fa/87 « (Properties) ] E5BA
£81 (Name) EPG DA HTZ AT LET,
Tk TFU M @R E T,

1.

[TF > FDEIR (Select Tenant) | 227V v 7
LET, [TFT2 FDFEIR (Select Tenant) | ¥
ATaT Ry 7 ANERINET,

[TF > FDEIR (Select Tenant) | XA 7
T, O OTF ves ) w7 LTTERL,
[EIR (Sdect) 127 U > 27 LET, [EPG DIE
X (CreateEPG) | # A 7 /Ry 7 AZRY
e 8

77— a3ryJAaJrAL

T r—vary a7 A NVERINLET,
1.

[Z7FV5—232 TOT74IIL0OER (Seect
Application Profile) 1227 U v 7 L&, [7F
Dr—232 70774 L0:ER (Select
Application Profile) 1 %4 7 a7 iRy 7 ANRFE
RENFET,

[7TVH5—23> T7OT774ILDER (Select
Application Profile) 1 %A 7 = 7 C, ZEMlDF|
DT TV r—var7aryrANvET v L
T.[BR 227V v 7 LET, [EPG DK

(CreateEPG) | ¥ A 7 uJ ARy 7 AIZKEY %
7T

Bz EPG O#HAZE AT LET,
Settings
Type EPG # A 7 #EIR L £,

«HSHR-7 Yy LT, 777 RIZEPG %1E
Ejzl_/ij‘o

«HSVER - 7 U v LTHMTE EPG Z1ER L £9,

Cisco Cloud APIC O 7 R—+ > FDRE .
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[ZF0/3F7 1 (Properties) ]

Bl

JL— HEIERTREE

(PN EPG OERRRIZFR SV ET) [JL— FERES
(RouteReachability) | ke v 7Z o VA &7
Uo7 LT, REFERLET,

cFUTLEIR
Rk VN
* [Unspecified]

VRF

VRF Z3E RS 2121%, ROFIAZFTLET,

1. [VRFODER (SdectVRF) 15227V v 7 LET,
[VRF M3&4R (Sdect VRF) | #A 7Ry o
ANFTRENET,

2. [VRF ME4R (Seect VRF) | 4 A 70 /T, &
IDF|D VRF 227V » 7 LGERIRL, [FER
(Sdlect) 1227 U v LEd, [EPG DIER
(CreateEPG) | ¥ A 7RV ARy 7 AIZKEY £
D
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Cisco Cloud APIC GUI % (& L 7= PG 0 fER: I}

[ZF0/3F7 1 (Properties) ]

Bl

IVKRAV LI A
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L [TF2 FDEIR (Sdect Tenant) 1 =27 U v o
LET, [TF2 FDEIR (Select Tenant) | #
ATalRy I ARERINET,

2. [TFT2 bDFEIR (Sdect Tenant) | ¥ A 7/
T, EMOFNDOTF v ves ) vy LGERIRL,
EIR (Sdect) 127 V> 7 LET, [FIAER
SERDYER (Create Certificate Authority) | &
ATaTRY 7 ARKRSNET,

Certificate Chain

[(EBAZF = — > (CertificateChain)] 7 + —/L NI,
FFAETF = — B AN LET,

G¥)  Fx—rOREHAEZROIAF TEML £
R

1. CA

2. Sub-CA

3. H7H7CA
4, P

ATYTE RENKDoT=6H [Save] 27 U v 7 LET,

Cisco Cloud APICGUI ZERA L =%— 1 > T D1ERK

ZDE Y aTiE, CiscoCloud APICGUI i L7=%— U > 7 OIER HIEIC DWW TR L

£,
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B ciscoCloud APIC GUI E R L 1% — U > T 1ERL

15D HHEIIC
« WRER & MERR L £,
cFEAEA R o TWVET,
e X — VI NREDT T FHTHLGEIZ. 7 FEERRLET,

RTYT1 AVTFUoNTA2r %70y 7 LET, [T F (Untent) | A=a—RNFRINET,

ATY T2 [Intent]fFBZAR v 7 ADFIZHD Kay7F X RAl%Z 2 Y v L, [Administrative] 238K L F 7,
[Intent] A = = — |2 HA T a v DU A MBRERENET,

AT T3 [AVT2 bk (ntent) | A==—0 [EE (Administrative) 1 UV A T, [F— 1 T DER (CreateKey
Ring) |27V v 7 LET, [F— U2TDER (CreateKeyRing) | ¥ A4 707 Ry 7 AREKRINE
—é’—o

ATFY T84 RO [F— Vo TOEKRAA TRy 7 2D 7 1 —/L K (Create Key Ring Dailog Box Fields) | & — 7 /v
TUARSINIEAT 4 —/VRIZHEET2EEZ AL, BfTLET,

R19:X— VO IDERFATATRYIADT 41—V K

[FOs/3F « (Properties) ] 5 BA

&A1 (Name) F— VU7 O0AFEATLET,

B = V7 oufHE AT LET,

A& . System : ¥— UL /3L AT AT,

s Tenant : ¥— U > Zi3ksED T+ FAETT,
TFU NERET S [TF b (Tenant) |
T4 =V RERRLET,

T FDER Ty P ERRIRLET,

1 [T+ FDER (Sdect Tenant) | &#27 V > 7
LET, [TF2 bDFEIR (Select Tenant) | ¥
AT aT Ry 7 ARERENET,

2. [T+ FDER (Seect Tenant) | XA 7/
T, EoFN DT F v vEs ) vy LTGRIRL,
GEIR (Select) 1227V v/ LET, [F— UV
S DR (CreateKeyRing) | #4712k
7 AZRY £,

Settings
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ATy TH

Cisco Cloud APIC GUI £ (&R L =% — U > 70 fer [

[ZF0/3F7 1 (Properties) ]

Bl

AR

FRIE) 2 IR D I

1. [FREIB &R (Select Certificate Authority) ]
27Uy 7 LET, [RIERDZER (Seect
CertificateAuthority) 1 %4 70 V7 BERINE
R

2. EMOITRARZ 27 Y v 7 LTGERL ET

3. [BIR (Sdect) 127Uy 7 LET, [F— UV
SO (CreateKeyRing) | A4 71 7Ry
7 AR £,

WZFE+— (PrivateKey)

RONTNNZBEIR L ET,

c[FHLWLWF—DER (Generate New Key) ] : #7
LW —2 A LET,

c[BEFEOF—DA >R— b+ (Import Existing
Key) ]: [ZE+— (PrivateKey) ] 7% % bk
Wy 7 ANFTREN, BfFOF—2HTEE
j"o

sEx— (PrivateKey)

[fBZ+— (PrivateKey) | 7% A b R v 7 AZBETF
DX =2 ANLET (BEFEOF—0DA viR— b+
(Import ExistingKey) | 47> a > O%E) |

Modulus [EYa2—JL (Modulus) | Fry 7 ¥y X L&
77Uy 7 L, ROEHOFNHEIRL £,
+ MOD 512
« MOD 1024
« MOD 1536
*MOD 2048 : 7 7 4 /L |k
FEERE [(EBAZE (Certificate) | 7F A b R v 7 A IZFEHE

THHREANDLET,

RENKD-T=6 [Save] 27 UV v 7 LET,
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B ciscoCloud APiCGUI R LI-0—H L 1—F— DR

Cisco Cloud APICGUI Z#{FR L /-0—AJL 2 —H—D{ERK

ZID®IarTiE, 777 RAPICGUI ZfEH Lz — b /b 22— —DIERE T IEIZ DV THL
E)q L/iﬁ‘o

RTYT1 AT TAarvm 70y 7 LET, [Tk (Untent) | A== —NERINET,

RAT9 T2 [Intent|ffRBR > 7 ADFIZH5D Fay X0 KE% 27 U v 27 L, [Administrative] 2 32 L F 9,
[Intent] A = = —|ZEHA T a DU A MREREINET,

ATYT3 [ATUk (ntent) | A==—0D[EE (Administrative) ]V A F T, [A—hHI)L 12— —DERK (Create
LocalUser) 1 %27 Vv 7 LET, [A—A)IL 2—HF—0D/ER (CreateNew User) | ¥ A 7 17Ky 7 AN
FRINET,

AT9 T4 RO [m—)N 2—YF—DIERF A T a 7Ry 7 AD7 4—/L' R (Create Local User Dailog Box Fields) ]
T—=TINTYANSNEZEKET 4=V RICESTHEEAN L, FiTLET,

R2:0—h) 1—F—DERFATRIRYIRDT 4 —ILK

[FB/857 « (Properties) ] A
#71 (Name) a—hN =P —Da—F L% AN LET,
Password H—HN a—PF—DRAT— RE AN LET,
Confirm Password 0= 2—P—DNR2RT— REH AN LET,
e H—J a—YF—OFBE AT LET,
Settings
THIU M RT—H2R TAT S AT —H AZRRT LHI120E, ROTFIEE
FATLET,
«Active: B — )V 22— — T HU U NET Y
TATICLET,

e lnactive: n—H )L 2—H— T h 7 FEIET
77 4 712 LET,

[ (First Name) ] 0= ==L/ E A LET,

#% (Last Name) 0L oDl E A L ET

BFA—I)L 7 FLR (Email Address) B—H) a—HPF—DE A=/ T RLAZ AN LE
R

Phone Number n— a—Y—0 BIFEFFEATILET,
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[ZF0/3F7 1 (Properties) ]

Bl

tXxalyTqa FALY
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Cisco Cloud APIC 21 U R—* > FOFE |

[l CiscoCloud APIC 2 > R—F > FDEHE

[ZB/37 1 (Properties) ] A
XU T4 RAALEBINT 512, ROFIEE
FATLET,
1 [EFaUT4 FAALDDEM (Add Security

Domain) |27 Vv 27 LET, [EFa)Ta K
A A MBI (Add Security Domain) | %A 7
0y Ry 7 ARERINET,

[EFaUT4 FALDDEFER (Select Security
Domain) |27 Vv 7 LEd, [E¥aUTa K
A 2 Di#EIR (Select Security Domain) |1 44 7
2Ry ANREREN, EMOT 4 RUI
X2 VT4 RAL DY A NRERINE
¥

X2V T 4 AL 27V v 7 LTERLE
-éAO

BRI (Select) 122V v LT, £%alF g
RAL U EBILET, [EFaUTa KA
M3EH (Add SecurityDomain) | %4 7 A5 Ry
PRIZRYET,

a—P—nm— LB 5:

1 [EF2UTa FACDEM (AddSecurity
Domain) | ¥ A4 7u 2Ry 7 AT, [A—IL
DER (SedectRole) 127V v 7 LET,
[A—ILD#ER (SdectRole) | # A4 T a7
RNy I ANFRRS I, EMOSA Zm—
NDYARNNPERRINET,

2. 77Uy 7L Tr— VERIRLET,

3. [#ER (Sdect) |27 Vv 7 L Cr—/%&iB
MLUES, [EFaUTa FALDDENM
(Add SecurityDomain) | %A 7 v 7Ry 7
AIZRY £,

4. [EFa2)T4 FAALDEM (AddSecurity
Domain) | A 7 a2 Ry 7 Ank, [HER
24 7 (PrivilegeType) | Ru vy 7 &
VA RNEZ7 Y o7 LT, [Bi&HEYIER

(Read Privilege) | £7213 [EEAAHER
(WritePrivilege) | Z&#{R L £7,

5. [{EBR2 A 7 (PrivilegeType) | Fu v 74
VA NDEMNDOTF = I~—2 %7




| Cisco Cloud APIC o > R—% > FDEE
Cisco Cloud APIC GUI % & L#-0—h L 1 —5—0 s [

[FO/37 4 (Properties) ] = BA

7 LT, MEBLET,

6. TL7D, [AdZ27 ) v 7 LET, [A—
AL 1—F—DER (CreateLocal User) ]
AT TRy 7 AZRY, BloEx2Y
T4 RAAL U EBINTEET,

RATv 75 [GERERE (AdvancedSettings) [# 7 U v 7 LT, [B—I NV a2—H—DIERL A T a /Ry 7 2AD7 4 —
VR EERTE (CreatelLocal User Dailog Box Fields: Advanced Settings) | 7— 7 /v CU A h&Nz& 7 4 —
L RIZEYS T HEEZ AL, AT LET,

R21:O— QI A—HF—DERFAT7ATRYIAD T4 —IL K : BERERE

JO/F+« SR BA

Account Expires [IELy (Yes) [&EIRTDHE, TAH T MIERL
B CHIRRYINIC 2 D Ko IcikESNE T,

NAD—RFDEHFHADLETY [[XLy (Yes) | &R L7246, =— P —j3kEn 7
A VIFIZNAT — REETTAMERH Y 77,

OTP DT R A L IRAT — NERE R AT
Wi, T2 IRy 7 RAEF T LET,

A—Y—iEEE 2— P —FERE A BT 2121, RO FIEEE
=S

1. [X509FFBAZE ;BN (Add X509 Certificate) ] %
7 Vv 7 LET, [XS095EBAEDEM (Add X509
Certificate) | ¥4 7 VAR v 7 ANRFRS L E
j—O

2. [Name] 7 1 —/V RIZ&4HTIZ AT LET,

3. [A—H—XB509FEBAE (User X509 Certificate) ]
THXARR Y7 RATXS09FEAEEZ A LET,

4. [Add) %727V v 2o LET, [2—H— X509 iEHA
ED XS095BAE] ¥ A TR IRy 7 ARFA L E
T, [A—AN A—H=1 XA Turl Ry 7 R
R0 ET,

Cisco Cloud APIC 2 > K—3+ > FD®ETE [
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B ciscocloud APICGUI EER LU —U a0 0BEE (959 K FUTL— FORE)

ATvT6

pA=VAG P B

SSH F+— SSH¥—% BT 5i2i%, WOFNEEFEITLET,

1. [SSH ¥—#%EM (AddSSGKey) 1227V v 7
LEd, [SSH ¥—m:EN (Add SSG Key) | ¥
ATalRy 7 ARERINET,

2. [Name] 7 4 —/V RIZ&4RIZ AT LET,

3. [F— (Key) | 7THFA MRy AIZSSH F—%
A LET,

4. [Add]ZZ7 Vw7 LET, [SSHEF—0DEM (Add
SSGKey) | #4702 Ry 7 ANHALET,
(A=Al A= F¥ATarlRy 7 ARY
9.

BENKEIDSTZ6 [Savel 27 U v 7 LET,

Cisco Cloud APICGUI 2R L= —Ca>DEE (U599 KTUT
L— FDEETE)

&
ATy T2

ATvT3

ATvT4

V—ya i, flaltey N7y TR SV E T, HERKIFFIZ, Cisco Cloud APIC |2 X » T
HasnzsV—vardk, 20OV —VarobhA MBI —va Vo EzEELET,
0wl va T, WA A b =112 Cisco Cloud APICGUI LT/ 77 K 7
T — T —Va VEFHRT DL HECONTEALET,

279 KT T L— FOFEMIZONTIE, 77U RT 7 b— FOMEZZRL TIES0,

AVTFoRTAarE2 707 LET, [MYTUh (ntent) | A=a—0RErRINET,
[Tk (ntent) | MBR Y7 ADTFD Ruy7E o 0%27 ) v 7 L, [#8 (Configuration) | %
IR ET,

F7rarDYANB[AUTUR (ntent) | A== —ZRRINET,

[41 T2 b (Intent) 1A ==—o [#mK (Configuration) ] U ART, [P59KAPICEY r7 v
(Cloud APIC Setup) 1 %7 U v 7 LET,

[ty b7y T-BE| XA Tl Ry 7 ARFREINET,

[V—2 3 UEHE (Region Management) | =V 7 C, [REDHwE (Edit Configuration) 1% 27V v/ L
EJc AN

[ty b7y T -)=Ca3 BB A AT 0l Ryl ARERENET, By bFPyT-J—C3 0EHE
D—HEDAT v TOFRMYNDOAT v 7 GEIBH)—UaUnFrsin, BEHAR) —Ta D) X hR
FoRENET,
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| Cisco Cloud APIC o > R—% > FDEE

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713
ATv 714

ATv 715

Cisco Cloud APIC GUI Z &M L= —S 3 &R (459 F 7o FL—roiw) [

B A RSB RG A X, [V A MR (Inter-Site Connectivity) ]fEI& [£7%) (Enabled) 17K > 7
A&7 Uy 7 LTAHITLET,

ZOFTvarERRTLE, XU ERO[tRy b Ty T-) =23 UEE (Setup-Region Management) |
DOFNEIZH A FEEGEOFIEBMI N ET,

Cisco Cloud APIC TEHT AV —Va v &@RTAIF, £V —VarvDFovl Ry I A&7 Uy
JLCTFzvd ~—7 =T ET,

777 R N—F% D) —Va s Alue—RVZERT 2121Z, 20 Y — 2 O [Cloud Routers] F = v

I Ry I A F AT LET,

IITURIANDT 7TV w7 AT THREBET DT, [RNE227 ) v LET,

YTV T- U= vEBO HORT v TORDOAT v T Thd, —REGERNFRINET,

To add a subnet pool for the CCRs, click Add Subnet Pool for Cloud Router and enter the subnet in the text box.

GE) 2777 KNAPIC DEARFZRMEIND 24 7%y MI, &K22027 70 K ¥ A MZ+545T
T 3DOUEDIY T T R HA NEEHRTLILERHLIGEIE. SHICH TRy FEBEINT 544
ERndHY £,

Enter a value in the BGP Autonomous System Number for CCRs field.

BGP ASN O#iHIX 1 — 65534 T1,

In the Assign Public IPto CCR Interface field, determine if you want to have a public or a private IP address
assigned to the CCR interface.

+ To have a public IP address assigned to the CCR interface, leave the check in the Enabled check box. 7 7 4
NETIE, ZOER FT=v 7 Ry 7 ATIA 22> THET,

« To have public IP disabled to the CCR interfaces, uncheck the Enabled check box. Z D&, BHEIZIZ T 7
A _R—=hKIPT FLARMEHEET,

GE)  RTUvZIPT RUAOEMEETITHEIMLITTR 2O BIETHY . T 7 4 v 7 HIKDOR
K& 72 DRREMENRH Y F7°,

Beginning with release 5.2(1), both the public and private IP addresses assigned to a CCR are displayed with the
other details of the router in the Cloud Resources area. If a public IP is not assigned to a CCR, only the private IP is
displayed.

V=2 ar ZLon—8—KaBRT2512F, [V—2avleEDI—3—8] fnyr¥o JRA %
7Yy 7L, (2. [3l. £/ [H %227V vr LET,

[A—%—% (Username) | 7F A hR v 7 AZa—P—ZE2 AN LET,

[/SRAT7—F (Password) | 7% A h Ry 7 AL [/NRAT— FDHEFE (ConfirmPassword) | 7% A k7R v
I ANZH LR AT — RE AT LET,

AN—T MEZRIRT D12, —F2—DRIV—Ty N kay 72y VA RNE7 ) w7 LET,
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B ciscocloud APICGUI EER LU —U a0 0BEE (959 K FUTL— FORE)

GE) cJT TR N—FIEL, N—HFDAN—Ty bEFRIER T A AEREEETDHRNT, TXTO
V=23 U ERERT 20BN H Y £,

* Beginning with release 25.0(3), Cisco Cloud APIC moves from the Cisco Cloud Services Router 1000v
to the Cisco Catalyst 8000V. Cisco Catalyst 8000V D A/L—7" v MEIZOWTIL, 2L T
< 72&V>, About the Cisco Catalyst 8000V

ART9T6 (AT aN)TARVA NV UEBETDICE, [ZAEVR =Y U] TFA MRy 7 ATH-EA v
ALY ADI =7 v AN LET,
GI) * Beginning with release 25.0(3), Cisco Cloud APIC moves from the Cisco Cloud Services Router 1000v
to the Cisco Catalyst 8000V. Cisco Catalyst 8000V @ 7 A & > ZAfFRIZH>WTIE, 2R LT
< 72& VW, About the Cisco Catalyst 8000V

* If no token is entered, the CCR will be in EVAL mode.

« If the public IP addresses are disabled to the CCRsin A7 > 7" 11 (89 ~X—7) | the only supported
option is AWSDirect Connect or Azure ExpressRouteto Cisco Smart SoftwareManager (CSSM)
when registering smart licensing for CCRs with private IP addresses (available by navigating to

Administrative> Smart Licensing). = @4, AWS Direct Connect ¥ 72 13 Azure Express Route
ZJ LT CSSM ~OENEFREME LRI 2 M ERH Y £3, TV v 7 IPT F L AL
2o T D5E, 774 X=FP7 FLAMEH STV DD, N7V w7 A 2—
Fy MIEHTEERE A, L > T, #HE21% AWS Direct Connect F 72 1% Azure Express
Route TH 577 A N— MEH AN T 2 0LELH Y £,

ATFYF1 [Next] 227V w7 LET,
s INOOFIEOFN-T [V A FHEER] HEO [BS] Ry 7 AT = v 7 =—7 BT 7256, U4
FEESIT., By b7y T-)—Sa BB HOAT v TORDAT v T LTERENET,
(25 w718 (90 =—3) | 1T FE T,

s TNHDOFIADRTT [HA MEES] EIO [B Ay 7 AT = v 7 ~—7 2T o 256
1. AT v 722 (90 ~—) TR ET,

ATV T8 TXANRY T AZA LT LI ADIPsec b FILETOET X7 Y v 7 IPT KL A% ANTHITIE,
[IPSec k> RIL ETDNT YD IPZEEM 227 v 7 LET,

ATFvF19 [ZYF7ID] 74—/ KIZOSPFU 7 ID&#ANLET,

ATy T2 YT Hxy b T AEBENTHICE, (NS TRy bOBEM Z27 Y v 7 L, TF AN Ry 7 AW
Txy N T EATLET,

AT TN TRCOPHRA T a v E2RELEL, X—=YOFHIZH D[R~ (Next) 127V v 7 LET,

ATw 722 #7TL7=5 [Saveand Continue (REFEL THAT) | A¥ 227V v 7 LET,
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| Cisco Cloud APIC o > R—% > FDEE
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REST APl #{#H L 7- Cisco Cloud APIC D&k

RESTAPI (R L1=TF+ > FDERK

ZDE®I T arTiE, RESTAPI AL CTFF v FEI1ERT 5 HiEERLET,

T M EERT BT

<polUni>
<fvTenant name="infra">
<cloudAwsProvider region="us-east-1" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"
status=""/>
</fvTenant>
</polUni>

RESTAPI ZERA L0 59 FDOER

ZOFITIX, REST API Zf# ]l L T Cisco Cloud APIC D=1 v 5 7 NaAERNT 2 FEZ - L E
‘é‘o

48 HHEIIZ
T AT R L ET,

2y b7 7 baARKT DI

i -
<polUni>
<fvTenant name="t2" status="">
<vzFilter descr="" name="http-family-destination" ownerKey="" ownerTag="">
<vzEntry name="http" prot="tcp" etherT="ip" dFromPort="http" dToPort="http"/>
<vzEntry name="https" prot="tcp" etherT="ip" dFromPort="https" dToPort="https"/>
</vzFilter>
<vzBrCP name="httpFamily">
<vzSubj name="default" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt action="permit" directives="" tnVzFilterName="http-family-destination"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>
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B orestarsALEYSY RV FER E TR T A LD

RESTAPI 2B L9259 K avTFXxR 70774 IILDER

ORI varyTiEH, VTR aryTXAN a7 s A NVEERT D FEERLET,

1R BHHIIZ
VRF Z1ERL L £ 77,

ATy 1 VU—=R2502) LVRETOY V—ADEFEIE, WOL I RBEREANI LT, 77U RKavsXAasrary
ANVEAERLET,

% -

<polUni>
<fvTenant name="Corpl" status="">
<cloudAwsProvider accessKeyId="" secretAccessKey="" providerId="aws" status="" accountId=""/>

<fvCtx name="prod-1" status="">

<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="import"/>

</bgpRtTargetP>
</fvCtx>
<fvCtx name="prod-2" status="">

<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="import"/>
</bgpRtTargetP>
</fvCtx>

<cloudVpnGwPol name="VgwPol" status=""/>

<cloudApp name="payment" status="">
<cloudEPg name="web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="prod-1" />
</cloudEPg>
</cloudApp>

<cloudApp name="billing">
<cloudEPg name="app">
<cloudRsCloudEPgCtx tnFvCtxName="prod-2" />
</cloudEPg>
</cloudApp>

<cloudCtxProfile name="prod-web-east-1">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-1"/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkP1l"/>
</cloudRouterP>

<cloudCidr addr="60.10.10.1/16" primary="true">
<cloudSubnet ip="60.10.10.1/24">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-aws/region-us-east-1/zone-us-east-la"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>

<cloudCtxProfile name="prod-payment-east-1" status="">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
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<cloudRsToCtx tnFvCtxName="prod-2" status=""/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>

<cloudIntNetworkP name="IntNetworkPl" status=""/>
</cloudRouterP>

<cloudCidr addr="70.10.10.1/16" primary="true" status="">
<cloudSubnet ip="70.10.10.1/24" status="">
<cloudRsZoneAttach tDn="uni/clouddomp/provp-aws/region-us-east-1/zone-us-east-la"/>
</cloudSubnet>
</cloudCidr>
</cloudCtxProfile>

</fvTenant>
</polUni>

279 T2 VU—RA250Q UBESR—FENTWE ISIR TS T T 4 V=V & EHLTZ IV N arsx
Ak T T 7 A NVEARRT B2k, ROBIO LS BEMEAS LET,

JUU—RZ2502) s, A—H—FTF U F T/ IR arvyTXFAN 7077 A VEEHRLTWDLEA, &
FORTATGEYT 4 V= DRIHIRENET, 7TTRTXA TV T ¢ V=03, LT TR
FREINTWDLY—r 74—V RENLTHERESNET, 77U R TATEVT 4 V= OFEMIZON
TIX. ATHEY — 2L TLEEN,

1 -
<polUni>
<fvTenant name="Corpl" status="">
<cloudAwsProvider accessKeyId="" secretAccessKey="" providerId="aws" status="" accountId=""/>
<fvCtx name="prod-1" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:400:400" type="import"/>
</bgpRtTargetP>
</fvCtx>
<fvCtx name="prod-2" status="">
<bgpRtTargetP af="ipv4-ucast">
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="export"/>
<bgpRtTarget rt="route-target:as4-nn2:500:500" type="import"/>
</bgpRtTargetP>
</fvCtx>

<cloudVpnGwPol name="VgwPol" status=""/>

<cloudApp name="payment" status="">
<cloudEPg name="web" status="">
<cloudRsCloudEPgCtx tnFvCtxName="prod-1" />
</cloudEPg>
</cloudApp>

<cloudApp name="billing">
<cloudEPg name="app">
<cloudRsCloudEPgCtx tnFvCtxName="prod-2" />
</cloudEPg>
</cloudApp>

<cloudCtxProfile name="prod-web-east-1">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-1"/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkP1l"/>
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</cloudRouterP>
<cloudCidr addr="10.10.0.0/16" primary="yes">
<cloudSubnet ip="10.10.1.0/24" usage="gateway" scope="public" zone="us-west-la"/>
<cloudSubnet ip="10.10.2.0/24" scope="public" zone="us-west-1b"/>
</cloudCidr>
</cloudCtxProfile>

<cloudCtxProfile name="prod-payment-east-1" status="">
<cloudRsCtxProfileToRegion tDn="uni/clouddomp/provp-aws/region-us-east-1"/>
<cloudRsToCtx tnFvCtxName="prod-2" status=""/>
<cloudRouterP name="RouterPl" type="vpn-gw">
<cloudRsToVpnGwPol tnCloudVpnGwPolName="VgwPol"/>
<cloudIntNetworkP name="IntNetworkPl" status=""/>
</cloudRouterP>
<cloudCidr addr="20.10.0.0/16" primary="yes">
<cloudSubnet ip="20.10.1.0/24" scope="public" zone="us-west-la"/>
</cloudCidr>
</cloudCtxProfile>

</fvTenant>
</polUni>

RESTAPI #ERHL=V 5ok U= 3 V0 DEE
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VA DR IV (S5 R Y tel = &

<polUni>
<cloudDomP name="dom-us-east-2">
<cloudBgpAsP asn="64513"/>
<cloudProvP vendor="aws">
<cloudRegion name="us-east-2" adminSt="managed">
<cloudZone name="us-east-2a"/>
<cloudZone name="us-east-2b"/>
</cloudRegion>
</cloudProvP>
</cloudDomP>
</polUni>

RESTAPI Z{ERL1-7 14 L2 DERK

ZIDE®T T arTiE, RESTAPI A L CT7 4 V2 21EKT 5 HiEE R LET,

T ANZ BT DI, ROFIEZFEITLET,

https://<IP Address>/api/node/mo/.xml
<polUni>

<fvTenant name="intervpc" >

<fvCtx name="VRF1"/>
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<cloudApp name="CloudAP1l" >
<cloudEPg name="CloudEPG1l" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />
</cloudEPg>
</cloudApp>

<vzFilter name="http" annotation="orchestrator:msc" >
<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>

="no"

</vzFilter>

<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >

<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />

</vzSubj>
</vzBrCpP>
</fvTenant>
</polUni>

RESTAPI 2R L=7JUr—3> JOT7 74 IILDIER

OB T a T, RESTAPIZERA LT 7 A— gy Fa 77 A Va{ERT 5 FiEs
RLUFET,

1R BHHIIZ
T MEERLET,

TIVIr—vary TuT7 A VEERT D ITE

https://<IP_Address>/api/node/mo/.xml
<polUni>
<fvTenant name="intervpc" >
<fvCtx name="VRF1"/>
<cloudApp name="CloudAP1l" >

<cloudEPg name="CloudEPG1l" >
<cloudRsCloudEPgCtx tnFvCtxName="VRF1"/>
<fvRsProv tnVzBrCPName="Contract2” > </fvRsProv>
<cloudEPSelector name="sell" matchExpression="custom:epgtag=='cloudepgl'" />

</cloudEPg>

</cloudApp>

<vzFilter name="http" annotation="orchestrator:msc" >
<vzEntry name="Entry3" prot="tcp" etherT="ipv4" arpOpc="unspecified" stateful="no"
applyToFrag="no" sFromPort="unspecified" sToPort="unspecified" dFromPort="80" dToPort="80" > </vzEntry>

</vzFilter>
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<vzBrCP name="Contract2" scope="global">
<vzSubj name="test-subj" >
<vzRsSubjFiltAtt action="permit" tnVzFilterName="http" directives="none" />
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

RESTAPI #{ER L 1= 5 K EPG D{ERL

ZDOFITIE, RESTAPI 2 L CTZ 7 v K EPG Z1EkT B HiEEZ R LET,

1R BHIIZ
TV r— gy a7y A LE VRE ZEKRLET,

2777 FEPG ZAERT 21213, IROFIEZFATLET,

e

ax ;&

i
<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->
<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>
<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPG" status="">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>
</cloudEPg>
<cloudEPg name="consEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='consfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='consbaz'"/>
<fvRsCons tnVzBrCPName="httpFamily"/>
</cloudEPg>
</cloudApp>
</fvTenant>
</polUni>

REST APl Z{FFB L 1=4V&f Y 5  EPG D1ERK

ZOFITIX, RESTAPI M L CHE Y 7 U K EPG Z1ER T 5 iiEE2 R LE7,

1R BHEIIZ
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<polUni>
<fvTenant name="t2" status="">
<!-- Tenant provide AWS credentials -->
<cloudAwsProvider region="us-east-2" accessKeyId="123" secretAccessKey="ABCDE" providerId="admin"/>
<fvCtx name="v1" status=""/>
<cloudApp name="ap">
<cloudEPg name="provEPGInternet" status="">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudEPSelector name="1" matchExpression="custom:tag=='provfoo'"/>
<cloudEPSelector name="2" matchExpression="custom:tag=='provbaz'"/>
<fvRsProv tnVzBrCPName="httpFamily"/>
</cloudEPg>
<cloudExtEPg name="consInternetEPG">
<cloudRsCloudEPgCtx tnFvCtxName="v1"/>
<cloudExtEPSelector name="1" subnet="0.0.0.0/0"/>
<fvRsCons tnVzBrCPName="httpFamily"/>
</cloudExtEPg>
</cloudApp>
</fvTenant>
</polUni>

RESTAPI ZER L0959 K 77 L— DR

ID®I7arTiE, RESTAPI A LTI/ I U R 77 L— b EERT B HEEZRLE
T, 77U KT L— R ORI OWTIX, 79U R T Uo7 L— ol 22R LT
éb\o

BYOL Cisco Catalyst 8000V ZE AT 5720 D7 T 7 R 7 7 b— h IRA FEAERT 2121, IROFINEZE 5
ITLET,

<polUni>
<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="default" routerUsername="admin" routerPassword="rtpssw"
routerThroughput="15"
routerLicenseToken="hYjZhYjItYTgOmrtrL150cStS%0AUZRSZz0%3"
routerMgmtInterfacePublicIp="yes" routerDatalnterfacePublicIp="vyes"/>

<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>

</cloudtemplateIntNetwork>

<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>

<cloudtemplateVpnNetwork name="default">
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<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />

<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>

<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>

</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>
) U U —2A25003) LK, tier2 (T2) NV R—FENDET 74/ DA L—T v THY, ELD
cloudtemplateProfile & BG4~ < = 77k @ routerThroughput 7' 72 /X7 ¢ T/RE 4L E T, Cisco Cloud
APIC

RESTAPI #{EFA L TVRF!)—% JL— F DR

1R BHEIIZ

ZOkv 7 Va rOFIEEFETTHENT, NEEVREEO/L— K U —2 & 7 a— 317 Inter-VRF
N—h V=27 R = TR EN TV AEEREHER L T EE N,

ATYT1 ROX DI BRERMEAT LT, BER—ADN—T 4 T E2HGNETTERIZLET,

<fvTenant name="infra”>
<cloudVrfRouteLeakPol name="default" allowContractBasedRouting="true”/>
</fvTenant>

allowContractBasedRouting 7 4 —/V RIZIX, IROWTINDORENH Y £7°,

strue: L— ~ v v IR VGA BRICESHNTL— IRRBRLTNDZ 2R LET, AT D
L= PR TP STV RWEZIZary NI BN —=T 4 TR LET, b=y
TIMHET D6, Vv— b vy FXEICNV—T 4 T BE L ET,

efalse 77 3V FRETT, V— bBREIZESHTY =7 EnTELT., bicrt—h =y 71T
HEANTY =7 SR TWAHZ LERLET,

Z7_' V) 702 /j{@ J: 5 fﬁj&*{%é’]\j} LT\ leakInternalPrefix 7/ S —JV }‘\gf'fﬁﬁﬁ LT\ VRF KF%EJ@HH %ﬂfl—gﬂf\’(@
777 RCIDR D/L— b V=27 ZRELET,

<fvTenant name="tl”>
<fvCtx name="v1">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="t2" ctxName="v2" scope="public"/>
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</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

<fvTenant name="t2"”>
<fvCtx name="v2">
<leakRoutes>
<leakInternalPrefix ip="0.0.0.0/0" le="32">
<leakTo tenantName="tl" ctxName="vl1l" scope="public"/>
</leakInternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>

ATV T3 ROLX D REREAE AT LT, leakInternalSubnet 7 4 —/LV R&ZFEH LT, VRF O X7 RO ED/L— %

<fvTenant name="anyTenant" status="">
<fvCtx name="VRF1" >

<leakRoutes status="">
<leakInternalSubnet ip="110.110.1.0/24" >
<leakTo ctxName="VRF2" scope="public" tenantName=" anyTenant " />

</leakInternalSubnet>

</leakRoutes>
</fvCtx>
<fvCtx name="VRF2" status="" >

<leakRoutes status="">
<leakInternalSubnet ip="110.110.2.0/24" >
<leakTo ctxName="VRF1l" scope="public" tenantName=" anyTenant " />

</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>

RESTAPI Z{FR L= o RILDY—R A 3 —T 24 R BIROERL

1R BHIIZ
DT arDOFEIEEFEITTHEIIC,
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R DY —A A B —T = A ADTEIR (ZEHH S

RO XD pBeFma AT LT, P RIVDEEITLA o F—T = A ADBREHEKL L £7,

<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="james" routerPassword="bond@Q@7" />

<cloudtemplateIpSecTunnelSubnetPool subnetpool="10.20.0.0/16" poolname="pooll" />

<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>

</cloudtemplateIntNetwork>
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<cloudtemplateExtNetwork name="something” vrfName="xyz” >
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" poolname="" presharedkey="abcd”
ikeVersion="v1l|v2">
<cloudtemplateIpSecTunnelSourceInterface sourceInterfaceId="2" />
</cloudtemplateIpSecTunnel>
</cloudtemplateVpnNetwork>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
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