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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-<first-CCR-tunnel-ID>
pre-shared-key address <first-CCR-elastic-IP-address> key <first-CCR-preshared-key>
exit

crypto isakmp profile infra:overlay-1-<first-CCR-tunnel-ID>
local-address <interface>
match identity address <first-CCR-elastic-IP-address>
keyring infra:overlay-1-<first-CCR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-1-<first-CCR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-CCR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <first-CCR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-first-CCR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <first-CCR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-<first-CCR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit
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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1000
pre-shared-key address 192.0.2.20 key 123456789009876543211234567890
exit

crypto isakmp profile infra:overlay-1-1000
local-address GigabitEthernetl
match identity address 192.0.2.20
keyring infra:overlay-1-1000

exit

crypto ipsec transform-set infra:overlay-1-1000 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1000

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1000
ip address 30.29.1.2 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.20
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1000
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit
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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-l-<second-CCR-tunnel-ID>
pre-shared-key address <second-CCR-elastic-IP-address> key <second-CCR-preshared-key>
exit

crypto isakmp profile infra:overlay-l-<second-CCR-tunnel-ID>
local-address <interface>
match identity address <second-CCR-elastic-IP-address>
keyring infra:overlay-1l-<second-CCR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-1l-<second-CCR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-l-<second-CCR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <second-CCR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-second-CCR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <second-CCR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1l-<second-CCR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit

i

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1001

pre-shared-key address 192.0.2.21 key 123456789009876543211234567891
exit
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crypto isakmp profile infra:overlay-1-1001
local-address GigabitEthernetl
match identity address 192.0.2.21
keyring infra:overlay-1-1001

exit

crypto ipsec transform-set infra:overlay-1-1001 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1001

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1001
ip address 30.29.1.6 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.21
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1001
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

ATV TS HERTIVENHDLFDOMD CCRIZONT, ZTNHDOFEABV KL E7,
ATFYT6 AT VLIADIPsec T/XAATRUIART v 7 LTWNWADZ EEfERLET,

I Z R L ET,

ISN_CCR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
TunnellO01 30.29.1.4 YES manual up up
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RDRARY
A —<DIER (11 =) BB L TAZF—~&2{ER L £,

AX—TDIERK

Cisco Cloud Network Controller (Z [l A TiL 72— 72 Multi-Site FIERS W 2038 D £33,
Multi-Site 2/ L CA > 7 L 2 A1 b & Cisco Cloud Network Controller % h ZEH L T\ 5
¥ 1% Cisco Cloud Network Controller D &Kt v b7 v 7 DO—E LTEITTHHLEND
0 F4, ZZ Tl CiscoCloudNetwork Controller DK 72t~ T v 7 DO—E8 T 5 Multi-Site
DA FNEZ DWW THIA L E T,

Cisco Cloud Network Controller "4 b D LWAF—~ ZERAT 25481E. ZDHEDOFIEIZHE-
TLEEW,
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ATy T
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

Cisco Cloud Network Controller % MIfEHAT 2 AF—<BITIZHIHEE. ZNOHOTFE
EAX YT LT, A FE2AF—<IZBNTD (15X—=) IB#TLHZENRTEET,

AA U A=a—T[RF—R] 227V vy 7 LET,

[AFX—=] =TT, [RE—TDEM Z27 V7 LET,

[BEEAX—<] =TT, X=VDOELEHICHDLTHA N mEgrr—~%&, {ERTDHAXF—~DAHI (2L 2
IZ. Cloudbursting A¥— |[ZEXHZ £,

Mo~ A > c[a—)L (Roles)] 7 VU v 7 LET,

HRDRA T, RF—TEEBTHITIVT7EI) VI LTTFUREBRLTLKEEE VWA 7Y v 7 LT
<TEEW,

[THUMDBIR| XA T 07 Ry 7 AT 7EAL, KRy T XU A=a—0n0 7 FORE (9
R—=) TERRL7=TF v hERIRL £,

FIYUr—,3> 7JO77A4I)LE EPG DEETE

ATy T
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 71

ATvT8

COFETIE., TV A= ary ey A EREL, 250 EPG BT 5 Lo
THHALET, 1232770 RV A FH, o120, e XM X ar 77 b1 >0 EPG
WEEMTONTEBY, arvya—~ ar b7 27 b2V EPG IZEESIT SN TV DA T
7,

HipXAf T, [TV r— a3 7 a7 7 AL (Application Profile)] =V 7 & &2 C, [+ 7 FTU 4 —

3> F7aTJ 74 )L (+Application profile)] #27 U v 7 L7,

FID~RA T, [RTRSL (DISPLAY NAME)] 7 4 —/V RIZT7 AU r—ay a7 7 A VO4HTZ AN

LET,

e~ A T, [+EPG DB (+ADDEPG)| %27 Vv 27 LT, 777U K% A F®EPG ZERk L £,

FHlD~A T, [F&R4% (DISPLAY NAME)] 7 .t —/V RIZ EPG D4 RTZ AT LET (72 & 21X epgl).

Fr T VI AP A FOEPG HERT 2% EICIE. FROSA T, [+EPG DEM (+ADDEPG)| %7 U »

7 LET,

FlD~A 2T, [RTR%A (DISPLAY NAME)] 7  —/V RIZ EPG D4R AN LET (72 & 21F epg2).

VRF ZAE L £,

a) FRDONA T, [VRF]Z U TRERINDETIHICAZa— 1L, BMTHENTZRY 7 2D +
7 Vv LET,

b) HMD<A T, [FF4A (DISPLAY NAME)] 7 ¢ —/L RIZEPG D4R # AN LET (2 & 21X vrfl),

[RE (SAVE)] 27 U v 7 LET,
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TYws ka1 oonse RE~omERT [

Ty T KA DERE VRF ~DBEES 1+

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ZOHEOFBEIKEST, AT VVIAYAL DT v RALUEER L. Fi1% VRF IZH
T ET, CHOOFETX. 7T ROBDAF—<|TIMETITRWZ SIcEE LT
él/\o

FROSA T, [EPGl £ TRICAZ m—/L L TRV, BIENZA 7 L I A YA FANS/ERR LTZEPG & 7
Uy 27 LET,

FHRONA DA FTL IR FONTF 4 (ON-PREM PROPERTIES)| = U 7D [F 1) w ¥ KA A > (BRIDGE
DOMAIN)D] ® FC, 74—V RIZ4HTIZ AL (7= & 21X, bdl), [YERK (create)) =V 7% 27V v 27 LT
FLWT U vy RALCEERLET,

HRDSRA T, AERLTET ) vy AL %27 U w7 LET,

UREIL—F 4 > 517+ T—TF 4« >4 (Virtual Routing& Forwarding)] 7 4 —/V K¢, 77U r—va v 7
075 A /& EPG OE (123—) TE L7z VRF Z&R L £,

[HT#w k (SUBNETS)] =V 7TE£TFIcAZm—/ L, [GATEEAY (F— k™ zA)] REHLOFD [HT
F b (SUBNET)] iz b + 227V v 7 LET,

[T % ~DENM (Add Subnet)] # 1 72 7 C, [F— kx4 IP(Gateway IP)]7 KL A& BINT 5T
EOY TRy hOFHEZANLET, ZOXF—FTAIPT7 RLRAIL, AT LIZDOYT Xy FOHD
T,

[8EEH (Scope)] 7 4 —/v KT, [4MEBIZT7 K734 14 X (Advertised Externally)] Z %R L £,

[REFE(AVE)] 27 Vv 7 LET,

ORI FDT 2 ILEDER

ATy T

ATy T2
ATvT3

HRpDNA T, [ b T2 b (Contract)] =Y T RRRINDETTFHICAZr—L L, HfECHENT
Ry AD+% 7V v 7 LET,
HHID~_A T, [F]iR% (DISPLAY NAME)] 7 o —/L RIZ 7 4 V2 D& FTZ AT LET,
[+ ABAHFEntry)| 227V v 7 LT, [T FYDEMAIIENtry)]| 7 4 A7 LA LEOAF—~ 7 4 L HF|ZD
WTOEHREATILET,
a) Name 7 4 —/L K (AddEntry ¥4 7 /) DAx—~ 7 4 L% = ) DL4HIZ AT LET,
b) A7 =, Destription 7 4 —/V RIZ7 4 VX DFiHAE AT LET,
¢) EPG ODBIED T 4 WA UFLZAT 5 T=dIT, BB U CEEME A LET,
T 21X, 74NV ZEEETH5HTTIPS N7 7 4 v 7 2§ T 5= MY 2807 2121E, RO LD IT
FERLET,

TYPE: IP, IP PROTOCOL: TCP, ¥ XU DESTINATION PORT RANGE FROM ¥ X UF DESTINATION
PORT range TO: https,
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d)

RE(SAVE)]) 27 U v 27 LET,

AV hS7 FOERK

&

ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy FT17

ATvT8

ATvT9
ATv710

ATvIN

ATvT12

ATy 713

2ATv 714
ATv 715

HgD~f T, [22 FT 2 b (Contract)] TV T REREINDETFHICAZB—L L, SBRTHEN
TRy 7 A0+ %7 Vw7 LET,

FioD~A T, [RFR% (DISPLAY name)] 7  —/LV Rica > b T 7 FO4ETIZ AN LET,
[8EBH (SCOPE)] =V 7 T, VRE DEREZZTDEEICL £,
[Z4)L8 Fx— (FILTERCHAIN)] =V 7 C, [+ 74 L% (+FILTER)] %2 UV v 27 LE7,

[7 4 V% F = —> DB (Add Filter Chain)] B A& RSNV ET,

[ZHT (NAME)] 7 4 —/L R T, 22 b5 27 hOT7 4 L ZDFER (13 2—2) TR LT= 7 4 VX &%
WLET,

DA T, [EPGl £ TAZa— /L LTRY, 77U R¥% A FHIEKR LEZEPGE 2 Y v 7 LE
7,

FD~A T, [+aA2 k59 F (+CONTRACT)| #27 V v 27 LET,
[ N7 7 FOBN BEAFRRINET,

[ +5% b (contract)] 7 4 —/L R T, ZOFIETURNCHER LIZ2> s T 27 FE2RIRLET,
[#4 F(TYPE)] 74—/ KT, Arvoa—xF37AaNnNS FONTI0EEINL 9,

[259 FOTRA/8F 4 (CLOUD PROPERTIES)| =V 7 TAZu— L, REL—F 1 T L&k
(VIRTUAL ROUTING & FORWARDING)]] =V 7T, 77U /r—vay 7a7y A )Lt EPG D% E
(12 %—2) TERL7= VRF 23R L 7,

[RTFE (SAVE)] #7 U v 7 L&,

HFRDRA T, [EPGlETAZB— L LTREY, A>TV I AV A NHIZEKRLIZEPGE 27 VU v 7 L
ij‘o

FllD~A T, [+aA2 k59 b (+CONTRACT)| 227V v 7 LET,
(2> hT 7 FOBM] BEAERSIET,

[3> b3 b (contract)] 7 4 —/L RC, ZOFIETLUANI/ER L7z b T 7 FEEIRLET,

[#4 F(TYPE)] 7 4 —/V R T, [3 22—~ (CONSUMER)] £7-i1%[FO/31 4 (PROVIDER)] % &R
LEJ, Zux, aio EPGITER Lo 72H O TY

7=t 21X, &WIO EPGIZ [FRA/NA 4 (PROVIDER)] 2R L2541, 2&HHDOEPG D [Ava—<
(CONSUMER)] ##R L £,
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ATv 716

H14 rexx—vicEmns s

[259 FOFTA/8F 4 (CLOUD PROPERTIES)| =V 7 TCAZu—/ L, REL—F 4 5 LinE
(VIRTUAL ROUTING & FORWARDING)]] =V 7 C, 77U /r—vay 7a7y A )Lt EPG D#E
(12 4—=2) THERL7ZHDEE L VRF Z3#IR L £,

A4 FERAXT—TIZEMT S

ATy T
ATy T2

ATvT3

ATv74
ATy TH

ER DA T, [HA b (Stes)] DREIZHD + 527V v 7 LET,
[H 4 FDENM (Add Siteg)] X—T T, ZNENOHEIZH DRy 7 A% AN LT, AT LIABIOY
FJURNYA MeAF—<ITBML, [RTF Save)] 27 Vv 7 LET,
ERORA D7 T Ry A S OTFIZHLT L — a7y 7 LT, 77— DOV A fha—0L
TaNRT 4 ERELET,
HRDOSXA T, VRFEZ Y v 7 LET,
FEIDO~SA D [H4 b B—HhH)L TR/ST 4 (SITE LOCAL PROPERITES)] fHltk ¢, kDOE#HE AT L%
R
a) [V—Y 3> (region)] 74—V R T, ZOVRF ZEHAT % Azure V — 3 U EBIRLE T,
b) CIDR7 4 —/L KT, +CIDR %27 VU v 7 L£7,
[2 5™ F CIDR®:EM (ADDCLOUDCIDR) |5 A 7 R 7Ry 7 ANFRSNET, ROfGHZE AT
LET,

+ CIDR: VNET CIDR A AN LET, =& 2L, 11.11.0.0/16& LET,
CIDR (Z1%. Azure VNET THEAFIEEIC /2 BT _XTCOV T 3y hOFHBEENTHNET,

GE) ZDT 4=/ RIZAJ) L7 VPCCIDREHIT, A 7T 7F—L LEEIHELZLIIT
xFHA, ZTDOT 14—/ RIZAJ] L7z CIDR 1H#HDS, Azure TP Cisco Cloud Network
Controller DJEB O [4 > 275 HTH v b (nfraSubnet) | 7 1+ — /L RIZAS LIz A~
77 T MEREBEBEL TORNWI AR LET,

*[CIDR # A 7 (CIDRTYPE)]: [7 A ~ U (Primary)] £721X [£ /7> % U (Secondary)] Z 3R L F
T, ZNDEAID CIDR DAL, CIDR ¥ A 7 & LT[/ T4~V (Primary)] Z 3R L £ 7,

«[HT% v FEMADDSUBNETS): 7y MEREANL, vl ~—2 %27V v LET,
7= ziE, 11.11.1.0/242 LFT,

Cisco Cloud Network Controller D3G5, 7%y MIV TRy h AT EOFE/N Y7 %Ry T
HY, TRy N AIFEDOIPT RLATEHY WA, 2L xIE, 11.11.0.0/24 1TH%)
YT Xy NBEXOY 7 Xy h A7 T, 11.11.0. 11X IPT RLABLOH 7 Xy h v A7
T9 M, Cisco Cloud Network Controller THHTBH V7 % v F TS A,

GE) VGWEHHDO Y7 Ry h &1 DBMTH2LERH Y F3, ZOFEEDOY T Ry MIxL
T[Used by VGW] %R L £ 7,
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©)

U4 RUT[RESave)] 227V v 7 LET,

IVREKRA LY 2DEM

ATy T

ATy T2
ATvT3
ATvT4

Cisco Cloud Network Controller Tix, 7 7 v NEPGIZRILtF 2T 4 N —2HHFITHT
Y RARA v FOESTT, 777 REPGIE, 1 OF3EKOY 7%y hHNIZ= L KA > b
FROZ LN TE, VREICEHEMT N E T,

Cisco Cloud Network Controller (21X, = KA > b%& 27 T KEPGIZEID ¥ THDIZHEH
IND, T RRA N BLZ ZEMEINLEREIHY £T, = FRA U~ ELY ZIT,
AW E > T, Cisco ACIIZ X > TEBLEIND Azure VNET IZEI D Y THNTI TR A >
A2 AN LTERITEND DL =TT, T FRRA U P AV AZ A —HT L
RRA L bBLVZZ V—ViE, O RKRA U b &7 T REPGIZEIYV ¥ TET, =K
WA b L7 2%, Cisco ACI THEMARERBHEN—AD~Y A 7 ut 7 AT —a
TWET,

T RAFA 2 b ELZ XX, Cisco Cloud Network Controller GUI F 721 Cisco Nexus Dashboard
Orchestrator GUI DWWz H L TR CE £9, 220 GUI M CEMAIRee A4 7> a >
WZIEHTDRENNH Y T2, T2 RBRA > M L7 X EBINT 5700 fRielia s &
R FIEIE, EAIZZ D2 DO TR L TT,

Zov 7 v a OFETHE, Cisco Nexus Dashboard Orchestrator GUI Z i L T Kl A o
BV X EFRET D HFIEIZOWTHA L E T, Cisco Cloud Network Controller GUI % i [ L
T RRA VNV ZOE Y b7 v 7OFEAMIZ- OV TIL, Cisco Cloud Network Controller
Z—PF—HA R EZRLTITEEN,

Cisco Cloud Network Controller D= KR A > b B L 7 X |TEHATE 5 Azure VA bvh . NEREFRE
IEEL £,

G¥)

INHDOFIEIX, BYNZ Azure TA LV AX U AZHRTELTHND, F DT Cisco Cloud Network
Controller DT RARA > M BL 7 ZZBINTHZ L ZHiHEE LTWET, 7272 L, &AIC
Cisco Cloud Network Controller DT> R7RA > kv L7 X &ZBIMLTHE, 20D Azure { > A
HUADRETFINEEZ, ZNHDOT RRA L b B XOFIEOREKE TEITTDHZEHTE
£7

a7 AL TWeWGATE, Cisco Nexus Dashboard Orchestrator (22 27 > LE T,
FEA DA T, [RF—T (schema)l 7 V v 7 L, UHNIERR L7 AF —~ 2 @IRL £,
T RRA N BV ZERAERT D7 EERRELET,
s SBBMESND, ALEDZ 77 RHA MIEHTE5= 2 FARA 2 L7 ZE2{ERT HITIE, &K
DFMEAETLET,

1. FEONA T, 77— FE@BBRULICELIZLET,

INODOFIETHREDY A FEBRLRNTIZEN,
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6.

zvrRev kLo aniem ]

D~ A T, 757 R A MAICHER LT- EPG 28R L,

FlD~A D [9 59 RO F /85 4« (CLOUD PROPERITES)] 8T, +(EL 2%
(SELECTORS)] Dfiich 2 b D) %27 Vw7 LT, TV RRA U N BLIZ X ERELET,

FLWIY RKRA U b LT 2DENM (Add New End Point selector)] 4 7 2 /¢, [TV KR
A2 bk +L%9 %% (ENDPOINT SELECTORNAME)] 7 4 —/V RIZ, 2O RARA > F &L
7 2 TR 2 5BICHESOTARTIE A LET,

[+3 (Expression)] #27 U v 7 L, = FRA L ML I ZDZA T E2ERLET,

ZOEIER SNy RABRA U RV ZO%E, [F—Key)] 74— /L RCEHTE LA
7'V a Uik [EPG] AT,

AT w5 (18 2—3) [THERE T,

I T RYA FEHAOZ L RARA vk BLZ ZEERT AT, ROFIEEZFEITLET,

1
2.
3.

XA T, 777 KA MEEIRLET,
RIS T, 770 K YA MAICVER L= EPG &R L £9,

FRDANA D[4 bOO—HIILOTO/T 4 (SITELOCAL PROPERITES)] f8lfiD [ L %
A (SELECTOR)JfEIK T, +((EL Y% (SELECTOR)] ®filcdhb D) %227 Vw7 LT, =
RRA P BV X 2R ELET,

[FHLLWIYRRA Y kLY 2 DEM (Add New End Point sdlector)] #4717 ¢, [TV KR
4> bk +L%Y %% (ENDPOINT SELECTORNAME)] 7 4 —/LV RiZ, 2O RAKRA > F &L
7 2 MERT 5B E SN TARTIZ AT LET,

7-EziE, PV TRy MYEOZ L RARA v b L7 ZDOEE1L., [IP-Subnet-EPSelector]
REOL4HIEERATE T,

[+ R (Expression)] 27 Vv 7 L, TV RRA U b BL 7 ZTHEHATHF—Z28INL 97,

«[IP7 KLR (IPAddress)]):IP 7 KL A £ 7213V 7 % v Mo TR B0 SN
4, TV RRA L ELZZLELTOIPT RLZDfHIZ, CIDRTIER S -2 —H 3~
Fv MIBLET, VA FEAXF—< 3BT S (15 2—)

Sl FCAmre A7 —L &y FVMOBE, T2 KRA 2 bV 2 L LTOIPT L2
DL, ZDA 7 —nt v MBFET 25T TRESNIEER Y T Xy hTHDHHLEN
T EHEA

7L 21T, Azure A7 —LE Yy NVMOZNED T —) R TIROEZEH L7354,
« CIDR : 10.1.0.0/16

¢ Subnet : 10.1.0.0/24
TV RFRA L bV 7 ZELTOIPT KL ADOFZN72MEIZ10.1.0.024TF, 10.1.0.1/32F 721

10.1.0.0/160 > F Vi%, Azure A7 —/LE vy FVMO T RFEA » F & LTHDIPT KL AD
HE72ETIEH Y FH A,
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GE) IPv6 % Azure @ Cisco Cloud Network Controller Tl AR — FINTWET A, =
D7 4 —)v RIZIZENRIPvAT R AZMHT 2 HERH Y 9,
s [U—2ar(Region)]: = RARA > bD Azure U — 3 > TEIRTH7-DIEH SN E T,

TV RRA L NBVIZDIAE LEZ T EERT 2581, [BREERZIFERDIZOIZAH
(Typetosearch or create)] 7 4 —IL R CANEZBABGL TCH AL L Z T ETLXT % AT
L., TLWZ 4 — L RTC[ERL (Create)] #27 UV v 7 LT, HILWHAX L X T ETT A
NVEAERCLE T,

Azure [ZX 7 HBINT 5 L &2, ZNOOFIEORTOF 2T 5 & LLRIC Azure TiEIN
Lirulhr—ar Z7e—HTAE512, 2OT7 44—V RICHAZLEZTODalr— g
R TCTE F9°,

ATy T5  [[BEF (Opeator)] 7 4 —/L KT, T2 RiRA > b L7 ZIEATIHEFEZBINL £,
WROF T a b ET,
« [Z L L) (Equals)]: [fE (value)] 7 4 —/L RIZ 1 DDMER & 5 5EEH L £,
« [ L <ALy (Not Equals)]: i 7 « —/L RIZ 1 DOERH LG AT A I E T,
< [DFIZEH B (In)]: [fE (Value)] 7 4 —/v FIZEEDO N o~ KEIVENH D5 EMEH L ET,
« [DHIZELY (Not In)]: E 7« —/b RICEEDO D >~ KV ENH D BEEITHH S ET,
« [F—ZHD (HasKey): RUZF—DHNEFENTWOGAITHEH S ET,
o [F—Z#1-7 L) (DoesNot HaveKey)]: ICF—DHNEGEEN T AEAITHEH S ET,
ATw 76 [fE (value)] 7 4 —/L KT, 200D 7 4 —/b RIZHk L THT o B RICESNTC, = RaRA Vv F LY

AT A AR L £, [fE (Value)] 7 4 —/V Riid, B D ~XKU Dz M 2505 2
ERTEET, ZO7 44— L FOT Y DOBIZIIFHRE OR BZHDH LD LA INET,

GE) [¥—%#D (HasKey)] £7-13 [F—DFF (Key Not Exist)] 28R L TWZRWEAITIE, [
B+ (Operator)] 7 4 —/V RIZFERENFEH A,
T ZIE, = FRA Y b BL 7 ZIT, westus REFFED Azure UV —¥ 2 U R DHGEITIE, ZOH
I CIROHEHE Z@IR L £77,
* [#— (Key):] Region
* [;E%EF (Operator):] Equals

 fi : westus

BIOHE LT, 26D T7 40—V RCIROEEZMEHLZE LET,
«[F— (Key):] IP
* [BE ¥ (Operator):] Has Key
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« [fE (Valuse):]ix. %1 (Operator)] 7 1 —/L KT [Has Key] MMEH ST D720, AT £
oo

EPG /L—/UiE, ZORWTIP 7 RLAZFRFOTRTOZY RARA > M@ S E7,

BHOFIE LT, ZRHDT7 4 —/L RTROEEHEHA L& LET,
* [#— (Key):] custom tag: Location
+ [jBE F (Operator):] Has Key
- [fE (Valuse):]iZ. J#%F (Operator)] 7 4 —/L FC [Has Key] M SN T 4720, T EH
Hos

ZOYA . EPG/L—UiE, Azure # 7 % — & LT Location Z Fff O3 _XTOHOTZ L RARA > MZ, vr—v 3
COMEICERREA S ET,

ATv717 IO RFA L N BLIZXAROIERRZET LIEL, Ty r~—2%7 U v 7 LET,
ATwT8 BHMOZL RRAL N BLIZEZREERTEINE I DERELET,

BT FRAV FBLI ZTEBEOREZER LIZHE. T O OXROBICIIHEL AND XH D 50
L ENET, R ZIE 10D FRA VL7 2200y FEERLIZE LET,

eV RRA ML H L, AL
* [F— (Key):] Region
« [;EE F (Operator):] Equals

* fH : eastus

eV RKRA VML X1, A2
* [F— (Key):] IP
« (& F (Operator):] Equals

« [{E (Value):] 192.0.2.1/24

ZOHA. ZnbORXOW T NEIZR D5 (region?)’ eastus T, IP 7 RLARY T x> | 192.0.2.1/24 (2
BLTWDAEE) I, O REA Y MEZ 77 REPGIZHID S TohNnE T,

IO RRA Y b7 ZTHERT 23T X TOREBMUIZRT, F=vr/~—20%27 0 v 7 LET,

ATYT9 ZOZVFRFRA R BLZ ZOROIEENRET LIES, REGAVE)] 227V v 7 LET, ZiUL[#FL
WI Y RRA Y kLY %2DEM (Add New End Point selector)] D4 FHEIZH 0 9,

EPGD FCTHEDT L RKRA VML 7 X E2ER LSS, TAHDOTZ L FRA L L7 ZOMIC
TERE ORI H DL LD LA INET, 7L 2T, BIOAT vy T LIEL I RARA U F &L
A1 EER L, KIZ, RICRTEIIC2BHO L RARA v BLZ Z&2ERKLIZE LET,

eV RRA M ELZHZ2 AL
* [%— (Key):] Region
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« (BEF (Operator):] In

. ﬂE : centralus, eastus2

FOEES. DL FT,

cJ—T g Neastus T, IP7 FLAMR 19202124 % 7%y MIBLTND (2 RFEA L b LY
%1 o)

EJ/e s
« U— 3 73 centralus 72T eastus2 (= RARA U F BL 27 Z 2 D) OWTnTHD

FOHE, T FRRA L SN T T REPGIZEI VY THNET,

ATYT0 T RRA B LZ ZOERBTET Leb, A LB [RE (SAVE)] 227 U v 7 LET,

ATy 7N EHEmoA EMIZH D [YA4 FZER (DEPLOY TOSITES] A¥Z %227 U v 7 LT, AF—~<%ZHP A hiZ
B L £,

[IEHIZER (Successfully Deployed) ] SNt WVWH A vE—URNTRINET,

RDBERY

< LT A MEROHE (205—) OFEEHHLT, ~AVFHF A h = U 7RELLBE
ENTWAHZ LAMERLES,

TILFHA MERLDIEER

ZOMEy 7 OFNEAMFHAL T, CiscoNexus Dashboard Orchestrator |2 A S L7=3RENIE L < 1
HAEN Wb Z 2R LET,

2T w1 Cisco Cloud Network Controller (a2 7 A > L, (kD Z & ZWeR L E7,

a) [# v =dh— K (Dashboard)]| #7 U v 7 LY A MNEEERAT — X AB XY — U a VAT —
HARy 7 ADEREHER LT, WOZ L xR LET,

o h g, Azure E® Cisco Cloud Services Router 1000V 725, 4> 7' LI 2@ ISN (IPsec #&
WARA L R) . BEXO—H— VNet ® VGW 1Zxf L TEMEL T\ ET,

¢« OSPF 2 A /X—=NCCR & ISNA VT VLI ATAAL ADOMTREIL WA Z 2R LET,

*VRF ® BGPEVPN L — MNZIZZ T U K& A T LI ADN— " RERIN, 7T 7 Fb— MME
ACI A4 v AA v F D BGPEVPN Z /- L CA T ENE T,

by [TV — a3 SEP (Application Management)] — [7 7> M &7 U w27 L, 7F 2 FRIELLS K
ESNTNDZ MR LET,
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ATy T2

ATvT3

ATy T4

744 rgowR [

c) [7 7V r—3 a3 V& (Application Management)] = [7 7 U r—a v 7u 77 A &7 ) v 7 L,
TFVr—2ar7u 7 s ANAPELSRESNTND Z L 2R LET,

d [77VU % — a3 &P (Application Management)] — [EPG] %#7 U v 7 L, EPG BNIE L KEINT
WHZ LR LET,

e) [TV r— = EH (Application Management)] — [2> b7 7 RN &7 U v 7 L, FEINIEL 3%
EINTWDZ LR LET,

f) [7 7V r—3 3 B (Application Management)] — [VRF] %Z72 U v 7 L, VRF 28 1E L < &E ST
WHZ MR LET,

g) [7T7 VU — a &P (Application Management)] — [ 7V K 227 F A k Cloud7' v 7 7 A /V] %
VI L, 770 RarvTXFAL7uTdZrAARELSRESNTWND Z L 2R LET,

hy [ZT7 7 K VU Y—XA(CloudResources)] > [V —Ya]a7Uv7 L, V—YarBNELIHRESN
TWHZ EafEBLET,

i) [7Z D K U Y—2Z(Cloud Resources)] = [VNETs] #27 Y v 27 L., VNETs P ELLREIINLTNDH T
AR LET,

) [ 7D R UY—2Z(Cloud Resources)| > [/ F U R RARALA N &EZ7 Vw27 L, 77U KRR
RAVIPELSRESNTWD Z L 2R LET,

k) [ZTZ©D K UY—2Z(CloudResources)] > [/V—H] %27V >v7 L, CCRHPIELSEEINTWVDI L
TR L E T,

F TV ADAPIC U A M AL, APIC DAF—~ 2R L E7,

Cisco Nexus Dashboard Orchestrator Cax i L7=FHAG 75> b3S APIC 7 F > b= 7TIZF/RE L, Cisco
Nexus Dashboard Orchestrator A F—-<7225 BB & 4172 VRF & EPG 34 7L I A APIC TREINTWD
ZENHERTEET,

a<w R IA4 00D, Azure D CCR TVRF B ELLERENTWAS Z L 2R L £,

show vrf

S F > htlé& VRF vl Cisco Nexus Dashboard Orchestrator 7 & B SN TCW A4, CCR DHNITHR® &
T FT,

Name Default RD Protocols Interfaces
tl:vl 64514:3080192 ipv4d BD1

Tu4

Tub

a<w L R I3A40Mmb, Azure D CCR L ISN AL LI R FARAL ZAOM TRy RZART v X LTWNATZ &
PHER L ET,

Azure D CCR £721Z ISN AV F L I ADFNRAL AT, ROa~<y REFEITTEET,

show ip interface brief | inc Tunnel

UTFDX S AR FIRENET,

Interface IP-Address OK? Method Status Protocol
Tunnell 1.2.3.22 YES manual up up
Tunnel?2 1.2.3.30 YES manual up up
Tunnel3 1.2.3.6 YES manual up up
Tunneld 1.2.3.14 YES manual up up
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a<w2 R IA4 06, Azure D CCR L ISN A7 L I A T84 2O T OSPF ZA N—0RT v 7 LT\
HT LR LET,

show ip ospf neighbor

UTOX S mEhnFmRsnEd,

Neighbor ID Pri State Dead Time Address Interface
10.200.10.201 0 FULL/ - 00:00:36 1.2.3.13 Tunnel4d
20.30.40.50 0 FULL/ - 00:00:36 1.2.3.29 Tunnel?2
10.202.101.202 0 FULL/ - 00:00:38 1.2.3.5 Tunnel3

ax K I7A40hb, A7 LI ADBGP EVPN A /N—7 CCRICAEIET 2 2 L 2 fEGd LE T,
show bgp 12vpn evpn summary

LUTOE S mENnForasnEd,

Neighbor v AS MsgRcvd MsgSent TblVer InQ outQ Up/Down State/PfxRcd
10.1.1.2 4 100 139 137 99 0 0 01:30:36 6

A< RN 740 b, VREOBGP LV—MNIZ T REA LT LI ADMHTDON— FRFREINTND D
L EMERLET,

Gx) HI/E D Cisco Cloud Network Controller ® 7 — 27 7 a—|Z8\\ T, VRF X, %95 VPC 28 Azure
TIER &5 £ T, CCR THR SN EH A,

show ip route vrf tl:vl

UTOX S AR FmREanEd,

B 129.1.1.5/32[20/0] via 10.11.0.34, 01:12:41, BD|1
B 130.1.0.0/16[20/100] via 131.254.4.5, 01:09:55
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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