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B #]D CCR DERRIEROHF 2RI L ET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-<first-CCR-tunnel-ID>
pre-shared-key address <first-CCR-elastic-IP-address> key <first-CCR-preshared-key>
exit

crypto isakmp profile infra:overlay-1-<first-CCR-tunnel-ID>
local-address <interface>
match identity address <first-CCR-elastic-IP-address>
keyring infra:overlay-1-<first-CCR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-1-<first-CCR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-CCR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <first-CCR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-first-CCR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <first-CCR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-<first-CCR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit
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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1000
pre-shared-key address 192.0.2.20 key 123456789009876543211234567890
exit

crypto isakmp profile infra:overlay-1-1000
local-address GigabitEthernetl
match identity address 192.0.2.20
keyring infra:overlay-1-1000

exit

crypto ipsec transform-set infra:overlay-1-1000 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1000

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1000
ip address 30.29.1.2 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.20
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1000
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

2FHDCCR D IV EHERR L ET,

Cisco Nexus Dashboard Orchestrator 2 L C, ISN T34 ZADORTET 7 A Va2 X 70— R LEEEAE.
2%&H O CCR OEREHME RLOT T, TOREHFEHREADILET,
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crypto isakmp policy 1
encryption aes
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authentication pre-share
group 2
lifetime 86400
hash sha
exit

crypto keyring infra:overlay-l-<second-CCR-tunnel-ID>
pre-shared-key address <second-CCR-elastic-IP-address> key <second-CCR-preshared-key>
exit

crypto isakmp profile infra:overlay-l-<second-CCR-tunnel-ID>
local-address <interface>
match identity address <second-CCR-elastic-IP-address>
keyring infra:overlay-1l-<second-CCR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-l-<second-CCR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-l-<second-CCR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <second-CCR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-second-CCR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <second-CCR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1l-<second-CCR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit

Bl

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1001
pre-shared-key address 192.0.2.21 key 123456789009876543211234567891
exit

crypto isakmp profile infra:overlay-1-1001
local-address GigabitEthernetl
match identity address 192.0.2.21
keyring infra:overlay-1-1001

exit

crypto ipsec transform-set infra:overlay-1-1001 esp-aes esp-sha-hmac

mode tunnel
exit
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crypto ipsec profile infra:overlay-1-1001

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1001
ip address 30.29.1.6 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.21
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1001
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

FERT A XN D FOMD CCRIZHOWT, ZNODOFIEAEVIELET,
F T UIADPsec TAAATRURART v 7 LTSI EE2FERLET,

IR LE T,

ISN _CCR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
TunnellOO01 30.29.1.4 YES manual up up
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¢) [7 7 h DM (Tenant Details)] <A > T, O FIEEFATL E T,

« [&RR4 (DISPLAY NAME)] 7 4 —/V RiZ, TF > b aE AN LET,
« A7 a3 Vi [EB (DESCRIPTION)] 7 « —/L RiZ, TF ¥ MZOWTOfERRHAEZ A LET,
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R
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[REGAVE)] 227 U v 7 LET,

AT 72 Cisco Cloud Network Controller % ~Zwm 714 > L, Z®7F > k? Amazon Web Services 7 71 7 > h DFf:
MERELET,
a) A A > ® Cisco Cloud Network Controller ~=—? [ T /r— 3 L& (Application Management) ]
DFT, [TF> b (Tenant) 1227V v/ LET,
b) [77F > b (Tenant)] <— T, AiDFNAD Cisco Nexus Dashboard Orchestrator CIERL L7=7F > b & 2
UwZ LET,
) HEHDALICHLEEARY 27V v 7 LET,

i, AL X ARZ ORI H D, EFEE L& OREHNWIZRS T,

d) [5“}":/ ]\ (Tenant)] /\0‘—“,\/\\,6‘\ E@@ELZ:%%%@%%& :/;87 U ‘)7 L/i‘é—o :ﬂ{i\ [77 ‘:/5 v
(Actions)] 7 4 —/V ROEIZH D, $hEDT A a U PfFWTeARZ o TT,
e) [7 7> Dtk (Edit Tenant)] ~— T, [BE (Settings)] Ik ETA 7 n— L, 2—=% T D
TIRA XA TS CTHLEREREATILET,
e Cisco Cloud Network Controller D —H#— FF > "B EHEINTWAEES (CFT 2H L TEMET
EXDTFUMNDAWS T FNERE LTESGE) 3. ZOX—ICROEREADLET,
« [AWS 7 H 7> k ID (AWSAccount ID):] =—% 75> b D AWS 74 7 b 3% B (CFT %1
HALT, BEHTELT TV FDODAWST T haty Ty Lz xica /A4 LiZAWS
Thyr N EADLET,

[TV AX AT (Access Type) 1: Z D7 4 —/L K THE4#E (Trusted) JZ 3R L £7,

GE) [V59K72+€X F—ID(Cloud AccessKEY ID)] 7 4 —/V R & [0 59 KRET
9+t X F— (Cloud Secret AccessKey)] 7 + —/V NiZ, [FP2 R 24 7 (Access
Type) ] & LC[EFEEH (Trusted) | ZiBIRL TV HEE, FRINERA, 2
NoO7 44—V KX, BETEL7 T2 MIIREDL Y /A,

« Cisco Cloud Network Controller D —H%— 5 F o "B EHEIN TV ARWES (AWS 727 &A% —
ID LET /A F—%MHL T, BETXRAWVW2—Y—TFTF L NODAWS T H T hEt v b
Ty L ULIEHEE) X, ZOXR—JTROEREAS LET,

< [AWSFH™ > k ID (AWSAccount ID):] =D 7 4 —/L RiZid, =—+ FF 2 kD AWS 7%
v NEFEANLET,

« Access Type : =D 7  —/L K C[Untrusted] 2 &R L £ 7,

[V59 K 7YX F—ID(Cloud AccessKEY ID):] 2D 7 4 —/b RiZidx, =2—¥ T+ FD
AWS 77 EAX— ID [E#HE AT LET,

[P35 FMWET7 Y R F— (Cloud Secret AccessKey):] ZD 7 4 —/L RIiZix, =—% 5
FD AWS FVE T 7 & 2 F—IEMA AT LET,
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X, ROEHREANTI LTS 7% 207 F v MBIV Y TET,

+[AWS7H > b ID (AWSAccount ID):] 2D 7 —/L RiZIL, =2—% 7F 2 FD AWS T H
7 hEFEANLET,
[T V78 AZ AT (Access Type) 1: Z D7 4 —/L KTk (Organization) ]%EIR L £,
GE) ZOTFr MY T EEID L CTHIGEAE. EAEASNET,
e 207 4—/L KT (Organization) |47 > a v/ L—FRENTND
WAL, AWSHLRED ~ 2 Z— 7T 57 > ~ T Cisco Cloud Network Controller (A
V7T T k) Z#RELTCWER A, Cisco Cloud Network Controller (- &
77 TF ) SAWSKHIFRO~ AL —T v N TREREINTOWRWEA,
Ty MY 7B B THZ LI TEEEA, SOV T, AWS
T Cisco Cloud Network Controller DBl Z S L T 72& 0y,

e VAL =T AT EBEAFD AWS T AU v M EERICSINT 5 L5 BEFL
TWHA. kT > hO72HIZ AWS T
OrganizationAccountAccessRole IAM B— /LRSI TEY, ZD
71— /L C Cisco Cloud Network Controller B OHEMR R A REIZ 72> TV D 2
EEMER LTS IZEE, FEMz oW TiE,  [TAWS Organizations & #Hfk D = —
BT F o bOYR—F] ZZRLTIEIN,

GE) [V59K79+RX X—ID(CloudAccessKEY ID)] 7 4 —/V & [V 59 KMET I &
A F— (Cloud Secret AccessKey)] 7 4 —/V i, [72t€R %47 (AccessType) | &
LTCHEREEH (Trusted) | ZEIRL TV HGE, BrRShEtA, ZNUHDOT 4 —b
Rix, k7T MR EH Y TH A,

BiE O FEICHD[RTE (Save) |27V v 7 LET,

RDBERY
(2% =<DK (10 =) | ([Z#ERET,

AX—TDIERL

Cisco Cloud Network Controller {Z [E A TiX 72 W —f#&H) 72 Multi-Site FIENRN W D0dH D F903,
Multi-Site /1 L CA > 7 L 2 A1 b & Cisco Cloud Network Controller %1 h ZEH L T\ 5
%A1 Cisco Cloud Network Controller D& 72~ N7 v 7 O—f & L TEITTDHMLEND
D ¥4, Z I TlE. CiscoCloud Network Controller DE{KII72% v N T v 7 D—F T % Multi-Site
D—E 72 FNEC SV T L £,
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Cisco Cloud Network Controller "4 kD LW AF—~ZEAT 25481E. ZDHEDOFIEIZHE-
TLTEEW,

Cisco Cloud Network Controller %71 MIfEH T2 A% —<NTTIZHLIEEIT. ZNHDTFIE
EAX LT, A MEAF =BT (14X—=2) IIBEITHZENTEET,

AA U A=a—T[RF=]Z227 Vv LET,

[AF—<] =V T, [RF—TDEM E27 V7 LET,

[HEEAX—<] =TT, X=VDOLEHIIHDLT XA mgrr—~%, {ERTDAXT—~DARHI (T2 & 2

I£. Cloudbursting A¥— [CEXHZ F7,

EMo~A A=)l (Roles)] 27 Y v 7 LET,

FRONA T, AF—TEERTDTUTEI VI LTTF UM EBRLTCESWVWEZ 7Y v/ LT
<TEEV,

[THFUFDBR| XA Tl Ry 7 AT I7R8AL, Ruy 7 Xy Aoa—0b FT7F 0 VORE
(8 —) TYERR LT T v b E@IR L £,

FIUHr— 3> JOJ7A4J)LE EPG DETFE

ATy T
ATy T2
ATy T3
ATy T4

ATy TH

ATvT6
ATy T1

ATvT8

ZOFETEH, 77V r—vary ue 7 s A NVEFREL, 250 EPG BT 5 HIEIZHOWN
THMBALEST, 12032779 KRV A MH, b5 120F, o/ F a7 7 b33 15D EPG
WICBhEMTT B TRY, avya—~< a3 T 7 MM EPG IZBER T BN CTWBIEA T
7,

DA T, [TV —3 a3 7 a7 7 AL (Application Profile)] =V 7% &5 C., [+ 7 T U4 —

3> FaT7 74 )L (+Application profile)] %27 U v 7 L%,

FID~RA T, [RERSL (DISPLAY NAME)] 7 4 —/V RIZT7 AU r—ay a7 7 A )VO4HTZ AT

LET,

HgD~Af T, [+EPG MBI (+ADDEPG)] #7 Vw27 LT, 77V K %A F®EPG Z{Ek LET,

FRD~A T, [FTRR4A (DISPLAY NAME)] 7 « —/V RIZ EPG D4R Z AN LET (72 & 21 epgl).

Fr TV IAFA FDEPG HERT D5 ITIEL. RO~ A T, [+EPG DIENM (+ADDEPG)] %7 U v

7 LET,

FR D<A T, [FTR4 (DISPLAY NAME)] 7 1 —/V RIT EPG O4RTZ AN LET (72 & 213 epg2).

VRF ZAER L £,

a) FHRONAS T, [VRF]ZU TREREINDIETIHICAZa—L L, SBTHENLR Y 7 2D +
27V LET,

b) Lo~ A T, [FRR4 (DISPLAY NAME)] 7 ¢ —/V RIZEPG DA RT A AN LET (T2 & 2 vrEl),

[R#E (SAVE) 27 U v 7 LET,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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B oo exqootme RF~oBER T

Ty T FALDERE VRF ~DBEEES 1+

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ZOHEOFBEIIKEST, AT VVIAY AL DOT Y v RALUEER L. Fi1% VRF IZE
T ET, CHOOFEIL. 7T 7 ROBDAF—<|TIMETITARWZ SIcEE LT
él/\o

FROSA T, [EPGl £ TRIZAZ m—/L L TRV, BIENZA 7 LI A YA FANS/ERR LTZEPG & 7
Uy 27 LET,

FHRONA DA FTL IR FONTF 4 (ON-PREM PROPERTIES)| = U 7D [T w ¥ KA A > (BRIDGE
DOMAIN)D] ® FC, 74—V RiIZ4HTZ AL (7= & 21X, bdl), [YERK (create)) =V 7% 27V v 27 LT
FLWT U vy RALCEERLET,

HRDS_A T, AERLTET ) vy AL %27 U w7 LET,

UREIL—F 4 > 517+ T—TF 4« >4 (Virtual Routing& Forwarding)] 7 4 —/V K¢, 77U r—va v 7
075 A /& EPG OFKE (11 _2—) TE L7z VRF Z&R L £,

[HT# v k (SUBNETS)] =V 7TE£TFIcAZm—/ L, [GATEEAY (F— k™ zA)] RHEHLOFD [HT
Fv b (SUBNET)] izt d + 227V v 7 LET,

[H T % ~DENM (Add Subnet)] # 1 72 7 C, [F— kx4 IP(Gateway IP)]7 KL A& BINT 5T
EOY TRy hOFHEZANLET, ZOXF—FTAIPT7 RLRAIL, AT LIZDOYT Xy FOHD
T,

[8EEH (Scope)] 7 4 —/v KT, [4MEBIZT7 K734 A4 X (Advertised Externally)] Z %R L £,
[REFE(AVE)] 27 Vv 7 LET,

ORI FDT 2 ILEDER

ATy T

ATy T2
ATvT3

HRpDNA T, [ b T2 b (Contract)] =Y T RRRINDETTFHICAZr—L L, B CHENT
Ny P AD+ %7V v 7 LET,
HHID~_A T, [F]iR% (DISPLAY NAME)] 7 o —/L RIZ 7 4 V2 DA FTZ AT LET,
[+ ABAHEntry)| 227V v 7 LT, [T FUDEMAJIENtry)] 7 4 A7 LA LEOAF—~ 7 4 L HF|ZD
WTOEHREATILET,
a) Name 7 4 —/L K (AddEntry ¥4 7 /) DAFx—~ 7 4 )L X = h) DA4HIZ AT LET,
b) A7 =, Destription 74—/ N7 4 VX DOFiHAE AT LET,
¢) EPG OBED T 4 WA UFLZAT 5 T2, HEIG U CEEME AT LET,
T ZIE, 74N ZEEETH5HTTIPS N7 7 4 v 7 AT 5= MY 2817 2121E, RO LD IT
ERLET,
TYPE: IP, IP PROTOCOL: TCP, I X O} DESTINATION PORT RANGE FROM 5 X O DESTINATION
PORT range TO: https,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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d)

av k54 rotes ]

RESAVE)]) 27 U v LET,

AV hS7 FOERK

&

ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy FT17

ATvT8

ATvT9
ATv710

ATvIN

ATvT12

ATy 713

2ATv 714
ATv 715

HgD~f T, [22 FT 2 b (Contract)] TV T REREINDETFHICAZB—L L, SBRTHEN
PRy 72D+ %7 w7 LET,

FR DA T, [REL (DISPLAY name)] 7 4 —/L RiZa > h T 7 bOL4RITEZADLET,

[8EBH (SCOPE)] =V 7 T, VRE DEIR&ZZTDEEICL £,

[Z4)L% Fx—2 (FILTERCHAIN)] = U 7T, [+ 74L& +FILTER)] %7 U v 7 L7,

[7 4 V% F = —> DB (Add Filter Chain)] B A& RSV ET,
[8BT (NAME)] 74—V R T, 22 T2 bDT7 4 L EZOIERR (12 3—2) THER L= 7 4 VX &i#
RLET,

FRD~SA T, [EPGl £ TAZ v — LV LTRY, 777U %A MR LIZEPGE 2 Y v 7 LE
R

FD~A T, [+aA2 k59 F (+CONTRACT)| #27 V v 27 LET,
[ N7 7 FOBN BEAFRRINET,

[ k5% b (contract)] 7 4 —/L R T, ZOFIETLURNCHER LIZ2> b T 27 FE2RIRLET,
[#4 F(TYPE)] 74—/ KT, Arva—xF37AanNS FONTnEEN L 9,

[©259 FOFTRA/8F 4 (CLOUD PROPERTIES)| =V 7 TAZu— L, REL—F 1 5 L&k
(VIRTUAL ROUTING & FORWARDING)]] =V 7T, 77U /r—vay 7a7y A )Lt EPG D% E
(11 =) TERL7= VRF 23R L 7,

[RTF (SAVE)] #7 U v 7 L&,

HgD~SA T, [EPGl EFTAZr— /L LTREY, A7 LI AH A NHIHERLIZEPGEZ Y v 7 L
ij‘o

FllD~A T, [+aA2 k59 b (+CONTRACT)| 227V v 7 LET,
(2> hT 7 FOBM] BEAERSIET,

[ +5% b (contract)] 7 4 —/L KT, ZOFETLURNCHER L2 F T 27 FERINLET,

[#4 F(TYPE)] 7 4 —/V FC, [3 22—~ (CONSUMER)] £7-1%[FO/34 4 (PROVIDER)] % &R
LEJ, ZuE, Aio EPGITER Lo 72H O TY

7= 21X, &WIO EPG I [FRA/NA 4 (PROVIDER)] 2R L7254, 2&HHDOEPG D [Ava—<
(CONSUMER)] ##R L £,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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B 5 rzxs—<emya

ATv 716

[259 FOFA/8F 4 (CLOUD PROPERTIES)| =V 7 TCA7u—/ L, REL—F 41 J LinE
(VIRTUAL ROUTING & FORWARDING)]] =V 7 C, 77U /r—vay 7a7y A )Lt EPG D% E
(11 =) THERL7ZHDEE L VRF Z53#IR L £,

A4 FERAXT—TIZEMT S

ATy T
ATy T2

ATvT3

ATv74
ATy TH

ER DA T, [HA b (Stes)] DREIZHD + 527V v 7 LET,

[H 4 FDENM (Add Siteg)] X—T T, ZNENOREIZH DRy 7V A% AL T, AT LIABIOY

FJURNYA MeAF—<ITBML, [RTF Save)] 27 Vv 7 LET,

EMORA D7 T Ry A NOTFIZHLT L — a7y 7 LT, 77— DOV A fha—0L

TaNRT 4 ERELET,

HROSXA T, VRFEZ Y v 7 LET,

FEIDOSA D [H4 b B—HhH)L TR/ST 4 (SITE LOCAL PROPERITES)] fHltk ¢, kDOE#HE AN L%

R

a) [V—23 Y (region)] 7+ —/L KT, 2@ VRF ZE AT % Amazon Web #—E 2D U —3 g 1 %351
LET,

b) CIDRY 4 —/L T, +CIDR%Z 7 U v 7 LE,
[2 57 K CIDR®iEM (ADDCLOUDCIDR) ¥ A7 uZ Ry 7 ANRFIRINET, ROEHRE AT
LET,

« CIDR: VPC CIDR {F#EZ AN LET, 72& 21X, 11.11.0.0/16& LET,

CIDR 121X, Amazon Web Services VPC CEF F[REIZ /2 DT X COY T3y hOFHBEANEEN TN
\i—a—(}

GE) ZPD7 4 —V RIZAJ) L7 VPC CIDR fE#IE, > 77 VPCCIDR L EHIEHZ &
T EHA, 2O 4 —/L RIZAS L= CIDRIE#H A, AWS T Cisco Cloud Network
Controller DJERH @ 12 O [4 > 75 VPC F—JL (InfraVPC Pool)] 7 « —/L RIZAJIL
72477 VPCCIDR fF#E EHE L TWRWZ L 2R L E T,

«[CIDR # 4 Z (CIDRTYPE)]: [7 A ~ U (Primary)] £721% [ > % U (Secondary)] % &R L %
T, TN EAIO CIDR DA X, CIDR ¥ A 7 & LT[/ T4~V (Primary)] Z 3R L £ 7,

« [T % LB (ADD SUBNETS)]: 7% v MEREATIL, Y=V EERLThE, Fov7
~—2%7 V7 LET, e ZE, 11.11.1.0/24 ELET,

P77y MI, T ATV T 4 V—2DCIDR 7 1 v 7 OFPHPNIZEIY 4 TES,

c) V4 RUT[RESave)) %7 V27 LET,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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| TILFHY A k%A L= Cisco Cloud Network Controller ) &2

aws cofozav2ngE ]

AWS TDA VABZVADKRTE

ATy T

ATy T2

Cisco Cloud Network Controller D728 D x> RARA > s L7 X% CiscoCloud Network Controller
GUI £ 721 Cisco Nexus Dashboard Orchestrator GUI DWW 2U0MER L CERET 5 5A121d. Cisco
Cloud Network Controller D72 DT 2 =2 RARA > b L7 ZIZHISELTWD, AWS T
MBI A VAL ZNZONWT h T D 2 L BEITR D £,

ZDORE Y7 TiX, AWS TA U AHZ U RA%EFRET D FIAIZHOWTEPI L £ 7, Cisco Cloud
Network Controller D72 D T RARA N B L7 X EZFRET HHIC, F/2EFHET, b0
FMEZEH L TAWS DA P AZ AT 5 2 ENTEEY, L XE SBIZAWS DT
BT NCBEIL, AWSD I AX KX T FE7213T7 L& ER L THh 5, CiscoNexus Dashboard
Orchestrator D) A S I Z 7 E 1T T~V EMFEH LT, = RS N BV X 2ERT 52
LN TEEF, F/IE. CiscoNexusDashboard Orchestrator TH A X A ¥ 7 F 72137 ~ )L & i
LT RRA U ML ZEERLTRL, AWSOT AUV MIBEH L, AWSDH A X A
BT ELNTT NNV T 52 &b TEET,

Cisco Nexus Dashboard Orchestrator GUI ¥ 721 Cisco Cloud Network Controller GULl Z#{#H L T/ v K =
VTXRAN TR T ANEBRELLENE ) DEHRLET,

IR aryFRALN Ia T 7 ANME, AWS A L AZ U ARET OB AD—FE L TRET D SERN
HBVET, ZZT, V77U R arTH®AL a7y A%, VRFEBLIOY —Va &> T, 20
V— 3 VIO AWS VPC %% L £7, Cisco Cloud Network Controller GUL ZfiHHLTZ 77 K 27 %
ANTaTrANERETDHE, VRERU =Y a2 VORER EORERFHRIT. AWSICT v ad&hE
T, FEOT 7 / 3 1%, Cisco Cloud Network Controller % Cisco Nexus Dashboard Orchestrator GUI % {#
LTHRLEGAICLELET, 22T, 26077 R arysyxA s 7a7 7 AL EI, Cisco
Cloud Network Controller W7 m 2AD—E & LT Cisco Nexus Dashboard Orchestrator GUI {2 &1 > T AWS
7y vashEd,

» Cisco Cloud Network Controller % Cisco Nexus Dashboard Orchestrator GUI Z{# ] L TR ET D5 A1
IV RAVTRAN T T 7 AN EFETRETDMLEITH Y E¥ A, VRERU —T 3 K m&
ELREDZ TR aryyrxA s a7y A UEERIE. Cisco Cloud Network Controller #i% 7" 7 &2
AD—fE LT, BiDE 7 v 3 2 TIHIT L7z Cisco Nexus Dashboard Orchestrator GUI |2 X V) 5% /& &
e AWS Iy v a SIVET,

e /TR aryT¥ Ak Fua 77 A /L% Cisco Cloud Network Controller GUI 2l L TR E T 2 HE
21X, Cisco Cloud APIC User Guide, Release 4.1(X) Tt S LTV 5 FIEIZHEVY, GUI £ 721X REST
APIZEHL T, 79U R avTFFAN a7 A LaHELTIEIN,

777 RAVTIARNTO T 7 ANVDORELHB L, AWSA L AX VA THEHT IR EFRELET,

a) T A LTV RWEATE, Cisco Cloud Network Controller (27 74 > L E 97,

b) [FEH— 3> (Navigation)] A ==—"7T, [7FTUr—> 3 L& (Application Management)] %~
ZEIRLET,

[7 FUHr—3 3 B (ApplicationManagement)] ¥ 7 2 B4 5 &, 7 X747 a0V A b
WERESNET,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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B wscorzsrzone

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATv 710

) [PZ9FKarTHX b+ FAT 74l (Cloud Context Profiles)] 7 % 7 A7 a v 2®IR LT,

Cisco Cloud Network Controller FIZAERL L= T R a T A K 7a 77 A4 1D A MNERIN
e

d) ZOAWSA LV AZ U ARET B AD—HELTHEHT L2770 RarsxA s 7nr7y A vz
BIRLET,

U—=Ya ¥, VRF, IPT7 RV A TRy bl ZOU IR avTXA 7774 VDS F
EEBRRENTA—INFRENET, AWSA UV AF UV RAEZRETHLETE, 20T 1 RUIC
FRSNDIEWEMHH L £,

F77a A LTV ARWEATL. Cisco Cloud Network Controller == —4— 7 k ™ Amazon Web Services
ThUY Mg A LET,

[r—E X (Services)] >EC2> 4 > A& VR (Instances)] >[4 Y R A 2 ZADFEE (Launch Instance)] ()
LET,

[Amazon ¥ <> 4 A—2 (AMI )D:ER (Choose Amazon M achine Image (AMI))] ~X—"C, Amazon ¥ 3/
VA A=Y (AM]) BEIR L FE T,

[ VRB VR B4 TDER (Choose An Instancetype)] X— T, A VAZ VA B A TEBRL, [4V
AR ZADEMDERTE (Configureinstance Detail)] #7 V v 7 LE7,

[4 2V AE U ZADEMDERTE (ConfigureinstanceDetail)] ~— T, %495 7 4 —/L RICHLERFEHE A
HLET,

o [#v k7 —% (Network)] 7 4 —/L K C. Cisco Cloud Network Controller VRF % &R L £,

THiE., TOAWS A VAR UARET o v AO—EE L THERA LTSI R aryssA S
07y A VIZEEEMS T 5TV A VRF T,

[Ty b (Subnet)] 7 4 — RiZ, 7%y b2 AT LET,

e TV w7 IPEHEHATZHEAIE. NT Uy IPOBEEE Y X T (Auto Assign publicIP)] 7 4 —/v
KT, A7 u—nZo A =a—5 [F% (Enable)] Z8R L £7,

[4 2V ARE VZADEMDERTE (Configurelnstance Details)] ~— VICHERIFEREZ AN LIS, [R L—2
#BM0 (Add Storage)] #7 U v 7 L £,

[R b L—T @3B (Add Storage)] <—U T, 77 40 MEEZTAND D, BEIELTIOA=VT
ARL—VEHREL, [T DEM (addTagy)] 27V v 7 LET,

[2 5 DB (Add Tags)] X—V T, [2YDEBM (addTag)] 27 Vv 7 L, ZOX—=VDi%4457 1 —
VRIS B R e A LET,

GE) INHDOFEOHDEH T, 2 RRA VN BLVLZEZOZA T LTIPT RLA, U —
Var, TR EHEATAIEAIR. ZOX—VITHEREAITILEIH Y FHEA,
ZDE DRI TIL, AWS TA VAKX U A% BMET 5 &, Cisco Cloud Network Controller (&
FoTIPT RLVRA, U—=vary, FREY—UPBEHEEN, =2 RARA > 2 EPG IZHE Y
BTHET,

[F—(Key)] ZNHOFIETHTEMTLHZU RRA U N BV I EDXA TOHALE N X T EAER
THEEIHERT A2 AN LET,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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zvrRev kLo anien |

s [fE (Value):] ZOF—TCHEHTLHEEZ AT LET,
c[MVARBUR (Ingtance):] 2D 74—V RDF = v IRy I A%t A LET,
o [RYa—L (Volume):]ZD 7 4 =V KDOF = v IRy 7 AeF A LET,
el ziE, TUOOFETRIZE, =V RRA U BV ZOREDENT 4 L T DIAL b Y T %AE
%3 % T E DA (building6 72 ) 1X, ZOX—=YDORD T 4 —)L NIZROMEE AT TEET,
[F—(Key ] mr—var
« [{& (value):] building6

[fEE L CT&ESHT S (Reviewand Launch) Z#27 U v 27 LE7,

BEOF— RTEERT DD, HILOWF—RTEERLET . F—RTD ~—UNERENET, &
EEA U RAF AT ssh#Efe T 25 81E. ZOXR—VOEREEH L ET,

IVKRRA LY RDEN

ATvT1

Cisco Cloud Network Controller T, 7 7 v REPGIZRI Ut¥x =2V T 4 RV v—2dfFIFr o
RARA  FOIEETT, 757 REPGIE., 1 >F7-13EEOY 72y FRICZY RRA A&
FHoZ &N CT&, VRFICBEHESMTF BN ET,

Cisco Cloud Network Controller {Z1X, =2 RARA > F%& 27 T 7 FEPGIZHE Y ¥ TH-OIfHH
SND, T RRA b BL 7 ZEMEINIEREIHY £T, = FRA U FBLT ZIT,
FEARPJZE - T, Cisco ACLIZ L > TEHEHIND AWSVPCIZEHIDV Y THNTZZ TTU R A R
B AR LTETESNDG —HEDONL—NLTT, T FRA VM A VAZ A —ETHT R
KAV BLIZ V=L, 2O RKRA 2 "2 27 F7 7 REPGIZEID ¥ CTEd, =2 R
A4 VI ZE, Cisco ACI THEHFRERBEEN—AD~Af 70T AT —Ta T
WET,

T RARA 2 b EBLZ ZiE, Cisco Cloud Network Controller GUI & 7213 Cisco Nexus Dashboard
Orchestrator GUL DWW TN ZfEH L TR CTE £9, 220 GUI M CEHTRER A7 > 3 &~
DT HRIENRH D FTHB, =0 RARA U M EL I ZEBINT 5700 ileiia s 4
KRB 72 FIEL, FEARIZZ D2 >ORITHE L T,

ot v a r®OFNETIE,. Cisco Nexus Dashboard Orchestrator GUI Z i L T K& A >
MV ZERESTDHHIECOWTIHBLE T, Cisco Cloud Network Controller GUI Z i H L
T RRA U ML ZOEy b7 v 7FOFEMIZ- OV T, Cisco Cloud Network Controller
a—F— A R EZ2ZRLTIEIN,

Cisco Cloud Network Controller D> K7k A > k & L7 Z|Zf#i [ T& % Amazon Web Services %1 ~ 725,
MBEREREINE L F T,

FINEICHOWNTIZ, AWS TDOA P AX L ADHFRTE (15—) 2B LT F I,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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B - rxorerssoem

GE) IHBDOFENET, HANTAWS TA U AF LV AZRELTHE, ZD#%IT Cisco Cloud Network
Controller D> RARA > b B LI X &BINT 52 & %:ﬁﬁfm&: LTWET, 727L, AWS T
DA VAL ADKE (153—=2) TaHl I Tnd X512, HMIZ Cisco Cloud Network
Controller D> KiRA > N B L7 X EZBIMLTHL, T AWS A VAKX U ZAOERETIA
B, INLDOZ U RARA Y N BV ZOFIROKEETFITTHZEHTEET,

ATy T2 al AL TWARWEAIL, Cisco Nexus Dashboard Orchestrator (22 274 LE 4,
ATv T3 EMOSAL T, [ARF—T (schema)] #7 VU v 7 L, DENCER LIZ AT —~ 2N L £,
ATYv T4 TURRAU BV HEBERT D HEERELET,

SwBMSND, EEDZ TU FHA MIEHATELT Y FRA VU ML 7 X 2B 51213, &
03?“[53855?? LET,

1L ERORAT, 77— haBRLTCELICLET,
INODFIETHEEDY A FEERLRNTIZEN,
2. HRONAT, 7T70 R YA IR L7 EPG 23R L 37,

3. HlO~SA D959 KO F /85 4 (CLOUD PROPERITES)] fEI T, +(EL Y%
(SELECTORS)] Df{icH2bD) %227 Vw7 LT, TV RKRA VU M BLZ7 X EFRELET,

4. [HLWIVRRALA Y~ LY 4 DEM (Add New End Point sdector)] 4 71 27 ¢, [TY KR
14> kL5 %2% (END POINT SELECTORNAME)] 7 4 — /L KiZ, ZTOZY FKRA v &L
7 2 CHERT 28I ESWTARTIZE AT LET,

5 [+R (Expresson)] #7 Vv 7 L, TV RRA LU N BLIZDOHA T HEIRL ET,

COXIERENT Y RRA U R BLZ ZOEE, [F—Key)] 7 4 —/L RTHEATE A
7Y a 1t [EPG] DH T,

6. AT v 75 (19—2) |[ZHELET,

I DITIRY A NEHOT L RRA L b BLYZ ZE2ERTHICIE. WOFIELFEITLET,
1. EXAUT, 77U YA FEwRLET,
2. HHRDOLA T, 7T KA NHIZER LT EPG 38R L 7,

3. AHONAL D [YA rOA—H)ILD TA/NT 4 (SITELOCAL PROPERITES)] gD [ LY
A (SELECTOR)|#EIk T, + (L4242 (SELECTOR)| O#iichHrb D) &7 U v/ LT, =
RRA L F L7 2 ERELET,

4, [HLWLWI Y RRA > kL5 42DEM (Add New End Point sdlector)] 44 727 T, [TV KR
4>k +tL% %% (ENDPOINT SELECTORNAME)] 7 4 —/L FIZ, ZDOx» RRA >k L
7 BT B I ES W TARTE A LET,

7EzE, PV TRy YO RARA v L7 ZOEAE1E., [IP-Subnet-EPSelector]
e OAFIEEHTEET,

5 [+®X (Expresson)] #7 U7 L, = RARA M BLIZ X THEATLXF—ZRIRLET,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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‘[IP7 KLR (IPAddress)]): IP 7 KL A 721 % 7 % v Mo Lo GRS 2 72010 Sh
iﬁ—o

s [U—2 32 (Region)]: =2 RARA 2 RO AWS U —V a U CRINT 72O H S E 7,

[V—=2 (Zone)]: = RARA Y FDAWS TRA T EV T ¢ V= Lo TERIRT 572012
FHINET,

T RRA L BV I ZDIAZLZ T HERT 2856138, [BREFLIFMERDF-HIZAR
(Typetosearch or create)] 7 4 —IL R CANEZBAGL CHAZ L Z T ETEXT N % AT
L, L7 4 —/V RCERL (Create)] #7 U v 7 LT, BILWHRAZ L ZTETITT A
WEER L ET,

AWS \ZHZ T HBINT 5 L X2, ZNUHDFRIRORTOFZFEHT 5 & LLENIC AWS TiB
Liralr—ary B 7—HTH5L50, 2OT 4 — IV RICHARAEL ZTDOalr— g
EERTCTE F97,

ATy 75 [EEF (Operator)] 7 4 —/L KT, =2 RARA v F BV ZIERT LA FE2ERLET,
WO T > arndo 7,
< [Z LU (Equals)]: [fE (value)] 7 4 —/L RIC 1 DDAl & B L g+,
« [ L < 7Ly (Not Equalg)]: 7 « —/L RIZ 1 DDER S HHEIHEH S E T,
< [DFIZH B (In)]: [iE (Value)] 7 4 —/b RITEE DT o~ KNV RS 255 1A L £,
s [DFIZAELY (Not In)]: 57 ¢ —/b RICHEE D 7 o~ R0 R H 2855 A S E 7,
s [F—%EFD (HasKey): RIZF—DHBEEN TV HEAITEH SN ET,
« [¥—%#H1-74 ) (DoesNot HaveKey)]: ICF—DANEENTWDESITHEH SN ET,
ATv 76 [fE (value)] 7 —/LV KT, 2 DHID T 4 —/b RIZk L T T 2@ RICESNT, = RABRA U F LY

HITAERT HEZRIR UET, [E (Vaue)] 7 4 —/L RiZid, BEOH o ~RKEVDzs ) 28505
ERTEET, ZO7 44— FOT Y DOMITIITHRE OR BZH DL LD LA INET,

6= [F—Z D (HasKey)] £721% [F—ZHF =1L (DoesNot HaveKey)] Z i8R L TV e WAL
I, [JE% 1 (Operator)] 7 4 —/V RIZFE R INEH A,

72 20E, = RRA Vb BL Y ZIZ, us-west-1la 72 ERFED Amazon Web —EZAD T XA Z
T4 V=V EBRETHHAIE. ZOMEHE CTROER ZBRLET,

s [F— (Key):] Zone
* [EEF (Operator):] Equals

« [{& (Value):] us-west-1a

BoFlE LT, ZbD7 4 —)V R TCHROEEFEHRALZE LET,
« [F— (Key):] IP

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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« [;EE F (Operator):] Has Key
« [{& (Valuse):]i. 7# % 1 (Operator)] 7 ¢ —/b K C [Has Key] M ST\ 5720, EHTx 4
Pue
EPG /L —/biZ, ZOWRWTIP 7 FLAZROTITOZL RRA > MIEH SN ET,
BHEOFIE LT, ZNHDT7 4 — /L RCIROMBEEEHLIZE LET,
* [%F— (Key):] custom tag: Location
* [BE ¥ (Operator):] Has Key

« [{E (Valuse):]i%. EE 1 (Operator)] 7 4 —/L KT [Has Key] WA SN TWA 720, iATEEH
/Uo

Z DA, EPGL— LT, AWS ¥ 7% — & LT Location ZFf 29 _XTCOHOTY RiRA v MMZ, ar— 3
OMEIZBIfRZR < EH SAVET,

ATy Tl ZOxURFRA N BV ZROERPZET LIS, Fovi~—2%7 007 LET,
ATv T8 BIMOZLRFRAL M BLZ ZREEHRTHNE I NERELET,

BT RRA v b BLZ Z TEEBEOXEER LZEE. 260 XOMIITHEE AND 3H 5 6D
LB ENET, 22T 10D RRA L LI ZT2o0RE Y NEERKR L& LET,

s RFA ML HZ L, AL
 [*— (Key):] Zone
* [;EEF (Operator):] Equals

« [{iE (Value):] us-west-1a

eV RKRAV ML X1, A2
s [F— (Key):] IP
« (& F (Operator):] Equals

« [{E (Value):] 192.0.2.1/24

ZOBE. INHLDOROWENEIZRDEE (TA TV T 4 V=W us-west-la T, IP 7 KL AN
Y7 % w b 19202124 1B L TWBHA) I, TOTU RBEA 2 MEZ T 7 REPGICEIV B THhhE
j—o

IO RFRA Y bRV X THERT DT R TCOXEBNMLIZET, FovI/~—2 %707 LET,

ATYT9 OV FRFRA R BLZ ZOROIERNBET LIS, RFEGAVEN 227V v 7 LET, ZiUL[#FL
WI Y RRAY kLS 2DEM (Add New End Point selector)] D45 FHEIZH 0 £9,

EPGD FCTHEHED T RRA LV MR L7 X EERLIEGAE. TAHDOT FRA L ML 7 ZOMIC
TR OR 3D b D LA INET, L& xiX, BIOARAT 7 THHLEL ) IZ= AR L
75 1 2E L, WIZ, WISRTEIC2HBBDOZ U RRA v ML Z&{ERRLIZE LET,
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eV RFRA ML HZ 2 AL
* [F— (Key):] Region
* (EEF (Operator):] In

* [{E (Value):] us-east-1a, us-east-2

ZTOHE, WO L HITRD £3,

s TRATEYT 4 V=R us-west-1a T, IP 7 RL AN 19202124 7 3R> MIELTND (-
RRA h LI Z1DOR)

E A Ee
e U—U g UM us-east-la F/2lF us-east-2 (L FARA U F L2 Z20X) oI THD

FOGEE, TURRA L SN T T REPGIZEI VY THNET,

ZFYFN U REAL R BLZ ZOERNET LiZb, 4 RO [RE (SAVE)] 22 U v 7 LET,

ATy 7N EHEOALEMIZH D [YA4 FZER (DEPLOY TOSITES R¥Z %227 U v 7 LT, AF—<%ZHP A hiZ
JEEIL £,

[IEFIZER (Successfully Deployed) ] SI72EWH A vb—UNFKRINET,

RDBERY

~ AT YA MEROHEGE 21 ~—) OFIMEEEH LT, w/vFH A b= U TRIEL K
SNTWNWDLZ xR LET,

RILTFH A MMERDHERR

ZO Ry 7 OFNEAEMFEH LT, CiscoNexus Dashboard Orchestrator |2 A J) L 723X E N IE L <
AENTWAZ L 2R LE T,

AT 71 Cisco Cloud Network Controller I 2 7' > L, IRDZ & ZFER L E1,
a) [# v adR— R (Dashboard) 7 Vv 7 L, AT LI REHAT —H AB LY — 3
AT —H ARy 7 ADEREFEH LT, WOZ L EZHERLET,

o« R FIE, AWS ED CCR 1D, A7 LI ADISN (IPsec ¥ — I F—3 3 VikA » b) |
BLO2—H VPC ® VGW IZxF L TEMEL TWET,

¢+ OSPF R A /X—=3CCR L ISNA VT LI A TS ZAOBTEHL WD LERLET,

e VRF ® BGPEVPN /L— MNZIZZ T T REA T LI ADN— FBRFRIN, 7T KLb— MMZ
ACI A8%A o AA »F D BGPEVPN 4 L CAHENET,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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ATy T2

ATvT3

ATvT4

by [TV — =3 VEPE (Application Management)] — [7 7> "N &7 U w27 L, 7F 2 FRIELL &
ESNTNDLZ EEMRLET,

c) [T 7V /r— a UEE (Application Management)| — [7 7Y r—va a7y A M E T Y v T L,
TV —=rar7a 7y ANABELSHESNTND Z LR LET,

d) [7T7Vr— a3 (Application Management)] — [EPG] %27 Y v 7 L, EPG BN IE L FEINT
WL Z L AR LET,

e) [TV r— a &8 (Application Management)] = [2> T 7 F &7 U w7 L, TRINIEL &
ESNTNLZ EamBLET,

f) [77V— a U (Application Management)] — [VRF] %27 U » 27 L, VRF 2N IE L < f&E ST
WL ZLEMERLET,

g [TV — a L E M (Application Management)] — [ 7V K 227 F X k Cloud”'® 7 7 A V] %
Vw7 L, 77U RaAVTHXAN T 77 ANADBELSEHEINTWDLZ L AR LET,

hy [Z7Z 7 F UY—X(CloudResources)] > [V —Va]x227Vy7 L, V—CarBELIREIN

TWbHZ EafELET,
i) [ 7D R U Y—2A(Cloud Resources)] > [VPC] #Z7 U v 7 L, VPC R IELSRESNTNDHZ &%
R LET,

) [T 7 K UY—X(CloudResources)] > [/ T U R =V FRA L N EZ VI L, 77U KR
RAVEIPELSBRESNTWVWDZ 2R LET,

k) [Z 77K YU Y—2Z(CloudResources)] = [/V—%] %27 U7 L, CCRPELLBESNTNDHZ &
ERERLET,

F T VI ADAPIC A MZuZ AL, APIC DAF—~<ZHEB L ET,

Cisco Nexus Dashboard Orchestrator Ce% € L7=3HF7F 2 b2 APIC T F > v ) TIZFE RS, Cisco
Nexus Dashboard Orchestrator A F—-<7225 B & 4172 VRF & EPG 4 7L I A APIC TREINTWD
ZENHERTEET,

a<w RIA40Mnh, AWS D CCR TVRF N ELLSER SN TWAS Z L 2R L 1,

show vrf

T F > htl& VRF v12® Cisco Nexus Dashboard Orchestrator 7> 5 BB STV B84 . CCR D I1IZRD X
TR FT,

Name Default RD Protocols Interfaces
tl:vl 64514:3080192 ipv4 BD1

Tu4

Tub

a<w R IA40mb, AWS ED CiscoCloud v —# L ISN AL 2 AT RA ZOBIZ S RZARH Y
ToTIRETHDZ EEMHERLET,

AWS £721ZISN AT L I ZADTF /A AT, CCR TRD A~ REFEITTEET,

show ip interface brief | inc Tunnel

RO XS AR FRsnE7,

Interface IP-Address OK? Method Status Protocol
Tunnell 1.2.3.22 YES manual up up
Tunnel?2 1.2.3.30 YES manual up up

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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Tunnel3
Tunneld

YES manual up up
.14 YES manual up up

=
NN
w W
N

avy RIAvinb, AWS D CCR & ISN A7 LI X T3 ZADT OSPF A N—=R7 v 7 LTD
TLEMEBLET,

show ip ospf neighbor

LTO LS B NnFrasnEd,

Neighbor ID Pri State Dead Time Address Interface
10.200.10.201 0 FULL/ - 00:00:36 1.2.3.13 Tunneld
20.30.40.50 0 FULL/ - 00:00:36 1.2.3.29 Tunnel2
10.202.101.202 0 FULL/ - 00:00:38 1.2.3.5 Tunnel3

a<w L R IA4 D, 7L A0 BGP EVPN %A /N—78 CCRICHFIET A2 L 2R LET,

show bgp 12vpn evpn summary

UTDX S AR FIRENET,

Neighbor v AS MsgRcvd MsgSent TblVer InQ outQ Up/Down State/PfxRcd
10.1.1.2 4 100 139 137 99 0 0 01:30:36 6

a<w R IA40Mn5, VREODBGP L—MIZZ T REF LT VLI ADHFDNL— MINERENTWND Z

LR LET,

G¥) BATE Cisco Cloud Network Controller DV —2 7 1 —(Z8\ T, VRF (%, %57 5 VPC 2% AWS
TR S5 £ T, CCR THE S E A,

show ip route vrf tl:vl

LUTOE S mnzrasnEd,

B 129.1.1.5/32[20/0] via 10.11.0.34, 01:12:41, BD|1
B 130.1.0.0/16[20/100] via 131.254.4.5, 01:09:55
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