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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1l-<first-CSR-tunnel-ID>
pre-shared-key address <first-CSR-elastic-IP-address> key <first-CSR-preshared-key>
exit

crypto isakmp profile infra:overlay-1-<first-CSR-tunnel-ID>
local-address <interface>
match identity address <first-CSR-elastic-IP-address>
keyring infra:overlay-1-<first-CSR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-1l-<first-CSR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-CSR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <first-CSR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <first-CSR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-<first-CSR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit
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» <peer-tunnel-for-onprem-IPsec-to-first-CSR> 1%, A0~ T 7 K CSRIZx L TA > 7 L I AD [Psec 73
AADET RV IPT RLAL L TERASNET,

» <process-id> (% OSPF 'z & ID T,

» <area-id> {Z., OSPF =1 7 ID T,
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crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1000
pre-shared-key address 192.0.2.20 key 123456789009876543211234567890
exit

crypto isakmp profile infra:overlay-1-1000
local-address GigabitEthernetl
match identity address 192.0.2.20
keyring infra:overlay-1-1000

exit

crypto ipsec transform-set infra:overlay-1-1000 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1000

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1000
ip address 30.29.1.2 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.20
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1000
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

AT T4 2FEBDCSRD F o FIVEZRELET,

ACI=NVTF YA N F—HF AL —&F A LT, ISNTNA ZAORET 7 A NEEZ T a— R LSS
1T, 2FHE D CSR OFEFEHRE LOT T, TOREFREATILET,

Wiz, 2F B D CSR ORTEHERNDED L IR Z D200 % 7~ LET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1l-<second-CSR-tunnel-ID>
pre-shared-key address <second-CSR-elastic-IP-address> key <second-CSR-preshared-key>
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exit

crypto isakmp profile infra:overlay-l-<second-CSR-tunnel-ID>
local-address <interface>
match identity address <second-CSR-elastic-IP-address>
keyring infra:overlay-1l-<second-CSR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-l-<second-CSR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1l-<second-CSR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <second-CSR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-second-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <second-CSR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-l-<second-CSR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit

I 2R L ET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1001
pre-shared-key address 192.0.2.21 key 123456789009876543211234567891
exit

crypto isakmp profile infra:overlay-1-1001
local-address GigabitEthernetl
match identity address 192.0.2.21
keyring infra:overlay-1-1001

exit

crypto ipsec transform-set infra:overlay-1-1001 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1001

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1001
ip address 30.29.1.6 255.255.255.252
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ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.21
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1001
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

ATYTE RETHULENRDDHZDMOD CSRIZHOWT, ZNOHDOFIEEZHEVIRLET,
ATFYT6 AT LI ADIPsec TXA ATRUVFANRT v 7L TWEHZ L &R LET,
I &R L ET,

ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
TunnellO01 30.29.1.4 YES manual up up
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Q) AAV A=a—T, [TFr bk enants)) 27V v LET,
b) [FF > k Uk (Tenants List)] = U 7 C. [TF > FO3EHM (ADD TENANT)] %2 U » 2 L+,
¢) [7 7 FOFEHM (Tenant Details)] <A > C, IROFIAZFATL E7,

« [&T4% (DISPLAY NAME)] 7 4 —/V RiZ, TF > "aE AN LET,
« 7 a3 Vi [EB (DESCRIPTION)] 7 « —/L RiZ, TF ¥ MZOWTOfERRHAEZ AN LET,
«[BET DY A b (Associated Sites)] EZ > a > T, AT L IARLE T T ROV A FEERLE

R
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AT 72 Cisco Cloud Network Controller ¥ Mz 7oA > L, Z®FF > b Amazon Web Services 75 7 > k DFE
MERELET,
a) A A > ® Cisco Cloud Network Controller X— D [7 T #r— 3 V&R (Application Management) |
DFT, [TF> b (Tenant) 1227V v 27 LET,
b) [T 7F ¥ b (Tenant)] ~~— T, HiDFNED Cisco Nexus Dashboard Orchestrator CTIERL L 727 F > & 7
Vw7 LET,
o) EMmOL RIZHDEEARNLZ 27 ) v 7 LET,

ZHIE LD X ARFZ OMICH D, BT L ERE DRHIPfFWZARZ T,

d) [77F > F (Tenant)] X—C, BEDAL LICHLWMERF %227V vy 7 LET, ZhiE, [T273av
(Actions)] 7 1 —/L ROMEIZH B, SREDT A 2 BAWZRZ T,

e) [77 > hOftk (Edit Tenant)] ~<—C, [FE (Settings)] fHkE TAZ/ m— L, 2—% FF > o
TR LA TR U TRERERE AT LET,

« Cisco Cloud Network Controller ® . —H% — 5> "BMEHEI N TWAEES (CFT 2 L TEET
LT T NDAWS T AT U R ERELIESGS) 1L, ZOX—JICROEHREATILET,

s [AWS7H > k ID (AWSAccount ID):] =—% 75> D AWS 74 7 > b3 B (CFT % fii
HALT, BEHTEL7 TV MDAWST AU bty T v Lz Elca /A L- AWS
TR M) BN LET,

[TV AXAT (Access Type) 1: Z D7 4 —/L R THE#E (Trusted) JZEIRL £,

GE) [V59 K 72+X F—ID(Cloud AccessKEY ID)] 7 4 —/V R & [0 59 KRET
2+ R F— (Cloud Secret AccessKey)] 7 4 —/L RiZ, [72 R B4 7 (Access
Type) ] & LC[{E3EEA (Trusted) | ZIRL TV DHHE., BrShERA, 2
o007 4=V R, BETES7 T MIEREHY A,

« Cisco Cloud Network Controller D —%— 7 F o FREHIN TV RWES (AWS 77 B A% —
ID L RET VA F—%MHL T, BETER2AWVW2—YF—TFTF L NODAWS T H T hEE Y b
Ty P UTESA) 1 E. ZON—UTROEREAS LET,

+[AWS7H > b ID (AWSAccount ID):] 2D 7 —/L RiZIZ, == TF 2 FD AWS T H
v ESEATLET,
* Access Type : D7 1 —/b R C[Untrusted] & #IN L F 7,

[V59 K79 tRX F—ID(Cloud AccessKEY ID):] 2D 7 4 —/v RiZif, =% TF o +D
AWS 77 B A X — ID IFHE AT LE T,

(V5 F#ZET Y R F— (Cloud Secret AccessKey):] 2D 7 4 —)L RiZid, 2—H% 7F
D AWS BMET 7 & 2 F—1E@mE A LET,

« Cisco Cloud Network Controller D —H%— 5 b3 AWS #HEE D A L 8—TH Y (AWS %%
AL CHlfEZRRE L, MERNICT o v FERAERT 200, MfRICT o FaBFT 526 TT
B hEBML) | ko~ A X —T 4w kT Cisco Cloud Network Controller % 2B L 72354
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[T EAZ AT (Access Type) |: Z D7 4 —/L R TCHKk (Organization) %R L F 7,
GE) ZOTFr MY 7 EF B THHEE. IEAEA S ET,

« 207 4—/ KT (Organization) | 47> a v N7 L —FRrENTHD
LElE, AWSH#kD ~ A % —7 5 7 > K T Cisco Cloud Network Controller (-
77 7F v ) BEREBLTWERA, Cisco Cloud Network Controller (-1 >
7775 h) BAWSHERO~ AL — T B v hTREBINLTHRWGE,
Ty MY 7 EE DY THZ LiIFTEEHA, MOV TIE, TAWS
“T? Cisco Cloud Network Controller D/EBH | ZZM L T 72 &V,

AR =TT NBEFED AWS T T v N EFRRICSINT 5 X O BFL
TWHEA, kT2 hD72dlz AWS T
OrganizationAccountAccessRole IAM B—/LEAIINTEY, ZD
7 — /L C Cisco Cloud Network Controller B DHER N FIH A[HEIZ 2> TV D Z
EEMERLTLSIEEI, FEMIZ DWW TiE,  [TAWS Organizations & kD = —
PTF bV R—F] 22RLTIZIN,

GE) (V59K 79X X—ID(Cloud AccessKEY ID)] 7 4 —/V RE[U 5D RMETI &
A F— (Cloud Secret AccessKey)] 7+ —/V Rit, [7V 2R 247 (AccessType) | &
L CHEREREHA (Trusted) | ZBINL TWADIGHE, RRSEFA, ZNLHDOT 1 —)L
RiZ, #k7T v MM ESH Y A,

f) WD FEHICHH[RTF (Save) 1227V v 7 LET,

RDRERY
(2% —<DEKR (10 =) | ITEHFT,

2AX—TDERK

Cisco Cloud Network Controller (Z[E A TiL72\ %72 Multi-Site FIEN VN 2238 0 £33,

Multi-Site Z 1 L CA > 7L 2 A1 b & Cisco Cloud Network Controller %1 h ZEH L T\ 5
&1 Cisco Cloud Network Controller DK > N7 v 7 O—f & L TEITTHLENH
W9, ZZTiE, CiscoCloudNetwork Controller D2 (KK 72t » b T v 7O —#Cd % Multi-Site
D—EH 2 FNEZ DOV THI L E T,

Cisco Cloud Network Controller %+ k¥ LW A F—~< ZERRT 25513, ZOHOFIEIIHE -
TLIZEW,
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(8 —) TIEE LT v hERIRLET,

FIYUhr—32 JO774J)LE EPG DEETE

ATy T
ATy T2
ATvT3
RTvT4

ATy TH

ATvT6
ATy 17

ATvT8

COFETIE., TV A —Tary a7 A EREL, 250 EPG BT 5 HFEICHON
THHALET, 1232770 R¥%A M, I 1203, e M X ar 77 3120 EPG
WEEMTONTEY, arvya—< ar T 27 Mo EPG IZEEMIT SN TV DA T
T,

HRpXAf T, [TV r—3 a3 7 a7 7 AL (Application Profile)] =V 7 & A2 C, [+ 7T U —

3> 7a7T7 74l (+Application profile)] 227 U v 7 L%,

F DA T, [FREL (DISPLAY NAME)] 7 4 —/L RIZT7 AV r—3ay Fu7 7 A4 LO4HTE N

LET,

gD~ A T, [+EPG MiEM (+ADDEPG)| #7 U v 27 LC, 777 K ¥4 h®EPG Z{Ek LET,

FR DA T, [FRR% (DISPLAY NAME)] 7 4 —/V RIZ EPG O4RiIZ A LET (72 & 21 epgl),

F 7V I A YA FNDOEPG ZEKT 555101, RO A T, [+EPGDIEM (+ADDEPG) %2 U »

7 LET,

FHRD~RA T, [FR4 (DISPLAY NAME)] 7 4 —/V RIZ EPG O4RiIZ AS) LET (72 & 21X epg2).

VRF ZA{ERc L £,

a) HRONALT, [VRFIZU THRRRINDHETFHICAZa—L L, SBRTHENZRY 7 20 +
Vv LET,

b) AHMD<A T, [FF%E (DISPLAY NAME)] 7 o —/V RIZEPG D4R Z AT LET (72 & 2L vrfl),

RFE(SAVE)] 22V v 7 LET,
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Creating and Associating a Bridge Domain with a VRF

Follow the procedures in this section to create a bridge domain for the on-premises site and associate it
with the VRF. Note that these procedures are not necessary for a cloud-only schema.

AT w71 Inthe middle pane, scroll back up to EPG and click on the EPG that you created earlier for the on-premises site.

AT 72 Inthe right pane, in the ON-PREM PROPERTIES area, under BRIDGE DOMAIN, create a new bridge domain by
typing a name in the field (for example, bd1), then click the Create area.

AT 73 In the middle pane, click the bridge domain that you just created.

AT 74 Inthe Virtual Routing & Forwarding field, select the VRF that you createdin 7 7"V 77— 3> 77 7 A )L &
EPG DF%E, on page 11.

AT w75 Scroll down to the SUBNET Sarea and click on the + next to SUBNET under the GATEWAY heading.

AT 76 Onthe Add Subnet dialog, enter the Gateway | P address and a description for the subnet you plan to add. The Gateway
IP address is the on-premises subnet.

AT w77 Inthe Scope field, select Advertised Externally.
AT 78 Click SAVE.

Creating a Filter for a Contract

A7 71 In the middle pane, scroll down until you see the Filter area, then click + in the dotted box.
AT w 72 Inthe right pane, enter a name for the filter in the DISPLAY NAME field.

AT w73 Click + Entry to provide information for your schema filter on the Add Entry display:

a) Enter a name for the schema filter entry in the Name field on the Add Entry dialog.
b) Optional. Enter a description for the filter in the Description field.
c) Enter the details as appropriate to filter EPG communication.

For example, to add an entry allowing HTTPS traffic through a filter, choose:

TYPE: IP, IP PROTOCOL: TCP, and DESTINATION PORT RANGE FROM and DESTINATION PORT RANGE
TO: https.

d) Click SAVE.

Creating a Contract

AT w71 Inthe middle pane, scroll down until you see the Contract area, then click + in the dotted box.
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ATy T2
ATvT3
ATy T4

ATy Th
ATvT6
ATy FT17

ATFvT8
ATvT9
ATv 710

ATvIN

ATy FT12
ATy 713

ATv 714
ATy 715

ATv 716

H14 rexx—vicEmns s

In the right pane, enter a name for the contract in the DISPLAY NAME field.
In the SCOPE area, leave the selection at VRF.
In the FILTER CHAIN area, click + FILTER.

The Add Filter Chain screen appears.

In the NAME field, select the filter that you created in Creating a Filter for a Contract, on page 12.
In the middle pane, scroll back up to EPG and click on the EPG that you created for the cloud site.
In the right pane, click + CONTRACT.

The Add Contract screen appears.

In the CONTRACT field, select the contract that you created earlier in this procedure.
In the TYPE field, select either CONSUMER or PROVIDER.

Scroll to the CLOUD PROPERTIES area, then, in the VIRTUAL ROUTING & FORWARDING area, choose
the VRF that you created in 7 7"V 77— 3 > 7'm 7 7 A )L & EPG DX E, on page 11.

Click SAVE.
In the middle pane, scroll back up to EPG and click on the EPG that you created for the on-premises site.
In the right pane, click + CONTRACT.

The Add Contract screen appears.

In the CONTRACT field, select the same contract that you created earlier in this procedure.

In the TYPE field, select either CONSUMER or PROVIDER, whatever you did not select for the previous EPG.
For example, if you selected PROVIDER for the first EPG, select CONSUMER for the second EPG.

Scroll to the CLOUD PROPERTIES area, then, in the VIRTUAL ROUTING & FORWARDING area, choose
the same VRF that you created in 77 7"V 77— 3 > 7'm 7 7 A )L & EPG DX E, on page 11.

HA4 FE2RAXT—TITEBMT 5

ATy I
ATy T2

ATvT3

ATv74
ATv7T5

ERORA T, [HA b (Sites)] DFEICH D + 5227V v 7 LET,

[U4 DB (Add Sites)] X—T T, ZNENORIZH DRy 7 A% AN LT, AT LI RABLOY
FJURKYA bheAXF—<ITBML, [RTE Save)| 27V v 7 LET,

ERONRA DI T KA NOFIZHETy T v— 2707 LT, 77— DY A ha—nv
TanT o BHELET,

XA T, VREZZ7 U v 7 LET,

FRDOSA D [H4  O—h)L FO/8F 4 (SITELOCAL PROPERITES)] #8I T, %tz A L%
j‘o

a) [U— 3 (region)] 7 4+ —/L R T, Z® VRF Z#E A9 % Amazon Web —EZAD U — 3 %51
LET,
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b) CIDRZ 4—/L KT, +CIDR% 2 U v 7 L%,

[V 57 K CIDR®iEM (ADDCLOUDCIDR) (¥ AT a7 Ry 7 ANRFRINET, ROEHRE AT
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+ CIDR: VPCCIDR A AN LET, 7=& 2L, 11.11.0.0/16& L FET,
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ivg—o

GE) ZDO7 4 —/V RIZAJ) L7 VPC CIDR ff#ii%, £ 77 VPCCIDR L EHHEIHHZ &
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« [T *w LB (ADD SUBNETS): 7 % v MEREATIL, Y=V EERLTNHE, Fov 7
~—2%7 Yy LET, XX, 11.11.1.0/24 £ LFET,

Y72y MEL FT ATV T 4 V=D CIDR 7 1 v 7 OFFANICEN D Y TET,

c) V4 RUT[RESave| 27 U7 LET,

AWS TODA VABZADKRTE

ATy T

Cisco Cloud Network Controller D72 D= KA > k& L7 # % Cisco Cloud Network Controller
GUI F 721 Cisco Nexus Dashboard Orchestrator GUL DWW F4uMii ] L CERE T D55 121%, Cisco
Cloud Network Controller D7z DT D= KA > F L7 X IZHIELTWD, AWS AT
WMo AV AZ L ZNZONWT h T D Z L EITR D £,

ZDORE Y7 TiX, AWS TA U A U RAEFFRET D FIMAUIZHOWTERP L EJ, Cisco Cloud
Network Controller D720 DT KR A b BL 7 ZEZFRETDHHNIC. £21FTHE T, 2D
FIAEZEH L TAWS DA U AF L AZMRT HZ LN TEET, 72L& 21X, LITAWS O
I NMIBEI L, AWSDOHAS L F T EITT NV EER L TH 5, CiscoNexus Dashboard
Orchestrator D) A S I Z 7 E 1T T~V EMHEHL T, 2 RS N BV X 2ERT 52
LN TEE9, F7/21E. CiscoNexus Dashboard Orchestrator TH A X L X 7 £ 721357~V &
LT RARAY R BV ZEERLTHL, AWSOT A7y MIBEI L, AWS DI A X A
BT EINXTANNVEERT DL HTEET,

Cisco Nexus Dashboard Orchestrator GUI ¥ 7= {3 Cisco Cloud Network Controller GUI Z#f#fH LT/ 7 7 K =
VTXRAN TR T ANERELLENE ) DEHRLET,

IR aryTXFARN T T AL, AWS A U AZ U ARET v AD—E & U TRET HMLEN
HBVET, 22T, 77U R arsTxFAN 77 r7A40E, VREBIQRY —Va Mo T, 2D
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ANTaTrANERETDHE, VRERY =Y a3 VOREREOBRERFHRIT. AWSICT v adhE
9, [AEEDT 7 2 a %, Cisco Cloud Network Controller % Cisco Nexus Dashboard Orchestrator GUI % {# F
LR LZSGEICLELET, 22T, 26077 R arssA s 7a7 7 A ViEL, Cisco
Cloud Network Controller # % 7 &= & A D —# & L T Cisco Nexus Dashboard Orchestrator GUI {Z & > T AWS
W7y vashET,
» Cisco Cloud Network Controller % Cisco Nexus Dashboard Orchestrator GUI % {1 L TR ET 5 A1,
I RACTXRARNTIR T 7 A N EFETRET DMLEITH Y FHEA, VRERY — a3 VERIER
ELFREDZ 7T R ars7x AN 7a7y A UL, Cisco Cloud Network Controller #5% 7" = &

ZD—HE L LT, BiDE 7 v 3 TELT L= Cisco Nexus Dashboard Orchestrator GUI 12 X V) 3% E &
L. AWS IZF 'y v a SLET,

e 7T UK aryTxA K a7y A% Cisco Cloud Network Controller GUI Z#{# i L TERET HHE
(21, Cisco Cloud APIC User Guide, Release 4.1(X) Tt ST 5 FIRIZHEVY, GUI £7213 REST
APIZEH LT, 77U RavITHFAL 70774 VEFRELTLIIEEN,

770 RarTXARN T T ANVORELMHR L, AWSA LV AZ A THEHT 2R ELRELET,

a) E7EmTA L TWRWEAIL, Cisco Cloud Network Controller (22 74 > LE 9,

b) [FE#— 3> (Navigation)] A ==—7T, [7FU 45— 3 UEE (Application Management)] % 7
IR L FET,

[7 7V r—3 3 EE (ApplicationManagement)] ¥ 7 Z BT 25 &, 7 X7 F 7 a0l A b
DERINET,

) [P592FKavTHX L FTAT 74l (Cloud Context Profiles)] %7 4% 7 47> a v Z&IRL £,

Cisco Cloud Network Controller HIZ/ERR L7227 TV K avTXA M a7 7 A 1D U A MNRERIN
i‘aAo

d) ZOAWSA LV AZUARETREAO—HELTHEHTL7I U R arTHRAN a7y A%
IR L E9,
Y=g, VRF, IP7 RLVA, 7Ry "k, ZOZI7U0RavyTHFAN o777 VDS FE
SERBENTA—ERFREINET, AWS A LV AX LV AZHRETHELEXITIT, 2074 FUic
FRINDHEREFEHLET,

FPa AL TWARWEA X, Cisco Cloud Network Controller == —4— 57 k ® Amazon Web Services
T NIe A LET,

[r—E X (Services)] >EC2> A > XA A VX (Ingtances)] > [ A2 > X DFEE) (Launch Instance)] (2% )
Li‘d‘o

[Amazon ¥ L2 A4 A — (AMI )D:FER (Choose Amazon Machine Image (AM1))] ~*—"C, Amazon ¥
VA A= (AMI) ZER L ET,

[ YRE VR B4 TDEIR (Choose An Instancetype)] X— T, f LV AX LA XA TERINL, [4V
AR ZADEMDEKTE (Configureinstance Detail)] #7 V v 7 L7,

[4 2V ARE U ZADEMDERTE (ConfigureinstanceDetail)] ~— T, #%49 5 7 4 —/L RICHEREHRE A
HLET,
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o [#v F7—% (Network)] 7 + —/L FC. Cisco Cloud Network Controller VRF % &R L £,

THIZ. TOAWS A VAZ LV ARET B AO—EHE L THFEHLTWS ST R arysTx®A NS
17 7 A VBRI 5TV D VRE T,

[Ty b (Subnet)] 74— RiZ, 7%y FEASLET,
e RXT Vw7 IPEEHATZ2EAIE. NTU v o IPOBHE|Y T (Auto Assign publicIP)] 7 ¢ —/b
KT, AZu—AF oA =a—n05 [H% (Enable)] 3R L F 7,

ATYT8  [4UREVADFHMDERTE (ConfigurelnstanceDetails)] ~<— IZHEREREASI LIS, [RL—D
%3BfN (Add Storage)]l #7 V v 7 L ¥ T,

ATvT9  [RFL—UMEM (Add Storage)] ~— T, T 7 AV MEEZ T AND ), BEIIELTION—UT
ARNL—VEFEL, [T DEM (@ddTags)] 227 Vv 7 LET,

ATy 10 [2TDENM (Add Tags)] X—TC, [2FDEM(@ddTag)] 27 Vv 7 L, ZOX—=V D4 T57 —
v RICLERTERE AT LET,

GE) INHLOFIEOHDEHST, = RRA U ML ZZDZAFIZHLTIP T RLA, U —
Tarv, FEEY U EFERATAESIE. ZOXR—JICEREANTALETHY T8 AL
ZDEDIRITIL, AWS THA V AHX U A% BET 5 &, Cisco Cloud Network Controller (&
FoTIPTRLA, V—=Vay, EREFY—UPRREES, =2 FAFRA > M3 EPG IZHIY
BTHNET,

[F— (Key)] ZNHDOFIETHTEMT L RRA L M BV ZDEA TDOIAS N BT HVERK
THEXIHEHT X —2 AN LET,

* [{E (value):] Z O X —THiHAT2lE AT LET,
[ URBUR (Instance):] 2D 74—V KOF v 7Ry 7 A% F A LET,
o [RYa—L (Volume):]ZD7 4 — NV KDOF = v IRy 7 AF A LET,

EzE. CNLOFETHIEE, 0 FRA LV BV I ZDEBEDE LT 4 T DAL LHE T A
%35 T E DA (building6 72 &) 1, ZDOXR—=YDRD T 4 —)L RIZROMEEZ AN TE £,
c[F—Key) ]l ur—av
« [{& (value):] building6

ATy 7N [HERALTEHTS (Reviewand Launch) %27 U v 7 LET,

BEOFXF— RTEERTIN, HILLWF—RTEERLET, F—RT7D X—URFERINET, %
FEA R R ssh Bl T 561, ZOX—VOFREFHLET,
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FFoZ L T&, VREICHEEMNIT O ET,
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ZUAZK L TEITEND —HEDONL— LT, U RRA L A VAZ R —FTH R
KA N BLIZ V=L, ZOZY RKRA L N2 T 7 REPGIZHID ¥ TEF, =2 KR
A2 bV Z XX, Cisco ACI THEHAFRERBER—ZAD~A 7t AT —3 3 T
WET,
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R FIEIE, EAMIZZ D2 SDOM TR L TT,

ZDk® 7 v aDFJETIL, Cisco Nexus Dashboard Orchestrator GUI Zf#fH L C= > KA >

M EVI X EFRET D HIEICOWTHEA LEF, Cisco Cloud Network Controller GUI Z1{# ] L
- RARA L b BLIZZDEy bT v T OFEMMIZ OV TIL, Cisco Cloud Network Controller

—PF—HA R EZRLTIEEN,
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MERERENELFT,

FINEIZDOWTIZ, AWS TOA LV AX L ADHFE (14 X—) 2B LTI,
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., INHDTZY RRA LV b BV ZOFIEOEE TEITTHI L L TEET,

a7 AL TWARWEAIL, Cisco Nexus Dashboard Orchestrator (22 274 > LE T,
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T RKRA BV FEAERT D HIEEIRELET,
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1 ERORAT, 77— haBRLTEEICLET,
INODOFIETHEEDY A FEERLRNTIZEN,
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REDAFIEMFHTEET,

[+ X (Expression)] 27 Vv 7 L, = RARA L ML 7 X THEMATLHIXF—ZRINL 7,
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[BFEN S (In)] : [E (Value)] 7 « —/v RICHEEO T o~ KUV ENRH 251 L E T,
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BT RRA Vv h BV X TEEOREZER LIZ5HE. TR0 OXOBICIIFHEE AND XH 5 b0
LHRENET, HExE 1O RRA v b L IZZ 2200y bE{ERLIZE LET,
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EPGD FTCHEDT L RKRA VMR L7 X E2ER LSS, TAHDOT L FRA v kL7 ZOMIC
TRE OR 3D b D LA INET, L& xIX, BIOAT 7 TP LIEL2IC= AR kL
721 RERR L., RIZ, WISTTEIIC2FBBDOZ L RRA L M BL I Z2ERRLIZE LET,

sV RKRA UM EBLI X2, K1t
* [F— (Key):] Region
* (EEF (Operator):] In

* [{E (Value):] us-east-1a, us-east-2

ZTOHE, WO L HITRY £3,

T RATEYT 4 V=M us-west-la T, IP 7 FLA78192.02.124 371y MIBELTWD (=
RRA U BLZ 21 DOR)

ER 8
o J—T g v us-east-la £ 1T us-east-2 (22 RKARA > b BL 7 X 2D oOWTFhunThs
TOHE, = RARA Y MR Z 77 REPGIZEI D ¥ THNET,
ATFYFTN0 U REA N BL 7 ZOERNET LIZH, £ EBO [RESAVE)] 227V v 7 LET,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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ATy TN EEOLA ERICH D [HA4 MZER (DEPLOY TOSITES)| ARZ %227 ) v/ LT, AFx—<%ZY¥A hC
ERELET,

[IEH BB (Successfully Deployed)] SN/ZEWIH A v —UNFEREINET,

RDZRY

IV TF A MEROMERE 21 %—) OFIAZFEHAL T, ~ LTV A b= U T7HIEL K
INTWAZ L EMHERLET,

RILFH A MMERDHERR

ZO MYy OFNEEMA L T, CiscoNexus Dashboard Orchestrator |2 A ) U725 EMNIE L <
AENTWaAZ &2t LE 7,

AT 71 Cisco Cloud Network Controller IZ22 274 > L, IRDZ L ZHERLF1,
a) [# vy adR— K Dashboard)| %7 U v 7 L, 7L I RAGAT —F AB LY — a
AT =B ARy 7 ADEREHEHA LT, RO L EHERBLET,

o FrIUIZ. AWS ED CCR 225, A 7F L I ADISN (IPsec Z#— I f—3 a3 ViR"A v k) .
BLOa2—H% VPC O VGW IZxF L TEIEL TWET,

¢« OSPF XA /X=X CCR & ISNA VT LI A TNAAL ADOMTREIL TWAZ 2R LET,

* VRF ® BGPEVPN L — M7 U K& AL T LI 2D — MRERIN., 7T 7 Kb— M
ACI ZA%4 > A4 v F @ BGP EVPN Z/r L TATENE T,

by [TV — a3 SEH (Application Management)] — [7 7> M &7 U w27 L, TF 2 FRIELSE
EINTWDLZ AR LET,

c) [7T7V/r— a3 EH (Application Management)| — [7 7Y r—a v Ia 7y A M E 7Y v T L,
TV r—=ar7uTl s AANELSRESNTVND Z L 2R LET,

d [T77VUr— a & (Application Management)] — [EPG] Z#7 U v 7 L, EPG B IE L KEINT
WL Z LR LET,

e) [TV — a B (Application Management)] — [2> FF7 27 RN &7 U v 7 L, FRNIEL &
EINTWDLZ AR LET,

f) [7 7V r—3 a V&8 (Application Management)] — [VRF] %227 U v 7 L, VREBRIELLFEESINT
WL ZLEMERLET,

g [TV — 3 & (Application Management)] — [ 7V K 227 F A k Cloud”' 2 7 7 A )V] %
7V 7L, 77U RaryT®FAN a7 7 AVPRELSEESN TS Z L 2B LET,

h)y [Z 77 K UY—2Z(CloudResources)] > [V —Var] &7 Vv s L, V—=VarNELLRESN
TV Z &b LET,

i) [ 7D R U Y—2AZ(Cloud Resources)] = [VPC] #27 U v 7 L, VPCRIELSHKESNTNDHI L%
R LET,

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

) [7Z 7 K U Y—XZ(Cloud Resources)| > [/ 7TV RV R RA L MNEZZ7Vwv 7L, /IR UK
RAYEIPELSEESNTNDZ EE2ERBLET,

k) [Z 77K U Y—2Z(CloudResources)] = [/b—%] %27 U7 L, CCRPELSBEINTNDHIZ &
ERER L ET,

F TV IADAPICH A McrZ A > L, APIC DAF—<ZiER L ET,

Cisco Nexus Dashboard Orchestrator Cax & L7=3HF T F 2 r2N APIC T F > b= ) TIZE R I, Cisco
Nexus Dashboard Orchestrator A —< 7225 BB X172 VRF & EPG 284 7 L 2 2 APIC THRESINTWA
TENHERTEET,

a2 KT A4 0B, AWS O CCR T VRE A IELLERENTWD Z & 2R L £,

show vrf

T F > htlé& VRF v12 Cisco Nexus Dashboard Orchestrator 2> 5 B SN TW A4, CCR DH IR D &
272 F7,

Name Default RD Protocols Interfaces
tl:vl 64514:3080192 ipv4 BD1

Tu4

Tub

awy R J4 b, AWS ED CiscoCloud V—# E ISN AU T LI AT A ZAOMIZ b RVRH D |
Ty TIRETHDLZ LR LET,

AWS 71T ISN A L I ADFNA AT, CCR THRD A~y REFITTxET,

show ip interface brief | inc Tunnel

LT L) i hinERsnEd,

Interface IP-Address OK? Method Status Protocol
Tunnell 1.2.3.22 YES manual up up
Tunnel?2 1.2.3.30 YES manual up up
Tunnel3 1.2.3.6 YES manual up up
Tunneld 1.2.3.14 YES manual up up

O RIA4 U6, AWS D CCR & ISN A7 LI 2 T84 ZADM T OSPE RA NX—0NT v 7 LTW5
ZEEMRLET,

show ip ospf neighbor

RO XS AR FIRESnET,

Neighbor ID Pri State Dead Time Address Interface
10.200.10.201 0 FULL/ - 00:00:36 1.2.3.13 Tunnel4
20.30.40.50 0 FULL/ - 00:00:36 1.2.3.29 Tunnel?2
10.202.101.202 0 FULL/ - 00:00:38 1.2.3.5 Tunnel3

a<w R IA4unhh, A7 AD BGP EVPN XA AN— CCRICHFEET D Z L MR LE T,

show bgp 12vpn evpn summary

UTOX S AR FRENET,

. T ILFH A k%4 L 1= Cisco Cloud Network Controller 0 & I8
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ATy FT17

744 rgowR [

Neighbor \ AS MsgRcvd MsgSent TblVer InQ outQ Up/Down State/PfxRcd
10.1.1.2 4 100 139 137 99 0 0 01:30:36 6

av R IA40n6, VREOBGP V— RV T T RELFT LI ADOH DN — FRFRINTNDZ
LEMERLET,

GE) HIIE Cisco Cloud Network Controller DV — 727 7 a1 —|ZEB\ T, VRF X, x5 VPC 2 AWS
TIER SN D £ T, CCR TSN EH A,

show ip route vrf tl:vl

UTFDX S AR FREnET,

B 129.1.1.5/32[20/0] via 10.11.0.34, 01:12:41, BD|1
B 130.1.0.0/16[20/100] via 131.254.4.5, 01:09:55

T ILFHA k%4 L 1= Cisco Cloud Network Controller O &I .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



