afran]n
CISCO.

" e
¢ l——-—l —
T i B A S

e ———
———

Cisco Cloud APICAWS D 4 > A F—JL A K. ) 1)—2X 25.0(x)

#hR - 2021 29 A 21 H
BREH 20214124 17 H

YAAVRT LXBRAKH
T107-6227 HUREBHE X ARIKI-T-1 [ v RE D v« X T —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



© Cisco Systems, Inc. All rights reserved.



i
ot

TEES FUEE S N-HEEICET H1FHR 1
HHSRE L OVE T SN BEREICBE§ D 1

®2E BME 3
Extending the Cisco ACI Fabric to the Public Cloud 3
Components of Extending Cisco ACI Fabric to the Public Cloud 4
Changes in APIC Release 4.2(1) 7
AWS Organizations & flfikO =~ —% 7+ FOHKR—F 8
RY —DOHEE 10
Cisco Cloud APIC Licensing 11
Cisco Cloud APIC-Related Documentation 12

£3= Cisco Cloud APIC DA ~ X b—ILD#(E 15
CiscoACl 77 7V w7 %/"\T Vv r 750 RHET D7D OFEM: 15
FTVIAT—H B X —DF 15
AWS TV w7 770 ROEM 16
Cloud APIC i@ AR— K 18
Cisco Cloud APIC DA > A h—/L U—27 71— 19

"
o

Cisco Cloud APIC @Y 57 FEET v T L— MERDFZE 21
AWS T Cloud APIC ##E A% 21
2= TFTFUNDODAWS TH Y vDOE Y NT v 25
CFT il L7z, B2 —F TF > hDTZDODAWS TH Y hDY v T v 25

AWS T/ A F—ID Ev—F Ly b 7T7EAF—%[FHALT, FBEIL TRV —
PT T MDAWS T AU ety T v 75 28

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



| EES

i

o

#

o

i

ol

foi

Mk — T F U NDODAWS T H T DYy vT v 29

v b7y T 04— FEERA LT Cisco Cloud APIC DERE 31
A NEPEGRORRE SRR 31
F o7V I ARGEFRONE 32
A U—=Yar, BEOCSR DEDOHIRIZHONWT 32
757 KAPICIP 7 KL ADREE 34

Yy N7 w7 74— F& L7- Cisco Cloud APIC D% 7E 35

Cisco Cloud APIC &> N7 v 7 7 ¢ ¥'— RORIEDHER M

Cisco ACI T JLFHA k%4 L1z Cisco Cloud APIC DEIHE 43
Cisco Cloud APIC & Cisco ACI v /L F A MIDWT 43
Cisco ACI v /L F %A k~®D Cisco Cloud APIC %1 ~ DB 44
YA MEA T TARNT I F X DRIE 45
Cisco Cloud APIC & ISN 7 /3 A O#RE DAL 46
BT FORE 50
2 ¥ —~DVERL 52
TFVr—vary a7y AL EPG ORE 53
Creating and Associating a Bridge Domain with a VRF 53
2 hT 7 hOT 4 EDOIERK 54
Creating a Contract 54
YA P AF—<ITBIMNT S 55
AWS TDA VA B ZADFRE 56
TURFA DBV ZOEM 58

Cisco ACI Multi-Site & E DFRFE 63
Cisco Cloud APIC GUI [ZDLYT 67
Cisco Cloud APIC GUI O #:/E 67

Cisco Cloud APIC = > R—% > FNDOEE 68

ATFLDTYTTL—K, 905 L—K, &) AN DET

. Cisco Cloud APICAWS @ 4 > X b—JL HA K, 1) 1)—X 25.0(x)

69



FrRc9iH 69

V7N =TT T T L—RK N
RV —R=2OT v 771 —F N
MR EDNNy 7T v 7 N
AA=VDF T a— R 73

R —_R—=2DT v TV —R7atA2FERA LY 7 N0 =2T7OT7 v 7 L— R
74

BATR—ADT7 v 7 7L —F 16

BATFIEEZER L2 79 RAPICY 7 v =T DT v 77 L—F 16
V7RO =2TDHET T L—R 8

VI RT 2T OXE 7 L— KU U —2250(1) 75 5.2(1) 81

VIR T OET T L— K )Y —225002) 5 25.0(1) £721%5.2(1) 87
VAT NY DFAT 93
27U RYP—ERN—=ZDT v T T L—FDKMN) FT— 93

77 R —ERN—F2DT v ST L —FKO M) T— 93

GUI LY 77 R —ERX VL—FDT » 77 L— KD kY J—Cisco Cloud APIC 95
RESTAPIZf I L7-27 50 RYy—E R L—F DT v F 7L —FKD K H— 95

4 A : AWS )Y —R iRl 97
AWS U vV — 2 a4 A 97

T8 B : AWS @ IAM O—)L & ¥R 99
AWS O 1AM 17— /L L HER 99

18 ¢ : TFURY)—=U a3 EE 105
T ) —T g EFE 108

T8 D : CSR BLUTFH 2 MNMEHRDEE 100
CSR L7 MEHROKRE 109

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



| EES

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



51
FHEES £ UZE & hi-#8E( BT 2155

 HHEHES £ OV SR HIEIC BT B i (1<)

RS X UEE SN-HEEICREAT 17
ROFNE, BATY UV —RIZELETITAA FOMREL & FEITINA b vz Fe 8 B R OB A4 7R
LTWET, 27ZL, BV IV —RETOHA NIZBITHEERALHEREDO—HITRICEEHI
TWEEA,

R 1:Cisco7 577 FAPIC') ') —R 52(3) DFHRE L ERE S nT-EhF

HEEE-IILEE Bz S5

YA "HTZD DY — 3 4 |Cisco Cloud APIC U Y — A

DN, 25.0Q2) LARE, WA T EITH
K6 — g v w2HFHH>Z L
WTEFET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



Fieeb SUZEShi-#aIcET 2158 |
B suessozmansgmcmy 258

& 2:Cisco7 57 K APIC') ') —R 25.0(1) DFHRE L ER S nT-BhE

WREF-IIEE Bl SHRE

Cisco Cloud APIC D U U — 2% | U U — 2 25.0(1) LARE T,
FOER Cisco Cloud APIC DV ) — 2%
EMEFEINTWET, Cisco
Cloud APIC ® U U — RJIEFF1E
WKDOLEEY TT,

< 4.1(x) (AWS DZDH
H— 1)

«42(x)
« 5.0(x)
*5.1(x)
52(x)

«25.0(x) (ZDOVU U —2R)

SR A T a v D VU —2Z250(1) AR, A > 7
Z VPC/VNet CSR B L7 5
U RRAT 4 T N—ENDAE
BOIBT A AGBND T T
K R2A T 47 —F&EET)
~O IPvA BN R — k&
Lo ELE, &5
W, A7 99 RNDZ v
KRRrAT 4T N—2H., £7=
X2 o0RD 7T R Ry
Z—HOINTEEE OV AR — b
LRATEET,

N—T 47X aV7 4 |V U—225001) LVAEIDY

RY —Z B8N AERT D72 |V —ATlE, V=T 47 K
OO AR — bk Jo—tteXxa2UT 4 R

V—lIa b T 7 MILEoT
BEICHASNTWE L,

U Y —2=250(1) LA, L—

T4 TeeX2UT 4 R
T ERNAER S DT D
PAR—EBRFHTESL LI
0 FE L,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



;2

i

S

* Extending the Cisco ACI Fabric to the Public Cloud, on page 3

» Components of Extending Cisco ACI Fabric to the Public Cloud, on page 4
* Changes in APIC Release 4.2(1), on page 7

« AWS Organizations & #iffkD = —H 7F > hOHFHR—K (8 X—)
e RU—DMFE (10 ~—2)

* Cisco Cloud APIC Licensing, on page 11

* Cisco Cloud APIC-Related Documentation, on page 12

Extending the Cisco ACI Fabric to the Public Cloud

Cisco Application Centric Infrastructure (ACI) customers who own a private cloud sometimes may run
part of their workload on a public cloud. However, migrating workload to the public cloud requires working
with a different interface and learning different ways to set up connectivity and define security policies.
Meeting these challenges can result in increased operational cost and loss of consistency.

However, beginning in Cisco Application Policy Infrastructure Controller (APIC) Release 4.1(1), Cisco
ACI can use Cisco Cloud APIC to extend a Cisco ACI multi-site fabric to Amazon Web Services (AWS)
public clouds.

Beginning in APIC Release 4.2(1), Cisco ACI can also use Cisco Cloud APIC to extend a Cisco ACI
multi-site fabric to Microsoft Azure public clouds.

What Cisco Cloud APIC Is

Cisco Cloud APIC is a software deployment of Cisco APIC that can be deployed on a cloud-based virtual
machine (VM). Cisco Cloud APIC provides the following features:

* Provides an interface that is similar to the existing Cisco APIC to interact with the Amazon AWS or
Microsoft Azure public clouds.

» Automates the deployment and configuration of cloud deployment.

* Configures the cloud router control plane.

* Configures the data path between the on-premises Cisco ACI fabric and the cloud site.
* Translates Cisco ACI policies to cloud native policies.

* Discovers endpoints.

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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How Users Can Benefit from Cisco ACI Extension to the Public Cloud

Cisco Cloud APIC is a key part of Cisco ACI extension to the public cloud. Cisco Cloud APIC provides
consistent policy, security, and analytics for workloads deployed either on or across on-premises data
centers and the public cloud.

Cisco ACI extension to the public cloud also provides an automated connection between on-premises data
centers and the public cloud with easy provisioning and monitoring. It also provides a single point for
managing, monitoring, and troubleshooting policies across on-premises data centers and the public cloud.

AWS GovCloud Support
Support for GovCloud varies on Cisco Cloud APIC, depending on the release:

* For release 4.1(2) up to release 5.0(1), Cisco Cloud APIC supports AWS GovCloud only for the
us-gov-west region. The us-gov-east region is not supported in these releases.

* Forrelease 5.0(1) up to release 5.2(1), Cisco Cloud APIC supports AWS GovCloud in the us-gov-west
and us-gov-east regions. However, Cisco Cloud Service routers (CSRs) can only be deployed in the
us-gov-west region. If you want to have intersite connectivity, we recommend that you deploy the
Cisco Cloud APIC in the us-gov-west region only.

* For release 5.2(1), Cisco Cloud APIC continues to support AWS GovCloud in the us-gov-west and
us-gov-east regions, as it did previously. However, beginning with release 5.2(1), Cisco CSRs can
also be deployed in the us-gov-east region in addition to the previous support for deployment in the
us-gov-west region.

Note that these areas have a unique configuration when you deploy a Cisco Cloud APIC on AWS GovCloud:

* You will subscribe to the CSR on the commercial account.

* You will subscribe to the Cisco Cloud APIC on the commercial account.

* You will launch the Cloud Formation template from the commercial account, which redirects the
request to AWS GovCloud for the login.

Components of Extending Cisco ACI Fabric to the Public Cloud

Several components—each with its specific role—are required to extend the Cisco Application Centric
Infrastructure (ACI) Multi-Site fabric to the public cloud.

The following illustration shows the architecture of Cisco Cloud APIC.

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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Figure 1: Cisco Cloud APIC Architecture
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On-Premises Data Center Components
Cisco ACI Fabric and Cisco APIC

The Cisco ACI allows application requirements to define the network. This architecture simplifies,
optimizes, and accelerates the entire application deployment life cycle. Cisco Application Policy
Infrastructure Controller (APIC) is a key component of Cisco ACI. It enables applications to directly
connect with a secure, shared, high-performance resource pool that includes network, compute, and storage
capabilities.

Cisco ACI Multi-Site and Cisco ACI Multi-Site Orchestrator

Cisco ACI Multi-Site is an architecture that allows the application to define the networking requirements
in a programmatic way. This architecture simplifies, optimizes, and accelerates application deployment.
You must have Cisco ACI Multi-Site installed to use Cisco Cloud APIC to extend the fabric into the public
cloud.

For more information, see the Cisco ACI Multi-Site documentation on Cisco.com and the section Cisco
ACIL = /vF %A k%4 L7z Cisco Cloud APIC D% P, on page 43 in this guide.

Cisco ACI Multi-Site Orchestrator (MSO) manages multiple instances of Cisco Application Policy
Infrastructure Controller (APICs) in multiple fabrics (sites).

When extending the Cisco ACI fabric to the public cloud, Cisco ACI Multi-Site Orchestrator creates
connectivity between the on-premises data center and the public cloud. Use Cisco ACI Multi-Site to create
tenants across the on-premises data center and the public cloud.

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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Note

You must configure the on-premises Cisco ACI fabric: Create a Fabric Ext Connection Policy and define
the overlay TEP and other information required for Multi-Site. You also must add the on-premises Cisco
ACI fabric to the Multi-Site architecture. See the Cisco ACI Multi-Site Configuration Guide on Cisco.com.

For more information, see the Cisco ACI Multi-Site documentation on Cisco.com and the section Cisco
ACI <)V F ¥4 k%4 L7z Cisco Cloud APIC D& EE, on page 43 in this guide.

IP Security (IPsec) Router

A router capable of Internet Protocol Security (IPsec) is required to establish IPsec connections between
the on-premises site and the public cloud site.

AWS Public Cloud Components
Cisco Cloud APIC
Cisco Cloud APIC performs the following actions:

* Defines a site on the public cloud, provisions the cloud infra virtual private clouds (VPCs) or virtual
networks (VNETs) and manages the Cisco Cloud Services Router (CSR) across all regions.

* Renders the Cisco ACI policy model in the public cloud, and manages cloud health.

For more information, see Cisco Cloud APIC Release Notes. Also see the sections AWS T Cloud APIC
ZE AT %, onpage2l and £ FT w7 U ¢ P— K& L 72 Cisco Cloud APIC DF%E, on
page 35 in this guide.

Cisco Cloud Services Router

The Cisco Cloud Services Router (CSR) is a virtual router that delivers comprehensive WAN gateway
and network services into virtual and cloud environments. The CSR enables enterprises to extend their
WAN:Ss into provider-hosted clouds. Two CSRs are required for Cisco Cloud APIC solution.

The type of CSR that you will use with Cisco Cloud APIC varies depending on the release:

* For releases up to 25.0(3), Cisco Cloud APIC uses the Cisco Cloud Services Router 1000v as the
cloud services router. For more information on this CSR, see the Cisco CSR 1000v documentation.

* For release 25.0(3) and later, Cisco Cloud APIC uses the Cisco Catalyst 8000V as the cloud services
router. For more information on this CSR, see the Cisco CSR 8000v documentation.
AWS public cloud

AWS is a cloud-based platform that provides on-demand services such as compute, storage, network, and
databases. Subscribers to AWS have access through the Internet to virtual computers where they can run
their workloads.

For more information, see the documentation on the AWS website.

Connections Between the On-Premises Data Center and the Public Cloud
IPsec VPN

You need Internet connectivity with a VPN from the IPsec router, including a publicly routable IP address
and with sufficient bandwidth for AWS or Microsoft Azure connectivity.
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Management Connection

You need a management connection between the Multi-Site Orchestrator in the on-premises data center
and Cisco Cloud APIC in the public cloud.

Changes in APIC Release 4.2(1)

As part of the initial release of the Cisco Cloud APIC in APIC Release 4.1(1), support was provided for
the initial release of on-premises-to-cloud connectivity, or Hybrid-Cloud, where you could use the Cisco

ACI v /VFH A N A —7/r A kL —4 to extend an on-premises Cisco ACI site to Amazon AWS public

clouds.
Multi-Site Orchestrator
I
On s AWS
premises ncH Cloud

307510

Beginning in APIC Release 4.2(1), you can now use the Cisco ACI ¥ /L FH A ~ F—/7 X L —X
to extend an on-premises Cisco ACI site to Microsoft Azure public clouds.

Multi-Site Orchestrator

I |

On = Azure

= S
E - a
g

S

With the expanded functionality available in this release, you can also use the Cisco ACI /L FH A K
A —74r A kL —# to establish connectivity between the following components:

* On-premises-to-cloud connectivity:
* Connectivity for these public cloud sites:

* On-premises Cisco ACI and Amazon AWS public cloud sites (available previously in APIC
Release 4.1[1])

* On-premises Cisco ACI and Microsoft Azure public cloud sites

* On-premises-to-single cloud site connectivity (Hybrid-Cloud)

* On-premises-to-multiple cloud sites connectivity (Hybrid Multi-Cloud)

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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* Cloud site-to-cloud site connectivity (Multi-Cloud):

* Between Amazon AWS public cloud sites and Microsoft Azure public cloud sites

* Between Amazon AWS public cloud sites (Amazon AWS public cloud site-to-Amazon AWS
public cloud site)

* Between Microsoft Azure public cloud sites (Microsoft Azure public cloud site-to-Microsoft
Azure public cloud site)

Multi-Site Orchestrator

e |

AWS Azure N

Cloud Cloud &

In addition, support is also available for the single-cloud configuration (Cloud First).
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Cisco Cloud APIC Licensing

This section lists the licensing requirements to use Cisco Cloud Application Policy Infrastructure Controller
(APIC).

Cisco Cloud APIC and Cisco Cloud Services Router

Cisco licenses Cisco Cloud APIC by each virtual machine (VM) instance that it manages. The Cisco Cloud
APIC binary images are available on Amazon Web Services (AWS) Marketplace and support the Bring
Your Own License (BYOL) model.

The Essential Cloud tier includes licenses for a single policy domain or a single instance of Cisco Cloud
APIC on a public cloud. If you deploy multiple instances of Cisco Cloud APIC, buy an Advantage Cloud
license for each VM instance that Cisco Cloud APIC manages.

For licensing details, see the Cisco Application Centric Infrastructure Ordering Guide .

In addition to obtaining one or more Cisco Cloud APIC licenses, you must register your Cisco Cloud
APIC and Cisco Cloud Services Router (CSR) with Cisco Smart Software Licensing.

Cisco Smart Licensing is a unified license management system that manages software licenses across
Cisco products. To learn more about Smart Software Licensing, visit
https://www.cisco.com/go/smartlicensing.

Complete the following steps to register Cisco Cloud APIC and CSR:

1. Ensure that this product has access to the internet or a Smart Software Manager satellite that is installed
on your network.

2. Login to Smart Account:
a. Smart Software Manager: https://software.cisco.com/

b. Smart Software Manager Satellite:
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save
it.

Note

Cisco Cloud APIC deploys the appropriate size of CSRs based on the setting chosen in the Throughput
of the routers field in the Cisco Cloud APIC setup wizard. See AWS /X7 V » 7 7 5 7 KOE:, on
page 16and &> N7 v 7 7 ¢ — R%&ffH L 7= Cisco Cloud APIC DF%JE, on page 35 for more
information.
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Note

If you remove a CSR from deployment at some point in the future (by deleting the CSR through the Cisco
Cloud APIC GUI or through the cloud console or portal), this results in the CSR smart license server
getting severed from that CSR. The CSR instance that got deleted will get marked as stale for 90 days and
the license cannot be reused by any other new CSRs for that period of time.

To avoid this situation, rehost the CSR license depending on the release:

* Forreleases up to 25.0(3), rehost the CSR 1000V license using the instructions in Rehosting the Cisco
CSR 1000v License

* For release 25.0(3) and later, rehost the CSR 8000v license using the instructions in ???

On-Premises Cisco ACI Licenses

If you have a single on-premises Cisco ACI site with one or more cloud sites, you can run your on-premises
Cisco ACI fabric in either the Essential, Advantage, or Premier license tier.

Amazon Web Services (AWS)
You must subscribe to the CSR license through the AWS Marketplace depending on the release:

» For releases up to release 25.0(3), subscribe to Cisco Cloud Services Router (CSR) 1000V - BYOL
for Maximum Performance.

* For release 25.0(3) and later, subscribe to Cisco Catalyst 8000V Edge Software - BYOL.

Cisco Cloud APIC-Related Documentation

You can find information about Cisco Cloud Application Policy Infrastructure Controller (APIC), Cisco
ACI Multi-Site, and Amazon Web Services (AWS) from different resources.

Cisco Documentation
You can find documentation for Cisco products on Cisco.com:
« Cisco Cloud Application Palicy Infrastructure Controller Release Notes, Release 4.1(1)
Includes list of other Cisco Cloud APIC documents.
* Cisco ACI and Cisco APIC documentation
Includes videos, release notes, fundamentals, installation, configuration, and user guides.
* Cisco ACI Multi-Site documentation
Includes videos, release notes, installation, configuration, and user guides.
* Cisco Cloud Services Router documentation

Includes release notes, command reference, data sheets, installation, upgrade, and configuration
guides.

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010000.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010000.html
https://aws.amazon.com/marketplace/pp/prodview-tinibseuanup2
https://aws.amazon.com/marketplace/pp/prodview-tinibseuanup2
https://aws.amazon.com/marketplace/pp/prodview-rohvq2cjd4ccg
https://www.cisco.com/c/en/us/support/cloud-systems-management/cloud-application-policy-infrastructure-controller/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html#ACI_Multi-Site
https://www.cisco.com/c/en/us/support/routers/cloud-services-router-1000v-series/tsd-products-support-series-home.html
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AWS Documentation

You can find documentation, including user guides, FAQs, case studies, and white papers, on the AWS
website.
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c FDMDNRT A—=H  RXT Y o IJIPT RLVADEIN YT TV IJIPT RLAZT U TR
K (OOB) BHA v X —T oA AZEID B THENE D 0EEIR L F 3, Cloud APIC

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B aws ccloudaPic 24T 3

ATy 713

ATy 714

ATv 715

ATv 716

ATvT11

ATv 718

ATv 719

UU—252 (1) L0 baix, OF#HA X —T A AT Y v 7IPT RLA LT T A4 _X— MPT
RLARENY B THATWE LT, CloudAPICY YV —252 (1) L&, 77 A ~_— NPT RL ALD
BHA X —T oA AZHD B THIL, A7V v ZIPT FLAOEIY {TEA T 3 TY, Cloud
APICFEMIZ DU TlE,  [Cisco Cloud APIC for AWS User Guide, Release 5.2 (1) ] @ [Private IP
Address Support for Cisco Cloud APIC and Cisco Cloud Services Router] #ZHi L T 7Z2& 0,

otrue : NT U IZIPT RLAZDOT 7 AT 3 K (O0B) A V2 —7 x4 RATEY Y TE
4, Cloud APIC

sfalse : X7 U v ZIPT RLAZEEHZ L, 77 A= FPT KL AZDT YU h4 73 K (OOB)
BHA B —T 2 A AZEID Y CTET, Cloud APIC

HEEOTEIZHD [RN (Next) 1227V v 7 LET,
[ 72 3> (Option)] X— 23, [RZ w9 DYERL (Create stack)] X—YNIZFE RS NET,

[# 7> 3 > (Options)] Eii C, T XCHOT 7 4/ MaZEZIFANET,

ZDR—IZiE, [HERR: 1AM O—)L (Permissions : IAM Role)] fElik23% ¥V £9°, 1AM 2—/11%, Amazon
Web Services IZH—E R U7 Z A NZITHI OO —HOMERZERTDHIAM =T 7 4T3, B—/L
ZAEH LAuiE, @5 1E Amazon Web Services V) V' — AT 7 B A TEp\\Wa—H, 77 r—v gy, F
=R, T/ RAERETHENTEET,

Cloud APIC |ZB L TIT IAM o — UERIILEDH 0 TN, BIOHEKB TIAM o —/L &% 0 Y4 CH54
%, [IAM B—)L (IAMrole)] 7 « —/V K Cilitl /e o — /L 23R L7,

[~ (Next) 127V v 7 LET (BB FERIZH D [4 T 3 > (Options)]i# ),
[L Ea— (Review)] ~— T2, [RE v DYERL (Create stack)] X— Y WIZERINET,

[LE 21— (Review)] X—Y DT _XRTOFERNPIE LW & 2R LET,

[L E 22— (Review)] X—TIZ = T —NFRINTHEIL, [RI (Previous)| K& %27 U » 7 LT, i&o
THEWmEETL— VIR £,

[LE 12— (Review)] =Y DT X TOFERNVE LW & 2R L5, [AWS CloudFormation A% IAM
JY—RENRAZ LB THERT 52 & %ERH S (1 acknowledge that AWS CloudFormation might create
IAM resources with custom names)] DFEIZH DR v 7 A% A4 2 LET,

N—TFEICH D [fERL (Create)] R¥ %27V v 7 LET,

[Cloudformation] ~— ¥ 28 UNER 4L, Cloud APICIERL L7 T > 7' L— R 93 [A T — & A (Status)] 511
CREATE_IN_PROGRESS £\ 9 FF % k& L blIcR ST,

VAT AZ, T L— MIRRES A LT Cisco Cloud APIC A » A& AZAERT 5 K 9
IRV FE L, 7B ARETTHDILS5~105000 £, /BT o 20T EET=427 25|
L. Cisco Cloud APIC 7> 7' L' — hDAFIORRIZH H AR v 7 A% A AL, [4 X b (Events)]| ¥ 7 % 7
Vw27 LET, [4X b (Bvents)] # 7D FD [AT—# A (Status)] 121X, CREATE_IN_PROGRESS
EWVWIHITHXRINFIRENET,

CREATE_COMPLETEX v & —UNRRINTZ D, FATT HRICA v AX LV ADEFRE S TNDH T &
ERERLET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



| CiscoCloud APIC D% 59 KSR T >~ T L— MERDETE
1-F5ForoMMS 7Y roty k7T [

a) MEHO EEICH D [—E R (Services)] V> 27 %227 Vw27 L, [ECQQ V27 %27 U7 LET,
[EC2 & ¥ 2 7KR— K (EC2 Dashboard)] i 23 &~ SV E T,

b) [EC2 ¥ v ¥ =7 — R (EC2 Dashboard)] Hii @ [1) ¥ — R (Resources)] fFEIHIZ X, FEITHDOA A%
ADEETRTT XA RNPERINET (2L 21E, [1 2DEFTA X F X (1 Running Instances)])
s ZOFEIFHOAL AR ADY I E Y v LET,

[1 >R B 2R (Instances)] B A E RS NVE T,
¢) BATTHHNT, TDA LV AX L ADMERFNTE HE TRHHET,

[A % —% 2 F= v 7 (Status Checks)] D FC. # LU A > 2 % > 278 [#)E1E (Initializing)] 27—
AT HOEHERTEET, HfTT HEIC, [A¥—HF A F = v 7 (Status Checks)|D T T, [2/2D
F v %/NR (Check Passed)] £\ 9 A v E—URERRINDETHLET,

RDBRY

22— T F U NDAWS T AT bDOEYy T v 253—) KBHLT, 2—% 55
FOAWS T HT L haety N7 v LET,

A—HY TFOCOAMNS THOU EDEY T YT
KONWTNHOFEEFH LT, 2=V 7T O AWS T AU hERETEET,

« CFT #f#l LC. Cloud APIC ®—H¥FF > MAMEWE SN TV BEFT,  [CFT & L
To, BHEE 22—V T F U FDIODAWS T AT bDEY N T v (25 5—Y) |
EBRLTZEY,

c I T, AWSTZ X F—ID & —2 Ly hT7 7 EAF—%#H LT, Cloud APIC
Da—HFF U EPBMEHEINTWEYA, TAWST7EAF—IDEV—2 Ly b T2
TAXF—ZHHALT, EEIN W VW= TF U FNDAWST I ety T v
TT5H (28—) | AL TIIEIN,

+ ZZTlE, Cloud APIC Z#fEH L CAWSH T o v bR o—%FHTExET, [H
BOZ—YF FTF U NDAWS T AT FOEy T v 7 (29—) | BB LTLE
W,

CFT#{ER L. EEZFALI—YF T rDI=OOMST7hHO 2k
Dy cT7TvT

TFURNTAUY NTT T b= 7 T 0 R T 7 L — K (CFT) 23 % & Cloud
APIC BB INDT T e T 7 v FOMIEHEBIRS LS ET,

FTF ha— L CFTEZHERA L TCa—FFTF o hOAWS T H U haety N7 v 745120,
WROFNEEFEHLET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B crzemLr. BESALI-—F T L OEODAWSTAYY FOEY R Ty T

ATy I

ATy T2

ATvT3

ATvT4

1R BHEIIZ
Cloud APIC = —¥% 5 F o b &HERKT A 720D — L EHIRIZRD & B0 T,

A T7T T e TFTFUNMIEILAWS T AU bEMATAZ LI TEEY
}\/o

c2—F TFURITLIZ1I DD AWS TH TV MRLETT,

2—H 7 h D Amazon Web Services 7 H 7 MZua /A LET,

https://signin.aws.amazon.com/

GE) a—VTFo b A TTTFUNTHT U MR TLZEITTEEE A,

O _EEICH D [Y—E X (Services)] V> 27 %27 U > 7 L, [CloudFormation] U > 7 %27V v 7 L&
j—o

[CloudFormation] [ A3 &R SALE T,

[R% v DERL (Create Stack) | RZ %227V v 7 LET,

GE)  [RB v DOER (Create Stack)]| R ¥ v OR{ICH D Ry 77X T VA INNLAT v a v &EHR
LignT7Zawn, Roviz, [RZ v DIER (Create Stack) | RNZ & EHES U v 7 LE
R

[7 > 7 L— b D=FEIR (Select Template)] =*— 23, [RE v I DAERK (Create stack)] ~— VIR RS
i’g‘o

= T FHREDIAM B — VAT 570 7L — 2 PO LS ITGRIRT 202 RELE T,

cAWS T D I BT F e— L CFT 2 X v u— RT3 556, F/id ciscocom 7 72 b
(CLHTD CCO) b A 7 va— R LTEHEAIL, ROFIEEZFEITLET,

1. AWSTH UV EHTF o b r— vV CFT 2 X U ru— T 255813 75 F B—L CFT %
HoFEd, 77F > hr—/L CFT X, Cisco Cloud APIC A > 7T 7F 2 h®D AWS 7 H U b
DS3NANTFy MTHY FT, S3 37> hDOLHEIE [capic-common-[capicAccountld]-data] T, 7
TR e—AVDCFT A7 ¥ =7 MIZED/T  FNO tenant-cft.json TJ, CapicAccountld I,
Cisco Cloud APIC A 7T TF L FDAWS T AV FEGTT, ZHUE, 777 FAPIC 8 )&
BlanTWaT7h o FTT,

2. FFU P E— L CFT 22 B a—Z FOBEFHIZA T a— R LET,

X2V T 4 FOEBENS, AWS TOZD S3 N7y hA~ORT Y v 778 2T ST
WRW=D, D77 ANEA T a—RLTCTF U T AT PTHEATAIVNERD D £7,

3. AWS T, [T Y7 L— F®DER (Choose a template)] 585 T, [T FL— k% AmazonS3I1Z7 v
70— F (Upload a Template to Amazon S3)]] DR&ICH M E 27 U v 7 L, [Z 74 IILDER
(Choose File)] R¥# > %27 U v/ LET,

4. Cisco 7"HZITH->72 ISON B DT F > b m—/L CFT (7= & 2%, tenant-cft.json) Z{f
fFlicarva—% LOBFICBEI L, £OT 7 L— 7 7 A L2 R L £,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

CFTE@EA L. BEFHLI—Y 75> rOEOOMS 7AYoty r7v 7 |

* Cisco B D7) b v—/L CFTURL 248€ L7=HA1E, [T 7 L— F®:&IR (Choose a template)]
FEIK T, Amazon S3 T 7L — k@ URL %3#585E (Specify an Amazon S3 template URL)] OA5IZ & %
M%7 YU >2Z L., Cisco»bZTl-7=7F > F a—_LDCFTURLZTF A D TFDT 4 —/L RIC
ATTLET,

WD FEZH D[R~ (Next) 1227 U7 LET,
[FEHDETE (Specify Details)] ~— 723, [R % v DYERL (Create stack)] ~— VNIZFRRIILET,

[B¥#D3ETE (Specify Details)] ~~— 12, L TFDIEHRE A LET,
« [R5 v % (Stack name):] = —H# FF > FEEDTHD D IAM 2 —ILDOA4FTZ AT LET (72 &
ZI¥ IAM-Role),
s [infraAccountld:]1Z D 7 ¢ — /v RRFRSNT2HE1E. AWS TCloud APIC 3 AT 5 (21 4—Y)
OIS T, AT T TFIDAWS T I bE AT LET,
DT 4 —)V R, ciscocom T HU Y b TF b a— )L CFT# A v ru—RUTHERLE-S
BIERENDLZLICAEBELTLLES N, AWSTH TV BT F o e —)L CFT 24 7 m—
RLTHRALESGEIETERINETA, ZHUE. AT T AWS T I D S3 Ny b E Y
va— RLEEEICE, 2O infraAccountID [FRA CFTIZH 5N U D AN I TWB =0 TT,

B O FEIZH D[RS (Next) 227V v 7 LET,
[ 73 3 > (Option)] X— 2%, [REZ w9 DYERL (Create stack)] ~<— YNIZE RS NET,

WEITHIUX, [F T 3 > (Options)] HilH T XTHOT 7 4/ MEZZIT A L, HEEHO FEHIZH S [R
~(Next)] 27 Vv 27 LET,

[L Ea— (Review)] ~— W, [RZ v DYERL (Create stack)] ~— Y WIZERINET,

[L E 22— (Review)] ~*— T, [AWS cloudformation AH R 2 LD LRI ZHD IAM J Y —XZEKT
Z & &R B (1 acknowledge that AWS CloudFormation might create IAM resources with custom names)]
DEIZH DRy 7 At L, X—=YDOFHMIZHD [FERK (create)] RZ > %227V v/ LET,
[Cloudformation] X— Y NEHOERIN, B L7ZT 7 L— R [AT—H A (Status)] 5
CREATE_IN_PROGRESS £ W) T F A k&t hlcFREINET,

VAT AL, Ty b— MIBEEShEEREERA LT, 22— TS FOIAM B — LV E2EKT D L9
2D E LT, 7aEARETTHDICS~1053000 F7, /BT rE A0 TRREZE=%F5IC
. T L— FOARIORICH DRy 7 A% F L, [ X2 h(EBvents)| # 7% 27V v 7 LET, [A
A b (Bvents)] Z 7 D F D [ AT —# A (Status)] F1121Z, CREATE_IN_PROGRESS &\ 95 7 % X hFH3%
IRENET,

CREATE_COMPLETEIZ., FYBEANFET LI-& X IR RENET,
CREATE_COMPLETERF RINT- b, WUIRMEKICEBE LT, =2—¥ 7T FD IAM v — /L3 EH
B SN2 L 2R LET,

a) MEEOEHIZHD [P—EX (Services)] Vo7 %27 Vv L, IAMU 27 %27 Y v 7 LET,

b) [E—JL (Roles)]Z2 Vv 27 LET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B oaws7oex%—Des—HLy b PoERF—FEALT, EESATVAVI—FTFY FOASTHDY b LY b7 v TT5

Apictenantrole & WO £ FTOT Y R Y BN — LA D FIZERSNET,

RDBERY

Yy N7 v 7 v P — &R L7 Cisco Cloud APIC D% E (31 X—) |[ZHE)L T, Cisco
Cloud APIC Ot > N7 v 7 &HATLET,

AWS7O X F—ID&EL—O LYy TR FZT—FFERALT, EE
ShTWEWA—YH TFFHFUCOAMS 7HO U a2y E Ty TT 3

ATy I

ATy T2

ATvT3
ATy T4

ATvT5
ATv 76
ATvF1
ATv78

AWST 7 A F—IDE>—2 Ly 778 RAF—%2FH L TEHTERN—FD AWS 7
HU v FERETHHEAE., ROFEZHEHALET, 204, BEHIL W RW2—FDT
T RDAWST AU FEFEITHE L, AWSIAM 2 L CEYI AR MERZE 0 4 TE 3,
1R BRI

Cloud APIC = —¥% 5 F o M &HERT B2 D — L EHIRIZRD & B0 T,

AV TT T bea—Y TFUMIALAWS TH U FEEHT S Z LiFTE £
}\/o

=W T FURITEIC1I DD AWS TH Y Y FBLETT,

Z—H 7> h® Amazon Web Services 7 H V> MMZu A LET,

https://signin.aws.amazon.com/

GE) a—VTFo b DAV TTTFUNTHT U MR TLZEITTEEE A,

AWS BH o o Y — T FE T,

https://console.aws.amazon.com/

BEHO—FLDO[HY—EXIV 27270y 7L, IAMY 2% 710 v 7 LET,
ERMORAL T, [A—H 227 Vv 7 L, [[A—YDEM AZ %27 ) v 7 LET,
[A—HDBM] =V RERINET,

[2—HR] 74—V FIZ, userl 72 ED AWS =2—H 7 H U > hDOBEAGDOLHTIZ A LET,
[7OERBAT| 74—V FT, FATSLIZEEZTIERZF I LET,

N DO T H D [FH (New)] KE &7V v LET,

[7 9 2 REFRAIDELRE (Set permissions)] =V 7 T, [BAFD R —D T 2 v F (Attach existing policies)]
THEPEERLUET,

HEAREH S, T4 08 R —FanFRshET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ATvT9

ATv 710

ATvIN

ATvT12

ATv 713
ATy 714

BEO1—¥ T rOAWSFhY Y roty b7y T [

[BIEET Y X (Administrator Access)] DAEIZH DR v 7 A4 A2 L, =T O FERIZH 5 [Next:
Tags] RZ v &7V v 7 LET,

[42 7 M3EM (Add tags)] X— Y DIEREZDOEFIZ LT, X—=VD FEHIZH D [HESR (Review)] R ¥ v %
7V v 7 LET,

R—=T T H D [A— DERL (Create User)] R ¥ %227 U v 7 LET,

BERRRELDHAT, [COI—HFITHERALRN]Z & 2Rn S5 2B LEd,
ZORRT, T A F=MERSNET,

ZOAWSTHI L MDT 7 EAF—ID LY —I Ly b TR XF—OFREAETLTBEET,

c2—HTFTF U RNDT I EAF—IDEV—I Ly TR XT—fFHRE, CSR &7 MEROMK
(109 N—) oY TICa Y —LET,

cosv 7 FANEXT T O— RT L0, ERIE[FIERAX—ID] 74— AL RE[O—H Ly 7ot
AEX—] 74— NS T 7 A NMIEREa—LET,

R—=UTFHICH D [FAL S (Close)]| R ¥ %27 U w7 LET,
VEZETT, 2O My 7 OFEZBEMO2—FTH o2 MIxt L TRV IRLET,

RDBERY

vy "7 v 7 U 4P — K& L7 Cisco Cloud APIC ®FRE (313—) IZBE)L T, Cisco
Cloud APIC Dt~ F7 v P &2KATLET,

HEEDI—H TFUFOMSTHIOIU EDEY Ty T

AWS Organizations & #fkDO 2 —% 7+ FOVHR—F (8X—) OFPIHKEST, VU —
A 4.2(3) LIBETIL, Cloud APIC 4 L CAWS KT 1 7 v hOKRY o —2FBTX 5L 91
0 FE L,

T T PO AWS T H T v FERETHITIE. ZOMREA AT 572 DICRORED VB
\/C:“j‘o
* CloudAPIC X, Y AZ—T A7 MIBATLILENHY ¥, ZDOFFa A2 FTHE
AWS T Cloud APIC #3 A3 2% (21 2—) ([Zit#i & TWa FE% M L T Cloud APIC

Z AWS IZJRBA 5 L &2, 2D AWS #lffkD~ A % —7 717 > MZ Cloud APIC (Cloud
APICA 7 Z TF M ZEALLZ L 2R LET,

c D RF AL FNOBYETIE, ET T FORERE (50 2—) THBHAINTW5FIE
ZfEH LT, Cloud APICGUI /L TTF o MRk Y 7 2E 0 B TE,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



B,
=% =R

ty b7y T —KZ{FERAL = Cisco
Cloud APIC D% E

o A MNEBEEGR O E & ERH 31 X—)

c F U T VI AREFROIE (32 X—)

e WA F, U—=Var, BIOCSR OEDOHIRIZHOWNWT (32 4—)

« 777 KAPICIP 7 L ADFFE (34 R—)

ety T v U4 ¥ — REMH L7z Cisco Cloud APIC OF#E (35 ~<X—)
* Cisco Cloud APIC &> v 7 v 7 U 4 ¥ — ROFZREDMHER (41 *—2)

B4 FEEGDRE & REH

BOE ERBAZBGT AN, AT VIR A N2 T U R A NIERT OHEIE. &%
FUT VI RATRE Lf%ﬁﬂ%ﬁ“éz%rﬁ% W £9, Cloud APICCisco ACI ~/VFH A FCisco
ACIZNTNDOFEREOREIL, BHLEREICE-TRAEVET, AT VLIRYA 2T T T
KA MR T 285613, AWS T Cloud APIC (Z & - CJEBH & 1172 Cisco Cloud Services Router
1000V (28t T D 72012, A7 L AD Ipsec #&hiT A A% E L CRT2MLEL H Y
F9, FEMIZOWTIL,  [Components of Extending Cisco ACI Fabric to the Public Cloud (4 ~3—
V) | AL TLIEEN,

KIZ, TNHEOAVKR—=FR 2 FOREELRBOTm RS H FRa A R LET,

s K¥ = A7 —3 3 : [Cisco Application Policy Infrastructure Controller (APIC) ] & R
¥ = A~ ( [Operating Cisco Application Centric Infrastructure)] 33 & T [Cisco APIC Basic
Configuration Guide, Release4.0 (1) | 72 &) TAFTZE£9, Cisco
ACThttps://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.htmlhttps://www.cisco.com/c/en/us/td/docs/switches/datacenter/
aci/apic/sw/1-x/Operating_ ACI/guide/b_Cisco_Operating_ ACLhtmlhttps://www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/basic-configuration/
Cisco-APIC-Basic-Configuration-Guide-401.html

+ : [Cisco ACI Multi-Site Orchestrator Installation and Upgrade Guide, Release2.0 (1) [ 72 &
DCisco ACI Multi-Site D~ = =2 7 /LA S L T 7Z2E W, Cisco ACL v /LFH A |

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B Ao sxaemmons

https://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/tsd-products-support-series-home. htmI#ACI_
Multi-Sitehttps://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/aci_multi-site/sw/2x/
installation/Cisco-ACI-Multi-Site-Installation-Upgrade-Guide-201.html

« Cisco Cloud Services Router 1000v: Cisco CSR 1000v D~ =27 /L CAFTE ET,
» Cisco Catalyst 8000v Edge ¥ 7 7 = 7 : Cisco Catalyst 8000v Edge Y 7 h DV =7 OD~v==27

JVTAFTEET, https://www.cisco.com/c/en/us/support/routers/catalyst-8000v-edge-software/
series.html

T REEFEBRDINE
A\

(GE)  CiscoCloud APIC @7 T v R A MNEEHROALERET HHEIL. Z0®7 v a Vv OFHREIL
ETANETIHY T A,

WD A &AL T, CiscoCloud APIC v b7 v 74572012156 DFINEEE T
AT VI ADOREHREIEL, EERLET,

WEGA VT I RIER ANT BIE

AT LI AD IPsec TN, ADNRT Y w7
IPT KL A

IPsec #&¥iT /XA AD35 CSR~D OSPF = V) 7

F 7L IAAPICIP T RLA

Cisco Cloud APIC ® IP 7 KL &

A b J=232 BEUCSROBDFRIZDONNT

TORF2APITIE, VA4 b, V—=Var, BEOCSROSEIERRELZWRETDH L IR
OOHNET, RIS, FNENORELZRET HBRICEETRIFIREERDOY A M ERLET,

A

ERATCEX 2% A4 FOAFEIL. BRETDHIEEDH A FITL->THRARY £9, Cloud APIC

« AT ADACIY A FEERE (AWSE 721XAzure) : ACI Multi-Site~ /L5727 Z 7 R
ANE, 12F72F2250 7 70 R¥A b (AWSE7=iFAzure) &R KIDOEIF2>DA T
LI AV A FOEEOMAGDOEETR— N LET, GFH420% A MBHV £7, #k
F7Fva kD EBY TT,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/aci_multi-site/sw/2x/installation/Cisco-ACI-Multi-Site-Installation-Upgrade-Guide-201.html
https://www.cisco.com/c/en/us/support/routers/cloud-services-router-1000v-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/routers/catalyst-8000v-edge-software/series.html
https://www.cisco.com/c/en/us/support/routers/catalyst-8000v-edge-software/series.html

| €Y +7v 7 44— K%&ER L1 Cisco Cloud APIC D&
F4 bk, Y—va>, sLUcSRogoRRoVT [

* Hybrid-Cloud : &> 7L I ZANBH—D 27 T 0 R A ~~DHi

« Hybrid Multi-Cloud : 4> 7L I ANSHEED 7 T 7 KA b ~D
cRILFISIOKR U5 KA FEESR (AWS £f-1E Azure) : ACIv/LFH A K =L
F7 70 FERIZROMAEbEETR—FLET,

*EVPN EBBE—FD 22507 77 K ¥4~ (AWS & Azure D)

« U U —2R25002) LA¥E, BGPIPv4 EBRIE— RD 32507 77 K (AWS, Azure, 3k

X GCP)
GCP 75 GCP ~Ii%., BGPIPv4 £7/-1ZBGPEVPN OWTFNTH £ R— FEN TV EH
}\/o

e HSHEREIT7—R bk BE—HSYHYRHEFE . ACIALFH A h~vF U5 REA T, H—
DYV F7 7 YA~ (AWS F721X Azure) 2V AR— K LFET,

Hhig
Cisco Cloud APIC U U —2 25.0(1) THHR—rEZNd U — a UHIRITKRD B0 TT,

cAWS BI WP Azure 7 97 RT4oD ) —V g VEAEHTEET, 4500 — 9 037
T, V—7u— ROREHRLNTERICMEATEET,

e T RTHYV =V a3 %GCPY/ I U RCTEHTEET, 400 —V a2 U—ra—KD
FEBR & AN BRI T & £,
Cisco Cloud APIC U UV — 2 25.02) AR Tlx, AR — b2V —a VHlIRIIKRO LB T
j—o

CAWS B L WAzure 7 77 RTI6 DY —V g VEAEHTEET, 160 —3 D5,
450 =V a Ly OHPINREAEATRETT, 160Y —Ya T RTETV—/r— DT
a2AIZfEHTEET,

e T RTHOY =Yg %GCP 77U RCHEHTCEEYd, V—2uo—FORERRIZIZ1I6DY —
VarEEHTEETN, MERIEHTE 20X 45D =V g L OHRTT,

CSR
—HDY =T a VNITIE—ERDCSREEZD L Z LN TEETH, ROHIRAH Y £7,

« VNET[H (Azure) . VPCHH] (AWS) . E7/IXVRFE@EEZIT O ITiE, D7 Eb1oD ) —
Ua VIZCSREEHTHOMENH Y 7,

s TRTOHIKICCSREBLE T HMEIIH Y THA,
« B A AN T DT OICCSRB B EN TS Y —V g VOBE -
¢ CSRIZ, 40DBFHNRY —2 3 VI _RTIWIEATE £,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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BB —V g L T LICERKAODD CSRBYR—MEN, 79T R A T LT
ABFF16 D CSR ™Y R—FEnET,

\}

B EHSR)—Ya 52 ODCSROEIL, AWS &
Azure THERV F9, AWS TlxV —Va T L
420D CSRBYAR—hESh (VT RKHA R TE
WZARE16 D CSR) | U U —R512) LIEOLAIE
Azure T8 DD CSR ¥ KR—hr&hxd, (/7
v R YA BT AEF32DCSR)

* Cloud APIC (2 X% GCP T® CSR BFIZEZHR— SN TWEHEA,

2572 FAPICIP 7 L ADYFRE

WOFINETIZ, AWSH A R HDIPT KL AZ BV 5 HIEICOWTHA L F9, Cloud APIC

ATFYTI1 A7 FF L FDOAWS TH 7y MIBEIL£9. Cloud APIC
ATy T2 HEOEHIIHD [—E R (Services)] V> 27 %227 Vw7 L, [ECQQV 2 %2277 LET,

[EC2 &y ¥ 2 7R— K (EC2 Dashboard)] i 23 #R S v £ 9,

AT T3 [EC2 4 v+ =R— R (EC2Dashboard)] i @ [!) ¥ — R (Resources)] fEIkIZ X, EITH DA AKX 2D
ERTT XA RNBERINET (28 21E, [1 DDEITA A 4Z X (LRunning Instances)]), Z DFEITH
DAVARZLADY %7 ) w7 LET,

[4 > A B R (Instances)] B A< S ET,

AT T4 [Capic-1] EWHILRIDA VAL L AEEIR L, P47 ) v 7 IPHNCE RSN TWVLIPT KL A& b —
L $¥9, Cloud APIC
ZHUE, Cloud APIC IZ2a 7' A U F 57D 5 IP 7 KL AT, Cloud APIC

(G¥)  F£7=. CloudFormation ~X— |2 Y, Cisco Cloud APIC DFEICH DRy 7 A% 7 U w7 LT [HA
(Outputs) 1# 7% 27 Vw7952 LThH, IPT FLAZFIGTE £9, Cloud APIC[fE (Value) ]
FIJ\Z Cisco Cloud APIC D IP 7 KL ANRF /RSN E T,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



| £ b7 97 44— FEHEA L1 Cisco Cloud APIC DEEE
Y Ty T %4 F— KEEMA LT Cisco Cloud APIC D% ]

vy b7y T 44— K%E{FERLT- Cisco Cloud APIC @

—
ax e
CloudAPIC DV T U RA VT TANT I F ¥R ELLY VT v 7 THIE, ZTOREY IO
FIEIZEVET, Cloud APIC IE., MEE/R AWS 212 T 7 | & B CSR A BB R
Li‘a—o

IR B I

ZDX AT DRHESMFIFRO B0 T,
eI DBV a L rDHAYIZHEIHNC, CiscoACL 7 7 7V w7 %237V v 7577 Rk
ETH-D0BM (15 23—) IRENTWDHEEEZHZ L TWET,

« Cisco Cloud APIC ® 7 5 7 FIEET >~ 7 L— MEROFE (21 ~2—) IZ@#HEInTn
HFIEEEFICZTLE L,

ATFvF1 AWSHA FTIPT7 RLRAZEELE4, Cloud APIC
FIEIZHOWTIE, 757 RAPICIP 7 RLZADEE (34 2—) BB L T EV,

ATFwT2 T3V T4 FUERE, X a7 A=V 3 O HTTP (https://) ZHA LT, URL 7 1 —/L RiZ
IP7 RLAZAGYATF. Return 2 L TZ D Cloud APIC 127 7 A LET,

7= & %1%, https://192.168.0.0 L AHLET,
[VARY %#EE L TAEBHELZZITANS (Ignore Risk and Accept Certificate) ] £\ 9 X v —VRER
SINTHEEIT, GEHEEZZ T AN TERITLET,
ATYF3  Cloud APIC D1 7 A ¥ R—=IICROIFEHRE AT LET,
e A—HLZ . ZDO7 4—/L KiZadmin & ASHLET,

¢ [/NATU— R (Password) ]: FINED [FEMDFEE (Specify Details) | ~— Y THE L2/ XAV — %
AHLET, 2T v 712 (23 2—) AWS T Cloud APIC ZEH AT 2 (21 =—)

s ALY [FAAL > (Domain) 17 4 —/V RRERINTHEAIX. 774/ D[ RAA > (Domain) |
TRV EZOEFICLET,

ATv T4 R=UOFWHH[ATA %27 )y LET,
GE) nJg A LEIELEEXIT, RESTZ Y RARA U bO2—YHIET — X X M T 03 fIH ST
WRWREDxTT— Ay —URERINTEHEE. 20777Vl )—ROT7 7TV v
AUN—=V T AT —H AR L, B> TOLEDZICHRITLTLEEY, £, =1
TA LT HEDIIN—=VEEHTH2LERHY £9,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

ATv710

[Z7 77 RAPIC ~& 9 Z% (WelcometoCloud APIC) &y b7 v 7 U 4 — RORXR—IUNERRINE
B
[ty b7y TDE (BeginSetUp) 127V v/ LET,
[EAEZTE (Let's Configure the Basics) ] X— Y NF/R S, IROMERAHE SN ET,
« DNS #r—/\—
)= a3 UEHE

IV Sl N R S

[DNS Servers] 17 C. [Edit Configuration] %7 U v 7 LE£7,
[DNS & NTP H—/\ (DNS and NTP Servers) ] X—YNFREINET,

[DNS & NTP #—/% (DNS and NTP Servers) | ~<—C, #B5(TJ4 LT DNS % — 3 & NTP H— %58

e DNS — [T 7 4V F TT TIZHRTEINTWET, ¥ED DNS — %24 55451%, DNS
P—EBEMLET,

o NTP V— NI T 7 40 F TITHRE SN2, NTP b —REZRETHZ L 2HLEL 3, NTP
P REHE L, DNS B —_ERELARWESIT. 7d 3632—) [ZH#ERE T,

a) FFED DNS V— & 5854515, [DNSH—/3 (DNS Servers) ] 4818 C [+ DNS FR/N1 4 DB
fn (+ Add DNS Provider) 1 %27 U v 27 L%,

b) DNSH—"DIPT KL A% AL, LEIZG U THEHLDNS 7' 231 #— (Preferred DNS Provider) ]
DRI H DRy 7 At LET,

c) DNSY—ROBRICHLTF =y I/ ~—2 %27 U7 L, BT 5iBINODNS H— N2 OW TR D K L
7

d) [NTPH—s\ (NTPServers) ]fHI& T, [+ 7O/ #D3BI0 (+ Add Provider) 1% 27V v 7 L7,

e) NTPV— DIPT KL A& AL, HBEIG U TCHEENTPY v /31 #— (Preferred NTP Provider) ]9
WICHDRYy 7 A% A LET,

f) NTP Y — ORI HDLT =/ ~—2 %7V >y 7 L, BT 25 NTP H—"Zf@0ikL £7,

DNS #—/3& NTP $— DB ET L7z b, [#&#F L THAT (Save and Continue) 142 U v 27 L E
j—o

[Let's Configure the Basics] ~<— VB HOR RS NET,

[V—2 3> E#E (Region Management) 117 C. [BtR (Begin) 1227V v 27 LET,
[HhiEE (Region Management) | X— YN FERENE T,

AWS Transit Gateway ZfE 132728 9 & ikiE LE T,

TransitGateway Z i L C, V—Ya VAHRBLOTGW ET U 7 BRHR—FERTWnDH U — 3 O
Pl VPN b RV Z R L2 nWE DI LET, FEICO VW TIE, R¥a A b TAWSE TPy b
T=h 72 AETTMS T Yy =y =A ax7 MM Lz VPC B OREIE O] 2%
LT EEN,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/cloud-apic/5-x/use-case/increasing-bandwidth-using-aws-transit-gateway-or-aws-transit-gateway-connect.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/cloud-apic/5-x/use-case/increasing-bandwidth-using-aws-transit-gateway-or-aws-transit-gateway-connect.html

| £ b7 97 44— FEHEA L1 Cisco Cloud APIC DEEE

ATy TN

ATvT12

ATy 713

ATy 714

ATvT15

Y Ty T %4 F— KEEMA LT Cisco Cloud APIC D% ]

AWS Transit Gateway % {1 192 55412, [Transit Gateway DfER (Use Transit Gateway) | fHI T, [H
%0 (Enable) DRI H LT = IRy I A% ) v/ LET,

[B¥EY5!)—2 3> (RegionstoManage) ]fEIK T, Cloud APIC AA—2A U —2 3 USRS LTS Z
AR LET,
AT w72 (22—=Y) TERLEV—VarBDAR—L V=g ThY, ZOX—TTT TITER
SNTWDHLRENRHY £9, AWS T Cloud APIC Z#HEAT 5 (21 ~—) ZiuX, Cloud APIC 73 &
SNTVAHIHIR (k- TEHEHINAHIEK) THDY ., [Hik (Region) JFINZT F A N cAPICHER I 4L
%9, Cloud APIC

CloudAPIC TIBIID U — g VAFH L, AL > TiE, ooV — 3 > TVPCHi#E(E & Hybrid-Cloud,
Hybrid Multi-Cloud., % 72 1% Multi-Cloud #£ft & £f-> K 912 CSR Z BT 2561X, BMOY —a %
BN E9,

CSRIZ., BESNTWAR—2L) =Y arvz2adir4 o0 ) —Va A2 EH TXE9, Cloud APIC

. BHO 7SO R —Va B BE—OF A FE L TEETEXEY, Cloud APIC—M 2R ETl. W
A MIAPICY T A TEHTE LT XRTOLDERLET, CiscoACIZ T AXAN2ODY —V 3 V&4
288, 2hbD2o0) —Va I~ A & RAES £, Cloud APICCisco ACI

777 R N—F%Z D) —alue—RVZERT 2121E, 20 Y —3 2 O [Cloud Routers] F = v
I Ry I A A AT LET,

VPC I E 72X VNETHBEZITH I3, < b 120U —Va VICCSRVEFRHENTWAMLEND
DES, 2720, ZOR=UTEEDY) —Va VEERLEGAE, BIRLETXTOY — 3 |ZCSR
ERTETHLIENIH Y T, FFIZHOVTIE, A b, V=Y a0, BEOCSR DEDOH|IBRIZHOWN
T (2—=Y) | 2L TLLTEEN,

WER ) —Va v Ea T _RCGERLEL, XR—=VOTEHIIHDH[Next]z 27V v 7 LET,

[General Connectivity]— Y N F /RSN E T,

[General Connectivity]~— CIRDIEFHRAE AT L £,

e A7 w710 (36 ~X—7) T AWS Transit Gateway Connect EEZ AN L7IzHE., 2O v 1> Ky
T[T %> FU—7 (HubNetwork) | 7 4 —/V F&EEACTE £+, [l15a 37-L—) | TR
£,

e 27 w710 (36 X—) T AWS Transit Gateway Connect HEZ A 2Z0IC L TV R WA, 15
(38 =) IZAF v L TLIEENN,
a) [/N7 v b7—% (HubNetwork) 1#8I& T, [/\T &v k77— DM (Add Hub Network) ]
Vv 7 LET,
[/NT vy b7—2 ®EM (Add Hub Network) 17 ¢ > RUBRERINET,

b) [®&A] (Name) 1 7 4 —/L RigNT v NU—7 D4R AT LET,

c)  [BGP Autonomous System Number] 7 4 —/L RiZ, AWS TEr %2 AJJ L TEZEZIRBINT D0, £
T3y NU—7 Dfi% 64512 — 65534 OFIPFATAN L, 74—V ROMICHLTF 2wy ~—T %
7V w7 LET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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d)

2

h)

ME O BGP HIEEB S 2R ET DL, H/T Xy PU—71T 64512 — 65534 DfE# AL £,

AWS v Py M A= NI 2 AA DA VAR AT IR ARZRERHHATAZ L 2BED LE
j—o

[CIDR] %8/, [AJdCIDR] %2 V v 7 L&,

it AWS S5 oYy R A= MY oA 85 CIDR 72w 7 T, oYy M A= 7= A {AD
Bt 7 IP 7 R A2 (GREAMBET IP 7 RLR) L LTHEHAISNET,

1. [Region] 7 ¢ —/L RC, b7l 4 IR L £ 7,

2. [CIDR Block Range] 7 .t —/L NIz, Bk — h 7 = A lOHFEET IP 7 LA & LT &
N5 CIDR 7y 7 % AJJLET,

3. ZOCIDR7 Ry ZDINLDEEZZTANDIZIE, Fxv/ ~—2%7 Y v LET,

4. AWS b7 Vv b F— b = A FHHRREZHENT 5 TN TOEHEMGRY —2 2 LSx LT,
INOOEHEHRY —Va Y OLNERIMEMT % CIDR 71 v 7 ZiBMM L £7,

CSROV TRy N 7=V EBMTHITE, VT RKIL—2DH TRy b T—)LEEMT S (Add
Subnet Pool for Cloud Router) ] %27 Vv 27 L, 7F%A L Ry 7 ACH TRy hEATTLET,

BAID2ODY) — g VORHIOY TRy 8 F— BN HEICANENET, 328 DT — 3

VEER LSS, BHO2o0) =g DY A RMIZTY R A—ZOY TRy N EBINT

LZMENRHYET, OV TRy N T—=ANEDOT RLAL, &HID2ODY — 3 D%y

Z 7 RAPIC TEHTAMENHLBNMDOY —Yarp ) —Y g UREERICER S ET, 2

AT 4 DFNIRIpvd T Ry NTHLIMERH Y 7,

G¥) 7 T7 FAPIC DA END 24T 2y ME, HKRK2OD7 F 7 K ¥4 MM+t
DTCT, 3DOUEDT T KA NEEHRTHIMLERDLLEIE. b7 xRy h&iB
M+ 20ERHY £,

[IPSec k> RILH Ty b F—JL (IPSec Tunnel SubnetPool) 383 T, [IPSec k> RILH TRy
b Y—ILMDEM (Add IPSec Tunnel Subnet Pools) 1% 27 U v 7 L%,

[IPSec ko)L BT b Y—)LDEH (Add IPSec Tunnel Subnet Pools) ] 7 1 > R U RE RS
nEJ,

MBS UTC, IPSec b RWHERAT 297 2y N =B AT LET,

DOV T Xy NI, VT RN—=HEET T UF AT 4 AEIIANT Ry hTU—F Eor—
Z— L ORI IPSec b FNVEAERT D7D EINE T, 2OV 73y MM, SEsEERDO =
O, IPsec N RN AL H—T 2 A AET T T RI—FDN—T "y 7 |IZHULTDH LRI
i‘j‘o

ZOxY T DIPSec b FWIERHTHH 7 Xy FEILITEBNMTEET, 37Xy FBRED R
FATHERAIN T EWESIZ. oV 7oy M) 2HBRcxET,

WYY 7T Xy N F=NEB AN LD, Fxys~—20%27 ) w7 LET,

[CSR] il TIi%, [CSR M BGP B# Y X T L&ES (BGP Autonomous System Number for CSRs) ]
74—V RIEEZ AT LET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ty k7 v T Y4 P— KEGEA LT Cisco Cloud APIC 03 E I}

BGP ASN O#i[H I 1 — 65534 T,
GE) DT 4=V RTIE, BEVATLAESELT64512 i L7an T 7280y,

i) [Assign Public IP to CSR Interface] 7 + —/ KT, CSRA v H—T = A ATV w7 IPT KL X
FLFTTAR=FIPT RLRAZEID B TLHNE D NERELET,

e RXT Vv IZIPT RLA%CSRA VX —7 = A AZEND Y THIZIL, [B% (Enabled) 5 = v
U Ry A%FLOERICLETS., F7 44 F T :@[ﬁm]%;w Ry 7 ZEAF AT
o TWET,

e RXT YV ZIPT RLAZCSRA VA —T oA AZEID G THIZE, (AN T=v7 Ry s A
A CDEFRIILET, TOHE. BERICITITIAX— MNP T FLABMMEHNINET,

GE) N7V w7 IPT FLAOEIMEEITAMEITTE 2 BIETHY . F T 70 v 748
KON & 72 D FREENRH Y £,

UU—A52(1)IETIE, CSRIZEID Y THNIANTY I IPT RLAETTZAX—KIPT R
ADitiJH3, [Cloud Resources] fEIBIZ /L —Z DM OFEM & & IR RESNES, N7 U v 7 PR
CSRIZEIV B THNTOARWEARIE, 774 _X— MNP EIRERINET,

) [V—2ar Tl EmIL—%%0 (Numberof RoutersPer Region) 17 4 —/LV K C, &V —Y 3 CEH
95 CiscoZ 77 KH—E R /L—%F (CSR) OFZETINL F79,

V=g T DCSREDHIBRDFEMICOWTIL, 22 LTS, A b, V—=Yar, B
L TVCSR OEDFHIFRIZHONT (32 _2—3)

k)  [Username]iZ. Cisco Cloud Services Router® —%4 % AJj L E7,
1) [Password] (Z. Cisco Cloud Services Router /XA U — K& A LE T,
m)  [Throughput of the routers]” -+ —/L K C, Cisco Cloud Services Router® A /L —7" v &R L £,

DT 4— IV ROEELEET L L RBREENDCSRA VAL ADY A ANERINET, A)L—
Ty FOEEELSTHE, BAINDIVMOY A AN KEL 2D £,

GE) (RO RTIOEELEETH8A1E, CSREHIBRL TML, ZOEOTrERA%
HE®REVIKL, FL [L—2DOR)IL—Tv b (Throughput of the routers) ] 7 —/L K C
FLUWEZEIRT 20BN H Y £,

F2. CSROTA B RATZOFREICHK ST ET, #IT 2IT1E. Smart7 I 7> MIREZEL EO

AV ANRKETTE, FEHIcONWTIL, TAWS 7Y v 7 757 Rodfk (16 2—) | %

ZRLTLEEN,

G¥) 7T RL—FF, V—HFDANVN—TFy "ERIIa T A T LT VEER T SHHI
2, T_RTOV =V g UL ERERTLILENDH Y 7,

n) WMEIZSUT, [TCPMSS] 7 4 —/b NIZHEREHREZATILET,

U Y —25002l) LTI, TCPixRKEZ AL hHA X (MSS) #FRET H72HIZ TCP MSS 4~
yay%ﬁ%T%iﬁo:@ﬁm\&?WP«@WWh/zwkﬁ/7v\x#4%itﬁm@
779 RHA h~DH N 2NV EET, TXTOI T T RA—F 2 —T x4 AZHH S

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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9., 77U R~DVPN F I RIVDEE. 777 R7a3f X —OMSSENZ DT 4 —/)L RIZAS
L7ZEL D H/NEWEGEER, B EFOERERSINET, TNLSAOEEIT, 207 4 —/L RIZA
NUTERERA S ET,

MSSHEIZTCP 7 7 4 v ZICORFEEEL | ping T 7 4 » 7R EDMD I AT D NT 7 4 v 71Z1%
MELEEA,

o)  [License Token]~7 1 —/L R{Z, Cisco Cloud Services Router® 7 A £ A h—27 & AT LET,
b (V= szxv—hy7bﬁ:??%tyyyﬁ7ﬁﬁy%W%@@%4Vx$yx§%h—

JUTT, TOTABVVAN—F U ERSTHIC IZ#E) L. [SmartSoftware Licensing Inventory
Virtual Account||ZFE8) L T, 8fLA A& R ”ﬁ l\ 7 % O£, http://software.cisco.com >
>

F TIAX=FIPTRFLAEZHEHLTCSRDA~Y— bk T4 BV RAERET D56, N7
Uy Z IPT RLAMN CSRIZK L THEZ > TV DHGE, YAR—FshoME—oF47
T =3 X, AWS Direct Connect ¥ 72 1% Azure Express Route to Cisco Smart Software Manager

(CSSM) T (Administrative Smart Licensing (Z @) L CEAH ATAE) ) . 150 (39 ~X—

V) Z DA, AWS Direct Connect F 7213 Azure Express Route % /1 L C CSSM ~D 2|3 7]
REMEZ T D2 MERHV £3, TV v 7 IPT RUARERIR>TWDEE, 77
AN=RIPT RLABRHSNTNDIZD, ATV v 7 ¥ —Fy MIMEATE £
Ao LT2M o T, BiIZIZ AWS Direct Connect F 7213 Azure Express Route TH 5 77 A
N— MERZERTOLENDH Y £,

AT w16 [f#1F L ThifT (Saveand Continue) ] %7 YV v 7 LE7,
[Let's Configure the Basics] ~\— U N HER RSN E T,

ATV TN [RAR— bk A4V UT11TT, B2 7 ) v o LET,
[ARR—F A2 UT N—=UREREINET,

RTYT18 [RAYX—bF A VT]N—VICHERERE A LET,

Cisco Smart Licensing |Z, DO A afGTY 7 =7 T4V AEERTIHIMET A B AEH
VAT ATT, BFEVOD Cloud APIC % Cisco Smart Licensing (28 Ek T 5121F, LFTO X2 LET,

BEMNA L H =Ry NIT 7 BATEHZ L, £ldxy NV —7 EIZA v A h—/L & {172 Smart
Software Manager 7 7 A NMIT7T 7 EBATEZ 5 L AMRB LTI,

e Av—h T hHUNZa A LET,

* Smart Software Manager: https://software.cisco.com/

* Smart Software Manager %7 Z 1 I : https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager-satellite.html

IR VARV ATHATATA LU ARG ENTWAEMBAT Iy MIBE L E9,

cHUEL A AR AR N —7 Y (ZHIZK YV ZA~— T TH Uy FEFER) ZERL, FOF—2
VEaE—3 50, FEEBRFELET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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| £ b7 97 44— FEHEA L1 Cisco Cloud APIC DEEE
Cisco Cloud APIC £ v +7 v 7 0 ¢ #— FogEowR [

A<w—hK VT T=T T4V TOFERICOWTIL, https://www.cisco.com/go/smartlicensing & 2 i
LTL7EENY,

ATYT19 ZOX—VICHERTA B AEREAD LEEAIE, 2=V O TFHICH 5 [BEk (Register) (27 U v
7 LET, iHMlit— R TRATT %A%, [FHMEE— FTHAT (Continuein Evaluation Mode) 1% 727 U v
7 LET,

RATw 720 [Summary] X— Y THEHREZMER L, [Close] 2 Vv 7 LET,
ZDOKFRT, Cloud APIC OWNEI AR > MU — 7 B O EITE T T,

Cloud APIC Z ¥ CBBAT AHA1E. 207 v ANEFEIZE 715 FE TITR Y ORM (30 457 E)
MPINDHZENRHD ET,

RDERY
Cisco Cloud APIC %A + & & HIZIEBIMDOY A FE2EBETINE S A RELET,

* Cisco Cloud APIC ¥4 k& & HiZiBMYFA v (AT VIAY A NERIZZTTRHA
K Z~o B 7L TWBEA., Cisco ACI ¥ /LF A k%I L7z Cisco Cloud APIC D&
o433 R—=) IIBEILET,

¢ Cisco Cloud APIC H1 k& L BTV A FEFEEHL TWRWNWI T R 77— NREZ
RETHHEIT. BIMDOREIC CiscoACI /L FH A N F—4 A FL—F A5 %8
XH FHA, 2L, ZDOHA. Cisco Cloud APIC GUI CiBIMDFRTE % F73 5 HLFHN
» Y F£9, Cisco Cloud APIC GUID[Global Create]4 7> a » &AL T, kDO KR—F
VRERELET,

« 7 b
T —aryTadyr A

* EPG

ZEMIC OV TIX,  [Cisco Cloud APIC GUI O#fE (67 ~X—<) ] & [Cisco Cloud APIC =
VIR—FR 2 FORRE (68—) | FEBL TN,

- O > A\ — _—
CiscoCloudAPIC v 7 v T D4 H— FDERTEDIESR
IOy ZOFMEEFEH LT, Cloud APIC £y R 7 v 7 7 ¢ H— NI A LR EHB RN

ELKHEHINTWD Z & 2R LET,

Cisco Cloud APIC C, IRORTE L MR LET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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£y b7y T 94 F— KEHFHR L7 Cisco Cloud APIC D E |
B ciscocloudaPiC £ F7 Y T v - ROBEORER

* [Cloud Resources] T, [Regions]Z 7 U v 27 L, BRL72 U — 3 > H3[Admin State] FNZE RS & LT
FRINTWVWAHZ EEERLET,

* [Infrastructure] C[Inter-Region Connectivity] & 7 UV v 7 L., T OEE DR IE LN & ZHER L £,

s[4 7TANT 27 Fx (Infrastructure) | T, [ 7L I A (On Premises Connectivity) %27 U v
7 L, ZOBEEOEHRNDIELWN & ZERLET,

o [# v 2R — K Dashboard)| 7 Vw7 L, T VIREHRAT—F AB LN —V a R A
T—H ARy I ADEREEH LTy b T v 7 U4 F— & U RAREVNEEY) TH D Z & 2R
LET,

RDBERY

WRTFIEEZEA LT, vV F A bREEZE T LET, Cisco ACI vV FH A hEN LT
Cisco Cloud APIC O/EFE (43 ~—73)

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



b -

CiscoACI ¥ )LFH A k%4 L 1=CiscoCloud
APIC D EIH

W

« Cisco Cloud APIC & Cisco ACI /L FHA MMIDOWNWT (43 ~2—2)
* Cisco ACI ¥ /L F A k~® Cisco Cloud APIC 1 kDB (44 =—2)
YA MEA LT TARNT I F ¥ DixiE (45 —)

« Cisco Cloud APIC & ISN 7 /34 R OEHRE DA (46 ~—2)
BT T FORE (50 X—)

o« 2% —<DIER (52 —)

T TV r—vary FaT AL EPG OFE (53 —)

* Creating and Associating a Bridge Domain with a VRF, on page 53
AV NTT DT 4 ZDOVERR (54 =)

* Creating a Contract, on page 54

s A FEAF—<ITBITS (55 5—)

« AWS TOA LV AH L ADEE (56 2—)

s U RARA U BLIZHZDEM (58 X—)

» Cisco ACI Multi-Site 5% & DFGE (63 ~X—3)

Cisco Cloud APIC & Cisco ACI W /)LFH A4 FIZDULNT

Yy b7 v 7Y 4 P — K% L T CiscoCloud APIC Zi%E T 5 & 12 [H4 RS (Inter-Site
Connectivity)] 47> a > % [1) — ¥ 3 VB (Region Management)] ~=— ¥ Ti&R L 7235413
Cisco ACI v /LT H A hEHEA LT, AT LIAYA T T T RHYA e EORIOHA b
é"\ Cisco Cloud APIC ¥4 ~ & & HIZEH L EJ, Cisco Cloud APIC Dkt w v T v 70 ¢ —
. [Z5% K IJL—4 (Cloud Routesr)] F T a TR [)—2 3 UEE (Region
Management)] NR— U TN L7256 13, Cisco ACI = /LT VoA NMIVEDHY FHA,

Cisco Cloud APIC D& B HIZHEA I NS, WS ODDOEFH LWW—UNACIw AV TF A N F—
TARML—=FITEAINLTVWET, TOED MY 7 TiE, ZHHDH L Cisco Cloud APIC
BRAR—VIZoVW T L4, Zh 5D Cisco Cloud APIC B HI A — 2B E w2 A1
% & CiscoCloud APIC 1. FEEMIZ. CiscoACI v/ TFH A M2 L TEITAROY A T
D FET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



Cisco ACl % JLF# 4 k%% L 1= Cisco Cloud APIC D& |

. Cisco ACl ¥ JLFH 4 L~® Cisco Cloud APIC 4 ~ DB

CiscoCloud APIC %A R & L HICA VT LI A YA FEFHL WD HEAIE, R EL T
T, RO DOFIEXBBET ATy LI A YA FERTELTBL I XML E
T, TNHDOFNEIZDOWTIE, D URL IZ& 5 CISCO ACI Multi Ste Orchestrator Installation

And Upgrade Guide # ZH& L T< 72 &\, https://www.cisco.com/c/en/us/support/
cloud-systems-management/application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html

Cisco ACl T JLFH A ~~D Cisco Cloud APIC Y1 ~DiE

il

ATy
ATy T2
ATvT3
ATvTa

ATy TH

FEu A L TORWERIL, ACIvAVTF YA A —F A L —X izl A4 LET,

AV A=a—T[HYA4 N Z227) 7 LET,

[ b UR K] =TT, [H4 FDEM (ADDSITES)| 227 U v 7 LET,

[EFERE] X— T C. ROBIEEZFEITLET,

a) [®AT(NAME)] 7 4 —/V RIZ, ¥ A4 RaEAILET,
72 & 21E. cloudsite1 T,

b)  (EE) [FANIL(LABELS)] 7 4 —/LV R T, F_NVERIRT H0MER L 7,

¢) [APIC CONTROLLER URL] 7 4 —/L KiZ, Cloud APIC ® URL Z A/ L%3, Ziik., Amazon Web
Services IZL > CEIV Y THENAERT Y 7 IPT RLATY, UL, By "7 v 7o 4P — RE&ff
F L TCloud APIC# &ECisco Cloud APICY % FINADBHARKRFZIC w 7 A T 572D H L7z D & R X
7Yy 7 IPT RLATT,

72L& 21X, https://192.0.2.1C7,
d) [1—44 (USERNAME)] 7 4 —/L RiZa—F A2 AN LET,
72& 21X, admin& UET, admin ERI CHERRZFFDEEDOT AU v MIBETDHZ L TEFET,

e) [/XRT—F (PASSWORD)] 7 4 —/V RiZ, /"AU—FK&Z A LET,
f) ZO7 44—V KBPHBINICATI STV WAL, [APICSITEID] 7 ¢ —/L RiZ, —E®DOH A M ID
EATILET,

P4 b IDIZ. Cloud APIC ¥ FDEAHFTHHLERNH Y £, &AL 1~ 127 T,
g) [BRTESAVE)] 227V v s LEd,
Cloud APIC %4 FRIEELLBMESNT-Z L 2R LET,

OV A FEEHLTCWDHAIE, ACI~LF VA A —7 A L —% O [P A b (Sites)] HiE (2T T
DY A FNeRTRTHLEIHY ET, ACIVTFHA A —F AL —F L, A IR F T VIATH
% 7>, Cloud APIC 4 hTh L& HEIRNIIHRH L ET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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H4 rc> 752 k5o Fv0EE |

RDERY
A AT TARNTIF vy ORE 45 =) | 1[TERFET,

YA FEAVISTRAMSOFYDETE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

[¥4 bk (Sites)] E=—"T, [41 27T DHEE (CONFIGURE INFRA)1 %7 UV v 7 LET,

[Z7 7w YA > 75 (Fabric Connectivity Infra)] *— YR FE RSN E T,

FERDORA D [HA FSITES O FT, 77U RYA hzr )y 7 LET,

779 RHA MESEOIEE A LTS TORRITABIICAT S, KORT » 7 THBT 5 [BGP/S 2T —

K (BGP Password)] 7 4 —/V K& fr&, BETEEHA,

FoTVIAYAMETTT R A MATRAT = RERETLNEIDERELET,
cFVTVIAFADET TR HA FOMTHNAY = RERELRVEAIE, AT v 74 (45—
V) AR E T,
cF T ULIAYA NI TFTT R YA MEITRRAT— RERETHITIE. RO LT LET,

a) HAMRDORA T, [BGP/NRT— K (BGPpassword)] 7 4 —/V K& 27 U w7 LT, RAU—FR& AL
£7,
b) [CloudSite] 7 « > RV D4 EMBICH 5 [HHT (Refresh)] 7 A 2> %227 U v 7 LET,

T_RTCOI T K a7 ¢1x, Cloud APIC/) 6 HEIFIZEER SN E T, ¥+ MR EFRCEFSIEI &
ERTAvE—UNREREN, TRTOZ T K787 ¢ 28 Cloud APIC 26 IEHICEEA SN2 &
MR L ET,

779 R YA NTwATVA MEREAEDNTT HIZIL, [AClI RILFHA k (ACI Multi-Site)]R % > & 7
Vw7 LET,
YA NEA T TANT VT 2R ETHRDIHEHTIREMOY A T HRIN L,

W OL EIZH D B (Deploy)] "% %227 U v 73258, MODAITa—NF ) Ama—FT T a R
KRENET,

« [BRRAD#& (Deploy Only): ] ~VF27 T30 R(Z T 9 KA bnb 7 70 RYA N ~OEREHRTET D
BAT. o3 a v EBIRLET,

SOFTV AU 7T Y R4 R ECloud APICH A MIREE T v al, 779 K ¥A Moo=
VRV —mU R A v H—aks MEREEDIC LET,

[BR&IPN T/IRA RBET 74/ ILEH 90— K (Deploy & Download IPN Device config files:):] 74>
TV IADAPIC YA b & Cloud APIC A RO GICEREE T v al, AT LVIAL7TTRY
A MO RY =2 N A o —axy MEREZADNIZLET, IHIT, 2OF T3 T,

AWS [T A ST Cisco 7 77 R #—E R b—% (CSR) &AL 7L I AD IPsec &3 7 /34 A & D
MO 2 AN T D0 OREFRE G zip 77 ANV EF 70— RLET, T_XTELEFT B
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Cisco ACl % JLF# 4 k%% L 1= Cisco Cloud APIC D& |
B ciscoCloud APIC & 1SN /31 REID GO EMIE

DERETZT7ANVDELLEZ O — RETEINERBIRTE LT E20D, 7xru—7 v 7HEiH
NERINET,

«[IPN TNA REE T 7 M4 ILDH%EHF > O— K (Download IPN Device config files only):] AWS (Z & B
ERTZCSR & A7 L2 AD IPsec #&IT A AR OB A FINT D0 EHT 5, REBHRE
Blezip 77 ANVEX UL R—RLET, TXRTELIT - HMORETZ 7ANVDELLEX Y R — R
TONERINTEL LT D700, 7+u—7 vy THENPZERINET,

Cisco Cloud APIC & ISN 7/ 4 AEDEHDOEFE DL
A\

G¥)

ORI varOFEF, AT VIAYA FETTT R YA MEOEREAHIZL TN D
BARICOBETFTLTLEEN, A7 LI ZH A FBRRVEAIE. CNOOFIEEZ A F v 7L
T, AT T FORE (50 X—) (TR ET,

Amazon Web Services |2 & B & 217z Cisco Cloud Services Router (CSR) & 4> 7L I XD IPsec
H—3IFx—ar TN AMOERE TR TEICT D121, WOFNEIZENE T,

F 7 4/ k TlE. CiscoCloud APICIZTTE CSROXTZEBLET, 2ok r7 a3 v OFIET
3. 290D MRV EERLET, 1 D04 7L I 2D IPsec T35 A6 215 D% CSR
%4 % IPsec kv R/LVT9,

WOERIZ, ATV IADPsec X —IF—3 3 T34 AL LTCSR D~ Nafft
LET, HOTNRA AETET Ty b7 3 —2 AL TCWAEAIE. oo~ RafH
LET,

ATFY 1 AWSITBEASN/ZCsr LA T LI AD IPsec Z—I F— 3 v T, R LDOBOBE 2 GENIT D728
(LB LR A N L £,
e A MNEA LT TARNT I F X DEE 45 —Y) TRINTWDLFEIEO—EHE L TACI /LT
ARNA—FTARL—FT, IPNTNAREBET7AILEBRALTA>O0—FF 50, IPN T/AL R
BREZ7AINDHREZDIUA—RTBHLIITRIRLIZGA, ISNT A ZAORET 7 A VBREENT
Whzip 77 A NVEROTET,

c AWS ICEBIENT/ZCSR &4 T LI AD IPsec ¥ — I F—3a v T8 XL OB OER AT
DI DIV ERERE FH THRET 58481, [Cisco Cloud APIC A > A b —)L HA R OfFggk Tt
BHENTWALEIIT, CSR &7 T FOIFHREZINE L £1,

ATFY T2 A7V I ADIPsec T3 Az 7 A LET,
ATY T3 BUIOCSRDO F BB ELET,

ACI=ILF YA F =7 AL —F ZHEHLT, ISNT A ZAORET 7 A NVEE T a— R LEEES
1L, HAHID CSR DR EEME RoOF T, TOREHEREANLET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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WIZ, FHID CSR DR EFERNED XL IICERENDE OB EZRLET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-<first-CSR-tunnel-ID>
pre-shared-key address <first-CSR-elastic-IP-address> key <first-CSR-preshared-key>
exit

crypto isakmp profile infra:overlay-1-<first-CSR-tunnel-ID>
local-address <interface>
match identity address <first-CSR-elastic-IP-address>
keyring infra:overlay-1-<first-CSR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-1l-<first-CSR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-<first-CSR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <first-CSR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <first-CSR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-<first-CSR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit

FNENOHHITRD &0 TT,
o <first-CSR-tunnel-ID> {X, Z D b RUIZEI D ¥ TH—ED b RV ID T,

s <first-CSR-tunnel-ID> I%, HAID CSR D3I FHD Ry NI —F f X2 —T = A ADZEEARIP T KL A
‘(“ﬁ‘o

» <first-CSR-preshared-key> (%, & CSR O FEFiIHAF— T,
» <interface> %, Amazon Web h— E" A |2 A X172 CSR ~DOEERIEH SN DH A v ¥ —T = A A TT,

» <peer-tunnel-for-onprem-IPsec-to-first-CSR> [&, A7 T 7 K CSRIZx L TA > 7L I AD IPsec 73
AADET FrRVIPT FLAL LTHERSNET,

» <process-id> (X OSPF 7' =& A ID T,

» <area-id> {£., OSPF =1 7 ID T,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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RICH 2R L ET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1000
pre-shared-key address 192.0.2.20 key 123456789009876543211234567890
exit

crypto isakmp profile infra:overlay-1-1000
local-address GigabitEthernetl
match identity address 192.0.2.20
keyring infra:overlay-1-1000

exit

crypto ipsec transform-set infra:overlay-1-1000 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1000

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1000
ip address 30.29.1.2 255.255.255.252
ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.20
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1000
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

AT T4 2FEBDCSRD F o FIVEZRELET,

ACI=NVTF YA N F—HF AL —&F A LT, ISNTNA ZAORET 7 A NEEZ T a— R LSS
1T, 2FHE D CSR OFEFEHRE LOT T, TOREFREATILET,

Wiz, 2F B D CSR ORTEHERNDED L IR Z D200 % 7~ LET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1l-<second-CSR-tunnel-ID>
pre-shared-key address <second-CSR-elastic-IP-address> key <second-CSR-preshared-key>
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exit

crypto isakmp profile infra:overlay-l-<second-CSR-tunnel-ID>
local-address <interface>
match identity address <second-CSR-elastic-IP-address>
keyring infra:overlay-1l-<second-CSR-tunnel-ID>

exit

crypto ipsec transform-set infra:overlay-l-<second-CSR-tunnel-ID> esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1l-<second-CSR-tunnel-ID>
set pfs group2
set security-association lifetime seconds 86400

exit

interface tunnel <second-CSR-tunnel-ID>
ip address <peer-tunnel-for-onprem-IPsec-to-second-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <interface>
tunnel destination <second-CSR-elastic-IP-address>
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-l-<second-CSR-tunnel-ID>
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf <process-id> area <area-id>
no shut
exit

I 2R L ET,

crypto isakmp policy 1
encryption aes
authentication pre-share
group 2
lifetime 86400
hash sha

exit

crypto keyring infra:overlay-1-1001
pre-shared-key address 192.0.2.21 key 123456789009876543211234567891
exit

crypto isakmp profile infra:overlay-1-1001
local-address GigabitEthernetl
match identity address 192.0.2.21
keyring infra:overlay-1-1001

exit

crypto ipsec transform-set infra:overlay-1-1001 esp-aes esp-sha-hmac
mode tunnel
exit

crypto ipsec profile infra:overlay-1-1001

set pfs group2

set security-association lifetime seconds 86400
exit

interface tunnel 1001
ip address 30.29.1.6 255.255.255.252
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B #2577 ronx

ATy TH
ATvT6

ip virtual-reassembly
tunnel source GigabitEthernetl
tunnel destination 192.0.2.21
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-1001
ip mtu 1476
ip tcp adjust-mss 1460
ip ospf 1 area 1
no shut
exit

BMETAVLENRNHDFDOMD CSRICHOWT, ZNEDOFIAEEZ Y KL FT,
FrFUIADPsec TAAATRURART v F LTSI E&2FERLET,
I &R L ET,

ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
TunnellO01 30.29.1.4 YES manual up up

WHFD N RNVRT v T LTERINTWRWGESIE, COEOFIETAN LEREZMER LT, ME
DREAELTCHWDAEERS DBFTEMHRLET, WHO N ZANT v 7 E L TEREINDET, kDT
7 va NZHEFE RN TLEEN,

XBETFT U FDEE

ATy T

A7V I AP A & Cloud APIC %A MEITHEFEINDL TV FERETHITIE, ZDHED
FNEIZHENE T,

ACILYNVTFHA b =7 AL —FT, ROFIEEZFATLET,

Q) AAV A=a—T, [TFr b @enants)] %27V v LET,

b) [7F> I U Ak (Tenants List)] = U 7 C, [T+ +ODiBHM (ADD TENANT)] &7 U v 7 LET,
¢) [7 7 FOFEHM (Tenant Details)] <A > C, IROFIAZFATL E7,

« [®74% (DISPLAY NAME)] 7 4 —/V RiZ, TF > baEAHLET,
« A+ 7 a3 2 [5B (DESCRIPTION)] 7 « —/V RiZ, TF ¥ MZOWTOfERRHAEZ AN LET,
« [BE I DY A b (Associated Sites)] EZ > a > T, AT L IARL T T ROV A FEERLE

R
o FIOER L i, [BSET S —4 (Associated Users)] &7 > 2 ¢, a— V& EIR L F
‘é‘o

‘[REGAVE)] %27V v 7 LET,
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AT w72 Cloud APICYA hMzwvZ 4L, Z®OTF > F® Amazon Web Services 77 7 > N OFEMZ R E L £7,
a) AA 2 ® Cloud APIC X—Y D [7 TV r— 3 V&R (Application Management)] ® F T, [T+ k
(Tenant)] 27 U v 7 LET,
b) [7F ¥ b (Tenant)] —C, RIDOFIMED ACI v L FH A F A—4r A ~L—% CIER LT F v b &
7V w7 LET,
¢) EEOL LIZHDEEARNLZ L E2 7 ) v 7 LET,

ZHIE AL X)) ARFZ OMICH D, BB L ERE ORI WZARZ T,

d) [77F ¥ b (Tenant)] X— T, BEDOH LIZHLwRERZ %227V v 7 LET, ZHUL [T77 33
(Actions)] 7 4 —/V ROFEIZH D, $AEDT A 3 U PfFWTeARZ o TT,

e) [7 7 DR (Edit Tenant)] ~— T, [ (Settings)] B E TA 7 n—L L, =% TFT > FD
T I RAZA TN U TCREREHREANTILET,

* Cloud APIC O —H# FF o FREEINTWAHEE (CFT 2 H L TEETE 57 o AWS
THY Y NERELEES) X, ZO_X—=VICkoFERE A LET,
« [AWS 7 H 7> k ID (AWS Account ID):] =—% 75> D AWS 7 4 7 b 3% B (CFT % fii
HALT, BEHTEL7 TV MDAWST I U baty Ny Lce&Eicun /A L7 AWS
TR M)A LET,

[TV BAX AT (Access Type) 1: Z D7 4 —/L R THE#E (Trusted) JZ 3R L £,

GE) [U59F79+tRXF—ID(CloudAccessKEY ID)] 7 4 —/V K& [ 59 KRET Y
1t X & — (Cloud Secret Access Key)] 7 « —/L RiZ, [7Y R 247 (Access Type) ]
L LTCHERERA (Trusted) JZBIRL TWDIA. FrEhERA, ZhHDT7 4 —
NV RIE, BETEDT T MCEVESH Y FHA,

* Cloud APICO = —H% 7 F M EIN T ARWEE (AWS 7 7 E A% —ID LB T 7 X F—
EHALC, BEHTERVW2—F TF U FDAWS T AT ety T v 7 LS IE. 20
RV TROEHREATILET,

«[AWS 7H > bk ID (AWS Account ID):] Z D7 ¢ —/L RiZiL, =2—H% TF > FD AWS 7 H
vy NEFEEATLET,

« Access Type : = D7 ( —/L K C[Untrusted] 23R L £ 7,

[259 K 792+€X F—ID(Cloud Access KEY ID):] 2D 7 4 —/L RiZlL, =—HF FF 2 FD
AWS 7 7 £ 2Ax— ID {EHAE AT LE T,

[V 59 F#EZET Y R F— (Cloud Secret Access Key):] ZD 7 4 —/L RiZix, =—% 55
F D AWS BV T 7 & 2 F—IERE AN LET,

s D—YTF 2 RIMAWSHFR D A > N—TH 555 (AWSHRLZ M H U CHkZF%E L, kN
WZT T N ERT 20, MRRICT Ao v NeRfET A2 L CT AU R EBMLEES) |
kDO~ AZ =T 7 NOGEIL, ROGEHREANT) LTS 72207 F > MIED Y TE
9, Cloud APICCloud APIC

«[AWS 7H > k ID (AWS Account ID):] 2D 7 o —/L RiZi&, =—H% TF > hD AWS 74
v hNESEATILET,
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. RAEF—T DR

[TV AX AT (Access Type) |1: Z D7 4 —/L KTk (Organization) JZER L 7,
GE) ZoOTFr MUY 7 2E0 B TR DTAEHSET,

« ZD7 44—/ RT[###% (Organization) 47+ a N7 L —FREINTVWIHEHEE
L. AWSHIER O~ AZ =T o N (LT TZANTIF TN %EH
LTCWEHA, Cloud APIC (£ > 777 F > k) BDAWSHIE O~ A X —T 1w
VMZERENTWRWEES, T2 MOMikY 7 2B Y THrZ LixTEE
A, Cloud APICFERIZ DWW T, [AWS T Cloud APIC #E A4 2% (21 2—
V) | EZRLTIEEN,

BEFOAWS T A Uy MCBF SNz~ AZ — T v v M RCINb 2454
FfFRT T PO AWS IZFEE X472 OrganizationAccountAccessRole
IAM 7 —/L73% Y | Cloud APIC B EDFFr 2 WRETH D Z L sl L T <
7ZE0, FEHIZ DWW TIE,  TAWS Organizations & iD= —H% 75> ~FoH
A=k @~<=Y) | 2L TIEENY,

G [U59F72€XF—ID(CloudAccessKEY ID)| 7 4 — /v K& [V 50 FMET IR
& — (Cloud Secret Access Key)] 7 4 —/V KiZ, [7Y 2R 247 (Access Type) 1 & LT
[E#EFEHA (Trusted) ] ZEINL TV DH5HE, RSN EEAL, ZNHEDOT 4 —/V R,
T Y MOV ED D A,

f) MEEHDO NHBIZHL[RTF (Save) 1527 Vw27 LET,

RDBERY
(2% —~ DR (52 "—2) | ITERET,

AX—TDERK

Cisco Cloud APIC I [EA TIX72 W —#%H9 72 Cisco ACI Multi-Site FNENW K 22 D 373,
Cisco ACI Multi-Site 24 L CA > 7 L 2 A¥% A |k & Cisco Cloud APIC %1 hZEH L TW5E
A1 Cisco Cloud APIC D&KE 72ty v T v 7D —EE L TCEITTHSLERHY £, 22T
IZ. APIC O Cisco Cloud K872t v b7 v 7D —H#Td 5 Cisco ACI Multi-Site O — %) 72 F
NEIWZ DWW TCEA L E 7,

CiscoCloud APIC %4 R DOFH LA F—< 2{EkT H2541E. ZOHEOFIAIZHES T EEW,

Cisco Cloud APIC ¥ MIEATHAF—< NI TIZHILEEIL. ZNOHOFEEZAX Y7L
T, A FE2AF—<10BINTS (55—2) IIBE+HZ LN TEET,

ATFYT1 AV A=a2a—T[RF¥F—T] %227V v LET,
ATV T2 [AFX—~]RX=UT, [RF¥F—TDEMZ27 YV v7 LET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



| CiscoACI Z)LF 4 k%4 L1 Cisco Cloud APIC OO & 32
7Iur—vay7nrraneepconzt |

AT T3 [BEAX—<]|X—U T, X=VDOLEHIIHDTFA D mrr—~%&, 1ERTDAFT—~DL4HI (=& 2
IZ. Cloudbursting A¥—= [CE XM X £,

ATY T4 MDA T[E—) (Roles)] 27 V v 27 LET,

ATV TE HRORS T, REF—TEERTEIIUTEI IV I LTTFUPEERLTLCESVWEZ2 Y w7 LT
<TEEW,

RFVT6 [FFYRDBIR| #4707 Ry s RAZT 7 EAL, ROy THE Gy A=a—hnb 752 b OBRE
(50 ~—) TYER L7=7F v F&BIRL £,

77V —3y TAT7 AL E EPG DERTE

TOFRIETE, 7TV A= ary Tu A NEREL, 250 EPG BT A FIEIZOWN
THHALET, 1232770 R¥ A M, I 120, M X arsF7 3120 EPG
WCEEATT BN TRY, arva—< ar T 7 FoMho EPG IZBEMT SN TV BHAT
j‘o

ATV TN RO T, [TV r— 3y 7 a7y AL (Application Profile)] =V 7 & Ao T, [+ 7TV Hr—
3> 7a 774 )L (+ Application profile)] 227 U v 7 L7,
AT v T2 LD~ T, [FERL (DISPLAY NAME)] 7  — L RIc7 7 U r—3 5 v 7 a7 7 4 LOLRTE AT
LET,
ATv T3 DA T, [+EPG DEM (+ADDEPG)] %27 Y v 7 LT, 777 K ¥ A F®DEPG Z/ERLE7,
2T T4 HRMO~A T, [ERL (DISPLAY NAME)] 7 4 —/L KIZ EPG D4 #i1% AN LET (72 & 21F epgl),
ATY TS A7V I AV A FOEPG HERT 2HAICIX. HROSA T, [+EPGDIEM (+ ADDEPG)] %7 U v
7 LET,
2T F6 HMDO~A T, [ERL (DISPLAY NAME)] 7 4 —/L RIZ EPG D4 #i1% AN LET (72 & 21F epg2),
AFw 1 VRF 2Bk L £,
a) FRONA T, [VRF|Z U TRERINDIETFHICAZa— L, BB CTHENTZRY 7 2D +
7V LET,
b) A1 2T, [FRR4E (DISPLAY NAME)] 7 1 —/V RIZEPG D4 1A AN LET (72 & 21 vrEl),

ATy T8 [REGAVE)] 27V v 7 LET,

Creating and Associating a Bridge Domain with a VRF

Follow the procedures in this section to create a bridge domain for the on-premises site and associate it
with the VRF. Note that these procedures are not necessary for a cloud-only schema.

A7 71 In the middle pane, scroll back up to EPG and click on the EPG that you created earlier for the on-premises site.
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B - r55r07 0506

ATy T2

ATFvT3
ATvT4

ATy TH
ATy T6

ATy T17
ATvT8

In the right pane, in the ON-PREM PROPERTIES area, under BRIDGE DOMAIN, create a new bridge domain by
typing a name in the field (for example, bd1), then click the Create area.

In the middle pane, click the bridge domain that you just created.

In the Virtual Routing & Forwarding field, select the VRF that you createdin 7 7Y r— 3 o a7 7 A )L &
EPG DFXE, on page 53.

Scroll down to the SUBNETS area and click on the + next to SUBNET under the GATEWAY heading.

On the Add Subnet dialog, enter the Gateway IP address and a description for the subnet you plan to add. The Gateway
IP address is the on-premises subnet.

In the Scope field, select Advertised Externally.
Click SAVE.

AV RSHORDT 2L DR

ATy T

ATy T2
ATvT3

HRpNAf T, [ b T 7 | (Contract)] Y T RRRINDETTFHICAZr—L L, mfECHENRL
Ry AD+%7 Y v 7 LET,
FMDRA T, [RTESL (DISPLAY NAME)] 7 4 — /L RIZ7 4 V2 D& RTE AT LET,
[+ AAGHEntry)| 227V v 7 LT, [T R)DEM(AMIENtry)]| 7 4 A7 LA EOAXF—~< 7 4 )L ZITD
WTOFHREATLET,
a) Name 7 —/L K (AddEntry # 4 72 7Y DAF—~< 7 4 L% = M) OLETIZ AT LET,
b) A7 =, Description 7 4 —/L FIZ7 4 VX OFiHZ AT LET,
c) EPG OED 7 4 VA EFT D 7=\, LEIL U THEMAE AT LET,
Tl ZIX, 74N ZE@mT HHTTPS b7 7« v 7 Z3Fa T 5= U 2B 212, kDL DI
BINLET,

TYPE: IP, IP PROTOCOL: TCP, ¥ J U DESTINATION PORT RANGE FROM ¥ X UF DESTINATION
PORT range TO: https,

d MRTFEGAVE)] %27V w7 LET,

Creating a Contract

ATy
ATv T2
ATv73
ATvTa

In the middle pane, scroll down until you see the Contract area, then click + in the dotted box.
In the right pane, enter a name for the contract in the DISPLAY NAME field.

In the SCOPE area, leave the selection at VRF.

In the FILTER CHAIN area, click + FILTER.
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The Add Filter Chain screen appears.

ATw 75 Inthe NAME field, select the filter that you created in =2 > k7 7 ~® 7 ¢ /L &% OIERK, on page 54.
AT w76  Inthe middle pane, scroll back up to EPG and click on the EPG that you created for the cloud site.
AT w771  Intheright pane, click + CONTRACT.

The Add Contract screen appears.

AT w78 Inthe CONTRACT field, select the contract that you created earlier in this procedure.
ATw 79  Inthe TYPE field, select either CONSUMER or PROVIDER.

AT w710  Scroll to the CLOUD PROPERTIES area, then, in the VIRTUAL ROUTING & FORWARDING area, choose
the VRF that you created in 7 7'V /r—3 3 > 7’0 7 7 A )L & EPG D% JE, on page 53.

AT 711 Click SAVE.
AT w712  1In the middle pane, scroll back up to EPG and click on the EPG that you created for the on-premises site.
AT w713  Inthe right pane, click + CONTRACT.

The Add Contract screen appears.

AT v 714 Inthe CONTRACT field, select the same contract that you created earlier in this procedure.
AT w715 Inthe TYPE field, select either CONSUMER or PROVIDER, whatever you did not select for the previous EPG.

For example, if you selected PROVIDER for the first EPG, select CONSUMER for the second EPG.

AT w716 Scroll to the CLOUD PROPERTIES area, then, in the VIRTUAL ROUTING & FORWARDING area, choose
the same VRF that you createdin 77U 77— 3 > 7’1 7 7 A /L L EPG DFZE, on page 53.

HA4 FERXX—TIZEMT S

AT TN EMORA T, [HA b (Sites)] DFICHD + 27V w7 LET,

ATv T2 [HA FDIEM (Add Sites)] X—T T, TNENORICH DRy 7 A A LT, A7 1L IABLOY
T RYA MeAXZ—<ITBML, [RTF Save)]l 27 Vv 7 LET,

AT T3 ERDOSA DI T KV A MOFCHDHT T —r&227 Vw7 LT, 77 L—bDV A Fa—hiL
TanRT 4 ERELET,

ATY T4 FROXAL T, VRFEZZ U v 7 LET,

AT9 TS HRUOA D [H4 b B—HJ TAINTF 4 (SITE LOCAL PROPERITES)] i8Ik T, ROIE#RAE AL L E
R
a) [U—2 3 (region)] 7 4 —/L KT, Z® VRF Z3E A3 2% Amazon Web —EAD U — 3 L % 3R

LET,

b) CIDR7 4 —/L R T, +CIDR%Z 27 V v 7 L%,

[257% FCIDR®:ENM (ADDCLOUDCIDR) ¥ A7 BV HRy 7 ANERRINET, ROIEHE AT
L/\i‘g—o
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« CIDR: VPCCIDR fE#HAZ A LET, 7L 21X, 11.11.0.0/16& LET,

CIDR (21X, Amazon Web Services VPC T A[REIZ /2 DT X COHY T 3y hOFHEEANE ENTH
\‘i‘g—c

G o7 44—V RIZAJJL7Z VPCCIDR {§#iL, 477 VPCCIDR & HEIHELH Z &1
TEEHA, :@74—/w ZAJJ L7z CIDR f§# A3, AWS C Cloud APIC # 3 A4 %
Q21 =) O AT v 712 235—=) D[4 275 VPC F—JL (Infra VPC Pool)]
74—V RIZASNLT=A > 77 VPCCIDR fE#H E EHE L TWeWT & 2R L ET,

«[CIDR # 4 7 (CIDR TYPE)]: [ A ~ VU (Primary)] £721% [ > % U (Secondary)] % &R L %
T TN EAIO CIDR DAL, CIDR ¥ A 7 & LT[/ T4~V (Primary)] Z 3R L E 7,

s [+ 7 *w LB (ADD SUBNETS)]: 7 % » MEREATIL, Y=V ERERLThE, Fov 7
~—2%7 Uy 7 LET, mEZFE, 11.11.1.0/24 ELET,

YTy ME, £T7_A4FEUT 4 =2 CIDR 7 v v 7 OFFANICE D 4 TET,

c) VA4V RUT[RE Save)] 227V v 7 LET,

AWS TDA VARA DV ADIKTE

Cloud APIC 729D x> RiRA > b L7 Z % Cloud APICGUI £721% ACI ~/VF %1 b
= A L—% GUI OWTNHIMER L TERET 5% 5121%. Cloud APIC D7-DIZFHET D

TURRA b BLZ ZITHIGE L, AWS NTTURERA VAZ L AIZHONWTH, RETHZ &
75)%% \—iﬁ@iﬁ—o

ZDORE Y7 TiE, AWS TA U AHZ U RA%EFET HFIAIZHOW TP L EJ, Cloud APIC ®
DT RRA Y NV ZEZFETDHAN, E2EFET, ZNUOOFIEZMHEH L T AWS
DA VAR AEFRETDHIENTEET, L2, HICAWSOT I MIBE L,
AWS DI AH I X T E1X TNV EER L TD, ACI~/VFHA A —7 AN —X DF
AP DB TEINTT_XVEFHALC, T RBRA N L7 X EERTL 2N TEET,
FE, ACI~VTFH A D A—T AR —F THAZLZ TERIZTSNVEFHL TR
KA N BLIZ ZEERLTHE, AWSDT D7y MIBEIL, AWS DO AX L X 7 F =
TNV EERTHZ b TEET,

ATFYF1 ACI~LFHA b A=~ AL —&% GUI £721% Cisco Cloud APICGUI 2 LT/ T U K a7 %R
7 a7 ANERELZNE I DEHERLET,

TR avTFAN T 77 A%, AWS A VAZ VU ARET OB AD—EE L TCRIET HMLEN
HBVET, 2T, 77U RarysTFAN 77 7A40E, VREBIQ®Y —Va - T, D
V=23 VIO AWSVPC 2 LEF, CiscoCloudAPICGUIZH L T/ I RarvsFA 77y
ANERETHE, VRERU —V 3 VORER EOFREHRIT. AWSIZT v o ShvET, FJE%O)?&
v = &, Cisco Cloud APIC % ACI v /L FH A N A —r A M Lb—% GUI i L TRE LIZHAIC b4
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ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy 17

aws cofozav2ngE ]

LEF, 22T, I TI7 R arsy®A s 7a7yAL&EENL. Cisco Cloud APIC & E Y 11 A

D—E LTACIVALF VA b A =T AL —Z GUILIZL > TRESN, AWSIZ T vy a2 &nEd,
« Cisco Cloud APIC % ACI ~/VF %A b A —F7 A ML —% GUI ZH L CRETIHAF. 277K
AUTRARNTR T AN EFHTHETHDLEETHY HA, VRERY —Va VEERE, FE
DI TR ary7F®¥AM a7 7 AR EIL, CiscoCloud APICRET v AD—EE LT, Fid
v/ g TEITLEACIALTF YA B A=A ML —Z GULICLVRESH., AWSIC T v =
SNET,

« /T U RaLTHRAL T 7 A /L% CiscoCloud APIC GUI i fl L TERET 2 HA 121, [Cisco
Cloud APIC User Guide, Release 4.1(x)] T &4 TV 2 FIHEICZHEVY, GUI £ 7213 REST API %1 H
LT, 79U R avsyxA M 7a77 A VEHEELTLIIEE N,

I RAVTIFARN TR T 7 ANDORELZMER L, AWSA L AL L ATHPT HREZRE L ET,

a) EFEuTA L TWRWYATX, Cisco Cloud APIC 1217 74 LET,

b) [FE#— 3> (Navigation)] A ==—T, [7 T4 — 3 UERE (Application Management)] %~
PERLET,

[7 T U4 —< 3 UEE (Application Management)] ¥ 7 & BB+ 5 L, Y7 X7 47 a D) A b
NFRINFET,

¢) [P59 K arvTFHR L FAT 74 (Cloud Context Profiles)] %7 % 7 47> a V&R L £77,
Cisco Cloud APIC FHIZ/ER L7227 Z U K av T XA N 70774 VDU A SRFERINET,

d) ZTOAWSA LV AZ U ARETREADO—HE L THHTL7 7 Nar7xA N a7y A%
BIRLET,

Jy—g VRE, IPT RLA, TRy b, 20OV R avT3A N e 77 (VO F
SERBRENRTA—EINERENET, AWSA VAZ LV AEHRIETDHEEITNE, 20T 4 KUz
FREINDIEREFERALET,

FEa A LTV ARWEAIL, Cisco Cloud APIC—H7 7 > k™ Amazon Web Services 74 7 > hiZ
74 LET,

[VF—E X (Services)] > EC2> 4 >~ XA > X (Instances)] >[4 ~ A2 > ADFEEE) (Launch Instance)] |2 &)
L%,

[Amazon ¥ 2> 4 A — (AMI )D:EIR (Choose Amazon Machine Image (AMI))] ~—<"C, Amazon ¥ ¥/
VA A=Y (AMI) Z3BIR L £,

[1 V> RBUR B4 TDER (Choose An Instance type)] X— T, A VAZ VA XA TEHEFERL, [41V
AR U ZADFMDERTE (Configure instance Detail)] 227 U v 7 L£7,

[4 2V RB 2 RDEMDERTE (Configureinstance Detail)] ~X— T, %45 7 4 —/L FITHERIFREZ A
HLET,

o [ bT7—% (Network)] 7 + —/L K C, Cloud APIC VRF ZJ&{R L 7,

ZHiE, TOAWS A VAX VARET v AO—EHE L THERALTWA I I R aryTHA NS
7 7 A VBRI b TV b VRE T,

[ THv b (Subnet)] 7 4 —/L iz, 7 Fv hEADLET,
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B - rxorerssoem

ATvT8

ATvT9

ATv 710

ATy I N

e TV w7 IPEZEATEEAIE. NT Y v o IPOBHE|Y LT (Auto Assign public IP)] 7 ¢ —/v
KT, A7 =X T A=a—015 [H% (Enable)] Z&IR L £,

[1 VY RE 2 ADEFHDHKTE (Configure Instance Details)] ~— I ICHERIEREANLIZS, [R L=
%380 (Add Storage)] Z#27 U v 7 L £,

[R b L— DB (Add Storage)] ~<—PC, 7 7 4L MEZZIFAND 1, BEIIE LTI DOR—=VT
AN —VEFEL, [T DEM (@ddTags)| 227 Vv 27 LET,

[% 7 MiEM (Add Tags)] X— T, [FFDEM @ddTag)] 227 Vv 7 L, ZOX—V D% 457 1 —
v RICLE R ERE AT LET,

GE) INGDOFEDOHDEDZ T, T RRA L LI ZOZA FIZKLTIPT FLA, J—U g
V. EREY = EHEATAEAIE. ZON—VICEREANTILE IS FHA, ZDX
I 7RIRPLTIE, AWS TA Y A X U A %BAtET 5 &, CloudAPICIZ L > TIPT RL A, U—T3
V. FRIEY BB S, = RARA Y PR EPGIZEI D ¥ THENE T,

[F— (Key) ] TNHDOFIETHTEMT I RRA L NV LI XZDEA TDHAKR L H T HVERK

THEXIHERTHF—2 A LET,

« [fE (Value):] ZDOF—THHT HEEZ AT LET,

[ VRBUR (Instance):] 2D T 4 — IV ROF = v 7Ry 7 A F A2 LET,

e [RYa—L (Volume):]ZD7 4 — NV RDF = v 7Ry 7 At LET,
eI INOLOTFIATRIZE, TV RERA UV BV I ZOREDENLNT 4 T DAL LT T iR
%35 T E DA (building6 72 &) 1, ZDOX—=YDRD T 4 —)L RIZROMEE AT TE £,

[F— (Key):l v rr—va v

* [f& (value):] building6

[f32 L Ci#EE 9 % (Reviewand Launch) #7 U v 27 L£9,

BEOFXF— RT7ZBRITLED. HFLOF—RTZERLET . F—A"AT7D ~—VRERINET, #
EEA AL AT sshiBi T 55613, ZOX—YOFREEH L £,

IVREKRA LY A2DIEM

CiscoCloud APICTIX, 7w FEPGIZ, AILEXFa2 VT4 R —2IFTH5 R A v
FOEESTT, 77U REPGIE, 1 2FIFEHEOY T2y PHIZZY RiRA > haRoZ &
MNTE, VRFIZEEMITONET,

Cisco Cloud APIC (21, = F‘l‘%/f\%??? REPGIZEI D Y CH-OIAIND, =
RiRA > b L7 X LT D HEEE V)i'@" I/]\T%/]\‘IZI/ﬁ?i FARMNTE -
<. CiSCOACIG J:O“C”E’fiéﬂf) AWSVPC U@éf%ﬂ7ﬁ77‘7 N /I)/X&/X XL
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ATy T

ATy T2
ATvT3
ATy T4

zvrRev kLo anien |

VI ZN—E, DT RIRA b a2 T REPGIZEHID A TEY, =2 FRA bt
7 21%, Cisco ACI CHEHFRERBIER—AD~V A I/ av /AT —va VBT ET,

T RIRA v kL2 ZiX, CiscoCloud APIC GUI £7/21ZACI ~/VF ¥ A b F—~r A FL—
2 GUI ODWTFNNEHEH L CRETEET, 220 GUI B CHEAATER A7 Y a3 vicidbd
MIRENRH Y T, =2 RRA U b L7 ZE2BINT 5720078 & 2R 7T
EIZ, BEARIZZ D2 SO THL T,

Ot va OFETIE, ACIYAFHA B F—7 AL —Z GUL 2L T FARA
VvV I 2 EERETDHHEZOWTHA L E9, Cisco Cloud APICGUI #ffH L7== > KR
A2 bV I HOREDFEMOWTIL, [CiscoCloud APIC User Guide, Release 4.1 (X)) %%
LTS IZEN,

Cisco Cloud APIC > RiRA >~ & L7 ZIZfFEH T % Amazon Web Services V-1 kx5, SEERER
UV L £,

FNEIZDWTIE, AWS TOA LV AZ L ADHZE (56 2—) BB LT EE,

G¥)

ZNHDOFEIL, mANZAWS TA P AZ L AZFEL TN, £ DI Cisco Cloud APIC DT
YRRA VRNV HEBINTASZEEZRHEELTCHNET, 7275 L, AWS TOA VL AX U AD
E (56 ~—Y) THBIESNTWD XL 9IZ, HEAHIIC Cisco Cloud APIC D= RARA k&L
JREREBMLTHE, 2O AWS A v AX LV ADREFEL., 2NHOZ RERL U F LY
ZDOFIEOHRE TEITTHZ L TEET,

27 A4 LTWRWERIEL, ACILw AT A M A —F AL —&Zuns A LET,

ERODA T, [REF—7T (schema)] 227 U v 7 L, MENC/ER L7IZ A —~ 2@ L £,

TV RRA v bV X EAERT D HEERELET,
CSBEMEND, EEDZFY FHA MIEATE 2Ty FRA U B L7 2 2ERT 2103, &
DFNEAEFAT L ET,

1.

ERORSL T, T L—"2@IR L EFIZLET,
INOLOFETHEDY A FEERLARNWTL7ZEN,
HROSRA T, 779 KA MHICIER L7Z EPG 3R L £,

FlD~A D [9 59 KO F /85 4« (CLOUD PROPERITES)] fEik ¢, +([EL 2 %
(SELECTORS)| DfiicH b D) %227 Vw7 LT, TV RKFA U N BLIZ X ERELET,

FLWIY FRA> b LY 2DENM (Add New End Point selector)] %4 4 7 v 2/ T, [LY FR
4> k€L7% %% (ENDPOINT SELECTOR NAME)] 7 4 —/L KIZ, ZDO=y REA > k&L
7 B CHERT 50 SO TARTIE A LET,

[+ & (Expression)] #27 Vv 27 L, =V RRA L b vV I XDXA T HRINLET,

ZOEIER SNy RABRA U NV ZO%E, [F—Key)] 74— /L RCEHTE LA
7'V a i [EPG] DA TT,

AT w75 (60 2—) ITHERE T,
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e ZDI T RIA MNFHOZ RARA N BV ZEERT DT, ROFIEEZFATLET,

1.
2.
3.

R UT, I TR YA R EBRLUET,
PRDAA T, 2T R YA MRICHER LT EPG %8R L E T,

FRDORA D[4 bOB—AI)LDO T AT 4 (SITE LOCAL PROPERITES)] #5I® [ L%
A (SELECTOR)JfE T, +([EL %% (SELECTOR)] D#iZHD b D) %22 ) v/ LT, =
RRA b LI X ERELET,

[HLWI Y KRS > b L% 2 D8 (Add New End Point selector)] 1 7 2 7T, [T KR
14>k tL% %24 (ENDPOINT SELECTORNAME)] 7 4 —/V RIZ, 2O RARA 2 k&L
7 2 CTHRT 2 08I RSV TARTZ AT LET,

7-exiE, PV 7Ry YO RARA v bV ZDOEA1X. [IP-Subnet-EPSelector]
Eo4FIEEHATEET,
[+ & (Expression)] #27 Vv 27 L, = RKRA L M BLIZ X THEATLIF—ZRIRNLET,

«[IP7 FL X (IPAddress)]): IP 7 KL AE IV 7Ry MK CRIRT 7202 H &
£

s [V—T 32 (Region)]: = RABRA L FOAWS U —2 3 V CEIRT L 7-0CH I E T,

S [V—2 (Zone)]: = KA > FDAWS TA FE VT ¢V — 2 Lo TRIRT 5 72010
fEHEINET,

CIUREA L R LI B DB AL KB TR T A, [RRERIMERDI=HIZAN
(Type to search or create)] 7 4 —JL K CANZBIE L CTHRAZ b Z T ET2IX T~V & ANT)
L. HiLWZ 4 — /L RT[ERL (Create)] 227 UV v 7 LT, HILWHAX L X T FI1ET7 X
NEERL L £,

AWS (ZH 72BN 5 L &S, 2O DOFIEORIOF 2425 &, LA AWS TIEN
Licual—var 27—+ 5E52, ZOT7 44—V RIZHARAZLZTOur—v 3y
EERRTE £,

ATy T  [[EBEF (Operator)] 7 4 —/LV R T, TV RKRA L bV ZIHERATHIHEFEZBRLET,

G¥)

42 EZVETOV V—2ATlE, A7 a b LT [F—IEFEHE (KeyExist]] & [F—DTFE LA
(Key Not Exist)] #ff L T\ & L7223, BIEETIE[F—%EFD (Has Key)] & [F—FHF 40
(Does Not Have Key)] (272> CTWET, BADZ0134 7> a VOL4RITET T, HiEIZEL L DA
Taroty hTHEILTY,

WKOFT v arndh £,
« [Z L L) (Equals)]: [fE (value)] 7 4 —/L RIZ 1 S>DENR & 2 BA A L x5,
« [& L < %Ly (Not Equals)]: 27 « — /L RIZ 1 DOER S HHGEIHER S E T,
« [DFIZH B (In)]: [fE (Value)] 7 ¢ —/v RIZHEE DI o~ KOV ER & H5HITHEH L E97,
s [@HFIZZELY (Not In)]: B 7 « — /v RITEE DT o~ KUV EDH D 5E T S E T,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ATvT6

ATy 71
ATvT8

zvrRev kLo anien |

c[F—%HD HasKey): RICF —DABEEN TV DLHEEIEA S ET,
« [F—Z #1721 (Does Not Have Key)]: U2 F— DN G EN T AEAITHEA SN ET,
[{E (value)] 7 4 —/L RC, 2 DRID 7 4 —/b RIZK L T T e BPRUCEESNWT, = FRA k'L

Z\TH T AR L E T, [fE (Value)] 7 4 —/L RIZid, BEOD o ~KEW oo M) 2505 2
ENTEET, ZO7 44—V RO N ORIZITGREEOR BNH DD E AR INET,

GE)  [F—%HD (HasKey)] F721F [F—ZH =72 (Does Not Have Key)] & &R L T2 WEEIC
%, [T (Operator)] 7 4 —/L RIZF/RENEH A,
72z, mU RARA L b BL Y ZIT, us-west-1la 7R EHFED Amazon Web 4 —E 2D T XA Y
TA U ERETHHAIE. ZOEE CROEE ZRIRL £,
s [%+— (Key):] Zone
« [EE F (Operator):] Equals

* [{iE (Value):] us-west-1a

Mol LT, 26D 74—V RTROEEFEHALIZELET,
s [F— (Key):]1P
« [(BE F (Operator):] Has Key
« [ (Valuse):1i%. 7% 1~ (Operator)] 7 « —/b K C [Has Key] BMEH ST b7, AT EH
oo
EPG /b—/ L%, ZORPLTIP 7 RLRAZFFOTNTOTY NS > MIEHA S E T,
HKEOHE LT, ZNHDT 4 — /L RCROBEEZEHLIZE LET,
¢ [#— (Key):] custom tag: Location
« [(EE F (Operator):] Has Key
« [{iE (Valuse):)i%. EH ¥ (Operator)] 7 4 —/L K C [Has Key] MEA SN TWE 720, TS £
Hos

Z DA, EPGL—/UE, AWS ¥ 7% — & LT Location ZFf 29 _XTOTZY RiRA » MZ, arr— 3
COMEICERREH S ET,

IO RFA LN BLIZXARDIERRZET LIEL, T2y r~—2%7 0 v 7 LET,
BIMOxT RARA v b BL I ZREERTD2NE I DERELET,

H—DxT o RRA Y b L7 2 TEEOXEZER LGS, 206 OXOMIZITFHEE AND B3H D H O
LHREINET, 2 2E, 120 RiRA v bRV 2200y FEE LTS LET,

e RARA M ELZHZ T, AL
s [¥— (Key):] Zone

« [EE F (Operator):] Equals

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B - rxorerssoem

ATvT9

ATv710
ATy TN

» [{iE (Value):] us-west-1a

s RRAV ML X1, K2
s [F— (Key):] IP
* [E& F (Operator):] Equals

« [{iE (Value):] 192.0.2.1/24

ZOHE, IO DOROWENEIZRDGE (T_A T8V T 4V — W us-west-la T, IP 7 KL AN
P77 F 19202124 IZJB L TWAER)IZ, DTy RARA Y MEZ 70 REPGIZHIV ¥ THNE
R

IO RRA L bV X THERT DT R TCOXEBNMLIZET, Favr/~—2%7 007 LET,
TOTURRA L N BLZ ZORDIEENET LIS, RTEGSAVE)] 227V v 7 LEd, ZHIT[#FL
WIY KRS kLY 2DEM (Add New End Point selector)] ®45 FHIZH Y F97,

EPGOFTHEEOZ Y RRA VbV ZEERRLIEEAIT. 26D RiRA v b L7 ZDMIC
TR OR b5 b D A INET, 702X, BIOAT vy 7 TR LI L SIZ= FARA U L
A1 ZER L, IZ, RICRTEIIC2BHOZ U RARA v M BLZ Z2ERKLIZE LET,

e RARA U FELZH 2, Al
* [— (Key):] Region
* [E& F (Operator):] In

* [{E (Value):] us-east-1a, us-east-2

FOBEES., DL FT,

s T RATEUT 4 V—2MNus-west-la T, IPT7 FLA23192.02.124 7 X v MIJELTWD (v
RHEA L kL2721 OR)

F72i
e U—U g U us-east-la F/2lF us-east-2 (T RARA  F L 27 2 20R) oOWTNNTHD

FOHAE, T RKRA L INZ T T REPGIZEI V¥ THNET,

TV RBRA b L7 ZOERPET Lz b, £ EBO BRE SAVE] %227V v 7 LET,
i OA EMICH D[4 RZEBR (DEPLOY TOSITES)| K& > %227 U v 7 LT, AF—~<%H A hiZ
BB L £,

[IEHIZER (Successfully Deployed) ] SNzt WVWH A vE—URNFREINET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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Cisco ACI Multi-Site 5% & DREE .

RDBERY

Cisco ACI Multi-Site % DOHRFE (63 2—) OFIEEZEH LT, Cisco ACI v VF %A b —
UT7NELLHEESNTWAZ 2R LET,

Cisco ACI Multi-Site % DREL

Oy I OFEEFEHLTC, ACIV/LVFHA N A=A ML —Z AT LERENEL
CHWHAENTWAZ L AR LET,

ATY 71 CloudAPIC IZu /A L, ROZ LEMERLET,
a) [# v =AR— K Dashboard)| 27 U v 7 L, ATV I ABGAT —H AL LY — 3 B
AT =B ARy 7 ADEREFEH LT, WO L &R LET,

o M FRVIE, AWS O Cisco Cloud Services Router 1000V 725, A > 7L I A @ ISN (IPsec ¥ —
Sxp—variRA b, BEOR2—% VPC ® VGW 28 L TEHEL TWET,

¢ OSPF %A 73— Cisco Cloud —E R JL—H L ISN AL 7L I 2 T, ZDMTERE)I L TW5
ZlERLET,

e VRF ® BGPEVPN /L— MNZIZZ T T REA LT LI ADNL— FBRRRIN, 7T Kb— MMZ
ACI A4 v AA v F D BGPEVPN Z /- L CA T ENE T,

b) [T7V— a EH (Application Management)] — [T N &7 Vv 27 L, 7T PBRELLIEE
ESNTNDLZ LA LET,

c) [7 7V r—3 a & (Application Management)] — [7 U r—ya v 7ua 77 A &7 ) v 7 L,
TV r—ar7u Tl s ANANELSRESNTND Z L 2B LET,

d [77VU % — a &P (Application Management)] — [EPG] Z#27 U v 7 L, EPG N IE L FKEINT
WHZ L aER LET,

e) [7 7V r—3 a V48 (Application Management)] = [2> 877 M &7 UV v 7 L, #HINIEL L F
EINTWLZ 2R LET,

f) [7 7V /r—3 a V& H (Application Management)] — [VRF] 227 U v 27 L, VRF N IELLK ZE ST
WHZ LR LET,

g) [T 7V — a8 (Application Management)] = [7 7 7 K 27 3% A k Cloud7’ 2 7 7 A V] %
IV L, 77U RArTXAN TR 77 AAPRELSRESNTND Z LR LET,

hy [Z T 7K VUY—XA(CloudResources)] = [V —Yar]ar Vv r L, V—=VarRNELLRESH
TV Z &b LET,

i) [ 7D R U Y—2Z(Cloud Resources)] > [VPC] # 7 U v 7 L, VPCRIELSREINTNDHZ L&
B L ET,

) [T 7 K UY—XZ(CloudResources)| > [/ 7TV R =V FRA L NEZZ7 Vv L, 77U RKTZUR
RAYEIPRELSEESNTND Z L ZMHERLET,

k) [ZZ 7 K VUY—Z(CloudResources)] > [/b—%]%27 U2 L, CSRVIELLEESNTNDHZ L
MR LET,

ATFwT2 AT VLIADAPICY A MMza A4 L, APIC DAF—< &R L £,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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B cisco A Mutti-site DT

ATvT3

ATy T4

ATy TH

ATvT6

ACI=NVF VA B =T AL —HF TRELIEHGT T R APICOTF > b ) TIZER/REN, ACI
~NVFV A N A= AL —F ZAF—<nLEH N VRF & EPG 34 7L 3 2 APIC TRESINT
WA ERHERTEET,

a<w RS540 6 . AWS @ Cisco Cloud —E X JL—# 1000V T VRF B ELLERRENTWA I L %
MR LET,

show vrf

TF 2 btldE VREVID ACI /LT WA b =AML —% NHERINLTWDEE. CSR O IIEFKR
DEHTHRY FT,

Name Default RD Protocols Interfaces
tl:vl 64514:3080192 ipv4 BD1

Tud

Tub

O R I UMb, AWS —E X JL—%& 1000V & ISN 4> 7L I 2 534 ZD[H Cisco Cloud T k>
FANT v 7L TWELZ L HfERLET,

AWS £721TISN A 7L 2 ADF /314 AT, Cisco Cloud —E & L—# 1000V TIRD a~< > KEFE{TT
xFT,

show ip interface brief | inc Tunnel

LT L) i hinERsinEd,

Interface IP-Address OK? Method Status Protocol
Tunnell 1.2.3.22 YES manual up up
Tunnel?2 1.2.3.30 YES manual up up
Tunnel3 1.2.3.6 YES manual up up
Tunneld 1.2.3.14 YES manual up up

a< L K F4 005, OSPF %A 3—5 AWS E® Cisco Cloud —E X /L—# 1000V & ISN 4> 7L 3
A TFNRAADBTT v 7L TNDZ L 2R LET,

show ip ospf neighbor

RO XS AR FREnET,

Neighbor ID Pri State Dead Time Address Interface
10.200.10.201 0 FULL/ - 00:00:36 1.2.3.13 Tunnel4
20.30.40.50 0 FULL/ - 00:00:36 1.2.3.29 Tunnel?2
10.202.101.202 0 FULL/ - 00:00:38 1.2.3.5 Tunnel3

av U RIA4 b, A7 LI AD BGPEVPN A /3—73 Cisco Cloud ¥— B & /L— % 1000V |ZFF/ET
52 LEER LET,

show bgp 12vpn evpn summary

UTOX S mEhnFmRsnEd,

Neighbor v AS MsgRcvd MsgSent TblVer InQ outQ Up/Down State/PfxRcd
10.1.1.2 4 100 139 137 99 0 0 01:30:36 6

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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Cisco ACI Multi-Site 5% & DREE .

ATYT] a<~ R IA40Mmb, VREOBGP L— M7 T U KA T LI ADOMFTDONL— MRFERENTNDZ
LEMRELET,
(G¥)  HIUE Cloud APIC ®V —7 7 —T(X, VRF L, %75 VPC 28 AWS THERL &N 5 £ T, Cisco
Cloud —E 2 /)L—# 1000V TREINE T A,

show ip route vrf tl:vl

UTOE S mEhnFmsasnEd,

B 129.1.1.5/32[20/0] via 10.11.0.34, 01:12:41, BD|1
B 130.1.0.0/16[20/100] via 131.254.4.5, 01:09:55

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



Irh-7:|::
5 2

Cisco Cloud APIC GUI [ZTDULNT

« Cisco Cloud APIC GUI D#fE (67 ~—)
¢ Cisco Cloud APIC == > iR—3% > O E (68 ~=X—)

Cisco Cloud APIC GUI D i21E

A A =1, T ZEERH L CAmazon Web Services (AWS) F 7=1%Microsoft Azure/X7 J
7779 RIZEEE (ACH AV > —%#MH & £9, Cisco Cloud APICCisco Application Centric
Infrastructure Z 2LiE Cisco Cloud APIC GUI % L T\ £ 97,

Cisco Cloud APICGUI Tlix, 7 v "&fEk L, 77V r—var a7y AL, =2 RKA
N IZA—7 (EPG) . a2 I 7, 74V Z, BIOVRF & ETX £7, Cisco Cloud
APIC bR Y, RE. BEIOQY V—REERTIHZEHLTEET,

AL CHREFIELZFEITLET, 41 20T2 MERE, 4 T2 MERROMER HIEIZ OV T,
Cisco Cloud APIC =2 >/ R—3 > FORRE (68 2—) #ZBMML T &V, [Cisco Cloud
APIC User Guide]] @ [Understanding the Cisco Cloud APICGUIT 1 2> ] OIHHEH L T ES
AN

Cisco Cloud APICO AN 72 & A 7 2 FAT$ 5 FNAIL, 8% DCisco APIC DFINE L 1T D %
T L, T RO, T r—var 7o 774zv\ F L O Cisco APIC D% DAt
DEZIIF LTI, FEMIZ 2V TIE, Cisco.com @ [Cisco Application Centric Infrastructure
Fundamentals Guide] #Zf L T 72 &0y,

ERDOF = g X U TRESRETDMOIEREF R LET, [Dashboard] (57 4/ b
v’ =—) . [Topology]. [Application Management]. [Cloud Resources], [Operations],
[Infrastructure], ¥ X O [Administrative] % B4R T £,

T A 2O OV T, Cisco.com?® [Cisco Cisco Cloud APIC User Guide] @ [Understanding
the Cisco Cloud APICGUIT A 2> | OEAZMML T IZEW,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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Cisco Cloud APIC GUI 2D\ T |

B ciscocloud APIC 2 Uk—% s roBE

Cisco Cloud APIC O > R—2 > FDRE

ATvT1
ATy T2

ATvT3

ATv74

DOy arTCik, TN, TV S—arTad A, BEXORZ U RARA LV NS
NL—7 (EPG) DIERLZETe, Cisco Cloud APIC T LR X X 7 DEFTOMENZ SOV T L
\iﬁqo

458 HHEIIZ

Cisco Cloud APIC 34 > A h— L ENTWAVERBLY ET, ZOHA ROFIOA A h—)L
DEAZZRL T EIW,

Cisco Cloud APIC i2u 7' A > LE9,

[# < aR— K (Dashboard) ]34 v Of LT, ZTVRT A Z4aTRKEION =T A a2 v LE
-éAO

TDOTANT, AT TAaERIIBRESEIND ZENH D F9,
[EZEZLEIN Vs FUICHEEZANDLT, A7 varol) A N2FRRLET,

T2 ZIE, T MNERTETHIHAIFE. BME Y > FUiltenantE ANJLET, BEIX. T2 FOEkE
REWEETAXATDY A MEIRLET,

AT &7 Yy L, WY 4 P TREFIHEZFTLET,

RDBRY

EROFEer—ya X U TCREAHRTEET, [ v a2h—F (Dashboard) A > ®
EEZHBNNR—TT—=T a7 )y 7 LT, XM Ur&2ELET, Z4THRHBLEE
L TREEZRRLET,

eziE, THUNERELESGAIE., [TV r—a UEH (Application Management) ]%
BEAL., [T b (Tenants) 1227 Vv 27 LET, HROEET 4+ RUWZT ST MTET D
BN FRRINET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



. 8.
=% =R

ARATLOTYTTL—FK, 925 L—
K. £=1F) A/ DEST

o FFRRFIH (69 N—2)

VTN T DT v T L—FK (71 =)
VT M T DE LT L —K (81 X—)
e AT N Y AN DET (93 2—)

VT RY—ERAN—=ZDOT v T T L—RDOKM)H— (93 =)

YSECEIE
DA VA =, To77L—F, FRE3FU 7 L— RFIEICET 2 EEREEFHELZRIC
s~ L F9, Cisco Cloud APIC
« Cisco Cloud APIC {%. kDT v 7L — K RADHEY 3 —_—Z2DT v 77 L— K&W
A—FLTWET,
¢« U U —Z52(1) 75 25.0(2)
« U U —225.0(1) ~ 25.002)
c U —250 (x) MBURTIOY V—RZF 7T 1L —FRT5E, CSRINTHLDY J—R|Z
AT —REND=H, CSRTEHDO S 3R (X REBIZRDPZENRHD F
T ZHUE, AWSTH TV FOHEWVPN Y Y —2ANT ) =0T v 7 EINBRho 772010
FAETLHRREENH Y F9,
ZOMBEEEIET HI1I2iE, HW VPN ERE TE#ITr YV —> T v 7 LET,
AZFHEINTWAE IO, VU —250 x) BT, EATYHR—-FEINEA LV RAHF
AZATRERINTWET, AWSXT U v 7 757 KoM (16 2—7) Cisco Cloud

APIC
e YU —Z50x) LVAETDOY Y —ATiL, Cisco Cloud APIC (% M4.2xlarge 1 > A ¥ > A

ML TRBASNET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |

+ U U —2R50(x) LAFETIL, Cisco Cloud APIC (% MS.2xlarge A > A X > A &Ml L Tl
Bl SVET,

42 (x) V=2 B YU —250 x) IRICT v 77 L— R+ 5848, RU—_—2
DT T T L—RE¥R—-FENETA, T R —_X=2D7 v 77 L— R TIL
AVAB L AGA T HEFETERVWIEDTYT, RbVIZ, 26T v 77 L— T,
WRTBITFEEZFERALTCT v 77 L — RT 50 ERH Y £, BITX—ZADT v 77
L—FK (76 =)

*42 (x) YU =AY U—250 (x) IBEIZT v 77 L— R34 554, atomic T replace
FFvarwHHUEREDA A= MIY A —bshEti, FIHOZORHET, [
JLERE (Restore Configuration) Ik Tk D L 9 ITIBIRL £ 7,

«[Ex2 4 7 (Restore Type) ] 7 4+ —/L KT, [#E& (Merge) ] Z&#IR L £,

* [Restore Mode] 7 - —/L K C, [Best Effort] %8R L £,

ZOHIFRIE, 42 X) VU =25V U —250 x) LUFE~DOT v 77 L— RlZD L
INFET, V=250 x) WHLUBEDOV ) —RIT v 77 L— KT I%E5, Zhb0H
MR S EE A,

T T T —R7utvRiE, VU —RA52(1 M HENLED Y U —A~DT v T T L—
KRBT DLW ENRH Y £,
ZoOMEEERET S I2IE, [BEREF o v Y Z8H (Ignore Compatibility Check) ] 4~
VarERENILET,

1.

[Zv T L—FKDARSTa—)L (Ignore Compatibility Check) 17 ¢ > Ko [Eift
HF vy M (ScheduleUpgrade) [ FIEICEIET S ET, KU —X—2D7T v
FUV—=RTREREFERA LY 7 N2 T OT v T T =R (745—) ITRE
NWCWDEHFEDT v 77 L— RFIRIZIENE T,

[E#atEF v % (Ignore Compatibility Check) ] 7 4 —/V ROBED R » 7 1T

Fryvr ~v~—2&%ANNLT, [BEEMEF vy ZEHR (Ignore Compatibility Check) ]
F 7 arEAMILET,

[E#atEF v %% (Ignore Compatibility Check) ] 4 7Y a v A HWhCT 5 &
ZORFEDT v 77 L — REIEFICHITCTE £9,

52(1g) IED YV ) —2A~DT v 77 L—F&E5%ET LET,

52(1g) DV )V —2~DT v T 7 L—RNZE T Lizh, [Ty TITL—FDRYT
L a1—JL (ScheduleUpgrade) 17 4 > FIZRY, [EEF v 9 2ERT S (Ignore
CompatibilityCheck) 17 4 —/V ROREICH LRy 7 ADF = v 7 <w—7 248 L ET,

ZHUCED, ZOT7 4=V ROT 74NV ERETHL [EMEF v I 8B RIT S
(Ignore Compatibility Check) 1 47" a N ENIZ/2 D £,

CHTIOEEES THHALZMED D, VY —252(0) KVETIOV V=215 52() ) J—
2T v I — T 581, VI —Z 521 ICHEBET v 77 L—RT5 2 & 28
HLET (VU —R5219g) TidZewn) .
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| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET
vormzroryIsi—r |}

O N >
YOIz T7DOF7vITI0L—F
Wov s va T, RV —_R—=ADT v 7T L— FERIEIBITR—ADT v 77 L — K%
il L7z Cisco Cloud APIC VY 7 b =7 DT v 77 L — RKIZOWTHH L £,

CiscoCloud APICIE. DT v F T L —RRADKRY 3 —_R—ZADT v I L— REHFE—
L\i‘é—o

e U U —2R52(1) 1B 25.002)
« U U —225.0(1) ~ 25.0(2)

\}

GE) RV —_=2D7 v 77 L— RGO E THEE L 2WIGEIEL. BITX—ADT v 77
L—FR (76 *—3) THEINTWABITR—ZAD T 0t A% HEHLTCT v 7/ L — RTX
i‘j‘o

CSRDT7 v TJL—FK

Cisco Cloud APICY 7 b =7 DT v 77 L — RIERT 2 FiEICEZRAR <. 7T 7 KAPICY
ThNI =T %27 v 7L —FRTH-0NZ, 77U Ry —EAL—% (CSR) b7 v 77 L—K
THLENHY £,

« JU—=52(1) X Y HilE. CiscoCloud APIC DT v 77 L— K% RV #3257 TN CSR A
HEIWIZT v 77 L—FREnE LT,

« JU—Z521) LIETIE, CSRDT v 77 L— K% Y H—L. CiscoCloud APIC 7 v 7
JL— REFEBEfRIZCSR DT v 77 L— REE=XTEET, Zhid, BHESL—
() £&5—=%7L—> (CSR) DT v F 7 L—REHETE 570, b7 74 v 7HEk%E
5T D& H FE T, Cisco Cloud APIC

FHEMCHOWTIE, V9 RS —bE R L—FDOT v T 7L —RD M) H— (933—=) | %
ZHRLTLEE N,

RYS—R—2DT7vITHTL—K
PUFDOYF Y AOFNEZEH L T, CiscoCloudAPIC V7 " =27 DRY I —_R—A T v 7 J
L— REFITLET,

BEEREDNY I TV T

WDORY) > —_—=ADT v 7T L — ReFETT LR, BMEOREE NI T v 7 TH L%
BEIHLET,

c JU—Z521) 05 Y Y —2R250(1) £721325.02) ~DT v T L— K

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |
B sescosvs7yr

e U U—R2501) 226U U—R2502) ~DT v 77 L—FR

VTR TDHE T T L—FR (81 X—V) TRHEINTWATFIEEZFEHL T, TO®ROH
HEEETLRIO) Y —RAZHE 7 T L —RT5Z LI LSS, F U7 7 L— REIEFIZET
THEDIIN I T T EINTEZRET 7 A VDRI ) £97,

ATYTN Nyl T v T EFITTLHHNC, 7 r—rIL ABS B Bba A LET,
a) CiscoCloudAPICGUIT, [1 VTSRSV Fr]PATLEETE> (Infrastructure System Configuration) ]
ICBEN L £,

T 74 M TIE, [—# (General) 1% 7 RRARINET, 5 TRWEGEIL, [ (General) 14~
Vv LET,

b) [Global AES Encryption]fE D4 FICHHET A 2> %27 U v 7 LET,
[Global AES B2 Settings] 7 ¢ K& 37 S E T,

¢) [Encryption : Enabled|fEIk O#EIZdH DR v 7 A% 7 U w2 L. [Passphrase / Confirm Passphrase] 7 « — /L
NZNRATZ V=X AN LT, U FUDTEIZHDH[Save] 7 Y v 7 LET,

Nyl T v 7OEL7Ta AD—HEE L THEILRD7D, ZOFIBETANLERAT L — A EX
BbTRBEET,
ATFYT2 AZ v I DREBATICRELI-A 7T VPC 77—V E2EZEDFET,

A2 7T VPC F—NVDEE, BEOA 7T T3y b= ANbAAREENRH L7720, FIEO 5L
LT, ARMT 7L — h&EH L TIed Cisco Cloud APIC ZEE L7 ZWHEH LA 7T T Ry
FOEREMR L TS ZEN,

Q) AV 77 TF U MDAWS T HU Y MIBEIL 9,

https://signin.aws.amazon.com/

b) MO EEBIZH D [H—E X (Services)] Y 7 %2 Y w7 L, [CloudFormation] V> 27 %27 U v 7 L%
j—O

[CloudFormation] i3 &R SV E T,
¢) AWS CloudFormation % v > 2R — R T, BEfFDCloud APICA ¥ v 7 %27V v 7 LET,
Cloud APIC A% v 7 @O [RA v DM (Stack details) ] 7 1 > RUREREINET,

d) [RE v DM (Stack details) 17 4> R D [/85 A—% (Parameters) | Z 7 %27V v 7 LET,
e) [/3TA—%A (Parameters) ] 7—7 /L C pInfraVPCPool 17 % 21T £ 7,

pInfraVPCPool {TO = M ZEHEZ O ET, ZiUL, ZA¥ v 7 OREMPICERE LA 77 VPC
A e G
ATY T3 BFOREENNv I T v 7 LET,
a) [#fE (Operations) 1>[/\v 4 7 v F &1t (Backup & Restore) W28 L £,
b) [N\vHF7vT FOT7AIL (Backup Profiles) 1 %7 %27V v 7 LET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET
1 2—vagyro—rs ]

c) [7U >3 (Actions) 1>[/\v o 7 v TEREDVER (Create Backup Configuration) ] %7 U v 7 L%
j—o

d) BEFOREENNy I T v T LET,
RNy 2T TOBREERTHRTEX 2472 a L OFEMICOWTIE, TAWS 21—+ H 4 KH Cisco
Cloud APIC] @ [Cisco Cloud APICGUI ZfiH LT\ 7 7 v 7 OREEIERT D) OFIEESR L
TLEE,

A A—=ODFHO0— K

ATFYT1 Bl A4 LTWRVEAIE, Cisco Cloud APIC (21 7' A » LET,
AT w72 [Navigation] # == —7>5, [Operations] [Firmware Management] Z 3R L ¥4, >

[77—LDzT7EE| Vv FUBRKRTFENET,

ATV T3 [T7—LIzTEB| VAL FUD[A4 42— (Images) | #7227V v LET,

ATV T8 [Actions]Z 7 Vv 7 L, A7 a—/LX 7 X =a—7) 5[Add Firmware Image] % 3R L £ 7,
[P7—LITT AA—=CFEBM ARy 77T v T RERINET,

RTYTE T7—AUxcT A A—=Vka—ANERZVE—h alr—ra rhoiBMT 205200 ET,

cn—H)al—alrnb 7y —hUxT A4 A=V EBMTH551E, [4 A =205 (Image
Location) 17 4 —/V RO[A—AN] T VARE %27 U v 7 LET, [Z74ILDER (ChooseFile) ]
RELEI VT L, AVR—R T DT 7 =LV T A A=Y NHL0 =NV AT LDT  VH|T
BEILET, (AT v76 (743—V) | IT#ERET,

cUVE—bar—vatnb 77y —AT =T A A=k AR — MTA5EEIE. [4A—PDBRT (Image
Location) 1 7 4 —/L KD [JE—k (Remote) 1A 7> a v RA %7V v 7 L, IROBIEEZFITL

i‘g—o
a) [ZB k3L (Protocol) 1 74—V KT, [HTTP] 72X [SCP1 D ELLNDA T v a vy RE V&
Uy 27 LET,

b) [URL] 7 4 —/L RiZ, f A=Y DX 7 ua—KtdOURLEZANLET,

cHIOFNET [HTTP] A7 v a vy RE VEBRLIEGEAIT, Y7 b7 A A—VOX 7 ra—R
WZEEHT % http Y — A% AJILET, URL OflIL

10.67.82.87: /home/<username>/ACI/aci-apic-dk9.1.0.2j.iso0 T3, AT v76
(74 =—=2) | TR ET,

cHIOFNAT[SCP] A7 > a v RH A BN LI A1, <SCP H—/3\>: /</SR> DX EEH L
T, Y7 =T A A=VDF T m— R T 5 Secure Copy Protocol (SCP) Y — A% A7)
L%9, URLDOF|IL 10.67.82.87:/home/<username>/ACI/aci-apic-dk9.1.0.2j.iso

‘/C‘\‘a—o

¢) [Username] 7 4 —/V R, E¥ 27 abt—Da—VF—4E2 AN L ET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRATLDT v TTL—F, B9oFL— R, £EUAN)OET |
B & o207y 75— F TR EEALEY T b2 FOT Y THL— K

d) [RFE% A 7" (Authentication Type) | 7 4 —/V R T, ¥ U — RORFEXA T ZRINLET, RO
A THBRINTEET,

* [Password]

« SSH #— (SSH Key)

F7 4L M., [Password] T,

e) [/SRT—F (Password) ]Z3&R L7-5E1F. /YR T—F (Password) 17 4 — /L RiZEF a7 a—
DINAT—REARLET, ATy 76 (14X—) | IZEARET,
f) [SSH AB/MEX— 774 LE{EA (Use SSH Public/Private Key Files) ] Z3#&R L 7=8& 1%, ROIE
WEANSLET,
+[SSH*— a>TF > (SSHKey Contents) 1:SSH¥— a7V aHALTSSH¥— 771
NWEERLET, SSHF— 77 A 1iE, Fvro—FRFHDOY E— b ulr—3 3 VOERRRIZSNE
<9,
GE)  ABF—IX, BERHCAERINET, BiE%, Ny 7777 RTARSINZX— 77
A VITHIBRE I E T, —K7e%— 7 7 A /LiL, Cisco Cloud APIC @ dataexport 7 A L
FUIRFSNET,

* [SSH ¥ — /"X 7 L—X (SSHKeyPassphrase) ]: SSHF¥ — /"2 7 L —X%HH L CSSH¥— 7 7
ANEERLET, SSHXF— 77 A LiF, F7ra—RADOY E—h alr—3 a o OFERBRCN
2T,

GE) [N AZL—X (Passphrase) ] 7 4 —/L FIFZAICL TEB ZENTEET,

ATvT6 [EIR (Select) 1227 VU v 27 LET,
Cisco Cloud APIC D7 7 —AL U xT A A=V NRNE T a— RENDIZDOEHELET,

RYO—AR—RADT7v T L—KTaR&#FALEY I 9T T7OT7 v T L—F
DLFo®v 7 arOFEEMEHAL T, CiscoCloudAPIC VY 7 h 7 =27 DORY ¥ —_R—RZ T v
T —FREFETLET,
1R BRI

AA=VDOFyra— i (13~—Y) THHINEFEZER LT, A A—VE2F v
B—RLEZ &R LET,

ATYT1 RV —=_"=2D7 v 77 b— FEFEITT LN, BHFEOREEZ NNy 7T v 7 LTS,

RY —=R=ZADT v 77— REFTT LN, BFERED NNy 7T v 7 (71 _—Y) THitsh T
WHTEHRZHA LT, BEFDO Y UV —ADOREEL NNy 7T v T T5 Lo LET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

R o—R—2DF v FIL— KTt REEALEY I b9z 707 v ToL—F |

RV —_R—=2DT v STV — KRBT LR, Y7 72T L—FR (81 X—) THFE
NTWBFEIEEZFEHL T, HARETLURIOY ) —R X T L — R 581F, ¥V 71— FR&E
TWCFATTH72012, RIOV JV—=ANBE N0 77 v P ENTZRET 7 A VNI 9,

GUI T. [#& (Navigation) | A =a—MWS[77—LD T T7EBEOARL— 3> (Operations Firmware
Management) ] Zi&R L £7,

conref="../../../../../../...commoncollectionfiles/g_common_names and phrases.xml#ditaVar/Cloud APIC ShortName"
[Z7—LVzTEE] V4 FUNRERINET,
[7YTIL—FDRTCa—EE] 27D v 7 LET,
[Z7YTITUL—FDRTDaA—IEE]| Ry 77 v T RERINET,

T 7V VIR ERH D LR T Ay E—URERINTZGEIT, Ty 77— REFETT 501D
N OREEZfRRT 5 2 L 2 HESE L £, B3SOV TiE,  [Cisco Cloud APIC for ANSUser Guide] @
['Viewing Health Details Using the Cisco Cloud APIC GUI] # &M L T 72 &,

[#—4y b D7—Lo 7 (TargetFirmware) | 7 4 —/L KT, AZ B —LEZ T A=a—nH 77—

LT 2T A A=V HEBERLET,

[Upgrade Start Time] 7  —/L RC, 7> 77 L — F&45 T AT 50, % CHIET 202 00E L ET,
ST T T T —RERAFVa— VT 5551F, Nowlz27 Uy 7 LET, 27976 (75—
V) | CERET,

B THMNEREEANCT v 7L — RE X7V a— 3T 585481, [T (Later) 227Uy 27 L, %
TV a—VENT v T T V= ROARER Yy T T v T Lo X —nLERIN L7,

HHVET = > 7 EREZ TN D KO ICRICHE RSN TW A AR, [EREF = v o 848 (Ignore

Compatibility check)] 7 4 —/L RTIIRXEET 74/ bD [A 7 (of)] DFE FIZ L E T,

27577 RAPICKNTII., VAT ADOEEBETFTONR—2a U BEEOHF LWWAA—g 0~ T v F 7 L —

R RANYR— b EINTODEDENERHERT 2 AT = v THEENTFELE T, [EREFz vy &8

BBRTEIET 74NV P TR [A 7] ICTRESNTNDED, VAT AIARERT v 77 L— RO AHMEEZ T

4N N TEBMICT =y LET,

GE) [EEF v I ZER] 74—V ROBEOR Y 7 AT =y =— 7 B ANNLTHENET = v 7
MEREZ BNERET D L2 BIRT DA, VAT LANTHR—FENTHWARNWT v 77 L—FR
ERAITERVAZEAET, 2KV HAARERRELZS SEZTAREERH Y 7,

[Zv T L—FKER5Ta—)L (Schedule Upgrade) 1227 U v 7 L%,

[Upgrade Status]fEIK D A A > D[Firmware Management] 7 > RV T, 7 v 77 L — ROEITIRILE E=X
TEET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |
B ze~—207v75L—¢

/ — \‘ O N ‘\
BITR—ADTvITTL—F
WO 7a i, N7 497 7a—N0BR 52,77 v 77 L — RNARERBITN—
AT w77 L— RPEEZREEL T,

BITFIEZFEALEZI SV RAPICY 7 bz 7DT7 v T L—FK

Z D&Y aTiL, Cisco Cloud APIC DBATX—ADT v 77 L— REJEIZ OV L £
T, ZTOBITICLD N T 74 v 7 ~DEBEIH Y THA,

ATY TN WA T L= ZHEBADIT I > TORWERIE, AR LET,
a) 777 RKAPICGUIT, [f>7T7ANT7F ¥ A7 L%E (Infrastructure System Configuration) ]
WZBEN L £,

T 74 T, [ (General) ¥ 7 NFERINET, £ 9 TRWEGAIE, [ (General) 1% 7
7 Vvl LET,
b) K LSNTZ AT L— XN T TITHENN > TODENE I M EER LT,

» [Global AES Encryption]fiE3# T, [Encryption] 7 4 —/L K & [Key Configured] 7 « —/L KD T iZ[Yes]
LERIRENTWBHEA/RIT, BE SN AR T7 L —XFHR T TICADIC > TnET, [
Tv72 (16 =) | [TH#ERET,

* [Encryption] 7 4 —/L R & [Key Configured] 7 1 —/L RO FIZ[Yes] N E R SV WIGHEIEL, IROF
NEZFAT L £,
1. [Global AES Encryption]fEIk DA FiZH H8hET A a2 %227 ) v 7 LET,
[Global AES B&% Settings] 7 «« > RUMNERRIINET,

2. [Encryption : Enabled|fEIk DRI H AR >~ 7 A% 7 U w7 L. [Passphrase/Confirm Passphrase]
TA—IRIARAT =X ASJLT, U FUDTEIZH H[Save]lx 7 Y v 7 LET,

ATy 72 BEFED Cloud APIC REAE Ny 7T v 7 LET,
779 RAPICOREE /Ny 7T v 74 DI, SESERFERDH Y £, FFMIONTIE,  [Cloud
APIC for AWS Users Guide] &%/ L T< 7ZE V), https:/www.cisco.com/c/en/us/support/
cloud-systems-management/cloud-application-policy-infrastructure-controller/
products-installation-and-configuration-guides-listhtml V £— s\ 7 7 » F 2 HT 25513, &Y
E—hrrr—a rEBBEMTOMNERS DL Z LIZERELTIEEN,
ATwv7F3  AWSinfra7 # 7 > 75 Cloud APIC EC2A A X U A%HET LET,
a) FEuA L TWRWEAIE, Cloud APIC A > 75 77> h® Amazon Web Services 7 4 7 > k
e 74 L, AWS BEEa Y Y —LIZBEI LET,
https://signin.aws.amazon.com/

https://console.aws.amazon.com/

b) AWSHEFIa L Y — LD EQ X vy afh—RKDA VABVRIZBEI L7,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET

ATy T4

ATy TH
ATvT6

ATy 71

ATy T8

ATvT9

ATv 710

BIFIEEEALEYSYRAPICY 7 ko z 707y T L—k |

c) 777U RAPICA V AZ 2 A% RO ET,

77 RAPICDOA VAKX AKX A7 L L Tmbxlarge NF/REINET, ZHUEs5.000) L aiOY U—
ATIEIELWA VAR VAR A TTT,

d) Cloud APICA YR BAVADBIZHAF v IRy Y REAITLTERL., [Actions Instance State
Terminate]= 2 ) v LET,

[Terminate Instances] ™ v 77 v 77 4 > KT, [Yes. Terminate]ZiBIN L CZ DA AKX L A% f&
TLET,

[Instances]” 4 » RUMNRFHR/REIN, 7TV FAPICA A X AD[Instance State]f7D AT —Z A
[shutting-down| (2D VW £7, Z Z TCloud APICA V' AX L A%#& T LT, Cloud APICO kF
T4 ZiE Ry FEEEA,

AWS Marketplace @ Cloud APIC ~— 128 L £,

http://cs.co/capic-aws

[BlE#HEH TRY 54 TF % (Continue to Subscribe) 1227 U v 27 LTEEKLET,
[Subscribe to this software]~*—""C, [Continue to Configuration] K% > %7 U v 7 LE T,
[CDY T T %EE (Configure this software)] ~— U RNF RSN ET,

IR DONT A =2 2@ IR L £,

« [T /31 —7i% (Delivery Method) :]CiscoCloud APIC 7 7 7 RIgkT > 7 L — k(5 7 # /b b Tig
)

° \jj }‘@I? /\‘—:)39 : 7?17 ]\\APIC y7 1\17:]:7@5@@]%&/\‘—:\/\\3 V%@jﬁbiﬁ‘o
«[J)— 3> (Region):] 7 77 K APIC BB &N DY —Y 3 v

[#%%17 L T#2E) (Continue to Launch)] R&¥ > %27 U v 7 L£,
[CDY T ;Y7 DS (Launch this software )] X— U NFEREN, REOHMENF RSN, 7T TR
BT 7 L— hEREEBTE £,

[72 <3 >?MER (ChooseAction) 17 ¢+ —/L KT, [CloudFormation M#EE) (Launch CloudFormation) ]
@I L, & (Launch) 127 VU >y 273 5&, §TIZIELV Amazon S3 7> 7' L— h URL P AJ) &
NTWHEY7ARe Y — 3 N [CloudFormation — Y A 124 A L7 MZBEILET, [TYTL—rD
187 (Specify Details) ] ~— 23, [R2 v DYERL (Create stack) | ~—TYWNIZERRENET,

[7 7 L— hOFE (Specify template) ]— T, ROBREZITVET,

s AIRSE-[7 7 L — O el (Prepare template) |7 4 —/L K 77 4/ kO[T > 7 L— ~ OYEf
(Template is ready) |4 7> a VZ@RLIZEFICLET,

« T L— MNMHEIEDIEE :

o [T 7 L— kY —ZRA (Template source) |7 4 —/L KT, 7 74/ k®Amazon S3 URLA 7'+ =3
VEBRLIEERICLET,

* [Amazon S3 URL]” 4 —/L KT, HEWWIZAK SN NI A2ZOFFIZLET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .


http://cs.co/capic-aws

YRATFLDT Y TTL—K. v L—FK, F#EUANYOET |
B sozEeEALE I SYRAPICY T LYz 70Ty THL— K

o [T A F—"TFx (View in Designer) 127V v 7 LE T,

ATy TN EEO T4 Dtemplate | FHIK
[TUTL—bFEBOEINEZ[ISON]OE FIZ L ET,

P UTHOT F A PCFHIORINC T — Y V& X, Shifth—& M LARRHY 42 FUO—FFETA
77— LT, Vg RUNDTFANLTINEEEZRIRL, 20T 0 FUNDOTRTOT F A
Feabt—LEd (Cul+CxHTN A7V vy LTC[aE— (Copy) ]| ZEIRLET) .

ATYT12 v—nNarbEa—27T, @7+ VZICBEHL, —BEOLREMTTTXFA N 7 A VEIERL,
A — LT HRANLFHET AT 7 A IVITEE O £,

Z Ui, Cloud APIC CFT T, MS.2xlarge f vV AKX VA XA TRHY 97,
ATYT1 TXANTIT7ANERGFELTCTIA N T 4 X 2K T LET,
AT w714 Cloud APIC CFT % AWS (27 v 7 u— R L %7,

a) AWS CloudFormation = > Y — L iZa 74 LET,

https://console.aws.amazon.com/cloudformation

b) AWS CloudFormation% » 3 = 7h— KT, BEfFDCloudAPICA ¥ » 7 % 7V » 7 L., [Update]z 7 U v
7 LET,

¢) Update Stack™ -t #— K ® [Prepare template] i ¢, [Replace current template] Z &R L %9,
[T 7 L— hEEOIETE (Specify template area) | 3FE RSN E T,

d) Update Stack™ 1 #"— K dD[Specify template] 58}k . [Upload a template file] %2R L 37,
[FYTL—k 2740007y FA—F (Upload atemplate file) ] D47 a v inFRrEnEd,

e) [TvTL—k 774D 7 vy FA—F (Uploadatemplatefile) | 47> a2 > DO FIZHs [FZ7AIL
M#EIR (Choose file) 1% 27 U >~ 7 L. Cloud APIC CFT % {ERk L 7= fEIk I8 L £9,

f) Cloud APIC CFT #3#R L, [R~N (Next) 1% YU v/ LET,

g) [RE VU DFHMDIETE (Specify stack details) JEIHE T, EfE FEO[ZDHMD/IT A —4  (Other
parameters) JFEIBICE RINDA L AX L AZ A 7 Hmb.2xlargell 1IE L < X E STV D T & Z iR
L. [k~ (Next) 127V > 7 LET,
ZOFINETIEH, A AZ U RAZA T Emb2xlargellZEH LN T 7230,

h) [RE VY F T3 DERE (Configurestack options) i T, [R~ (Next) 1Z27 VU v 27 L£7,
i) [Review]Hi T, [Update stack]z 2 V 27 LE7,

ZOEET, WOT Vv a v RETFEINET,

« AWS infrald, EH 423 ODIAMY YV — 2 & L £ T ([Replacement] 5|2 [False] & & S E
+) .

+ AWS infrald, BE & HINDHEC2A VAKX U A% 15/ LE T ([Replacement]¥(Z[True] & Frr
NET) .

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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| YZRFLOT7YTIL—F #90FL—K, Fhid) h/\) OET

ATv 715

AT v 716

ATy I

BIFIEEEALEYSYRAPICY 7 ko z 707y T L—k |

Changes (4)

Q 1
Action Logical ID Physical ID Resource type Replacement
am:aws:lam:: 70289519

rApicAdminFullAccess ” 5
@ 5 7007:policy/ApicAdmin AWS: 1AM :ManagedPolicy False
Policy
FullAccess [4
ApicAdminReadOnl
:ITI ms ApicAdminReadOnly [ AWS:IAM::Role False
ole
rApicAdminRole ApicAdmin [4 AWSIAM: Role False
-0a7677325 010
rCAPICInstance 'é' e AWS:EC2:insthnce True

ZHc kY LR EANTY v 7 IPT RLAZEHLT, VU= A A=DH L1 Cloud APIC A
VAK L ANEEN L E T, AWS Management Console DEC24 > ¥ = 7R — R C[A > A& A (Instances) |
ICRDZ LT, HLWZ T 7 FAPICA » A ¥ ZORE O TR A MR TE £,

A VRA D ZAMIREN[ESTH (Running) WL L725GEE, ENIT-72 L5127 T 7 RAPICIZw 7
A TEFET,
2757 RAPICIE, Z O STHRER L TEHLET,

G¥) a7 A4 LEHELTEEZFIZ, RESTZ Y RARA » hO—HYERRET — & 2 M7 BRIk S
TWRWREDZT— A v —UNERENEZEEE. 20777 Vv J—FRDT777 U v
T AUN= T AT =B ALMRB L, B> ThOEPBRICHATL T EI N, £,
07 AT HDI_R—VEEHTHLENRHY £,

[ UK 51k R 2 7 L— X3 ATRE T+,
a) 779U FRAPICGUIT, [ 7TATI7F v VAT LEE (Infrastructure System Configuration) |
WZBENLE T,

T 74 M TIE, [ (General) ¥ 7 HRERRSNET, 5 TRWVIGAIL, [ (General) ¥~
7y LET,

b) [Global AES Encryption]fiE}5 . [Global AES Encryption]fEI DA LICHH8ET A 2227 ) v 7 L
Er RN
[Global AES &5 Settings] 7 « > RUNRERINET,

¢) [Encryption : Enabled]fElkDOFEIZH BN~ 7 2% 27 U » 7 L, [Passphrase/Confirm Passphrase]” -t —
JVRIZFEIUANATZ =% AT LThE, U4y RUDTHIZHS[Save]x 7 Vv 7 LET, AT v
71 (76 =X—7)

Ny I T T LI ERA Y R— b LET, AT v 72 (76 4—)

REDNy 7T v TRIZYE— M —ra VERELTEGAEIE. Ny 27 v AT 78 AT 5720

VE—bulr—ra CEREERT OLERHY £7,

a) %57 FAPIC GUIT, [Operations Backup & Restore]IZ#&1L %3,

b) [Backup&Restore]”” 4 > K7 C, [Backups]¥ 7% 7 U v/ LET,

¢) [Actions] A7 @ — VX7 A=a—%2 1 7 L, [Restore Configuration] % i#&{R L &£,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |

B sozEeEALE I SYRAPICY T LYz 70Ty THL— K

d)

[ETDERE (Restore Configuration) 17V ¢ > RUNFRENET,
Ny 7T T LIERECE LT DD MBERIEREANLET, AT v 72 (76 X—)
ROFEZEHNLET,
«[82 14 7 (Restore Type) ] 7 +—/L KT, [#E (Merge) | &R L £,
* [Restore Mode] 7 - —/L R"C, [Best Effort] &R L £ 9,
ZOY v RUICRLERERE AT LIZ5, [Restore Configuration] & 27 U v 7 LET, [Ny 77 v

L1E5t (Backup&Restore) |7 4 > RUD[Ya 7 AT —H A (JobStatus) X7 %27V w7 LT, Ny
IT v TETEDAT —H AT LET,

AT w718 CapicTenantRole EH # FITL T, T XCOEFETEL7 T by FEEELET,

a)

b)

d)

g)
h)

),

k)

TF v hu—)LCFT% RO £,

7> hr—/L CFT &, Cisco Cloud APIC £ > 75 TF > PO AWS T 17 F®D S3 /3w ~MZ
HYET, 3T FOAHL [capic-common-[capicAccountld]-data] T, 77} k = —/L®D CFT
F TV =7 MEIFED/N y BN O tenant-cft.json T9, CapicAccountld {%, Cisco Cloud APIC A > 7
77T MDAWS T AT bESTY, UL, 777 FAPICARERBASNTHWDET I R T
R

TFr ha—ACFTY v 7 %27 Vv 7 LET,

ZOTFr b —/LCFTOME (Overview) [N—UVNRRINET,
[Overview]~—< Dtenant-cftjson™> h U DR ICH AR v 7 A% 7 Vv 7 LET,
ZDISONFEAX DT F > R —/LCFTD AT A RA A URFRINET,

[F920—K] %20 v 27 LTFF > b B— A CFT # 32 Ea—# FORHcA vy n— R LE
7,

X274 LOBBENS, AWS TOZD S3 N7y h~DRT ) w7 TR AFFHFTINTH
WD, TOT7 7y ANEXT A —RLTCT I N T AT NTHERATOIVLERSD £77,

AWST, EfTZ 577 hO2—FTH v MIEEI L. [CloudFormation]Z 2 U v 27 L¥9,
AWS CloudFormation¥ v ¥ 2R — RC, (G TEZ L7 TV NAZ v 7 & /OF, ZOEETE S
TFUNDARE 4% T LET,

COBEEDAL I DAL 7 TaRT f R—=URNERENET,

[Changeset] #7427 UV v 7 LET,

[Change set]fiE}# G, [Create change set]x 7 U v~ 7 LE9,

Z DA% w7 D[Create change set] 7 4 > K7 T, [Replace current template]z 2 U v 7 LE T,
[To7L—rDIETE (Specifytemplate) 1581 C, [T TL—k Z7AILIZT7 v TA—FK (Upload
a Template File) ] DR{ICH LM E 27V v 7 L, [Z74ILDEFEIR (Choose File) 1 R %27 U v
7 LET,

T hr—ACFTZ 4 v ra—RLiaryta—% LOEFcBE L, 2077 — 774
VEEIRL £,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ATv 719

vatmzrosgyiL—§ ||

) ZDAH 7 D[Change setset]V  » R T[Next]Zz 27 UV v 7 LE T,
[Create Change Set] R v 77 v 7 RERINE T,
m)  [Create Change Set]"N > 7°7 v 7'V 4 > K C[Create Change Set]x 7 U ~ 7 L'£7,
AT —H A%, LIE5H < O, CREATE_PENDING & F/rE, £ D%, CREATE_COMPLETE
WZEDY £,
n) BETELZTTFMNIEICINLOFIEEZBREYIEL 9,
B TEL% T T, ZDtenant-cftjson” 7 A VA L TEE Ly FE{ERk L, TDEHE
Yy FEFATLETS,
7 77 RAPIC GUIT, BATHICZ 77 FAPICIZH L CIT > 1 d N CORENFET 2 2 L 2B L *
R

52 (1) XV Y U—RATIE, CSRH16.x3—T a3 o nH17x 3= a VICHBRNZTY v 77 L — R &
NET, ThEMRET HI2IL. AWSManagement Console®EC2% v 3 = 7R — RTC[A > A ¥ A (Instances) ]
WCBEIL, CSRA VAF LV RAZRDIT T, ZNHbT v 77 L —RENTNDHZ L 2R LET,

U1 —252 (1) UBETIX, OF7 v 77 L— REHZCSRBEBEMIIT v 77 L— RENRW0Wizdh, OT v
T T — RWP5ET LIZZIZCSRT v 77 L— REEBNZ NV H—F 205N H Y £, Cisco Cloud
APICCisco Cloud APICGE/IIC DWWk, 777 R h—ERA L—HDT v 77 L—FD R T— (93
=) | ESRLTLIESN,

YI2b0zT7DEIVIL—F

WDOIETIL, CiscoCloud APIC V7 N7 = T EFICHA T 7 L— R H7- DI LB R A
AL £9,

YOI T7DEITL—FK: J1)—X250(1) H 5 5.2(1)

INHOFETIEH, Y7 o7 Z2VU—=22501) 150 U —RA52)IZFZ 77 L— KT
B IFEZOWTEB L ET,

CROFIEICEY ., ROTFT IV AZEELTNET,

1. LHiOHLHERT, VY —RA52()ZFETLTNT, VU —R250)IZ7 v 77 L— KT
HZLICLELE, EEL, ZOT7 v 77 L— REEITT LM, U U —2R52(1) DFRE
AR IT T L, TONR I T T LERET 7 A NVERGLE LT,

2. WIT, VU —225001) ~DRY) > —_R—=2ADT v F 7 L— R&FITL, FDkdH DN
T, VU—252(H)ICRTZEICLE LT,

INHOFETEH, VU —RA52DIZETHEZOWTHHALTWETR, 20X T

L— RPRIEZEESEDI1I2E, Ny 2T v LV U —Z2520)RET 7 A VISLETT,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |

B oroz70890 50—k yy—zmom»is 520

ATv T

ATy T2
ATvT3

ATy T4

ATy TH

BEAFRRED /NNy 7T v 7 (11 _X—=) OFIEST, No 77 v 73NV VUV —R52() RET 7
ANNDHDLZ EEMERLET,
Ny T v 7ENTY V—RA520) DRET 7 A VBN WEAIE, ZROOFIEEZHFEHLTY J—XA

25.0) PHX T T L— RLANWTL &, THLDX T T L— RFEIED A 27 v FHRET 74
/1/7‘1))‘ \%: fé? D i‘d‘o

FER—2 V=3 CSRPMERIINTWDZ L 2R LET,

H—

~—
EiR

a)

b)

d)

L U—T3g 005 CSR ZHIBRL £,

LAU—Ug DO CSRBHIBREN., " T 74y 27 7a—REFR—2 Y —T3 O CSRIZEID DS
K3 ~S5HBVA FE N T 7 4 w7 N kbilET,

777 RAPICGUI T, [f>7 >k (ntent) |74 2 (EEOMHERHRTRKEOMNNZT A 22)
7 Vw27 L, [9277KAPICETE (Cloud APIC Setup) ] Z#RL £,

[U—y 2 & EL (Region Management) | =V 7 C, [EREDHE (Edit Configuration) 1% 2V v 7
LET,

[BIEYSH!)—2 3> (RegionstoManage) 1V 1 > RUBRFRENET,

F—A U= arD[75% KI)L—4 (CloudRouters) 15 TEIREN: (R 7 AmbF v 7 &t
712t 2) LET (FFA 1 [Cloud APIC BREHR | "HDV—Var) .

[RA~ (Next) 1227V w7 L, ROR—=VITHEREHREZ AL T, RFELTHET (Save and
Continue) 1227V v Z7 LE7,

CSR OHIBRT & AT 5 ~ 10 0B 5E 050 £9, AWS R—X VO~ > > & i<
5;&T\®Rm%7D?X%%w5T%i¢o

Gx) A= V=3 0 CSR NERIZHIFREND F T, ROFIAIZEE 2T ZE W,

AWS IR—ZNVNDA L TT THI L "D, A—h V=3 VPCEUE—K V— 30 VPC RO
_RTDOA 75 VPC VTV v ki FEICHIRLET,

a)
b)

¢)

Fer—var XA T [ET) S (Peering connections) ] AR L 7,

VPCET U v 7 AR L, [7Y 3> (Actions) ]>[VPC E7 I U FEHDHEIFR (Delete VPC
peering connection) ] DIEIZEIN L 7,

[VPC E7 ) o DHIBR (Delete VPC peering connection) ] %A 7 1 7" R v 77 AN THaRE D FEA
AL, [B&ETDHIL—bT—TIL TV Y ZHEIBRT % (Delete related route table entries) ] =
IRy I A A AT L THER L — FEHIBRL, [IEL, HIBRLET (Yes, Delete) ] &3 L RN
L7= VPC 7 U v 7 Hefi 2 HIBR L £,

VE—h V=3 U VPCIBHODO ) E—F V=23 VPC~D VPC BT V) U TG A EE LN
TLEEW,

RO OFENBEICHIBREINDETI0O~ 1S OF/FELET,
WOREIL, 10 ~ 15 pEICHEICHIR S E T,

c h TV N =N A DERETIL, A= V=T a DTy F R MR LET,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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ATvT6

YT RHIFOEIUTL—E  yu—z2500) i 520) |

e NIV NS N AT ¥ v T A b

AT IVNPC~DET Yy b T = T2 ADTHyF AL

HERIZHIBR SN2 WESEEIE, RO XS ICFETHIBRL T2 &0y,
a) R—L U—VarDOrIoVy b= MU =AERT Z v F A FORE, Et T ZHIRL E

R

1.

FTES =g A T, [Transit Gateway Dt 7 7 4 )L (Transit Gateway Attachments) ]
EIEIRL E9,

[#%ft (Connect) 1IRfS7 7 A N ZBIR L £,

[E7IZ## (Connect peers) ] # 7 C. Transit Gateway Connect E'7 Z 3R L, [Fo 3>
(Actions) ]>[##E 7 DHIBR (Delete Connect peer) ] Z3#R L £,

HEBDOX AT 7Ry 7 ZATLL, BIBRLET (Yes, Delete) 127V v 7 LET,

INOLOFEEZBEVIRL T, "= V—=Va D TV N = U= A8RT &y F AL
~ OO T ZHIR L £,

b) FIUVY N T= YA RO T 7 AL EHIFRLET,

1.

2.

3.

4.

TS =3 A T, [Transit Gateway DiR{t+ 27 7 4 )L (Transit Gateway Attachments) ]
EEIRLET,

[##¢ (Connect) [IRfT7 7 A WERBINL £,
[7% 23> (Actions) ]>[HIBR (Delete) ] ZEIRL £,
Rz kD b= 6, [HIBR (Delete) 1 ZiEIRL 7,

) AVTZIFIVPC~DITUTy M= 02 ADTHyTF A MEHIBRLET,

1.

3.

4.

TS —3 3 A T, [Transit Gateway D iR+ 2 7 4 )L (Transit Gateway Attachments) ]
EIRLET,

AL TIVNPCTHF AL NOBERIRLE 1,

MOZ—F VPCT Z v F AL "RHDFREERH D20, ZOFIETIEA 7T VPCT X v F
AUREBBEIRLTCWDAZ EZMER LT EENY,

[72 23> (Actions) ]>[HIBR (Delete) ] ZEIRL £,
e RO b6, [HIBR (Delete) ] N L X7,

287 HHIRLET,
a) AWS =2V —)L T, [—EX (Services) ]>[CloudFormation] >[X % % (Stacks) J\ZB#E) L %

.a—

b) HIBRT A% v 7 28R L E7,
c) [R% v DHIBE (Delete Stack) 127V v 7 LE T,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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ZHIZ LY. Cisco Cloud APIC VM MHIRE N, DV Y —ZDHIBRNRITENE T,

AT TT1 AX v IBRHIBRENDETIS~200MbET,

AH o 7 OBIERDS [HIkR+ (Delete in Progress) | DEFICR>TWAEEIT, m—L V—T3 0 TA v
77 VPC z FECHIFR L £7,

a) AWS =Y —/LC, [H—EX (Services) |>[{RETZ4 R— k&5 F (Virtual Private Cloud) 1>
[VPC (Your VPCs) 1IZBEI L £7,
b) A2 77 VPC Zi#IRL 7,
¢) [V 3> (Actions) 1>[VPC DHIR (Delete VPC) | Z3IR L £,
[VPC DHIBR (Delete VPC) 17V 4 » RUMFERINET,
d) HIgERRT 2 E, 70— MEklS delete & AJT L. [BIBR (Delete) 1272 U 27 LET,
ARTYT8 Horm—KREDVI =R A RXA=UDI T 7 RERT T L— a2 HLT, HiLWAZ v 7 & FIER
LET,
GE)  FE, LLTOFRIEDORD Y IZ AWS Marketplace 72527 7 7 Rk T > 7' L— &7 7 A T
EET,

a) AWS > Y—/L T, [H—ERX (Services) ]>[CloudFormation]>[RX#% w4 (Stacks) JIZE&E L %
D

b) [FLWUY—XT>RZ2vY &R (1B%) (Create Stack With new resources (standard)) 1% 2
Vw7 LET,
[RZ w9 DIER (Createstack) 1V ¢ v RUBRRINET,

) [Tr7TL—rDIEE (Specifytemplate) JfEIEK T, [T FL—k Z7AILIZF v TFO—FK (Upload
a Template File) ] DRICH LM %227V v 7 L, [Z7A4ILDEIR (Choose File) 1 R¥ %27 Y v
7 LET,

d EURISONEATF o F m— LV CFT Z#fHI L Tavy P2 —2OYIcEH LT, 77 L —
N 77 ANEZRL, [RN (Next) 1227V v 27 LET,

[F¥HIMDEE (Specify Details)] ~—72%, [RZ v U DAERK (Create stack)] X— TV NIZFR R INFE T,
e) [BEMDIETE (Specify Details)] ~—Ic, SEAREREZ AT LET,
« [R%& w4 £ (Stack name):] Z® Cloud APIC F#ED4 I Z AT L £,

«[Z77VUvH % (Fabricname):]7 7 4V MEOEFICLTEL ), 777 Vw7 4%E AL
9, 2o FUE, Z D Cloud APIC D4RNZ/R D £,

e 4275 VPC T—IL : HWIT Cloud APIC Z B L7 & LR LA 7T VPC 7V — G %
FEHLET,

WEHRTEDNNy 7T v (11 2—=) OFEO—EHE LT, ZDOA 75 VPC F—/LIEHR
FEIEDTBSMLENDY T,

. [E”EHTE\/_:/ (Availability Zone):] A 7 n—/ X7 A=a2—N5, Cloud APICH 7Ry hd
TRAZEVT 4 V=V EBERLUET,

[MRB VR A4 T (Instance Type) ]: EC2 A Y AX VA XA THBRIRLF T,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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g)

h)

k)

YT RHIFOEIUTL—E  yu—z2500) i 520) |

e [/SR T — RIS RA D — K DR (Password/Confirm Password):] EH &/ SA T — K& A L., i
BANLET, 2oz hUIE, SSH 77 A& HIZ LI-1%IZ Cloud APICIZ R 74 T 5
T2 DIAE T 52T — R T,

[SSH F— R7 (SSH Key Pair) ]: SSH ¥ —~X7 D4 Fi &2 &R L E T,
Cloud APIC |Z1%, Z®D SSH ¥ — X7 ZHLTr A v LET,

[7 & & X%l (Access Control):] Cloud APIC ~D#fi & #F /] 3 2/ % v U —2 D IP 7 K
VAEY TRy bEANLET (728 21E, 192.02.024), ZOV TRy hHDOIP T KL A
72073, Cloud APIC ~O#Hi A FFrl S Ed, H0.0.0.0/0 Z AT D&, GETH Cloud
APIC ~D¥ERE DTl SIVET,

NTYYIIPT ELADEIY ST : 7Y v 27 IPT R A% CloudAPICIZT 7 b AT /3 R
(O0OB) FHA U H =T =2 A KD B TENE I PEBNLET,

UU—252 (1) L0 b, OFHA VX —T oA ZANTY w JIPT RLAL T T A R—
NPT RLABEID B THNTWE L7, Cloud APICY U —252 (1) LK, 77 A ~X— KIP
7 RUVRITOEBA X —T oA ZZEV Y THI, TV v ZIPT RLAOEID Y T34
v 3 TF, Cloud APICEEAMIZ W TIX, [Cisco Cloud APIC for AWS User Guide, Release 5.2

(1) J @ T[Private IP Address Support for Cisco Cloud APIC and Cisco Cloud Services Router| %
ZHLTLEEN,

etrue : /X7 Y w JIPT KL AZDOT ™ hAT N0 K (O0B) BHA L X —T = A AIZEY
MU CFJ, Cloud APIC

efalse : /X7 U w JIPT RLVAZENZL, 7T X—=FPT FLREDT 7 AT R R
(OOB) %A X —7 = A AZE VY TEF, Cloud APIC

B O FEIZH D [RN (Next) 1227 U v 7 LET,
[+ 7 3 > (Option)] =~— 3, [R2 v I DIERK (Create stack)] X—VHNIZFKRSNET,

[+ 72 3 > (Options)] il T TOT 7 4V Mz F A, [4 723> (Options) ] i
THIZHD [RN (Next) 1227V v 7 LET,

[L E a— (Review)] ~— 2, [RA v U DYERL (Create stack)] X— Y WIZERINET,
[LE2— (Review)] X—Y DT X TOFEHRMPIELNT & fERLET,

[L E 2a— (Review)] X—VIZ =7 —NRR SN HE 1, [BiI~ (Previous)] K% v &7 Y w7 LT,
Mo TR AE BT "= VIR £7,

[L E 2— (Review)] X— Y DT R COEHRNBIE LW & 2R L7725, [AWS CloudFormation A%
IAM 1)V —REHREZ LEZTERT 5 & &5 S (1 acknowledge that AWS CloudFormation might
create 1AM resources with custom names)] OBICH DR v 7 A=A 12 LET,

R—=Y FEICH D [RE v DIERL (Create stack)] R¥ &2 U w7 LET,

[Cloudformation] ~=— UM B UK /R &4, Cloud APICIERL L727 v 7 L — M3 [ AT — & X (Status)]
5|l CREATE_IN_PROGRESS &£\ ) 7F & k&t hlicERrENET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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ATvT9

ATv 710

VAT ANE, T MTHRE S R & ] LT Cisco Cloud APIC A > A X o Z AR T %
£V E L, TuvARETTHDITS ~ 10 530000 £9, {ER 7 vt 2O TIRILE £
=X 3 35121%. Cisco Cloud APIC 7> 7' L — FDOLARIORIZH DRy 7 AxA L, [4X b
(Bvents)| # 7 &7V v 7 LET, [k (BEvents)] # 7D FD [AT—H A (Status)] F121%
CREATE_IN_PROGRESS &5 7% % 3R S E,

k) CREATE_COMPLETE A vt —UMRFRENT B, HATT HHICA A H v A DWERFHRE > TV
LI LR LET,

1 WEO FECH D [H—E R (Services)] Vv 2 &2 U v L, [EC2 U2 %2 Y v LET,
[EC2 &' v 2 7KR— K (EC2 Dashboard)] #jjf 23#%/r v E 7,

2. [EC2 % v 3 =7R— K (EC2 Dashboard)] Eii ® [1) ¥/ — R (Resources)] fEIIZ X, EfTHh DA o~
AL ADEERT T XA NPERRINET (& 21E. 1 D2DETA /ZGI > X (1Running
Instances)]) , ZDEITHDA L AZ L ADY 7 &7 ) v LET,

[ >R %H 2R (Instances)] HiE A3 E R S ET,
3. WHATT DRI, ZDOA U AZ U ADHEFN TELETHLET,

[RB—B X Fx % (Status Checks)] D F T, B LA X & 28 [#]H4E (Initializing)] A
7‘ /é’ﬁ%ﬁ‘?‘é@%% CExFET, RfTT DA, [RE—4 X F v (Status Checks)] D
T, 2R DF v %/\X (Check Passed)] £\ 9 A v E—UNFRINDETHLET,

BEREDNNy 7T w7 (113—Y) THREERY I T v T LI ECEEIEDEZOLERILAART L—
XEEHA LT, 7 a— 3L AES BE2{bZ2BEN LET,

a) Cisco Cloud APICGUIT, [1 Y T7ZR IV F ¥ > RTLERE (Infrastructure System
Configuration) 1IZB#EI L £7,

T 74 /V FTIL, [General] # 7D FIZH W £7, £ 95 TRWEGIL, [General] # 7427V v LE
TO

b) [Global AES Encryption]|fEIk D45 EICd 80 ET A 2% U v 7 LET,
[Global AES B&& Settings] 7 1 > RUNRERRINET,

c) [M&S1t : H%h (Encryption:Enabled) |FEIDOBEICH DR Y 7 A% 7V v 7 LT, BIFRED/ N> 7
T w7 (71 %—=) (ISR T L—X/HERIINR 7 L—XDFEE (Passphrase/Confirm Passphrase) ]
TR INTVERATL—XE AN LET,

d) V4 RUDOTEHIZHL RE (Save) 127V v 7 LET,

JUY—Z250) 27 v 77 L —RTDHENIANY 7T v LY U—R52(0) DFEEA L AR—FL, LA
ATOFRENNRT 22 L 2B LET,

Ny T o7 L)V —=A52)REEA LV AR—FTDHEET, ROBREEHHALET,
«[ET% 1 7 (Restore Type) | 7 4 —/L R T, [#& (Merge) ] Z3#IRL £,

* [Restore Mode] 7 « —/L RC, [Best Effort] 23R L £79°,

A—2i U—Ta > CSRERRIZ. ZORT v 7 O%ICABRICEG L E T,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)
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YT RIITFOEILT L—E ) U—Z 25002) i 25001) £1=1x5201) [

ATFYTNMN YA P ACIVLVF YA N F—Hr AL —F/Nexus ¥ v aR— R A —Hr AL —ZIZL-oTEME
NTWDEEAITE. FTLWCloud APICVM O IP 7 RLZZHH L E9,

a) ACI~NLVTFHA N A—F AL —H/Nexus ¥ v af— NIz LET
b) A hEmmEL, BERLET,

1. Nexus# v ¥ aR—RNA—rAML—27T, [¥4 b+ (Sites) \ICBBIL, @EYRYA bzr Uy
7 LET,

2. [FFM (Details) 17 A =2 %27 U2 L, B2 (Overview) |V 4 > RUZEBI L £,
3. WET AL E Iy I L, ZOVA FOFERERE L ET,

4. [H4 FOBEEEHE (Re-registerSite) |ORICH LRy 7 A% 7 U w7 L, HBEREHREZ AT LT,
H LU Cloud APICVM O IP 7 KL A THF L E7,

5 [fRfF (Save) 1227V v LET,
) ACINATHA b A —F7AML—F/Nexus ¥ v afh— KA —r AR —XIZBEIL, 1 bngl
EHMEEHINTWDZ LR LET,
1. Nexus % v ¥ =aR—RA—r AN —%T, [HA kb (Sites) 1 IZBEIL 7,
2. YA MIBEIL, [B¥E (Managed) ]7°[IRE& (State) JFIICE RSN TWDLZ L AMERLET,

d 79U FRYA NEFHEEITLET,

1. Nexus ¥ v afh—RA—7ANL—HT, [412TFRMF9F+ (nfrastructure) ]>[1 >
7 SE®E (InfraConfiguration) 1IZB&EI L, [4 275 DEE (ConfigureInfra) 1% 2 Y v 7 L
EJean

2. EMOFTEr—var N=T¥A bz#R L, [EH (Refresh) 127U v 7 LET,
e 4 RUTEL (Yes) 122 Vv 27 LT, 77U RKY¥A FNOEFHE/HATLET,

e) [EF (DEPLOY) |>[EBD#A (DeployOnly) 1227V 7 LT, A7 IREERERBLET,

YILDITT7DEFOTL—F : J1)—X25002) 5 25.0(1) £1=1%
5.2(1)

INHOFETIEH, Y7 b7 %V U—2Z2502) 715 25.0(1) £72iE52() X v T L—

R4 2 HFHEIZHONCTHB LET,

IHOFEZELY, WOV FTVAEEELTHET,

1. VEiOHHEET, VU —22501) F7/21E52() ZFEITLTNT, U Y—R250Q)I1Z7 v
TTL—=FRTILICLELE, 2L, 20T v TV L — REFTT RN, BEFERE
DNy 7Ty 7 (T14=) THRHENTNS EHICY U —2250(1) £721F 5.2(1) D%
BN I T T L, Nl T v T LIEEET 7 ANVERTFLE LT,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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ATy T

ATy T2

ATvT3

2. WIT, VU—=R250Q2) ~DRY > —R—=ZADT v 77 L—RKEETL, D%, bHH
JC, VU —2250(1) £01E52) ICETZ L2 RELE LT,

INHOFNETHEH, UBTDU UV —RRTHECOWTIHH L TWETRS, ZhbnF v s
L— RPIEZERE ST 2120, TOLURTOV YV —ZAHIZNNy 7 T v LTIERET 7 A VIR E
T‘j‘o

BEAFRED Sy 77 v (114=2) TRASATOB LIS, SOV U —Anb Ay 77 v 7S
NIERET 7 A Vb5 2 L MR LET

PFIOY Y —ABBSy 2T v T SNIERET 7 A AR ROEEE, SN SOFIRERMLTY Y —x
250Q) BHA YL T L= FLAVT RS, INLOY TS L— FRIATHE, T0/y 7T v TR
ET 7 A NBHEIZRY T,

[l %S (IR CZABHgRE & 7o (3R 8E) © SSH F— ORI ZEk L £

a) https://console.aws.amazon.com/ec2/ C Amazon EC2 =2V — /L & & £,
b) FEF—Tar XS UT, [F—RT (KeyPairs) |3 L ET,

¢) [F—RT7DA R— b (Importkey pair) ] ZE4R L £,

Key pairs (1/3) info | © || actions o | [EESETSPERFRY
Import ki air
a port key p - &
Delete
= Name v Type v Manage tags v
capic_downgrade rsa e5:06:7b:0d:fd:Fo:ff-4a:53:ef:70:5a:42.....
capic_upgrade rsa dd:db: 1 7e2:ff . dof9ce:al:da:12:39:13....
cisco rsa f3:b0:47:b6:6e:42-55:45:ef: 5b:39:9ff4:,

d) [®FT (Name) 1iZ. ABREDOLY LT WAFIZ AN LTI, LRI, &K 255 LFD ASCII XL
FEEDDHZENTEET, BHEEITIRKEOAN—REZEHDH I LILITEERA,
GE) EQav Y=oV ARZ AR THE, a3 —VITRERT 7 A VD4R E L
TIDAHEREZELET,

e) [BH (Browse) | &R L CABSICBE L GRIRT 20, AREONEEZ [ABEBOAZS (Public
key contents) ] 7 4 —/V FIZHEED 1T £ 9,
f) [F— RT7DA 27R— b (Importkey pair) ] ZE4R L £,
o) ArH— b LI ABENEAST DY A MIFRSNTND - L AR LET,
GE) fENDOEBATE—RTDA ik— b 7ot A0ERE L2 WAL, [F— RXRT7D/ERL (Create
keypair) 147> a v AL THLNF— T Z2ERK L, LEIGLT AT v 77 (90 <—
V) TEREMHATEET,

EC2 A A& AFEICHE L, Cloud APICVM A v A X v A% T LET,
a) TES—var XA UT, [41VRF VR (Instances) | IR L £,
b) Cloud APICVM A VA X L ADREIZH DT = 7Ry 7 A% A A LET,

. Cisco Cloud APICAWS @ 4 > X b—JL HA K, 1) 1)—X 25.0(x)
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| YZRFLOT7YTIL—F #90FL—K, Fhid) h/\) OET
YIRHIFOEILT L— K Y —2 2502 » 5 2500) £1=x5201) [l

¢) Cloud APICVM A > AX LV ADATE A7 Vw7 L, [4 2 ARB U AKEE (Instance State) ]> [## K
(Terminate) 1Z&IR L E7,

Cloud APIC VM A ' A Z U AT T 5 F TS0 £,

CloudAPICVM A v A X VAN T T 5 L. VMIZEREMITONT20o0 A v ¥ —T = — AN DI
HTCAYITLET, T 7L —RO—8ELTH LW VM NEIHTIHE, LA X —T A A
WCHEERSNET,

Cloud APICVM O T 7 atEANZETTH L, VPCRZDOMOFR Y hVU—7 U Y —Z (CIDR YT
Iy N EOYREDOEFHRE S TWNBZ LB T,

AWS T Bervices ¥ a L somnvvemorsaicecs com @ BIG-ORTE-1TI ¥ N Caoma ¥ Sugpon ¥
oL r— YR (/) G [ v | T ©
a 1 @
B Name wrein State "Pvs CIOR e CIDR 1P pool DHCP optic
@ 1723100016
10.10.5.0/24
RTUAL PRIVAT T S
LOUD 3 ~ 0.10.1.0/25
v © Avaitable 1723500/

T G [Creo + | [ ©
1 1 @
e Subsetto v Sum < I
. 10.105.0/25 123
qQ
17231.0.0/20 4091
RTUAL PRIVAT
:‘1 s TS 17231160/20 0N
subnet-{10.10.1.16. 1059 R 10149 10.10.1.16/28 0
sbnet(10.10.1.0/. ' =1 4922 10.10.1.0/28 10

ATv T4  CloudAPICVM DI T 70 ANZET Lizh, AZ v ZIZREY, FREEITRETHDL Z 2R LET,
CloudFormation =V 7ZB&) L. Cloud APIC A% v 7 WNEEEITINEETHDZ L 2R L E T,

AT9 75  Cloud APIC A% v 7 OFICHHM%E27 V) » 7 L, [E#H (Update) 1227V v 27 LET,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |

B oroz7o89 50—k yy—22500 55 2500) F1=13520)

ATvT6

ATvIT1

ATvT8

Stacks (1) C Update Stack actions ¥ Create stack ¥
v | @D Viewnested 1 @
Stack name Status Created time Description
o %) CREATE MPLET 2021-09-08 18:36:10 UTC-0700 This Ir’n\)lal‘r creates the environment to Launch a cloud APIC cluster in an AWS
environmen

[REZ YU DEH (Updatestack) ] 7 1 > RuRERINET,

BREDTUTL—ZEEA (Usecurrenttemplate) 1227 U v 27 L, [R~N (Next) 127V v 27 LET,

TUT L= R TCIEMHERE LN, 2OV 4 RUTEREDT T L—bEFERA (Use current
template) 1 47> a v EERLET,

Update stack

Specify template

Prerequisite - Prepare

© Use current template Replace current template Edit temglate in designer

[R5 VY EMMDIETE (Specify stack details) ] 7+ > RUNFERENET,

[RE2 v U DFtM%EETE (Specify stack details) 17« R T, [SSH¥— R7F7 (SSHKeyPair) 17 1 —
NWRERSTRTOTZ A=V REZDOEFICLET,

[SSH F— X7 (SSHKeyPair) 1 7 4 —/L KT, A7 v/ 2 (88—
T AN ERIRLET,

TERELZH LU SSH &F—

[RE w9 DFFMZIETE (Specifystackdetails) 17 ¢ > FUD TFEIZH D [RN (Next) 1227V w27 L,
[R2 v DEFH (Updatestack) |7 4> RUDERV O 4 RUICBEIL, TNHDOT 4 RUDT 4 —
JVRIZH LWSSH ¥ — 7 7 A VA DPERINTNDZ AR LET,

Step 3: Configure stack options

Tags |

Permissions

. Cisco Cloud APICAWS @ 4 > X b—JL HA K, 1) 1)—X 25.0(x)



| YZRFLOT7YTIL—F #90FL—K, Fhid) h/\) OET

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

YIRHIFOEILT L— K Y —2 2502 » 5 2500) £1=x5201) [l

T ADEBZIZH D [RAF v DOEH (Updatestack) 1227V v 7 LET,
AH 7 OBRFBERBSIET,

SRS

Bsppart

CloudFormation

capic-1 Oalete Update Stack actions ¥ Create stack ¥

[ Stacks (1)

Events (5.

2B 7 DFEFOETIRI AR L ET,

APy 7 DEFIL, ROBEBEZREET,
« AWS [Z5AHNZH L Cloud APIC VM % 1ERk L 37,
c ALy 7 HHO—EL LT, FETT TITHIERS N TV 2 0 Cloud APIC VM D HIER A3 £ 7,
« Cisco Cloud APIC XA % v 7 ([Z#¥fa Sk,

[R4 w4 (Stacks) 17 1> RK™IZ UPDATE_COMPLETE A v —UNERINDE THE-THE, [4
VABZ DA (Instances) 1|V« &~ RUIZRED £7°,

«Cloud APIC A Y AZ LV AFH LA L AZ A ID 2 EH, HTLWSSH F—2FHLE T,

s WA U H =T 2 — A FH LA ARE L RCHERE S, CIDREY TRy MITRCRELEET
‘a—o

* Cloud APIC ®%FRIP 7 FL A BRI CIZAR Y £,

#5~1043%. Cloud APIC THR—2 g UAIELWZ L 2B LET,

BELIP 7 RL A% LT Cloud APIC I 74 > LET, U U—R250Q)IZ7 v 77 L— K4 5H]
W2, DENCFEITENTWEY U =20 =V g URFERINET,

RERED NNy 7T v 7 (TIN—) TREEZNYIT v T LI EEITEEHOIDLFELARAT L—
XEEHA LT, 7 a—/ 3L AES BE{bZ2BEN LET,

a) Cisco Cloud APICGUIT, [1 Y T7ZRMFVF ¥ > XTLERE (Infrastructure System
Configuration) 128 L £7,

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRTFLOT v FITL—R, B9V TL—K, £ AR 0xT |

B oroz7o89 50—k yy—22500 55 2500) F1=13520)

ATy 714

ATy 715

T 74 /V N TIL, [General] # 7D FIZH Y £7, £ 95 TRVWEEIL, [General] # 7% 27V v/ LE
j—o

b) [Global AES Encryption|fFllDAT FICHHEET A 2 %7 U v 7 LET,
[Global AES &5 Settings] 7 « > RUNRERINET,

c) [MEH1E : H# (Encryption: Enabled) JfEkDBRHZH RNy 7 2% 2V v 7 LT, BIERED /Ny 7
T o7 (71 =) (ISR T L—X/HERIINRA 7 L—ADFEEE (Passphrase/Confirm Passphrase) ]
TR INTVE AT L —XE AN LET,

d V4 FUDOTHIZHS [REF (Save) 1227V v o7 LET,

VU —=R250Q) 27 v 77 L—RTDHENINy 7T v T LIZLREIOY V—ADFEEZ A AR—KL, LA
ATORENPPRT 5 2 & 2R L E T,

Ny T v Z LELUHIOV Y —ADOREEA R —T25 L3, ROBREEZHHLET,
«[E2 14 7 (Restore Type) ] 7 4+ —/v K C, [#4 (Merge) 1 Z&R L £,

* [Restore Mode]~7 1 —/L KC, [Best Effort] % 3R L £,

ZOFIEDH, A—2L U— 3 CSR OIERA HERIICHIG S E T,

YA B ACIIVF YA N A —HFARL—F/Nexus X v abh— R A=A L —Z |2k TEAX
NTWAEEAITE. HLWCloud APICVM DO IP 7 RLZZHH L E9,

a) ACI~LAFHA NA—F AL —%/Nexus ¥ v ah— R 74 LET
b) VA MNEREL THERKLET,

1. Nexus ¥ v aiR—RT, [H4 b (Sites) [IZBEIL, IELWYA FE227 U v LET,
G 742227y 7 LT, @ vrr FUafRLET,
3. $hET A& ) v LT, ZOYA FOFRERELET,

4, [H4 bDOBEZEE (Re-registerSite) |ORICH DRy 7 A% 27 U v L, MBERERE A LT,
LU Cloud APICVM D IP 7 RL A THEH L £,

5. [f&fF (Save) 1227 U v 27 LET,

n

) ACI¥LVTFHA N F—F AL —F/Nexus ¥ v alh— A =7 XM —ZZBEL, 1 L35
EMEFHINTVWDLZ 2R LET,

1. Nexus ¥ v afh— R A—7A KL —HT, [¥4 bk (Sites) [IZHBEBILET,
2. YA FERSOT T, [KEE (State) 151 [BE (Managed) | WERINTNWDHZ &R LE
R
d 77U RKY¥A b NOEHEFEITLET,

1. Nexus ¥ v ¥ afh—RA—F7AML—&T, [412TFRXMF9F+ (nfrastructure) ]>[41 >
755 % (InfraConfiguration) 118 L., [41 > 75 DE’RE (ConfigureInfra) 1227 U v 2 L
E3 RN

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET
S CINENVL LN

2. FloFesr—yay N—=TH A Me@RIRL, [EFH (Refresh) 1227V v 7 LET,
e 4> R TIEL (Yes) 1227 Vw27 LT, 79U RV A MOEFERHITLET,

e) [EF (DEPLOY) ]1>[EB®D#A (DeployOnly) 1227V v 7 LT, A7 T7RTEERERBELET,

\ — N = 4=

DARATL YD) ANY)DELT
AT N YHINY BETTAFEIET. BITR—2ADT v 77 L— R2FETTHFELFELT
T, TNHEDOFIRIZHONWTIL, 87 a v BITX—ADT v 77 1L—FK (716 X—2) =&
LTL7Z&EW,

929K Y—ERIL—FDT7YvTITIL—FDLY
WORNEY 7 TlE, 77U R —EAL—% (CSR) OT v 77 L—K& NI H—F 572D
& FIEICOWCEB LET,

DD Y—ERXRIL—3DT7YvTITL—FDF)H—
VY—2x52 (1) LVaEix, o7 v 77 VL —FE M) T—FT35-0N2, 77U R —ER)L—
4 (CSR) NHBWIZT v 77 L —FRFENET, CiscoCloudAPICY U —252 (1) LAETIX
CSROT v 77 L —R&E MU H—L, 7T v 77— REITEBERICCSROT v F 7 L— R&E
=X T&%7, CiscoCloud APICZ #uix, BT L —>r () £F5—% 71— (CSR) OT v
T V= RESEITES720, T 740 v 7HREESTOIELH E T, Cisco Cloud APIC

UU—252 (1) LB, ZOEEIZT 74V ETHEIZ/R> TWET, T 74/ h ORI
~DT T TV —R%E M) H—L7EHBICCSR~DT v 77— R&2 N H—452 L T1,
Cisco Cloud APICZ DIEREZ BZNIT D &, MW THZ LT TEERA,

COMREAENCT S L, ECSROWEYIRT v 7L — R —A7 U ZFRO L 518720 £9,
Cisco Cloud APIC

GE)  WIZT, CSR~DT v 77 L—F & N H—FH7=0DEEMN 7T etv X &80T 5 B L~L
DOFNEE R LET, BERMRFIEZOWNTIE, 2B LTLZEW, GUIZERALEZZ 70 K
Y= A N—FDT v 77 L— KD kY H—Cisco Cloud APIC (95 _—)

1. ZOEOFINEIHE-TT v 77 L— R L%E9, Cisco Cloud APIC

2. CiscoCloud APIC D7 v 77 L— KR TTHETHLET, TOT v 77 L —RKR5%ET
THE, VAT AIICSRN & HHMEN/2 L 72 o722 L %2383 L £ 9, CiscoCloud APICE D
#%. CSREIVCHBMEN 2K ITREEINTZH LWEAY —IICSRE T v 7 L— KT 5 F

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



YRATFLDT Y TTL—K. v L—FK, F#EUANYOET |
B /svrs—Ex—4079 75— kD Ry H—

TCSRIZHEH EN2WZ L ZRT A v E—URNFRINFE T, CiscoCloud APICCisco Cloud

APIC
CSR Routers are incompatible with the current version of Cloud APIC and need to be updated to version 17.3.2. Upgrade CSRs
s’ Cloud APIC @ Q00000 ™
peshboed D S h b 0a rd Last Updated: a few seconds ago @

& Topology

3. AWS R—#/L"CCSR OFIARMZMB L., FELET,
4. CSRT v 77 1L —R&Z NI H—LT, OHEN— g9 02705 1 52 LET, Cisco Cloud

APIC
WD 2ODIFHEONT NN EFEHA LT, CSRT v 77 L—RKD M) H—7 ot AZET
xF7,
o Eif EE DR —T, [CSRDT v TS L—FK (UpgradeCSRs) [V 2 %271 v 7
LET,

[Z7—LozT7DEHE (Firmware Management) ]~—’? [CSRs] iz M L %
T IRONEIZER -

[ARXL—2 3> (Operations) | > [Z7—L™D 7 EHE]

[CSR]1 47 %27 Vw27 L, [CSRDTvFTJL—F (UpgradeCSRs) ] %R L F
R

F7-. RESTAPIZ{HH L TCCSROT v 77/ L—RE NI H—F5Z &6 TXES, FIEITHOW
TIi&, RESTAPIZfEH L= 70 Ry —EALV—FDT v 77 L—KD K H— (95—
V) ESRLTLIEXN,

HA RS54 2 ERIREIER

e % T v L— RLTth, CSREICHMBENIRDNT L 2RT A v =V RERINRNE
BlE, ZDOA v B—VEERTDHEDICT T UV EEHTHMLENHY £9. CiscoCloud
APICCisco Cloud APIC

e HET T T — KL%, CSR~DT v 77 L— K% FJH—L%E7, CiscoCloud APIC
T oL — KT AEIZ, CSR~DT v 77 L—RK%&Z M) H—LARWTL 7ZE, Cisco
Cloud APIC

s CSR~DT w7 L —FR&E NI T—F25L, BEIETHZEITTEERA,

cCSR~DT v 7 7L —FRE M) =BT —RNERINTHEE. ThbDx T —
EWEARLTHMILET, ZROHDCSRT v 77 L— R —0 k&b &, CSRT v 7
JL— RO BEEIMICHI TS E T,

. Cisco Cloud APICAWS @ 4 > X b—JL HA K, 1) 1)—X 25.0(x)



| YRFLOT7YTIL—F. 90T L—F, F@EY AN OET
GUI ALY 59 K 4—ER L—8DF v F 5 L— KD+ Y Hi—Cisco Cloud APIC [}

GUIZERLE=Y9S9FKY—ERIL—E2DT7YvTIoL—KD L) H—
Cisco Cloud APIC
I T, GUIRHLTYZ 7 Ry—t R L—% (CSR) ~DT v 77 L—FR%& R H—F

DIEIZHDWTHEBA L E 9, CiscoCloud APICEEAIIZ DWW TCiE, [/ J U R —ER L—ZD
T T L—=RDOR)H— (932—=2) | ZBRL TSN,

ATV TN BEDH HCSRNAN—V 2 U ~DCSRT v 77 L— K& M) =T 57t 2 %5a L £,
WD 2ODIFEONTNNEEHLT, CSRT v 77 L— RO M) =7 mv R & ETE T,
o B _EERD N —T, [CSRDT v FH L—FK (UpgradeCSRs) (V> 2747V v 7 LET,
[Z7—LozT7DOEE (Firmware Management) | X—® [CSRs] fEik A H L £9, RONEIZEE
£/
[FRL— 3> (Operations) | > [Z77—4LD T 7EHE]
[CSR] #7 %27 U w2 L, [CSRMDTFvTFJL—F (Upgrade CSRs) | #EIRL £,

[CSRDT v 77 L— R (UpgradeCSRs) %7 U w7 $5&, CSREZT v /27 L—RT5H5LCSRHBY 7 — b
L. NI 74y 73— DTN B D 2 L 2R T B ENRERRINET,

RT9 T2 ZOWRTCSRET v 77 L—RL, 77 4 v B—RHCHE SN2 54513, 5 A » & — Y C[Confirm
Upgrade]lx 7V v 7 L £,
CSRYZ MU xT DT v 77— FBRRBENET, CSROT v 77 L— KB ETHTH L Z L &2Rd A
FT—DME O EHICERINET, A v E—NDO[View CSR upgrade status]x 7 1V v 27 LT, CSRT v 7
T —RDOAT—H A%FrLET,

ATY T3 CSRDT v 77 L— RPRAET L AREEOH HEEALELE LT,
T T — RHRZEENBAE L-SAIE. ROGITICBE L CTEEOFEMERZIUG T £,

Operations Event Analytics Faults > >

RESTAPIZ{HEHL-Y959 KH—ERIL—3DT7vTTL—FD LY

ZZ T, RESTAPIZ{FEMA LT 97 Ry —EZ)L—& (CSR) ~DT v 77 L—FR& K
H—=FTB5HECONTHHALES, W, 799 R —E2 V—FDT v 77
L— RO MY H— (935—2) | ZRLTLEEN,

2779 K7 7 L— bk CrouterUpgrade 7 4 —/L ROfE% [true) |ZF%E L. RESTAPIZ /1 L CCSR~D 7 v
77— K% MY T—LET (routerUpgrade = "true") .

<polUni>

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .



SRATLDT v TTL—F, B9oFL— R, £EUAN)OET |
B orestarEERLEY 59 RS —ERL—80F v TTL— KD b Y fi—

<fvTenant name="infra">
<cloudtemplateInfraNetwork name="default" vrfName="overlay-1">
<cloudtemplateProfile name="defaultxyz" routerUsername="SomeFirstName"
routerPassword="SomePass" routerUpgrade="true">
</cloudtemplateProfile>
<cloudtemplateExtSubnetPool subnetpool="10.20.0.0/16"/>
<cloudtemplateIntNetwork name="default">
<cloudRegionName provider="aws" region="us-west-1"/>
<cloudRegionName provider="aws" region="us-west-2"/>
</cloudtemplateIntNetwork>
<cloudtemplateExtNetwork name="default">
<cloudRegionName provider="aws" region="us-west-2"/>
<cloudtemplateVpnNetwork name="default">
<cloudtemplateIpSecTunnel peeraddr="23.2.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.0.1.1/32" />
<cloudtemplateIpSecTunnel peeraddr="23.1.1.1/32" />
<cloudtemplateOspf area="0.0.0.1"/>
</cloudtemplateVpnNetwork>
<cloudtemplateBgpEvpn peeraddr="34.1.1.1/32" asn="63000" siteId="123" password="abcdl234"
/>
</cloudtemplateExtNetwork>
</cloudtemplateInfraNetwork>
</fvTenant>
</polUni>

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



1 A

AWS ') ) —R L an AR A

s AWS U V—x L&Al (97 _—)

AWS |) Y —X L an£iRA

PIFE, oA A M—=NEHIIC L > TERENS AWS U VY —x L T I sma iAo
U Z T, Cloud APICCloud APICZ 16D AWS U V—2 A2 L0 L HEL ., FEED4RT%E

EALZRWE DT BITi.

ZOYAMDIEREMEHL T ZEN,

| FRINDGTATLE TATLDEGRIL—IL
S3 A& b e 1> Z a—,3L (CFT |Cloud APICS3 /N7 > MI7 L
TUTVU— NIRRT | 7 4 v 7 A capic THED £
) T, ZOT VT 4 v I AThh
NN F57y MIfEHLRWT
e J—=varZiizl1o <P R
(CloudTrail & 77" DARTEIZ - °
fEH)
&7 /N2, K8 FEHEINA S T F—3 kD L

BHTT,
* AciDnTag

* AciOwnerTag

< ARl (2 7MEICiEA T
Yz b ORI
RN & ENET)

* AciStaleTag (IZ& > TV
V= ANEHWE RS
L8 DIHFKR) Cloud
APIC

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .




B awsyv—=easma

Aws yv—2z e@maRa |

IHHE FERSNET A TLE

TATLDEGRIL—IL

* AciResolvedObjDnTag
(VPC D7) iRk S 4L
A7 V=7 ORI
(DN) ZfRFFLET,

* AciPeerDnTag (VPC E
TYVTEM) ET
VPC @ DN % ik L&
—a—o

Aci ¥/l capic THHED ¥
TIIERL LR TL 72 &0,

CloudTrails J—T g ion& 1o

NANZIZT VT 4T A
capic THEVET, 2O
V7 4y 7 AT E AREBMNT
FERG L72nTL 7280,

CloudWatch A X k Jy—g o Zkiz3o

JIV—VIZ T VT 4 v T A
capic TIHEV E7, ZD7
VT 4w ATHE B NL—L
IEER L2 T EE W,

Simple Queue Service (SQS) J—g e Hn&E 1o
Fa—

X2—ZIIT VT4 TR
capic THEVET, ZOF
V7 4w ATHEALF 22—
VEERR LRV TL 72 &0,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



1 B

AWS @ IAM O — )L & #E[R

s AWS @D IAM =2 — /L L H#ERR (99 ~=—73)

AWS @ IAM O — )L & ¥R

N

G¥)

AWS IAM OHE| L HEIROFERIC DWW TIZANWS == —3F A R Cisco Cloud APIC, kD WT4
IWDEATDTFT L RELTAWS 7 S X EBRETDHHEREEZZB LT ZEN,

fEHETEXDHT TR
fEHETE VT b
KR T T by VU —R420) AETHAR—FENTWET,
AWS .—# H A R Cisco Cloud APIC 1%, kD URL B AFTEET,

https://www.cisco.com/c/en/us/support/cloud-systems-management/
cloud-application-policy-infrastructure-controller/tsd-products-support-series-home.html

Cisco Cloud APIC ™A > A b—)L & EIZIE, $5FED AWS IAM DR E| & MRS MLIE T,

CloudFormation 7 > 7 L — K (CFT) % {# f§ L C Cisco Cloud APIC % 1 > A b —/L 3 55414,
AWS IZ5ERRERET 7 v AR FFO2—H (72 & 21X, HERA Y > — ARN
arn:aws:iam::aws:policy/AdministratorAccess/’, [E$%2, 27— /LR Y —l LV, Fid=a—9
TN—TIENERINTWVEL—NIL S TA VA= NT B EHRLET, Z7ZL,
I AIRE 72 AWS B 7 7 & AMEZFF O —F RN R 041, Cisco Cloud APIC % 1 > A
b= d D a2 — PR O ERNHERRE v R ASEETT,

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": "iam:*",
"Resource": "*"

}7
{

Cisco Cloud APICAWS @ 1 X k—JL 14 K. 1) 1) —X 25.0(x) .
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AWS 0 1AM 01— )L & &R |
B wsommo—esr

"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "cloudformation:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "sns:*",
"Resource": "*"

}
1
}

FEROMERRY ~ MiE. CFT &4 L T Cisco Cloud APIC %A > A h—/L ¢ B2 —WF|THET
T, W, [TU a3y (Action)[iTICRT L 912, ERROMERMHEROFEMIZ OV T L E
7,

« iam#E&PBR: Cisco Cloud APICA > A % > A%, ApicAdmin& 9 4RO AWS 17— )L CIHELT
ENHAWSEC2Q A v AZ L ATY, Zdua—)uiX, CloudFormation A% v 712 X > T{E
RENDHLENHY F9, ApicAdmine —/L % H L T Cisco Cloud APIC 1 > A X A %
F{74 % & Cisco Cloud APIC A > A& AL AWS A X F— X% H—E R &l LT
M7 LTy VvERGETE T, 2LV, Cisco Cloud APIC A A X > A,
AWS APl 22—V Z4TH 1202, HEDT 7 A F—1ID EWET 7 A F—%2FHT 2
WEEN 72720 £,

s C2HEMR: A X v 7 BB/ VPC, YT Xy b, EX a2 U T 4 7 NV—T R EREKRTE B &
T HDITMETT, AX v 7|2k > T, CiscoCloud APIC A > A X L ANEEN
HA 77 VPC IMERR S NVET,

» cloudformationMHERR: CFT B A% FITT B 72 DITHE T,

+ S3HERR: CFT 2% AWS CloudFormation A % v 7 O =— XS\ T S3 N7 v MURFES L
BE T AIDITHNETT,

* snstEfR: CloudFormation A % v 7 % T3 57D D@ A BSGT 52 DICHMETT,
BAEDE . Cisco Cloud APIC I ApicAdmin & — /L CTHEITSNFET, 2D —/LiZiT2 50K
U —2fMENTEY ., CloudFormation 7 > 7' L — FOEEIO—E E L TEKRINET,

« ApicAdminFullAccess?R1) &—: Z DRV > —|ZU A F TR TWHHERIZ L - T, Cisco
Cloud APICIZEC2EB LTV VPC U VY —RA, 3y b UY—=RTN—TF TH7 Ml
., BLO e JFE21ERE L OB C& £9, Cisco Cloud APIC 1X, fERkL7ZU V—RADE
HOHLZRITTHZLITERELTLES W, o7 7V r—va ko TR SN2 Y
Y — ANTITALER L FE A,

ZORY —IZiE, ROMERDMEE T,

. Cisco Cloud APICAWS @ 4 > X k—JL A4 K, 1) 1)—X 25.0(x)



AWS @) IAM O — )L L ¥R

{
"Version": "2012-10-17",
"Statement": [{

"Action": "organizations:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "ec2:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "s3:%*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "sgs:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "elasticloadbalancing:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "acm:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "cloudtrail:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "cloudwatch:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "logs:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "resource-groups:*",
"Resource": "*",
"Effect": "Allow"

}I

{
"Action": "events:*",
"Resource": "*",
"Effect": "Allow",
"Sid": "CloudWatchEventsFullAccess"

}I

{
"Action": "autoscaling:*",
"Resource": "*",
"Effect": "Allow"

}

aws o> 1am o—L &R ]
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{
"Version": "2012-10-17",

"Statement": [{
"Action": "sts:AssumeRole",
"Resource": "*"

"Effect": "Allow"
}]
}
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{

"Effect": "Deny",
"Action": [
"ec2:*"

] r

"Resource": "*",
"Condition": {
"StringLike": {
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"ec2:ResourceTag/AcibDnTag": "*"
}

}

}
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