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https://www.cisco.com/c/en/us/support/cloud-systems-management/
cloud-application-policy-infrastructure-controller/tsd-products-support-series-home.html
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{

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": "iam:*",
"Resource": "*"

}7
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{

"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "cloudformation:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"

}I

{

"Effect": "Allow",
"Action": "sns:*",
"Resource": "*"

}
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"Version":
"Statement": [{
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"2012-10-17",

"Action": "organizations:*",
"Resource": "*",

"Effect": "Allow"
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"Action": "ec2:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "s3:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "sgs:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "elasticloadbalancing:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "acm:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "cloudtrail:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "cloudwatch:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "logs:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "resource-groups:*",
"Resource": "*",

"Effect": "Allow"

4

"Action": "events:*",
"Resource": "*",

"Effect": "Allow",

"Sid": "CloudWatchEventsFullAccess"
4

"Action": "autoscaling:*",
"Resource": "*",
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"Effect": "Allow"
}

]
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{
"Version": "2012-10-17",
"Statement": [{
"Action": "sts:AssumeRole",
"Resource": "x",
"Effect": "Allow"
}]
}
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{

"Effect": "Deny",
"Action": [
"ec2:~k"

]7

"Resource": "*",
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"Condition": {
"StringLike": {
"ec2:ResourceTag/AcibDnTag": "*"
}

}

}
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