NX-0S CLI # X U DE1T

* Cisco ACl DR~ v Xy hU—F 7 (1 =)
* Cisco ACI ® VMware VDS & DA (3 _X—)

o 7 AH AN EPG 4 ¥ LN Cisco ACT (12 2—2)
*CiscoACl TO~=A a7 AT —vay (14—2)
« EPG WAy B0 & Cisco ACI (17 ~X—)

« Cisco ACI & Cisco UCSM D#E 4 (19 ~—2)

* Cisco ACI with Microsoft SCVMM (20 ~=X—<)

Cisco ACl D{RET Y Ry FIT—F 25

NXOSX A2 A IJILCLUZFERALRETL Y Ry ETJ—F 25D NetFlow

I RAKR—%

FIE

&M

ATy T2

R O—DERE

KOFNADHI T, NXOSAZ A /VCLIZHH LT, i~ > Ky FTU— %7 O NetFlow
T AR=Z R —ERIELET,

Ay 7 4 F¥alb—vary E— REBBLET,
il

apicl# config

T AR—=F RY o —HELET,

i

apicl (config) # flow vm-exporter vmExporterl destination address 2.2.2.2 transport udp
1234

apicl (config-flow-vm-exporter)# source address 4.4.4.4
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apicl (config-flow-vm-exporter)# exit
apicl (config) # exit

VMwareVDS ® NX-0S X % A JLCLI Z{ERA L TVMM k A A > T NetFlow
IPRAR=F R)—ZFATS

WDOFEIETIEZ, VMM R A A > TNetFlow =7 ZAR—Z R > —%HETH7-DHI2, NXOS A
XA CLI ZEHLFET,

FIE

AFYT1 ar74¥al—ay T— REBEGELET,
&1
apicl# config

AT v T2 NetFlow &7 AR—4% KR o —ZHELET,
51

apicl (config) # vmware-domain mininet

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # flow exporter vmExporterl

apicl (config-vmware-dvs-flow-exporter) # active-flow-timeout 62
apicl (config-vmware-dvs-flow-exporter) # idle-flow-timeout 16
apicl (config-vmware-dvs-flow-exporter)# sampling-rate 1

apicl (config-vmware-dvs-flow-exporter) # exit

apicl (config-vmware-dvs) # exit

apicl (config-vmware) # exit

apicl (config) # exit

VMware FANXOS X2 A/ JLCLU ZFEARALI-T 2 F R4+ JIL—T L
® NetFlow D E L FE - (X ENLE

NX-OS AZANVD CLLZHEHA LT, =2 KiRA > Z/—7ThD NetFlow & A% E 7213 %)
2T 52, ROFNEEFITLET,

FIE

2T w71 NetFlow DH AL :
1 :
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apicl# config

apicl (config)# tenant tnl

apicl (config-tenant)# application appl

apicl (config-tenant-app) # epg epgl

apicl (config-tenant-app-epg) # vmware-domain member mininet
apicl (config-tenant-app-epg-domain) # flow monitor enable
apicl (config-tenant-app-epg-domain) # exit

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config) # exit

(f£&) NetFlow Z i LAV, Z OREEZ B L £,
51

apicl (config-tenant-app-epg-domain) # no flow monitor enable

Cisco ACI ® VMware VDS & D&

VMware VDS KA A > A7 7AILEERT S

NX-0S R 2 A )LD CLI Z{ERA LT-vCenter FA A Y AT 74 ILDE

53

FIE

&

ATy T2

48 HHEIIZ

Z ZCiE. NX-OS A% A /L@ CLI 1 LT vCenter KA A > 7' 7 7 A VEAERT 5 ik
ZMBALET,

CLIT, av74Xal—3 gy F—KRIZAYES,
B -

apicl# configure
apicl (config) #

VLAN RFAA U HRELET,
B -

apicl (config) # vlan-domain doml dynamic
apicl (config-vlan)# wvlan 150-200 dynamic
apicl (config-vlan) # exit
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NX-0S CLl % 29 OEAT |

apicl (config) #

ZDOVLAN RAAL ANA VH =T =2 A ABBIMLET, 251X VMware /~A 73—/3 A D
ToZ V7 Rm—NMIBERINAA v H—T = AT,
B -

apicl (config)# leaf 101-102

apicl (config-leaf) # interface ethernet 1/2-3
apicl (config-leaf-if)# vlan-domain member doml
apicl (config-leaf-if) # exit

apicl (config-leaf) # exit

VMware KA A U &#VERLTVLAN RA AV AL N"—v oy 7 RBMLET,
1 -

apicl (config) # vmware-domain wvmmdoml
apicl (config-vmware) # vlan-domain member doml
apicl (config-vmware) #

BEDTVIXEZHEHA LT RAL U E2ERLET,
1 -

apicl (config) # vmware-domain vmmdoml delimiter @

DVSIZRAA Vv A4 T HFELET,
B -

apicl (config-vmware) # configure-dvs
apicl (config-vmware-dvs) # exit
apicl (config-vmware) #

(A7 vay) DSy RARA > FORFIREE 2% E L E T
PEIEREHNIL 0 ~ 600 B OHIPH CRINTE E3, 7 74/ ME 0TI,
11 -

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>
RASf v Dary br—F2RELET,
{1

apicl (config-vmware) # vcenter 192.168.66.2 datacenter prodDC
apicl (config-vmware-vc) # username administrator

Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # exit

apicl (config) # exit

GE)
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NX-08 X % 4 JLO) CLI £ L= Al Y SR VMM K4 1 ot ||

INAT— RERET HERZIEL, Bash = VREIEX TIN5 Z L 2RET 572012, [$) £
720 T 2 EORRSITFORNIN Yy 7 AT v a T BRERHD T (N$) ) , =X
T=T DNy I ATy ald, NAT—RNERET DH LT HETT, EEORRAT—R
IRy 7 ATy v a2 IR RS NER A,

ATy T8 REEMRLET,
B -

apicl# show running-config vmware-domain vmmdoml
# Command: show running-config vmware-domain vmmdoml
# Time: Wed Sep 2 22:14:33 2015
vmware-domain vmmdoml
vlan-domain member doml
vcenter 192.168.66.2 datacenter prodDC
username administrator password ****x*
configure-dvs
exit
exit

NX-0S XX A )LD CLl Z#{FERA L= 5AHRMYER VMM R A A > DOERR

NX-0S 2% A /)v® CLI #FEHTHIE, HEARY HEHVMM KA AV E{ERTE £,

188 B
ctZval TVMM RAAL Y T a7 7 A Va2 720 ORifRSM | ORHES: 21
LET,
» VMware vCenter @ [Networking] % 7 D FC, 7 A/ ZIZ VDS BNEFNTND Z L & il
L/iﬁ‘o

Fo, THNH L VDS OLFIN, ERT DA 5 VMM KA A > & IERIC—E L
TWAZ LR LET,

FIE

ATFYT1 CLIT, av74F¥z2l— 3y F—RNIAYEF,
1 -

apicl# configure
apicl (config) #

ATFYT2 FAA vODayba—F%RELET,
B -
GE)
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NX-0S CLl % 29 OEAT |

B wosxsqiocuzERLE, HBHRYERMM KX (>0 TOE— b

ATvT3

FAOEDHHA KA A > (labVvDS) DA ETIL. VMware vCenter IZ3 £ 5 VDS B LT /14
DOL4HTIER U THDIMLEND Y 7,

apicl (config) # vmware-domain labVDS access-mode readonly
apicl (config-vmware) # vcenter 10.1.1.1 datacenter prodDC
apicl (config-vmware-vc) # username administrator@vpshere.local
Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # exit

apicl (config-vmware) # end

GE)

PNRAT— REFRET HEICIE, Bash ¥ = VBWEZ TR 5 Z L 2B 5720, (8] %
720 T R EORBRCTORNIN Y 7 AT v a2 0ERHY 9 (NS ) , =R
=T DNy I ATy ald, NAV— RERETDH LT HETT, EFEONRAT—FK
IRy 7 ATy valiFrRInERA,

REXMERLET,
1 :

apicl# show running-config vmware-domain prodvDS
# Command: show running-config vmware-domain prodvDS
# Time: Wed Sep 2 22:14:33 2015
vmware-domain prodVDS access-mode readonly
vcenter 10.1.1.1 datacenter prodDC
username administrator@vsphere.local password *****
configure-dvs

exit
exit
RDERY

AW DEH VMM RAA &2 BPGICT # v T L, ZORY U—EFKETEET, 72750,
TNHDORY —iE, VMware vCenter TVD ~7' v = S FEH A,

NX-0S X2 A IILDCLUZEFRAL-. ZAMYBERVMM KA >DT0O

ET— b

NX-OS AZ A/ CLIZEH LT, AWMV EH VMM KA v &7 o — T ET,

188 BRI

BEHRRD FAA ATHAHID FEH VMM R A A > 2 5463 512D OFIATIE, KOS
EfT- 9 2 L ARHRIC LTV ET,

s 87 a VMM RAAL 7 a 7 7 A )VEERT D72 ORIRSEI ORI 27T
o i AHLD VMM R A AV OfERRICEEIH SN TWD ERBVIZ, SR HEHE#ERT 5
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FIE
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ATy T2

ATvT3

RTv74
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* VMware vCenter @ [Networking] % 7 C, #A# L L5 & LTV DAY HAH VMM R A A
YERSKRFILARIOFR Yy N U —2 THAFITVDS NEENTWDZ L afE@ LET,

CLIT, a7 4FXal—Yary T—RIIBITLET,
B -

apicl# configure
apicl (config) #

VMM RAA VDT 78 A E— REEHANCETELET,

WROFITIE, 22# vmmDoml & LARTZ B ) M & L TRRE L7 VMM R A A THE &R
3

1 -

apicl (config) # vmware-domain vmmDoml access-mode readwrite
apicl (config-vmware) # exit
apicl (config) # exit

#1 L\ Link Aggregation Group (LAG) RYU > —%Eik L £,

vCenter /N— 3 > SSLIBEZMFEH L TV 5551X,.  INX-OS A% AL CLI Z{#H L 7= DVS
T o7V R—MHLAG OER (8 X—) | OFIAIZHE > T, KA A > T Enhanced
LACP HSREAE T 272 DIZ LAG R Y > —Z BT 2 LERH Y 97,

FRUNOEEIT., ZORT v T EEBBE X ET,
LAG RV ¥ — %) 72 EPG ([ZBhEAT T £ 57,

vCenter /N— = U SS LB EZHEH L TWAE5AIL. INX-OSStyle CLI ZfEH L7277V r—
v a > EPG Z4LiE LACP 7R U o — %1 2. 72 VMware vCenter N A A NZBI#AHIT 5D (8 ~X—
Y) 1 OHMICHE > T, Enhanced LACP FEREZ 425 72012 LAG AN U 2 —% EPG (2B
TFOMERHY £,

FRLUSNOEEIT., ZORT v T EEBBE X ET,

RDEZRY

TNT, VMM RAA AR LT T _RTOEPG &, BRELZTXTORY > —73, VMware
vCenter CVDSIZ7 v =2 ESNET,
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B ennancedtace Ky o —p4R— ¢

Enhanced LACP /R') —®DHKR— b+
NX-0S X2 A4 J)LCLI Z{FEALE=DVS 7w 1) >4 ;R— FHLAG DIERK

FIE

SEHAURA AL v F (DVS) DT v 7V 7 mR—h I V—7%1 v 787 Vv—7 (LAG)
WCEHEE L, BFEOT— RKRZ v 7 7Y ANEEMTLZ Sk > T, A— K 7 L—
TOa—RNRF &Y ET, NX-OS AX AL CLIAZHEH L TZDF A7 %2FET
THZENTEET,

188 BRI

VMware VDS FHIZ VMware vCenter (R~ > =% —T % (VMM) KA A v EVERS$ B 05
NHY ET,

Enhanced LACP "R U v — & {ERRE 72 I1ZHIBR L £ 97,
1 -

apicl (config-vmware) # enhancedlacp LAG name

apicl (config-vmware-enhancedlacp) # lbmode loadbalancing mode
apicl (config-vmware-enhancedlacp) # mode mode

apicl (config-vmware-enhancedlacp) # numlinks max number of uplinks
apicl (config-vmware) # no enhancedlacp LAG name to delete

RDBERY

VMware VDS 28 L TV 53413, Enhanced LACP RV 2 —%2BEL TS RA A T
RARA > b 7 v—7 (EPG) % BEfAHT £,

NX-0S StyleCLI Z{EHA L =7 74— 3 > EPG %Lk LACP /R ') > — % {i§ X 1= VMware
vCenter K A 4 IZEAE RT3

LAG b u—RKNZ o7 7 a ) X AEEFS VMware vCenter KA A 12, 77U r— 3
v RARA N Z—7 (BPG) ZBhEfTITET, NX-OS AX AV CLIZfHLTZDX
A ERITTHENTEET, 77U =33 EPG & RAA L OBE T ZfERT 5
ZEHTEET,

1R BHHIIZ

LYHWIUEAEA A »F (DVS) OT w7V o7 w— ks Z—7Hic) 78 K 71— (LAG)
EERL, B— RS 7 Foa ) A a% LAGICEEMA T T LERH Y 5,
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ke rrsone i

FIE

ATV TN 77V r—2 3 EPG & KA A AZBBESHT B0, I XBEA T 2R L £,
B -

apicl (config-tenant-app-epg-domain) # lag-policy name of the LAG policy to associate
apicl (config-tenant-app-epg-domain) # no lag-policy name of the LAG policy to deassociate

ATw T2 HEWZSEUT, T MRNOMOT 7V r—3 a2 VEPGIZOWT AT v 120k LET,

IV RRAY FMREDERTE
NX-0S A2 A LD CU ZFERA LT KRS > MEEDIER

1R BRI
vCenter N A A VZERRL TWAXLERH Y £,

FIE

ATFYT1T CLIT, av74Fal—arE—RIAYET:
5 -

apicl# configure
apicl (config) #
ATV T2 THYFEINTZY RRA VN ORFRFR A BRET 21213, ROFIRIZHENE T
FRAERFHIE 0 ~ 600 P OHPA TR TE E4, 774/ MIT O T,
1 -

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>

S 9 R—bk JIL—TDER
NX-0S R 2 A )LD CLUZFEARALI-+S 20 R— bt TIL—TDER

ZITIE NX-OS AXANVDCLLEHEM LT NI 7 K= b Z—T2EmT 5 H k% B
L/i‘j_o
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ATvT6

ATy 717

ATvT8

NX-0S CLl % 29 OEAT |

1R BHHEIIZ
s NI R—=F TN—T1ETF v FBMN L TWARLENRH D 97,

Vmware-domain = > 7 % X MIBE L, kOa~ Fa2 AN LET,
1

apicl (config-vmware) # vmware-domain ifavZ2-vcenterl

NFv 7 R IN—=T%ERT DX, ROa~vr REATILET,
£

apicl (config-vmware) # trunk-portgroup trunkpgl

VLAN O#ia A LET,

£

apicl (config-vmware-trunk) # vlan-range 2800-2820, 2830-2850

GE)
VLAN O#FPHZFET LW A, VLAN U 2 ME KA A D VLAN R — b A~X— A2 5 S
EhEd,

mac DAEE|IT 7 4/ b TZIFANLNET, mac DEEZZIF ANRNWT & 2B LGS
1. ko~ REAHLET,
1 -

apicl (config-vmware-trunk) # no mac-changes accept

forged transmit (37 7 /L b TZIF AN GAIVE T, forged transmit &5 17 AFL72 N2 & 238N L
AT, Woavr RE AT LET,

1 -

apicl (config-vmware-trunk) # no forged-transmit accept

HEERT— N, T 740 b TRESCR>TWEYS, F T K=K L —FTFr IR
XX A E—REASF—T VT EHHAEEF. ROXIICADLET,

1 -

apicl (config-vmware-trunk) # allow-promiscuous enable

N7 7 Am— b ZA—=7OHEE, T 740 N TAUT o FICERESINET, BIRERIEE
WA R—T T DL, kOa<r ReADLET,

1 -

apicl (config-vmware-trunk) # immediacy-immediate enable

VMware N A A U &FRLET,

. NX-0S CLI 2 XU DELT



| Nx-0scu %z nxET

nx-oscu 222 0z [

1 -

apicl (config-vmware) # show vmware domain name mininet

Domain Name : mininet

Virtual Switch Mode : VMware Distributed Switch
Switching Encap Mode : vlan

Vlan Domain : mininet (2800-2850, 2860-2900)
Physical Interfaces :

Number of EPGs :

Faults by Severity : 0, 2, 4, 0

LLDP override : no
CDP override : no
Channel Mode override : no
vCenters:
Faults: Grouped by severity (Critical, Major, Minor, Warning)
vCenter Type Datacenter Status ESXs VMs Faults
172.22.136.195 vCenter mininet online 2 57 0,0,4,0

Trunk Portgroups:

Name VLANs
epgtrl 280-285
epgtr2 280-285
epgtr3 2800-2850

apicl (config-vmware) # show vmware domain name mininet trunk-portgroup

Name Aggregated EPG

epgtrl test|wwwtestcom3|test830
epgtr2

epgtr3 test|wwwtestcom3|test830

test|wwwtestcom3|test833

apicl (config-vmware) # )# show vmware domain name ifav2-vcenterl trunk-portgroup name
trunkpgl

Name Aggregated EPG Encap

trunkpgl LoadBalance|apl|epgl vlan-318
LoadBalance|apl|epg2 vlan-317
LoadBalance|apl|failover-epg vlan-362
SH:13I:common:ASAv-HA:test- vlan-711
rhi|rhiExt|rhiExtInstP
SH:13I:common:ASAv-HA:test- vlan-712
rhi|rhiInt|rhiIntInstP
test-dyn-ep|ASA FWctxctxlbd- vlan-366
inside|int
test-dyn-ep|ASA FWctxctxlbd- vlan-888
insidel|int
test-dyn-ep|ASA FWctxctxlbd- vlan-365
outside|ext
test-dyn-ep|ASA FWctxctxlbd- vlan-887

outsidel |ext
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apicl (config-vmware) # show running-config vmware-domain mininet
# Command:

# Time:

exit
configure-dvs

exit
trunk-portgroup epgtrl vlan 280-285
trunk-portgroup epgtr2 vlan 280-285
trunk-portgroup epgtr3 vlan 2800-2850

exit

show
Wed May
vmware-domain
vlan-domain
vcenter 172

test-inb|FW-Inbctxtrans-
vrfinside-bd|int
test-inb|FW-Inbctxtrans-
vrfoutside-bd|ext
test-inb|inb-ap|inb-epg
test-pbr|pbr-ap|pbr-cons-epg
test-pbr|pbr-ap|pbr-prov-epg
testl|apl|epgl
testl|apl|epg2
testl|apl|epg3
test2-scale|ASA-
Trunkctxctxlbd-insidel|int
test2-scale|ASA-
Trunkctxctxlbd-insidelO|int

running-config vmware-domain mininet

25 21:09:13 2016
mininet

member mininet type vmware

.22.136.195 datacenter mininet

H A3 L EPG & & & U Cisco ACI

NX-08 RZ A JLCLI ZEAL-H X3 LEPGED

NX-OS AZ AV CLIZEA LT, WAZ L T RRA 2 k T —

=JL =

ax ;&

NX-0SCLl 2 24 DET |

vlan-886
vlan-882

vlan-883
vlan-451
vlan-452
vlan-453
vlan-485
vlan-454
vlan-496

vlan-811

FIXEE

(EPG) 4 &Mk & 721X

BRERCTEES, 77V r— a3 EPG FAAL VOERE— R TCROa~ REETLET,

)

G¥)

T, DAL LNEPGAZHRELITERE TE £,

NX-OS A% A L@ CLI ZfH LT, VMware vCenter ~\— A D KA A NZxF L TOIRI AH L
EPG 4 Z AR £ 72 13E ® T& £7, Microsoft System Center Virtual Machine Manager Z i 4%
%6, Cisco Application Policy Infrastructure Controller (APIC) GUI % 721X REST API Zff/ L

. NX-0SCLl 2 XU @
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NX-0S 24 A )L cll £ L=h 22 L Ere 20dl I}

A\

GE)  WOIRPWTIEX, H—0 CLI 24/ L T EPG % Virtual Machine Manager (VMM) (Z#%#5¢ L T<
720,

cEPG AT X vF L, WAXZLEPGAERELET,
e AKX NEPG4 LR CARIT., Ut 7 7 A /L72S VMware vCenter DEEAF D EPG % 5| Xk <

ZTLEEEMLTOVET,
EPG DT # v FIZHRB L, B—D CLI{TCH A ¥ AEPG 4 EET A L. T L7~ EPG BME
SN DAREMEN B Y 9,
1R BHEIIZ
TDEDODEY IV ary NAZNEPGAEZRETDHIZODRIRGME DX AT #FITL TWDHNLE
NHY E9,

FIE

VMM RAALVDR— K TN—TDOHAZ NEPGLEEBINEAIZETE LET,
B -

apicl (config-tenant-app-epg-domain)# custom-epg-name My\ |Port-group Name\!XYZ
apicl (config-tenant-app-epg-domain) # show running-config
# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
# Time: Tue Nov 12 07:33:00 2019
tenant Tenantl
application Appl
epg Epgl
vmware-domain member dvsl
custom-epg-name My|Port-group Name!XYZ

exit
exit
exit
exit
RDZBRY
Z DEFED VMware vCenter Ch— F )V —T X %R T 5 #HA LT, A— K 7 V—T4 %0k
WLET,

NX-0S X2 1)L CLl ZfEA L f=Hh X2 L EPG & DHIER

NX-OS ZAZ AV CLIZEH LT, WAX LT RFEA 2 N 77— (EPG) 4 %EHIRTxF
9, ZAUZ L V. Virtual Machine Manager K X A > DR — b J/—T"DL4FINT 7 4V FOTE
:T:ﬁ: (tenant\application\epg.) Giaﬁﬁéhiﬂho
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NX-0S CLl % 29 OEAT |
B ciscoacicovsonesav -y

\)

G£)  NX-0S A¥ A /L@ CLI ZfH LT, VMware vCenter ~— A D KA A L DD H AKX I EPG 4
Z HIBRT& £9, Microsoft System Center Virtual Machine Manager % i Ff L T\ 5354, Cisco
Application Policy Infrastructure Controller (APIC) GUI £ 72X RESTAPI Zfifl L C, 7 A ¥ A
EPG 4 ZHIFR T & £,

FIE

VMM KA A DR— b TN—FITFT 75V SOL4FTHEREZ#EHA LT, 7 A% L EPG 4 % H|
ML E£9,

&1

apicl (config-tenant-app-epg-domain) # no custom-epg-name
apicl (config-tenant-app-epg-domain) # show running-config
# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
# Time: Tue Nov 12 07:51:38 2019
tenant Tenantl
application Appl

epg Epgl
vmware-domain member dvsl
exit
exit
exit
exit
RDZBRY

Z DFEED VMware vCenter TR — b JN—T A5 MRTH2FEHL T, BEEHRALET,

Cisco ACl TOTA /Ot FT AVF— 3

NX-0S X 2 A JL CLI Z{EA L 1= Cisco ACl TOY A o Ot 5 A VT—

=L =

vaAVDETE
ZITIE, 7TV — 3 EPGNO VM ~— X JE % # ] L T Cisco ACI for VMware VDS
F 72 iE Microsoft Hyper-VIRAEA A v F T A 7k T AT —a Y EFRET D HFIEIZONT
ML ET,
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CLIT, 27 4FXa2l—YaryET—RNIZAYET,
B -

apicl# configure
apicl (config) #

USeg EPG #ER L £77,

B -
ZofFX, 77V A — 3 EPG DD H DT,

GE)
ROBIDO~A 7T AT —ay&ifFad 53~ KA VMware VDS [IZD B METT,

apicl (config) # tenant cli-tenl

apicl (config-tenant)# application cli-al

apicl (config-tenant-app) # epg cli-baseEPG1l

apicl (config-tenant-app-epg) # bridge-domain member cli-bdl

apicl (config-tenant-app-epg) # vmware-domain member cli-vmml allow-micro-segmentation

1 -
(FFvar) ZoBoOEREIE. uSeg EPG D EPG DEEIEN & —E L £7,

apicl (config)# tenant Coke

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented
apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl
apicl (config-tenant-app-uepg) # match-precedence 10

B -
ZOFTIE., B VM AICHESWT T A2 EFERLET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘vm-name contains <cosl>’

5 -
ZOFTIZ, IPT FLARIZESWT 7 4oV E &R LET,

apicl (config) # tenant cli-tenl

apicl (config-tenant)# application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘ip equals <FF:FF:FF:FF:FF:FF>’

1 -
ZOBTIL, MACT RLAIZESWT 7 4 L2 ZERLET,

apicl (config)# tenant cli-tenl
apicl (config-tenant) # application cli-al
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apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘mac equals
<FF-FF-FF-FF-FF-FF>’

1 :

ZORITIE, HET AND 2 LTI _RTCOEtEE —HSE250, HEFOR ZHHL T
RCOBEMEZ—HIEET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # attribute-logical-expression 'hv equals host-123 OR
(guest-os equals "Ubuntu Linux (64-bit)" AND domain contains fex)'

B -
ZOFITHE, B VM B A X LB SW T T o VX B LET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression 'custom <Custom Attribute
Name> equals <Custom Attribute value>'

USeg EPG DIER 2 filgi8 L £ 97,

1
ROFNL, VM ABYET 1 V& ZFi-D uSeg EPG D72h D DT,

apicl (config-tenant-app-uepg) # show running-config
# Command: show running-config tenant cli-tenl application cli-al epg cli-uepgl type
micro-segmented # Time: Thu Oct 8 11:54:32 2015
tenant cli-tenl
application cli-al
epg cli-uepgl type micro-segmented
bridge-domain cli-bdl
attribute-logical-expression ‘vm-name contains cosl force’
{vmware-domain | microsoft-domain} member cli-vmml
exit
exit
exit
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FIE

AFw 1 CLI CT. EPG W& H#fE EPG Z1ERE L £,

1
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apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app)# epg EPG1L
apicl (config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand

vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

1 -
W OFE, Microsoft Hyper-V (RAEA A » F &2k L E T,

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap v1an-2003 primary-encap vlan-2004
microsoft-domain member domain?2
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #
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show epg StaticEPG detail
Application EPg Data:

ATy T2

Tenant

Application PVLAN
AEPg StaticEPG
BD VMM BD
uSeg EPG no

Intra EPG Isolation enforced
Vlan Domains VMM

Consumed Contracts
Provided Contracts
Denied Contracts
Qos Class
Tag List
VMM Domains:
Domain

Encap

Type
Primary

auto

Node Encap

Static Paths:

Node Interface

1018 ethl101/1/1
2016-02-11T18:39:02.337-08:00

1019 ethl/16
2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface
Modification Time

Dynamic Endpoints:

NX-0S CLl % 29 OEAT |

Test Isolation

VMware vDS-Ext
default, Isolate EPG

unspecified

Deployment Immediacy Resolution Immediacy State

formed

Modification

Modification Time

vlan-100

vlan-101

End Point MAC End Point IP Address

(S) :Secondary VLAN

Encap End Point MAC End Point IP

Encap: (P):Primary VLAN,

Node Interface
Address Modification Time
1017 ethl/3

vlan-943 (P)

00:50:56:B3:64:C4 ---

2016-02-17T18:35:32.224-08:00
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Cisco ACI & Cisco UCSM D #i &

NX-0S X 2 1 )LD CLlI Z{EF L 1= Cisco UCSM D #f &

FIE

NX-OS A% A /L@ CLI #fH L T, Cisco UCS Manager (UCSM) % Cisco Application Centric
Infrastructure (ACI) 77 7 U v 7 IZHATEET,

1R BHHIIZ

AKHFA FDEZ =3 > Cisco UCSM #E D aHESA: ICRE ORHESRM 2T N ERH VY F
bé‘o

WAHEITN—T BT N—T DG %ZVER L. Leaf Enforced & 721X Preprovision 78 U 3 — %%
WLETF,

T4V NORRTOEDS I =Y R —ERIR L7=84A . Cisco Application Policy
Infrastructure Controller (APIC) (%, T A~ v v~ —Y v — (VMM) FAA &
ML EF, RIZ, CiscoAPICIZ LY ZD KA A AZBHEMIT HILTND TR TD VLAN & # —
7 RO Cisco UCSMIZ 7 > &2 LET,

)—DJ@ARY > —2 IR+ 2584, CiscoAPIC TIiXT v 7 F#5/ — FITER L TW\W5 VLAN
DI ZE i L, Cisco APIC TIZ/ER L TV 2\ VLAN Z 415 = & T4 72\ VLAN 23 Cisco
UCSMIZ 7 vy v ENET,

GE)

ROFNZIE, B TURBEIZRDAREOCH DT v 7V 7 R— K~ Fry RV EEET D605
FNATWET, LT VA ¥2T 4 AV aA MRy NU—7 TiE, TOREEIT I NLE
NV ET,

51 :

APIC-1# config terminal

APIC-1(config)# integrations-group GROUP-123

APIC-1 (config-integrations-group)# integrations-mgr UCSM 001 Cisco/UCSM
APIC-1(config-integrations-mgr) #
APIC-1(config-integrations-mgr) # device-address 1.1.1.2
APIC-1(config-integrations-mgr)# user admin

Password:

Retype password:

APIC-1(config-integrations-mgr) #
APIC-1(config-integrations-mgr)# encap-sync preprovision
APIC-1(config-integrations-mgr)# nicprof-vlan-preserve ?
overwrite overwrite

preserve preserve

APIC-1(config-integrations-mgr)# nicprof-vlan-preserve preserve
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APIC-1(config-integrations-mgr) #
exit

Cisco ACI with Microsoft SCVMM

NX-0SXRZ2AJILDCUFFERALI=RE2T4 v IIP7 LR T—ILDE
5%

FIE

ATFYF1 CLIT, a7 4F¥alb—3i gy F—RIADET,
i

apicl# config

ATFYT2 ABFT 47 IPT RLA FP— L E2ERR LET,
B -

apicl (config)# tenant tO

apicl (config-tenant) # application a0

apicl (config-tenant-app)# epg e0

apicl (config-tenant-app-epg) # mic

microsoft microsoft-domain

apicl (config-tenant-app-epg)# microsoft static-ip-pool test pool gateway 1.2.3.4/5
apicl (config-tenant-app-epg-ms—-ip-pool)# iprange 1.2.3.4 2.3.4.5

apicl (config-tenant-app-epg-ms—-ip-pool) # dns

dnssearchsuffix dnsservers dnssuffix

apicl (config-tenant-app-epg-ms—-ip-pool) # dnssuffix testsuffix

apicl (config-tenant-app-epg-ms—-ip-pool) # exit

apicl (config-tenant-app-epg) # no mi

microsoft microsoft-domain

apicl (config-tenant-app-epg) # no microsoft static-ip-pool ?
test pool

apicl (config-tenant-app-epg)# no microsoft static-ip-pool test pool gateway ?
gwAddress gwAddress

apicl (config-tenant-app-epg)# no microsoft static-ip-pool test pool gateway 1.2.3.4/5
apicl (config-tenant-app-epg) #

ARTYT3 AZT 47 IPT RLVA =)L a2iERLET,
1 -

apicl (config-tenant-app-epg-ms-ip-pool) # show running-config
# Command: show running-config tenant tO application a0 epg e0 microsoft static-ip-pool
test pool gateway 1.2.3.4/5
# Time: Thu Feb 11 23:08:04 2016
tenant tO0
application a0
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epg €0
microsoft static-ip-pool test pool gateway 1.2.3.4/5
iprange 1.2.3.4 2.3.4.5
dnsservers
dnssuffix testsuffix
dnssearchsuffix
winservers
exit
exit
exit

NX-0S X2 A JLD CLI Z{ERALT=SCVMM kA1 > TR T 74 ILDE

B4

FIE

ATvT2

ATvT3

T, avr R4 A X —T A4 A (CLI) #EHLTSCVMM RAA Y a7y
ANEANERRT D HiEERI L ET,

NX-OS A% A )@ CLI C. vlan-domain %% E L C VLAN & 2B L £,
B -

apicl# configure

apicl(config) # vlan-domain vmm_test 1 dynamic
apicl (config-vlan)# wvlan 150-200 dynamic
apicl (config-vlan) # exit

vlan-domain |24 > ¥ —7 = A4 A& EBMLET,
1 -

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/2

apicl (config-leaf-if)# vlan-domain member vmm_test_1
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

Microsoft SCVMM K A A > Z{ERL L, FFRINTIER L 72 vian-domain % % D K A A 2 (ZBHEAS 1T
F9, TORAALNZSCVMM 2 bn—F ZERE L £,

&1

apicl (config) # microsoft-domain mstest
apicl (config-microsoft)# vlan-domain member vmm_test 1
apicl (config-microsoft)# scvmm 134.5.6.7 cloud test
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apicl#
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