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<polUni>
<infraInfra>
<l2PortSecurityPol name="testL2PortSecurityPol" maximum="10" violation="protect” timeout=“300"/>
<infraNodeP name="test">
<infraLeafS name="test" type="range">
<infraNodeBlk name="test" from ="101" to_="102"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-test"/>
</infraNodeP>
<infraAccPortP name="test">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk"
fromCard="1" toCard="1" fromPort="20" toPort="22">
</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-testPortG" />
</infraHPortS>
</infraAccPortP>
<infraFuncP>
<infraAccPortGrp name="testPortG">
<infraRsL2PortSecurityPol tnL2PortSecurityPolName="testL2PortSecurityPol"/>
<infraRsAttEntP tDn="uni/infra/attentp-test" />
</infraAccPortGrp>
</infraFuncP>
<infraAttEntityP name="test">
<infraRsDomP tDn="uni/phys-mininet"/>
</infraAttEntityP>
</infralnfra>
</polUni>
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apicl# configure

AT J2 |leaf node-id RETDHI—TEBEELET,
i :
apicl (config) # leaf 101

R T 7 3 |interfacetype-or-range RET DAL E—T oA RAETFA L F—T =4 A
i O ZFEE L T,
apicl (config-leaf) # interface eth 1/2-4

R T 7 4 | [no] switchport port-security maximum Ao B =T 2 A ZADEF 27 MACT FLZADEFEK
number -of-addresses $a i UET, FHIE 0~ 12000 7 KL 2T,
- T74NMI1T RLATT,
apicl (config-leaf-if)# switchport port-security
maximum 1

Z 7w 7 5| [no] switchport port-security violation protect ¥ 2T 4 BRARH SN BRICETTET 2
i - varERELET, protect 77 va iE, 437
apicl (config-leaf-if)# switchport port-security ii@tﬂ?; 7 MA(;‘ T }iI/X %Iﬁ”[&% LT%jﬁ{ﬁ%T
violation protect FAFET, AAREEFELT FLADART y & R

ay 7 LET,
25+ 7 6 | [no] switchport port-security timeout Lo BT e f ADEA BT Y MEEEE L ET,

1

apicl (config-leaf-if)# switchport port-security
timeout 300

FPHIL 60 ~ 3600 TY, T 7 A4 /L M 60 BT,

1

I, A=Y XY b A F =T A ATHR— b EF2 VT4 E2RET DHELZRLE

—§—O

apicl# configure
apicl (config)# leaf 101

apicl (config-leaf)# interface eth 1/2

(
apicl (config-leaf-if) # switchport port-security maximum 10
apicl (config-leaf-if)# switchport port-security violation protect
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apicl (config-leaf-if)# switchport port-security timeout 300

wIZ, R—=hF F¥ XL TR—=F X2 T4 2RTTDHE2RLET,

apicl# configure

apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel po2

apicl (config-leaf-if)# switchport port-security maximum 10

apicl (config-leaf-if)# switchport port-security violation protect
apicl (config-leaf-if)# switchport port-security timeout 300

Wiz, AR — K F vy 3 (VPC) THR—r X2V T4 2RETHHERLET,

apicl# configure

apicl (config) # vpc domain explicit 1 leaf 101 102

apicl (config-vpc) # exit

apicl (config) # template port-channel po4

apicl (config-if) # exit

apicl (config)# leaf 101-102

apicl (config-leaf) # interface eth 1/11-12

apicl (config-leaf-if)# channel-group po4 vpc

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config) # vpc context leaf 101 102

apicl (config-vpc)# interface vpc po4

apicl (config-vpc-if) # switchport port-security maximum 10
apicl (config-vpc-if)# switchport port-security violation protect
apicl (config-leaf-if) # switchport port-security timeout 300
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i

switch# show system internal epm interface ethernet 1/35 det

name : Ethernetl/35 ::: if index : 0x1a022000 ::: state : UP

vPC : No ::: EPT : 0x0

MAC Limit : 8 ::: Learn Disable : No ::: PortSecurity Action : Protect

VLANs : 4-23
Endpoint count : 5
Active Endpoint count : 5

switch# show system internal epm interface port-channel 1 det

name : port-channell ::: if index : 0x16000000 ::: state : UP

vPC : No ::: EPT : 0x0

MAC Limit : 6 ::: Learn Disable : No ::: PortSecurity Action : Protect
VLANs

Endpoint count : O

Active Endpoint count : O

Number of member ports : 1

Interface : Ethernetl/34 /0x1a021000

ATFYT2 OXHIZ, TV a— NV A v E—T A ADFR—F X2V T 4 AT —FRAEZFLET,

i -

module-1# show system internal epmc interface ethernet 1/35 det

if index : 0x1a022000 ::: name : Ethernetl/35 ::: tun_ip = 0.0.0.0
MAC limit : 8 ::: is learn_disable : No ::: MAC limit action: Protect
pc if index : O ::: name

is_vpc_fc FALSE ::: num_mem ports : 0

interface state : up
Endpoint count : 5
EPT : O

module-1# show system internal epmc interface port-channel 1 det

if index : 0x16000000 ::: name : port-channell ::: tun ip = 0.0.0.0
MAC limit : 6 ::: is learn disable : No ::: MAC limit action: Protect
pc if index : 0 ::: name

is_vpc_fc FALSE ::: num mem ports : 1

interface state : up
Endpoint count : 0

EPT : O

ATFYT3 ROLEHIC, V=T A v FDR—b+ ¥F2VT 4 AT —ZAEFERLET,
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swtbl5-leaf2# show system internal epm interface ethernet 1/35 det

name : Ethernetl/35 ::: if index : 0x1a022000 ::: state : UP
vPC : No ::: EPT : 0x0
MAC Limit : 5 ::: Learn Disable : Yes ::: PortSecurity Action : Protect

VLANs : 4-23
Endpoint count : 5
Active Endpoint count : 5

ATFYTE FEVa— ) A F—T A AD MACHIREZERD L 5 1R LET,

i -

module-1# show system internal eltmc info interface port-channell | grep mac_limit
mac_limit reached: 0 N mac_limit: 8

port sec feature set: 1 ::: mac_ limit action: 1

% -

module-1# show system internal eltmc info interface ethernet 1/35 | grep mac_limit
mac_limit reached: 0 HH mac_limit: 8
port sec feature set: 1 ::: mac_limit action: 1

AFYTE T a—NDR—F X2V T4 ATF—XAEERL, KDL HIZMAC FIIR &R L E3,
1 -

module-1# show system internal epmc interface ethernet 1/35 det

if index : 0x1a022000 ::: name : Ethernetl/35 ::: tun ip = 0.0.0.0

MAC limit : 5 ::: is learn disable : Yes ::: MAC limit action: Protect
pc if index : 0 ::: name

is vpc_fc FALSE ::: num mem ports : 0

interface state : up
Endpoint count : 5
EPT : O

51

module-1# show system internal eltmc info interface ethernet 1/35 | grep mac_limit
mac_ limit reached: 1 HHH mac_ limit: 5

port sec feature set: 1 ::: mac_limit action: 1

module-1# exit
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