J7—RAbRy T X2 T4

ZOFEE, OB THRINTWET,
7 7—ANEy T X2V T 4IZONT (1 5—Y)
« ACIFHS @A (2 X—)
 EEFELAKEH 2 —)
« APIC GUI Z{i [l L T FHS ORE 4 ~=—)
« NX-OS CLI Z{#i[l L7z FHS &k E (42—
«FHS A1 v F iBASH 2~ R (10 <X—7)
« REST API # i ] L C apic NC FHS OF%E (15 ~<—)

O — —
J7—AbFHRyTE€Fa2)FT4I12DULVT
Ty —A bRy EF2UT 4 (FHS) HERETIZ, LA V2V 7 ETHDENZIPV4 & IPV6
DV 7 X2 )T 4 BLIOEHENTREIZRD ET, P—ERA T XM FRET, 250
WEEIZEBE T FL A (DAD) &7 RLUARBE (AR) 72 ED7T KL REY Y CTOYRAH
EAS, X0 BEBEICHIETRE T,
KOV HR—FENTWS FHSHEEIZ 7 e haLz X271 L T, 777U w o U—7 R
A VvFICEF 2T RV RRA U b T —=FR_R—= A HEES 50 2HIL D, MIM BESL P D%
Lo Xa 7 ¢ WA T 57O SNET,
cARPHE : v FU—J AL, B MACT RLANSLIPT RLA~DNA T 4
VINRH D ARP Ny N ERITRAR., k. BLOFny Az tnTEET,
‘NDHE : LA Y2 RAN—FT—T L TATFT— ML ZAHABRET FLADARA VF 47
R L, RELET,
« DHCP A : (EfEH TEARWVWEETNOLDDHCP A v —VHMIE L, EHRA v —T%
T4 VE R LTSN LET,
cRAZ—F: %y hU—2EHFT, REEIFIRERL—F T RAZA XA (RA)
H—RAvye—V%7T 0y 7 FFHEETEET,
cIPVABLOIPYVE Y — A H— F—FRHAR Y —ZANEDF—& NS T7 4 v 75T T 7y
7 LET,

PR A PA SV |



J7—R bRy TEFauTq |
B rcrsosa

[RGB TE DR ERIIZOEEOFHGE FICH LT /A A TE, ZhbHDTA
AR, 777V ITADAAL v F | v—F  BIOV—"BNEENET, 7747
VA= NEZDTNA ARy N =T DT S ZHEETERVFETTT, MK
IS, AR R—MIFETESRWEETLLE LTHROLET,

FHS #$6EIZ. kDEX =2V T PRl L £,

A—JLOBEA : FETEXRWVWEREN, 2O —VOAMHEEZBL 5 A v E—V %G
THLEEET,

AT AT OERA 7 RLADOEEEA I L1,

*DOSHEDEFAE : BELHL T FRA U FEE, 7= X—2AREEr—E 2 %42
22 L 2FILT RS M RRA VU T = R_R=2 2 {ESEET,

c JOX L HY—ER T RUVAREONEEEZO D20 —5OTaxy h—E R L
£,

FHSHEREIZ, TF > b7V v FAAL Y (BD) ZEICHNIR>TWET, 77U vP RAA
LT, B—F B0 Y —7 AL v F TR AET, FHS R OHIE & 8o 2 7 =
ALMTH DAL v F LEBDAAL v F DL F IV FICHRIETE £,

Cisco APIC U U — 2 6.0(2) L&, FHS (% VMware DVS VMM K A A > THR— k&N ET,
EPG WNIZ FHS %34 5 MEN H 5415, EPG N BEZ AN LE9, EPG NATBEEN AL
2725 TR WNGE, F]LVMWMMBX?‘ 7= NDx L RBRA » ME FHS %31 /%
ATDHZENHY E£T, EPGNDEEE AN LRWEETH, BR2R— s —Fich b=
¥ RARA MK L TiE, FHSHERRIZAI & & AT, 72L& 21X, FHSIX, RFE SN VM
BRI DHR— N T N—THNORID VM D ARP 7T —T NV ihA A= T 505 ENT
xFET,

ACI FHS D E A

ikhk@mﬂ% XY =27 v T TRESNTWET, EHUICHEEDEMELZ T2
RV —%ERL, WIZZORY v—% [RAAL ] (CHEALET (FF b7V vy KA
4Vitu%+ybinﬁ4Vhﬁw~7K&é)oﬁﬁé@ﬁ%ﬁ%fé%@ﬁyy~
E, SESERRERAASVICHEATEET, FEORY VU —2HHTIREIL. KN —%
BHT 6o & bR RAAL TIThivET,

KU —DA 7T a %, [Tenant name]>[Networking]>[Protocol Policies]>[First Hop Security] %
7D FIZd % Cisco APIC GUI 22 B EFHTE £,

FEFEEHIRNSEIA

ROEFFE L FIRIFEHICHE > TS TZE0,

(FOUVREEDFHS N VT 4 VI RT —HRX—ATEX 2 U T RSN RRA
YhZURUIR AALT Y D IBRE BICEESNE T, = MY AEET DA

B o7 xRy TEFaUT4



| 27— RrkyTE£Fay74
sesmennszd

SNV R—= bRV 7 B3 o856, = MR [FOV]RECBEILEST, 2018
BT+ RUOHET, =2 RiRA Y E3Bloar— 3 CBE LBIOR— b CHER S
NAH%E. =2 RARA Y RO AR— F O SEIFEFREZRRB Y BT, = MU IE7 L—
AT A [F 9 ] kEED S [REACHABLE/STALE] (24T L £1-,

« IPHFTEH — RRAERRKE, IPEFTT RLAE LCIpve V7 B—1)L 7 KL A %{f
AL END Ipve T 7 4 v 71X, IPEEILHT — FiefT2= 7 8 A (- 2550
MAC Ofif7<=>1P HEMRRIC L VX2V T A RESNTZEE TIPS T 7))
NAT 4T Ty 7EEICEFRRLS, 774NV ETIONT 7 4 v 7 RIS NE
R

¢ L30ut £ ' H—7 A AT, FHSIZVHAR—F N TWEH A,
« TOR |2 53T N9K-M12PQ it FHS (Z# R — h STV EH A,

« ACI~/LFH A RO FHS 3V A4 O —BNWEEETH 5728, APIC 7 T AX LA b
TORAMCTEET, £/, ACI~/LF ¥ A D FHS X, BD °EPG 23+ k u—7
NTHY, VA4 P ETA MLy FLARVWGEIZOAREELET, A ML vF BD £720%
EPG DO FHS EX =2 VT 4 AT HZ LIXTEERA,

cLAY2HMTY v¥ RAL L TIX, FHSIZVAR—F SN TWERA,

* FHS OAEMUBERETIZ N7 7 4 v 7 BS50REHHiT56 Z &35V £9, Zhik, BDHOD
EPN 7T v =&, BDIND EP 5 —=1 2775 50 B RIIELNZ 72 A 72D T,

«FHS 1Z. EPGE L7 #Z ZfEH L7555 1T ESG &~ v F 7 2% uSeg EPG Tlk, #rAR—FSi
Ft A, uSeg EPG 725 ESG ICBENT D MLE N H L= RARA > I FHS BN GE
X, IPH TRy hREZ T L7 ZREDMOEL 7 Z 2L TENLDT Y RARA Vb
%Z ESG (253 L, uSeg EPG b id~ v F U ZHEHEEHIFR L T 72 &V, KIZ, RN—2A

EPG C FHS # &k L £,

*BEPG L7 X &ML TEPGWESG L~y FT25&, FHS /A & RT—7 b st d
LT RRA L MEIT7 Ty vashEd, T 7 4 v 271k ARP, DHCPZR &Ml LT
WAV RT—=TAREFINDLETIE, HELEEA,

VMM X4 A U TODFHS 47R— bDAHA K54 U EHIREIR
WOEEFHE L HIRIFHIE > TS 7ZEY,

* VMM R A A 2L S AU72 BEPG L, RO RIREE 2 AR/ Fai 7 e ey a = ZICRE L
T, BRI A2MLERDHY £,

¢« TV YTV RALLVTARP 77 T 4 VT HEHNNITHIVLERNSHY 7,

PR A PA SV |



J7—R bRy TEFauTq |

B Aricou zEALT s ORE

APIC GUI Z#{F L T FHS D& TE

FIE

ATy T

ATvT2

ATvT3

ATvT4

146> BRI
cFFURET Y vV FAL U BREESHTOET,

A=a—N—T, [TFH2 F>[Tenant_name| =27 U v 27 LET, [FEX—I 3] A T, [[KR)P—]>

(TR PN > [BODRY T EFaA)TA1 5227 Vv LET, [RODKRYT X2 UTa]) %2467

7 LT [BRERY S—DERK] 2B &, IROBIEDOFEITL £,

a) [BEN 74—V RICEy T X274 BXa VT4 RV —OARTEZANLET,

b) [IPHRE]. EEFTXTH—F]. Jb—F ZFRENRNEZL XAV 74—V RBENZ/2 5 TND & AR
L. BB %7 Vv LET,

[FEXF—23a3Y] XA 0T, [RODKRY T XU To] ZEEL, [H#EK) S —DEB 242V v 7

L CHERERIEAR Y O—DERK] ZBHWTIROT 7 v a v EFITLET,

a) [®BHEI] 7« —/b FIZEEEEAR Y > —Daniz A LET,

b) RNYUT—THATHHELERIRL, RE] 227V >y 7 LET,

(7> a ) EPGIEHEHIEIAR U > —%i 3 5 121%, [Navigation] 21 > "C, [Application Profiles] >
[ApplicationProfile_name] > [Application EPGs] % /& L. [Application EPG_name] # 7 U » 7 LT, kD
BEEITVET,

a) [ME¥] <1 T, #4752 ) v LET,

b) [FHS{EFEHIEARY =) DO FRMZ27 Vv 27 LT, URER LAY —2RL, RE1 227V ¥
7 LET,

[FEX—=2a ] XA UT, [TIVYD RALV]>[TVYY RAS VR ZRELT, [7 F/AAVR R

STV a—TF4P 42722707 LT, ROT 7 aruwFEITLET,

a) [RyYTORNDEF21UT4 R)I—] 74— RT, FFRRLEARY —Z2RNL, RHE] 227 ) v
7 LET, TNTFHS REZE T LET,

NX-0S CLI Z{&H L 1= FHS O & E

1R BHIIZ
e TF U RETY oY RAALUREEIINLTWVET,

B o7 xRy TEFaUT4



| 27— RrkyTE£Fay74

FIE

&

ATy T2

ATvT3

nx-0s cLl =&/ L 1= Fis oz ]

configure
a7 4 Falb—rarE—RIADET,
1

apicl# configure
FHS RV v —%&ELET,
i -

apicl (config) # tenant coke

apicl (config-tenant)# first-hop-security

apicl (config-tenant-fhs) # security-policy poll
apicl (config-tenant-fhs-secpol) #
apicl (config-tenant-fhs-secpol) #
apicl (config-tenant-fhs-secpol) #
apicl (config-tenant-fhs-secpol) #
apicl (config-tenant-fhs-secpol) #
apicl (config-tenant-fhs-raguard) #

(
(
(
(
( ip-inspection-admin-status enabled-both
(
(
(
(
apicl (config-tenant-fhs-raguard) # managed-config-check
(
(
(
(
(
(
(
(

source-guard-admin-status enabled-both
router-advertisement-guard-admin-status enabled
router-advertisement-guard

apicl (config-tenant-fhs-raguard) # managed-config-flag
apicl (config-tenant-fhs-raguard) # other-config-check
apicl (config-tenant-fhs-raguard) # other-config-flag
apicl (config-tenant-fhs-raguard) # maximum-router-preference low
apicl (config-tenant-fhs-raguard) # minimum-hop-limit 10
apicl (config-tenant-fhs-raguard) # maximum-hop-limit 100
apicl (config-tenant-fhs-raguard) # exit

apicl (config-tenant-fhs-secpol) # exit

apicl (config-tenant-fhs) # trust-control tcpoll

picl (config-tenant-fhs-trustctrl) # arp

apicl (config-tenant-fhs-trustctrl) # dhcpv4-server

apicl (config-tenant-fhs-trustctrl) # dhcpvé-server

apicl (config-tenant-fhs-trustctrl) # ipvé-router

apicl (config-tenant-fhs-trustctrl)# router-advertisement

apicl (config-tenant-fhs-trustctrl) # neighbor-discovery

apicl (config-tenant-fhs-trustctrl)# exit

apicl (config-tenant-fhs) # exit

apicl (config-tenant) # bridge-domain bdl

apicl (config-tenant-bd) # first-hop-security security-policy poll
apicl (config-tenant-bd) # exit

apicl (config-tenant) # application apl

apicl (config-tenant-app) # epg epgl

apicl (config-tenant-app-epg) # first-hop-security trust-control tcpoll

FHS OREFIZRLE T,
1 -

leaf4# show fhs bt all

Legend:
TR : trusted-access UNRES unresolved Age
since creation
UNTR untrusted-access UNDTR undetermined-trust CRTNG
UNKNW unknown TENTV tentative INV

Age
creating

invalid
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NDP : Neighbor Discovery Protocol STA static-authenticated REACH : reachable
INCMP incomplete VERFY : verify INTF Interface
TimeLeft : Remaining time since last refresh LM lla-mac-match DHCP
dhcp-assigned
EPG-Mode:
U unknown M : mac V : vlan I ip
BD-VNID BD-Vlan BD-Name
15630220 3 t0:bd200
| Origin | IP | MAC | INTF | EPG(sclass) (mode) | Trust-1lvl | State |
Age | TimeLeft |
| ARP | 192.0.200.12 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:04:49 | 18:08:13 |
| ARP | 172.29.205.232 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:03:55 | 18:08:21 |
| ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | REACH |
00:03:36 | 00:00:02 |
| LOCAL | 192.0.200.1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:41 | N/A
| LOCAL | fe80::200 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:40 | N/A
| LOCAL | 2001:0:0:200::1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:39 | N/A

FEHL~VVTIRDO EBY TT,

TR EEHINTWET, = RARA 2 b, BEEEDANI/R>TVD EPG o FEINT & X

ICFERSNET,

sUNTR: R CZ XA, =2 RARA >V MR, BHEERENPAENT/2 > TWVRWEPG M HEE Sz &

SICFRSNET,

« UNDTR : K&, DHCPH—_— TV v RA AL BD) BYVE—F UV —7IZHVY,. DHCPZ T4 T
Y mue—AAL U —TIZHADHCP Y L— MR VOBEAICERINET, ZTORNTIE, a—hL
Y —7]%. DHCP #—/3— BD 2MZ# DHCP ZHNZ L TWAMNE I N ERBFH L EF A,

SFESERFATLEHAOHIE EHITEKER R LET,
1 -

leaf4# show fhs violations all

Violation-Type:

POL : policy THR : address-theft-remote
ROLE role TH address-theft
INT internal

Violation-Reason:

IP-MAC-TH ip-mac-theft OCFG_CHK
anchor-collision

PRF-LVL-CHK : ra-rtr-pref-level-check-fail INT-ERR
trust-check-fail

SRV-ROL-CHK : srv-role-check-fail ST-EP-COL :

local-ep-collision

B o7 xRy TEFaUT4

ra-other-cfg-check-fail

internal-er

static-ep-collision

ANC-COL
ror TRUST-CHK

LCL-EP-COL
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MAC-TH : mac-theft EP-LIM ep-limit-reached MCFG-CHK
ra-managed-cfg-check-fail
HOP-LMT-CHK : ra-hoplimit-check-fail MOV-COL competing-move-collision RTR-ROL-CHK
rtr-role-check-fail
IP-TH : ip-theft
EPG-Mode:
U : unknown M : mac V : vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 3 t0:bd200
| Type | Last-Reason | Proto | IP | MAC | Port | EPG(sclass) (mode)
Count |
| THR | IP-TH | ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F | tunnel5 | epg300(49154) (V) | 21

Table Count: 1

T w75 FHS REDFT:

i -

swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security binding-table
Pod/Node Type Family IP Address MAC Address
State

1/102 local ipv4 192.0.200.1 00:22:BD:F8
reach

able

1/102 local ipvé6 fe80::200 00:22:BD:F8:
reach

able

1/102 local ipvé6 2001:0:0:200::1 00:22:BD:F8:
reach

able

1/101 arp ipv4 192.0.200.23 DO:72:DC:A0:
stale

1/101 local ipv4 192.0.200.1 00:22:BD:F8:
reach

able

1/101 nd ipvé6 fe80::d272:dcff:feal0 DO0:72:DC:A0:
reach

:261

able

1/101 nd ipvé6 2001:0:0:200::20 D0:72:DC:A0:
stale

1/101 nd ipvé6 2001::200:d272:dcff: DO0:72:DC:A0Q:
stale

feal:261
1/101 local ipvé6 fe80::200 00:22:BD:F8:

Interface Level

:19:FF vlan3 static-
authenticated

19:FF wvlan3 static-
authenticated

19:FF wvlan3 static-
authenticated

02:61 ethl/2 lla-mac-match
,untrusted-
access

19:FF wvlan3 static-
authenticated

02:61 ethl/2 lla-mac-match
,untrusted-
access

02:61 ethl/2 lla-mac-match
,untrusted-
access

02:61 ethl/2 lla-mac-match
,untrusted-
access

19:FF wvlan3 static-

PR A PA SV |
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reach

able

1/101 local

reach

able

1/103 local

reach

able

1/103 local

reach

able

1/103 local

reach

able

1/104 arp

stale

1/104 arp

stale

1/104 local

reach

able

1/104 nd

stale

1/104 nd

stale

1/104 local

reach

able

1/104 local

reach

able

Pod/Node Type
Lease Period

1/102 local

1/102 local

1/102 local

1/101 arp

1/101 local

1/101 nd

1/101 nd

1/101 nd

1/101 local

1/101 local

1/103 local

ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF
ipvéd 192.0.200.1 00:22:BD:F8:19:FF
ipvé6 fe80::200 00:22:BD:F8:19:FF
ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF
ipvéd 192.0.200.10 F8:72:EA:AD:C4:7C
ipvéd 172.29.207.222 D0:72:DC:A0:3D:4C
ipvéd 192.0.200.1 00:22:BD:F8:19:FF
ipvé6 fe80::fa72:eaff:fead F8:72:EA:AD:C4:7C
:cdic
ipvé6 2001:0:0:200::10 F8:72:EA:AD:C4:7C
ipvé6 fe80::200 00:22:BD:F8:19:FF
ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF
IP Address Creation TS
192.0.200.1 2017-07-20T04:22:38.000+00:
fe80::200 2017-07-20T04:22:56.000+00:
2001:0:0:200::1 2017-07-20T04:22:57.000+00:
192.0.200.23 2017-07-27T10:55:20.000+00:
192.0.200.1 2017-07-27T10:48:09.000+00:
fe80::d272:dcff:feal 2017-07-27T10:52:16.000+00:
:261
2001:0:0:200::20 2017-07-27T10:57:32.000+00:
2001::200:d272:dcff: 2017-07-27T11:21:45.000+00:
feal:261
fe80::200 2017-07-27T10:48:10.000+00:
2001:0:0:200::1 2017-07-27T10:48:11.000+00:
192.0.200.1 2017-07-26T22:03:56.000+00:

B o7 xRy TEFaUT4
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authenticated
vlan3 static-
authenticated
vland static-
authenticated
vland static-
authenticated
vland static-
authenticated
ethl/1 lla-mac-match
,trusted-access
ethl/1 lla-mac-match
,trusted-access
vland static-
authenticated
ethl/1 lla-mac-match
,trusted-access
ethl/1 lla-mac-match
,trusted-access
vland static-
authenticated
vland static-
authenticated
Last Refresh TS
00 2017-07-20T04:22:38.000+00:00
00 2017-07-20T04:22:56.000+00:00
00 2017-07-20T04:22:57.000+00:00
00 2017-07-27T16:07:24.000+00:00
00 2017-07-27T10:48:09.000+00:00
00 2017-07-27T16:04:29.000+00:00
00 2017-07-27T16:07:24.000+00:00
00 2017-07-27T16:07:24.000+00:00
00 2017-07-27T10:48:10.000+00:00
00 2017-07-27T10:48:11.000+00:00
00 2017-07-26T22:03:56.000+00:00
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1/103 local fe80::200 2017-07-26T22:03:57.000+00:00 2017-07-26T22:03:57.000+00:00
1/103 local 2001:0:0:200::1 2017-07-26T22:03:58.000+00:00 2017-07-26T22:03:58.000+00:00
1/104 arp 192.0.200.10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:05:48.000+00:00
1/104 arp 172.29.207.222 2017-07-27T11:54:48.000+00:00 2017-07-27T16:06:38.000+00:00
1/104 local 192.0.200.1 2017-07-27T10:49:13.000+00:00 2017-07-27T10:49:13.000+00:00
1/104 nd fe80::fa72:eaff:fead 2017-07-27T11:21:13.000+00:00 2017-07-27T16:06:43.000+00:00
:c4dc
1/104 nd 2001:0:0:200::10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:06:19.000+00:00
1/104 local fe80::200 2017-07-27T10:49:14.000+00:00 2017-07-27T10:49:14.000+00:00
1/104 local 2001:0:0:200::1 2017-07-27T10:49:15.000400:00 2017-07-27T10:49:15.000+00:00

swtb23-ifcl#

swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security statistics arp
Pod/Node : 1/101

Request Received : 4

Request Switched : 2

Request Dropped : 2
Reply Received : 257
Reply Switched : 257
Reply Dropped : 0
Pod/Node : 1/104
Request Received : 6
Request Switched : 6
Request Dropped : O
Reply Received : 954
Reply Switched : 954
Reply Dropped : 0

swtb23-ifcl# show tenant tO bridge-domain bd200 first-hop-security statistics dhcpvé
Pod/Node : 1/102

Discovery Received : 5

Discovery Switched
Discovery Dropped
Offer Received

Offer Switched

Offer Dropped
Request Received
Request Switched
Request Dropped

Ack Received

Ack Switched

Ack Dropped

Nack Received

Nack Switched

Nack Dropped

Decline Received
Decline Switched
Decline Dropped
Release Received
Release Switched
Release Dropped
Information Received
Information Switched
Information Dropped
Lease Query Received
Lease Query Switched
Lease Query Dropped
Lease Active Received
Lease Active Switched

el eoleolNeoNeoNoNoNoBNoNoNoNolNoNoNoNoNoloNoNoNololoNoNeoNeoN e
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Lease Active Dropped

Lease Unassignment Received
Lease Unassignment Switched
Lease Unassignment Dropped
Lease Unknown Received
Lease Unknown Switched
Lease Unknown Dropped

O O O O O o o
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swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security statistics neighbor-discovery

Pod/Node
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

Solicitation Received
Solicitation Switched
Solicitation Dropped
Advertisement Received
Advertisement Switched
Advertisement Drop

Router Solicitation Received
Router Solicitation Switched
Router Solicitation Dropped
Router Adv Received
Router Adv Switched
Router Adv Dropped

Redirect
Redirect
Redirect

Pod/Node
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor
Neighbor

Received
Switched
Dropped

Solicitation Received
Solicitation Switched
Solicitation Dropped
Advertisement Received
Advertisement Switched
Advertisement Drop

Router Solicitation Received
Router Solicitation Switched
Router Solicitation Dropped
Router Adv Received
Router Adv Switched
Router Adv Dropped

Redirect
Redirect
Redirect

Received
Switched
Dropped

1/101
125
121

4

519
519

o

O O O O OO O b b

1/104
123
47

76
252
228

FHS X/ v FiBASHa<v > K

FIE

ATv 71 BD O FHS #HERRE L. EPG OEHE=a Y br— /L R —REEFRT 5 show 2~ K-

1 -

leafd# show fhs features all

BD-VNID
15630220

BD-Vlan
4

Feature Policy:

B o7 xRy TEFaUT4

BD-Name
t0:0d200
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Feature Family Protocol Operational-State Options
ipinspect IPV4 ARP UpP stalelifetime: 180s
ipinspect IPV4 DHCP up -
ipinspect IPV4 LOCAL Up -
ipinspect IPV4 STATIC Up -
ipinspect IPV6 ND UpP stalelifetime: 180s
ipinspect IPV6 DHCP Up -
ipinspect IPV6 LOCAL up -
ipinspect IPV6 STATIC Up -
raguard IPV6 - )5 ManagedCfgFlag: on
OtherCfgFlag: on
maxHopLimit: 15
minHopLimit: 3
routerPref: medium
Trust Policy:
Epg-id Epg-type Epg-name
49154 Ckt-Vlan epg300
Trust-Attribute Operational-State
PROTO-ARP UPp
PROTO-ND UPp
DHCPV4-SERVER UPp
DHCPV6-SERVER UPp
ROUTER UPp

2FY T2 FHS OtX o U F (RSN RRA 2V FDOF — X R— 25 F RT3 show =<2 K :

il -

leafl# show fhs bt

all data dhcpvé local
arp detailed dhcpvé nd

leafl# show fhs bt all

static
summary

Legend:
DHCP dhcp-assigned TR trusted-access UNRES unresolved
Age Age since creation CRTNG creating TENTV tentative
VERFY verify UNDTR undetermined-trust INV invalid
NDP Neighbor Discovery Protocol STA static-authenticated REACH reachable
M lla-mac-match UNKNW unknown INTF Interface
TimeLeft Remaining time since last refresh INCMP incomplete UNTR
untrusted-access
EPG-Mode:
U unknown M mac \Y% vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 3 £0:0d200
| Origin | IP | MAC | INTF | EPG(sclass) (mode) | Trust-1lvl |
State | Age | TimeLeft |
| ARP | 192.0.200.23 | DO:72:DC:A0:02:61 | ethl/2 | epg200(32770) (V) | LM,UNTR
STALE | 00:07:47 | 00:01:33 |
| LOCAL | 192.0.200.1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA
REACH | 00:14:58 | N/A
| NDP | fe80::d272:dcff:feal0:261 | D0:72:DC:A0:02:61 | ethl/2 | epg200(32770) (V) | LM, UNTR |

PR A PA SV |
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STALE | 00:10:51 | 00:00:47 |

| NDP | 2001:0:0:200::20 | DO:72:DC:A0:02:61 | ethl/2 | epg200(32770) (V) | LM, UNTR
STALE | 00:05:35 | 00:00:42 |

| LOCAL | fe80::200 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA
REACH | 00:14:58 | N/A

| LOCAL | 2001:0:0:200::1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA

REACH | 00:14:57 | N/A

leafl# show fhs bt summary all

BD-Vlan: 3 BD-Name: t0:0d200
Total number of ARP entries
Total number of DHCPv4 entries
Total number of ND entries
Total number of DHCPv6 entries
Total number of Data entries
Total number of Static entries
Total number of Local entries
Total number of entries

Total entries across all BDs matching given filters
Total number of ARP entries : 1
Total number of DHCPv4 entries :
Total number of ND entries :
Total number of DHCPv6 entries :
Total number of Data entries :
Total number of Static entries :
Total number of Local entries :
Total number of entries :

RTFY T3 FHS =2 NARA » N DE R A2 FERT 5D show 2~ K :
5 -

leafl# show fhs violations all

Violation-Type:

POL : policy THR : address-theft-remote
ROLE : role TH : address-theft
INT : internal

Violation-Reason:

IP-MAC-TH : ip-mac-theft OCFG_CHK : ra-other-cfg-check-fail ANC-COL

: anchor-collision

PRF-LVL-CHK : ra-rtr-pref-level-check-fail INT-ERR : internal-error TRUST-CHK

: trust-check-fail

SRV-ROL-CHK : srv-role-check-fail ST-EP-COL : static-ep-collision LCL-EP-COL
: local-ep-collision

MAC-TH : mac-theft EP-LIM : ep-limit-reached MCFG-CHK

: ra-managed-cfg-check-fail

HOP-LMT-CHK : ra-hoplimit-check-fail MOV-COL : competing-move-collision RTR-ROL-CHK
: rtr-role-check-fail

IP-TH : ip-theft

Trust-Level:

TR : trusted-access UNTR : untrusted-access UNDTR : undetermined-trust
INV : invalid STA : static-authenticated LM : lla-mac-match
DHCP : dhcp-assigned

B o7 xRy TEFaUT4
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EPG-Mode:

U : unknown M : mac V : vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 4 £0:0d200
| Type | Last-Reason | Proto | IP | MAC | Port
EPG(sclass) (mode) | Trust-1lvl | Count |
| TH | IP-TH | ND | 2001:0:0:200::20 | DO:72:DC:A0:3D:4F | ethl/1
epg300(49154) (V) | LM, UNTR | 2 |
| POL | HOP-LMT-CHK | RD | fe80::fa72:eaff:fead:cd47c | F8:72:EA:AD:C4:7C | ethl/1 |
epg300(49154) (V) | LM, TR | 2 |

Table Count: 2

ATY T4 FHS 2> b —v Xy Mgk v X a2 FRKRT 5 show 2~ K

i
leafl# show fhs counters
all arp dhcpv4 dhcpvée nd

leaf4# show fhs counters all

BD-VNID BD-Vlan BD-Name
15630220 4 t0:bd200

| Arp Request | 6 |
| Arp Reply | 94 |

| Dhcpvéd Ack |
| Dhcpv4 Decline |
| Dhcpv4 Discover |
| Dhcpv4 Inform |
| Dhcpvé4 Leaseactive |
| Dhcpv4 Leasequery |
| Dhcpv4 Leaseunassigned |
| Dhcpv4 Leaseunknown |
| Dhcpv4 Nack |
| Dhcpv4 Offer |
| Dhcpv4 Release |
| Dhcpv4 Request |

| Dhcpv6 Advertise |
| Dhcpv6 Confirm |
| Dhcpv6 Decline |
| Dhcpv6é Informationreq |
| Dhcpv6 Rebind |
| Dhcpv6 Reconfigure |
| Dhcpv6 Relayforw |
| Dhcpv6 Relayreply |
| Dhcpvé Release |
| Dhcpv6 Renew |
| Dhcpvé Reply |
| Dhcpv6 Request |
| Dhcpv6 Solicit |

Nd Redirect

Switched | Dropped |
______________________________________ ‘
6 | |
94 | 01
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
0| 0 |
18 | 0 |
22 | 4 |
6 | 5 |
0| 0 |
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leafl# vsh -c

Binding Table has 7 entries,

Codes:
L - Local
DH4 - IPv4 DHCP

Preflevel flags (prlvl):
0001: MAC and LLA match
0008: Orig trusted trunk
0040: Cga authenticated

EPG types:

V - Vlan Based EPG M -

S - Static
DH6 - IPv6 DHCP

'show system internal fhs bt'

4 dynamic

ND - Neighbor Discovery
PKT - Other Packet

0002: Orig trunk 0004:
0010: Orig trusted access 0020:
0080: Cert authenticated 0100:

MAC Based EPG I - IP Based

ARP - Address Resolution Protocol
API - API created

Orig access
DHCP assigned
Statically assigned

EPG

| Code | Network Layer Address | Link Layer Address | Interface | Vlian |
Epg | prlvl | Age | State | Time left

| ARP | 172.29.207.222 | d0:72:dc:a0:3d:4c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 29 s | STALE | 157 s

| L | 192.0.200.1 | 00:22:bd:£f8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ARP | 192.0.200.10 | f8:72:ea:ad:c4:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 156 s | STALE | 30 s

| L | 2001:0:0:200::1 | 00:22:bd:£f8:19:ff | Vlan4 | 4
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ND | 2001:0:0:200::10 | f8:72:ea:ad:cd4:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 143 s | STALE | 47 s

| L | £e80::200 | 00:22:bd:£f8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ND | fe80::fa72:eaff:fead:c4d’c | f8:72:ea:ad:cd4:7c | Ethl/1 | 4 |
0x40000c002 (V) | 0011 | 176 s | STALE | 11 s

AT 76 NX-OSFHS 71t AN AT Y 75 FHS EREDR EE FR L £ 7,
£
leaf4# vsh -c 'show system internal fhs pol'
Target Type Policy Feature Target-Range Sub-Feature
epg 0x40000c002 EPG epg 0x40000c002 Trustctrl vlan 4 Device-Roles: DHCPv4-Server,
DHCPv6-Server, Router
Protocols: ARP ND
vlan 4 VLAN vlan 4 IP inspect vlan all Protocols: ARP, DHCPv4, ND,
DHCPvG,
vlan 4 VLAN vlan 4 RA guard vlan all Min-HL:3, Max-HL:15,

M-Config-flag:Enable,On

Router-Pref:medium

ATy 717
7

B o7 xRy TEFaUT4

O-Config-flag:Enable, On,

NX-0S #£HFT —H _XR—ZANEL FHS Ot X 2 U T 1 ff#EINT- 2 RRA U DT —F RXR—RA 5 F R LE
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ATvT9

REST APl %% L < apic w T FHS 0z [

1 :

leafl# vsh -c 'show system internal fhs sdb bt'

Preflevel flags (preflvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Orig access

0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assigned

0040: Cga authenticated 0080: Cert authenticated 0100: Statically assigned
Origin Zone ID L3 Address MAC Address VLAN ID
ID If-name Preflvl State

ARP 0x4 172.29.207.222 d0:72:dc:al0:3d:4c 4
0x40000c002 Ethl/1 0011 STALE

L 0x4 192.0.200.1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ARP 0x4 192.0.200.10 f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 REACHABLE

L 0x4 2001:0:0:200::1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x4 2001:0:0:200::10 f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 STALE

L 0x80000004 £fe80::200 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x80000004 fe80::fa72:eaff:fead:cd’c f8:72:ea:ad:c4d:7c 4
0x40000c002 Ethl/1 0011 STALE

NxOS 55 —FZ _X—2 35 FHS SO Ex 7+~ LE T,

1 -

leafl# vsh -c 'show system internal fhs sdb pol'

Policies:

IP inspect Vlan 4 Protocols:ARP DHCPv4 ND DHCPv6

RA guard Vlan 4 Min-HL:3 Max-HL:15 M-Config-Flag:enable,on

O-Config-Flag:enable,on Router-Pref:medium

Trustctrl Epg 0x40000c002 Vlan:4
Device-Roles:DHCPv4-Server DHCPv6-Server Router
Protocols:ARP ND

X2 )T A RESNTET = RN—=RA U RRA v b = b ) EHET D show 2< 2 R
11

leafl# vsh -c 'clear system internal fhs bt ipv4 172.29.207.222"'

REST APl Z{f£ A L T apic N T FHS DERE

1R BRI
e TF U MBI T Y vy RAAL VTIREL T MLENRNDH Y £9°,
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<polUni>
<fvTenant name="Coke">
<fhsBDPol name="bdpol5" ipInspectAdminSt="enabled-ipv6" srcGuardAdminSt="enabled-both"
raGuardAdminSt="enabled" status="">
<fhsRaGuardPol name="raguard5" managedConfigCheck="true" managedConfigFlag="true"
otherConfigCheck="true" otherConfigFlag="true" maxRouterPref="medium" minHopLimit="3" maxHopLimit="15"
status=""/>
</fhsBDPol>
<fvBD name="bd3">
<fvRsBDToFhs tnFhsBDPolName="bdpol5" status=""/>
</fvBD>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="Coke">
<fhsTrustCtrlPol name="trustctrl5" hasDhcpv4Server="true" hasDhcpvé6Server="true"
hasIpv6Router="true" trustRa="true" trustArp="true" trustNd="true" />
<fvAp name="wwwCokecom3">
<fvAEPg name="test966">
<fvRsTrustCtrl tnFhsTrustCtrlPolName="trustctrl5" status=""/>
</fvAEPg>
</ fvAp>
</fvTenant>
</polUni>
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