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NETJ,

EPGEL I 2—[ZDT

EPG ¥ L 7 %%, EPG &K% ESG I —E&¥£9, EPG &L 7 ¥ 2l L CT#H D EPG %
ESGIZ—HEEAZENTEETN, ZIILEPG N ESG ¢RI UTFH > FEBLWE L VRF IZ
HOHEDHTT, BPG LI XL, TV vV RAL TETZN DD VLAN 2 H—Dt
X2 VT 47— (ESG) LT/ N—7fbL, v 77 FOWKERRILT 5010k
<7,
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EPG 2 EPG L 7 # 12X > CESGIZ—%7 5 &, EPGNDOTXTHxT KA > F23 ESG
WCEL, 3T _COEX T 4 HERPD ESGIC Lo T EIND L D120 F LT,

EPG & L7 ZIZIZIROFERH Y £7,
«EBPG IZEEDSLK B FD A M T 27 ME, ESG Ik o THlR SN E 7,
*EPG I L\ I 7 FEEBEEITRETEEEA
« EPG N7 #fflx. ESG WD ESG Nrlfic Lo T EFEE I ET,
« EPG OB N—T A "—2 w7, ESGIC ko T EEEXINET,

EPG N EPG & L7 ¥ %4 L CESGIZ—# T 535&. EPG & ESG O TP EPG WN/ESG D4y Hiff
LRI N —T A=y TORTEIZIFR L THAILENH Y £, —Fi%. ESGHEILEPG
WEE FEELET,

EPG 75 ESG~D =2 b7 7 FOMAIZE Y . BEFOEPGEX =2V 7 ¢ %226 LW ESG
ﬁ%;9%4mﬁm@/~Avxﬁ%ﬁ@T 2720 £9, MK Z b LT ESG OF| %
+IERT 572012, BITZET L. HG#%HG«@@E@t (kA X7z EPG @1
b77%%ﬂmm@%mkbf%ﬁbﬁw EEBEIOLET, ESGIZEPG L7 XIZL -
TR SN2 b T 27 R H DA, APIC 1 EPG 705 ESG ~OBATN 7258 T LTV
WZ L ERTEEL Vv U XL LTI —2RESEET, EPGRE LV X EEH LIBITO
PR OWTIL, TESG BATRME) 27 a 22 R LT EIN,

EPG 78 EPG B L' 7 ZIZ X > TESGIZ—ET 5 &, EPG DR Y > —Hilffl % 7 (pcTag) 7% ESG
D pcTag IZIE X2 HAVET, pcTag DEHEAEIZ LD . EPG O RARA > b TR 72 K
T 747 O/NFEOFMINBAET HEERH Y 3, Ziuk, BPGTHEAY—E A (b— |k
U—7) T 285678, OBEETIHAET DM pcTag FHA X b LR CEENRH D
F7, pcTaglXESGIC[EA TIERL, # 7L 7 2L THEMAINARY > —4 7 (tagTag)
SRR AN D L ICEE L CLEE W, peTag id, F—# S L—rTay 57 MY
% 7= ® EPG/ESG #51CT7,

IPHTRy kLY 42—

IPH7 Ry L ZX— 3, IPT RLRIZHESNCZ Y RS> M2 ESG I L E7, 4F
EDTY RRA L M —ﬁTéio IARARNIPT RLARAERET DM, 7%y NNOHEE
DIPT RLAIZ—HTHLICH TRy FERETETET,

P> RRA N ET LI Z—F, =T RAA L MDIPT RV ADH%E ESGIZ/HHE L,
MACT7 FLAIIDBELERA, 20D, ZZTIEIP X—ADEL I X—ZLDHLAF—2
77 4y 7 HIRAEHSNET, MOV TIE, [IPR—20kL 7 Z—2Lb LA ¥—
28774 v 7 DHIR] SR TIIEIN,

H—EXEPGEL I Z—IZDL\T

YUY —2524) LYEIiOY YV —ATiL, y—ERTTFT7%BL HEREI NV —E X EPG &
DA 77 FaeAERTHZ X TEERA, ZOHIRIZIE. ROK S REFEOERH D F
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FET e NS E—EPG~D T T 4 vV OFANL—LEBINTEET, =77 L, a3
Vo —=— S u A, F—EPG TIL/2\WEPG 1%, vzAny 2 b T 7 N E2IER T L —
ThEHOETHK LR TE, Y—ERXEPG LEBETXEHA,

s vzAny |23 — B R EPG NEENTWNDHT29, vzAny 205 vzAny ~D 2> N T 7 NI,

P —EZ2EPG & VREINOMOD EPG £ DD N7 7 4 w7 e T& %94, 7272L, Zh
X VRE WO DT RT D EPG A —E X EPG LHE T 52 L b EML £ 7%, VRF
WNORFED EPG DHZHIEL TH—E X EPG LHETX AL IHICTALERHLEA D
HoFET,

YUY —R524)LEDOY VU —ATIEX, = KKRA L heEF2 VT 4 ZV—7(ESG) DI —E R
EPGELVZ ZNFEHTEL LSV ELL, ZOWREIZLY, —EY X EPG Z ESGIZ~¥ >
B 7L, ZOESGED L b T 7 MEERTEET, ZOMREEMHT 5 &, vzAny-to-vzAny
a2 b7 7 PRSI TWDEAETYH, —E X ESG L1l ESG ORIIZHESG =2 T
7 FEBIMLT, ¥ EDESG BN —E A ESG LiBETEA LT HZ enTEET,

WDt r v a Tk, Y—EREPG L7 ZEMHTIHAE EMHLRWEGA OB &
H—E R EPG & L7 Z O HIZBET 2 BIMERIZOWV TR L £77,

e —E R EPG V7 ¥ EZMEMLRVEERE] (12 %—)
s b —E R EPG & V7 ¥ EH LG (16 2—2)

cESGBLUY—E R EPG OYR—FENTWDHHEFE T AR—F SN TWARWERT (18
~_—3)

s —E X EPG L7 ¥ DOEFEEFHAELGIRFE (22 2—)

H$—EREPGE LY 2 ZHEALGEVERS

UU—Z524) CTHASNEZYV—EREPGE LY Z &7 a v 2 HEPICBLE R 2 A
T HIiE, [EiEES (Direct Connect) |47V a v AT 4, kOXIL, [EiEE
# (Direct Connect) 147> a i3 F 7 40 b () REDOHERHF Z R L TWET,
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[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Class ID: 101 === Class ID: 201

Service-EPG-con E===== Service-EPG-prov

100 200 Redirect

201 200 permit

200 100 Redirect

101 100 permit g

WO, [EEES (Direct Connect) |47 a U INEMNT/ > TWAHIZRLTWET,
P—EREPG DALY a—v—FE 2T T BN X —EPG~D T 7 v JITEF A — LR

BmEhEd,
[
Consumer E Provider
Class ID: 100 Class ID: 200

Redirect

Service-EPG-con === Service-EPG-prov
Class ID: 101 EE&= Class ID: 201

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g
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=77 L. [E#EE#H (Direct Connect) | A7 a VAR > TV ThH, 2y a—v—%F
77137 2 "4 F—EPG TIZ72WEPG 1213 —E X EPG OFFRL— 372, av N5 7 e
FETENTAHZLIETEEREA,

[
Consumer E Provider
Class ID: 100 Class ID: 200

Redirect

Service-EPG-con === Service-EPG-prov
Class ID: 101 EE&= Class ID: 201

Contract with senvice =
EPGs can'tbe V‘x\ é

manually added.
Contract? ‘—-

Class ID: 300
| Souco EPG | Destination PG| _astion |

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g

ZOMIRAZENES 2 57ED 1 DL LT, ROFIITRT L I, ¥ —E R EPG 78 vzAny H#E D
—¥BTHD vzAny 2 N T T R EERT D HIERSH D 77,
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[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Class ID: 101 Class ID: 201

Service-EPG-con Serwce-EPG-prov

Class ID: 300
_
Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 300 permit
300 0 permit g

7277 L. ZOEBERTEETAEHEL LT, EPG (Fiofo 7 5 21D 300) & VRF NOMD
EPG LBIETE A2 ENHY F9,

2EFAICEZADNDEIERIT, ROBUITRT L D ITBEZ V—T 245 2 L TT,

IVvERsUkeFauT4 -7 ||}



IVRRAY b EFa)Ta T0—7 |

B »—cxeetLya—iconT

Consumer % Provider
mrllzsf:l?ner Contract! pam prIcE)Siger
Class ID: 100 Class ID: 200

Redirect
( Service-EPG-con % Service-EPG-prov
Class ID: 101 SE=sss Class ID: 201
EPG
1
L Preferred Group Class ID: 300 |
| SowoeEPG | Destinaon PG | acton
100 200 Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 0 permit
0 100 deny
100 0 deny
0 200 deny
200 0 deny g

72720, ZO2FBHOERR CTEETHIHEIEE LT, BESNLV—THNOMD EPG a2 hF
7 MR L THEICEETCECLEIZ LA FI, T2, LVEZDOTCAM Y VY — 2%
BIHueEtEb H Y F9,

RIS L, EHLLDEBEE LAY U 22— g U TIRBRWEA. RO® 7 2 g o THAT
HEH1Z, VU —R524) I THRIHARER Y —ERAEPG B LV X 4T v a v afifTcx
‘d—D

Y—EREPGE LY 2 ZEA L =-1EBHH

U U —2R524) LI CRITREIC /2 » 72— E A EPG B L7 ¥ 245 &, ¥ —E X EPG
(Lifctx) ZERTV—EAT A AR XEESGIZv v B 7 TEEd, kb, ESG
EDar h7 7 hEBIMTEET, 612, Y—ERAEPGELVZ ¥ ZEMAT5L, —EX
EPG 2B 5 Y — o BEIV— LB S E T,

P —E R EPG & L7 X A& LIRS 2 ROKIZRLET,
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[
Consumer é Provider

Class ID: 100 Class ID: 200

Service-EPG-con
Class ID: 101

Service-EPG-prov
Class ID: 201

e

ESG (H|:3/O_1D\

Contract2 ] Or EPG
Class ID: 400 Class ID: 300

100 200 Redirect
201 200 permit
200 100 Redirect
16+ 400 100 permit
300 400 permit
?400 300 permit "§;
’ml rle between 300 and 400 * Contracts between an EPG and
e o an ESG are not supported

P —E R EPG kL7 XFEEMHT D H 9 1 DD FIEIL, vzAny-to-vzAny FFrf =2 T 7 b

TH—ERT A AL HE—T oA RA%FEHNTHZETT, ZDOTF U ATIL, vzAny-to-vzAny
ZFEHLTVRFNOTXTO RN 7 4 v 7 ZFFA LETH, ROKNTRT L O, h—E A

TNAAA L H—T 24 AL OBELEEILELET,
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b vzAny-to-vzAny
e contract (Permit)

N Class ID: 0
Consumer é Provider
(PBR)
Class ID: 100 Class ID: 200

Redirect

____Service-EPG-con === Service-EPG-prov
Class ID: 101 gE=ss Class ID: 201

é

Contract2 g

Class ID: 400
0 0 permit
100 200 Redirect
201 200 permit
200 100 Redirect
+6+ 400 100 permit
0 400 deny
w
400 0 deny \ 2
\

Deny rules between 0 and 400 are
added because of Contract2.

ESG 5 K UH—EREPG DHR— FENTWWEEFREYER— SN TULELGRT

ZO® 7T a TR ESGBLIUOY—EREPG DY R—hENTWDHalr— g P R—
rEhTnwinwar—3 g AT AERAIEE L E3,

ZOv I a st BEHENESGHOLLAVANSLLAYTIT AL RAZATONTZ N T T 4w

I EREIIESE T AMNERS HHRFHCOLBEELET, LA Y40 LAV TT 31 AT
VEA VI NENDINT 740 71F, ZORTIVIEST, 207 v a ry CHIAIHTY
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HHEIPREOMETIEIHY A, T, VA LT FENTZNT T4 v 7 DFEHEIP T KL A
BT RHRA L BPTHY, LA FVADPLLATYTDOT/NAZXIPT RLUATIEHERWZDTT,

Y

GE) Y —VREPGIE, L1 ¥4~ L ATVTT A ANREBREINTVWDTF 2 THERNTIER &

nEJ,

eHR—bk LA YA~ L AT TT /A ALY —EREPG 5 ESG ~D~ v B 71T, [A
LT F v b CEEEINET,

EPG
consumer

Service Graph
Template (FW)

L4-L7 Device

User tenantt

%

Contract1

Device Selection

EPG
provider

If an L4-L7 device is
defined inuser
tenant1, the service
EPG cbject is created

in user tenant1. Inthis
? example, the service
EPG to ESG mapping

Policy
Class ID: 400
E==  [Serice-EPG| [ Service-
EE= [ClassID: 101 ESG

is defined in the same
ftenant where the
L4-L7 device Is
defined.

504138

cHR—k LA YA~ LAYV T TS R FHETF > MH Y, —E X EPG H 5 ESG
~D< v BT a—Y—FTF U N CTEESINET, ToOROBTIE, LdrFr hoL
AXA~LATTTNAAL AN, =R T T IR SN TWE 22— —FF 2 b tenantl

lcmy AF— b ERET,
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User tenantt

%

* intemally, the service
Contracti <—- EPG is eEposed o

> 4 user tenant1
e automatically as part
el of service graph
Service Graph Device Selection SEacmetl
Template (FW) Policy
Class ID: 400

| Service-EPG || Service-
| Class ID: 101 ESG

Because the L4-L7

Device is defined in
common tenant, the
— jsewioe'EPG object is
m= e o internally created in
L4-L7 Device - R /”_".:.memon fenant.

504139

cHR—EHERHN LA YA~ LA YT TS RFHREBOT T Mk, EEOT T b
Mo EnEzd, oF0., V—E R EPG 25 ESG ~D~ v B 7 I3EKO 22— —F
T hTEITENET,
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Service Graph
Template (FW)

User tenantt

%

Contract1

Device Selection
Policy

fm——————
|
|

Y—EXEPG LY Z—IZD\T .

-

Class ID: 400

Service-ﬁ“_éji____ Service-
| Class ID: 101 | ESG1

[ ol T

L4-L7 Device

Service Graph
Template (FW)

Because it could map
the service EPG to
different ESGs, which
causes corflict, this
E design is not
Service-EPG supporied.
Class ID: 101 \
Device Selection
Policy
Class ID: 500
“““““““““““ b
| Service-EPG | | Service-
| Class ID: 101 ESG2 g
wwwwwwwwwww - -
2
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H—EREPG LY ZDIEEIELFHIREIE
Wiz, VU —RA524) TEASNIZY—EREPG & L7 ZHEREDTEEHIHE L HIRFEHEZ R L
iﬁ‘o

o — B R EPG ICHE T 5 V' — U SEL— WIS E T, 3 —E X EPG D2 T A 1D
. Zu— L7 S AIDEFEHATAHESGICw v B I ENnNb-d, Fa—ur7 5 1D
WERESNET, Y—EAEPGDIZ TAIDNEEREIND &, FTT7 4 v 7HEENBAEL
7,
RICLT Y Y RAAL U EEAT LR ET AN, ZARNDT R TCOP—E RTINS, ZAaxT X
(Lifctx) 1. MU EBSGIZw v U 7T AMENREH D F3,
e z21E. WORITRETE 912, PBRYP—ERTST7E2ERA LTIV LT —AE—RDT7 7
AT UF—NEERLIZELET,

[
Consumer E Provider
EPG EPG
e web-10-app pumn
Class ID: 49155 Class ID: 32770

Redirect

__Service-EPG-con
Class ID: 49164 Bs=5

"
I
I
I
I
I
I
I
I
I
I
'

Service-
ESG-con

Class ID: 26

504137

ZORITIH, arva—~v—axrs T X—ax s ZEECTY v RAL T
HY, AL —ERXEPG ZH L TWET, ZOHAE, MAFDaxs #%[E L ESG I
<o I THEYLENHD £, RUY—EREPG i+ 25a%7 ZMRELCESGIC~ v v
VITEINTWRWGE, EESREL, BRI T T7ORMITAKLET,

BEDOYV—ERT T TRy —ERAT AN, AL L H—T 2 AZFAFTEHZ LI
HEELTLLEEN,

e —E R EPG & ESG IZ[FI U VRFIZH D MLENRH Y £,

o BiFE A TIX. NDO X ESG ZHAR— F L TWARWE=D, ZOMEEIZ NDO Tl R— F &
NTWER AL

e AR —NMIE, TV TP RAALUDPBRIEEEZFOL A Y 3PBR COMMERATEET,
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« L30ut ® PBR 465EIZVHR—FENTWERA (2 T 27 MEL3OwEPGIZ LY F
Rk TEEY)

s LAY /L AY2PBRIFVAR— PSRN TOEFA(LATULAT2TNRA AL X —
Tz AFY—AN—LEEBETL L ZAELTWVERA)

IPRA—X LI EZ—I2KBLAVY—2 53T 4 v VIR

TURRA L v X2 T 0 70— (BSG) IIXSEIERSHEFERHLT-H. IPT R
ANZE D E MAC T RLVAICE D OMEREZBEET 2 2 ENEETYT, 2 OMER
%, BRI~ A 77 Ak (uSeg) @ EPG EHEL LTI,

Ny ENRAAL  FIZEON—TFT 4 VT SNDGEDEENL Y 7T v 1%, IPT RLAIZHES
WTITONET, N7y EBRAAL v TFICE D AL v TF U T END GG, X7y MNP~y X —
NHALGEETYH, XLy 77 v I MAC 7 RLAIZESW TR ET, FEEIC, 7y
ERAAL FIZK TN —T 4 VT ENDIGEEDaAL N T 7 My 7T v 74, IPT KL A
HoONWTITbIET, TLT, Xy "BRAAL v TFICEYD AL v TF T ENDEE. X7y b
WP~y E—NHEBEETH, 2 727 My 277 v FIEIMACT KL RIS\ T Thbh
T3, ZOBEEX, ESGIZESS ar v I 7 R TV r—va VICEELET,

[PR—ADELZ S IPYTFXy bELIZ TV RAL YT Ry FORY =57
D~ F LT EITHIZ TRV H, FIEIP T RES L b 2 74T V=2 B) iE, IPT R
VADKBTHFEATVET, ZOXIRGEIE, A vy F U7 b T 74 v 7 i3S EE
oo =7, DTV ZIIMACT RLVREZGHEL, ZOXIRDEIAA v F T T 7 4
JEN—=T AT NTT 4y DOEFIEHTT, it BIOP R—20F L7 Lo
TH=NR=F 4 FERARWVIRY, MAC R—ZDE L7 %73 MAC 7 R L 2 ZBEMT Sz
IP7 FLRICHBEAEND ZEE2BRLET, RO3OOTF I AE, ZO@ELZEIEL T
£

Scenario 1:
MAC A is matched by a selector of ESG_1
IP_ A is not_ matched by any ESG
Result:
Both MAC A and IP A are classified to ESG 1

Scenario 2:
MAC A is matched by a selector of ESG_1
IP_ A is matched by a selector of ESG 2
Result:
MAC A is classified to ESG 1
IP A is classified to ESG 2

Scenario 3:
MAC A is not_ matched by any ESG
IP_ A is matched by a selector of ESG 2
Result:
MAC A is not_ classified to any ESG, and still belongs to EPG_A.
IP A is classified to ESG 2

INBDOVFUATHE, T RARA 2 FEP AIXEPG A DAL R—THY | FHILED ESG
WWHBLTWERA, EPADOMACT FLAIZIMAC AT, ZOIP T FLALIP A T,
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WESG 2 hT 7 FERALRZRTARREMENH Y T, IPX—ADE L7 % TZORERE
BETHITIE, ACIO T a2 ARPHEREZ (A L C, REL D IP T FRLAREUY 7
Zv MZHIHBETH, TR_XTDONT T4 v IBACIAA v F TU—T 4 T ENTZ T T 4
JELTUEENDELSICLET, ZTOHHNTTaXxT ARP M 5I121%, RO 3 >OF
TarnbouEd,

cESGZ Y RARA Y MIVLANIN G A v B —T = A ZA~D8A ¥ RERAET 23T TDEPG
T, 7u% T ARP & & 12 EPG NAOBEA BN LE T,

cESGT Y RARA > MIVLANINS A B —T = A ZADRA v REHET 54 TOEPG
T, EOF TN b3 b T I R EDTNTHA (permit-all) 7 4 L F 2EH LT,
EPGIN= T 7 hEAMILET, EPGNaY 77 MZXV, e ARP NHE)
BINCHEZNC/2 0 £, T XCTHFAT D (permit-all) 7 4 X THDHEHIX, ED ESG I
LS TRy RARA > A, [RIU EPG N CTHAIGEETE DXt 5729
TY, ESGIZELEHHEN TN Y RRA > bDOT 7 4/ FOEMEL LT, fEED
TANBEERTEET,

s VMM #AMEHA SN TWBEAIZ, ESGTY RARA v MZVLANNSA VX —T = A A
DAV RERMET 5 EPGIZ VMM R A A VA BEAMIT DERIC, [RA4 o085 A0 TF—
L3 %A (AllowMicro-Segmentation) 147> a v ZHMILET, ZOF T3
X, 72X ARP Z HEIWIZAIC L E T,

RUH 7%y b (F721E VLAN) NOZ> RARA > bR 2 ESGIZHfEIN5 LAY 2 b
T4 0T DEA, IPR=ADE LI XIZLDVLAV2 T 7 4 v 7 ORIBRIZEMRRL . 77
A _— bk VLAN RN LEBIZR D GERH Y £3, =2 RAKRA v M & ACL A v FORNZIE
ACLAA v FNHHEEIE. 7T 4 ~N— K VLANKERR DS LEZ R 240850 £, 2,
ACI AA v FNESGIZHEANWT AL 877 MEEMTEH X IITRDHANT, FEACI AL v T
METT 4T BAAL T T DHREENH DO TT,

)

GE) LAY 2~ TFHy A e, ARPRERTIIRWI TvT 4T b TT7 4w 71%, Ty
ARP ZENCT A A7 a 2 HH LT VLAN 2B EEENHEE. Fey 7E&nE1,

LI 7 —DEEIEA

VLI = IATEERTDLEE, M T T4 v 72OV BERDDIN—T 4 T T DI EBE
LTS, UTORIF, FF7T7 497 ATV L7 Z—OEFEIRMZRL TN E
—g—O
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1 2T Ly H— (v RAKRA vk MAC % 7)
27 LI H— (BT RARA 2 R)

2 2T vV I H— (= RFRA 2 s VMM MAC # 7))

3 EPG L 7 & —

R2Z:N—T42T b3T74 99 DBEIRN

B Sl L LA
1 2T LI E— (m RARAL L NP &)
PH 7Ry hk®LZHZ (RARNIP)

2 27 L ¥ — BDYV TRy b)
IPY 7Ry bk®LZH— (TR )

3 BT LA — (=2 RFA 2 N MAC Z 7))
27 vV H— ()= RARA 2 K)

4 HT LI H— (2 RRA 2 F VMM MAC % 7)

5 EPG &L 7 & —

F7V 27 FRFCERIZRRDZRY > — BT %N Lf@ﬁ@&aﬂvﬁ& T—% L%
B, FOF TV MIRWIC B L7 Ly 2 —CEEMNTONET, BFDZ 7 &
L7 Z =3 ENET, ¥ 7L X —RLUANCAT V=7 MZ—F L TR E X, &
TV NNEE DR T2 LI Bk o T HLERA, A0 BRIk DsETH T
LI H—IEMNCRY FHA, BEEX EBEOXY T L X2k oT—7T 5 ESG B L
VATV 27 FOFTHRAELET,

OV k39 bk

a7 MI, 78Rz ba— Y A+ (ACL) 242495 Cisco ACI T9°, ESG I,

oy T 7 MHANSHRE Y SAICRY . fhod ESG Li@E T& £9, EHEIIENAHEH LT,

FFalsn s 7o hajnbtiR— &2ET ESG & /S ARRER b T 7 4 v 7 OFEEAZTEIR L
9, BSGiE, 2 v T 7 hoFanf X — arva—~v—, FhEFTae /X —Lar
/:—v—®ﬁﬁ RHTENTE, @ﬁ®ﬂ/k??k%ﬂﬁmﬁ%?%iﬁo@ﬁ®MG
MBI N—T12)8T M0 ESG L HHIZHEECTE 5 K 912, ESGIIER I/ V—TI12BT 5
ey TEET,

PHE— R ERTVBEIY F T2 FEHE
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vzAny

IVERAV bk EF2YTs T0—7F |

ESG < ESG

NP

ESG < L30Out EPG
3. ESGe A 3 N EPG
4. ESG & vzAny

ESG & EPG (F 721X uSeg EPG) Dl =2 v7 7 NIV AR— I TWhEHA, ESG DT
RARA L RIS EPG OO T RARA » FEBET HIULERDLHGE, o= ALV M
RO ESG ICBATT DM ENH Y £3, vzAny F713EL 7 V—713, BITHICREELE LT
& ET, = FT 7 Mk, ESGN= > h T 27 b, ESGHNAEE £, uSeg EPG TH AR —
FENDEOMOD A T o FEEMEEE S ESG TYAR— hEnET, #FiISME. ESG THAR—
FEnCTWiWEibtar 77 KT,

ESGRIOFsED a2 N T 7 M EMHEHAT 5DV IZ, vzAny & FEEIL D Construct 2 L T ESG
MOKNT 74y 72 T52LHTEET,

vzAny I%, FEED VRF A Y AX U ANOTRTO ESGHBLWEPG #FK L ET, ZHIZiX
VRF A A% AN O L30ut /M EPG (13extinstr) & £4UE T, vzAny Construct 1%, &
DVRF A AR ANOTRTOEPG & ESG #f{HICBZIRTEX 5512 LET, vzAny S
X, VRF A VA X U ANDOTXTHOEPGIHBLWESG DHE—D =2 s 77 MEkE fEEIZT 5
ZETEBAERSIZL, & EPG £721X ESG IZEANIC TIE R, 2D 1207 —TlZay b
Z7  eEHATHZ LI, "= R =T U Y —2DIEEE FEL L E T,

4:vzAny &, RIC VRFA VR B ARDTRTOHD EPG & ESC =R T EBITT .

vzAny }—»&—» EPG 4-1

Contract
Thls means
192.168.1.11 (ESG1)
192.168.2.11 (ESG1) 192.168.4.11 (EGP4- 1}
192.168.3.11 (EGP3-1)
Contract

K4loHlzrLET, K20 hARe T, BHEHEDN vzAny & EPG4-1 OO N T 7 N &t
LA, =2 RARA >k 192.168.1.11, 192.168.2.11 (ESG1) . L1 192.168.3.11
(EPG3-1) 1% 192.168.4.11 (EPG4-1) li@IECTx£9,

ZHiE, ESGl & EPG3-1 ARILEX 2T 4 =B LTEY, 192.168.11 (F7-iX
192.168.2.11) = hF 7 AL TI192.1683.11 LIBETELLWVWHIEETIIH Y A, &
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ZLIRERAY, ESG. EPG. L30utEPG 72 TR <. VRF A » A ¥ ANDALE OIE &7
AT AL ThAEES, 2—H—IF, VREA L AX A TRYS—DEA GEmE) %8
WZTHROVIC, TRTONT 74 w7 %5FFA[T5ar b7 7 bEREBIOWHET S L1
vzAny ZHERLCTE ET,

2% Y., vzAny Construct |IZ K> T, EPG L[RARICESG 3= F 7 7 R &l LT VRF 1
AH L ANDHEE THIRETED LT HDIL, 2 I 7 bE2REBEBLIY (7213 #H
BT LD TE £, ESG & EPGMD =y FF 27 MIFATENTUVERAN, vzAny
ar h77 bEEHLTESG E EPGHIDO T 7 4 v 7 ZFFA[TX £,

BEIIN—T

e 7 —7" 1%, ESGM TR ZMEH L7720 . vzAny 22 L7=0 75b v i
fECcEET, =2—W—i%, BEI LT EZREL T, VRF A 2 AHZ AN ESG [ DIE(F
EEINCTHZEHTEET, BRIV —THNOT L RRA v ME, EWCHRICEBETE E
j—o

a—YP—ik, BEISNL—TE2HEH LT, ESGOEPG~DWBEZANCTLHZ L b TEET,
ZHiE, EPGR—Z2 X 2 U T 4 BREND ESGR—ADEFX 2 U T 4 BE~DBITICHLD
ij‘o

5:F L%V IL—TD ESG1 & & U EPG3-1 535> D,

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24 192.168.2.254/24 192.168.3.254/24 192.168.4.254/24

EPG 11 EPG 21 EPG 31 EPG 41
(VLAN 10) ] (VLAN 20) (VLAN 30) (VLAN 40) )

192.168.1.11 192.168.2.11 192.168.3.11 192.168.4.11
ESG 1 @

502977

LD OFITIX, ESG1 & EPG3-1 728 VRF A DB TN —T D8I/ b L HICREINTE
D, ROBENPHFAIINTHNET,

1. ESG1 & EPG3-11%, MABELE N —FIZEENTNWAHT-D, fHAEICEETXE T,
2. ESG1 & EPG4-1 1%, OB CHAEIZEE T EEYA,
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« EPG 4-1 [ZBE T N—TFI12EENFH A
« EPG & ESG BlOZFNI R —F SN THEF A,

BRI N—TDFEIZHOWTIL, [Cisco APIC AR EN A ] 2B LT IEEW,

ESG XEHH—EX (ESGVRF/L—k 1)—%)

T RARA Y EHBIDO VRFIZE > THAESNLAZ T —ERZME LT 556, BEEZITID
IR Z N2V ET, £, V—T 4 7 ORERREMETT, 2 2BITEX =2V T 1
FFA[CF, EPG TliX, TN H 2 DX EPGH 7 Ry O ED 1|y N ORE CTERICHE
AEINTHWET, ESG TliX, ZNH 222 00RZRLFHETHEEINTWET,

1. ESG#HOFHKE L IIMSLLT-, VRF L~LTO/L— |k I —27 DHRIE,

2. ESG BOZKIOBRE,
INBH2ODRENERIZHEESI N TWATZH, EPG TITHOMELRH D L 512, ESG D FIZ
Y7 Hy FEREFF TRy FOV TRy FERETILEEH Y FHA,

W7 varTiE, 7V vy RAL Y BT Ry hBIOSMNTL—Z =0 658 L~
V74T ADN— |k J—J BRETDHHECOWTHALES, —h V=7 ORENE
TLESH, 250D ESG . £721X ESG & L30ut EPG B0 2% & L, WELZFF T F
T, V=L VREL D REWEIFHOZKZMENT 2 M0ERH Y £7,

)

6=

VRF L~ TO/— b U —2 &% EIL., ESG TOAHAYR—FEINnFET,

REIVORALCY TRy bDIL— =D

Ok a T, ESGEY RARA U MRBETH7 Y v RAL YT Ry b VRF A
AL ABDON— ) =7 ZRERRT D FIECOWTHA L £, i, ESGZMH LRV
B EPG LIV THEITENDLDTIEFRL, V=350 7%y h&, VRF L~V THEEIT

VRF A VAR ADE = N VRF A VAR L AEIRETHETTEITLES, L—bhU—
TR TCANT DY TRy ME, 7TV Y RAAL TRy hEe—EHT 50, HkShier
VP RAAL YT Ry hOYV T2y NTHLIHULENRHY T, ZOHKTY —7 Snd—
ME, BEESNTEY TRy b~ A7 2ROV TRy hOZRTT, 1 DOERTEEDOT Y v

RAL Y TRy b2 ) =7 T 57Xy FOFHEZEET 22 LIFTE LA,

\)

GE)

VRF /L— F ) — 7 R CHERL T 5 7 % v ME, EPG THRAENZ Y 7Ry b & —FHEHE5
ZEHTEET, INE. BITTAHEEICKRELET,
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New
ESG Shared Service
Decouple route-leaking and contract
VRF A VRF B
192.168.1.0/24 192.168.2.0/24
leak to VRF B leak to VRF A
F=="
BD 1 BD 2
192.168.1.254/24 192.168.2.254/24
{ EPG 1-1 ‘ ‘ EPG 241 ‘
‘ ESG-1 J [ ESG-2 }
Provider > TCCHSU'TE'
g
Contract %

FoIE, EHENESGL & ESG2 D2 oD ESG #HERL LT, 22D VRF A » A& % (VRF
A & VRFB) @ VRF UV —7 OflZRxLTWET,

(FT 74 v 7 ZFAT572HD) ESGl & ESG2 =z w57 MIMA T, FE i3t s
ary IGULEZEH LN T Y v RAAL L 7%y hOL— K U —7 OFRFE] THAX
NTNWA5XEHC, VREA VALV ATIL— M) —7 2T 20ENHY £,

TV U RAAL YT Ry NHOMER ((NETT K32 4 X (Advertised Externally) 1.
[VRFETHE (Shared between VRFs) 1) (%, ESG ® VRF L'~ )LD/L— kU — 7 THMEDH
DEFA, V=2 ENTET Vv RAL Y TRy 8EX—5 > FVRFA VAKX AP L30ut
\ZE>TT RRE A RXTHUMEND DAL, VRF L-LD/L— b U — 7L T[L30ut 7 K
NG A X%EFFA (Allow L30ut Advertisement) ] % [[&LY (True) JIZRETXE9, VRF L
SNV DN— N =T THRESNTZZY—7 Y NVRFA VAZ LRI TRy e —7 58
B TV RAAL O TFOV 7 Xy MEPHITEMR S, VRF L-ULDL— kU — 7 OFERR
BRENDZEIEELTLKEZY, ZUv TP RAL VO TFIZHD ZNHOFMIL, [F U VRF
A VAR ANDOLIOUMN L7 Fy hDOT RAXZ A X EPG a2y hT7 7 M X DHEROHERK
ZILTHID VRE A VAR U AND)— ) —7 32O G772, RRFHIMoOMER T
bHolEEEEINET,
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. NETLIT 4TI RADIL— Y=Y

NEBITL T4 VI RADIL—KI)—5
VRF @ L30ut 7> 53D VRE ® ESG ~D ~ T 7 4 v 7 AT 572D /— k) — 7 ORER%
IZ. EPG OIA L30ut & KB4 5 7= 12 ESG #£4 L30ut & M E9,

ESG #fE D L30ut M H5E Lz — &2 U — 7 3 5121d, EBHEIL VRF L~ TN~

T4 T ADN— ) —7 BRERTIVLERHY T, I, IPFLT7 497 AY AR A
HANDOHEREFEH L ifThhET, =2—F—iF, BELV—FDIP L7 v T AY XKL
R, Te) (BAF) F720% Tgey (BIE) Z2FHEHALT, BEOT VT 4 v 7 AZHEKT 5
. TV T 4y ADOREERETEET, 7V vV RAAL YT Ry FEFERY AR

No— MIEICFE S, TRITERWI ENRZNTED, V=7 SNTT VT 4 v 7 ARER
DN— FUATFTTRITFNIEZR 620 E W HIRRIZH D FH A, HIERZ2WW=0, U—7 =4+
TV T 4y 7 A, I OO TEBEO T VT v 7 A% ) — 7 T HHIBARRECEET,
RETIZ, #—% v b VRF bIEETHLENDH Y £7°,

RIEDRERINC SV TIE, TGUIA MM L THMIBT L7 o v 7 AD— kU —2 il 5] %
BRLTEEL,

ESG #:A L30Out #Epk D&, VRF T/b— b U —27 ZHpk L, L3OwEPG £ D=2 v 77 b4
WHTHLEEBIC, EOTVLT 4 v 7 AREDLIOWMEPGIZET AN EERT HMENDHY £
T EOT VT 47 ANED L30Out EPG IZJET 0 EIEET 5121, 4458 EPG DM ERY T
Ty MBIOEEEFIVTAAVR—F TRy FEIFHZMEH L TL3OW 7 % v h &1
KT DUENH Y FT,

LAYVa4~LAVIY—EX

EPG THEHTE 29T _XTHOLA V4~ LAY TV —ER 7T 7L, ESG TYHHR—FER
F7,

\)

GE) ZoXAEIR, SER—F—HFROFZEOFHEMTT, ESGHO=a L 77 M —ERA T T T
233 2TV A4, Cisco Application Policy Infrastructure Controller (APIC) CTi&, LA ¥ 4
~ LAY T —ERT A ZANH SN DHIERR—E R EPG %, Cisco APIC 7% EPG i ®
= RA7 T 74T HODOERU LI ICHBICIER L £, EPGHlOY— 2 75 7 LT3R
720 . ESG DA, B LY —Y R EPG I/ 1 — 3L peTag Z Hif3 L 9,

CiscoAPIC U U —Z 5.0(1) LARED U U —ZXTIX, vzAny-to-vzAny 2> 77 R TLA ¥4~ L
A¥ 7 —EABRBAICIERESNDTRTOHF LI —E X EPG IE, 7 12— 3L peTag % it
B/LET,

LAY 4~1AFY T —ERBEOFEMONTIT. [CiscoAPIC LA ¥4~ LAY 7H—
BREATA R #5R LT3,

B Rk EFa2yT LT


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html
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By raR—FK

[Capacity Dashboard] # 7 Zffi ] L T, HERT7 77V v 7 UV —=2D L ZWEOHZE 2
TEET, ZHUTED, AR SINDAT—T U T 4 HlRICEDRE L TESW TN L0 %A
JECHERTEET, V=7 /= RIZEOHELIRREINDTZD, EOV—T ) —FRY V—
ZHIFNTE L T2 T IR TEET,

1. [A&®EH v aAR— L (CapacityDashboard) | N7 7Ny a—TF 7Y — L& iEI§T 51
X, A==2—/3—7T, [&F (Operations) [[BEH v a/R— F (CapacityDashboard) ]
DNEIZEIR L E T,

2. [BE4 v ahR—F (Capacity Dashboard) | " X—Y T, 777 U7 JUJ—AD[T7F
T vYEE (FabricCapacity) |#&IRLET, [TV FRAVbEF2 T TIL—T
(Endpoint Security Groups) ] # /L &[4 B—/3)L pcTag (Global pcTag) | # A /L% T
Arma— LT, EHRERY Y —2A %R LET,

3. [BE4X v aiR—FK (CapacityDashboard) |"X—YC, V—7OMiRHELT[U—7
AE (Leaf Capacity) | &R L £, =V FFRA v F®Fa2 VT4 FA—TDY YV —2R
FEHBEDOFEMICOWTIEL, [ESG] # 7 2R L T 72 S0y,

A

[TV FRA > b S5 vh— (Endpoint Tracker) | # 7 Z@H LT, 777U v Z7IZ@H SN
TV RRA LV FDIPT RLAEIEIMACT RLAZANTHE, 2O RKRA > hdn
g—ay, ZURFRA LV INBRETLZ U RRA U M NA—T FHINTWD VLAN B 7
b, TOZU RRA L NTRAT (77 7)) BRBELTWHDLNE I DETIEOHERTE
£,

1. A==a2— =7, [ (Operations) |>[EP k5w Hh— (EPTracker) | DIEIZZ V v 7
LT, T RKRA N " T D—D R NT TN a—T 47 V=L xRE L ET,

2. [End Point Search] 7 f —/L RiZ, =V RARA L MDIPT RVAEZIIMACT FL A% A
JIL. [Search| 27 U v 7 LET,

3. FREINFBICZVRRA L 27 ) w7 LET,
T RRA Y NN T H—Y—ATiE, A MOIPT RLUA, MACT RL A, FTET 5

T RKRAL N ITN—T, T o vay BEHEZITMER) . W/ — R, A2 —TxA X,
BEIRVLAN 7 72 b & &bz, FREEBO ARENERRINET,

T RHRA N 8Ty — Y=, VCEp EMHENA AT V=7 M LT, ESG I X
WEPGIZOWNWT, 777V w7 THEEINTZ RAFRA U M ERDITET, ESGIZET 5=
YREFAY ME2ODNCEp AT V=V hTERINET, 1 21X VLAN N1 v RERT 5
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IVERAV bk EF2YTs T0—7F |
B smss

EPGHT, 95 123XV T 4 2T B ESGHTYT, LEER->T, =2 RKRA kb
T o= —iE, ESG 2 FRA v MERAT A E, 2202 N RERRENET (EPG
AL ESG ) .

Hl RS I8

Cisco APIC U U — & 5.0(1) OFF T, ROFIFREH S v ET,
+ESG & EPG BORKT VR —F SN TWERA,

» ESG #&HEIX Cisco ACI ¥ /LT %1 FEFESINTWVWERA, TRy K, wLFT 4
T, VE—=F V=R 0D R N R— SN TWET,

e P R—FENTWVWBESGELZ X —IIIPT RLATY, MACT KL A, VM%7, 7=
I DOMOFEHEITEZHR—FENTHERA,

*ESG &)X, BL 7 X —L LTCIPEHEHTAIN—T 47 T T7 4 v 7IZDOFHMATE
i‘j‘o

« X7 —HHNTESG T AR—FshTHhEEA,
«ESG® VRF WY —E R Z7Z 7T R— N TWHEEA,
«ESG &, IROBERED Y —AF i3k & LT R—FShTWhEEA,
T NIRRT —
« Ty RBIERE
« SPAN
* BD/EPG DT RARA » R ESGIZHES LTV A5G, BD 7213 EPG UL TIRIE S
NI R ORI A — F ShvER A,
o T FARA » MEERENE (BD/EPG LEOFR)L— )
s T=o—F Y AR H—ER
« Microsoft NLB
+ First Hop Security (FHS)

CIRA RN R—=ZAN—FT 4V T/IRARNL—K T RARXZ A XA b

« ESG B TIZ. EXUBEOHARDY —7 J—FOHRNYFR—FENET,

cIPHRELIZZ—LLTHEHINTWDIELAIL, VA Y2877 497 (DFED, V—T 4«
VITENTWRWNT T 4w 7) MESGEF2 VT 42 A4 RALRNE DT DI

ESG = RARA > MIVLAN oA v B —T oA ADNA T 4 v 7 it 54~
TP EPG T, HBEDOT 7 4V N2 EFT _RTEF AT 50— %M L TEPG %
HIMZLET, EPGNOTXTHOTY RARA > MM ESG IZHFEEINTWDEAIR. b
DIz, EPGNDOEKITlx7e <. EPG T 1% ARP %l L TEPG ND%; %%ﬁ% rn

B Rk EFa2yT LT
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esc uizsE: [

HZENTEET, EPGS VMM DVS SEAICOREH SN 585415, EiEoMmo 2 >0
FFaroffbviz, [RAVAETAVTF— a3 %HATS (Allow
Micro-Segmentation) | 47> a VEHNCTHZEHTEET, WTFHOMAEL. ESG
TV RARA LV MEOTRTOBEN VA VIN—T 4 T xEBTHLIICLET,

GE)  ZORAETIE, TXTEHFAITHL— % L7z EPG WK
L. 7T ARP 2 L7= EPG N4y BEDE M DU TR
LEd, miTOMEOEZ2ANIZRE LT, 72X ARPEZEA L
T, ACLV =T AA v F ETIRTOINTF T4 v 7 % N— 1T 5
21T 52 & TY, EPG HEMBMEN SN D56, T rxs
ARP [ EPG IZxF L THEBRAUICAH N2 5 Z LITIER L TL 2 S
WV, JEWIE, ESGIZE L TWWRWAS, EPG THFE &N FR
AV B2 EHDHETT, $TXTEHFATT HL— L EEH
L7=EPGINEHITIL., —0kH Ay RBEAL Y M, TCTEHF
AT L= XV R CEPGIN Tl &t HHICEBIE T 7,
7272L., 7a¥% ¥ ARP ZffH L7z EPG Wy ClL, DX H 7%
TV RARA > MIFE L EPG IZHDGETHBETE R RV E
T

o )% BSG IZIBMT 53546, 7V EFTAR—FEnTWhERA,

ESG LA Bk B

Cisco Application Policy Infrastructure Controller (APIC) VU U —2& 52(1) AED U J — XTI,
EPGELZ ZIZXY, = RARAS Y heX=2 VT 4 ZV—7 (BESG) NEPG b2 h T 7 |
K TE DX D270 EPG 05 ESG ~DOBATAliFILSNES, EPGEL 7 XIZk D=
YT FOMIKIZEY, =2 RARA » MIOT Y RRA » PR EE ESG IZBITS TV
RWEAETH, ks 877 e LT RARA U R EDlfE ikt T& 5
T2, V= AVATT LR T ARBATNAREIC ) 7,

PLFOFITIE, (kROK D EPG Al @D EPG 726 ESG ~DOBATICE S EZ Y TEd, EPGAl HD
HIEDW{EIZX, EPGBI, B2, BLUB3I D=2 527 FCl 2 LT{ThILET,

7:EPG M5 ESG ~DRBITERRY 2 EKET S

Will migrate EPG A1l

N, g ’u h! .y
£ > 3 <>
) J :
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B oesc s

BAOTFNAIL, ESG (RDXK D ESG A1) Z1ERk L. EPG L7 # Z i L TEPG Al %L
I EEBZ L TT,

B 8:ESG EMEM L. &¥ID EPGZERBITLET

o
== <
i .|
- E }_

EPG Al 78 ESG Al IC—E&H72#%. EPGAL IZE L T\ RFRA > MEIESGAL IZE L,
EPGAl[Z k> Tt EN D2 727 F CLIZESGAL ICHA SN E T, BTSN3 _XTO
T RARA v ME, EPG BN EZ ESG ICBITIN T Th, EPGBI, B2, 8LXU'B3 &5
EEWMECTEET, BEPGELIZZIZL D3 T 7 FOfkED 72 E | Cisco Application
Centric Infrastructure (ACI) (XESG & EPGD 2> F T 7 bRFFAI SN LIZiERE L TL
72EW, ESGWEPGE L7 X &I LTary hT7 7 Mk T 584, EPG OITd pcTag 1
ESG @ pcTag ICE & a2 b D Z LICHEB L TL7ZE, ZOHEICE Y, EPG DTy KR
A NDRNT T 4y 7R N O RS AET 2550 H 0 7,

COBRT, Yuva s NAF Y 2a—MIS LT, EPG Al OBITEE T T 5 VI, ESG
Al LD ESG 721X L3Out M EPG L DI TH LW a Y v T 7 hERTEEd, 72720,
TRTOEX2 YT A HRILESGIZ L > TEBINDZMENRSH 5720, EPGALIZZ ULl EHT
LWary b7 7 BT L3 TEERA, MkE VTR LT 357201,
TELHETHLS EPG 1D ESG~DOBITEZETTHZ L 2BEIO L ET, EPGAl A= T
7 bofEft (F73HE) 2EIET5FE T, RAEERBITZEMT 5285 L L CEEF3602 2
RBAELET,

BATZHATT 212X, 2 727 F Cl OKEHAIT EPG @ ESG #1ER L ET, Z OFITIL,

EPGAl 82 T 7 F Cl 2L TV B7=®, b ® EPG (EPGB1, B2, B L 1B3)

Nar b7 7 FClEZMHELTWET, EPGELZ XA LT, 25 DEPG Z#H LVWESG
(ESGBI, B2, BXO'B3) IZBITLET, KOKDOHITIX, % EPG N ESGIZ~v v B/ &
nTunEd,

. IVRRAv b EF2UTa IN—TF
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B 9:38M0D ESG DYERL. EPG DIEAT

EPG Selectors EPG Selectors
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|
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oy
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F7201%, BEDEPG % 1 DD ESG IZHATE £4, 72& 21X, 1 DD ESG #1ER L Thb,
[l C ESG E® EPGBI1 & B2 D FIZ EPG &L 7 ¥ R T £7,

Wiz, 2 77 hClLERUZaNZEFEHLTH L= NF 27 b (ROKIO CL) %1E
BLET, HLWESGE 7unf F—Brar v a—ve—Lt LTHKRLET, Zhit. EPG
Al b0 =ar 727 bk Cl OREEDIEIEZHEFT 5729, EPG Al @ EPG 7»H ESG ~DBAT
DEEDFIETT,

B 10: HRREERT 5

EPG Selectors EPG Selectors
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B ok rexaus —TEBETS

WMU7 4B afFoa 2 727 FClLiZ, 42T X THESG (Al, Bl, B2, 3XUB3) IZ&L-
TTTITHASNTWD D, #FTLnary 77 MREIT N— R T = 7IZH L b— L0 % R B
B, LI b T FEERTDZ LI > GEIMDOKRY & — TCAM NHE S D Z &
TH Y FEHEA,

ESG A1 1ZiZ. ESGBI. B2, BLXUB3 D Cl LFIUBELZHATS5a 727 FCl B
DET, ZORET, EPGAl TOa b7 7 b Cl 02 ELTEX, ROKIZFRT LI I
ESGAl T RTOEXF2UT 4 BN TELL91C0 F7,

1M:H0VaY k39 bOTRNAF—ELTD EPC EHIBRT 5

EPG B1

Bl, B2, BXU'B3E, =2 FF 27 b ClITFEZ ESG IZRBATS TV EPG A2 35 L TN A3
WXk oTHiIgtkEN D720, 2 b7 7 FCl DWEELEFEELTERWVWI LIZHERELTLE
SV, EPGA2 BEIWAZ D ESGIZBITSIL, 2 b7 7 FCl' 2t L72t%. 3<XTo EPG
(A2, A3, BI, B2, BXUB3) 1%, FI 74 v 7 aHiT52&2<ar 727 ClOfE
MafETcxEd,

EPG 726 ESG ~DOBATEZSET T 5I121%. EPG LD ar 57 F QBLREDMD =
rZ 27 MZOWTH R CFNRICHEVE T,

IVRRA X)) T TIL—TEERET S
GUIZFERALTIVRRA Vb EFXFa )T JIL—T%ERT S

CiscoAPIC U UV — A 52(1) LARED Y U —RATlE, ESGE L2 X IRV > —% 7 EPG, [PV~
Fy MZTHZENRTEET, LEIOV Y —ATIE, PV 7Ry hOZRYFR—FENTNE
T

. IVRRAv b EF2UTa IN—TF



| TvFRav kX2 UTa S0—F

FIE

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

GUIEHALTIY RAA Y b1 U714 TL—T5tmT 5 [

AZa— N—T[TF2 bk (Tenants) | TR L, %4 T D7 FERINLET,

[ B4 — 3> (Navigation) ]34 > C, [tenant_name]>[7 T4 —>a > TAT 74 )L (Application

Profiles) ] > [application_profile name] > [T > KR4 > b %21 74 4 )L—TF (Endpoint Security

Groups) |Z IR L £7,

[TV RFRA > btFa)F 4 JIL—T (Endpoint Security Groups) 12427 Vv 27 L, [T FiRA >

FXxa)T4 JIL—TDER (Create Endpoint Security Group) ] Z#4R L £,

[TV RRA Y rEF2 )T JIL—TDERK (Create Endpoint Security Group) 1 ¥ A4 7 a7 Ry 7 A

O [FIE1 (STEP1) >ID (Identity) 1 *— T, KOFEHREAILET,

a) 4HI (Name) : ESG O4fiz AN LET,

b) (&) EiBA (Description) : ESG OFilHZ AN L ET,

¢) VRF : ESG I[ZBH#f}IT 5D VRF # A LET,

d) ESGEEIKE . ESGE v v v MU THITIL, [BEBEIZKDUvyy ¥ D> (AdminShut) | %
BIRLET, 774/ b TIL, [ESG EEIKEE (ESG Admin State) ]1d [Admin Up] DIETY, Z D
74—V RIE 52Q) VU —AbiBMESE L,

e) [k~ (Next) | %7 U w27 LET,

[T RFRA Y bEXa)Ta JIL—TDER (Create Endpoint Security Group) ] 4 A 72 7R v
JAD[FIE2 (STEP2) >t L4 (Sdectors) | X—UNAE £,

G¥)

WOFIETIZ, RV —FT, EPG, BLOIP V7T Ry MZESW TR L7 X E2E Tt $£9, =
720, [N (Next) 12270 w7 LT, Lo XX T H2FETDH 383—) Tul+5L91C
B LI X EBRTHKTHZEHTEET,

[FIE2 (STEP2) >t L% (Sdectors) | ~—Y T, R —F T, RRA bl ZELT
EHT25681F. 49 L2a " —o+HiLmEr )y 7 LET,

(25 €LY 2 DR (CreateaTagSedector) | ¥ A 7l Ry 7 ANRAEEd, 47 Lo ¥—%
TERT 5 (38 —) | OFIRIZHENET,

[FIE2 (STEP2) >t L4 (Sdectors) ] X—YC, EPGZ T KRS hELZ X ELTRET S
Gali. EPGELIVEAN—D [HimEa7 Uy 7 LET,

[EPG LY 2 DERK (Createan EPG Selector) | A 71/ ARy 7 ANRPEET, TEPGELZ XD
fEpc (39 ~—) | OFIAIHENET,

[FIE2 (STEP2) >+EL 2% (Sedectors) | X—Y T, = RRA bV IZZLLTIPY TRy M
BESTL2HEF, IPYITRY bELIEA—D [+ EE7 Y v 7 LET,

[IPHTRy kLo 2D%ERK (Createan |P Subnet Selector) | #4712 Ry 7 AN %9, [P
7 Fxy b LI X —EEHKT D 40_—) | OFEIENET,

[k~ (Next) 1Z227 YV 7 LET,

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |

B crsesvzzess

ATvT9

ATv 710

[T RFRA Y bEXa ) T4 JIL—TDER (Create Endpoint Security Group) | 44 707Ky 7 A
O [FIE3 (STEP3) 1> [5##l (A F>3>) (Advanced (Optional)) ] X— YR £7,

[FIE3 (STEP3) |>[55# (#F>3>) (Advanced (Optional)) ]X— T, RDA T a KT
xFET,

a)

(EE) ESGHOEEZ 7w v 73 5121%, [ESG N EE (IntraESG Isolation) ] 7 1 —/L KT [
# (Enforced) ] Z3®R L F9, 774/ M [FE®RF (Unenforced) ] T7,

[FE3&% (Unenforced) ] TiE, ML ESGNDTXTHTY RiRA v FBAHBICEETEET, £/2
X, FICESGHNTHRIED X A 7D DAEFF AT 55813, ROVICESGN= L FF7 27 M &
T&xFET, BSGRNODa Y FZ7 7 MERIZOWTIE, TGUI Z#EH L TR E= RARA Uk EF=
VT4 ZJA—7ICHAT5 (443—2) | Z2BRLTLEE N,

b) (EE) REFALAIN—T AL "—L LTESGEELITIL, [REBHTIV—T A 2\— (Preferred
GroupMember) 17 4+ —/L FC[&® 5 (Include) [ #=IR L EF, 7 74 /L M [BrFM (Exclude) ]
‘(“ba‘o
[ % (Include) | IR T HRNC, BT NV—T N VRF L)L THINZ 2> TNDZ L R L
TLIEE,

REFE R N—T OFENZ OV TIE, [Cisco APIC FEAMERR T A R 22 LT 7ZE0,
o) (EE) BMOESGhrbar b7 7 Mk d 5121, ESGAY MY YRR A—1—0D [+]il5%

7V w7 L, a7 7 MNaEAT D ESG ZEIRLET,

ESGay h T/ b~AX—%EIRLT=HE, TERRLTWAESGIE, BEIRLZESGDT_RTH = b
F0 FEHRLET, FTLWESGEEFEDESG LRI F 2V T A HREZE YL 91T 584813,
ESGay hT 7 h~AZ—%BIMLET,

[5£T (Finish) |27V v 7 L%,

ELIRERTERET D
8 €LY B—EERT S

FIE

COFEEFEHLC, = REA N X2 VT 0 FJL—T(ESG) DX T &L 7 X —%Ek
LET,

ATFY TN A=a— R—=T[FTF b (Tenants) | ZiBIRL, %4957 baBRLET,
AT9 T2 EOFEsr— 9 XA T, [tenant_name]>[7 FU4—> 3> T 7 74)L (Application Profiles) 1>

[application_profile name] > [T KiRA4 > b 2% a7« 4 )L—7 (Endpoint Security Groups) ]>
[esg_name] > [ LY 2 (Selectors) |#EH L E7,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T
e Ly antkm i

AT T3 [T €LY A — (TagSdectors) | =47 U7 L, [29 €LY 2 —D1ER (CreateaTag Selector) | %
EIRL £,

AT T4 [R5 LY B2 —DER (Createan Tag Selector) | #4712 Ry 7 A2, ROEHREASLET,
Q) A0 X— X T X—%AJ1TB)N, Fay7XEd o0 JRAMPLEFEOX 7 —%8IRLET,
b) EEEF ESGILEHODITLT 4T A DX Tl —HISEDH-ODOFMEBRINL 7,

R T & DE F(TRkO@EY T,

- Contains : # 7 fa%x & i, [2J{E (TagValue) |1 LRI —H LW RERH LT 4T o
BRI E7,

«Equals: ¥ Zfili7’ [2 JfE (TagValue) 1 ESE LT 47 ¢ ZRINL £,
«Regex : % ZEN[4 F1E (TagValue) ] 7 4 —/L RICANENTZEHEHR L —BT 50T 45 4
BEIRLET,
c) AU MEELITERERBRELANT L2, Fry XUy VA IO LEEFOMEZRIRL £,
THREBZERT S L &IE, KOTA RTA U E2HEH LT ZEN,
« AT, a-zA-Z0-9 . TT, L AS[10 {3+ *-
RO FIIMMTEERA, /\?2
« [0-9]+ IHEE OHIZ—Br (\d+ & [[5§)
ca{0,1} 1X, adPoEiZ1 oI —HLET (2 LFE%)
 [0-9]{3} 1T 3 HTOEFIZHERIC —F L ET
e dev(D)|(2) 1T devl F721F dev2 DfEIC—FH L £T

dy #BA: (FTvay) AT7V=T RO,
e) [Submit] #27 V v 2”7 LET,

EPG LU 2 DIERK
ZOFEEFEHALT, = RFRA U X2 T 4 Z—7(BSG) D EPG & L7 ¥ Z{ER L
ji—aao

FIE

ATV Tl A=a— RXR—=T[TFTF b (Tenants) | ZEIR L, %4 T57F 2 Fa@RLE7,

AT9 T2 EOFEer— 9 XA T, [tenant_name]>[7 FTU4r—a> TR 7 74)L (Application Profiles) ]>
[application_profile name] > [T FRA > b %2 1) T4 4 )L—T (Endpoint Security Groups) ] >
[esg_name] > [t Lo % (Sdectors) 1% BB L E7,

IVRRAv b EFaUT4 0—T |



IVERAV bk EF2YTs T0—7F |

B ryoxoreros—znmss

ATv 73 [EPGELY S (EPGSdectors) 1 #4727 U ~Z7 L, [EPG L% 2 D{ER (Createan EPG Selector) | %
IR L F9,

ATy 74 [EPGELYZDER (Createan EPG Sdlector) | XA 7 u /' Ry 7 A2, ROEHREATTLET,

a)

b)

c)

ESG VRF M EPG : VRF I[Zf7£3 % EPG DU A k)6, ESGIZEEND EPG DF = v IRy 7 A%
Az LET,

SEA: (AT ay) ATV =7 FOFHHA,

[Submit] #7 U v 27 LET,

PHTxry btLIE—ZERT S

FIE

ATy T
ATy T2

ATvT3

ATv74

COFEEAFEHLT, U RRA L X2 YT 4 Z—7 (BSG) OIPY TRy KLY
2 —ZERC L E7,

A=a— N—T[TF2 bk (Tenants) | ZER L, &4 T 57T FERIRLET,

EDOFEr— 3 (T, [tenant_name]>[7 TV r— 3> 7774 )L (Application Profiles) 1>
[application_profile name] > [T FRA > b %2 1) 74 4 )L—T (Endpoint Security Groups) ]>
[esg_name] > [t LY & (Selectors) |Z#EEH L £,

[IPH TRy kLY %— (IPSubnet Selectors) 12427 U2 L, [IPYTRy kLY Z—DERK
(Createan | P Subnet Selector) ] Z3&R L £,

[IPHTxy kLY 2 —DOERK (Createan |P Subnet Selector) | # A 712 iRy 7 AT, IROIEHRE A
HLET,

a)
b)

c)

d)

IPHITRy bk F—: ZO7 4 — )V RIZIPIZHEINTWVET,

IPHITRy b BEF: ZO7 44—V FEIELVWIREENTVWET, BL7 21X, FBESh=Y
Txy MIERIZ—HTHIPT Ty ORI —FHLET,

IPHTRy bk ff:ESGIZEENDEZFRA L FDIP YT Ry bEATILET,

FREDIP (32, /128, 723 7Ry b v A7 R L) EIMEEDOY A7 EOY T Xy b~y F &2 AT
TEFET,

ERBA . (A7 =3 )
[Submit] 7 U v 7 LET,

Y—EXEPGEL I Z—ZERT S

COFEEFEHALT, =KAo ®XF2VT 4 F—7 (ESG) OV —EAEPG kL7
2 —E B LET,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

FIE

TorRs v R MAC & T xRS S

ATV Tl A=a— RX—=T[FTF b (Tenants) | ZEIR L, %4 T57F 2 Fa@RL 7,

ATV T2 EOF ST — 3y~ T, [tenant_name] >[7 T 4r— 3> AT 74)L (Application Profiles) 1>
[application_profile_name] > [T KARA > k ¥ 2 1) T4 ¥ )L—T (Endpoint Security Groups) ] >
[esg_name] > [ LU % (Sdectors) 1% BB L E7,

AT9 T3 [W—EREPG L% %— (ServiceEPG Selectors) | #4727V v 7 L, [H—EREPG L% 2 —DkRK

(Createa Service EPG Selector) | #ER L £,

ATy T4 [W—EREPG L% %—®DER (CreateaServiceEPG Sdlector) | A 7127 KRy 7 A2, ROTERE

AN LET,

a)

H—EREPG: —E X EPG % ESGIZE® B I121E, BEEEN TV A —ER TS R ax 72D
A M HEIRLET,

P —EREPGEHRTH—ERFNA X axs ¥ (nifcex) X, ESGIZv vy B /T F4, FRX
NEY—ERATFTNNAL R ax 7 ZDY A ML, IROBFNZH DT /3, ZERKF) —TEZESI a3
T EMPLERESNET,

Tenants > tenant_name > Services> L4-L 7 > Device Selection Policies
=R TFNA R axy 2%, OB TERRINET,
consumer F 7213 provider

TENANT NAME/c-CONTRACT NAME-g-GRAPH NAME-n-NODE NAME

RIB 2~ L £,

avva—v

PBR/c-web-to-app-g-FW-Graph-n-N1

b) A (FFvar) ATTV=T MO,

<)

[Submit] 7 U v 7 LET,

ITURRLAYEMAC R T EERT %

FIE

COFEEZFEHL T, RV —F T2 RRA L FOMACT RLARIZEBMLES, #7
YL X%, ZOXTEFERALTC, T RFRA L FOMACT RLAZTZ RAERA L s EFa
Uo7 4 Z)V—""(BSG) ICBHEfH T B Z EMTEET,

ARTYFT1 A=a— N"—T[TF2k (Tenants) | Z#INL, #%YT 57 MEBIRLET,

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |

| PN XL

ATy T2

ATvT3

RTv74

ATy TH

[ &4 — 3> (Navigation) ]3A > T, [tenant_name] >[7 T4 —> 3> FTAT774)L (Application
Profiles) ]> [application_profile name] > [7 ') &r—< 3 > EPG (Application EPGs) ] > [epg_name] % J&
AL £7,

[E% (Work) ]34 > T, [1&4E (Operational) |>[2 Z4 7> bk T2 KR4 >k (Client Endpoints) ] %
TEBERLET,

[954TF7 >k T2 RRA 2 (Client Endpoints) 1%, BEMITONTWAHIP T KL AL LT, ]
FHARER K= RARA VU FOMAC T RLAZFRLET, 7 RLARIZTTICRY — X 7REID 4 TH
NTWAHEE, ZNHORY — X ZIEMAC £721X 1P 7 KL AD [RY — 44 (Policy Tags) ] %1z
KRENET,

HEJO MAC 7 RLADITEAEZ D w27 L, [Tv KR4 >k MAC 4 MERTE (Configurean Endpoint
MAC Tag) | Z##R L F7°,

MAC 7 R LV ANT =T VZERENROERIE, VMM G 2@ U TEEZFE E L3RRS THEE
ho Z DA, [tenant_name] > [R1) — (Policies) |>[T > FRA >+ 24 (Endpoint Tags) | % JZBA
L. [TY FRA > EMAC (EndpointMAC) (%2427 Y v 7 L, [T KR4 > FMACH T D1ERL (Create
an Endpoint MAC Tag) | Z#34R L £,

[TY FRA >k MAC 2 5 D4ERL (Createan Endpoint MAC Tag) | 4 7 122 AR v 7 ZIZROIERE A
HLET,

GE)
(V547> kT2 RiRA >k (Client Endpoints) | 7—7 /L6 MAC 7 R L A Z BRI L725E . MAC
7 RLUAELEBD 74—V RIETTICASTINTOVET,

a) TVFRA2VFMACT RLR : ¥ 7 %BIMT25MACT RLAZ AT LET,
b) BDA : BEFDOT Y v¥ RAAL UZEFIRT D0, HLWT U oY RAL CEZERLET,

*HREIRTHE, T RARA P MAC X 713, 8 ESNTZ VREINOIEE D BD D MAC 7 KL A% F
LET, ZOHAE, VRELERTHLHI>KROLNET,

o) FWR: (FAFvay) [Hlidsar Yy s L, HRF—ELEZENML, V]EmE227 Uy 7 LET,
BEEOIERZBMTEET,

d) RYL—A2Y  [HidBx227 Vv s L, RI—F7F—LEEEBML, [V]iLE5Z227 ) w27 LET,
BEOR) v— Z T HBMTEET,

e) [XE (Submit) %7V v 7 LET,

ITURRLUMIPRTDER

COFEEFEHL T, =2 RRA L FIPT RLRICRY — 27 2@BMLEd, 7 LY
=X, ZOXTHEFERALTC, = RS FDIPT KL AZTZ U RKRA L X2 T 4
7 N—"7" (ESG) IZBEM T2 Z N TEET,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

FIE

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

IVRRAY RIP R T DER .

A=a2— N"=T[TF2 bk (Tenants) ] Z&IN L, &4 T 57T FE2RINL £7,

[ E4— 2> (Navigation) ] %A > T, [tenant_name] >[7 T4 — 3> FOT774)L (Application
Profiles) ]> [application_profile name] > [7 F'1) 77— 3 > EPG (Application EPGs) ] > [epg_name] % Ji&
BLET,

[E¥ (Work) 134 >, [##4E (Operational) |>[2 547> bk T2 KR4 >k (Client Endpoints) | #
TEBRRLET,

(V54T >k T2 FRA 2 L (Client Endpoints) ] 1Zi%, BEMITHLNTWAIP T KL AL LT, #)
MFRERBE = FARA L FOMACT FLAZFRRLET, 7T RLAZTTICRY = F7REHDHTH
NTCWBEE, ZNUHOKRY — X ZIEIMAC £721X 1P 7 KL A [R1) — 24 (Policy Tags) ]%1ic
KRINET,

HIIOIP T RLADITHAH7 Vw7 L, [TV RERAL Y MIPA ST DERE (Configurean Endpoint IP Tag) ]
ZERLET,

IP7 RUVART =T NVIZERINBZWVEGESE, VMM G EZE L TEEFHELITRRINTOVETA, &
DA [tenant_name] > [7R1) — (Policies) |>[T > KR4 > k 24 (Endpoint Tags) | #EF L., [T
Y RRA 2 KIP (EndpointIP) 12427 U2 L, [T FRA 2 MIPRTDIERK (Createan Endpoint |P
Tag) | | E 7,

[TV RRA Y FIPAR S DR (Createan Endpoint IPTag) | A 712 Ry 7 ZAZROIERE A LE
R

(V547> kT2 RERA 2k (ClientEndpoints) | 7—7 A nbxy RiRA v REBIRLIZGA, IPT R
VAL VRF 7 4 — /L FIZTTICATTESNTWET,

a) IP: Z7%BMTHIPT RLAZANLET,
b) FWR: F7vay) [HikFE27V vy 7L, BRF—LELZBMNL, [V]IFEEFE27 Vv 7 LET,

BEOTRZBINTE £,

¢) VRF#& : =2 RARA v & Te VRF Z3R F 72 I3ERR L £ 77,
d RUYS—A5  [HidB%x227 Vv s L, RIS —F T F—LfzBML, [V]iLs227 Vv 7 LET,

BEDORY — F T HBINTEET,
e) [ZfF (Submit) |27 U2 LET,

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |
Bl Ui ERLCROETS FRAS k%2l T o S —TIHAT

GUIZFRLTEHNZIVRKRA Vb EXa ) T4 JIL—TITERT
5

FIE

ATFY TN A=a— R—=T[FTF b (Tenants) | ZiBIRL, %4957 baBRLET,

ART9 T2 EOFEer— 9 XA T, [tenant_name]>[7 FTU4r—>a> TR 7 74)L (Application Profiles) ]>
[application_profile_ name] > [T KiRA4 > b 2% a7« 4 /)L—7 (Endpoint Security Groups) ]>
[esg_name] B L F 77,

RATv T3 [ (Contracts) | 247V v 7 L, BRBEEIND FIESLTT 7 v a vy 2@ RLET,
WKOF T arndb 7,
RSN zaC S5 bOEM
CHEBEIhHZH0EM
CHESNDAV IO MMV E—T 4 ZADEM
« ESG REHIDENN

G¥)
TV —a Y EPGIC K o THE IR SN H2BKIE. T2 TIXESGITIXMFRHTE /A,

AT v 74 [Add Contract] XA T 7Ry 7 AT, IROBIEEZEITLET,
a) [22#94 (Contract Name) | Z AN E7-I3&E IR L £,
b) (EE) [QOS7K!Y L— (QOSpoalicy) | #EIRL £,
)  (EE) [T (Labe) 1 Z#BIRL £,

ATw 75 [Submit] #7 Vv LET,

RESTAPI Z A LTV FRA Vb tEXa T4 TJIL—TDERE
DL 0D & A

FIE :

<polUni>
<fvTenant name="t0">
<fvAp name="ap0">

<!-- ESG with the name ESGl and Preferred Group as Exclude -->
<fvESg name="ESGl" prefGrMemb="exclude">
<!-- The ESG is associated to VRFA -->

<fvRsScope tnFvCtxName="VRFA" />
<!-- provided and consumed contracts -->

<fvRsProv tnVzBrCPName="provided contractl" />
<fvRsCons tnVzBrCPName="consumed contract2" />

B Rk EFa2yT LT



| TvFRav b EFaUT0 IL—F
RESTAPI £ LT /5 & ULy 4 —5k8T 5 [

<!-- Tag Selectors for the ESG -->
<fvTagSelector matchKey="stage" valueOperator="equals" matchValue="production"/>

<fvTagSelector matchKey="owner" valueOperator="contains" matchValue="teamA"/>
<fvTagSelector matchKey="__vmm::vmname" valueOperator="regex"
matchvValue="web [0-9]+"/>

<!-- EPG Selectors for the ESG -->
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-1"/>
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-2"/>

<!-- IP Subnet Selectors for the ESG -->
<fvEPSelector matchExpression="ip=='192.168.0.1/32"'" />
<fvEPSelector matchExpression="ip=='192.168.1.0/28"'" />
<fvEPSelector matchExpression="ip=='2001:23:45::0:0/64"'" />
</fvESg>
</fvAp>
</fvTenant>
</polUni>

RESTAPI 2ERAL T2 9B LU LY 2 —%1ERLT S

EPG LV 2 —%1ERT S
EPG L/ ¥ — 47T =7 & (fvEPgSelector) 1%, & D EPG ® DN & —&% L £,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvEPgSelector matchEpgDn="uni/tn-ExampleCorp/ap-app/epg-epgl"/>
<fvRsScope tnFvCtxName="dev"/>
</fvESg>
</fvAP>
</fvTenant>
</polUni>

EPGtE L7 Z—i%, ESG ¢[RILTF v FB LW VRFIZET S EPG ICOHR—ETE £,

BTERT LY 2 —DERL

27w lv 2 A7V er ~ (fvTagSdector) (X, ROAT7 V=7 NOTF TSN Z 7 F4 7
vx/ b (tagTag) & —EH L F9,

- fvEplpTag

» fvEpMacTag
« fvSubnet

» fvStCEp

IVRRAv b EFaUT4 0—T |



IVRRAV b EFayT4 T0—7 |
B o resTAPI 2ERL TSI BEUELY 8 —EHERT B

\)

GE) 27 ®vVvrX—FT7 V= MME, fvEpVmmMacTagDef FOX 7 47V =7 MZb —H L&
T, L, ZOFT V2 bOTORY — X I VMMAFLE 2l U CRE S 4L, R C&
FH A,

ZoFNX, tagTag A7 Y= NOfLiEE, ¥ 7% A2OF T, —E3 % fvTagSelector 47~ =
7 FeRr L TWET,

<polUni>
<fvTenant name="ExampleCorp">
<fvEpTags>
<fvEpIpTag ip="192.168.1.1" ctxName="example">
<tagTag key="esg" value="Red"/>
</fvEpIpTag>
</fvEpTags>

<fvAp name="AP">
<fvESg name="esgl">
<fvRsScope tnFvCtxName="example"/>
<fvTagSelector matchKey="esg" matchValue="Red"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

2T BRIl RS EoRDOIT, 2 7l —E ¥ 50, E72id valueOperator ®
fvTagSelector 7' m /X7 4 ZfiH L CEMKRBAZEH L T—HEL 2N TEET,

. valueOperator 7' /37 ¢ N7 WGE, F2i3 ML) HEE, Enmeic—87T2
tagTag DA GRS E T,

« valueOperator 7' /X7 ¢ 8 &) DA, tagTag DE 7 +— /L KiZ fvTagSelector @
matchValue 7 .t =/ FRZEN TV TH, ERIC—HL TORWESIC—ENE#S S
iﬁ‘o

« valueOperator 7' 2 /37 ¢ 3 Tregex] DA, tagTag DE L fvTagSeector @ matchValue
74— FIZEENDERKRB LT LA I BRI NET,

ZoflE, SESER-BEMAERLTVET,

<fvTagSelector matchKey="name" matchValue="Blue"/>

<fvTagSelector matchKey="name" matchValue="Blue" valueOperator "equals"/>
<fvTagSelector matchKey="name" matchValue="prod" valueOperator "contains"/>
<fvTagSelector matchKey="name" matchValue="prod[0-4]" valueOperator = "regex"/>

VMM T2 KRS Y FRADEMNGST LY 52—

Bl —Z2 AL C, #7 Lo X — A7 V=7 b (fvTagSdector) X VMM > RiRA
v hEARICHRA L ET, $5%72 matchKey i [ vmm::vmname] C, matchValue (X VM ®
AHTTT,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

IURRAU b ¥ YT I—TEEALTL—F U —s58ET5 ]

ZopE, B —H%EM#EH LT lvmName-Dev] & WO LRIDVMIZ—FKTHX 7 L7 H—
ZRLTWET,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvTagSelector matchKey="type" matchValue="dev"/>
<fvTagSelector matchKey=" vmm::vmname" matchValue="vmName-Dev"/>
<fvRsScope tnFvCtxName="testctx0"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

IVRRA b X)) T 9L—THFFERALTIL—F
) —D %KTET D

GUIZFERALE-RB IV YD FAAMH TRy bDIL— K ) =9I DE&

na

FIE

ATy T
ATy T2

ATvT3

ATvT4

ZOFEEZMEH LT, A7 Y v AL BT Xy bOAL—F V=7 ZFELET,

1RO BRI
U—=273257F M VRF, 7V RAAL U BT Ry FEERL TERERH D 7,

[Navigation] ~X- >, [Tenant name] > [Networking] > [VRFs] > [Inter-VRF Leaked Routes for ESG] > [EPG/BD

Subnets] (2B #E) L £ 7,

[EPG/BD Y T+ v k (EPG/BDSubnets) 1% 47V v 27 L, [EPGIBDY Ty b&E)—9FTBHKIIZIZEK

E3 % (Configure EPG/BD Subnet toleak) ] Z#R L £,

[EPG/BDY Ty hEU—0F 5K SICIZRET 5 (ConfigureEPG/BD Subnettoleak) | %A 727 R

7 AT, IROEREZFEITLET,

a) IP:V—7F257V Y RAL LV HTRXy NeZDATZEZATILET,

b) (EE) EBA:EPG £72137 V) v¥ FAA VBT Xy FOFHEATILET,

) (EE) L30ut7 RNB A XEHATH: 2OV 7%y b&BIO VRF O L30ut (2L > TT K3 A
AT BN D HY51E, True lTRELET,

[TF > XU VRFIESE (Tenant and VRF destinations) | 7 —/L KT, HIBEIL, [+]ie5%E 2V v

7 LET,

IVRRA Vb EF2UTFa TL—TF .



IVRRAV b EFayT4 T0—7 |
B oresTAPI 2ERLERETY v D FALL STy bOL—F U—H ORE

AT TE [T FEXUVRFIEEDER (Create Tenant and VRF destination) | A 717 Ry 7 AT, RO

BREZFITLET,

a) TTYEFBEUVRF: 7TV MBI VRFAZ AN ELITIERL 7,

b) (EE) & sk E A LET,

c) L3OUut7 RNAA XA REHAIT S : ¥—7 > b VRF Z LIS 2 AT 5 0END D561,
TrueFE7ziZFalsellZELET, 774/ FTlE, 2O T a VTR T L L HICHRESNTED,
AT w7 3D [L30ut 7 /N2 A4 X%EFAI$ % (Allow L30ut Advertisement) | &R Ua%iE 2 RFF L £
D

d [OK]Z27 VU vZ LET,

ATv 76 [Submit] 22V v 7 LET,

RESTAPI ZERA LRIV YD FALS B TRy bDIL— K 1) —

1 —
2 DEETE
X L& B
WRTH2BDY TRy b, FREFRRLEZY T 2y h2E0BD Y73y FEREL TELLH
ERH E9,
FIE :
<polUni>

<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<l-=
leak the BD subnet 192.168.1.0/24 with the Allow L3Out Advertisement
False (i.e. scope private)
-—>
<leakInternalSubnet ip="192.168.1.0/24" scope="private">
<l-=
leak the BD subnet to Tenant tl VRF VRFB with the
Allow L30Out Advertisement configured in the parent
scope (i.e. scope inherit)
-—=>
<leakTo ctxName="VRFB" tenantName="tl" scope="inherit" />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

GUI 2R LTHERTL I v RADIL— )= %ERT S

COFIEZHEHR LT, AT VT 4 v 7 ZADN— U =27 R LET,

B Rk EFa2yT LT
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FIE

&

ATvT2

ATvT3

ATy T4

ATy Th

ATvT6

RESTAPI £ L THABTL T4 v 20—k U—5 25575 ]

1R BHIIZ
1250 VRF TL30ut R L CRLSMBERH Y, AT LT 4 v 7 ARFEE I ET,

FErF—v a4 RUT, [TFHY 8 (Tenantname) [>[+v bT—F >4 (Networking) ]>[VRFs]

>[ESG O VRF ')—%4 JL— b (Inter- VRF Leaked Routesfor ESG) > [4\&f L 27«4 v 4 X (External

Prefixes) ] DNEIZEIN L F 9,

NEBTL T4 v9 R (Externa Prefixes) 12427 Vv 7 L, (V=0 3NF=NEBTL T4 v XDERK

(Create L eaked External Prefix) %8R L £,

[N=9&En=0E8TLT71v9 RO (CreateLeaked External Prefix) | A 70 7Ry 7 AT, kRO

BEZ BT LET,

a) IP: V=2 &NV 7497 ZABANNLET,

b) (EE) & V—2 ST L7 4 v 7 A0 EZ AT LET,

o) (HEE) UE (FLIZavIR) BATIHITV I 4 v 7 ADKRNEEZATLET, i, @ED
N—BDIPF LT 47 AV XD lge] TS LET,

d (EE) UT (FLIavIR) BETDHZT VT4 v 7 ADKRKEZALET, Tk, @EO
NWN—HDIP VT 47 AYAD Me) TS LET,

[TF > XU VRFIESE (Tenant and VRF destinations) | 7« —/L KT, HIBEIL, [+ie5%E2 2V v

7 LET,

[T+ FBSKUVRF IBEDIER (Create Tenant and VRF destination) | #4712 Ry 7 2T, RO

REFATLET,

a) THTUFBEUVRF: 772 MBI VRFAZ AT EIITER L £,

b) (EE) FREA:skoBMEATILET,

¢ [OK]%27VUvZ LET,

[Submit] 7 U v 7 LET,

RESTAPI 2FRALTHAEITIL I v I ADIL—k ) =D %R ET 5

[ L& BHIIC

Y —AVRF [VRFA] TL3Out Zi%E L TR MLERH Y, IERT LT 4 v 7 ANFEINF
7,

FIE :

<polUni>
<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<l--
leak the external prefixes in the range of
10.20.0.0/17 and 10.20.0.0/30

IVRRA Vb EF2UTFa TL—TF .



IVRRAV b EFayT4 T0—7 |
B oz koo exa050 SL—TEBRALELAV AL LAV T ERET S

-—>
<leakExternalPrefix ip="10.20.0.0/16" ge="17" le="30">
<!-- leak the external prefixes to Tenant tl VRF VREFB -->
<leakTo ctxName="VRFB" tenantName="tl" />
</leakExternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

IVRRA b X)) T =T FERALIZLAY
A LANTZHRET S

GUI ZFERALTIV R RAI U bEF2 T JIL—T~DL AV 4~
LANYTIH—ERZERT S

EPG #fEfl L7z —E R 77 7 OREMICEMIE IS T X CORRIE, A ESG IZ b &
nNEJ, LEREREZ, EPGIZar b7 7 M EEEMTHMRDVICESGIcar 77 hEE
BT AHZEDHRTT, ZOFIEEFEHAL T, = RFRA v heEXa VT4 7 —TIk-T
EHENDa 77 Mo, FEHE—FROLA V4~ LAY TH—ERAT A ZADH—E A
7575 — A LET,

188 BRI
WHEVER L TR MENRY £97,
* ESG

Y —v R ITT7 TS L—F
FE

ATV TN A=2—R"=T, [Tt (Tenants) |>[FRTDTF >+ (ALL Tenants) ] DIRITEIR L £,

ATY T2 [Work] XA T, TF» bOLFIEZTNT Y w7 LET,

AT T3 FEFr—rar v RUT, [TFHY bk (Tenant) |>[HY—EX (Services) |>[L4-L7]>[H—ERTS
7T L— b (Service Graph Templates) ] DJEIZER L £,

RTvT4 Feir—rarve s RUT, BSGIZHEMAT S [Y—ERYTSTTF2TL— k4 (Service Graph Template
Name) 12427 Vv 7 L, [L4~LTH—ERTSITToTL—rEERT S (Apply L4-L7 Service Graph
Template) ] # IR L £,

Apply L4-L7 Service Graph Template TOEPGS ¥ 1 70 /7R v 7 AnFREINET, L1 Y4~ 1L AF7
P—CRTTTTUT— e, ZURRA X2 T 4 FA—TROa s T MBI E
R

B Rk EFa2yT LT
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RESTAPI (&M L1=T Y KRSV b £ X2y T 1 F—F~adLavandLar194—ExoEm |

ATv TS EREZ AN LT, [L4~LTH—ERTSTITUTL—bZESGIZ#EAT S (Apply L4-L7 Service

ATvT6

ATy 17

ATvT8

Graph Template TOEPGs) FIE1 (STEP1) |>[a > +3 % k (Contract) | ¥ A 7RI ARy 7 ADa L k

T NERERLET,

a) TURKRAU N IN—THATELT[ZVRKRA Y bF2 T4 JIIL—7T (Endpoint Security
Group) ] ZER L £,

b) ESGHN=V b7 7 FEHRL TWAEEIE, [TV RRA VROV 59 FEHERT 5 (Configure
anintra-Endpoint Contract) 1 F = v 27 ARy 7 A% A4 2L T, [ESG/®y kT—% (ESG/Network) ]
KFa v 72U R )G ESG 23l £77,

c) BSGHN=a b7 7 FCERKEFOa NI 7 ML TWAHEIR, aryya—~v—L7rnyg
X —DESG &F v NT—7 OB EDOEEBERL ET,

d) [AYr59 24T (Contract Type) | 7 4 —/L RCliblieA 7 a iRy 2270 v 7 LT, #HL
Way 77 FEERTH0BEFOa L R T 7 F&E®RIRL 9, [Create A New Contract] % i8R L 7245
B, T ANHEFRET HIZIE, [NoFilter (Allow All Traffic)] = v 7 R v 7 A% A 7IZLET, [+ &
U7 LTI = M) ZBIML, 587 L7256 [Updatel 27 Y v 27 LET,

KN Z227 YT LET,

[STEP 2] > [Graph] ¥ A 7 1 7 BNE RS NET,

[CERDT /N1 R1&EH] (your devicenameInformation) 1 &7 25 > T, ROAR v 7 A TRENTWDH N
H7 4 —/V R CEMERLET,

[Finish (£T7) 14227V v 27 LET,

ZHT, ESGOMERT Ay T2 MY —E AT 7T oL —bEEATEE L,

GE)

vzAny AT HI2IE, EFREOFNES.c T, 7mAf X —L L TANYEPG Zi&ERL, a2 a—v—L L
THELOBH S ESG Z2&IRT D0, FLIZZFOVEZRINL F,

H—ER 7T 7% vzAny-to-vzAny 2> kT 7 bk vzAny-vzAny ([ZEHAT HI21E, = RARA R T e—T7
A TELTI[ZY RRA Y bR — 5 )L—TF (EPG) (Endpoint Policy Group (EPG)) ] Z&RL, 7
BN F—BLONar v a—~—& LT [AnyEPG] ZER L £,

RESTAPI R L= KR4 X)) Ta JIL—T~DLA
YaAMhS LAV TH—ERDEHR

EPG Zifl L CH—E R VT 72 BT A-0ICRIEEN DT To REST API IZ. ESG IZ
bELLEHAINET, 72770, KL ESG ITHEMIT O TV ARLERH Y £,

FEHICOWVWTIE, LAY 4511 AF 7D RESTAPI DHIZERL T &V,

IVRRA Vb EF2UTFa TL—TF .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html

IVERAV bk EF2YTs T0—7F |
. RESTAPI LTIV FRA U b X2 YT 1 JL—TADLA V4D LAV I H—ERDEHR
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