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traceroute, ping, oam, eptrk 72 E DT Ny F/IE=H Y T
FTHF =R —Bb Y £,

FotR, BiksLUvTA T4 I}
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Role: tenant-admin

FriE

FiEA

tenant-ext-protocol

BGP, OSPF, PIM, IGMP 72 ED 7 F v MM LA ¥ 1 ~3
v haVOFEE, BELO L —Z/L— b ping, oam, eptrk
REDTF Ry T/T=L ) o TIF TP =R — | &
NEd, @, 77— 727 R —DEXART /&
ANZDOHER L £,

tenant-network-profile

Fv NU—2 a7 7 A VOEIBRB I OER. =2 RRA
VR IN—TOHIBRB X OMERR E, T REREDOEH
WA SN ET,

tenant-protocol

FFEURNFOLAY 1 ~3 7 ha Lok, T b
L—Z2L— RV —, BT 77— =zT R —DE
TIABLT 7 AR S ET,

tenant-qos

772 b D QoS IZHE T HBEIHE A S E T,

tenant-security

TFo b b T 7 MCEET SRETHER ST,

vmm-policy

WRERHH R &L R~ Ry N U= DR Y —m
THEDIHERSNET,

= 10: O— )L DR : tenant-ext-admin

Role: tenant-ext-admin

FFiE

B

tenant-connectivity

TV RAL L T Xy b BEROVRF2ED LA
I ~3OBETICHA S ET, THUTE, V=7 A1y
FBLOASS VAL v FOT I v s HT L4, B, B
L0 A—=VERRY v — TF 2 hDOA R RBLOT
AT Ry FEBEBEGHRR, T Ry o v E R LR
RATIREDT Ny T/[e=F Y TR =72 ERnH 0 F
7

tenant-epg

T RRA b TA—TORIBRMNER R E., TF > MEKRD
BHIHEHSNET,

tenant-ext-connectivity

77 =AU =T R = DEZRABT 7 A SN E
T, ZHUTiE, 77 b L20ut 3 XV L30ut RO HE
traceroute, ping, oam, eptrk R EDT /Ny F/E =K Y T
FT =R —n3H 0 £,

B 7/tx BESLCTAYVTFAT
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Role: tenant-ext-admin

FriE B2l

tenant-ext-protocol BGP. OSPF. PIM, IGMP 72 ¥ DT F > ML A ¥ 1 ~ 3
7a haLoFE, BEXOhL—A/L— k| ping, oam, eptrk
REDT Ry FIR=R ) TG TR = EA &
m&# WH, 77—V T R —DEZART 7k

(COAEHLET,
tenant-network-profile Xy MU= a7 7 A VORI LOER, =2 RRA
YR TN—TORIBRE L OMER AR L T PREDEHE
R EhET,
tenant-protocol FFU R FOLAY 1 ~3 70 F Aot 7 b b

L—2— R — BEOT7 77— =T R —nE
TIABLT 7B RERENE T,

tenant-qos T2 h® QoS \ZHE T AR EICHEH SN ET,
tenant-security TFy b T MIEET OREICHER S NET,
vmm-policy PREPBERE R &, B~ Ry NU—2 DR Y v — & EH

THEDIHERSNET,

= 11: O—)LDER : vmm-admin

Role: vmm-admin

FFiE Bl

vmm-policy Mﬁﬁﬁﬁ&& A~ 2y NU—7 OR Y —&EH
THEOIERENE T,

H AL v —)VEERR L, m—w’%@%%bﬁfé’&ﬁféi¢ A B —T A AT
?“T@gﬁﬁ%j7/lyb77X910ML@%@%W%M Défiﬁ‘XML%f
VT, HERRIZT 7 B ARMEICEI D Y THRTVET, %@@t/%ﬁi T L RA VI E Y
éf%ﬂ\771@4/x&/xitiﬁ7/xﬁb_&fiﬁ<\77X_&_ﬁ%éhi
7

45HERRE >y 21T, Taaa) HERRE y MEITRTOAAAY T VAT LORGE LAY
BEICEH SN ET, RORKRIZ, TR — F SN TV LHEROMAGDOEO—EE2EM L 7,
# DFT1E Cisco Application Centric Infrastructure (ACI) £ a2 — /&R L, FNIFFEDE Y = —
NOMREZERLET, BAD To] OEIX, Y 2— N7 7B AFRERERLE . HiglcT o
TATLOOMHRYE Yy NBMEETHZ L AR LET, 0BT, HRE Y hTT7 7 EXT

FotR, BiksLUvTA T4 I}
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B asots205 1 FACURTHEY Y—2ERRMICLET S

ERVEY 2 VOREOHEL R LET, HIRE Y MIOWTORMIE, &y hOMIEC
DNTBRL TSN,

Connectivity (@S | =~ 1) |7 J1) 4 — |Fak|Sas |Provider H—F | H—F X
TA D 27O |Fz—>
7274
L
VMM U U X ONE | Ew
AR RA

277Uvy [iTn == A EONE | Ew

A AR
External ELA EEELA =S EUR

Wy AN R
Tk EUA == EPG. NP [T [I% EUR

W AR
Infra U = A A E S EUR

A AR A
1B1E = NS

AR R

AbL—  |IFn == EUA xR

A AN R
2y k7= |13 E A EQ == =LA
H—EX Y AN AN

BHOEX1) T4 FAAUETYRY) V—RZ2ERNICAFT S

Ty 7y 7 BEROEREIL, RBACHAZFEH LT, BdtX=2UT 4 AL ITHDT=
OO FETIEIT 7 B ARARER2—PIC L, WYV — 2 2 @RI AB L £,

2R, V==LV TF U O —TFREE U EE (VMM) RAAL > ~DT 7+t
REVEET DA, 777 ) v 7 REROEEEICL > T, ZHEFFAT 5 RBACHHI A 1ERK
THZENTEET, RBACHHNTL., KD 2 5D NSO ESNET, 778 AEAT
Pl FEWET L4 DN) L, ATVl NMIT VB ATHa—VEGhrkXa ) T4
RAAL L DAFITTT, LiBn>T, ZOFITHE, Y—7—,W0WHEX=2U T 4 KAL N
Eax—YRnarsfo45L, ZOL—MILD, VMM RAAL VBXOY Y —ORNDO 47V =
I RTRTCADT IV EARHFAENET, VMM RAAL L ~DT 78 AZBEOEX=2U T+
RAAL ANOZ—FICHFAT DT, 777V v 7 REOEHRFIL, EX=2VT 4 A%
NENIZHONT, VMM RAALVDODN X2 T 4 RAA %25 T RBAC HAIAZ{ERL L £
7

B 7/tx BESLCTAYVTFAT
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WHOEF 10T 4 KAqomcoy—extazan=ts

\)

GE)  EHBEHRY )V —HNORRDWNAFETH 22—k L, RBACHANICL W ATV =7 b ER
B9 2 Z LITAHETT A, CLIOEAIC L > TY U —DfEdEEMMiT 52t TED X o724~
TVl MIBEITLHZ LITTEERA, 727Z L, RBACHANCEEN DS A T Y22 FODN %
PR L TV, 2 —FIEMOBE =2~ RIck v, CLIZfEHL TEAE ROIT 5
ZEMmTEET,

BHOEXL) T4 FALAVUBITOY—EREBZEHHIZT S
777 v I RROEREIL, RBACHRIZER LT, 7 MNOEES—E 2% [feIcT
HhT7ATF NEPGHEfEE v Ya=r 7 LET,

APIC O— AL 2—4

BHEAE L, A8 AAA H— & FE3IZ, Cisco Application Policy Infrastructure Controller
(APIC) HAT—HZt T2 L ABRTEET, ZhbD2—HI, APIC n—A/L
=P LT ET,

L—PFPRRAY — REFET DR T, Cisco APIC (2L > TLLFOREMERKRIES N E T,
« NRAT— FOR/NRIT 8 CFTT,
« NAY — RO REIT 64 XFT,
o B LR D IR S5 S0 3 SUTERI T,

« INICF RICF BT, RREOXLFHDO D LA LB IFMBEOLFENGEN TN DLE
WY ET,

« FEELICHEN CX AR AT — RIMEA LA,
s A—PHR— P L AW LI b DIIMEATE TR AL

e cisco, isco, E/IXINDHDLFHIOW AFZ 2 ZLSEIZ D0, T DILF DRI
FALDEFIZ LV PR SNHEFETH > T 8 A,

» Cisco Application Centric Infrastructure (ACI) Tid, K 100 4 £ TOEHEF 2 —F R4
AR—hSHTWET,

GE)  6.02) UV U—ALIFE, Cisco APIC ~— 2 OS NHH Xdv, fHICHEN TE 282 7 — R &M
TH2O0T 47 aFURBMENE Lz, ZO/E., LEio U U —RX T/ & e sz
NRAT—=RDH L, BIETIEHRA L TR SN2 o7 bDRH Y 77,

Cisco ACI TiX, /SA T — ROMRIFIZ SHA256 — H ANy ¥ 2 i L7k 5L 7 A4 7 Z U R
HHENET, RETONY T 28N RNRAT—RiE, Bt ST 7 A4 VT AT DIRTE
INFET, BEbEn=7 7 AV AT LD F—X, Trusted Platform Module (TPM) Zf#fH L
THREINET,

FotR, BiksLUvTA T4 I}
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B rvco-nra—v

F 72 Cisco APIC (2 &V FHEFIL, SN CEB I TV HREE Lightweight Directory Access

Protocol (LDAP) . RADIUS. TACACS+., F721X SAML +— _"TREINT-2—F 77k
AR TEF T, —PiF, BABFTIE AT LB L, CiscoAPICIZRFEC e 74 T
=FET,

WDOEIZ., Cisco ACI 77 7 U v I BIR~D T )L T U7 & AN I 51— )L Cisco APIC B3
F = R=ZANOEH AL —P —2RETIH T ANED X I ITEMET 52002 R LTV ET,

1:APICO— A )L A —H—D#ERTOE R

Specify
Domain(s)

Assign
Role(s)

Admin creates a new local
user by using the Local user
option from the available

Admin creates new security
domain or picks from
existing to associate with the

Admin creates role for user
by selecting privileges such

authentication options ... user ...

« Local User « all (system default) aaa

- LDAP - mgmnt (system default) + access-admin

- RADIUS « common (system default) + fabric-admin

- TACACS+ « Solar (a tenant) + tenant-admin

« Wind (a tenant) + vmm-admin ...

For each privilege, admin
enables a mode ...
* No access
* Read only
* Read write

G¥)

X2 VT4 RAA Y Tall) &, BEERY V— MIT) 2f2£LET, ZORAAL T
X, VAT LAHNDTRTOKRY 3—& Cisco APIC K-> TEHEILENDTXTHO /) — KREFEH
T, TFU b RAL T, TF U POTRTO—TEBLOEHASR AT o2/ FREF
nNEd., 77 MEEEICL, Talll RAAL~DT 7B AMEEMHE LN TS IEE N,

WO, B — Joe Stratus DOV AT LA~DT 7 AR TR LET,

B 7/tx BESLCTAYVTFAT



| 7€ BHABEUVTHYIUT40Y
a—hL1—y—mie ot ~A—z28x2iE [

B2: Tall] RAAABEEI—FEEHELEHER

KAdma‘n User: joestratus \ f universe

\Damain: ll Hdas:Mn-mit%
| | | |
| § | | 1 1
Tenant Wind Tenant Solar Tenant Common Fabric Instance
AP AP AP | QoS Policy || Switch, | | SwitchN |
Wind-AppH Solar-SAP Solar-DB ’ AR PORCY |"L
7y !
b | B i LC,
*._.._. _.._.._.._.._.._.:
AEPg AEPg AEPg [Port |- port,
WindEPG1 | |SolarStorage| |SolarStorage
T I L
1 1 ]
LuEnd-Points| u_[snd-mm| I-u End-Points|
Tenant Application Profiles, EPGs and EPs Shared Policies Fabric/infrastructure g
E

ALY /Ex AL EFLE | HERZEFD— Joe Stratus IX. KA A lall) 128V B TH
. VAT LABIR~DT IV T I AMENE 2 bE T,

A—#)L 1—HF—M@Et 0TP R—X 2 ZHREE
777y rEEEL—Y L, n— N2 —F—DT A AT — K (OTP) %A
INZTEET, Vo FA LAY = NI ZEICETSN, EXxa T 4 ks E T,
OTP N3 % &, Cisco Application Policy Infrastructure Controller (APIC) (%, base32 OTP
*— ’C&)é TUFX LN ANEPHGTED 1634 TV ATy MEERLET, 2O OTP
X, CEERGECEA SN 2 ——0 OTP 4K 57O S ET,
Cisco APIC 1%, “HEHHEFIETHHAT 2RO X2V T4 7Ty b7+ —2&EPHR—FL T
iTO

* Duo Mobile App Z{# H L 7= Duo Security

* Google, Google Authenticator 77"V (Android ¥ & O Apple i0S A~ — K 7+ D F)

\)

GE) HIRLTWETFTURARNTInG, ERENET TV &Fvra— T 50ENHY £7,

INHDOEX2 VT 4TIy 7 —2F, 22— —IDDOVRT MU L L THIELETA,
INLDOT Ty M7+ —aF, MEOBFOREE (A 7V IRAETZ 70 FN—2) 120
TEENGE AR LU F 9, TBEERGRL, a—HF— AR D 7T A < VY FRFE Y — A TR

AEZSET 0 EBAELET,

7oER, RiEsLUTHhI T1407 ||
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B sse=sncuszEy— oi—y

77 P4 }‘72“—’-5 i 7 7/])'7 ) wunE/“‘XTwunE%TDT l/fx_?(ﬁ 3 %iiﬁw g?ﬁmuuﬂzﬁ(f%

PAR—=-FLET,

c A — N7 F U THYREASNANT T BFEH LT NLTOT v o 285,

° %ﬁ{ﬁﬁ@"f’nﬁi 72x

PorirE Al C DR,

cHUREANRANT Y THEREN DN A T— R,

%ﬁlz 5531’1,'( L\%)nn..\nl—t-lj-_/ “O):L_-'j:

WO, 75> b Solar ~D 7 )V T 7 & AMENH DI RADIUS H— SN OB B2 — W &3¢
ETH7evARNEO X IC8ET 2052 R LET,

X 3: 4 BB — /A THA—FHRENTO+ER

Specify
Domain(s)

Assign
Role(s)

Admin creates a new local

Admin creates new security

Admin creates role for user

user or selects from authen- | domain or picks from by selecting privileges such
tication options ... existing to associate with the || as ...
» Local User user ... + admin
- LDAP = all (system default) * aaa
« RADIUS = mgmnt (system default) + access-admin
- TACACS+ = common (system default) » fabric-admin
= Solar (a tenant) * tenant-admin
* Wind (a tenant) + vmm-admin ...
For each privilege, admin
enables a mode ...
* No access
* Read only
* Read write

349362

WORIX, EH o — Jane Cirrus DOV AT A~DT 7B AMEEZ R LET,

B 7/tx BESLCTAYVTFAT
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sugrsncLsREy— 01—y [

4:7F 2k Solar~EB1—HERTFELEHR

Khdmin User: janecirrus \1
QJm‘min:Sniﬂ‘ Roles: Admin-Writa\

Qﬁlomain:mmmn Roles: raad-odh

Tenant Wind Tenant Solar Tenant Common “ Fabric Instance
S ~ ! o 55\. -
AP AP QoS Policy I de".fl_tLh SwitchN vitchl
Wind-Apphi Solar-DB Pnﬂ‘;}r i
A ; - .
PEiEl et i Lc L
B | M
AEPg AEPg AEPg Port |Port, || Port,
WindEFG1 SolarStorage| | SolarStorage
| | 1 1
| |
L End-Points | End-Points 'I_ End-Points
Shared Policies
Tenant Application Profiles, EPGs and EPs (read-only) Fabric/infrastructure

ZOFITIE, Solar 7F v FOEHEIZIX, Solar TV MIEENDITRTOFT V=7 b~
DINT IR AMEE, TF > b Common ~Din BV ERT 7 AMENH Y £9, Tk
PR Jane Cirrus 121X, 77> k Solar ~D 7 )V 7 7B AMENRH Y . TF > b Solar TH L\
2—WEAERT DEER ENH Y 3, T 22—, BEBITAE LT 5 ACL 7 7
TV I DORENTA—FEERTEET, £/, TV RRA b 2 RRA M7 —7

(HG)k;v7ﬁ)7~yayfm774w&8®ﬁménéiy?4%4(%ﬁﬂ%ﬁf
Tz 7 ) OFFHEROFAIY | EESIOVA X FOE=FHTEXET,

FEOBITrX, =—¥ Jane Cirrus [ L7456 RADIUS 38GEYV— R TR E SN E Lz, AMFRREY—
INT AV RT ZRET HITIE, BEfFO=—H L a— R|Z Cisco AV X7 ZiBM L 9, Cisco

AV X7 X, APIC FOoa—H|Zxtd e —L_—2A 77+ RA a ha—/;L (RBAC) Do —
v EHERRZFEE L E T, IRICRADIUS — 3%, = —HHER%E APIC 2> hr—J Is#E L £

D

EFofFIoA—T7 > RADIUS H—,3 (Jetc/raddb/users) DX EITKD &30 TH,
janecirrus Cleartext-Password := "<password>"

Cisco-avpair = "shell:domains = solar/admin/, common//read-all (16001)"

ZOFNTIE, ROERPGENTVET,
® janecirrus 37 ]\%ﬁﬁ%fﬁ—o

TR, uunEj‘D;UTtﬁ/T’f/a .
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B ciscoav<7omzt

® solar Gi%ﬂ—‘/ }‘ “G‘ﬁ‘o
e admin ITE X IALMERD B D Tj**/I/TT

s common VL, 7 MEEVTY U —T, I _XTCOZ—FNRZDOV TV ) —~DFHE Y B
7 /e AMER > TWET,

* read-all |%, BEAMYMHERNH D —L T,

Cisco AV R 7D

Cisco APIC 1L, BHEE DIMEBFEFEY — /N T Cisco AV X T 2R E L., 1D AV T OLFFD
BERBTHILEZERLTWET, ZHE21To 1T, &) 1567?071_*7“ L 22— K{Z Cisco
AV T ZBEMLET, Cisco AV X7 1%, = —H D RBAC 1 —/L35 L UHMERIZ M EE 72 APIC %
BELET,

AV RXT LFHN R I T 5720, ROBRICTTHLERSH Y F7,

shell:domains =
ACI_Security Domain 1/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI_Security Domain 2/ACI Write Role 1|ACI Write Role 2|ACT Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI Security Domain 3/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2
« shell:domains= : ACI 2N IERIZ AN 2 G D T2 DI E T, ¥ = VITHIZFIZT
VY KT ORERSH Y £,

« ACI_Security Domain_1//admin : EEFIZZ DX VT 4 RAAL DT F > h~Dii
B BT 7 AR S LET,

« ACl_Security Domain_2/admin : BHEICZ DX 2V T 4 RAAL DT F 2 h~DEX
ABT 7w ZMEES 5 LET,

« ACl_Security Domain 3fread-all : ZD¥Ex 2 VT 4 RAAL DT F v b ~DitAHHY /E
TIABFT RTCOT 7B AR LET,

)

G JIZXVEENDXFHINDOEF 2T 4 RAAL | EZRL, ARV E7 v a VRICE
FaUT 4 FALCHNO | IZE Y KBS D EHOEZ AL F 2ITHEAE Y HERR

\}

GE)  CiscoAPIC Y U —221 LV, AV 72 UNIX ID 2MEE STV ARWEES . APIC 1T UNIX
DEA —H— ID Z NEENZE Y Y4 CTE T,

APIC |Z, ROTEREHAEYFR—FLTWVET,

shell:domains\\s* [=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

1 -
« 5 1 : writeRole DA ZFFOH—D T 7 A KA A % ETe Cisco AV T

B 7/tx BESLCTAYVTFAT
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yE—ta—v—o—rozsE i

shell:domains=ACI Security Domain 1/Write Role 1|Write Role 2/

« 51 2 : readRole DA & FFOH—Du 7 A K AA % EGTe Cisco AV T

shell:domains=Security Domain_1//Read_Role_1|Read_Role_ 2

\)

GE) X5 /) iZuZ' Ay RAA 2 Z L2 writeRole & readRole D] Z# XU 555 C, FHT 52—

JVOFEIEN 1 DDOBTHDHEE HMETT,

Cisco AV T DOILFHNL, RILFL/NLFREBIShET, =7 —NFRShR<TH, M
THRILTFE/NLTNRAA LTI — I —F L TORWEEE, T LAaWHERRDM

HansZ&n®0 £7,

AV R7 GUI DEEFE

X2 VT4 FAA X, [Admin] > [AAA] > [Security Management] > [Security Domains] @
ACIGUI TEEINTEY ., [TF 2 k] >[Tenant_Name] > [R1) —] DT F > MZEID 4T
HAILTVET,

ﬁ%:)T%%%%/ R IR E7I3EF S RABHERDONT NN UATY, Zh b DR

%. [APIC]>[Admin] > [SecurltyManagement] >[Roles] TEFR A TWET, HERNEZIAL
'IZ 7 a AT ANTTEND YA, ACI Security Domain_1/admin/admin/admin % fifi 9~ 2 & B3 7
Wo, BEIIZE U LV OFR A HERR AT 5 L7,

JE—F1—F— O—LOLE

o— P —HEMRAE T8 ICEERRET, 22—V =2 — AV EFOEREITH Z & BNATREICR
D, a—hVEFITVE— P TRESINTWAERICESNT, BRo — U032 03ER
IhET,

17— /LZE X Cisco ACS v — _R—R B TOHRVR— S INTEY, BRAAR TR 128E5<
22— /LDEY YT L > TEITTEET,

ACI 777V v 7 1%, Radius., TACACS +. LDAP 12 s =L & {F L CTHVEREREF & YR —
Liﬁ— J:nagjﬁji@ji{ff ) £— ]\uun ‘H_”—/\ _/]/WEHE %‘Hﬂj_ ]\‘j_é = /j—_
IR NEENL TS EREL F T,

Cisco Secure ACS #—/3—|%, TACACS+ 7’1 ha/LdV E— RRiF., ik, BLOT v~
T AT ORI L £,

TIANLMETNRAREBELZITIAN L RY FT—D FOERRAY—ERDEL LN —
NN =BT HRERDY £,

FEETC, Bllo— gk RIEDE Hﬂiﬂéhfl/\ij_

+ AVPairOps : tacacs + = — % —4 B L X AVPair fil & —%t L £ (cisco-av-pair*newrole) .
=V —ET DL, ACLOPS =/ a7 7 A )VINIRSINET

FotR, BiksLUvTA T4 I}
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B ovzsEALrvE—ra——n—LozE

* NOAVPair : tacacs + =—H—4DH—F L, —EH TACI ADMIN > =)L a7 7 A L%
KLET

eopsuser : 1 F I lDOBH—FH L, ACL OPS =/ 7u 7 7 A LK L £T

GUIZERLEYE—F 21— —O0—ILOZEE

4r & SRS

o —LiX. wHIZ AVPair & —F9 5 X 912 Cisco ASC —/X—TRE L. £DO—FIZFE I
Ty VBIET e 7 7 AV E L GERTDIMLERH D 77,

FIE

AT 91 ASCRBFERY v —%1ER L £4, [AccessPolicies] > [Access Services] > [Default Device Admin | dentity] (27
L, ROFIHEZFETLET,

GE)
vV a7 7 A VN CiscoAVPair Z i L T E S 4L, = —FOREREICEH & E T,
a) [TACACS+:AVPair equals cisco-av-pair*] IZ5 2B L, [OK] Z27 VU v 7 LET,
GE)
77 %)L hTiE, —WIZ cisco-av-pair B — L& L CRFES N E T,
b) [TACACS+:AVPair equals cisco-av-pair*readall] 25/ %BIL, [OK] 27 Vv 7 LET,
GE)
APIC TH¥—U— Rreadall i L T, m—/L % default = —/L D readall 2 — /VIZEH LET (V=
Va7 7 AT read-all RERESNET)

ATw T2 APICGUIIZuE 7 A > L, [welcome,<t 7/ A 4> Kuvy X YA RNe2 Y v 7 LT, [Change Remote
User Role] Zi#R L E 7,

AT 73 [Change Remote User Role] 1 7 1 77K »» 7 A°C, [User Name], [Password], [New Role] D7 1 —/L RiZ
Az AL, [Submit] 227 U v 2 LET,

GUIRER S, L — 3 EH S ET,

GE)
Blue— VIR DX, b 9 —J& [Change Remote User Role] 1 7 &2 778 v 7 A %[ % [User Name] &
[Password] IZ1E#H &2 AJILE T2, [NewRole] 7 4 —/L RiFZEMOEFICL TBEET,

B 7/tx BESLCTAYVTFAT
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RESTAPI M L7= ) E— k 1—% 0—L0zE ]

RESTAPI ZFHA LY E— 21— O—ILOLTHE

1R BHHEIIZ

7 —/LiX, HPINZ AVPair & —F1 5 X 912 Cisco ASC —_A—THIEL., ZO—FIZH I\
Ty VBiE7T a7 740 e U GERTAIMNERDH D £47,
2—H—F, =% —4% apicadmin £/ XAV —RTr /A LET,

FIE

ATFYT1 HL e —VIIEFELET,

<l-- api/requestNewRole/json -——>
<aaaChangeRole>

<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=“newrole"/>

ATw T2 TOOT—)VIREY 7,

<l-- api/requestNewRole/json -—>
<aaaChangeRole>
<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=""/>

ZBEER—AD ST 312DV T

CiscoACl 777V w7 ®DAPIC 2> ba—J1%, 2—VE2BiET 2708 FIERTEL
UL £,

TELFESFATIE2 =4 LA U — R)fEH &, APIC REST API Id APIC IZ%d 5% D
BOT I AMFEHTELHFIE b —7 &R LET, 2L, HTTPS WMEFRAI TH LA
TRV TIX A2 ThRWE RSN ET,

SN TV ARIORIEEATIZ, oo ar JLIRHE SN BLANERSET,
ZOELOFFEIZIIE X —MEHA S, TOXF—IXLEGINIRE L TREICL T &
R0 £, APICH h—7 L LUNDOBL BN BEREZZ(ET S & APIC 1% X509 FiE &
B L CEAZHERLET, BAN—ADFIETIX, APICIZKT AT XTONTZ I vz
WCH LS FHESNEZBADLETT, 2L, 2= R TP v a v ZDEICFEHTITD
ZATTlEd 0 A, BEMICIL, ZOBEEIXAPIC LEBET2H2A7 UV NERITT Y
&%VHVTﬁmfézEﬁ%Diﬁ ZOFETIE, WEENR2—T 7 LT vy Vi {bdk
F7202722 0 T ET720I21F RSA/DSA ¥ — & 5 #ézgﬂ%ét@ KbHEETT,

A\

GE)  F7/-. VLA KEZE DT HTTPS 21T 2 LB/ H Y £17,
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FRREIZ X509 GEEN— A DFL AT DRI, IROMEAZ AT PET LTWD Z & ik
L/ji‘g_o
1. OpenSSL F 72 1E[AEED Y — L& H LT X.509 GERE & X —2Elk L £ 97,

2. APICOu—Hh ) 22—V EERLET (m—I =PRI TIFHATRETH A HE. =
DEATIIA T aTT) .

3. APIC ®u—/)L 2—H|Z X.509 FFHEZBIN L E7,

IEFIHEEHINEIR
WOEREFHE & HIRFHEIHE >TSS,
e =) 2—PFHR—hrSnET, VE—FAAA 2—FEFVR—FShEHA,
* APIC GUI IZREEFEFEA RN A AR — b LEE A,
» WebSocket & eventchannel I3 X.509 HR CITEMEL £ A,

« Y= FR=TFT (L VB SNIGERFET Y R— bShEthA, BOBAREAEZMM L
ij‘o

THAOUT 42T
Cisco Application Centric Infrastructure (ACI) 77 7' U w7 Th U7 4 7%, BEBIOA
NRUBMERICAD = AL TUFRENDUTDO2OOEHMNEA TV =27 Mok TRUBLENF

B

* aaasessionlR HHLRIGA 7 ¥ = 7 MX. Cisco Application Policy Infrastructure Controller
(APIC) APIC BLUAA v FTO2—P =T AV hOR s o/mIT Uy s
V. BLXO =7 VEHZBEHLET, CiscoACl7 77 U v 7 kv a7 77— Mk
X, RO XD efElaRFLET,

o 2 —WF
e aEMLIZIP T FLA

o« # A 7 (telnet, HTTPS. REST 72 &)

A

GE)  53(1) U U—ALIKE, telnet (TP HR—F S THEHA,

etwT g O L ES

e h—V L HH a—HF—T ORI A AR NI, 22— — T T R
Cisco ACl 7 7 7'V v 7 OWMER ZATHET 271200 BE e, BNV T 7747 v—20 v
AR LET,
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HES—ERELTONBRY FT—o~DOL—T v FEgnEe cmitEg ]

A

B b=z riEm s TR  HIRONICRY £, 2—YiEe
ITYRTEETH, b2 VIEEER TS F A ~—EDOHH]
IZHE > THIRREINIC 2 0 £

* aaaModLR %@*T%j‘7:/:£7 NS =P —NF T F@:jfbf??ﬁ%ﬁ\ BIOY
WOBENRREA LT a B L5,

« AAA " — 308 ping FIEE TRV AL, A E LTy —2 SN, =7 —BFRINE
R

aaaSessionLR & aaaModLR Dl ST DA X2k @ 7723, CiscoAPIC ¥ ¥ — RIZIRFENET, T—
EMT Yy FENTWDHARL—VEIDETH A XAE2B25E, HWVHOMBIAEIZLa— R
NEEXINET,

\)

(X)  CiscoAPIC 7 T AKX ) — REWIET LT 4 A7 7T vy a0tk EOMIER A <2 bR
FAELESES, AV b adiikbh, 41XV a7 7228k cERSHET A,

aaaModLR MO <E aaaSessionLR %ﬁﬁ;ﬁ%j—7f/l7 }‘61\ 7 :7‘2357,‘153:%?‘%”% (DN) T/ U
TEET, 772072 VL, Ty 7 Vw2 BRkoT_xTor s La— et LET, 77
7V w7 BIRD aaaModir b I — K{ET T, GUID [T 7 J1) v (Fabric) >[4 2RV b+
1) (Inventory) ]>[POD] > [[BFE (History) |>[B&ER4Y (AuditLog) | &7 v a v b AT
TX¥7, Cisco APIC GUI @ [FEFEE (History) 1>[BE&E R4 (AuditLog) | 47 = > &
T5E. GUUIDRENTHFEDAT TV =27 hDAXR s a7 2T R TEET,

FEAED syslog, callhome, REST 7 =V, BLWCLI =7 AR — K A B =KX L, aaaModLR &
aaaSessionLR %fi;ﬁ%j—7f/l 7 ]\ pF/gast U ?“_‘5(%@@1‘6—71—\9‘— ]\ éa"biﬁ‘o :0)%‘_‘5
BT AR—=NTLT7 740 R —3H0 EEA,

CiscoAPICIZIE, —H DA TV =7 NELITVAT ABKROT — & ODERN Z @GS 5, Fal
EIN-7xViEHD FHA, 77 7 D4 7%@%&1\ aaaModLR 3 LN aaasessionlR D7 T
Y s H I syslog ¥ —/SICTE 7 AT — b By A= b ) S — HRETE E T,
T AR b SN T— A RN T — A T L, VAT AO—EETIL AT A Ak
DI AL L VR— b &R D0 TEET,

HEH—EXELELTONERRY FT—UADIL—T v FEROBRE L HETER

Cisco Application Policy Infrastructure Controller (APIC) (X, HfFH—E A& LT R Y U —
I ~DONV—T v RERAICRESNTZR— D6, N B hBLONry b o MR
SHRFHERAIET D L O ICHRETEET, SMBR >y U —21%, Cisco Application Centric

Infrastructure (ACI) PO L30ut = RARA > b 7 /b—7 (BextlnstP FEExXIGi A7 ¥ = 7
) ELTRSNET, BEDOT T FOEED EPG (X, MRy hU—7 ~DN—T v R
AR DT DITHMB L30ut EPG Z A T £47, BREMEHERIT, A —ex & LT

L3OwWEPG # {357 F > F D EPGIZOWTIETE £7, SMFL3OWMEPG AR E Y 3
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ST ENTWD Y —T AL v Tk, it ® a2 B TH D Cisco APIC IZHEE L £ T,
THOT 47 R —E, I L ORERFERE EHIC Y — NIz AR — T B L
INCHETEHT,

O—AJI 1—HDHTF

VIO EA 7 VT R T, BHET T PR E SN, BHEILXV AT LAEERFOME—D
a—H L Ed, APICIE., XOMILR e — L _XR—2DT 7/ EAXay ha—)L VAT LhExH
R—HFLTEBY, TOVATLATIE, RPDLRWEREUNDODL—FEED, 22— T Hh v
VhESFESERu—ALTERT O ENTEET,

GUI ZERLEO—AIL1—F—DEE

FIE

ATy T
ATy T2

ATvT3

RTvT4

18 HHIIZ

CACI 7 7 7V v 7 RFRESIL, APIC2 Y Fa—F R4 T4 27> TRY, APICY
AP SNTEFICEELTND Z &,

c MBTRL T, 2—FRT 78 RATDEF2 VT 4 RASURERSNTND L, 2k
ZIE HLWa2—=F ThHT U bRT I bA~DT 7 RCHIRENDHE, TN R
AL FENTECTE T ShET,

cLUTHEITOZENTED APIC 22—V =T H U FEEATE D2 &,

A=y bhEX2UT 4 RAL L TOR—I)V 2= T h 7 FOfERk, #—47
N RAAL U a1l THLIES. FiLva—h L a—HFoERICERT e 740 7
HYME allliZT IV BATEB 7770 v/ BIROEHETHAILERNDH Y 7,
H—2y b RAAL BT T R ThHGE, FriLuve—h 2—FOERICHERT
A ThT NI A=y b TR RAL ST DRmERFAID /E
ZIABT Vv AMEEROT T NEEETHLALEND Y T,

A=a— =T, [EE (Admin) ]>[AAA] DJEIZER L £,
[Navigation] ™~ > C, [Users]| %727 Vv 7 L%7,

EEAA T, [A—AHI (Local) | X T NERENTNDHZ L 2R LET,

EESA T, [TU3 > (Adions) 1227 U 7 LT, [A—hAIL2A—F—0D R (CreatelLocal User) ]
FIEIRLE 9,

[1—H—% (Username) | 7 4 —/L Ri2—H+ =K 2 AL £7,

B 7/tx BESLCTAYVTFAT
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ATy TH

ATv 76
ATy 17

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

Ul AL n—ha—v—okE [

274 IDIE, ROHA RTA &2 L TOWDARERDH Y 5,
*APICNT—EThHLLENRHY £7,
s REITHEFICT 2 HERH Y £,
1l - R UFEHHTEES,
CHETF, TUF—RAT N T EHEH LT EE N,

a—W—Th 7 FOVERRIE, 22— EEFETCEER A, 2—F T FEHIRL, Lo —
P T HT L NEERTDAIVNERSH Y 7,

[Password] 7 4 —/L RIZ/NAY — Kz AH LT, [#EE/XXT—F (ConfirmPassword) 17 —/V FIZ

R CRXAT—FREADLET,

(A7 av) a—F—40 [ (Desription) 12 AT LET,

[ZHOY FDATF—R R (Account Status) |47 a v ZEA LT, 22— —=Th v haHEMMEET-

b CcE T, AT vavid, TIOT 4T ETIT 4T, Tuy T,

(AFvay) a—F—4izxtL, [# (LatName) ]. [% (FirstName) ]. [EFA—I/IL7 FLX (Email

Address) ]. [EEEES (PhoneNumber) 12 AN LET,

X2 VT4 RAAL UEBINT DI, [EFa)T1 FAADDEM (AddSecurityDomain) 142 U

7 LET, BREIND[EF2UT 1 FALOEM (Add Security Domain) 17 1 > KT, IROFEAM

EATILET,

a) [EF21UT 4 FAALUDEIR (Sdect SecurityDomain) 1227 U v 27 L, Ruy 77X U A Rnb
TX2UT 4 NAAL U EZBRLET,

b) v—NEa—V—LIZBEM T D21, [A—ILDER (SdectRole) 127V v 7 L, KayrZy
VU A RMNBLE—LEEINL £9,

) Rrv7HEour UG [HEBRZA4 T (PrivilegeType) | Z#IRL, Fxvr/~—2%27 v 7L
T, B U7 o — LICHERR & BT £ 97,

d [Bh (Add) 127U >7 LET,

[EhEARERED A T—4 X (Expiration Set Status) 147 v 3 V242 T 521X, [A%) (Enabled) ]

DF IRy I AEA AN LET,

Frv IRy 7 AERIRTHE, B ERAEZANTLZHERG HLITICT ¥ A N Ry 7 ARFRIH

FT, COHREZREL L, 2a—P—RFHET 7T 4 71TV ET,

[ISRTD— FDBEHHIANBHE (Password UpdateRequired) 147> a V2G0T 5121%, [H%) (Enabled) ]
DF v IRy I AeA N LET,

Fxyv IRy 7 AE@BRT DL, 2—PFIIRMO 7 A NI LTk, WNAT—RERHT L2 LR
RKOOENFET,

[OTP] A7 a v ZHNCT HICiE, [%) (Enabled) | OF = v 7Ry 7 RA%kA NI LET,
Ty IRy 7 AERRTDHE, 2—FDOTP F¥—& QR 2— FRAEREINET,

2—HFOEN%, [=——4% (User_name) | > [E#l (Details) | 74 2> %27V v/ LT, 2—HFDFf
MEEH 2R RLET, BREINTZOTPF—%227 U v 735, QR aI— RKBRERINET,
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ATy 13 [A—H—SIBHEZEREM (User Cert Attributefidd) |1 7 4« —/L FiZ, FRARFEHENS OD2—¥—1ID Z A /)
LET, ZhL, iEAESX—ZXOFFEOSA TT,

ATy 714 [X509 FFEAE (X509 Certificate) | 7 4 —/L KT, [X509 SEBAZ %3E/0 (Add X509 Certifcate) 1 %227 U v
7 LC, 4RiEFEAEFEO TN EZBMLET,
X509 FEREOARIZOWTIEL, X509 GEIE & ME X —0 4R 30 X—) OFIEAZSML TLES
AN

AT w15 [SSH##ZFE (SSH Authorization) ] 7 4 —/L R C, [SSH F2EEMEN (Add SSH Authorization) 1% 7 U v
7 LT, ARl ERET — 2 2B L £,

SSH #BGET — ¥ T 5 ICiE, m—H/L v TUNIX =2~ KO ssh-keygen # 317 L £,
ATy T16 [{R1FE (Save) |27 VU v 7 LET,

=

GUI (& A L 1= SSH B+ —ERELDERE

auj

4R8O HREIIC

A=y h X2V T 4 AL TRV 2= Thor hEERLET, ¥—F >
M RAAL D a1l THLHBRE, Lo —hL a—VOERICHERT 20740 ThY
YME TV BRTEDL T 7T v I REOEHETHLILEROY ET, ¥ —F
N RALUBTFF o hCThHBEE., FiLna—hL a—FoERICERT a7 4 7
BT NI, =Ty b TF U b RAAL KT BRERFHAIY EEIALRT 7 & 2k
BROT U NEBETHOINENRNDH Y £,

« UNIX =2+ I ssh-keygen Z i/ L TABHF—Z2 AR L 7,
TN b A RAAL T local ICERTETH2HLENRH Y £4,

FIE

ATYT1 A=a2—"—=7T, [EEE (Admin) |>[1—H— (Users) ] ZHRIRL, [A—AhJL (Local) | ¥ 7T HERE
NTWDZ LafER LET,

RTYT2 FESA T, FRNER LIca—F —DaHia2 7 U v 7 LET,
=PI LEREE LY ¢ FUBNAEICERRSET,

ATy 73 [ (Details) | 7 A 227 Vv 735, BHrLWEHEIZ BlLOa—VF—oitMNnERINET,
THMZAZ 7 —L LT SSHERGEOFEM AR L £,

ATy T4 [fRE Edit) |74 avEsVvr+re B B [o—hl 12— —0RE (Edit Local User) ]
ERFREINFET, VEIZNU T, SSH OFMELETE T F9,

GE)
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NX-0S 24 4 L oU £fEALE=0—nL 1—FoxE [

VE—bar—yaAiFdvrn— 157200 SSHMEX—7 7 A VEEKRT 5I21E, A=a2——
T, [Z74)L% (Firmware) | >[2 XV D& > 00— F (Download Tasks) ] #J&FH L £,

ATy TS [IRTE (Save) |27V v 7 LET,

NX-0S X2 A J)LCU ZFEARAL-O—hHIL A —HDEKE

FIRDEE

1. NX-OSCLI T, RIZTT ELH9CLTCar7sXalb— gy B— REBEBLEST,
2. LV —VERIRT L IITER L E T,

F IR D
FIE

ATFY 71 NX-OSCLI T, KITT Lo L TCarysFal—rary B—REBLET,
5 -

apicl# configure
apicl (config) #

AT T2 HLVW2—FZRITRT L IITHER L ET,
1 -

apicl (config) # username

WORD User name (Max Size 28)
admin

cli-user

jigarshah

testl

testUser

apicl (config) # username test
apicl (config-username) #

account-status Set The status of the locally-authenticated user account.
certificate Create AAA user certificate in X.509 format.
clear-pwd-history Clears the password history of a locally-authenticated user
domain Create the AAA domain to which the user belongs.

email Set The email address of the locally-authenticated user.
exit Exit from current mode

expiration If expires enabled, Set expiration date of locally-authenticated user account.
expires Enable expiry for locally-authenticated user account

fabric show fabric related information

first-name Set the first name of the locally-authenticated user.
last-name Set The last name of the locally-authenticated user.

no Negate a command or set its defaults

password Set The system user password.

phone Set The phone number of the locally-authenticated user.

FotR, BiksLUvTA T4 I}
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B restarzEmLEO—hL 1—HoRE

pwd-lifetime Set The lifetime of the locally-authenticated user password.
pwd-strength-check Enforces the strength of the user password

show Show running system information

ssh-key Update ssh key for the user for ssh authentication

where show the current mode

apicl (config-username) # exit

RESTAPI #FAL-0—AH) 21— DHETE

FIEDHE
1. B—hL a—FEERLET,
FEDEEH
FIg
0— b 22— EER L £7,
51

URL: https://apic-ip-address/api/node/mo/uni/userext.xml
POST CONTENT:

<aaaUser name="operations" phone="" pwd="<strong password>" >
<aaaUserDomain childAction="" descr="" name="all" rn="userdomain-all" status="">
<aaaUserRole childAction="" descr="" name="Ops" privType="writePriv"/>
</aaaUserDomain>

</aaaUser>

\3

X.509 SFEAE L M X — D E R
FIE

RATw 1 OpenSSL 2~ K& A LT, X509 GEE E s —%2 £k LET,
&1

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out userabc.crt
-subj '/CN=User ABC/O=Cisco Systems/C=US'

GE)
¢ XS09FEAENARIND L. APICO 22— 77 7 A )MVZBINEN, B OWRIERAINET,
WEX—IL. BAEERTHEOIZTZFA T ML THERENET,

B 7/tx BESLCTAYVTFAT
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xs509 ;i E L E—n £ [

SEAZBIZIIARF—IZE TN TWETH, B —ITEFNTWERA, AflF—It, HHEINEE
L MR T BDIZDICAPICIZ K > CTHEA SN D EERFHRTT, WEF—DBAPICIZIREIND Z LI
HVFERFAL, TOF—FMBEIZLTEBLMLERHD F9,

AT T2 OpenSSL [ L CiEHED 7 ¢ — /L REFRLET,

S openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
€0:e4:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:06:10:57:dl:ec:95:€9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f£:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:f6:3:70:4e€:47:2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:b1l:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OB:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US

serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:f7:5a:24:1£f:£d:9f:
dl:d9:b2:02:41:01:b9:e9:8d:da:a8:4c:1le:eb5:9b:3e:1d:65:
84:ff:e8:ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb6:
f4:5e:d2:92:e8:24:61:43:59:ec:ea:d2:bb:c9:9%9a:7a:04:91:
8e:91:bb:9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
cc:5f:ad:af:5a:aa:£f4:a3:a8:50:66:7d:£f4:fb:78:72:9d:56:
91:2c
[snip]
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RESTAPI A L-0—AHJ) A—HDERE 1 —FEEREDEM

FIE

0—H) 2—HEER L, 2—PFEAELZEBMLET,
B -

method: POST
url:
payload:

{

http://apic/api/node/mo/uni/userext/user-userabc.json

"aaaUser": {
"attributes": {
"name": "userabc",
"firstName": "Adam",
"lastName": "BC",
"phone": "408-525-4766",
"email"™: "userabc@cisco.com",

}l
"children": [{
"aaaUserCert": {
"attributes": {
"name": "userabc.crt",
"data": "-—-—--- BEGIN CERTIFICATE-----

content> ==\n----- END CERTIFICATE----- ,
} 4
"children": []
} 4
"aaaUserDomain": {
"attributes": {

"name": "all",

}l
"children": [{
"aaaUserRole": {
"attributes": {
"name": "aaa",
"privType": "writePriv",
}l
"children": []
}
boo A
"aaaUserRole": {
"attributes": {
"name": "access-admin",
"privType": "writePriv",
}l
"children": []
}
boo A
"aaaUserRole": {
"attributes": {
"name": "admin",
"privType": "writePriv",
}l
"children": []
}
boo A
"aaaUserRole": {
"attributes": {

TIOER, BASIVTHAIT4VT
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RESTAPI A L1=0—Hh L a—Fofm e 1—vianEnen [

"name": "fabric-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "nw-svc-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "ops",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "read-all",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-ext-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "vmm-admin",
"privIype": "writePriv",
}I

"children":

[]

TR,

£
it

tnsv7avrTavy I}



B 77tx.

TOEX,

B rithonsok 2R LEO—HL a—FotkR

Python SDK #{ER L1=0—AhJL 2 —FDERL

0— 2—FEERLET,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni
from cobra.model.aaa import UserEp as AaaUserEp
from cobra.model.aaa import User as AaaUser
from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory
from cobra.mit.session import LoginSession
from cobra.internal.codec.jsoncodec import toJSONStr
APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@$SwOrd’
session = LoginSession (APIC, username, password)
modir = MoDirectory (session)
modir.login()
def readFile (fileName=None, mode="r"):

if fileName is None:

return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

# Use a dictionary to define the domain and a list of tuples to define
# our aaaUserRoles (roleName, privType)
# This can further be abstracted by doing a query to get the valid
# roles, that is what the GUI does
userRoles = {'all': [

('aaa', 'writePriv'),

('access-admin' 'writePriv'),

('admin' wrltePriv'),

('fabrlc admin' 'writePriv'),

('nw-svc-admin' 'writePriv'),

('ops', wrltePrlv'),

('read-all', 'writePriv'),

('tenant-admin' 'writePriv'),

('tenant-ext- admln 'writePriv'),

('vmm-admin' wrltePriv'),

] 4

}
uni = PolUni('') # '' is the Dn string for topRoot
aaaUserEp = AaaUserEp (uni)
aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',

email='userabc@cisco.com')
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aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

S

MEX—ZERALEEROHE

3R BRI
ROERPHBE SN TV DLERH Y £7,
« HTTP # ¥ v K : GET, POST, DELETE
« R &5 RESTAPIURI (7 =V A7 v a v awadie)
« POST ZRDYGE . APIC IZHAE SN D EBEDONA m— K
o L—H D X.509 FEBEO AR I S 4D R —

« APIC O =—H X.509 FEAE D544

FIE

AFTw 1 HITP # Y v F, RESTAPIURL, BX A o —FZZDJEFTHEHK L, 77 A VITRFELET,

OpenSSL TEA Z it HE T 2121, ZOEKET — 2 %27 7 A MRFT HHERH Y £3, ZOFITIX, 77
A V4, payload.txt 2 H L 9, MEF—(X userabckey L) 7 7 A /MIZHDH Z LICHEE L T EE0,

i -

GET O] :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O] :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted", "name":
"test"}}}

AT w72 payloaditxt 7 7 A WICIE LWEBRNE TN TCNDZ L 2R LET,
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7ol 2, AIOFIETR LI LD REUSFIZEH L E7,
GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A MIZIE., IRDIERDHEH DB H Y 5,

GET/api/class/fvTenant.json?rsp-subtree=children

AT w73 payload 7 7 A VEAERRLT D & ZITH LVMTEES TERL TV 2B LET,
i

# cat —e payload.txt
WEFRLC LD ICHNDORBRICSTHELHLHERLET,

GET/api/class/fvTenant.json?rsp=subtree=children$

56, Payload. 7 7 A W AAER Lo & ITH LWVTAMER L S NI Z L 2B L £ 7, payload 7 7 1 /b
DAERREFZH LVTAER SN D Z L 2B I, RO K S ra~vr R LET,

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt

ATY T4 OpenSSL 2 LT, MEXF—L XM e— R 77 ANV EHEHLTELEZFHRLET,
1 -

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin
R SNTZT 7 A MTIE, BEATICHIFSNIZBL R H Y £,

AT w75 basebd IWRIZEAL EZ LB L FT,
11

openssl base64 -A -in payload sig.bin -out payload sig.base64

ATv 76 Bash ZfiH LT, BALLUITLTEMYERE £,
51

$ tr -d '\n' < payload sig.base64
P+OTgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8fIXX14V79Z17
Ou8IdJHICB4AW6CEVAICXgkv3KaQszCICO0+Bn0703gF//BsIplzmYChD6gCX3£f7g
IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/0ajtPjou3tdOjhf/9ujG6JvoRo=

GE)

AT, ZOFFEDERIZE L TAPIC IZHEESNHEALTT, TOMOERTIE, MADOELZFHET
HVENRDHY FT,

ATV T BLELTFHNICEE L, APIC NEXLZ XM o— RERAE L THR T LIICLET,
TDREERBAN, BERONYE—NDO 7 vF—L LTAPICIZEESNET,
5 -

APIC-Request-Signature=P+0OTgKOCeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V79Z170u8IdJHICB4W6CEVAICXgkv3KaQszCICO0+Bn07039F//BsIplZmYChD6gCX3f
79IciGX+R6HAQGeK7k97cNhX1WEoobFPe/0ajtPjOoul3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt

GE)
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CIZTHASNADND, WOAT v 7D x50 iEHEZ G2 —REL TP =7 PODNIZ—HKT 24
EHRHY F£9,

RTw T8 EFELEMHEM L TAPIC Lil{53 5I21X, Python SDK O CertSession 7 7 A i L £ 7,

DA Y7 M, ACIPython SDK @ CertSession 7 7 A& L T, B4 %M H L TAPIC IZERT 5 F
HEOBITT,

1 -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile(fileName=None, mode="zxr") :
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)

resp = modir.lookupByDn ('uni/fabric')
pring resp.dn

# End of script

GE)
BIDOAT » 7 THHALIZDN R, ZDOAT v D509 FFAEL G —HPRES T V=7 O DNIC—F
THULERHD FT,

GUIZERLTA A > EiEkBEOL—Y—Ov O T7TOE
EBET D
=P —NREINZEEOa A VBITICRR LR, TOoa—F—%2o /(4 TRV E
AINZTAHZ ENTEET, BEOHMNIZZ—F —2ala 7 A SN RBATRENZ IR ETE %

T, =P —NAEL R A NIRRT D L, FOoa—F I EINYMe /A o Tx
<720 F9,

FIE

ATYT1 A=a— =T, [BEE (Admin) ]>[AAA] DIEIZEIR L 9,
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ATy T2
ATvT3

ATy T4

ATy TH

[Navigation] XA > C. [Security] Z 3N L £,
[fE%E (Work) 14 T, [EFaUT1DTI74IL ERTE (Security Default Settings) ] % 7 0N FRKR S
TWLH Z LR LET,
[Br%E (pencil) 17 A 2% 27 Vw7 LT, IROT 4 —)V REmELET,
a) AJAVIZEBEXRBLI-ETI—Y—Z20v I 7Y b 5IE. [AHME (Enable) | #RIRLE£7,
b) [A—H—HAO VI T bEINDETOHTEBRELE (Number of failed attempts before user islocked
out) 112, HOEZ AL ET,
ARLFHIT T~ 15T, T 741 MI5 5 TT,

¢) [E#H L THTHAKEKL=HR (m) (Timeperiod in which consecutive attempts were failed (m)) ] (2.
Cisco Application Policy Infrastructure Controller (APIC) 23KREX L7474 1 0 > b3 2 e IR O %
SHALTASLET,

FHAIX 1~ 7201 T, T 74NV MES5SHTY,

d) [BvY 7™ hO#EERR (m) (Durationoflockout (m)) 1121, —H =W H 1 7oA A2k LT
ZEERBRICICr y 7T Y SNSRI ESEAATANLET,

[Submit] 7 U v 7 LET,

OTP R—REBZBZEMIFTO—AIIL I —F—DETE

FIE

ATy I
ATy T2
ATvT3

ATvT4

ATy TH

WOFNETIL, Cisco APICGUI #fFEH L Tr—h/L 2 —%—@D OTP X— A D 2 WHHIL+#%
BLET, ZOFETIE, 777 v 7 EBRELZEELTWVET,

Bheb BRI
OTP N—AD 2 EWHRBAELZ AT Hr—H ) 2a—PF—ZFT TIHER L TV D LERSH D F
EE

A=a— N—7T, [BE (Admin) ]>[AAA] DJEIZER L £,
[FE%— 3> (Navigation) ] ~A > T [2—+— (Users) | &R LT,
EE~( T, OTP N— R " HEHEBIAAANTH2—F—%2 27U v 7 LET,

2P —ZET DA RE I N Y 0 v RUNAEICR RSN ET, M ( ) TAaLEI Y vT
L, ZRSN5F LWHER (2—FOiEMAEETe) T, e (Bdit) | 7A=20%227 0y 7 LET,

TIZAZv— v L, [ElEXE (Advanced Settings) ] T, OTP @ [B%) (Enable) | Ay 7 A& AL F
ﬁéo
[fR1F (Save) 1272 Vw7 LET,

B 7/tx BESLCTAYVTFAT



| 72€x. BiEs&LUVTHYIVT0Y
GUI ZEALTa—¥—Ick 5 0TP A—R 2 EXBHOBEERTT 2 |

OTP DM Z iS4 2 12i%, [2—¥ (User) [>[B—HJL (Local) ] % 7 T, User_name>[7£#ll (Details) ]
43/%7)/7LT\ﬁ%f@ﬁﬁ@ﬁéﬁﬁbifo%%éﬂﬁiﬁP%%%?UV?Té&\QR
a— FPRRRINET, 2—VFEFEMBEmIILLTO B0 TT,

Overview User Activity Event Analytics

General | Settings Faults

,ssword Update Required Deletion  Creation  Modification

zo zo

o

2 O ¢
(0]

Accou
N/A

oTp OTP Key Events
Enabled PBEC7SNOVQPYMF74

User Cert Attribute UNIX User ID
- 13884

User Privileges

RDERY

M?%ﬁ@’bkn~$ L. OTP HFEDHER 25 T T A M ERNH D £, [GUI ML
Ta—P =215 OTP N—R 2 ERIFEOXRELZETT5 39—) | a3BLTLEX
v,

GUI ZFERALTaA—HY—IZLB0TPRA—R2EZRFNDEKRTEETTIT S
WKDOFNETIX. Cisco APICGUI Z{#EH L72 OTP XR— A D 2 BHRIBMORELXE T LET, Z
OFINEIZ, 777V v 7EREN OTP N—AD 2 BWHEBALEN L ra—F—ThHsHr L
FHHEE LTCWET,
1R BHIIZ

Ty 7 VEBEIL, T MI LT OTP RN—A D 2 EHEHIFLZ AN L TWAH LB
NhHYET,

FIE

AT v 71 Android £7213% Apple i0S A~— k7 > C, WUIR 2 EHEHIET 7V #F 70— FLET,

ATFwT2 777V v 7 EHENS, 7213 Cisco APICGUIIZE 7' A > LT, QR 2— R£721Z OTP F¥—Z 3 L £
D

GUlicu s A o15L, BRIEBREANTSDE, QRa— K& OTP F—AERENET,
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B cisconric <xo— FOEBEEMNAEDT A L ADT I ER

ATV T3 Av— b7+ EFEHLTQR 2— FE2AX ¥ L, 2EEHIET 7Y OF/RIZHE D A, Cisco APIC GUI
TOTP ¥—% AN LET,

Cisco APIC /AR D — FDEIELENGEOTA o ~ADT Y
X

Cisco APIC D/\X J— KAl
FIE

Cisco Application Policy Infrastructure Controller (APIC) /XA T — K& [E{EF 5 (Z1%, Cisco TAC I[ZFRW
HbE{ &y, B TRAU—FZEETLIZ LT TEEEA,

Rescue-user7 h > F#{FERA LNX-0SX 2 A )LD CL Z{#E A L 1= Cisco
APIC R ZEHEET 5

rescue-user L. 7 T AHZITRWIEE TY Cisco APIC ~D7 7 v A&+ 2880 /(T
T, ZousArEHFALT, #ROEEEZEL NI TNV a—T 47 av REERTTE
F9,

N

Note % % > /31 Cisco APIC D4, SSH ZfH/H L T, == —H%—4 [rescue-user] T/SATU— R72L
TrZ A TEET, AZ 31 CiscoAPICHALIRINC 7 7 7V v 7 O—ETh oo i, F—
R—R, ETH, vU7R& (KVM) a2V —LaHLTAXL—T 4 7 VAT LEHA
A R—=/L LARWRY . [rescue-user] 747y MITTWERLE SAT — a2 LET,

Procedure

AT 71 Cisco Integrated Management Controller (CIMC) =Y —/L & L TCAPICIZT 7 A LET,
RATw T2 rescue-user £ LTV AL LET,

Note
BHERAT — RO ENTWT, Cisco APIC N7 7 7 U wrilza 74> LTV 5H34E . rescue-user /3
AT — RIIEHENRRAT—RERUTYT, TNLANDEE . rescue-user D/XAT— KiZH Y FH A,
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ATw 73 acidiagtouch 2~ > REMHH LT, #kz 27 V7 LET,

Example:

apicl# acidiag touch setup

TJ+—I)LN\yy B4 FALAVUEFERLTA—AIL T—4R—X
cag4 2953
[T =Ny 7] LWHLBIOR LA RALUNRHY, vy 7T NOBRHIca—h
LA F g N A B L TR 7 A L TEET, BIERICH SN D 2 — P40

=i apic#fallback\\<username> TFTfO
FIE

ATV Tl RIRT I, Z4— "7 al A4y RALUVEFEHLTGUI O —H)L F—F_X—=2|a A
TH50, NX-OSAXA LD CLIZERA LTI+ — A _"w 7 al Ay RAfL el A4 LET,

apicl (config)# aaa authentication login domain fallback
apicl (config-domain)# 2

group Set provider group for login domain

realm Specify server realm

AT9 T2 VEIZELT, f(ROYVICRESTAPIZHH LT, RO LT+ =Ny T al Ay RAfLica s A
TExET,

* URL: https://ip address/api/aaalogin.xml

« T —H

<aaaUser name="apic#fallback\\admin"
pwd="passwordhere" />
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