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+ £ 6: 27— /LOMHBE : nw-sve-params (9 ~X—7)

e £T7: v —/LOMHELR : ops

(10 *—%°)

¢ 3 8: B — /LR : port-mgmt (10 ~X—73)
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¢ 10 27— LOHMEFR : tenant-ext-admin (12 ~X—73)
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YHE 5 BA
admin TRCOT7 7TV v ODBRE~D 7 VT 72 A2 LE

T, EHEHERIT, ZOMOT X TOMHEREMAEDET
boLhrEINET,
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Role: access-admin

FriE Bl

access-qos CoPP B XU QoS (CBH T 5N Y o —DAF I S E
B
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nw-sve-policy

LA Y4~1LAY TRy NI—O P —E R F—HF AL —3
COBEBIEHAINET,

% 6: 0— )LD : nw-sve-params
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Role: ops
HEHE BT
ops RESNTOEHEY v—0FRIHEASNEST (KY—0 L7

7L

Va—T 4T,
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Role: tenant-admin
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HlzbD#EL BXON) =T AL v F L ANRSL AL v TFD
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Yo —, ERSPANB L O~ LR ZaTRY o—, BLO
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FotR, BiksLUvTA T4 I}
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Role: tenant-admin

FriE

FiEA

tenant-ext-protocol

BGP, OSPF, PIM, IGMP 72 ED 7 F v MM LA ¥ 1 ~3
v haVOFEE, BELO L —Z/L— b ping, oam, eptrk
REDTF Ry T/T=L ) o TIF TP =R — | &
NEd, @, 77— 727 R —DEXART /&
ANZDOHER L £,

tenant-network-profile

Fv NU—2 a7 7 A VOEIBRB I OER. =2 RRA
VR IN—TOHIBRB X OMERR E, T REREDOEH
WA SN ET,

tenant-protocol

FFEURNFOLAY 1 ~3 7 ha Lok, T b
L—Z2L— RV —, BT 77— =zT R —DE
TIABLT 7 AR S ET,

tenant-qos

772 b D QoS IZHE T HBEIHE A S E T,

tenant-security

TFo b b T 7 MCEET SRETHER ST,

vmm-policy

WRERHH R &L R~ Ry N U= DR Y —m
THEDIHERSNET,

= 10: O— )L DR : tenant-ext-admin

Role: tenant-ext-admin

FFiE

B

tenant-connectivity

TV RAL L T Xy b BEROVRF2ED LA
I ~3OBETICHA S ET, THUTE, V=7 A1y
FBLOASS VAL v FOT I v s HT L4, B, B
L0 A—=VERRY v — TF 2 hDOA R RBLOT
AT Ry FEBEBEGHRR, T Ry o v E R LR
RATIREDT Ny T/[e=F Y TR =72 ERnH 0 F
7

tenant-epg

T RRA Lk Z—TF, VRF, 7V v KA A L OHIG
Bk &, 7y FMREOERICEHA SN ET,

tenant-ext-connectivity

77 =AU =T R = DEZRABT 7 A SN E
T, ZHUTiE, 77 b L20ut 3 XV L30ut RO HE
traceroute, ping, oam, eptrk R EDT /Ny F/E =K Y T
FT =R —n3H 0 £,

B 7/tx BESLCTAYVTFAT
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Role: tenant-ext-admin

FriE B2l

tenant-ext-protocol BGP. OSPF. PIM, IGMP 72 ¥ DT F > ML A ¥ 1 ~ 3
7a haLoFE, BEXOhL—A/L— k| ping, oam, eptrk
REDT Ry FIR=R ) TG TR = EA &
m&# WH, 77—V T R —DEZART 7k

(COAEHLET,
tenant-network-profile Xy MU= a7 7 A VORI LOER, =2 RRA
YR TN—TORIBRE L OMER AR L T PREDEHE
R EhET,
tenant-protocol FFU R FOLAY 1 ~3 70 F Aot 7 b b

L—2— R — BEOT7 77— =T R —nE
TIABLT 7B RERENE T,

tenant-qos T2 h® QoS \ZHE T AR EICHEH SN ET,
tenant-security TFy b T MIEET OREICHER S NET,
vmm-policy PREPBERE R &, B~ Ry NU—2 DR Y v — & EH

THEDIHERSNET,

= 11: O—)LDER : vmm-admin

Role: vmm-admin

FFiE Bl

vmm-policy Mﬁﬁﬁﬁ&& A~ 2y NU—7 OR Y —&EH
THEOIERENE T,

H AL v —)VEERR L, m—w’%@%%bﬁfé’&ﬁféi¢ A B —T A AT
?“T@gﬁﬁ%j7/lyb77X910ML@%@%W%M Défiﬁ‘XML%f
VT, HERRIZT 7 B ARMEICEI D Y THRTVET, %@@t/%ﬁi T L RA VI E Y
éf%ﬂ\771@4/x&/xitiﬁ7/xﬁb_&fiﬁ<\77X_&_ﬁ%éhi
7

45HERRE >y 21T, Taaa) HERRE y MEITRTOAAAY T VAT LORGE LAY
BEICEH SN ET, RORKRIZ, TR — F SN TV LHEROMAGDOEO—EE2EM L 7,
# DFT1E Cisco Application Centric Infrastructure (ACI) £ a2 — /&R L, FNIFFEDE Y = —
NOMREZERLET, BAD To] OEIX, Y 2— N7 7B AFRERERLE . HiglcT o
TATLOOMHRYE Yy NBMEETHZ L AR LET, 0BT, HRE Y hTT7 7 EXT

FotR, BiksLUvTA T4 I}
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B asots205 1 FACURTHEY Y—2ERRMICLET S

ERVEY 2 VOREOHEL R LET, HIRE Y MIOWTORMIE, &y hOMIEC
DNTBRL TSN,

Connectivity (@S | =~ 1) |7 J1) 4 — |Fak|Sas |Provider H—F | H—F X
TA D 27O |Fz—>
7274
L
VMM U U X ONE | Ew
AR RA

277Uvy [iTn == A EONE | Ew

A AR
External ELA EEELA =S EUR

Wy AN R
Tk EUA == EPG. NP [T [I% EUR

W AR
Infra U = A A E S EUR

A AR A
1B1E = NS

AR R

AbL—  |IFn == EUA xR

A AN R
2y k7= |13 E A EQ == =LA
H—EX Y AN AN

BHOEX1) T4 FAAUETYRY) V—RZ2ERNICAFT S

Ty 7y 7 BEROEREIL, RBACHAZFEH LT, BdtX=2UT 4 AL ITHDT=
OO FETIEIT 7 B ARARER2—PIC L, WYV — 2 2 @RI AB L £,

2R, V==LV TF U O —TFREE U EE (VMM) RAAL > ~DT 7+t
REVEET DA, 777 ) v 7 REROEEEICL > T, ZHEFFAT 5 RBACHHI A 1ERK
THZENTEET, RBACHHNTL., KD 2 5D NSO ESNET, 778 AEAT
Pl FEWET L4 DN) L, ATVl NMIT VB ATHa—VEGhrkXa ) T4
RAAL L DAFITTT, LiBn>T, ZOFITHE, Y—7—,W0WHEX=2U T 4 KAL N
Eax—YRnarsfo45L, ZOL—MILD, VMM RAAL VBXOY Y —ORNDO 47V =
I RTRTCADT IV EARHFAENET, VMM RAAL L ~DT 78 AZBEOEX=2U T+
RAAL ANOZ—FICHFAT DT, 777V v 7 REOEHRFIL, EX=2VT 4 A%
NENIZHONT, VMM RAALVDODN X2 T 4 RAA %25 T RBAC HAIAZ{ERL L £
7
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\)

GE)  FHEERY V) —NORLDHDIAET H2—FITk L, RBACHANZ LW A7 V=7 b
AT D2 LITHRE TS, CLIOMHIC L > TV U —oEA M+ 5 2 & TED X
SRF TV MIBEITHZ LT TEXERA, 7277L, RBACHHICE ENHA TV =
27 FODN Z 22— R L Tuviud, 2 —FIEMOME a2~ RICkY, CLIZEHL
TENEROTDZENTEET,

BHOEXL) T4 FALAVUBITOY—EREBZEHHIZT S
777V v B2ROEHE L, RBACHAZEH LT, 775 MO —E A& mFEICT
D87 AT NEPGEBIEE R EYa =T LET,

APIC O— AL 2—4

BWHEIL, IHBAAA T —RNEHEHA LRV E2EIR L, APICARK C2—Y 2R ETHILEMN
TXFEJ, 2hbD=—WiF, APIC u—H /L 2—HF LI T E T,

=P RNAY — REZRET DR T, APIC I L > TUL T OREMERREES L E T,
« NRT— FOR/NRIE 8 CFTT,
« NAY— RO REIT 64 XFT,
o G L TR D IR S5 30T 3 SUTERI T,

« INICF RICF BT R OLFRDO D LA LB IFMBEO L TFENG EN TV DLE
NV ET,

c FEHICHERI TX A2 U — NI LEH A

s =P/ —PLEL LI LD TE £ A,

s cisco, isco, FILINHDLFHN O AR B I H D0, T HDLFDO R
TAROERICLVESGENDAIERETH > TR A,

Cisco ACI TlX, /SR T — ROMRLFIZ SHA256 — Ny ¥ 2 B LIk 5k 7 A 7 U R
FRHENET, REFO NNy V2 SN ARRAT— R, B SN T 7 A4 VY AT AITRAF
ShExd, BEsfbESniz7 7 AL AT ADOF—(L, Trusted PlatformModule (TPM) %M L
THREINET,

F72APIC 12X, BEFIL, SN CE B STV HERGE Lightweight Directory Access Protocol
(LDAP) . RADIUS, TACACS+, F72(ZSAML %—/ S TRESNca—FIZT 7 & AkE S
Bo&xEd, a—PiE, BARDHEE AT LB L, APIC IZFIRHZ R 7' V TEET,

WO, ACLZ7 77V v I BIR~DT )V T 2 AMENSH S 1 —H )V APIC FRGET — & X— A
NOEHZ— AR ET LT ARNED LS ICEBET A1 E R LET,

FotR, BiksLUvTA T4 I}
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1:APICO— A )L A—HDHRETOER

Specify
Domain(s)

Assign
Role(s)

Admin creates a new local
user by using the Local user
option from the available
authentication options ...

* Local User

- LDAP

- RADIUS

- TACACS+

Admin creates new security
domain or picks from
existing to associate with the
user ...

« all (system default)

- mgmnt (system default)

« common (system default)

« Solar (a tenant)

« Wind (a tenant)

Admin creates role for user
by selecting privileges such

+ admin

+ aaa

+ access-admin
+ fabric-admin
+ tenant-admin
+ vmm-admin ...

For each privilege, admin
enables a mode ...

* No access

* Read only

* Read write

349360

GE)

YX2 VT 4 FAA Y Tall) 1%, BEERY UV — (MIT) 282K LET, ZDORAA
NZiE. VAT LARNDTRTORY —LAPIC L > TEHEINDLZTRTD /) — FREE
NET, TFr b RAL TR, TF 2 hOTRTOZ—FB LI ONEEGR A 7Y -7

rREENET, T MEEEITIE.

<TZEvy

lall]

RAAL L ~DT 72 AMEEFE L2 T

WDOKIL, &= —H Joe Stratus NEFOL AT AA~DT 7 AMEE TR LET,

B 7/tx BESLCTAYVTFAT
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B2: Tall] RAAABEEI—FEEHELEHER

KAdma‘n User: joestratus \ I universe

\Damain: ll Hdas:Mn-mit%
| | | |
| § | | 1 1
Tenant Wind Tenant Solar Tenant Common Fabric Instance
AP AP AP | QoS Policy || Switch, | | SwitchN |
Wind-AppH Solar-SAP Solar-DB ’ AR PORCY |"L
7y !
b | B i LC,
*._.._. _.._.._.._.._.._.:
AEPg AEPg AEPg [Port |- port,
WindEPG1 | |SolarStorage| |SolarStorage
T I L
1 1 ]
LuEnd-Points| u_[snd-mm| I-u End-Points|
Tenant Application Profiles, EPGs and EPs Shared Policies Fabric/infrastructure g
E

ALY /Ex AL EFLE | HERZEFD— Joe Stratus IX. KA A lall) 128V B TH
. VAT LABIR~DT IV T I AMENE 2 bE T,

A—AJ)L A—F—MIT 0TP R—X 2 EFREE
777y rEEEL—Y L, n— N2 —F—DT A AT — K (OTP) %A
INZTEET, Vo FA LAY = NI ZEICETSN, EXxa T 4 ks E T,
OTP N3 % &, Cisco Application Policy Infrastructure Controller (APIC) (%, base32 OTP
*— ’CEfbé TUFX LN ANEPHGTED 1634 TV ATy MEERLET, 2O OTP
X, CEERGECEA SN 2 ——0 OTP 4K 57O S ET,

Cisco APIC 1%, “HEHHEFIETHHAT 2RO X2V T4 7Ty b7+ —2&EPHR—FL T
i TO

* Duo Mobile App Z{# H L 7= Duo Security

» Google, Google Authenticator 77"V (Android 35 X T Apple iOS A~— k7 4 > DH)

\)

GE)  MELTWOTFYARNT D, BRENZT TV E2X T ra— RT50ERH Y £7,

INHDOEX2 VT 4TIy 7 —2F, 22— —IDDOVRT MU L L THIELETA,
INLDOT Ty M7+ —aF, MEOBFOREE (A 7V IRAETZ 70 FN—2) 120
TEENGE AR LU F 9, TBEERGRL, a—HF— AR D 7T A < VY FRFE Y — A TR

AEZSET 0 EBAELET,

7oER, RiEsLUTHhI T1407 ||



TOER, BHEBLUTHIVT1VT |

B sse=sncuszEy— oi—y

77 P4 }‘72“—’-5 i 7 7/])'7 ) wunE/“‘XTwunE%TDT l/fx_?(ﬁ 3 %iiﬁw g?ﬁmuuﬂzﬁ(f%

PAR—=-FLET,

c A — N7 F U THYREASNANT T BFEH LT NLTOT v o 285,

° %ﬁ{ﬁﬁ@"f’nﬁi 72x

PorirE Al C DR,

cHUREANRANT Y THEREN DN A T— R,

%ﬁlz 5531’1,'( L\%)nn..\nl—t-lj-_/ “O):L_-'j:

WO, 75> b Solar ~D 7 )V T 7 & AMENH DI RADIUS H— SN OB B2 — W &3¢
ETH7evARNEO X IC8ET 2052 R LET,

X 3: 4 BB — /A THA—FHRENTO+ER

Specify
Domain(s)

Assign
Role(s)

Admin creates a new local

Admin creates new security

Admin creates role for user

user or selects from authen- | domain or picks from by selecting privileges such
tication options ... existing to associate with the || as ...
» Local User user ... + admin
- LDAP = all (system default) * aaa
« RADIUS = mgmnt (system default) + access-admin
- TACACS+ = common (system default) » fabric-admin
= Solar (a tenant) * tenant-admin
* Wind (a tenant) + vmm-admin ...
For each privilege, admin
enables a mode ...
* No access
* Read only
* Read write

349362

WORIX, EH o — Jane Cirrus DOV AT A~DT 7B AMEEZ R LET,
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4:7F 2k Solar~EB1—HERTFELEHR

Khdmin User: janecirrus \1
QJm‘min:Sniﬂ‘ Roles: Admin-Writa\

Qﬁlomain:mmmn Roles: raad-odh

Tenant Wind Tenant Solar Tenant Common “ Fabric Instance
S ~ ! o 55\. -
AP AP QoS Policy I de".fl_tLh SwitchN vitchl
Wind-Apphi Solar-DB Pnﬂ‘;}r i
A ; - .
PEiEl et i Lc L
B | M
AEPg AEPg AEPg Port |Port, || Port,
WindEFG1 SolarStorage| | SolarStorage
| | 1 1
| |
L End-Points | End-Points 'I_ End-Points
Shared Policies
Tenant Application Profiles, EPGs and EPs (read-only) Fabric/infrastructure

ZOFITIE, Solar 7F v FOEHEIZIX, Solar TV MIEENDITRTOFT V=7 b~
DINT IR AMEE, TF > b Common ~Din BV ERT 7 AMENH Y £9, Tk
PR Jane Cirrus 121X, 77> k Solar ~D 7 )V 7 7B AMENRH Y . TF > b Solar TH L\
2—WEAERT DEER ENH Y 3, T 22—, BEBITAE LT 5 ACL 7 7
TV I DORENTA—FEERTEET, £/, TV RRA b 2 RRA M7 —7

(HG)k;v7ﬁ)7~yayfm774w&8®ﬁménéiy?4%4(%ﬁﬂ%ﬁf
Tz 7 ) OFFHEROFAIY | EESIOVA X FOE=FHTEXET,

FEOBITrX, =—¥ Jane Cirrus [ L7456 RADIUS 38GEYV— R TR E SN E Lz, AMFRREY—
INT AV RT ZRET HITIE, BEfFO=—H L a— R|Z Cisco AV X7 ZiBM L 9, Cisco

AV X7 X, APIC FOoa—H|Zxtd e —L_—2A 77+ RA a ha—/;L (RBAC) Do —
v EHERRZFEE L E T, IRICRADIUS — 3%, = —HHER%E APIC 2> hr—J Is#E L £

D

EFofFIoA—T7 > RADIUS H—,3 (Jetc/raddb/users) DX EITKD &30 TH,
janecirrus Cleartext-Password := "<password>"

Cisco-avpair = "shell:domains = solar/admin/, common//read-all (16001)"

ZOFNTIE, ROERPGENTVET,
® janecirrus 37 ]\%ﬁﬁ%fﬁ—o

TR, uunEj‘D;UTtﬁ/T’f/a .
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B ciscoav<7omzt

® solar Gi%ﬂ—‘/ }‘ “G‘ﬁ‘o
e admin ITE X IALMERD B D Tj**/I/TT

s common VL, 7 MEEVTY U —T, I _XTCOZ—FNRZDOV TV ) —~DFHE Y B
7 /e AMER > TWET,

* read-all |%, BEAMYMHERNH D —L T,

Cisco AV R 7D

Cisco APIC 1L, BHEE DIMEBFEFEY — /N T Cisco AV X T 2R E L., 1D AV T OLFFD
BERBTHILEZERLTWET, ZHE21To 1T, &) 1567?071_*7“ L 22— K{Z Cisco
AV T ZBEMLET, Cisco AV X7 1%, = —H D RBAC 1 —/L35 L UHMERIZ M EE 72 APIC %
BELET,

AV RXT LFHN R I T 5720, ROBRICTTHLERSH Y F7,

shell:domains =
ACI_Security Domain 1/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI_Security Domain 2/ACI Write Role 1|ACI Write Role 2|ACT Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI Security Domain 3/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2
« shell:domains= : ACI 2N IERIZ AN 2 G D T2 DI E T, ¥ = VITHIZFIZT
VY KT ORERSH Y £,

« ACI_Security Domain_1//admin : EEFIZZ DX VT 4 RAAL DT F > h~Dii
B BT 7 AR S LET,

« ACl_Security Domain_2/admin : BHEICZ DX 2V T 4 RAAL DT F 2 h~DEX
ABT 7w ZMEES 5 LET,

« ACl_Security Domain 3fread-all : ZD¥Ex 2 VT 4 RAAL DT F v b ~DitAHHY /E
TIABFT RTCOT 7B AR LET,

)

GE) NICEOKBIShD XTI OEF 2T 4 FAA, EEIAR, iRV B g VFLC
X2 UT 4 FALAD | IZRY KB SN D EROEZ AL E T I1TFEHT Y HEMR

\}

GE)  CiscoAPIC VU —=%21 XV, AV «“7’5* UNIX ID 2MEE SN TWAR WS APIC I%
UNIX OEA 22—V —ID ZNERIICE Y 4 TE 4,

APIC |Z, ROTEREHAEYFR—FLTWVET,

shell:domains\\s* [=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

1 -
« 5 1 : writeRole DA ZFFOH—D T 7 A KA A % ETe Cisco AV T

B 7/tx BESLCTAYVTFAT
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shell:domains=ACI Security Domain 1/Write Role 1|Write Role 2/

« 51 2 : readRole DA & FFOH—Du 7 A K AA % EGTe Cisco AV T

shell:domains=Security Domain_1//Read_Role_1|Read_Role_ 2

A\

CE) XXx [/ 1ZaZ' A4y RAA L Z LT writeRole & readRole D% XU A5 5T, 4
Hu—)LOFEN 1 SOHRTHHHEEHLETT,

CiscoAV 7 DILFHNT, RLFL/NLFRXFIESNES, =T —NERRINRTH,
ST 2 KRILF-L/NLFR RAAL A EITe— I —H L TWARnWESIE, THILA
WHERDMS 5D Z & £,

AV R7 GUI DEEFE

X2 VT4 FAA X, [Admin] > [AAA] > [Security Management] > [Security Domains] @
ACIGUI TEEINTEY ., [TF 2 k] >[Tenant_Name] > [R1) —] DT F > MZEID 4T
HAILTVET,

JzﬂFz UT 4 RAA ATEHARY 23 FEZIRABHERONTNRLATT, 2 b DR

R [APIC]>[Adm|n]>[Secur|tyManagement]>[Role£] TEZRINTWET, HRPFZIAL
'IZ 7 a AT ANTTEND YA, ACI Security Domain_1/admin/admin/admin % fifi 9~ 2 & B3 7
Wo, BEIIZE U LV OFR A HERR AT 5 L7,

JE—F1—F— O—LOLE

o— P —HEMRAE T8 ICEERRET, 22—V =2 — AV EFOEREITH Z & BNATREICR
D, a—hVEFITVE— P TRESINTWAERICESNT, BRo — U032 03ER
IhET,

17— /LZE X Cisco ACS v — _R—R B TOHRVR— S INTEY, BRAAR TR 128E5<
22— /LDEY YT L > TEITTEET,

ACI 777V v 7 1%, Radius., TACACS +. LDAP 12 s =L & {F L CTHVEREREF & YR —
Liﬁ— J:nagjﬁji@ji{ff ) £— ]\uun ‘H_”—/\ _/]/WEHE %‘Hﬂj_ ]\‘j_é = /j—_
IR NEENL TS EREL F T,

Cisco Secure ACS #—/3—|%, TACACS+ 7’1 ha/LdV E— RRiF., ik, BLOT v~
T AT ORI L £,

TIANLMETNRAREBELZITIAN L RY FT—D FOERRAY—ERDEL LN —
NN =BT HRERDY £,

FEETC, Bllo— gk RIEDE Hﬂiﬂéhfl/\ij_

+ AVPairOps : tacacs + = — % —4 B L X AVPair fil & —%t L £ (cisco-av-pair*newrole) .
=V —ET DL, ACLOPS =/ a7 7 A )VINIRSINET

FotR, BiksLUvTA T4 I}
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B ovzsEALrvE—ra——n—LozE

* NOAVPair : tacacs + =—H—4DH—F L, —EH TACI ADMIN > =)L a7 7 A L%
KLET

eopsuser : 1 F I lDOBH—FH L, ACL OPS =/ 7u 7 7 A LK L £T

GUIZERLEYE—F 21— —O0—ILOZEE

4r & SRS

o —LiX. wHIZ AVPair & —F9 5 X 912 Cisco ASC —/X—TRE L. £DO—FIZFE I
Ty VBIET e 7 7 AV E L GERTDIMLERH D 77,

AT9 1 ASCRBFERY v —% 1B L7, [AccessPolicies] > [Access Services] > [Default Device Admin | dentity] (2
L, ROFELZFEITLET,

Gx) Y x )b a7 7 A VA CiscoAVPair 2 L THREIN., 22—V ORIEIHEHA SN E T,

a) [TACACS+:AVPair equals cisco-av-pair*] (Z5:/ 2B L, [OK] Z27 VU v/ LET,
G¥) T 7x/bTiE. =—WIL cisco-av-pair B — L&A L CRRFES N ET,

b) [TACACS+:AVPair equals cisco-av-pair*readall] |25 2B L, [OK]Z 27V v 7 LE 7,

(G¥)  APIC THF—U— Kreadall ZfifHH L C, v—/L% default @ — L2 5 readall @ —/LIZZ8 W L
¥4 (=) a7 7 AV Tread-all PERTEINET)

ATv 72 APICGUIIZR 7' A > L, [welcome, <R 7 A 4> Ky 7 Xy YA N4&2 U v 27 LT, [Change Remote
User Role] 3R L £ 77,

AT 73 [Change Remote User Role] % 7 1 77K v 7 A C, [User Name], [Password]., [New Role] D%~ (—/L RiZ
fH#a AL, [Submit] #7 U v 7 LET,

GUI AEFr &, FrLve—AnsEi s Ed,

GE) Blo— WIZEDIZIE,. b 9 —FF [Change Remote UserRole] # 4 7 & 77K v 7 A% BA &, [User Name]
& [Password] (212 A ) L £ 7725, [NewRole] 7 4 —/V RIZZEMOFFIZLTRBEET,

RESTAPI ZFH LY E—F 12— O—)LDLEE

48 HHEIIZ

7 —/LiX, HPINT AVPair & —E 1% X 912 Cisco ASC —_—THEL. FO—FIZH SN
Ty VBiE7 a7 7 A0 U CGEIRTAMRERDH Y £,

=P —F, 2—F—% apicadmin L XAV —RFTrZ A LET,

ATYT1 HLove— LIt EELET,

B 7/tx BESLCTAYVTFAT
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ATy T2

g4~—20 59530007 |

1 -

<l== api/requestNewRole/json -—>
<aaaChangeRole>
<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=“newrole"/>

OO —/VIZED £97,
1

<I-- api/requestNewRole/json -—>
<aaaChangeRole>
<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=""/>

BEN—ADEZ Y3020 T

CiscoACI 77 7 U w7 DAPIC 2> bu—F %, 22—V &3 T 270 EF IR HiES
Rt L £,

FERFEF R TIE 2 —4 £ /AU — KoM &1, APIC REST API 1% APIC {Zxf9 5% D
BOT I BRAEHTEAIEN—7 VAR LUET, Ziud, HITPS MEH R TH 20 H
TRV TIXLETRVWE RSN E T,

At XN TV B BIOFFEEA T, k7/%7/a/ LSRR SN D BANTER S NET,
ZDOBZDOFREIZIIMWE X —DMEA S, 20X — 3R GINIRE L TREICL T %
R £9, APICH h— 7V&%@%$ﬁﬁmt£i%f%¢é&\Amcmxamﬁ%%
PIEH L CEAZHER LET, BALAN—ADFHIETIX, APICICKT 2T XTONTZ vz
WH LSBHAESNTZBADRKETT, ZUuL, 2—FR 77 v a T EICFHTIT
ZATTIEb Y /A, BEMIZIZ, ZOKEE iAHCk@hTéxﬁ)7hiti?7)
&~v3yfﬁm75z%ﬁ%@iﬁo_@ﬁ$f L WEEEN =T T LTy L ik
F0372 0 T E72DI1F RSA/DSA F— %muﬁéﬁgﬂ%étb RLEETT,

Y

GE)  F7/-, VLA KEBZE DT HTTPS 21T 2 LER”H Y £,

?ﬂ%ﬂ X.509 uﬁﬁ)qil\“—x @%% %{%Hﬂj—é H'J /k@z/ﬁ&x 7 75‘ T LTb\é CE %ﬁ%mu
Li‘é—c

1. OpenSSL F 72 1E[AEED Y — L& LT X.509 GERAE & X — 2 Ek L £ 97,

2. APICOu—Hh ) 22—V EERLET (m—I =PRI TIFHATRETH A HE. =
DEATIIA T aTT) .

3. APIC ®u—H /)L 2—HIZ X.509 FEFHEZ BN L £,

TIEFIEEFINEIR

WROFEEFIEEFIFIFHEIZE- T EE,
e — )b a—WFFFR—FENET, UE— bk AAA 2—F I T R—FENEHA,

FotR, BiksLUvTA T4 I}
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« APIC GULIFFEMAERBRE S X E AR — F LERA,
» WebSocket & eventchannel 1% X.509 Z sk TITEIEL ¥ A,

c = FRN=FT S ICL W EL SNIGERAFE IR —FShEEA, HEBAGEAELZMHH L
£7,

ThooTa29
ACILZ7 77 Vo 7T 40703, MEBIOARMERICA D= LATREINALL
TO2O0EHNRAT 27 v (MO) IZL-o TUHEEINET,

* aaasessionLR MO [E., APIC B XA A /?“VC@:L‘—‘H_ Thuhoag A /s 7Ty b
tyvar, BIORM—2UVEHEZEIRLET, ACL7 77 Vv 7 ByiarTI—h
HERBIZ, RO X5 WA IREL £ T,

o — P4

ey arERBLIEIPT RLA
o %A 7 (telnet, https, REST 72 &)
ey va VORI E RS

s NI UHEF 2= ThHT ORI A AR NI, 22— T H T R ACT
777V w7 OWREFTET D70 nBE R, BT 7747 b= v EERLE
‘g—o

\}

CE)  h=zidm s A Bk SHIRNICR Y £, 22—
BFer77 7 R TEETH, b= VFEENTWL I A~ —
TEOIARIZAE > THIRGIAUIC 22 0 F 9

* 2aaModLR MO 1%, 2—PRF T }‘(:ﬂbfﬁ'?5/7£%\ %i@b‘ogﬁﬁ‘%ﬁibfiﬁ)
ZBEFLET,

* AAA Y —237%3 ping AIRETRWG AT, AL LTv—2r&ah, =7 —2FRahE
R

aaaSessionLR & aaaModLR D T DA X b @ 723, APIC ¥ v — RIEFEINET, T—4 0
TV FENTWVWAA ML —VEIDECH A XEB2BE, EANEH LA TLa—F%

\}

GE) APICV TAZ J—R&EETIT A7 7T v aoikis EOMEERN A~ B2
RELESE., A b aZidkbh, AV aZ3ir 7 A2 THERINEY
Ao

B 7/tx BESLCTAYVTFAT
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HES—ERELTONBRY FT—o~DOL—T v FEgnEe cmitEg ]

aaaModLR MO & aaasessiontR MO %, 7 7 A E/-ii#k54 (DN) T/ =) Cxfd, /7T R
DI VIE, 777V v I BEOTRTORS La— ReELEST, 777 v 7 2RO
aaaModIR L 21— R|I9 T, GUI ® [Fabric] > [Inventory] > [POD] > [History] > [Audit Log]
v arinb AFRT& £ 9, APIC GUI @ [History] > [Audit Log]l 47> 3 VAT 5 &,
GUILIZRSNTFFEDA TV 27 hDAX h n VR R TEET,

FEAED syslog, callhome, RESTZ =V | BXOCLI- 7 AR — F A B =X AL, aaaModLRMO
L aaasessiontRMO DV LY F—X CHEBICYR—FENET, ZOF—F &7 AR — |k
T5T7 73/ R —iddH Y £HA,

APIC IZI%, —HOF 7V =2 NETIZV AT ALKOT — 2 ODERNZRET D, FHETRES
N7 VixboF¥A, 77 7 D4 7%ﬁ%ﬂi\ aaaModLR 33 & NaaasessiontR D7 LY F —
2 & EHIIC syslog — N2/ AR— T D27 AR — K R v—2@RETEETS, =7
AR— SN T—FEZEMOICT —IA T L, VAT LO—HELIZV AT La T2k h
AB N VAR— NEERT DDA TEET,

HEH—EXELELTONERY FT—UADIL—T v FEHRORE L HETER

=SJLr

=

X B

Cisco Application Policy Infrastructure Controller (APIC) (%, HHFV—bv 2L L THH Ry FTU—
T ~DNV—T v REFRAICHRESINTZR = E, N T PRIy M o MR
SRHEHERAIET D L O ICRETEET, SNy U —21%, Cisco Application Centric
Infrastructure (ACI) PIOFE L30ut =2 KA > b Z/v—7" (BextlnstP EE R AT V= 7
b ELTEENET, EEOT T FOEED EPG 1L, Ml ry NI —7 ~DN—F v K
B DT OIZHME L30ut EPG # A T £9, Mt EmiL, A —ex & LTI
L30uwtEPG Z{F i+ 57 F > FDOKEPGIZOWTINETEX T, A LIOWEPGN R Y 3
=T EINTWA Y =T AL v FiL, iefitHEH 2 H£H5 Td 5 Cisco APIC IZHR1E L £ 7,
TATT TR —iE, 2 b O EHERE EYIC—NICm 7 AR — T 5H L
ICRETEET,

O—AJ)L A—HDETE

WMOBREARA Y7 VT N T, BEET HU Y NPKE S, BEFIL AT AREFFOME—D
=W LR E9, APICIE, EDMNL —AR—=ZADT 7/ A ar va—LV AT AEH
A—HRMLTEY, ZOTAT LTI, RNV RWNVEREDNOZ—FE2ED, 2—F T Hh v
VhESESERe—ALTERT A ENTEET,

GUI ZFEAL-B—AhIL1—H—DEE

1R BHHEIIZ

CACI 7 77U v 7 MFREII, APICa Y ha—IF B8 F T A4 127> TEY, APICY T
AL PEMINTIEFICEEL TWD Z &,

FotR, BiksLUvTA T4 I}
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B cuzgmLr-o—nrai—v—oxE

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6
ATy T17

ATvT8

ATvT9

e MENZIE LT, 22— N T 7 AT B EX2UT 4 RALVUNERINLTWAZ L, 2L
ZIE, L= T HT U IR TF o b ~DT 7B RCHIRENDEA, TF bk K
AA ATFNITIE CTH T EanE7,
UUTHEAIATHOZENTEDL APIC 22—V =T WU MEfERATE D Z &,
A=y X2 UT 4 RAAL L TOv—h)La—F T hHhy NOERR, Z2—7 >
N RAAL UM a1l THLIEAS., FrLve—h L a—HFolERICHERT 202740 7
BT ME, allliZT 7 BATEE 777V vV BEOERETHIMERD Y 7,
H—27y b RAALURTF U N ThHGE, FriLuve—h 2—FOERICHERT
LZu0ATHIY NI, B—=F v b T b FAAL AT B efeit sy /&
XIABLT IV AL FFOT U NEHETHAIVLERH Y 97,

A=a— =T, [BE (Admin) ]>[AAA] DIEIZEN L £,
[Navigation] A > C, [Users] 227V v 7 LE7,

EE~A T, [A—AI (Local) | Z T RERINTND Z & a2 LET,

BEXA T, [TU23Y (Adions) (#7 U7 LT, [A—hA)ILA—HF—0DER (CreateLocal User) |
IEIRLET,

[1—H—%& (Username) | 7 1 —/L RiZ2—W—%E AT LT,
274 IDIE, ROHA RTA &L TOARERDH D 5,
*APICNT—EThHLHLLERHY £7,
s REIIHEFICT 2 HERH Y £,
1l - R UFEHHTEES,
CHETF, TUF—RAT AT EHEH LTI EEN,

a—W—Th 7 FOVERRIE, 22— EEFETCEER A, 2—F T FEHIRL, Lo —
P T HhT NEERTDIVNERSH Y 7,

[Password] 7 4 —/L RIZ/NAU — Kz AN LET, [#EE/XXT—F (ConfirmPassword) 17 —/V RIZ
R CRXAT—FREADLET,

(A7 av) a—F—40 [ (Desription) 12 AT LET,
[FHOY FDRT—A R (Account Status) |47 a v EHALT, 22— =T h v b aaMbE~
L& T, AT vavid, TIOT 4T E TV T 4T, Ty s TE,

(AFvay) a—F—4izxtL, [ (LatName) ]. [% (FirstName) ]. [EFA—I/IL7 FLX (Email
Address) ]. [BiE&ES (PhoneNumber) 1 Z AL £7,
X2 VT4 RAAL UEBINT DI, [EF2)T1 FAADDEM (AddSecurityDomain) 142 U
7 LET, BREIND[EF2UT 1 FALOEM (Add Security Domain) 17« > KT, IROFEAM
EASILET,
a) [EF21UT 4 FAALUDEIR (Sdect SecurityDomain) 1227 U v 27 L, Ruy 77X U A Kb

X2 UT 4 RAAL U EZERLET,

B 7/tx BESLCTAYVTFAT
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ATy 710

ATy

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

GUI A L1- ssH amx—ioxE ]

b) B—/LZa—H—ZICHEMT DT, [A—/LDER (SdectRole) 1227V v 7 L, Ray7F&y
VUR B — L ERIRLE1,

) Favy7Eour Ut [HEB2A4 T (PrivilegeType) | Z#INL, Fxvr/~—2%27 v L
T, BIR U 7o o — /WICHERR & BT T £ 77,

d) [Bm (Add) 1%7 U v2r LET,

[AHARZRED R T—4 A (Expiration Set Status) | 47 a » ZHNTT HI21E. [A%) (Enabled) ]

DF =y IRy I AEA N LET,

Frxyv IRy 7 AE@BRT DL, A LA EZANTOUBERDDHINCT F A b Ry 7 ARFRISN
£, TOAREZBEL L, 2—P—RKIIET 7T 4 TR FT,

SRV — FOBEFHFHIHE (PasswordUpdateRequired) 147> a VA F T HI2IE, [HZ) (Enabled) ]
DF v IRy 7 A%EF AT LET,

Frv IRy I AEERT DL, 2—PFIIRHOR T A VIR LItk RAT—REEHTLHZ LN
RO HLIVET,

[OTP) A7 a » ZHNTT 5121, [£%) (Enabled) |ODF = v 7Ry 7 AeA A2 LET,

Frv IRy 7 AEERTLE, 22— D OTP F—& QR 2— RIS ET,

2 —HFOEE, [——4 (User_name) |>[fMl (Details) | 7 A 2> %27 U v 7 LT, =—HFDit
W2 F R LET, BRENZOTPF—%227 VU v/ 35L, QR aI— KRFRENET,

[A—Y—FEBAZREM (User Cert Attributefidd) ] 7 ¢ —/V RIZ, FRAEEHENS O —HF—1D 2 AT
LEd., Zd, fEAERX—AOFRIEDOSLE TT,

[X509 FEFI#E (X509 Certificate) ] 7 4 —/L K¢, [X509 ;EBAE %38/0 (Add X509 Certifcate) ] %7 U v
7 LT, 4l EOTH BN ET,

X509 GEBIEDAERKIZ OV TIE, X509 FEEEFE X —OAR B0X—) OFEEZRL TILX
AN

[SSH #FE (SSH Authorization) ] 7 4 —/L R C, [SSH FRiEM:EN (Add SSH Authorization) 1 %27 U v
7 L. %ﬁ”knuuﬂi'f"—& %ﬁﬁﬂbiﬁ’

SSH #BFET — % AT 5I12id, m—H/L =3 > TUNIX =2v > KD ssh-keygen Z3FE4T7 L £,
[fR1F (Save) 1227 VU > 7 LET,

GUI £ L 1= SSH AR — BT NBTE

1R BRI

A=y htEXa T4 RAL L Tr— IV a—FTh 7 Ve LEST, #—F v
b RAAL DN a1l THLHEA. L —hL a—FOERICHER+ 20 740 7Th Y
VNI allliZT 7 BEARATEL 7 7Y v I RROERETHLMLERH Y ET, X —F
N RAAL BT v THLEA, HiLve—L 2—FOERICERT 20 740 7

FotR, BiksLUvTA T4 I}
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B vxoszxsqicusgERLEO—NL 1—YORE

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

BT NME, A=y N TFU R RAAL KT AEERFLI [EXIALT 7 & A
EROTF U MNERETHLIVLEND D 77,

« UNIX =2+ R ssh-keygen ZfEfH L TABF—Z24Am L 7,
TN bOu T A RAAL i loca ICRETHLERH Y £,

A= a2—_—"T, [EEE (Admin) |>[21—H— (Users) | Z#ER L, [A—HJL (Local) | ¥ 7 NFR S
NTNWALZ LR LET,

e T, IR LT D4 E 2 U v 7 LET
D P T AR E AT Y 1 v KSR RR SN ET,

[¥# (Details) |7 A a2 Vw7 35E&, HLOEMICZ BLO2——ONERINET,

THMENZAZ v—)L LT SSH BFFEDF M A2 MR L £3,

RE (Edit) 1742220 vr+5e, E. X [a—hi 1—F—0%&E (Edit Local User) |

HAERSNET, HEIZEU T, SSH OFEMAZAE T £,

G¥) VEeE—bualr—va il vrn— RT570DOSSHMES—7 7 A VEERT HITIE, A==—
N—=T, [Z7A4I%E (Firmware) |>[2 XV DA >O—F (Download Tasks) | /& L £,

[R%E (Save) 1227V v/ LET,

NX-0S A2 A J)LCU ZFEARAL-O—hHIL A —HDEKE

FIRDEE

F IR D

ATy T

ATy T2

1. NX-OSCLI T, RIZTT LH9cLTCar7sXalb— gy T— REBEBLEST,
2. FLVZ—VERIRT L IITER L ET,

NX-OSCLI T, RIZTT oL TCar74Xalb— gy F— REBEBLET,
1 -

apicl# configure
apicl (config) #

HLna—Y 2RI T X ITERL £,
&1

apicl (config) # username
WORD User name (Max Size 28)

B 7/tx BESLCTAYVTFAT
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admin
cli-user
jigarshah
testl
testUser

RESTAPI A L7=-0—n L 1—v 0%z [

apicl (config) # username test
apicl (config-username) #

account-status
certificate
clear-pwd-history
domain

email

exit

expiration

expires
fabric
first-name
last-name

no

password
phone
pwd-lifetime
pwd-strength-check
show

ssh-key
where

Set The status of the locally-authenticated user account.

Create AAA user certificate in X.509 format.

Clears the password history of a locally-authenticated user

Create the AAA domain to which the user belongs.

Set The email address of the locally-authenticated user.

Exit from current mode

If expires enabled, Set expiration date of locally-authenticated user account.

Enable expiry for locally-authenticated user account
show fabric related information

Set the first name of the locally-authenticated user.
Set The last name of the locally-authenticated user.
Negate a command or set its defaults

Set The system user password.

Set The phone number of the locally-authenticated user.
Set The lifetime of the locally-authenticated user password.
Enforces the strength of the user password

Show running system information

Update ssh key for the user for ssh authentication
show the current mode

apicl (config-username) # exit

RESTAPI #FAL-0—AHJ) 1 —HFDHETFE

FIEDHE

1. o—hLa—YFEERLET,

FIRD

n—H v 2= El L £,

&1

URL: https://apic-ip-address/api/node/mo/uni/userext.xml

POST CONTENT:

<aaaUser name="operations" phone="" pwd="<strong password>" >
<aaaUserDomain childAction="" descr="" name="all" rn="userdomain-all" status="">
<aaaUserRole childAction="" descr="" name="Ops" privType="writePriv"/>
</aaaUserDomain>

</aaaUser>

FotR, BiksLUvTA T4 I}
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X.509 FEEAE & M+ —DAERK

AT9F1 OpenSSL 22~ R&EAS LT, X509 GEHE L B —24m L £9,
51

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out userabc.crt

-subj '/CN=User ABC/O=Cisco Systems/C=US'

GH) * XS09FERAENER SN D & APICO—H 707 7 A VBN E L, B4 OMERICHH S
NET, B —IX, BAEERT DO FAT v Mok TSN ET,

AFFAZEIIIARF—IIE TN TOETN, MESF—IIEETN TWETA, AR —I1T, &
SNT-BLEMERTDHT-OICAPICIZ L > THEH S D FEREHRTT, MEF—2 APICIZ
REINAZLIEFHVERFA, ZOF—ZREBIZ L TEBLERIHY £,

AT w7F2 OpenSSL i L CREAED 7 ¢+ — /L REFRRLET,

i -
S openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:24:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:dl:ec:95:€9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f£:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:f6:e3:70:4e€:47:2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:bl:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34
X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/0O=Cisco Systems/C=US

serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:£7:5a:24:1f:£d:9f:

B 7/tx BESLCTAYVTFAT
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RESTAPI A L1=0—Hh L a—Fofm e 1—vianEnen [

dl:d9
84:ff

:b2:02:41:
:e8:ad:55
f4:5€:d2:92:e8:24:61
8e:91:bb:9d:33:d4:28
cc:5f:ad:af:5a:aa:f4
91:2c

01:b9

:3e:90

:e9:8d:da:
:a0:a2:fb:3e:3e:ef:
:43:59:ec:ea:d2:bb:
:b5:13:ce:dc:fe:c3:eb
:a3:a8:50:66:7d:f4:fb:

:e5:9b:3e:
c2:11:3d:1b:
c9:9a:7a:04:
:33:97:5d:
78:72:9d:

1d:65:
eb:
91:
37:

56:

a8:4c:1le

[snip]

RESTAPI A L-0—AHJ) A—HDERRE 1 —FEERREDEM

R—=b =Y EERL, 2—VIERHELBEML £,

1 -

method:

POST
url: http://apic/api/node/mo/uni/userext/user-userabc.json
payload:
{
"aaaUser": {
"attributes": {
"name": "userabc",
"firstName": "Adam",
"lastName": "BC",
"phone": "408-525-4766",
"email": "userabc@cisco.com",
}!
"children": [{
"aaaUserCert": {
"attributes": {
"name": "userabc.crt",
"data": "---—-- BEGIN CERTIFICATE----- \nMIICjjCCAfegAwIBAgIJAMOnbE <snipped

content> ==\n----- END CERTIFICATE----- ",

}!
"children": []

}7

"aaaUserDomain": {
"attributes": {
"name": "all",

}7

"children": [{

"aaaUserRole": {
"attributes": {
"name": "aaa",
"privType": "writePriv",

}!
"children": []
}
boo A

"aaaUserRole": {
"attributes": {
"name": "access-admin",
"privType": "writePriv",

}!
"children": []
}
boo A

"aaaUserRole": {
"attributes": {
"name": "admin",

TR,

RitsLvravrr«vy IR
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"privIype": "writePriv",
}I
"children": T[]
}
b A
"aaaUserRole": {
"attributes": {
"name": "fabric-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "nw-svc-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "ops",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "read-all",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-ext-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "vmm-admin",
"privIype": "writePriv",
}I

"children": []

B 7/tx BESLCTAYVTFAT
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Python SDK %8 L7=0—n L 1—F0ks []

Python SDK #{ER L1=0—AhHJL 2 —FDERK

n—h 2—VEERLET,
5 -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni
from cobra.model.aaa import UserEp as AaaUserEp
from cobra.model.aaa import User as AaaUser
from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory
from cobra.mit.session import LoginSession
from cobra.internal.codec.jsoncodec import toJSONStr
APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@$s$SwlOrd’
session = LoginSession (APIC, username, password)
modir = MoDirectory(session)
modir.login ()
def readFile(fileName=None, mode="zr"):

if fileName is None:

return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

# Use a dictionary to define the domain and a list of tuples to define
# our aaaUserRoles (roleName, privType)
# This can further be abstracted by doing a query to get the valid
# roles, that is what the GUI does
userRoles = {'all': [

('aaa', 'writePriv'),

('access-admin' 'writePriv'),

('admin' wrltePriv'),

('fabrlc admin' 'writePriv'),

("nw-svc-admin' 'writePriv'),

('ops' wrltePrlv'),

('read-all', 'writePriv'),

('tenant-admin' 'writePriv'),

('tenant-ext- admln 'writePriv'),

('"vmm-admin' wrltePriv'),

] 4

}
uni = PolUni('') # '' is the Dn string for topRoot
aaaUserEp = AaaUserEp (uni)
aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',

TR,
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email="userabc@cisco.com")

aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

S

MEX—ZERALEERDOHE

bR D BRI

ROERPHBE SN TV DILERH Y £,
« HTTP # ¥ v K : GET, POST, DELETE
« R &M 5H RESTAPIURI (7 =V A7 v a v awzdEie)
« POST ZRDYE . APIC [ZHEE S D EBEDONA m— R
« 22— D X509 FEAEO LRI S D R —

« APIC O =—H X509 EAE D51 44

X2Tw 71 HITP AV~ R, RESTAPIURL, BLXUO_A o— FZ2ZDJEFTEEL., 77 A NVIIEEFELET,

OpenSSL CEA AT HI21X, ZOE KT —2 %27 7 A VIRIGFTHDRERHV 5, ZOFITIE, 77
A V4, payload.txt 2l H L 9, % —(X userabckey V) 7 7 A /LT H D Z LIZHER LT EE W,

1

GET DO

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted", "name":
"test"}}}

AT w72 payloadtxt 7 7 A MZIE LWERDEENTWDHZ EZ2MERLET,
el X, BIOFIRTR LI L S RESEHEEH L ET,

B 7/tx BESLCTAYVTFAT
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ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

wEr—zamL-Ea0iE ]

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A MIZIE., IROIERDHEH DB H Y 5,

GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A W EAERLT 5 & EITH LUVMTEZLE S TIER L TVeWZ L 28 L £ 7,
£

# cat —e payload.txt
WEFMUE LI ORBICSTH TV H 20 MR LET,

GET/api/class/fvTenant.json?rsp=subtree=children$

» 56, Payload. 7 7 A W EVERL L2 & ZITH LVTAMERR SN Z L A BB L E 9, payload 7 7 1 /L
DAERFHIHT LWTAMER N S D Z L 2Bi<ITid, ko ksZpa~r R LET,

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt

OpenSSL ZfH L C, fFMEX—¢ XM u— R 77 A NVEHEALTCELEZHELET,
1 :

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin
R INTZT 7 A MTIE, BEATICHIFSNIZBL R H Y £,

base64 JERUZ A 284 L £,

1 -

openssl base64 -A -in payload _sig.bin -out payload sig.base64

Bash i L C, BANOLUITLTEIY RE 9,
51

$ tr -d '"\n' < payload sig.base64

P+OTgKOCeAZj1l7+Gute2RIWw80GgtzEOwsL1x8fIXX14V79217

Ou8IdJHICB4W6CEVAICXgkv3KaQszCICO0+Bn0703gF//BsIplZmYChD6gCX3£f7g

IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjou3dtdOjhf/9ujGeJveRo=

GE)  ZhiE, ZOREDZERIZE L TAPIC IZHESNDEA TY, TOMOERTIE, MEHDOES
RS OVERH Y £7,

B XFIINICEE L, APICRNBLZ (M n—RFLREL TR TEL LI LET,
ZDFEBREBHIN, BRO~N X —NDT ¥ —L LTAPIC IZEESINET,
1 -

APIC-Request-Signature=P+0TgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V792170u8IdJHICB4AW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3f
7qIciGX+R6HAQGeK7k97cNhX1WEoOobFPe/oajtPjouldtdOjhf/9ujG6JveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt
GE)  ZZTCHEASRHDDNZ, ROAT v 7D x509 fEHELE Giea—PFREA 7Y =7 RO DNIZ—
BT L20ERH Y 7,

B4 &R LT APIC &a@{E3 5121%, Python SDK @ CertSession 7 7 A& H L £,

TOER, BIASLUVTHOIVTa2T .



TORR, BIEASLUVTHYVTvT |

. GUIZFERALTRI A VEITOERIBEDL—F— OV I TH FERET S

WD A7 )7 M, ACIPython SDK @ CertSession 7 7 A &l LT, B4 2 L T APIC ([2ER$+ 5 )5
EORFITT,

1 -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory (csession)

resp = modir.lookupByDn ('uni/fabric')
pring resp.dn

# End of script

GE)  FiOAT Y7 THEALEDND, ZOAT v 7O x50 i FHELZ G —VRTES 7V =27 b
DN {Z—ETHLERH Y 7,

GUIZERLTOJ A VEHTOEREABEDLI—Y—0Ov I TV +E
BRET D

ATvT1
ATy T2
ATvT3

ATy T4

=P —NREINZEEOa 7 A VFATICRR LTk, Z0a—HF—%2a /4 TERnk
T BHZENTEET, FEOHRINIC—F —2Millm a7 A AR REN 2R E T %
T, =P —=RNMEL 0 A ANkt S L. Toa—P—HRESNIZHE e /(o Ta
<720 ETF,

Ama— AN—T, [SE (Admin) ]>[AAA] DIEISER L ET,

[Navigation] ~X4 > C, [Security] Z &R L £ 77,

[fE%E (Work) 1A > T, [EF2T14DT T4 FERE (Security Default Settings) |1 % 7 BER S

TWHZ 2R LET,

[#8% (pencil) | 7A =2 %227 Vv Z7 LT, IRO7 44—V RERELET,

a) ATAVIZEHEXRKLI-ETI—HY—20v I 7Y T 5ICE. [A&ME (Enable) | Z# IR E£7,

b) [A—H—AY I 7o EINDFETORITEREMEZL (Number of failed attempts before user islocked
out) 112, HIDMEZ AT L E T,

B 7/tx BESLCTAYVTFAT
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ATy TH

OTP R—REBIEM T A—HILA—H—DETE .

BAREEIZ L ~15TY, T 74 ME545TT,

¢) [E#E L THITHKRE L =R (m) (Timeperiod in which consecutive attempts were failed (m)) 112,
Cisco Application Policy Infrastructure Controller (APIC) 23 RHEX L7472 4 v v b9 2 KR OfE %
DHALTASLET,

FHIX 1 ~ 720 R T, T7 ANV MESHTY,

d) [BvY 7™ hO#EERR (m) (Durationoflockout (m)) 1121, —HF =W H 1 7oA A2k LT
ZEEEBICiCay T Y NSNS ESBEATAD LET,

[iE(5 (Submit) 1 %7V v 7 LET,

OTP R—REFZFEM T AO—AIILA—H—DERTE

ATy T
ATy T2
ATvT3

RTv74

ATy T5

WOFNATIL, Cisco APICGUI 2 L Cr—Hh 1 o2 —%—D OTP X— A D 2 BEIRFE & 1
BLET, ZOFETIE, 777V v 7EBRELZHEEL TWVET,

I8 BRI
OTP N—AD 2 EHRALZANZT o0 = 2—=H =2 TIER L TV L LERH Y %
EE

A= a— =T, [EE (Admin) |>[AAA] DJEIZER L £,
[FE4X—< 3> (Navigation) ] 31 > T[2—H— (Users) | 28R L £,
EEANA T, OTP N—RA “HERIEE AT 52— —%2 27U v 7 LET,

2 — T LN RE SN Y ¢ RUBNAERICRRSNET, M (L)) 7AMarx22 ) v
L. ZRENHH LW (22— Oz ETe) C, e (Bdit) | 7252270 v 7 LET,
TlzAZa—v L, [FEMEXE (Advanced Settings) | T, OTP @ [H%) (Enable) | Ry 7 A& A4 LE
T

[fR7F (Save) |27 U w7 LET,

OTP DFEMZ BUGT 5121%, [2—4 (User) |>[B—HJL (Local) ] # 7 T. User_name>[#£#l (Details) ]
TAarzE7 Uy 7 LT, 2—FOFEMEEZR T LET, RREINTZOTPF—%27 Y v 7 F5L, QR
a— RAFRRSINET, = —FFEMEEIILL TO LB Y T,

FotR, BiksLUvTA T4 I}
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B cuzsmALca—v—csz 0P R—R2EERTOREEET TS

Overview User Activity ~Event Analytics

General Settings Faults

Description Account Status First Name
- Active

@ crmcAL ) MAJOR MINOR (D WARNING

0 0 0 0

Audit Logs

0 8

Deletion Creation Modification

oTp OTP Key Events
Enabled PBEC7SNOVQPYMF74

0 0 0 0

User Cert Attribute UNIX User ID Critical Major Minor Other

13884

User Privileges

RDERY

OTP zﬁ:ﬁiﬁ I L7z —H%—iL, OTP RGO A T T H2LENH Y 9, TGUI ZfH L
Ta—P—I2L 5 OTP N— R 2 EBRIFFEORELZETT5DH 38—) | a3BLTLEX
v,

W DFENETIL, Cisco APIC GUL i L7 OTP XR— A D 2 BHEEIFOXR ELXE T LET, =
OFIEIZ., 777V v ZEBENOTP X—AD 2 BERIHFEFZEDN L 2—F—Thi L
PHHEE LTWET,

1R B

Ty 7Ny VEBEIL, T MI LT OTP RN—2 0 2 EHEHIFLZ AN L TWAH LB
NhHFET,

AT w1 Android 7213 Apple i0S A~— k7 4 > C, #7222 EERILET 7V 22X ra—RKLET,

ATFwT2 777V v 7 EHEENS, F£721% Cisco APICGUIIZHE 7' A > LT, QR =— RE721Z OTP F¥—ZHf5 L £
ﬁ—o

GUlicaZ A4 358, BEREATITLHE, QRa— K& OTP F—NERINFET,

ATY T3 A= 753V EMFHLTQR a— REAX v L, 2EERIET 7V OFFRICH H H, Cisco APIC GUI
TOTP ¥—% AN LET,

. TOER, BIASLUVTHOIVTa2T
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



