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is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/
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e NX-OS AXANVD CLIZEHA LINA T_A TV T 4 7T AXOERK (18 =X—)

« NX-OS A X A )LD CLI ZfEf LTI T S AD1ERL (19 2—2)

o MRERT NA A BB T D XML Of] (20 <X—)

«GUI 2 L7273 ADEFE (22 —)

cGUI ZFEHLTLA VP THEIBASA T A RAZL A Y4 TDO NI X T a2HH{E (23
)

*RESTApi i/ H L CLA ¥ TR ASA 7 /31 AL A ¥4 TD LT 7 E2Hb
(24 =—)

*RESTAPI & & HIZA VAR — hSNTT A ZADFER (24 <X—)

« NX-0S A Z A LD CLI ZEH LIZRIDOT F o RinbDF A ZDMERK (25 2—)

cGUI 2 L7273 ADA R — N DR (25 _X—)

TINAR T ZRZIZDNT

THRARA T T2E (BIAGERET A A) X, =T A 2L LTHRET 2 1 2L EORST
NAATT, TAAR T TRAZNE, ZEDTNA R T FRAZDA o F—T = A AEWAEHNA
T2 728 Gal) A V2 —T7 A ARBYET, =R TTT TUTL— DL UK
VTR, BEE — R ax s 2137 724 Gall) A % —7 = A RZHEMT O ET,
Application Policy Infrastructure Controller (APIC) 1%, y—ERX /57 Fo 7L — DA A
ZUAMEBI OV 2 Y TRICHKRE ) — K a7 Xk y U —27 U Y —2A (VLAN) %
FYT, 772% Gall) A1 F—T x4 Ay MU= VIV —=R%&Tm 777 LE
D
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B 7 zx95z2500T

CiscoAPIC TlE, T 7DA v AE v Z LI —E R TSI L TRy RTU—2 U J—X
DHEENYTT, 777V v I llORE T T I 7 TEET, ZOMEL. BEEOA—
TARNV—=BEINITNA AT FZAZNDOT NA A&7 a7 7 535 dev-op Y — /L3 TIT
HHEETIIENTY,

Cisco APIC [ZT /31 A 7 T AXBIONT A A0 hARu PER GillA v 4 —7 = AL A
GA L HE—T oA R) FHETHILERDY £3, ZOFEHRICE Y, Cisco APIC LV —7 A
A v FOwEY)RAR— a7 u 77 I 7 TEET, 72, CiscoAPIC TIEZ DE#HE N7 7w
Va—T 47 U4 P—FROHWTHEMNTEET, I 51T, Cisco APIC 1T 7 /ALDEY
MU T % pone & DEMRBHUET D HEENH Y £,

TR AT T AR ETNTHET A L, MELT SA A E IR T S, ZADWNT T,
TNRAR T FTAEZZ, FDTTAFZDO—ERTH DB~ B, VMM KA A U &HEHA LT
Cisco APIC & HiE SNTonA =AW LA ET D56, L S ET, b6 DK
B~ UNVMM KA A o O—ETIERWGEE, I~ AV AZ A Tho> THYEHT AN
ARAE L THDONET,

\}

GE)

B

FRFLT XA RZ1E. VMware VMM K A A »F£721X SCVMM VMM KA A OB ZEFEHTE £

ROBEENVLE T,
« FWEET XA A (vnstpewvip) BILUT /A A (cpev) DOHEREEH
« PIR— N BHEREX A 7 (go-through, go-to, L1, L2) (ZBI4 215
PR TT7 T T U= ML, EEESERT 5T AR Y S GRELT A A =
YTRANEMHINET) ICESSFEDT NA R EMA L ET,
BHEIL, TIT 4 TIAZ RN, T—= R CHRR2ODEZT A 2%y NT v 7/ TEET,
TNNARA T FGAZ Yy 8T v 7T HINE, ROZ AT #FTTH0ERHD £7,
1. 777V IICBET AL AxHHLET,
2. CiscoAPIC ZEI L CTT A R 7 T A2 M L E7,

)

GE)

Cisco APIC X, 2 DODTNRAAD T T AXIZIPT RUANEELTEHD B TENTWHENE D
D ERFELEH A, CiscoAPICIX, 22DT NA AD Y AL NRREI UEEIP T KL A% T
WABE., REYRT AL AD I TAR 2 Ta el a = IT52 80800 £, T3 27
FAXTIP T RUVAREMBEL TODHHEAITE, WITNDLOT A ZADIP T KL ADFKE % Hl
BRL., BHIP 7 FLRADREDT-HDIZT o a = T ENTZIP T RUAREE L TR0
ZEEMERRL TR E,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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B&F/INL XZDUVT

BB TF A 2L LT, WET AR, RALFET AN, ARG VEET, 75 ABMIET A A
DOEAEIE, a2 ba—F (vCenter £721X SCVMM =1 b —F) L~y U4 %3RG5
PENHY F4, BEST A AT, BRA LV EZ—T oA ARH D 4, BETFT A A5
TARALAZBMEND &, BRA 2 —T oA ARGRHEA V H—T 2 A Ay BT ENE
T, =R ITTT7 F T = DA A AEFFIZ, VLAN B X OV VXLAN 1%, fmPiA
VHE—=T 2 A AL OBEMFICESNWVTEERA L H—T oA A LTI I T EANET,

FS XU DBE

LA ¥4~
[ZDULVT

LA ¥4~ LAY TIRBASAT NAZAD ST XU TRAMITE, ZHUE T 07 R—h
IN—TZHERA LT RRA L s IN—TD T 7 4 w0 BERHLET, T F 7 afd
AT, KA —E R TS RZFEA U F—T = A AT 1D VLAN OHFTAH L, K 10
BOV—ERA T T T7EFATEET, T F IR AMILTHDIRETIE, HEF—E R
FRA AT —E R 75 7 OB ERIBICHRETE ET,

KNZ o7 R—F TA—TI1Z O TOFEMMIL, [Cisco ACI Virtualization Guide] %% L C<
72 &0,

LANYIS—ERDIT U RRA N TIL—T

Application Policy Infrastructure Controller (APIC) Z i3 2 &, 7 F7 7 DA v A% o 2z
S7ax g RIMHEHATAHAZ RRA L NNV —7ZETEXET, ZRiCky, V9 78AD
NI TNy a—T 4 VI NESHITRD £, APICIE., FRESNZL A Y4~ A Y TH—t
AL RRA b TN—T2ERLTY —T AL v FIH Tl aE 2 o n—FLE
T, £72. APICIZZ D=y FRA v b I —F 2 L THURAET A 2D IR A A~ F
WA= IN—T52ER LET, S5, LA P4~ 1L AT TH—ERAOZ RRA T
N—TEFHALT, /77 ax7 20T —IERCHEFERLEN L E1,

BAINTETT7 VY —A~OFHMEDON FICZ T, LA4A¥4~1 AT TH—ERDT
RRAY N TNA—THHEA LT, FFEDT T 7 A4 LV AX AT D572 7' bz
BETHEbTEEST, 2O T, BEOIS T T A AX U ARTLA Y4~ L
AYTY—EAODZY RRA U N IN—T2IETIHLICE-T, HEDOI T 7 A A
VAT A b TEET,

o7 axrs 2t A YA~ LAY TP —ERADZ L RRA LV "2 EDOXHIfEHTE
L& T XML 22— ROFNZHOWTIE, LA FV4~Lb AT —EAOZ RRA b T
N—TF L aRxy ZEEEAT A XML Of (22 <—) 2B LT IF N,
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B /5o cxvssnvannns Tertonm

57 ax3xT 55N LED TEILIEDER

Application Policy Infrastructure Controller (APIC) (%, BRI S E X E R —ER 7 F 71T h
TEMMEEEI S TES, —HOERFITIE, V—E R 77 T7NOREDax s ZIMEHT 5
BT E R E CTE £9, ZIUIFRNR D TRk E I E T, e T eL
fbix, WY —EREFFOV—EATRA AT TREIRBELZY—ERA T TT7 aRx7 XIZON
TOHRVFR—FEINET, HEV—CERA T AL ARHLV—ERATNNA AT TRAZT, ZOD
PR TS A 7T AZZEEAT BV VMware £ 7213 SCVMM K A A > 735 D VLAN
ZRERHLET,

e 7 UbIZ, LAY 4~ LAY TH—ERADTZ U RRA 2V h Z—TD—#5L LT
T EZRET D2 LICL->Tr/ I 7 ax7 X TCHATEET, LA Y4~1LAF7
P —bE 2D RRA Vv b TERR T 72 UALOM )42 73 XML 22— ROFNZ DWW T,
LAY4~ LAV TH—EAOT L RIRA > b INV—T T2 7/ ZHEHT 5 XML
OFl (22 2—V) EZBL TSN,

GUI ZFRALELA VA~ LAVIY—EXTNLAD

=L

X AE

FIE

ATwT1
ATy T2
ATvT3
ATy 7Ta
ATvT5

LAXA~ VLAY TH—ERT A, REENT D &, WET A ZFE TR~ onTh
MICEHE TEET, HEREOF A TSITL->T, 74—V RBRETRRY ET, MET A AT
BT 2560, WA v X —T oA AERELE T, B~ IR T A5A1E. VMM
RAAL v, B~ v, BXOMIEBA v 2 —T 2 A AZBELET, 510, RHET LA E
RTHZET, s FHTHRETLHILHTEET,

1R BHHIIZ
e T FEERRL TR MLERH Y £97,

A =2 — /3=, [Tenants] > [All Tenants] DJIEIZER L F,

[Work] XA > C, 7 NDOARIEZEXTNVI ) v 7 LET,

[Navigation] 7 « > R 7 "G, Tenant tenant_name> Services> L4-L7 > Devices Z %R L £ 7,

E% ™ > R T, Actions> Create L4-L7 Devices % 4R L £ 9,

[Create L4-L7 Devices] ¥4 7 0 7R v 7 AT, [Generall] E7 a2 > DIRDT 4 —/L KIZATILET,

£

B

[4H] (Name) | 74—V K | T4 ZAD4F AN LET,
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GUI EHALELA Y a~ Lrv19—Ex7( 20%E [

E23)

B

[Service Type] Km > 7' &7
U A b

P—EAIATEERLET, A TRBROLEY TT,
« ADC

c 77 AT U —Ib

« Ol
GE)

LAY VLAY 2 T 74T U+ — AR EDOLEEIL, [TDfth (Other) ]
BERLET,

[Device Type] %

THNARZA T HBRIRLET,

[Physical Domain] K& v 74
vy U R NE7IE [VMM
Domain] K= v 77X U R
=

M RAAEZIZT VMM R A A &38R L E4,

RAYVFUT E—F
(Cisco ACI Virtual Edge ™D #-)

Cisco ACI Virtual EdgefiiAl K A A > Tld, IRDOT— KOV % FR
LET:

«AVE : b7 7 4 v 7% Cisco ACI Virtual Edge 2/ L THID Bz Hh
E3r

enative: 7 4 v 71X VMware DVS Z/- L TEI D Bz 5N ET,

View 7 A RZ 2 FoR LE
R

FNRAZPE2—%2FBRLET, Ea—L LTI, KOLOBRHVEF
KR

cH—/)—FK: 1250 /)— ROk
cHA/—F : " AT7_4 V74 /—FK 2/—F)
S RHZ 3/ —FLE

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



REFNIZ20EE |

B cuzgALELAva~ LavTH—ERT I ROBE

E23)

B

AVTFRNERH

THRAADA LT FA MR, WEITRO EBY T,

«B— (Single) : Fu A X =Ry NT—7 THRANINDFED

BATOEBEDT v FTIE, T A7 FAZEZIFTEEL
No BEDZ—VF—DIFEDT F > MIT A AT T AKX i3
HMENRH Y T,

« B8 (Multiple) : e AA X —Ry U= THRANSINDFFE
DEATOEBEDOTF v "BRIETT NS AT T AL g TEE
T, 2z, RAUT AL RAEZEETDH2O00KAT 4 7SN
FETDAREMERH Y £,

57 3/ MiIB— (Single) T3,

GE)
R—=RNRTUHTHLLA T4~ LAY T AT A AZART
LA, AUTXRRRBENS A=A SN2V DEHATE %
T 52(1) U U —RLE, Z DT A—2FFEIE S, Cisco APIC [3fE
AL ET,

Wres 47

FEREFERIIZIR D L B T,
+ GoThrough : FHiEBE— F
«GoTo: V—7 v RE—FR
L1 LAY 177 AT U+ —/LE—NR

L2 LA V2T AT T F—)LE—F

7+ /L MMZ GoTo T,

GE)

LAFVIELIZVAY2E—ROGE, v IRy 7 A% LT
TITATIT 7T 47— ReAMCLET, AhCTDHE LAY
/LA F¥2PBRTNAADT 77 4717 7T 4 7 EEI/ECMP /XA 234
R—rEnxd,

ATFwT6 [Devicel] BEZ T a T, IRDT 4 —/L RIZASHLET,

Al

Bl

[VM] ey 7F&Z 7y J AR

(IET A A B A T OYEDR) i~ %
EIRL £,

ATwFT1 [Devicelnterfaces]| 7—7 /LT, [H]RF L E 7 Vw7 LTA A —T = ZAZEBML, IROT 4 —)L R

AN LET,
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2l £ BA

[Name] Km vy 7*# v U R | AVE—T oA AHEFIRLET,

[VNIC] ka7 & J AR AET R A A B A T DYEDH) vNIC 23R L
£,

[Path] e vy &Z 7 U A | T A A Z A T FTZITL30ut DA X —T =
A ADEEI) A H—T oA AN SN D R—
b, A= FF v, FAER— FTF ¥ RV ZER L
iﬁ‘o

ATv T8 [Update] 7V v LET,
ATV (HA 7 7 AZ DGFEDI) BT A ADT 4 —) RIZATILET,
ATFYFTN0 [DF5RBAL R —T 4R (Cluster Interfaces) | &EZ7 > a3 D7 4 —/L RIZAHLET,

HE2Z7Vy I LTI TREAL L E—T oA AZBML, ROFEMEATILET,

EA-T] Bl
[Name] kv v X J A K JTAE A H—T A ADLHIEATTLET,
ConcretelInterfaces kv 7#Z U Z k HGf o A —T 24 ZAEFRLET, Fuy7rFy

YURNDAE =T oA AX, FMATTIERL L 72
FNRNA AL VB —T = A ATHESNTWET,

[#538 LAG 7R') &— (Enhanced Lag Policy) ] F (AT ar) T/ ADVMM R A A TR S
0y 7HET Y AR NTWDSLAG AR —% IR L ET,

ZOF T a Nk, [T R4 T (Device
Type) 1(FIAS THBA) & [Virtual (RF8) ]8R
LGB EHTEET,

HAZ JAZTIE, VTAEDA L H—T A AN, 7T AXNOWESTOERT NA ZZHDXT DA
VH—T 2 AT v BT ENTWAZ LR LT EEN,

ATy 7N [T (Finish) 1227V v 27 L7,

NXOS X2 A JLCLU ZERAL-LAVa4~ LAYV TDIHE
53

LAY4~ VL AYTTNA RAEERT D E X2, WET A ZAERIIME~ T o DOWNT N
BT ET, WET A RERTIHEIE. WA X —T oA AEFRELET, W~

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B woszxsqncusmERLELL YA~ Lg YT DR

VTERR T ABAIL. VMM RAA v, i~ BIXORABA v X —T7 =14 A&FEEL
\iﬁqo

\}

GE) BRIV THILAYI~ LAY TTAAL RAEHRETHHA, [2 T %A bk <
FA=ZIMER SN EE A, [Z T F A MR NNT A—H2ITiT, BREAER 70 205 %
AN DT T H IV MER S E7,

1RO BRI
. ?‘f\/ }‘ ;f/\_"{/ﬁ}ﬂz [./VC%< ‘/Z‘gﬁi&) D ij‘o

FIE

RAFY Tl avr74Xal—var®—REfBLET,
i
apicl# configure

ARTvFT2 TFhrbhoary o Fal—var E—RefBELET,
tenant tenant name

% -

apicl (config) # tenant tl

RFYT3 LAYA~ LAY TTAL R I TRAEZEMLUET,

1417 cluster name cluster name type cluster type vlan-domain domain name
[function function type] [service service typel]

INTA—4 5 BA
4 il TN AT T AL DA,
type TNARATFGAZDEA T fEITRO LY T,
* virtual
* physical
vlan-domain VLANDOEIY BTN T2 RAA 'y 2D RAAL T, BT A 20545
[TVMM R A A > WEET S ZADGEITIEL R A A o THLHMERH Y 7,
switching-mode (A7 ay) ROWNVTNILOE— RZRIRLET,
(?WAGWmmMgm * AVE : Cisco ACI Virtual Edge Zilif§ 5 N7 7 4 v 7 DAL v F,
T

e 2 AT 47 : VMwareDVS i@ 45 N7 7 4 v 7V DAL vF, ZIIUET
7 4V METT,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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ATy TH

NXOS RZ A JLCL ZERALIzLA ¥4~ LAY TDER .

~
0
NJ|
%
|
hy

5B

aun

=
e
anp
[y

() BEREX A 7, EITRD LB Y TT,
* go-to
* go-through
«L1
« 12

service

fEE) —v A XA 7, ADCHEBAXEZIE 7 7 AT U —EHEDOT A a3
BIXOGUIZFRTHEHICGUI THEHALET, HiXko LB T,

*« ADC
*FW
* OTHERS

1

WELT A ZADGEIE, RO K HITATLET,

apicl (config-tenant)# 1417 cluster name D1 type physical vlan-domain phys
function go-through service ADC

BABT NA ZDEGEIX, RO X HIITATLET,

apicl (config-tenant)# 1417 cluster name ADCClusterl type virtual vlan-domain mininet

1 DLLED Y FAS FNA RETNA A 7T AZTBEMLUET,

cluster-device device name [vcenter vcenter name] [vm vm name]

INTA—4 s EA

veenter (AET S ADYGEDI) AKET A A~ > % R A h 3% VCenter
0)% E-ILJ.O

vm (BART NA ZDEE DI) ARART A ZDAR~ > v DA H,

11 -

WELT A ZADGEEIE, RO K HITATLET,

apicl (config-cluster)# cluster-device Cl
apicl (config-cluster)# cluster-device C2

BABT NA ZDOEEIX, RO X HIITATLET,

apicl (config-cluster)# cluster-device Cl vcenter vcenterl vm VM1
apicl (config-cluster)# cluster-device C2 vcenter vcenterl vm VM2

1D EDITAZ A H =T 2 A AT RA A T T AZIZBMLET,

cluster-interface interface name [vlan static encap]

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B woszxsqncusmERLELL YA~ Lg YT DR

INSA—4 AR

vlan RAEF A ADBEDIR) I FGAR A R —T 2 ADART 4 12T
®Lft, VLAN O, 1 ~4094 &+ HXLENH Y £97,

1 -

WBLT A ZADGEIE, RO X HIZATLET,

apicl (config-cluster)# cluster-interface consumer vlan 1001

AT A ZADHFEL, WO I SICADLET,

apicl (config-cluster)# cluster-interface consumer

ATYT6 1 DULEDANR—%2 T TR L F—T A ZATBMLET,

member device device name device-interface interface name

INTG A—4

Bl

F XA A

custer-devicezm~ > REZHEH LT, ZOTFT /3, ZZT TIZBMEN TWDNLE
MDY T AL TN, ADLHI,

device-interface

TTGAETFNARALEDA B —T 2 A ADLFH,

1 :

apicl (config-cluster-interface)# member device Cl device-interface 1.1

ATV T AR F—T = A A &BMLET,

interface {ethernet ethernet port | port-channel port channel name [fex fex ID] |
vpc vpc name [fex fex ID]} leaf leaf ID

A F =T = ATEHRL

WIC ZBMT AL, ZORTF Y P2 AX S LET,

INTA—4H

A

ethernet

(A=Y Fy NETFFEX A =Y F o M A U F =T 2 A ZADGFEDHR) 77
A K T INA A HCisco Application Centric Infrastructure (ACI) 7 7 7'V w7 (T8
MEND I =7 LDA—HFy b B—F, FEX A —HF v b AL —ZB/N
T 2561, FEXIDE FEX R— b O 2RO THEEL £,

FEX ID/FEX port

SIE VS

101/1/23

FEXIDIX, VI AZ TNRAANT 7TV w7 I AT U RICEZTHRT D
NERELET,

port-channel

(R—=hFF ¥ RNVERIXFEX AR — M F v X A o Z—T 2 A ADGE D)
TITARTNRAANACI 7 7 7V v 7R INDHR— N F ¥ 124,
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ATvT8

NXOS RZ A JLCL ZERALIzLA ¥4~ LAY TDER .

5B

~
7
NJ|
%
I
hy
aun

vpe (NR—=F % L R— b F ¥ RV EIIFEXNSN—F ¥ )L AR— K F ¥ R A o Z—
T oA ADPEDI) 7T AL TNAANACIT 77V v 7 I S D /3 —
F ¥ R— K Fx x4,

fex (K=K F x>, FEXH— K FxxL, X"=Fx/LK—hKFrxiL, £/
ILFEX X—F v L R— FOLGFEDRHR) HA— bk F ¥ XV EIFAA—F ¥ )L K—
K F X FVOFERIHER T 5 A=A X)) U 2 MER O FEX ID,

leaf T TGALTNAANEZTERTDEPDOA—ZXYY U X HND Y —7 1D,

1 -
A=V Xy b A X =T =2 ADEHEIT, WO LA LET,

apicl (config-member) # interface ethernet 1/23 leaf 101
apicl (config-member) # exit

FEX A —H %y h A ¥ —T A ADEAIT. WO LHIICADLET,

apicl (config-member) # interface ethernet 101/1/23 leaf 101
apicl (config-member) # exit

R—=h T RN A H =T =2 ADFEIF, KOLHIITADLET,

apicl (config-member)# interface port-channel pcl leaf 101
apicl (config-member) # exit

FEX R—hk Fv A X —T x4 ADGFAF, WOLHIITATILET,

apicl (config-member) # interface port-channel pcl leaf 101 fex 101
apicl (config-member) # exit

NR—F )L R— K Fyr RN A FZ—T oA ZADEEIT. IROLHS5ICASLET,

apicl (config-member) # interface vpc vpcl leaf 101 102
apicl (config-member) # exit

FEX "—=F ¥ )V R— b F¥ R A o F =T =2 ZADHET, ROL AT LET,

apicl (config-member)# interface vpc vpcl leaf 101 102 fex 101 102
apicl (config-member) # exit

AL N—|Z yNIC ZiB L £,

vnic "vnic name"

VWIC DR VI, v H—T =2 A ZAZBINT DAL, BIORAT v T 2SR L T a0,

NS A—4H ELE)

vnic 7T AE TR ZADAE~ D YNIC T X7 Z DA, 4iixd B MG T
ﬁiﬁ—o

1 -

apicl (config-member) # vnic "Network adapter 2"
apicl (config-member) # exit

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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ATvT9

FNRAADVERNRNZ T Lih, a7 4Fal—yary BF—REETLET,
51 -

apicl (config-cluster-interface)# exit
apicl (config-cluster) # exit

apicl (config-tenant) # exit
apicl (config) # exit

NX-0S RZAJILDCUZFRALI=/N\A FRAZE) T«
55 REDIER

FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

WIZ., NX-OS AZA LD CLIEZERA LT AA T_A TV T ¢ 7T A VERLT D FIEOH
i LET,

a7 4F¥alb—var E—NERBLET,

1 -

apicl# configure
TrhrybhDar7 4 FXal—varyE®—RNEBELET,
tenant tenant name

£l

apicl (config)# tenant tl

77 AR B LET,

i)

apicl (config-tenant)# 1417 cluster name ifavl08-asa type physical vlan-domain phyDom5 servicetype
FW

JTAE TN AEBMLET,
1 -

apicl (config-cluster)# cluster-device Cl
apicl (config-cluster)# cluster-device C2

TR, F = TAE A E—T =2 ZAEBMLET,
{5

apicl (config-cluster)# cluster-interface provider vlan 101

A B =T 2 ATALN—F A ZZBMLET,
B -

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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METNA RDEE

NX-08 2 % 4 L) CU £ LT/ 1 20tk [

apicl (config-cluster-interface)# member device Cl device-interface Pol
apicl (config-member) # interface vpc VPCPolASA leaf 103 104

apicl (config-member) # exit

apicl (config-cluster-interface) # exit

apicl (config-cluster-interface)# member device C2 device-interface Po2
apicl (config-member) # interface vpc VPCPolASA-2 leaf 103 104

apicl (config-member) # exit

apicl (config-cluster-interface) # exit

WOT AR H— T FGAE =T A&BMLET,
51

apicl (config-cluster)# cluster-interface provider vlan 102
BHIDA VB =T 2 A ZAINSZDOH LA Z—T 2 A AR U A= F Y Z&BMLET,
1

apicl (config-cluster-interface)# member device Cl device-interface Pol
apicl (config-member) # interface vpc VPCPolASA leaf 103 104

apicl (config-member) # exit

apicl (config-cluster-interface) # exit

apicl (config-cluster-interface)# member device C2 device-interface Po2
apicl (config-member) # interface vpc VPCPolASA-2 leaf 103 104

apicl (config-member) # exit

apicl (config-cluster-interface)# exit

7T AAERET— REK T LET,
&1

apicl (config-cluster) # exit

NX-0S R 2 A )LD CUl ZfEMA L =R T/ 1 XA DIERK

FIE

&

ATy T2

ATvT3

WIZ, NX-O8 A% A )LD CLI i L TEART A AR T2 FIEOHI Z 7R L ET,

Oy 7 4 F¥al—vary E— REBBLET,
{1

apicl# configure

Trhrbhoarz 4 ¥al—var®— RERBLET,
tenant tenant name

&1

apicl (config)# tenant tl

77 AL EER L ET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



II WEETY

ATy T5

ATvT6

ATvT8

ATvT9

REFNIZ20EE |
N\ REERT B XML O

1 :

apicl (config-tenant)# 1417 cluster name ifavl08-citrix type virtual vlan-domain ACIVswitch servicetype
ADC

I TARE TNRA AEBMLET,

151 -

apicl (config-cluster)# cluster-device D1 vcenter ifavl08-vcenter vm NSVPX-ESX
AT a—Y VTARBE AU E =T 2 AZBIMLET,

{1

apicl (config-cluster)# cluster-interface consumer

ALV AUE =T 2 RZA U N— TN ZEBIMLET,

{1

apicl (config-cluster-interface) # member device D1 device-interface 1_1
apicl (config-member) # interface ethernet 1/45 leaf 102

ifavl08-apicl (config-member) # vnic "Network adapter 2"

apicl (config-member) # exit

apicl (config-cluster-interface)# exit

TR L= T TFGAE o H—T oA A%&BIMLET,

1 :

apicl (config-cluster)# cluster-interface provider

TN = A B =T A AR CA RN — TN, Z%BMLET,
1 -

apicl (config-cluster-interface)# member device D1 device-interface 1_1
apicl (config-member) # interface ethernet 1/45 leaf 102

ifavl08-apicl (config-member) # vnic "Network adapter 2"

apicl (config-member) # exit

apicl (config-cluster-interface) # exit

75 RAAERE— REK T LET,
B -

apicl (config-cluster) # exit

RIBT /N RZVERLT S XML D451

LDevVi

pATO FEERT S XML DB

KD XML OB TIX, wbevwwvip A7 ¥ =2 EERLET,

<polUni>
<fvTenant name="HA Tenantl">
<vnsLDevVip name="ADCClusterl" devtype="VIRTUAL" managed="no">

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| #ET 1 20ESR
AbsNode # 7 x4 + &4 S % XMLosl ]

<vnsRsALDevToDomP tDn="uni/vmmp-VMware/dom-mininet"/>
</vnsLDevVip>
</fvTenant>
</polUni>

Cisco ACI Virtual Edge D354, KD XML OFITIL, AA v F 7 E— R ave Th 5 Cisco
ACI Virtual Edge VMM R A A JAZBH#EfT 1T BTz woevvip 7 V= 7 b BMERR S IVE T,

<polUni>
<fvTenant name="HA Tenantl">
<vnsLDevVip name="ADCClusterl" devtype="VIRTUAL" managed="no">
<vnsRsALDevToDomP switchingMode="AVE" tDn="uni/vmmp-VMware/dom-mininet ave"/>

</vnsLDevVip>
</fvTenant>
</polUni>

AbsNode & 72 =¥ FZ{ERT 5 XML D4

KD XML O TlL, absNode 7 =7 MEAERK L £,

<fvTenant name="HA Tenantl">
<vnsAbsGraph name="gl">
<vnsAbsTermNodeProv name="Inputl">
<vnsAbsTermConn name="C1">
</vnsAbsTermConn>
</vnsAbsTermNodeProv>

<!-- Nodel provides a service function -->

<vnsAbsNode name="Nodel" managed="no">
<vnsAbsFuncConn name="outside" >
</vnsAbsFuncConn>
<vnsAbsFuncConn name="inside" >
</vnsAbsFuncConn>

</vnsAbsNode>

<vnsAbsTermNodeCon name="Outputl">
<vnsAbsTermConn name="C6">
</vnsAbsTermConn>

</vnsAbsTermNodeCon>

<vnsAbsConnection name="CON2" >
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsTermNodeCon-Outputl/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsNode-Nodel/AbsFConn-outside"/>
</vnsAbsConnection>

<vnsAbsConnection name="CON1" >
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsNode-Nodel/AbsFConn-inside"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsTermNodeProv-Inputl/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



REFNIZ20EE |
B o ve~Lavi9—EROTURRA D L LT E Y L EBEEN D XML OB

LANAG~ LANVTIYH—ERDIVKRRA VT IL—TLaxo4%
BEE&E (< (% XML 0451

WIZ, LA ¥4~ AYXYTH—ERADT Y RRA 2 b I A—F L axy ¥ &A% XML
OFERLET,

<fvTenant name="HA Tenantl">
<vnsLDevCtx ctrctNameOrLbl="any" descr=""
dn="uni/tn-HA Tenantl/ldevCtx-c-any-g-any-n-any"

graphNameOrLbl="any" name="" nodeNameOrLbl="any">
<vnsRsLDevCtxToLDev tDn="uni/tn-HA Tenantl/1lDevVip-ADCClusterl"/>
<vnsLIfCtx connNameOrLbl="inside" descr="" name="inside">

<vnsRsLIfCtxToSvcEPg tDn="uni/tn-HA Tenantl/ap-sap/SvcEPg-EPGl"/>
<vnsRsLIfCtxToBD tDn="uni/tn-HA Tenantl/BD-provBD1"/>
<vnsRsLIfCtxToLIf tDn="uni/tn-HA Tenantl/lDevVip-ADCClusterl/l1If-inside"/>

</vnsLIfCtx>

<vnsLIfCtx connNameOrLbl="outside" descr="" name="outside">
<vnsRsLIfCtxToSvcEPg tDn="uni/tn-HA Tenantl/ap-sap/SvcEPg-EPG2"/>
<vnsRsLIfCtxToBD tDn="uni/tn-HA Tenantl/BD-consBD1"/>
<vnsRsLIfCtxToLIf tDn="uni/tn-HA Tenantl/lDevVip-ADCClusterl/lIf-outside"/>

</vnsLIfCtx>

</vnsLDevCtx>
</fvTenant>

LANAG~ LANVIY—ERXRDIVRKRA T IL—TTEEHGHT
T ILIE ZEEFHT S XML Dl

KO XML OFITIE, LA ¥4~ LAY TH—ERATY KBRS v b I NA—TFTHEIH 7Bl
PRERA L TWET,

<polUni>
<fvTenant name="HA Tenantl">
<fvAp name="sap">
<vnsSvcEPg name="EPGl" encap="vlan-3510">
</vnsSvcEPg>
</fvAp>
</fvTenant>
</polUni>

GUI ZERALETNNA RADERE

TNA ZAAER LTI T, TDTNA AEEETHIENTEET,

\)

GE)  TAAREAERRT 27 FREFBRAFED 7 7 22T A48T 5121%, [7/34 2Dk
] OFNEEERT 2 LERHY 7,
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GUIERALTLA Y TREASA TS RILAvaTo rSoxorzamt ]

FIE

ATYT1 A==z2— =T, [Tenantg] > [All Tenants] DIEIZER L £7,

ATY T2 [Work] XA T, TF» bOLFIEZTNT Y v 7 LET,

AT w73 [Navigation] 7 1 > K7, Tenant tenant_name> Services> L4-L 7> Devices> device name % R L £,
[Work] ¥ « & RUIZT NA AT DIERN R R INET,

ATFv T4 Gengral 7 23 LTIV ONDNRFA—ZEEBTAHAaFENTXET,

Devicel®7 v a v Tid, A v ¥ —T A ADBMN, FZTETFOAL X —T =2 A AD/NADEREITZ
Ft, AV F T2 REBENMTDITNE, +RF U E27 Vw7 LET, RAZEFTHITE, BETH.
AEZTNI Y v LET,

ATV TS NI A—=FEEF LI, Submit 227U v 27 LET,

GUIZERLTLAVYTIREASA T/NA RIZLAYVAT
DrSoxT%FHHMIE

WOFEIETIE, GULEZFERH LAY 7TIRIBEASA T AL A2 A Y4 TDORNTUF U IBA
ML ET,

1R BRI
s ASA T XA ZADFEI LA ¥ TIZ LAY 4IFRTE LTV,

FIE

ATYT1 A==z2— =T, [Tenantg] > [All Tenants] DIEIZFER L £,

ATw T2 [Work] %A T, TF > hDLARIZZTNL2 Y v 7 LET,

AT w73 [Navigation] 7 1 > K7 G, Tenant tenant_name > Services> L4-L 7 > Devices> device_name % 3R L £,
ATv T4 [Work] 7 > R, TrunkingPort = v 27 Ry 7 2%+ N2 LET,

ATw 75 [Submit] #7 U v/ LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



REFNIZ20EE |
B resTapi EERLTLA Y T EBASAF A RICLAVATD FSUF LT EEMIE

RESTApi AL TLAVYT{RBASAT/N\AL RIZLAY
ATHO RS XTEFHME

WOFNATIX, RESTApi ZH LT, LA ¥ 7IIED ASA T/NA AL A ¥4 TDO T U*
VT RN D ERLET,

15 H B
i ASA 7‘/\/1’ A O)'f}in_n I//r JV 7 1//]) ‘}V 4 %L‘ L/ :‘/[Z‘Z/E:o

FIE

%Eﬁ{‘if’% 1/4)'\7 7 51/\‘/( 7\@: 1/4)'\7 4 TO ]\ 5 Vﬂ’r‘/ﬁ’a’:ﬁ?ﬁélﬁ‘é InsiemeCluster

<polUni>
<fvTenant name="tenantl">
<vnsLDevVip name="InsiemeCluster" devtype=“VIRTUAL” trunking=“yes">

</vnsLDevVip>
</fvTenant>
</polUni>

RESTAPI £ &£ &2/ UiR— hENT=T/\A XADERA

@ REST API Tl A AR — b ENT=T A ZAEFHLET,

<polUni>
<fvTenant dn="uni/tn-tenantl" name="tenantl">
<vnsLDevIf ldev="uni/tn-mgmt/1lDevVip-ADCClusterl"/>
<vnsLDevCtx ctrctNameOrLbl="any" graphNameOrLbl="any" nodeNameOrLbl="any">
<vnsRsLDevCtxToLDev tDn="uni/tn-tenantl/1DevIf-[uni/tn-mgmt/1DevVip-ADCClusterl]" />

<vnsLIfCtx connNameOrLbl="inside">
<vnsRsLIfCtxToLIf
tDn="uni/tn-tenantl/1DevIf-[uni/tn-mgmt/1DevVip-ADCClusterl]/1DevIfLIf-inside"/>
<fvSubnet ip="10.10.10.10/24"/>
<vnsRsLIfCtxToBD tDn="uni/tn-tenantl/BD-tenantlBD1"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="outside">
<vnsRsLIfCtxToLIf
tDn="uni/tn-tenantl/1DevIf-[uni/tn-mgmt/1DevVip-ADCClusterl]/1DevIfLIf-outside"/>
<fvSubnet ip="70.70.70.70/24"/>
<vnsRsLIfCtxToBD tDn="uni/tn-tenantl/BD-tenantlBD4"/>
</vnsLIfCtx>
</vnsLDevCtx>
</fvTenant>
</polUni>
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NX-08 24 A L0 CU EEALEADTF > kh 0731 2otk [

NX-08 RZ A LD CLUZFERALIZADTF 2 bNoDT
INA R DYERL

HHEY—E 2D F VA TIE, BOTF v IS T A, 2% A VR— FTEET,
FIE

ATV Tl avr74Xal—var = REfBLET,
i -
apicl# configure

ARTvT2 7Frboar74¥al—var = RetLET,
tenant tenant name

1 -

apicl (config) # tenant tl

AFYvT3 FAALZAEAR—FLET,

1417 cluster import-from tenant name device-cluster device name

INT A=A BTLL]

import-from TN ADA U AR— NIEDT T N DARI,

device-cluster BELET T b A YR —= T DT AR 7T AZDA4HI,
i -

apicl (config-tenant)# 1417 cluster import-from common device-cluster dl
apicl (config-import-from)# end

GUI ZERA LT/ RDA U iR— FDHEER

GUI LT, S AREFICA VA= SN2 L 2MRTIZLENTEET,

FIE

ATYT1 A=z2— "—T, [Tenants] > [All Tenants] DJIEIZER L £,
ATY T2 [Work] XA > T, TF bDOLFIEZTNT Y v 7 LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B cuzsALET (201 Uk— romER

AT w73 [Navigation] 7 1 > K7 C, Tenant tenant_name> Services> L4-L 7> Imported Devices> device name % 4R
L\i‘a_O

TS ANEFHDY [Work] A NIFREINFET,
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=% =R

HY—EXAWAF—7AL—2a Y

cH—ERAVMA—HF AL — 5y 27 —)

e —EAVM A —4 AN — g OESHEIELHEE (28 2—)

*« Cisco APICGUI il L7z —EA VM A — 7 A L —v a3 VORE (29 X—)

¢ NX-OS AZ A )L CLI A LI —EA VM A—HF A FL—3 3 v ORE (3523—)
«RESTAPI ZffH L7=—EA VM A—7 A ML —v g VORE (36 3—)

e —ERAVMA—F AL —2a DT TN a—T 407 (384—)

HY—EXAWMAF—7XL—23 Y

F—E R~ (VM) A—77 A N L —3 3 %, Cisco Application Policy Infrastructure
Controller (APIC) TOH—E R VM OIER & EEARLICT HHR Y o —X—2ADORETT,
P —EA VM A —47 A kL —3 3 %, Cisco APIC 4.0(1) ® VMware vCenter Egt 6] 1 F 0 574
BET,

LIHTIE. VMware vCenter CTH—E X VM ZfER L, ZOHF—E A VM BB L W7 —& &
VH—HERLTCT—H A NTIWCBEE#EMFTAILERNHY E Lz, o, Efxry hU—7 O
TEFS LN Cisco APIC ~D#Ei b MET LIz, & ZAN, P—EAVMA—F7 A Rb—v 3
PEHTHE, T BbDZ A2 %3 ~T Cisco APIC THEITTEET,

P—EAVM A —Fr A L — 3 0%, BEL5T /31 X (CDev) & HIFEEINZY—E R VM D
RETREAEGEELE T, CDevid, W7 /N1 A (LDev) & HIEEINDT NA AT T A
2N N—TbSNET, LDevIZEH SN Da%E LA Y > —IE, LDevIZE £ TV 54 CDev
WA S ET,

P—EAVM A =T AL —2a U EEHTLICE, a7 0Fa2b—vary 77 A 0xE
LCTY vy 7 —RLET, WICVM A VAL 2R V=2 ELTCLA T4~ AF7T
LDev Z{Ek L, LDev IZBTEATT 5 CDev Z{ERk L £, Y—EAXA VM A—F XA FL—33
ERETHHEIC, P—ERAVMA—F A ML —3 g VOEBEFHEEHRFE 028—Y) %
A TTHE L T 7EE 0,

HF—E A VM A —H~ A hb—3 3 # A 7%, Cisco APIC GUI, NX-OS A% A )L CLI, ¥£7-
I RESTAPI #ffH L CTHEITTE FJ, MBI VW T, ROEEZESML T30,

« Cisco APICGUI ZfEH L7=—E A VM A —F7 A L —3 9 VORE (29 X—2)
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Y—ERAWMA—5 R rL—vay |
B v—cawr—sziL—varorssasnsa

eNX-OS ZAHX A )V CLIZHEHA L= —EAVMA—4 A ML —3 3 L ORE (353—2)

*RESTAPL ZME L7z —E A VM A —4 A L —3 9 VORE 363—)

H—EXAWMF—7X FL—2 3 VOFERIELFNSE
I8

P—EAVMA—7 A N L—a U EHEATLIHAIR. ROFEEFHEEHRFHEICEELTL
7230,

e —ERAVM A=~ A ML — 3 T Cisco @il VT (KBTI T A
(ASAv) B XU Palo Alto Networks 7 /3 A TOHYR— hENET,

e —ERAVMA—F AL =g R LIEANAAL T4 T8 YT 4 (HA) AR~ v
(VM) OB AL, FA ML=V TORYFR—bENET, o—HLTFT—H 2 T Tl
PR—FEINFEHEA,

e H—H%— 12 VM 721X HA —E A VM @& A TlL, Dynamic Host Configuration Protocol
(DHCP) IP 7 KLy v 7R — b S EEA,

« VMware vCenter C/ERL SN 72— b N —7F7213 VM T 7 L— MMZHOWTiE, ¥—
EAVM A —47 A Kb—3 a3 &I HHEIIC, Cisco Application Policy Infrastructure
Controller (APIC) TA >~ FU ZFETRBTOILENDH Y £4, REICHT L F¥=
AP TA X M) OEMZ N =35 G EafR LTI IEE0,

« Palo Alto DAL, T 7 4/ hDax—P—4 admin & /XA YU — K admin COLEEL F
j—o

* Palo Alto 7 /34 AZE AT 5L, [Script error: force config push is
required] &FE/RIALT Cisco APIC T 10 EDOEENEAELET, TOAvE—TVD
JR A 1E Palo Alto 7 /34 A TIFATSNTWLHHRE T rE A TY, RENEFIZT via&
NWCTNAADNRET DL, BEEIFRESNET,

« Cisco APIC 1. HI%E L OHEARZIZ Cisco il X VT A RIET 7 I7A4 T A
(ASAV) T A RZEFETEEHA, ZOMBEIL, RRICALET DAL v T THUVMAC
T RUVANRZ YT EINTWRNWTZOICRAELET, ERICALET DAL v FTH—E R
VM IR ENDHIPT RLADOMACT Y U227 U7 L, +—ERAVMA—4# Ak L—
arEFEHLTH—ER VM AZHEA LT &0,

cHEFORY o— % EHET AAT, HREPETTHE T, T A REEMT 5T
WA VM A VAZ 2R Y =% EELRWNWTL 7280,

cHP—EAVM A= A b= a VERMEHLTH—E 2 VM 285 AT 2121, BN
VMware vCenter HE[R % f7hZ L £ 9, [Cisco ACI Virtualization Guide] ¢ [Cisco ACI with
VMware VDS Integration] D F? [Custom User Account with Minimum VMware vCenter
Privileges] #ZM L T 72 &0,
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| #—ERWMA—~ZL—vaY
Cisco APIC GUI Z A L= —ER WM A —4 X FL—> 320z ]

Cisco APICGUI 2L =Y—EXVWMA—4 X kL —

=L

a3 VDERTE

Cisco Application Policy Infrastructure Controller (APIC) GUI TW DD X A7 4T L CTH—
EAVMA—F7 AR —va VEBRETEET,

Cisco APICGUI Z{FRAL=-VM A > X Z VU RIER) O—DERL

i~ (VM) A P RAZ 2T 7 A VOERRIE, P—E2 i~ (VM) =7 A b
L— a3 & LT Cisco Application Policy Infrastructure Controller CTH—E A2 VM % & A$
FOEHT D70 RDORYD I AT T, TAA A7 T AL EITwET A 2 (LDev)
ANCAERR SRR Y =25, LDev (2B T 2 B47 /314 A (CDev) ZHEH S ET,

FIE

RT v F1 CiscoAPIC (Icm /A LET,
AT w72 [Tenants] > T3 > b >[Policies] > [VMM] > [VM Ingtantiation Policies] (2 L %9,

AT9 T3 (BT Ruoh EBIchH I Nv~—L L FDT A %271 v 7 L, [Create VM Instantiation Policy]
EIRL £,

AT w74 [Create VM Instantiation Policy] # A 7 2 7R v 7 AT, ROFNEEEITLET,
a) [Name] 7 4 —/V RIZHAR U o—D&4RIEZ AT LET,
b) [Controller] R v X T UX b ay be—J7 28R L ET,
¢) [VMTemplate] Ky 7# DU AT, T2 —EAVMOT 7 L— FZ2@RLET,

Fay 77Xy R NMZE, a2y bae—JZBEEMfTo N TN VM T 7 L— MRERINET,

GE)
VMware vCenter CERL L7- VM 7 7' L— " RFERINZWVIGEAT. ROTFINEEZEITLET,

1. [Controller] Rr v FX T VR NDHICHLHFEEADOT A a2 ) v 7 LET,

2. [Controller Instance] # A 7 2 7R v 7 ADHZHDH LV Fenr~—DT A arw7 0y 7 L,
[Trigger Inventory Sync]. [Yes] DNEIZZ UV » 7 LCRMZ U T—L ET,

3. [Controller Instance] %1 7 7 278 v 77 A% [ U T [Create VM Instantiation Policy] # A 7 7 77K v 7
AR £,

d) [HostName] K>y 77X 7 URARNT, $y—EA VM ZEATHHRA FZRIRL ET,
VMware vSphere 738V ¥V —A A/ Va2 —F (DRS) 7 7 AX F7-13flx DARA N ZBIRTE ET,

e) [DataStore] KRy 7FX T URARNT, VM7 4 A7 ZBETHT —X A RNTZEIRLET,
f) [Submit] =27 U 27 LET,
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Y—ERAWMA—5 R rL—vay |
B ocuzEmLcLava~ LAV TH—ERT AL REERLTIM A VR E D RIEKY S —IZBIEF 5

BT 4V RO VM A VAZ AR ) —INFEoRENE T,

GUIZFRALTLAYVA~ LANVTIY—EXTNA RZERLTWM
A 2RZRIERY) O—IZBEERITS

COFMETIE, VA Y4~ LAY TH—ERT A ZAEMER L, FRNTER LI~
(VM) A A Z v Z bR Y 3 —IZ BT F 9,

LATYA~LAXYTH—ERT AL RAEERT D L, WHLT A AFE IR~ OWTh
DICHERECE ET, B Z A TICLo T, 74—V RPETRRY 3, WET /1 RIT
BT 2581, WA VA —T oA AFEELET, W~V UICERT 55 A81T. VMM
RAAL L, B~ v, BXOMUBA v 2 —T =2 A ABEELET, £/2. RHAETTLEER
L CHEs FEICRRET Db T T,

VM A v AH 2R —IZBEf T D LA T4~ LA T TOH—ERT A ZAEEHRT 5
BAIE., RV —FHEELTH LW —ERA VM ZERTAZ L TEXFET,

\}

CE) m—=R AT ¥ THLLA VA~ LAY TI—ERAT A, AEMRT %G, 27 F 2 MR
kT A= EIVER A, contextaware 2N T A — & DT 7 /L MEIL single context = >
TERANTYT, BHEHIT L ENTEET,

1R DRI
« T FEEHRL TR LENH Y £7,

e VM A VAR AR = EERE R TH D MENH Y £9, Cisco APIC GUI Zf#H L
ToVM A AL 2R Y —DER (29 X—) OIHZZL T 7EEW,

FIE

AT w1 Cisco Application Policy Infrastructure Controller (APIC) (Zm1 27 A > LE 7,
ATw 72 [Tenants| > TF > bk >[Services| > [L4-L7] > [Devices| (ZBEI L £7,
ATw 73  [Devices] 247 YV v 27 L [Create L4-L7 Devices] 2R L £,

Fld EEV AV RUOE RICH LT 7 var T A ay (RELENAY—LLUTF) 27 Vv L,
[Create L4-L7 Devices] Z1®RT 252 L b TE £,

AT w74 [Create L4-L7 Devices] ¥ 1 7 2 7R v 7 AT, [General] EZ ¥ a »DIRD T 4 —)L RIZATTLET,
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GUI EBALTLA Y4~ LAY TH—ERTNA REEHRLTIM A 225 v xieky —=ehEr 5 [l

f

ao
=

B

R| X

(Name)

|

LAY 4~ LAY TH—ERT A ZADLRFTH A
HLET,

Y—EXR 47T

Koy FZ ) A b Y—E 2DOFREZ N L
F9, WOWTNNDOFEIELZB|IRTX £77,

+[ADC] (77 Vo —varlidfgar brn—7)
[ADCiZ, 77 4 /L O —ERAOFIHTT,
e [Firewall] : V—7 v REIZ R T AT L
MERE— REZBRLET,
+ [Other] : £ DLDOET— R,
GE)
RY—_R=R Y ZA L7 FRETIE, —EA
DOFEFH & LT [Firewall] 7213 [ADC] %#i®IR L &
TO

Device Type

MRAE (Virtual) 1 LA FP4~1v AP T7H—bE
AT INAR) ZIBIRLET,

VMM RAA >

ke 7Z 7R RNNEVMM KA A 28R L
i‘a‘o

VM Instantiation Policy

Ke w72y A2 RNC, ANICER LT VM A >
2B ZAERY —HEBIR L £,
R —%@RTHE, HFLOLA Y4~ 1L AT

7= AT A ZZEEAMT S5 E T, VMware
vCenter CHENIZ VM Z1ERRT 52 & b T £,

BmEMNE—F

=R 7T T DREABKIZAER SIS Cisco
Application Centric Infrastructure (ACI) TEH IN D
FK— h 7 —F CEER T — AT BT,
Frv IRy I AeF AT LET,

ERE— e AT oE, A=k 7 —70D
FTRTD T 7 ¢y 7 PNEZERIR— MR ST
WD VM IZEETE 7,
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B ocuzEmLcLava~ LAV TH—ERT AL REERLTIM A VR E D RIEKY S —IZBIEF 5

E23)

Bl

AVTFRNERH

[Single] (77 #/V ) F72I1% [Multiple] Z &R L F
j‘o

[Single] Z IR L7=6. 7o/ X — 3y hU—
7 ETHRANENTHED XA TOBEHDTF > b
TT AR TAREHFTHZ LT TEERA,
BEDL—YF—DRTEDTF o MITNA A 7T
AR T M ERH Y 5,

[Multiple] Z2#IR L 72551, oM ¥ — Ry b
T —27 ETCHRANTDREDZ A T OBEEDOT T
NCTNRART FAZEIETEET, L& 2R
W UTFNA R HTE200KRAT 4 0 FE4N
TFETDHAREMENRH Y 7,

e

WDOA TV a v EFEIRTEET,
* [GoThrough] (F 7 > AT L K E—R)

* [GoTo] (Jb—7 v K E—FK)

ATwF5  [Devices| t /v arTCTIATAark 70 v LET,
AT9T6  [TINAADERFIEL (CreateDeviceSTEP 1) |>[T/31 R (Device) | A T 7Ry 7 AT, kD
74—V RIZASILTERET SA A (CDev) ZHER L, LA Y4~ LAY TH—ERT /A RZBHEA T

F7.

Z2X1) BTl

Gateway |P HLNWT—EAVM O — R U =AP7 RL A%
AILET,

[Subnet Mask] HLWH—EAVMOY T Ry h~Z2 7% ASL

i—éqo

M anagement vNIC

Key 722 MnBEH LW —EZ2 VM O
BHL VNIC &38R L £,

VM

VMware vCenter (R S35 LW —E A VM
DVM A E AN LET,
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GUI EBALTLA Y4~ LAY TH—ERTNA REEHRLTIM A 225 v xieky —=ehEr 5 [l

EA:1] B
Host Ry 727 ) X b EH LW —E A VM D
(D) RAPZRRLUET, AR FEZRRLURWGEIE,

VM A VAR Z LR ) O —TER SN TV AR A
MAEHESNET,

AU —_—=2 Y XA L7 (PBR) &L Direct
Server Return (DSR) H¥RED AL, FAw I E
DWTHIEDARA NIRRT HLENRHY £9, £
DGFEITIELWARR P ZFEIRL T EE W,

DSR & PDR DEIZ, v ¥ a—FT 47 VM &
P—EAVMZFEUL by 7477 w27 (ToR) A
A v F XTICEL T TEERA, LER-T
PBR ¥721ZDSR hARE DY —E 2 VM 28 AT
DIEHDORA NEBIRT HMERHY £, SEIRL
RNk I > T —EA VM R B a—
T A4 VM ERIUAR A MIEA IS e
b FEF,

Cisco7 7V r—>artvr M) w7 A0 T7F AR
Z 7 F % (ACI) {48 Edge THif 57 /31 AD S
A, FUERAMINATRATETT 4 DL A Y4
~ LAV THV—ERT A RAEEATHZLILT
XFEHA, LEBST, T4~V VM EH
AU VM IZERDHRA M EBIRL 9,

Port Group Name

Foy 72 AT, BriLW—E2A VM %
BATLOIR—K 7N —T72ERLET, BRLA

=)
WEBEAIZ. VMT U 7 L— F T SR TV B R—
kN ZN—T0MER SN E T,
HA EPG HLWY—EAVM DN, TRAFTEY T ¢
UT55) (HA) #W{EHIC. HA=Y RRA v s Z—F

(EPG) 7>, vSwitch £ 72130 BBRAE A A » F
(DVS) R— kK NV —TF% Fay7F&x7 U 2 K
NEHIER L E7,

HA Network Adapter

Ky 7Zo )2 MnbHLn—E 2 VM A
DHA Xy NI —0 THETZE@EIR L F7,

(=E)
Username HLWH—EA VM Oa—HF—Z 2 AN LET,
Password FHLW—EZX VM DORRAT— RE AT LET,

Confirm Password

INAY—=FRZ@mADLET,
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ATy 717
ATvT8

ATvT9

ATv 710
ATvITN
AT T12
ATv713

ATy 714

(KN %27 Vv LET,

[Create Device STEP 2] > [Interfaces] # A 7 © 778 v 7 A D [Interfaces| €7 > a T, F'TA T A a%
7w LET,

FAT TRy 7 ATROT 4 =)L FIZATIL, CDev DA » H—7 = A A&FELET,

e Bl

£ A1 (Name) Fay 72T ) A2 RN LA Y4~ LAY TH—
ERATNRA AL B —T 2 A ADLHTZERLE
—aAO

vNIC Fay 7Z AR VM Ry NU—0 T X

(’f}jfﬁ?j/i/rx &47"@%() 7057 @%ﬁﬁ%ﬁg?ﬂbij«o

Path AVE—=T oA AT HR—F, A—K F¥

(LAY 4~ LAY TH—E 2T g 2pfas | TV (PO o EEA—F v R—h Fy L

A RO A TS 5 ) (VPC) Z#®IRLET,

[Interfaces]| ©27 > a » CTI7A T A arv it ) —EI7 Uy 7 L, JOA 2 —T x4 AR ELET,
[Update] 27 U » 7 LE7,

LATY4~ LAY TH—ERATNNAL RAZH—EAVM & S HIZEMT HI1C1E, FIE8 ~TFIA 13 24tV
ELET,

O — A VM 27 5354515, [Create Device STEP 1]> [Device] ¥ 7 & 77K v 7 A @ [Cluster]
7 as T TAAL AT EICRDT 4=V FIZATLET,

HAV JAZTIL, VIARAZDA L H—Tx A AN, 7T AZNDOWGTOEART RA RHDHRIET HA
VH—T 2 ATy BT ENTNWD I EEMHR LT ZEN,
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NX-0S X% A )L CLL £ A LI —EXWMA—4Z kL—2 a0z [

E23) B

[Cluster Interfaces] &1k ROZ 4=V FIZAAN LT, LAY a4~ L AT7T
P —E RTINS 2D AR E L E T,

o [Type] kv 77X T VA NNS T TAHL A
VHE—T A ABALTHEERLES, XA
FRDO LB TF,

« failover_link

cA—T4VT 4

* consumer

* provider

» mgmt

* cluster_ctrl_Ik

- failover-lan

 consumer and provider
«[Name] Rz v FZ T YRR T T AL A
H =T A AL EERLET,

s [Concrete Interfaces] K2 v 7*Z7 U 2 KT,
BETT DTV ERA v F—T = A A1
RLUEF,

AT w715 [Finish) 227V v 27 L£7,

RDBERY

[Recent Tasks] C. VMware vCenter COH LWV —E 2 VM OIEREZERTE 9, rdh
LETICULELSRRINDND Z LD £,

NX-0S RAAJ)LCLU ZFEAL-Y—EXAVWMA—4 X
L—2 3 VDERTE
NX-OS AZ A )V CLIZEH LT, (R~ (VM) A v AZ 2R Y v—& LAV 4~1

AYTEZRT A RBER L, TR ABA VAKX AR =l v B I TEET, £
D%, RETBLUONEA v Z—T oA A VM Py NI — 7 TETFRZII~v v L I TEET,
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FIE

ATFYT1 VM AL AX L ZLRY > —FER LET,
B -

APICI (config-tenant) # inst-pol VMPolName VMMname VcentercontrollerName VMtemplateName ClusterName
datastorename

ATYT2 LAY 4~ AV TEHLRT AL AEERLTVM A A X 2 AR Y o —IZ AT £,
B -

APICI1 (config) # tenant TO

APICI (config-tenant)# 1417 cluster name ASA-Single type virtual vlan-domain ASAVMM switching-mode
AVE vm-instantiation-policy ASA-Template-Pol service FW function go-to context single trunking
disable

ATYT3 NEBLIOINEA v X —T =2 ZAE VM Ry T —7 TEFZ I~y BT LET,
1 -

APIC1 (config-cluster)# cluster-interface external

APIC1 (config-cluster-interface) # member device ASA-Cdev device-interface GigabitEthernet0/0
APIC1 (config-member)# vnic "Network adapter 2"

APICI1 (config-member) # exit

APIC1 (config-cluster)# cluster-interface internal

APICI1 (config-cluster-interface) # member device ASA-Cdev device-interface GigabitEthernet(0/1
APICI1 (config-member)# vnic "Network adapter 3"

APICI1 (config-member) # exit

APIC1 (config-cluster-interface)# exit

APICI1 (config-cluster) #

RESTAPI 2L -H—EXVWMA—4 SR L— 3>
DEETE

RESTAPI ZfiHA L CYH—EA VM A —F A ML — g VERETEET,
Fig

P —ERAVMA— AL —a AR ELET,
B -

<vnsLDevVip contextAware="single-Context" devtype="VIRTUAL"
dn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20" funcType="GoTo" isCopy="no" mode="legacy-Mode"
name="NEW-HA-LDEV-20" promMode="no" svcType="FW" trunking="no">
<vnsLIf encap="unknown" name="client">
<vnsRsMetaIf isConAndProv="no"
tDn="uni/infra/mDev-CISCO-ASA-1.3/mIfLbl-external™/>
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<vnsRsCIfAttN
tDn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-S1-NEW/cIf-[GigabitEthernet0/0]1"/>
<vnsRsCIfAttN
tDn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-P1-NEW/cIf-[GigabitEthernet0/0]1"/>
</vnsLIf>

<vnsLIf encap="unknown" name="server">
<vnsRsMetalf isConAndProv="no" tDn="uni/infra/mDev-CISCO-ASA-1.3/mIflLbl-internal”/>

<vnsRsCIfAttN
tDbn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-S1-NEW/cIf-[GigabitEthernet0/1]1"/>
<vnsRsCIfAttN
tbn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-P1-NEW/cIf-[GigabitEthernet0/1]1"/>
</vnsLIf>

<vnsRsLDevVipToInstPol tDn="uni/tn-T0/svcCont/instPol-HA-POL"/>
<vnsRsALDevToDomP switchingMode="AVE" tDn="uni/vmmp-VMware/dom-mininet"/>
<vnsCDev cloneCount="0" host="10.197.146.188" isCloneOperation="no" isTemplate="no"
name="CDEV-HA-S1-NEW" vcenterName="orioninlO3-vcenterl" vmName="ASA-S1-VM-20">
<vnsHAPortGroup portGroupName="10.197.146.188 | VLAN2500-172-25"
vnicName="Network adapter 10"/>
<vnsDevFolder key="FailoverConfig" name="FailoverConfig">
<vnsDevParam key="lan unit" name="lan unit" value="secondary"/>
<vnsDevParam key="failover" name="failover" value="enable"/>
<vnsDevFolder key="mgmt standby ip" name="mgmt standby ip">
<vnsDevParam key="standby ip" name="standby ip" value="10.197.146.178"/>
</vnsDevFolder>
<vnsDevFolder key="polltime" name="polltime">
<vnsDevParam key="interval value" name="interval value" value="1"/>
<vnsDevParam key="interval unit" name="interval unit" value="second"/>
<vnsDevParam key="holdtime value" name="holdtime value" value="3"/>
</vnsDevFolder>
<vnsDevFolder key="failover link interface" name="failover link interface">
<vnsDevParam key="use lan" name="use lan" value="fover"/>
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
<vnsDevFolder key="failover ip" name="failover ip">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="active ip" name="active ip" value="172.25.0.178"/>
<vnsDevParam key="netmask" name="netmask" value="255.255.0.0"/>
<vnsDevParam key="standby ip" name="standby ip" value="172.25.0.179"/>
</vnsDevFolder>
<vnsDevFolder key="failover lan interface" name="failover lan interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
</vnsDevFolder>
<vnsCIf name="GigabitEthernet0/1" vnicName="Network adapter 3"/>
<vnsCIf name="GigabitEthernet0/0" vnicName="Network adapter 2"/>
</vnsCDev>
<vnsCDev cloneCount="0" host="10.197.146.187" isCloneOperation="no" isTemplate="no"
name="CDEV-HA-P1-NEW" vcenterName="orioninlO3-vcenterl" vmName="ASA-P1-VM-20">
<vnsHAPortGroup portGroupName="10.197.146.187 | VLAN2500-172-25"
vnicName="Network adapter 10"/>
<vnsDevFolder key="FailoverConfig" name="FailoverConfig">
<vnsDevParam key="lan unit" name="lan unit" value="primary"/>
<vnsDevParam key="failover" name="failover" value="enable"/>
<vnsDevFolder key="failover ip" name="failover ip">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="standby ip" name="standby ip" value="172.25.0.179"/>
<vnsDevParam key="netmask" name="netmask" value="255.255.0.0"/>
<vnsDevParam key="active ip" name="active ip" value="172.25.0.178"/>
</vnsDevFolder>
<vnsDevFolder key="failover lan interface" name="failover lan interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
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</vnsDevFolder>
<vnsDevFolder key="mgmt standby ip" name="mgmt standby ip">
<vnsDevParam key="standby ip" name="standby ip" value="10.197.146.179"/>
</vnsDevFolder>
<vnsDevFolder key="failover link interface" name="failover link interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="use lan" name="use lan" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
<vnsDevFolder key="polltime" name="polltime">
<vnsDevParam key="holdtime value" name="holdtime value" value="3"/>
<vnsDevParam key="interval unit" name="interval unit" value="second"/>
<vnsDevParam key="interval value" name="interval value" value="1"/>
</vnsDevFolder>
</vnsDevFolder>
<vnsCIf name="GigabitEthernet0/1" vnicName="Network adapter 3"/>
<vnsCIf name="GigabitEthernet0/0" vnicName="Network adapter 2"/>
</vnsCDev>
<vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-1.3"/>
</vnsLDevVip>

HY—EXAWMA—45X L—23 DS TIVoa—T«
2l

ZITE, P—ERAVMA—F A M b—a COBEMOME L HIREIE, BIXORENREAEL
PSR ED N T TN a—T 4 T FNEICOW T L ET,

B—EXAWMTUTL—rBRVM A U RE DRER) D—IZRTSH
Ay

VMware vCenter CIERL L= —EZA VM T 7L — N VM A A X > ZER Y o —I2FKxR
SN WEGAIX, WOFIRZFITLET,

FIE

AT 71 vnslnstPol Z i L T Visore Z#f##8 L. vmTemplate #¥E L F9,
vnsingtPol 7 « —/V ROMER 7e\WGA . F72I3ED null O%E1L, RO FNEICHEARE T,
ATYT2 A XU MNIOREME MY H—LET,
a) Cisco Application Policy Infrastructure Controller (APIC) C [Virtual Networking] > [Inventory] (ZF8#) L .
[VMM Domains] 33 & O [VMware] 7 4+ /V X Z BB L £7,

b) VMM RAA %7 ) v o LET,
) FRONATarte—32F707 v LET,
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VMware vCenter THERL L 7=7R— & )L— A% CDev SRR S AR LY .

d) [VMMController] ¥ A 7 0 VAR > 7 AT/ ~v—L L UFO Ry X7 A Kb [Trigger Inventory
Sync] IR L, a7 IMRERINTED [Yes] 27 U v 7 LET,

AT T3 i~y (VM) AV AZ AR Y =R LET (VMM KA A I~y B 7 & Tnbdar b
O—Z%8RL, VMT U7 L— MRTFETHINEINEHRLTIZEN) |

VMware vCenter T{ERL L f=7R— k JIL—TH CDev [CRTR SN 740D

VMware vCenter CYERL L7z — F ZL—7 N BELRFT/SA 2 (CDev) IZFER SRV,
WOTFNEZFEITLE T,

FIE

ATV TN AN ORME N T—LET,
a) Cisco Application Policy Infrastructure Controller (APIC) C [Virtual Networking] > [Inventory] (ZF8#) L .
[VMM Domains] 33 & O [VMware] 7 4+ /V X Z BB L £7,
b) VMM FKAA %27 U w7 LET,
) FRONA U Tarwe—F%F 7N ) v LET,
d) [VMMC Controller] ¥ A 70 7Ry 7 ATNy~<w—LL2FORay 7 H U A M) [Trigger Inventory
Sync] #IRL, Yo T IRERRINTD [Yes] 227 Y v 27 LET,
RT9T2 F—h IN—TREREINDINEI D EREGRLET,
a) [Tenants]|> 77 > b >[Services] > [L4-L7] > [Devices] > T/Af RIZBE L, T A 2% 27 Vw7 LZE
D
AT w73 [Concrete Device] fE¥ 7 + > KT, [Port Group Name] K2 v 7 # 7 U A MIHR— k Z—TRNERS
NHEMWE I DEHERLET,

H—EAXAVMODIP7 FLRIZEZETZEHL
H—E R A< (VM) OEAKICH—E R FEE< > (VM) OIP 7 KLU RIZERETX
WA, ROFIEEZFEITLET,

FIE

AT w71 Cisco Application Policy Infrastructure Controller (APIC) TH—E A VM Ot 2R L £,

Cisco APIC IE, HIFEE L OB AZIZ Cisco it X =2 VT (AT 774 7 A (ASAv) T /34 AT
BETEEHA, ZOMEZ., ERIIETDEIAAL vFTEHOMACT RLANRZ U T ENTWRWZD
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WCRALET, P—ERAVMICEASNAIP T RLAOMACTZY N %227 )7 LTCH—ERVM %2 FHE
ALTL I,

ATY T2 T8 ZEH T vSwitch IR— b 7L —7 % H L TV 541X, Cisco APIC & VMware vCenter D [EIZ35H 5
FTRCOPEAAL v FBIOT /N, AT, VLANB LIV — NDOTFELE MR L £9,

Cisco APIC 1%, —E X VM NIEFIZEBAINTZNE I DEWRTH2DIZ, TXAZADIP T KL AIZ
ping ZFE(TTEXHMENRH Y 7,

ATFw T3 BHBFT XA R (CDev) OEFA X —T7 A AKX LT, @Y R— b Z—7F 7213 EPG NI X1
TWHZ L aMERLET,

ATY T —EAVMBT v TAR) =LA F— b T IZBFETED L) 10 E2MERLET,

T34 ORI Init LETEN B

TN ZADIRFEA init EFRRENDHBET. ROFIREZFTLET,
FIE

RAT9T1 NX-08S AHZ AV CLIN D, $—E R FT/3A ZAOE|FEAIREME 2 789 5 ping ZRITL £,

ATV T2 $—EARAT AL A~OOTA L T VLT UV Y VIRT A ARETHRESINZ2—V4 LA T — RiZ—%
THZ L EERLET,

ATV T3 =R TS ZADFEHEIP 7 FLABLOR— MRV TWAZ 4R LET,

AT w74 Cisco Application Policy Infrastructure Controller (APIC) F%/E T —H—4 L /82T — RAIE LW & &R
]\/ i ﬁ—o

LIFERENENTH S

FELT NA AD 1if-invalid-Clf DFK TimlAf > ¥ —7 = A X (LIF) OF%EN I/
5 FOT72 FEEDNRAE LG EIE. ROTFEEFEITLET,

FIE

ATyl LIFBEIVESA L F—T7 x4 A (CIF) LMEEN2HEBZEELET,

COREDOEEIZBNT, LIFIZELL Ly A Y U I ERNTWRWEETY, vk, BEE/ — K2 LIF
BREEOAE—T oA ZAERITEBA A —T oA R~y U7 L CHEREZEET 2B EICRAE L
7,

F0772 1%, IROWTHORIEEBE® L £,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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e N |

o LIF 23MERR S 31T,

LIFEAELWESRA L Z—T o4 A7y BV 7 ERNTORY,

ATYT2 LAYA4~ LAY TT A ZADREIZET 2ZOMOEIZOWTIE, ZO~=a2T /DT Ty a—
T4 T OERESRLTLIEEN,
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B,
=% =R

J22%L23)07FHLA4va~ L
AN 71T /3 XDER

o TS ZGRPRY —2D0N T (43 3—Y)
« GUI ZfEH L7273 A ZRAR Y 2 —DAERL (43 ~—27)
* REST API %{fﬁﬁ L/f:?\/i\/]’ ZEINAR Y :/_ﬁgjgﬁﬁg (47 R ‘\/)

TINA RERAKR) O—IZDLVT

TNRARZ, ary I 7 M, 7774, F237 7 7HNOKRE ) — FAICESWTERIRTE
E9, T REERLIERIZ, T ATRREHERY =2 R 57 22T F 2
hEIERRTE £97

TNAAZARINKRY v — (TRA R THRARELEIND) L, V=R TTT7 T T L—
RDOTNAAZIRT 57200 KRY —%fHELET, ZHUTE b, FEFTEEOT A A
EROZLENTE, TNHERRDY—ERA T T7 T 07— M L THATHZ ENT
XFET, LT BEHEIL. BT A=< AADCT FIAT UV ANBLT/NA AL
NI =<V ADMERNADC T 7 T7A TV ARHLNDOT NA A FFOZ LN TEET, &V
NI =<2 ZADADCT A ZHEIEN T +—< 2 ZD ADCTAA ZHD 25D R BT
PN ZBIRRY —Z AL T, BHEILIEVNT =~V ARMREL QLT ) r—3 g v
IIEEWRT =< AD ADC T3 A% IR L, KW T p—< VAR T 7Y r—
Va VIR WRT =~ AD ADC TNA AEERINTHZ LN TEET,

GUI Z{EA L1=7/ 1 RERKY —DIERL

Apply L4-L7 Service Graph Template TOEPGS 7 « ' — R& ¥ — R /o577 77
L— b2 A LA, T8 ABIRA Y O—GRELT AL A 2T A M ELFEERD)
HRETDHZENMBEIZRDATREMERH Y £7, 7351 AR U > —I% Cisco Application
Centric Infrastructure (ACD IZXt L, 77 7DV Z ) T DRDITEDT 74T 74 —NL0—
RAZ oY 2RI N ERELET,
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B cuzgmLET A 2BRERY o —0tER

Apply L4-L7 Service Graph Template TOEPGs 7 « ¥'— RZEHA L TH—tR 777 77
L— @M L72GAI0E, 73 ARPFUR Y O— XA EBMICREIND DT, FEITORE
EATHOMLEIH Y THA,

FNA AT FGAHE B —T A A% intra-vif B L WNinter-vif =22 b T 7 MNMEHT 855
E. T RERRY —Da T HRA MNERET HDLERHY £3, a7 F R NI,
EBIDOE SN T 7 A VAZ A ZK > THESNDFE LT A A LTCH—Th H 4
ERH FET,

7= & 21ZE. intra-vef H D contractl & inter-vif b 7 ¢ v 7 FH® contract2 3B A A, WD =
VRTZI NMNIYV—ERTT IR, RLT A AT TAF A —T = AEMHAT 56
X, T ABIRKR) =R L2V THFAMNMERETDILERDH Y F9,

N

GE)

FIE

D NX-OS ZAZ A )LD CLL 2= RiZHh EFHA,

FTTICEAINTWVWAY—E R V57 F o7 L— MIabt— FAL 22 B8NT 45841213,

A — Y —EADTEOIEHAT L7, ZRIRRY S — 2 AERT D MERH Y £,

NXOS AXANDCLIEZMHHT B E. T8 ZABRAKY O~ ZHBIZRESINE T, [

ATFYT1 A==2— =T, [Tenants] > [All Tenants] DJEIZIER L £,
ATY T2 [Work] XA T, TF> bOLRIEX T NI Y v 7 LET,

AT 73 [Navigation]

7 4 ¥ KT, Tenant tenant_name > Services> L4-L 7 > Devices Selection Policies.

AT w74 [Work] ~XA > C. [Actions] > [Create Logical Device Context] DJIEIZER L 7,
AT 75 [Create Logical Device Context] Z A 7 2 77K v 7 AT, Fil CHREL TWAHIHHZRE, LEINTTT 4 —
NV RICATILET,
a) [ContractName] KR v 7F*'H 7 U X RNT, T/ RBIRFRY — DRI L E5, T/ A%&ff
AT 50— E L TR ZEH L2WEEIEL, any 2L E T,
b) GraphName Ku v 77X 7 U R NT, T AFIRKRY O —DdD T T 7 HERLET, T3 A
AT 2RO —E LTI 74 E A LW GEIL, any Z#IRL £ 7,
¢) NodeName K v 7 X7 U R KNT, T, RAERFV > —D72dD /) — REBIRLET, T/31 X
T 2RO HE LT ) — RAZMEH L WIEEIE, [any] 28R L E 7,

AT w76 [ClusterInterface Contexts]| £ 7 > a L D[+ Z 7 Vv 7 LTI TAX A L H—T A AT XA MBI

LET,
AT w71 [Create A Cluster Interface Context] # A 7 2 7R v 7 ATRD T a_T 4 ZFHELET,
PARVAG P SiAA
Connector Name AR X OLETEITREA VY —T 2 AT

FAMDTNNVTY, 7740 MMEAny TT,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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Ul £/ L1731 REREY o—okr [

pAVAG

Bl

Cluster Interface

B—lFy N A H—T 2 AD—EFDLHRE, ZD
74—V RIZHETT,

BEffIrontz=ry bT—25

BhEMHT DNty MU= XA T BRI ET,
BIRAREZR # A 1T R D & B Y T,

TS RASLY = RT T TOREMT
o, A v Z—7 A A2k L TH—E X EPG S
FHIER SN ET,

« L30ut : BEfF0 L3Out EPG 281 > ¥ —7 = A A
A S ET,

TVwY RALY

RROA 2 —T oA ZAZEHET SRy b

D=7 DT ) P RAAL LV ERIRLET, ZOF

0y 72y AN, BEMTohfzRry bTO—
DTN YD RAL DERIRLEGEICORERS
nET,

T=—% v A POBBE, /= FIHEATE7 Y
Y RAL L ERICTHLIUEND Y £,

L 30ut

KREDA B2 —T = A RAZBHEAT Gz b
U—27 OL30utEPGZHEIR L ET, ZD Ry ¥
72U A MNE, BEEMITSNzFRy FT—212L30ut
BN LB AICOLFRINET,
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pAVAG

Bl

L 3 Destination (VIP)

OIS L H—T A AL ST, P—EAF = —
YNOLVAYI T T 4 v I PREIRSINTNDNE
IAMMERLET,

ZDIRFGA—=FDT 75/ MNIFED () T,
L, BB —T oA AT XA NMIKY
e R—=R Y FA VLT FRY —RREENTWS
A, COREITBEISNEEA,

GE)

~/)VF /) —FPBR Tid, ZOfm#EA L F—T A
ADMEFEIP MRy N — 27 THImsiLbr— R
NI vHoayy a—<—RROES., ZORy 7
AN F =y VAN, RDT 4 —/L K (L4~LTHR
Jo—R=RYFAL LY L) ODVFA LT FKRY
—ELEETALOETXTHIBRELET,
ZOWMBA VA —T 2 A AR B — K AT 0T
TS Z—ER T, OSNAT ZFE(T L TVWAHES
X, ZORy I AEAF AL T, ROT 4 —/L K
([L4-L7 Policy Based Redirect])) TV XA L7 K K
U > —~DOBEAT ZHIBR L £,

L4-L 7 Policy Based Redirect

FFar, RY—_"—=2VF AL L7 FRY I —
PEIRT L0, LA~LTRYO—R—ZXYHA LY
FEERLET,

GE)

~/VF /) —KPBR Tix, ZO@mA ¥ —T x4
AMARIP 7 R L AAMBR > B U — 27 T S 4L
LZua—RARZoHOaryya—v—fEROYE, Y
A L7 bRY — (ANENTWDE5E) ~DH
HAHT 2 HIBR LT, [L3Destination (VIP)] R > 7 A
A ATLET,

L4~ L7H—EREPGHKRY—

B N—TDA X —T 24 ADY—E ZEPG %
EODIDRNATENEBIRLEST, 74/ T
1. —E R EPG IS SN TVET,

Custom QoS Policy

F7Fvar, BAXALAQoSHY v—F /T 7+ b
kAR Y > —EFEET DM, [Create Custom QoS Policy]
EBRRLET, 2O Ry X or )X ML, BEE
o=y bT—=212T )y RFAL DERER
LGBl DAFRINET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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REST API {5/ L1-7 /31 2 &R AU o —n&E [

pAVAG

Bl

Preferred Contract Group

BHRIN—T R —D@EREA T, B Z A7
FRDEFRBH TT,

e [Include] : ZDKRY v — A7+ a3 Tf ﬂiéﬂ
TLEPGE7IA v F—T = A AFH T T —7
WZEEN, V77— NTEKYZR L THEET
TET,

¢ [Exclude] : ZDOKRY v — A7 a3 U CREIN
TZEPGE7203A VH =T = A RFHT I —7
WZaEhT, 377 —FNTRGR L TEE
THZLIFTEEEA,

Permit L ogging

AV B —T 2 A AALTHANOHEFACX L T 5A
NZT BT, Ry 7 A F=v 78 ANET, T
TH IV TITT 4 =T N> TWET,

Subnets

[HZ7Vy 7 LTH7 xRy bE2BMLET,

T=hUxA T RVAL T xRy hOFy FT—7
AEYE (#PH) . ST A~ VIPT KL A (BhVT
Fv h) L BEOY TRy MlEOREZHE L E
j—o

REIP7FLA

OV TRy MR LA Y 3 ARSI ST
WHEE (LEBEVIPOF = v 7Ry 7 ANA
N7 oTWD) X, [HE7 Uy LTRBTIP T
RL A (VIP) B L ET

ATy 78 [OK] &7 U v 7 LET,
ATv 79 [Submit] 22V v 7 LET,

RESTAPI Z{HHL-T/81 R BIRAKR) o—DHEFE

RESTAPI 2l L CTF A ZAEIRR Y O —2RETDHZENTEET,

RESTAPI 2R L TT /N1 R:ERAKRY o—D1ERL

&K@ REST API Tl T /N A RIBIRA Y o — 2B L E T,

<polUni>

<fvTenant dn="uni/tn-acme"

name="acme">

<vnsLDevCtx ctrctNameOrLbl="webCtrct" graphNameOrLbl="G1l" nodeNameOrLbl="Nodel">

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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<vnsRsLDevCtxToLDev tDn="uni/tn-acme/lDevVip-ADCClusterl"/>

<!-- The connector name C4, C5, etc.. should match the
Function connector name used in the service graph template -->

<vnsLIfCtx connNameOrLbl=%C4">
<vnsRsLIfCtxToLIf tDn="uni/tn-acme/lDevVip-ADCClusterl/LIf-ext"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl=“C5">
<vnsRsLIfCtxToLIf tDn="uni/tn-acme/lDevVip-ADCClusterl/LIf-int"/>
</vnsLIfCtx>
</vnsLDevCtx>
</fvTenant>
</polUni>

RESTAPI 2R L1=T/\A1 A TOHREBEAL 3 —T 4 XADEM

&K@ REST APL1XT /3 ZANITGRBA v X —T = A& BMLET,

<polUni>
<fvTenant dn="uni/tn-acme" name="acme">
<vnsLDevVip name="ADCClusterl">

<!-- The LIF name defined here (such as e.g., ext, or int) should match the
vnsRsLIfCtxToLIf ‘tDn' defined in LifCtx -->
<vnsLIf name=“ext">

<vnsRsMetalf tDn="uni/infra/mDev-Acme-ADC-1.0/mIfLbl-outside"/>
<vnsRsCIfAtt tDn="uni/tn-acme/lDevVip-ADCClusterl/cDev-ADCl/cIf-ext"/>

</vnsLIf>

<vnsLIf name=“int">
<vnsRsMetalf tDn="uni/infra/mDev-Acme-ADC-1.0/mIfLbl-inside"/>
<vnsRsCIfAtt tDn="uni/tn-acme/lDevVip-ADCClusterl/cDev-ADCl/cIf-int"/>

</vnsLIf>

</vnsLDevVip>
</fvTenant>
</polUni>
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e H—E R T TITHONT (49 2—)

cHgHE ) — RlzHoOWT (51 <—2)

HEBE ) — K ax 7 ZizonT (52 8—Y)

e —ER 7T TEHIZONWT (52 X—)

iR S — RIiZ2NT (52 8—)

e P —EZDOEEFHLHIRFH (52 —)

cGUI TH—ERT T 75 FL— haklT 5 (53 3—)

*RESTAPI Z#fiHl L7z —E R 7577 707 L — FOERE (54 X—)

GUIZHR LI RARA b I N—T~DY—t R 777 Fo7L—bodEf (55
~N—3)

cGQUIEZMR LIz FRA v b X2 VT 4 TA—T~OY—C AT T 777 L—h
OMH (56 X—)

*NX-OS AXANDCLIZEA L7277 MZLDY—ERAI T 777 L— hDi
(58 =)

H—EXR 3712201 T

Cisco Application Centric Infrastructure (ACI) (X7 7V —a VOEEHR S E L TH—E X%
R LEd, HE/¥—E XL, Cisco Application Policy Infrastructure Controller (APIC) 7>5
D CiscoACL 7 7 7Y v 7 TA U AZ 2 shich— X 77 7 & LT EnE S, ~—
PE, 77V =2 a VTR LTI —ERZERL, V=R 7T 777V r—a VR
eI 5 —#HORy NU—7 E703— B ABEREEFRN L £,

P—ER 7T 7F, WMOBEEEFESTRY NU—T &R LET,

<BERE/ — R o BgRE/ — NI, FT AT 4 —L4 (SSLY—Ix—v a3 VPNI— U=
A) L TANE (AT UA—N) | FFER RARMY AT L) e bTT 4y
JICHEA SN OHREZ R LE T, T—EA 7T THNO I SOKEEIX1 DL ED/NT A=
EMEE L 1 DELBEROaR 7 2 eFo TWLEERH D £,

UK/ — R WK/ — Ry —E 2SI b0 AR OEENC LET,
e AR H AR I AL — KnED AR NDEREHICLET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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. H—ER JFTI221T

B BRI Ko T, Ry NIRRT T T 4 v 7 BRRT D HIENRESNET,

7" 7 M Cisco APIC IZERE I N5 &, Cisco APIC IV —E R 7 F 7|\ IN-— b A #
RROEMIHES T, —ERAZHBMICERELET, CiscoAPIC (3=, —b R /57T
BESNLD—EAEEBO=—XUS L TRy NV —7 ZHEICHRE L E T8, Zhic k-
TH—E AT AL ATOERFERINET A,

=R TIT7E, 7TV = a COEEOMRE L L TRS L, B — B AR I

WASNET,
P—ERTTITAT VA (T R) X, 77 T7HNTH—E RHEE %ﬁbiﬁ‘lo&i@
Y —VC AT TFIAT VAN, I 7ICHERP—EZAZ LU H Y I TH DI D D

ERHVET, 1 DU EOY— b AEENHE—DO Y — thA4xT£ﬁT%i¢o
P—ER 7T 7B —EAEEIZIE, ROFFERH Y F,

T RRA VN ITN—TTCEZEEINTZ T T 4 v 73R —IZESNT T v FZ Y
TTE, NI 740V T vy MNIFITTITRNORRLAZ I E AL VLY NTEXET,

e —ER IOy IR D Y £,

BT (N—KRT T RXR=2ADNNry h at—HP—tR) L, V—ERTTTDOELD
RA v MIEH X ET,

FREEREREIL, ARV —ICHEOWCEY e B EIREE) TS ATL XY /T

iﬁo

-*b‘ BRI T T7TIE, =y OHE AN R— &, BEEIIRE— A F = —
WZHIR S EH A,

e hNTT 4w IIE, P—ERTFIATUABRRELIERBICERY N\U—J N THESHETE

*9,

PR — AR IR, BRSO, RO/ ARETT, /I AX E— FELIF LT
&747/%5’//\4’ INAT_AZEYT 4 BE— RRTRERBETEXET,

WORIZ, y—E 2T 5 T7OEADHZ R LTWET:
®1:9—ER 55 IOEBROH

Connectors (VLANS) Connectors (VLANS)

Service Graph: “web-application”

Function
Load Balancer

Function
S5 offload

Function
Firewall

503744

Terminal

Terminal

Y= RT T 7 EREAT I, WORKIIRTEIICT Y vV RAAL L VRF A VAKX A
75)‘ ‘E:VC?AO

. CiscoAPIC LA ¥4~ LAVIH—ERBEAHS K, J)—X6.1(x)



| vy—Exv5708%E

HEE/ — FIZDWVT .

B2:9—EXRTTTDTVIDRALE VRFA VRE VR

Consumer Side Provider Side

VRF / Object model Relation a

4 —_—
Bridge Domain 1 Bridge Domain 2 ’

BD1 BD2

500203

CE) fHHTZE. 20T F o FMNOT Y RRA v b ZA—FICBEMITF O TS —E X

7T 7DHO—ENHLNE I, T3 ToTL—rOBEEDF TS Y FZEHIBR GUI
T, ®HE. Cisco APIC LIS DT F > binbA ViR— M ENTEEITHIGRENEEAT—E X
T INHIELET, CiscoAPICH T —ER 777 L0 B b 7Mbbz RRA v
NIN—=TER D) == T3S0 FH A, FBITRRLT T N TCEINLDF TV =
NEHIBRT HMNERH Y 7,

WO O

HEEE / KIZDULVT
HEEE ) — FIE. W09 — A MERE L ET S — FIoiE. F— e ROy | T —
Bl R R — | 50 2 85 ) £

Cisco Application Policy Infrastructure Controller (APIC) I, & v bV —27 U YV —X%E) KT,
777U v 7T VLAN/VXLAN O 70 75 2 v 7 DR EFATLET,

WOREITLELY A,
o MFunc D BEf%R

o PR — b INDHEREHX A 7 (go-through, go-to) (ZBT D 1EH

CiscoAPIC L, BERE/ — ROy MU —2 1 (LIF, CIF) Z#UET 2 0ENRHV £, ZD
1H#IX, Cisco APIC WU —T7 AA v F TRy NI —J Z@UNIT 077 53 57-H L, Cisco
APIC N ZDIERE N T TNV a—T 47 U4 —ROAWTHEHT H7-DICHETT,
I 5T, ROFBREDLETT,

e T T A AR AT Lpevvip DR Z AREICT D Lpevetx

o T T A AR AT 11 OIBIR A FIREIZT D L1fcex

cr1tCctx DT Y ¥ KA A

CiscoAPIC LA V4~ LAYV IH—EREAHAAS K, ) 1)—Z6.1(x) .
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B o= —raxosio0c

s LIfCtx CON— K ET Y T

en1ifctx NV 7 v I

\)

() Cisco ACI ¥~V TF ¥ A MR DOGE, V—E AT T 7ITHRK2O0D /) — REREBETEET, ¥
Cisco ACI ¥ /VF %A MMERDGAE., Y—ERAT T 7IZHKKS5OD /) — REEHTEET,

WEe/ — kAR FICDONT

BeiE/ — R 2k 213, —BR VT TICHIE) — FEBERIL, /77 0aks 4 T Xy
MCESOTEYRT Y v ¥ FAL Y LR BT bR ET, £3%7 #1E, VLAN £
7213 Virtual Extensible LAN (VXLAN) (BT HRET, 2% 27 X OMWlRT Y FAA
K Z—7 (EPG) & LTHbiL. RIA RU R RRAAS v FICA T m— KX, 250
BE ) — FRIDBENA F—T N2 £3,

H—EX TS5 TEHKIZDOLT

=R 7T 7ERIE. 1 DOMEE — F &Rl ORE / — RIZHERi L £9

AR/ — FIZDWNT

WA/ — NI —bER ST a7 MeEERLET, 22 T2 MR/ — RE
THZLIWZED, 26T TV r—vary 2 RiRkA v s 7 v—7 (EPG) DT 7 4 v 7
W —ER VI 7EHFATEET, Evicshde, 2877 bDarva—~<EPG & 71
NABZ—EPGRID NT 7 4 v 713V —E R I 72 L7 FERhET,

Y—EADIEFHRLHIREE

P—ERT T 7 ORECHET HEEFHELHIRFEZ L TIORLET,
LT XS Y — X7 T 7 B O

TV RAAL Y (P—ERT T T7THEHTLIHE) B0 — X773 77 7
L— NMZiL, FOLBIO—EIZLFH) [C-] 2EDDH N TEERA,

CFEL T NA T, ZOAFIO—FRITLFS] IN-] 2505 2 LR TEEEA,
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QU TH—ERT5T77 T L—riRT 5 |

GUIl TH—EXRTSITTUoTL—FEHERT S

FIE
&

ATy T2
ATvT3

RATv74

ATy TH

ATvT6

YV—ERT7TTTT = MNE VA YA~ LAY T —EAMEE, LA Y4~ LAY T —
ERATNRA R FFabt—T A R LENLICEET 5 —#HORETT, yh—ERI7 777
U= hE ATV A~ VLAV TV —ERAT RS RAELT AT RS A BT 7T
Vo BT Lo FZ Y v TEAH (rendered) | FlFREIND 2 T 7 MIBEEMS T BN
TWHRENRHD 7,

1R BRI
TF U FEER L TEBLSMLERD Y 7,

A=a— /N—"T, [TF > b (Tenants) 1>[TXTHTF > b (ALL Tenants) | DNEISEIR L F7, >
E¥ED 4 RUT, 7T NOARIEX TNV Y v 7 LET,

FEer—rvar v RUT, [TFY R (Tenant) | [TF Y b4 (tenant_name) |>[H—EX
(Services) |>[L4-L7]>[H—ERTSTTTL— bk (ServiceGraph Templates) | DJEIZERINL £,
FEeS—var v RUT, SaviceGraph Templates# 47 U v 7 LT, Createal4-L7ServiceGraph

Template Z &R L £ 7,

Create L4-L7 Service Graph Template ¥ 4 7 2 V7R v 7 ANFKRSNET,

VEIS T, 1 DFRIFEEDO LA VA4~ LAY T —ERT NS RELTa =T 31 ZEERL

ESc RN

a) DeviceClusters~1 . (CreateL4-L7 ServiceGraph Template ¥ f 7 2 /7R 7 A) CRur vy 7 X7
KHI%& 27V v 27 LT, CreatelL4-L7 Devices & 721% Create Copy Devices 3R L £ 77,
RIETDHAT O TRy 7 ANFRSNET,

by XA TuRTRy T RN, XA TaTRy 7 AZEKRENDLEYRMEEZ AL TCNext 227 U v 7
L., 58T 35 TRRITET,
GE)
AT TRy 7 ANDT =/ ROFIZOWTIE, A EMO~NVT T4 arm7 ) v LT,
NVT Ty ANERRLTLITEIN,

¢) SETrL7b, Finshz2z U v LET,
Create L4-L 7 Service Graph Template 1 7 1 7' 7R v 7 ALY £,

CreateL4-L7 Service Graph Template % 1 7 1 7' 7R v 7 A2 7eflxz A LET,

GE)
HATa TRy 7 ANDT 4 —)L ROFBHIZOWTIL, FEEO~NLT T A a7 0 v 7 LT, ~b
T T ANERRLTLTESN,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



H—ERI570%E |

B restarzEALEY—ER 457 F 0 TL— OB

ATvT1 (EE) BHfFOY—eR 777 77— a@REGO)ER LIy —ERX 777 T L— ]
no ) — REHIRT 2858, /— K242 U v 27 LT, RemoveNode %i#R L 7,

AFYT8 H—bE R —RFEERTHITE, LATV a4~ LAY T —ERTFT A 2% [TINARYS5R4 (Device
Clusters) B v avmb RIv /7L, avya—~v—T U RRA LV MNA—TF L Ta M F—x2 R
RAY NI N—TORIZ Ry LET, ab— ) —REERTDHICZE, 28T M A2 KTV I T
VYRFReyZLET, BEOY—ER I 75707 L— b aERIL, FhCY—ER 57507 L —
MIERTHTRTO /) — RREENTWELEEICIE, ZOFIEIZAT > 3 T,

BEHOT A A RT v TR Fay X LT, O/ — REERTHIENnTEET, —EX
J— ROBKREIL3 TTR, oT A RFEFENULERT 7 7o K Fry X T&ET,

A —F RS R Ry P LEEHNR, 5—% 70— T, abt—F_ A ANRNT T 4 v 7k at—
T DAY £97,

ATYT9 1OFRIFEROY— R — FEERLEGEIE. FLA V4~ LAY TH—ERT A ZAD[TINA
A% (device name) 1E#R] &2/ a T, 74— A RICANLET, 74—V R, T4 ADEAT
IZk o TRy F9,

GE)
74—V ROBBHIZOWTIX, HAEMO~NVT TS arwzr )y 7 LT, ~VT 77 ANV ERRLTL
72EW,

ATy ET L, Submit 227 Y v 7 LET,
ATy 7N ({EE) Navigation V 4 > KU T, =R 7537 77—+ ar Uo7 LET,
BT 4 RUIiE, FOV—ERITI77 707 VL— DTT7T7 47 FARRYRERINET,

Kia
)

RESTAPI ZERAL=-Y—EX IS T ToTL— kDE

WO RESTAPI ZHA L CY—E R VI 7 T 7L — 2R ETEET,

<polUni>
<fvTenant name="acme">
<vnsAbsGraph name="G1">
<vnsAbsTermNodeCon name="Inputl">
<vnsAbsTermConn name="C1">
</vnsAbsTermConn>
</vnsAbsTermNodeCon>
<vnsAbsNode name="Node" funcType="GoTo">
<vnsRsDefaultScopeToTerm
tDn="uni/tn-acme/AbsGraph-Gl/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsAbsFuncConn name="inside">
<vnsRsMConnAtt
tDn="uni/infra/mDev-Insieme-Generic-1.0/mFunc-SubnetFunc/mConn-external"/>
</vnsAbsFuncConn>
<vnsAbsFuncConn name="outside">
<vnsRsMConnAtt
tDn="uni/infra/mDev-Insieme-Generic-1.0/mFunc-SubnetFunc/mConn-internal"/>
</vnsAbsFuncConn>
<vnsAbsDevCfg>
<vnsAbsFolder key="oneFolder" name="f1">
<vnsAbsParam key="oneParam" name="pl" value="v1"/>

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| #—Ex 95708

GUI EBALITY RS Y k T—TaD¥—ER 557 7o I L— o ]

</vnsAbsFolder>
</vnsAbsDevCfg>
<vnsAbsFuncCfg>
<vnsAbsFolder key="folder" name="folderl" devCtxLbl="C1l">
<vnsAbsParam key="param" name="param" value="value"/>
</vnsAbsFolder>
<vnsAbsFolder key="folder" name="folder2" devCtxLbl="C2">
<vnsAbsParam key="param" name="param" value="value"/>
</vnsAbsFolder>
</vnsAbsFuncCfg>
<vnsRsNodeToMFunc tDn="uni/infra/mDev-Insieme-Generic-1.0/mFunc-SubnetFunc"/>
</vnsAbsNode>
<vnsAbsTermNodeProv name="Outputl">
<vnsAbsTermConn name="C6">
</vnsAbsTermConn>
</vnsAbsTermNodeProv>
<vnsAbsConnection name="CON1">
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsTermNodeCon-Inputl/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsNode-Node/AbsFConn-inside" />
</vnsAbsConnection>
<vnsAbsConnection name="CON3">
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsNode-Node/AbsFConn-outside"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsTermNodeProv-Outputl/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>

GUIZFEARLE-Z O RRA M TIL—T~ADHY—ER Y
ST T L—hOER

FIE

WKDOFEIET, = FRA 2 N I —TF~DYP—E R 57 FoF L — hNOmEHEZHRBELE
j‘o
1R BHHIIZ
WHEVER L TR MENY £97,
T FV =gy U KRR N T—F

e —bERTTT7 T L—}

ATYT1 A=a2— "—T, [Tenantsg > [All Tenants] DJIEIZER L F 7,
ATY T2 [Work] XA T, TF» bDOLFIEZTNT Y v 7 LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B ocuzsEALETY FRe D b2 T 4 TL—TADY—ERTSTF LT L— DR

ATvT3

ATv74

ATy T5

ATvT6

ATy T17

ATvT8

ATvT9

[Navigation] 7 ¢ > K7 C, Tenant tenant_name> Services> L 4-L 7> Service Graph Templates>template_name
EIRL £ 7,

[Navigation] 7 4 > K7 C, EPG % i# 9 % template name #4527 V ~ 7 L. Apply L4-L7 Service Graph
Template Z &R L £ 7,

Apply L4-L7 Service Graph Template TOEPGS ¥ 4 70 /7R v 7 ANFREINET, LA Y4~ 1L AF7
Y—bRITITTTFUoT = earva—~v U RRAS L NI N—T LT X~ KR N T
J— BT £,

[Apply L4-L7 Service Graph Template To EPGS STEP 1] > [Contract] # A 7 &2 77K v 7 AT, w#Yl7efdz AT

LCRERELET,

a) EPG WMz ET D84 1%, [Configure an Intra-EPG Contract] = v 7 /R v 7 A% 42 LC, [EPG
/Network] K12 > 7% 7 U A KNG EPG &y T —7 OflAGEDOEZRIRL T,

b) WK EZHRET HHAE. EN TRy XYY A RNTaryya—~</7af X¥—EPG LRy
NU— 2 OfAHDEEZRIRL 7,

¢) [Contract] 7 4 —/V RC#IR AT arRmNE o270 v 7 LT, HLWEKZIERT 5 0B F DK
ZER L7, [Create ANew Contract] IR L7256, 7 4V F 2R ET DI2IE. [NoFilter (Allow All
Traffic)] = v 7Ry 7V A% A 7IZLET, [HEZ27 Vv 7 LT T740% = M ZBML, 8T L
o [Update] #27 VU v 7 LET,
GE)
A —H—E R 77704, L30ut EPG 1A SN AHAIZRY 2 b7 7 MR X &
T WS EPG I3 a s M T 7 BB TT,

(K~ %227 V7 LET,
[STEP 2] > [Graph] ¥ A 7 0 V' BNE RS NET,
[device_name Information] &7 3 2 T, REDR v 7 ATRINTZMHET 4 — IV RERELET,
GE)
BT N—7 (BRI LOxZ s RRA v MEEE) (2327 2 &5 5HI21E, [Service EPG Policy] = v
TET YA SMOREFHRY — RN,
(K~ %&2 Yy LET,
[STEP 3] > [device name Information] %A 7 1 7 NF /RSN FE T,

[Finish) 27 U v 27 L¥7,
Y —ERTTT TS VL= NNT I T4 TR FE LI,

GUIZFHLEIVRRA VX2 T90 TIL—TA
DY—ERTZI7ToTL—FDEA

ROFIETIX, y—CRATIF7T77 T — e RRA U bEFxF=2 U T4 7 0—7 (ESG)
\ZH T D FIEIC OV TR L £,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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FIE
&M

ATy T2
ATvT3

ATy T4

ATy T5

ATvT6

ATy 71
ATvT8

ATvT9

GUIEBALETIY KRS htFa T4 T—T~0¥—E255770TL— oA [

1R BHHIIZ
WEIER L TS LENRY 7,
* ESG

e —bER T T7 F T L—}

A=a2— =T, [TFTYk (Tenants) ]>>[TRXTDTF >k (ALL Tenants) ] DNEIZER L £,

[Work] <A > C, TF v NOARIEXTNT Y v 7 LET,

FEerF—rvar v RUT, [T (Tenant) [ [TF > b4 (tenant_name) | >[ H—E X
(Services) 1> [L4-L7]>[U—ERFTSTIT2TL—F (ServiceGraph Templates) > T2 FL— 4
(template name) | DJEIZER L £,

[Navigation] 7 4 > K7 C, EPG %9 % template name #4527 V ~ 7 L. Apply L4-L7 Service Graph

Template Z &R L £ 7,

Apply L4-L7 Service Graph Template TOEPGS # A 7 R VR v 7 ANERINET, L1 Y 4~1AF7

P—ERTITTTFT = e, arya—~v—BINT S X =D FRA U heX2 T 4 7

=BT £,

[Apply L4-L7 Service Graph Template To EPGS STEP 1]> [Contract] # A 7 1 7' 7R v 7 A C, #@Ul72 iz AT

LCEMEFRELET,

a) TURKRA U MEXF2 VT4 IN—THALTL LT, [TV RSV bEF2) T4 FIL—7F (Endpoaint
Security Group) ] Zi®ER L E7,

b) B NT 7 NEERT DA, WU ey XD XA N TCarya—v—/7rof X —ESG
Xy NU— 7 OB EDEZIRIRL 7,

¢) [Contract] 7 4 —/L RTCuibleAd 7> ar Ry %7V 7 LT, HLWEKZERT 2087 DK
ZB®IR L £ 7, [Create ANew Contract] IR L7255, 7 4V Z Z5RiET HIZIE, [NoFilter (Allow All
Traffic)] F= v 7Ry 7 A%&4 7 LET, [HE227 Vv LTT740% = MU EBIL, 587 L7z
o [Update] #27 VU v 7 LET,

(K~ 227Dy r7 LET,

[STEP 2] > [Graph] ¥ A 7 v /' NFERENE T,

[device_name Information] £ 7 3 3 > T, HADR Yy 7 A TRENTZMNHET 4 —/IV RERELET,

kK~ %2V >y LET,

[STEP 3] > [device name Information] %1 7 1 7 NF /RSN FE T,

[Finish] #27 U » 7 L£7,

P —CRITTTTUT = NRNT T 4 TR0 E LT,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



H—ER I35 708%E |
B wosxsqiocusEALEIY S5 ML BY—ERTSTF LT L— O

NX-0S XA A IILDCUZFEARALI=-a> 59 MZ&bH—
EXTS57FTL— MDERA

WOFNETIE, NX-OSAZ A NLVOCLIZEA LT, 2 77 hTH—EYRTT 7577 L—
NEwEALET,

FIE

RFYT1 ar74Fal—var - RefthLE7,
i -
apicl# configure

RFYT2 T Oar7 4 Fal—var - REALET,
tenant tenant name

51

apicl (config) # tenant tl

AT T3 =R ST T7EBMLET,

1417 graph graph name [contract contract name]

INTA—4H EBA
77 P—E R 7T 7 DLH,
contract DY —ERTTT A AKX AEEMNT N2 T N4, Y—

EARATTT AU AR ABERT DHEEICOHR, 2 b7 bEEELET,
A UAR IR TIZ (=R T 7 T L— |k EEREID) EEICY—
BRI T7ERETEET,

i -
apicl (config-tenant)# 1417 graph G2 contract C2
ATvT4 =R 772/ —F (h—ER) ZBMLET,

service node name [device-cluster-tenant tenant name] [device-cluster device name] [mode
deployment mode]

ING A—4 SRER

service BT AP —E 2 J— KO4HI,

device-cluster-tenant FRAATTFTABZDA VAR — R TDOTF o by T T AT T AEDN,
T ITPRERINTWDETF 2 b ERRDGRICORBELET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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NX-0S X% A LD CUEEA LI k54 Mok s9—ExT577 T L—ro@Ed ]

NS A—4H B

aun

device-cluster OV —VYR J)—RIMHEHT LT A R 7T AEZDLH,

mode HBAE— R, [HIFRDOEEY TT,

*ADC ONE ARM : T U7 —AhET— REEELET,

*ADC TWO ARM : Y —7 —AE—REHFELET,

* FW_ROUTED : /b —7 v K (GoTo) E— RZfEL ET

* FW TRANS : NT AT L b (GoThrough) E— R&EHE L ET,

s OTHERS : T DMMOEBET— REHEL ET,

E—REETELARVE, BAT—FNIEHINERA,

1 -
WIZ, J—F N1 &7 T b Db TNA R T TAZ pa [ZIBMT B2 RLET,

apicl (config-graph) # service N1 device-cluster-tenant tl device-cluster D4

WIZ, J—F a7 F el MBT AL AT TAA g lTEML, V=T v FEBAT— FE2EHT 560 %
ARLUFET,

apicl (config-graph) # service N1 device-cluster-tenant tl device-cluster D4 mode FW_ROUTED

ATFwTE arvva—~ axrsAEBNLET,

connector connector type [cluster-interface interface type]

INT A—45 Bl

AR H Y—ERTTITNOAR I ZDEA T, fHITRD LB TT,
* provider

¢ consumer

cluster-interface FNRARATGARZ AL B —T 24 ADZA T, fHIZKDO LB T,
* provider
* consumer

7 F > b common W@ﬁ'“‘bx 7?7 T ]‘@i}%/ﬁ\bi\ ZDINT A—H
ERELZRNTEE N,

il -
apicl (config-service)# connector consumer cluster-interface consumer
ATVT6 P—EAASL L Z =T = A ANTV vV FAL CH LA, WOV T AT v T aF T LET,
a) TV oY FALUNERE, ZDOT Y v ¥ AL UNFET DT F U FEBEEL, axs X7 v
RAAL R ELET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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bridge-domain tenant tenant name name bridge domain name

NS A—=4 Bl

tenant TY 9 AL EFAETHTF L b, WUFFo FEEETFF 2k comon
MHEDH, TV PEIFECEET, LexE, 7 ha OBE, 7
YR nbdDT U yY RALNIRETE EHA,

name TV wY RAAL L DEHI,

&1

apicl (config-connector)# bridge-domain tenant tl name bd2

b) =X X ® Direct Server Return (DSR) {RALIP 7 KL & (VIP) & ELET,

dsr-vip ip address

DSR VIP %57 L7-¥4 . Application Policy Infrastructure Controller (APIC) (% VIP ZEUf& L ¥+ A,

NS A—4H SR AR
dsr-vip 2% 7 2O DSR DIRIEIP 7 KL X,
1 -

apicl (config-connector)# dsr-vip 192.168.10.100

ATFYvT] = AL LF—T oA AN LIOwIZHLEHIT. ROV T AT v FHFTLET,
a) Ty hEaxs ZICHEMT, axsF ar7 4 Xal—var B— REKTLET,

l417-peer tenant tenant name out L30OutExternal epg epg name
redistribute redistribute property

exit

INTA—4 s BA

tenant Az Z\BEM T 5T ) o4,
out LA ¥ 3 Outside D44 Hil,

epg T2 RARA > b T —T D4,
redistribute A7 harorasrs 4,

15'] .

apicl (config-connector)# 14l7-peer tenant tl out L3OutExternal epg L3ExtNet
redistribute connected,ospf
apicl (config-connector) # exit

by RN X —ZXLTFIES & 7a 240K L £7,
i -

apicl (config-service)# connector provider cluster-interface provider
apicl (config-connector)# 14l7-peer tenant tl out L3OutInternal epg L3IntNet

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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NX-0S X% A LD CUEEA LI k54 Mok s9—ExT577 T L—ro@Ed ]

redistribute connected,ospf
apicl (config-connector) # exit

) (EE) n—F%BML, /J—Rar74Xal—raryET—Re2KRTLET,

rtr-cfg router ID

exit
INSA—4H AR
rir-cfg JL—% D 1D,

7+ b common TH—ER T 7 5T 7L — MBI D581F. ZOFIEEZAXY T LET,

51 :

apicl (config-service) # rtr-cfg router-idl
apicl (config-service)# exit

ATV T8 arvyva—<blunf A=l Tr8EmEzRELTC, Y—ERA VT T7 a7 4Xal—v g E—K

AT LET,

connection connection name {terminal terminal type service node name connector connector type} |
{intra_service servicel node name connectorl connector type service2 node name connector?2

connector type}

exit
INT A=A £ EA
connection Bt D4 i,
terminal P—bER )= REERICHER LET, MRKOXA 7EZHELET, HiTkD L
BYTH,
* provider
* consumer
service BT 59— R/ — K4 T9, service |E terminal TOAFEH L F 9, servicel
servicel & service2 IX., intra_service TOHMEH L ET,
service2
gy R AR EDEAT, fEIFIRO EBY T,
connectorl * provider
connector2 * consumer
connector /& terminal TOA#H L. connectorl & connector2 | intra_service C
DHMERLET,
intra_service B ) —Rich—Ev R J— R&EEELET,

51

WIS, B— /) — R 79 708ERERET D02~ LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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apicl (config-graph) # connection CON1l terminal consumer service N1 connector consumer
apicl (config-graph) # connection CON2 terminal provider service N2 connector provider
apicl (config-graph) # exit

WIZ, 2/ — R 77708k ERES D0 2R LET,

apicl (config-graph) # connection CON1l terminal consumer service N1 connector consumer

apicl (config-graph) # connection CON2 intra service servicel N1 connectorl provider service2 N2
connector2 consumer

apicl (config-graph) # connection CON3 terminal provider service N2 connector provider

apicl (config-graph) # exit

ATFYVT9 a7 4 Fal—vary ET—REKTLET,
&1

apicl (config-tenant) # exit
apicl (config) # exit

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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5 2

IW—bk E7)2TDEETE

L=k ET Y TN T (63 =)

« Open Shortest Path First 18 U > — (64 ~<—)

* Border Gateway Protocol 78 U 2— (68 ~—717)

« 7 F AXHO L3extOut AU & — DN (71 <—2)

=M ETV T DT RY =2 RN Tr— (723—)

» Cisco Application Centric Infrastructure N 7> Vv h b—F 4 7 KA A & L THEBET D
777 Vw7 (14—)

cGUI R L7z — bk ET U7 ORE (75 X—)

*NX-OS AXANVDCLIZHEMA LI V— bk ET U TORE (80 =*—)

N—RETV T DT TN a—T 47 (82 3—2)

I—FET7Y)2TIZ2D0\T

N—hKETVZIE, FZ2Yy RofAFlIE LTE Y 72 Cisco Application Centric
Infrastructure (ACI) 77 7'V v 7 Ok — AT, —hET Y L FICL>TACI7 77 v
7 %% Open Shortest Path First (OSPF) 7w | = /L & 72 1% Border Gateway Protocol (BGP) ~'& |
ANDRT Ty N RAAL L E LU THIETELLICRVET, V—F ET U U 7O—&1
BREAGIIL— K ~AVA ALVl a s ThY), —"Or— KT AR TP 23
OSPF E721ZWHIBGP (iBGP) #fiH LT, ACIZ7 77U w7 4MZHDH T 74T MZT R
BARENET, TAABERLINTNDACIY —T7 A v F LTV 7LD, L—
ML LT CED X, =P ET VT EMHLTOSPF B 7 U 7 BGP 7 U
VIV NTFNRARALICEE LD THIENTEET,
wo7Ta ka3, vb—h BTV TR R LTOET,

* OSPF

* OSPFv3

* iBGPv4

* iBGPv6

c AT 4T N— |

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



L—rEFYI0HEE |
. Open Shortest Path First 7K 1) & —

WO, V—h BTV T O—RNBEANFIEEZRLET,

3:—MIEIL— b ETY Y RO
=
=

spinai
leal2 : 5 leal
athi /22 : | eth1/23 eth1/25
\ 3
.-" k A A ‘\\ /oA
M T " e
| . MP-BGF — b /S 7
| redistribution N &
SPF & N, / OSPF ares
OSPE afes 111 OSPF area 111 Lbl':"F area 111
| \ L _”| rd ///
] Y \,=?:,’ rs
-
=
A e Firewall Linuy -
S sieay External Router VM Web Server E
(vASA Firewall 10.10.10.101/24

Ping 10.10.10.101 |

I ART L9, »—bhET VT ERELTH—EA ST T7EEATLHZ L2 -T, Web
TF—=NDORT Y o 7 IPT RUANT 7 AT U —/L&ES LTI —FIZT RRZ A XS
F, 77 AT U —ILDEHEL Y SIZOSPENL—T 4 7 R —H AT HLENDHY £
T, WHE. INEITOITE, 13extout R Y —ZHEALET, ZHITED, Web P — DF|EE
AREMEEHRN 7 7 A T U ANV EN L TR—F— V=T A v F LA —HIZOSPFTT K
NWNHEAXEIND LT FT,

Z7 7V IANDY =T ZA v FE D/ — MEAT X Multi-Protocol Border Gateway Protocol
(MP-BGP) 2 &V NHBRIICFAT ST

N—hFETU T MR DX YELVVNCONTIZ, —F ET VD RY—x
Foa— (72X—=2) Z2HRLTIEIN,

13extout AN U I —DFREDFEAMI OV TIL,  [CiscoApplication Centric Infrastructure Fundamental's
Guide] #ZML T 7230,

\)

B FAUBFY—FKRA L FOI T r— RKF+x A b E— KX, Adaptive Security Appliance (ASA) T
AR — RS TWEH A, Application Policy Infrastructure Controller (APIC) 7226744 > b
V=R A PO Tr— FFy X b E— FREZHIRT O2ULERNDH Y 3 (FFETLHE)

Open Shortest Path First 7R ') & —

N— K BTN T RBEETHITIE. BOIZ 1 OLLED 13extout RY > —FERE L. —E X
TFTNRARAEEGST D777 Vw7 V=7 J—FICEALET, ZNHD 13extout R Y T—

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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oul
¥a

filt

Open Shortest Path First /K1) & — .

T, 777 Vw7 V=7 THIZT 20423 8% % Open Shortest Path First (OSPF) D/37 A —
ZEEELET, ZNHORY —NTBEICHEH SN D 13extoue RY —& LETH
F9, ORI, VM ETV T 7727 bOBRERLET,

B 4:0SPF)L—~ E7 VT 7Tz FOBEE

?fz 3

vnsLDevCix fvTenant >
¥ T ’T
vnsLIfCtx 13extOut I3exlF|I)oo|.:teTag fvCitx
+ ¢ 3 | Iy
fvRsCixToExtRouteTagPol
vnsRsLICtxTolnstP
I3extRsEctx
ospfEXtP  |«—(5) (@—>  ospfifPol
(?
13extRsMNodelL30utAlt
I3extinstP I3extLNodeP st b fabricNode
[ ¢
I3extSubnet 13extLIfP IBeXRSPAIDLIDUAR. o 4o icrthis
& @ T
O ospiRsliPol

ospflfP

1. vnsLDevCtx : T /3A ATEIRK Y v,
2. 13extout : 1 DO Y T DT XTDOSPERY —RNEFNFET,

3. 13extRouteTagPol : /b — bk BT U LV THE/R 2T % A MIIX OSPF /L—7 % [al#E4
HImOD—TEDN— B ITPUETT, 15D L v I EEEN 5 OSPE/L— I, L—
N ZTWRERSTORWEREY, oLy 7 TlEBRGE S EEA,

ospfIfpol : A VXA —T x A AZ LD OSPE R v—,

ospfExtp : TU 7T R Y I —T & D OSPF,

o a &

13extLNodeP/13extLIfP : D 13extout ZE AT 5/ — REITHR— b,
7. 13extSubnet : 777U /7@:1_be172714\0‘— ]\iflﬂi/l) \/7‘1{_‘ ]\ﬁ‘é*ﬁ‘7*/ ]\o

8. 13extInstp: S L7 4 w7 A X—AD EPG,

7}\'@:\ 13extout D 2 DD WJ (Osprxternal & Osprnternal) %L’% Liﬁ_o :j“b%O)n“\“U v
X, B3R — R ET V7 hRRrY (643 —Y) DT 7 AT UL TN AD
SNBL w7 ENE L JICEASINET, 13extout RY T —E, 777 Vw7 V—=TRETF
T4 v BRGETOTIEE P EAT AL AT L= b aA VA= P EFE S AR —
M3 FELHIETI 12 LT L7 4 v 7 A RX—=Z2DEPG (13extInstP) %?’Efﬁbi*ﬂ

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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Open Shortest Path First 7K 1) & —

13extout AN Y I —|ZiE, TORY O—DFTHREIND OSPFOZY 7T LEDRY v—
(osprExtp) & 1 DLLEDOSPFA v H—T7 =2 A ARV 32— (ospfifrol) MNEENTWET,

Iz, fE 1100 THRE SN D area-Id 25> OSPF =V 7 Ol &2~ L £,

<ospfExtP areald="100" areaType="regular" areaCtrl="redistribute"/>

T VT ZA 71X Tregular) IZEXE L, = U 7HIEAEMEIL Tredistribute] (ZF%E L E T,

OSPEA v Z—T 2 A AR —T, 1 2LLEDOSPFA v X —T =2 A XA ~—%IEELE
ﬁ‘o

<ospfIfPol name="ospfIfPol" ctrl="mtu-ignore" nwT="bcast" xmitDelay="1" helloIntvl="10"
deadIntv1="40" status="created,modified"/>

FTIFNV KN ZA—RNEFTHNIE, ZOR) O —%2EETILEIHY A, ZORY
=Tl BFEDHA~—%T 74N MENSLERE L, ROBMREMHEATLIZ LiIck-T, 1
O LA =T 2 A RAZBEETDZ ENTEET,

<13extRsPathL30OutAtt tDn="topology/pod-1/paths-101/pathep-[ethl/25]" ifInstT="ext-svi"
encap="vlan-3844" addr="30.30.30.100/28" mtu="1500"/>

13extRsPathL3outatt DEMRDEMEITRD LBV T,
¢ ifInstT : MEEA VX —T oA A XA T, @@L Textsvil o

sencap : ZDA U H—T A AEEKRT D L XX VLAN W B ERET DX ERH Y
T, B EMEIEY—E X FARAL R a2 ENET,

eaddr : 2D 13extout FBEATHT 77V w7 V=T TERESNTZSVIA v X —T = A A
DIPT RLA,

/j{@/—l—\o ) 3 — . 1l3extout N D) —REZ Kﬁ)\?“éﬂ%ﬁ%%ﬂbi?o

<13extNodeP name="bLeaf-101">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.11"/>
<13extLIfP name="portlf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-tethl/251"
ifInstT="ext-svi" encap="vlan-3844" addr="30.30.30.100/28" mtu="1500"/>
<ospfIfP authKey="tecom" authType="md5" authKeyId='l'>
<ospfRslfPol tnOspfIfPolName="ospfIfPol"/>
</ospflfP>
</13extLIfP>
</13extLNodeP>

13extout N Y —id, P—ERX TS AR SN TWD U —7 F— hLRELTHDITEAT
LMENDH Y £,

scope=import-security E‘l‘iﬂiﬁ(%%ﬁi L/i'a—o
T2 L= HND T T 4y 7 OT u—&HliHT 5

¢« ZDN— b ET RRFALRXTENET NA A~DT 4 LI T 47 L LTHRET D

A\

GE) N—bFETY U I7ZELSEESEAITIE, 13extrRspathL3outatt DFEURN, T /3L R 2 FKT
vnsCpev @D F D rscIfrathatt DEARERI L7 7 7V v 7 OmHEEFR L CWAIMLENRH Y £7,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



K
iy

L=k ETUIITD
Open Shortest Path First /K1) & — .

OspfExternal TR 1) —
OspfInternal TR) )o—

REH—EX

<polUni>
<fvTenant name="common">
<fvCtx name="commonctx">
<fvRsCtxToExtRouteTagPol tnL3extRouteTagPolName="myTagPol"/>
</fvCtx>
<1l3extRouteTagPol tag="212" name="myTagPol"/>
<13extOut name="OspfExternal" status="created,modified">
<13extLNodeP name="bLeaf-101">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.8/28"/>
<13extLIfP name="portIf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]"
ifInstT="ext-svi" encap="vlan-3843" addr="40.40.40.100/28" mtu="1500"/>
<ospfIfP authKey="tecom" authType="md5" authKeyId='1l'>
<ospfRsIfPol tnOspfIfPolName="ospfIfPol"/>
</ospfIfP>
</13extLIfP>
</13extLNodeP>
<ospfExtP areald="100" areaType="regular" areaCtrl="redistribute"/>
<13extInstP name="ExtInstP">
<1l3extSubnet ip="40.40.40.100/28" scope="import-security"/>
<13extSubnet ip="10.10.10.0/24" scope="import-security"/>
</13extInstP>
<1l3extRsEctx tnFvCtxName="commonctx"/>
</13extOut>
<ospfIfPol name="ospfIfPol" ctrl="mtu-ignore" nwT="bcast" xmitDelay="1" helloIntvl="10"

deadIntvl="40" status="created,modified"/>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="tenantl">
<1l3extRouteTagPol tag="213" name="myTagPol"/>
<fvCtx name="tenantlctxl">
<fvRsCtxToExtRouteTagPol tnL3extRouteTagPolName="myTagPol"/>
</fvCtx>
<13extOut name="Ospflnternal" status="created,modified">
<13extLNodeP name="bLeaf-101">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.11"/>
<13extLIfP name="portIf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/25]"
ifInstT="ext-svi" encap="vlan-3844" addr="30.30.30.100/28" mtu="1500"/>
<ospfIfP authKey="tecom" authType="md5" authKeyId='1l'>
<ospfRsIfPol tnOspfIfPolName="ospfIfPol"/>
</ospfIfP>
</13extLIfP>
</13extLNodeP>
<ospfExtP areald="100" areaType="regular" areaCtrl="redistribute"/>
<13extInstP name="IntInstP">
<1l3extSubnet ip="30.30.30.100/28" scope="import-security"/>
<13extSubnet ip="20.20.20.0/24" scope="import-security"/>
</13extInstP>
<1l3extRsEctx tnFvCtxName="tenantlctxl"/>
</13extOut>
<ospfIfPol name="ospfIfPol" ctrl="mtu-ignore" nwT="bcast" xmitDelay="1" helloIntvl="10"
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deadIntv1="40" status="created,modified"/>
</fvTenant>
</polUni>
OspfExternalInstP /N J v —id, L7 1 7 XD 40.40.40.100/28 & 10.10.10.0/24 %= 7' L
T4 ITAR—ADEZY RRA L FOT Vo= a AT INERS D Z L %2
ELET, £, ZORV —iF, V71 v 7 20202020024 ZH—E X T34
A2 AR—= b THE5 777V w7/ RLET,
<13extInstP name="OspfExternalInstP">
<13extSubnet ip="40.40.40.100/28" scope="import-security"/>
<13extSubnet ip="10.10.10.0/24" scope="import-security"/>

<13extSubnet ip="20.20.20.0/24" scope="export"/>
</13extInstP>

pleaf-101 R U ¥ —Id. T D 13extout N Y I —HE AT L2 HIE L £,

<13extLNodeP name="bLeaf-101">
<13extRsNodeL30OutAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.8/28"/>
<13extLIfP name="portIf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]1"
1ifInstT="ext-svi" encap="vlan-3843" addr="40.40.40.100/28" mtu="1500"/>
<!-- <ospfIfP authKey="tecom" authType="md5" authKeyId='1l'> -->
<ospfIfP>
<ospfRsIfPol tnOspfIfPolName="ospfIfPol"/>
</ospfIfP>
</13extLIfP>
</13extLNodeP>
AP —ERFINL— R ET V7L EHITHEATEETN, vnsc1e 47V =7 N TO
13extRsPathL3outAtt MGEIXFATEINEHA, TOT —H /NAIX, 13extout 7 V=
7 SPMUABY—E A F = R SN TVDIELWY — 7 ITEASILTWSIGEIZD

HEMEL £,

Border Gateway Protocol /K1) & —

D Border Gateway Protocol (iBGP) % L CT /34 ZADHEA v & —T7 = A AZ/— b+ ¥
TV TEFEEL, WHA LV F—T oA RATHHL— MERETEET, BINRER LICT AN
A ADWNERA v B —T =2 ALHWEA VX —T 2 A4 ADMFITIBGP 2% ETHZ LIXTEE
Fh, ZHUE A F =T oA APRERLRD AR AT JMFETL2LERH Y . HAE AT A
TAREMARY =& Ty a XU LRNWEHTT,

RO, V=~ ET V7 FT79=7 FORBRRERLET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| r—rEFVVIDEE

Border Gateway Protocol /K1) 3 — .

5:iBGP)L— + ET YL FTO Y FOBRK

P @

vhsLDevCix fvTenant >
Y [ [
vnsLHKCtx I13extOut fvCitx bgpCtxPol
+ 9
e I3extRsEctx T ‘ ivRsBgpCixPal

vnsRsLIFCixTolnstP

f

bgpExtP  |«—(2)

I3extinstP I3extLNodeP ROXIASNGORLIOIIME. o Sabdiiiade

4 + &
I3extSubnet BextLitp | ooXRSPANLIOUAL ) cPathEp
bgpPeerP bgpPeerP q

1. vnsLbevCtx : 7 /3 REPRY o —,

2. 13extout : H—ODHMEI AT LAHADOTXTHOBGP R v —NEEnE1,
3. bgpCtxPol : AT ¥ A MH{LD BGP ¥ A v —,

4. bgpExtp : ASN R U > —HNLD BGP,

5. 13extLIfP/13extLNodeP : ZILDHDITY KikA vk 7 )v—7 (EPG) ZEATSH /) — RKFE
e el N 11 = S

6. 13extSubnet : 77’7U /775‘%0)3172730*‘ l\T%)*f?/’i’\/ I &7779 v 7T A VIR—
N RS R S

7. 13extInstP : 701/7/f v J A X— D EPG,

WORY —iF, A X2 —T = A A2 iBGPv4/v6 ZEEE L F7,

<polUni>
<fvTenant name="common">
<fvCtx name="commonctx">
<fvRsBgpCtxPol tnBgpCtxPolName="timer-3-9"/>
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<fvRsCtxToExtRouteTagPol tnL3extRouteTagPolName="myTagPol"/>
</fvCtx>
<1l3extRouteTagPol tag="212" name="myTagPol"/>
<bgpCtxPol grCtrl="helper" holdIntvl="9" kalntvl="3" name="timer-3-9" staleIntvl="30"/>

<13extOut name="BgpExternal" status="created,modified">
<13extLNodeP name="bLeaf-101">
<!-- <bgpPeerP addr="40.40.40.102/32 "ctrl="send-com"/> -->
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.8/28>"
<1l3extLoopBackIfP addr="50.50.50.100/32"/>
</13extRsNodeL30OutAtt>
<13extLIfP name="portIf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]"
ifInstT="ext-svi" encap="vlan-3843" addr="40.40.40.100/28 "mtu="1500">
<bgpPeerP addr="40.40.40.102/32 "ctrl="send-com"/>
</13extRsPathL30OutAtt>
</13extLIfP>
</13extLNodeP>
<bgpExtP/>
<13extInstP name="ExtInstP">
<1l3extSubnet ip="40.40.40.100/28 "scope="import-security"/>
<13extSubnet ip="10.10.10.0/24 "scope="import-security"/>
<1l3extSubnet ip="20.20.20.0/24 "scope="export-rtctrl"/>
</13extInstP>
<13extRsEctx tnFvCtxName="commonctx"/>
</13extOut>
</fvTenant>
</polUni>

iBGP BT 1%, MHA L X —T =2 A A L VEIIN—T Ry 7 LUV TRETEET, &
W2, MBS VA —T 2 A LULTRESNIZ IBGP B 7 O &R L £,

<13extLIfP name="portIf">
<13extRsPathL30OutAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]"
ifInstT="ext-svi" encap="vlan-3843" addr="40.40.40.100/28 "mtu="1500">
<bgpPeerP addr="40.40.40.102/32 "ctrl="send-com"/>
</13extRsPathL30OutAtt>
</13extLIfP>

TOHBE. 777U v Y ETEITTAIBGP Y ut AT AL vIFREA v F—T =4 A (SVI)
IP 7 R LA 40.40.40.100/28 ZfiH L T, rA =BTV T LET, RAN—F, IPT K
L Z 40.40.40.102/32 O —E R T4 2 TT,

WIZ. iBGP BT OEFENGHEL ) — K LUl (13extiNoder D F) ICEEI I, L—T v 7
A Z =T 2 A APMEE SN TN DRI ZRLET,

<13extLNodeP name="bLeaf-101">
<bgpPeerP addr="40.40.40.102/32 "ctrl="send-com"/>
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.8/28>"
<1l3extLoopBackIfP addr="50.50.50.100/32"/>
</13extRsNodeL30utAtt>
<13extLIfP name="portIf">
<13extRsPathL30utAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]"
ifInstT="ext-svi" encap="vlan-3843" addr="40.40.40.100/28 "mtu="1500">
</13extRsPathL30utAtt>
</13extLIfP>
</13extLNodeP>

ZOFITIE, iIBGP 7 BB RIN—T Ny 7 T RV AZHHAL TRANRN—=LET VT LET,
=T Ry IMEESNNTWORWESIE, 777V v Zidrtrlld CIRESNZIP T KL A %&f#H
FALTHRANR—LET Y LET,
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WRIZ, THAAADNIA =T =2 A A7 77V v 7 ETEHHIN— FERET 262" L
iﬁqo

<polUni>
<fvTenant name="tenantll">
<13extOut name="StaticInternal" status="created,modified">
<13extLNodeP name="bLeaf-201">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="180.0.0.11>"
<ipRouteP 1ip="20.20.20.0/24>"
<ipNexthopP nhAddr="30.30.30.102/32"/>
</ipRouteP>
</13extRsNodeL30OutAtt>
<13extLIfP name="portIf">
<13extRsPathL30OutAtt tDn="topology/pod-1/paths-101/pathep-[ethl/25]"
ifInstT="ext-svi" encap="vlan-3844" addr="30.30.30.100/28 "mtu="1500"/>
</13extLIfP>
</13extLNodeP>
<13extInstP name="IntInstP">
<1l3extSubnet ip="20.20.20.0/24 "scope="import-security"/>
</13extInstP>
<1l3extRsEctx tnFvCtxName="tenantlctxl"/>
</13extOut>
</fvTenant>
</polUni>

25 A3 AD L3extOut R 1) & —ND:EIR

BFE D 13extout AR U ¥ —%  BIRK Y > —vnstrecex 2 L CiRELT A ADA VX —T =
ANCBIEM T2 2 LS TEET, KIC, THEERTSH2RLET
<vnsLDevCtx ctrctNameOrLbl="webCtrctl" graphNameOrLbl="WebGraph" nodeNameOrLbl="FW">
<vnsRsLDevCtxToLDev tDn="uni/tn-tenantl/lDevVip-Firewall"/>
<vnsLIfCtx connNameOrLbl="internal">
<vnsRsLIfCtxToInstP tDn="uni/tn-tenantl/out-OspflInternal/instP-IntInstP"
status="created,modified" />
<vnsRSLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-internal"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="external">
<vnsRsLIfCtxToInstP tDn="uni/tn-common/out-OspfExternal/instP-ExtInstP"
status="created,modified" />
<vnsRSLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-external"/>
</vnsLIfCtx>
</vnsLDevCtx>

vnsRsLIfCtxToInste DEREZEH L T, Y —ERXATA_NA 2D Z DL v 7 & BETAEED T
VT 4w 7 ANR—ZADEPG (13extinstp) ZEIRLUET, ZOBRIZ, redistribute 7’01 k=
JVHEEAT T e T 4 HfRETE 35’91*0 redistribute 70T3/\05:/]' DF 7 F )L f\fﬁ X rospfbng
T4, redistribute T 7N MEOEFIZTDHE, KLy T THREINTWDAEL—T 47
7'v k2L Application Policy Infrastructure Controller (APIC) (2 & - CHEMRE S, @Yl 7e
FRAREIC T vy adnEd, BEEREIL. %2 Interior Gateway Protocol (OSPF) 7> 5 445k
F—hvxA Fu bz (BGP) ICHHELA L ET,

BRI E 72 i?’ﬁf;dﬁ%‘kb‘otﬁﬁ@ﬁ@ﬂ?ﬁ XEXEHT 2551, T 0 OREE Z OBRIC
Ebﬂbiﬁ_ fC&Z_ v redistribute="ospf, bgp,static" ﬁi ﬁ@ﬁﬁﬁﬁxﬂi
redistribute-static Z P —E A T /34 X|Z A LET,
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B r-re7vsvorory—zoron—

ZOTaNRT 4 &T 7N MEZEERVEEDE (72 2,

redistribute="ospf, static, connected") W—EQE?%) cli N %2}’1/ E‘ @%Eﬁ‘%@i i»}j—»_ B X 7‘
NA AT v vaS8NET, ZHUL, APICIZE > TRIRENZT 7 4L Miix EEEX T 58
BB B £

\}

GE) Z ORI 13extout HIE T2 < . EPG (13extinstp) IR L EJ, ZiE. 13extout AR U 2 —
WZIEZ DX 5 72 BPG BEEAFAET D AREMER H U | BIDT A ZEPR Y > —BZ 15 D EPG
EIRLTWDZERHHTDTT, UL, SEIERIP—ER T T T7IZL-TA VR —
MNERIFZZ I AR—FENDEZT VT 4 v 7 AN HIHTE £9,

BEAT T S BB T N A Z|ZIX vnsrsCIfpathatt A7 V=27 MRRETT, ZOF 7TV
T, TARAEFE L7 77V v U—7IZ8ALET (Tisl) |

<vnsCDev name="ASA">
<vnsCIf name="Gig0/0">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/23]"/>
</vnsCIf>
<vnsCIf name="Gig0/1">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/25]"/>
</vnsCIf>
</vnsCDev>

)

GE) W= ETV U ITERTLIEGAIE, vnstitctx B LI XTI v Y RAL VERTT HHNE
NHY EH A, b, v RAAL L DOR%E (vnsrsLIfCtxToBD) & 13extInst? D%
(vnsRsLIfCtxToInstP) DM T EZHREL LI ETHE, =TI FT,

JI—F E7YUVESDIVRY—TIV R JO—

KON, —h ET VIR R —2 RTED L ICEET 202~ LE T,
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spinel
leaf2 leal

ethl/22 eth1/23 eth1/25

.* L3Cutinternet L30utExternal L30utInternal

| vrf=commonclx vrf=commonectx vri=tenantictxd

| import=20 0/28 import=40.40.40.100/28 | | import=30.30.30.100/28
|I exporl=10.10.10.0/24 import=10.10.10.0/24 import=20.20.20.0/24
|. export=20.20.20.0/24 export=10.10.10.0/24
| % A 0404010228

OSPF area 111 TS- MP-BGP | S020.20.10228
redistribution A A
| . {

| \
| kY \
| OSPF area 111 "-,I DS_PF area 111

| \ II". .". “/

|I =

-y

] -

\ =

L -

4 al Fouter VM Firewall Lt

Firewall)

20.20.102/28

: i ||
Web Server Eli
10.10.10.101/24 1

Ping 10.10.10.101

ZORIZIE, — bk BTV 7 2 LT Linux Web —/3D IP 7 R L AN L — (2T
RNREAXEND, B—ARXSL VAL v TF bARBR T THDL2EDY) —7 AL vFOHHRRE
NTWEF, Linux Web — T IP 7 F LA 10.10.10.101 (IZH Y | 1ear1 (I D ESX ¥ —
NETHRA RSN TWET, BEOTY vY RAL L _X—2Dx KAk Z)v—7 (EPG)

NEASNTEY, Web =" ORESND T 74 v 7 2R LTNET,

2T —LDN—TFT 4 TR T 7 AT U A — VIO S I, W DT — A% leart [THERE
L7 —ER I 7% 8ANLET, 7747 Ut —/L 734 ATIL, Virtual Routing and
Forwarding (VRF) &I THONTWET, DEVD, 77 AT U4 —VDFT — L3 H72 %5 VRF
DY =7 (FTHFRAR) IZEHSNTWEY, VREDEIX, N7 74978V —7 2 v
FIZL o THEEEINL2DTIERL, Y—EAT NS ZZBLUTHEEIIV—T 4 V7 END LD
T B72DITMEETT, BT 7 4 v V1T 1ear2 ITEAZIILTUNS 13extout (L3outInternet)
TERINET, ZOVF VAT, lear2 277 7 U v 7 DRI —7 AL v FLRARTZ &
75’(% iﬁ—o L30utInternet & Web “‘j'_/*\ EPG Fﬁﬁa::l N ]‘ 3 7 ]‘ %‘?’Eﬁ]\fﬂc" i‘ﬂ—o ZDay
N7 27 M, 77AT 04—V TAAL REeGHY—E R 77 7ICEMIT b ET,

Web $—/3 Jb— R ZINIC AN T Y w2 2§ 5I2IE, 2 DD 13extout (L30utExternal &
L30utInternal) ff\ "j‘*‘ B A ?f/§/r X%%;ﬁﬁfé U —7 X’]) ‘)3: /—K*‘ }‘ @:%Eﬁ Li—a—o %0)
#EJ. OpenShortestPathFirst(OSPR) 7 U > 7 By g VR, MFDaLTH AN (commonctx
& tenantictxl) DV —T AA v F LT 7 AT U4 — VI THLINET, TILHD 13extout
D export BIENER Y —T AL v F~ONV—T 4 U TEROT KX A X HEZHIEIL E9,
Jb— NME=/LvF 7 m b 2L Border Gateway Protocol (MP-BGP) O Ffidfi A LT, 777V »
7 V=7 A4 v F O TR I ET,
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BAEET, Bl OSPE &> g & LT Web — 8 )b— k34 ERL—% (IP 7 L&
20.20.20.102) IZ7 RARZ A XENET, Tk, H#L— 2 FFTRET D Z &<,
S —H 3 Web —/ 3% ping TEX 5 X )27 £7,

Cisco Application Centric Infrastructure k> > 2w k JL—
DG RALMELTHEET ST 7T UV

Cisco Application Centric Infrastructure (ACI) 777 Vv 7% h72 Yy b b—F 47 KA
A ELTEHATELDT, ACIDO% ﬁbf4/b(Hm)ﬁmmmmﬁwkﬁyyybw—
T4 RAL L E LTHBEL TV D AR T, RO, 2008R) —7 214 v F
~D2DOD 571‘:'25 13extOut (LBOutInternet k L30utInternet2) @)ﬁ%ﬂ%ﬁf Lijﬂ :h%@
sextout MHZIZBIEAIF HNTWAH I v F7 7 BBV, 202 b7 7 NMIT77A4 T U4+ —
NP —ERTNRA, AEELRH— /) — RO —ER 77 7@ TnET,

7ACI + S0Py b =T 40T FAL D ELTHEET S 77T v Y

&= o ,g‘
- commaonctx - tenant 1ctx
leaf2 leaf
I ethi/22 eth1/23 eth1/25
4 L i
.'I L30utinternet L30utExternal L30utinternal L30utinternet2
| vrf=commonctx vrf=commongctx vif=tenantictxi vri=tenanticlxi
|| vian=3845 vian=3843 vian=3544 -,-!=_-1r1::‘84o
| routerid=180.0.0.13 routerid=180.0.0.8 routerid=180.0.0.11 impor=50.50.5 IJ (28
| import=20.20.20.100/28 import=40.40.40.100/28 | |import=30.30.30.100/28 export=20.20.20.0/24
exporl=10.10.10.0/24 import=10.10.10.0/24 import=20.20.20.0/24
| . " export=20.20.20.0/24 export=10.10.10.0/24
import=2004:2/64 import=2003/64
\ import=2001:264 import=2002:64
M;3 BGP export=2002: /64 export=2001:/64
redistribution A 4 Exinierface [ T
. , s £
i | 40 40,40 102/258 )
g | 20042525 2866/64 | |
OSPF 1 [
area 111 \
\\ |
| \, /
| % \ '
| OSPF area 111§/ OSPFE area 111
[ 1t S
' \.t e
II ="i
\ =" Firewall
Y &% routerid=180.0.0.12
o, External Router VI o 3, 8
i (wASA Firewall) Exlernal Router WM %
20.20.20.102/28 50.50.50.102/24
Ping 10.10.10.101 -4
1) 1) —X 6.1(x)
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eul A LL— bk E7y o008 |

2 ODEM 13extout 1L, T 7 AT VA —Ib TNA ZADINERL v T ERNERL v TITEA S,
Z 5 DORIZ Open Shortest Path First (OSPF) B 7 U > 7 o a VU EMLLET, A Hh—
]\ X U 5:/( ﬁ?lﬁfﬁﬂ (import—security E‘lﬁ) 72@@”:%&7@#5 & <. iﬁtﬁ y—=7 X/I) ‘)3’:
~DACI 777V v 7 Ozl 4 5/— Ml cEEd,

GUI ZERLIL—FETY VT DERTE

N— K ET VT HRET DT, ROF AT ZFTTLILERHY F7,
1. 7 /3A A L Cisco Application Centric Infrastructure (ACI) 7 7 7'V v 7 [ijd % 7" /)Lt VLAN

T2 A%T 4 w27 VLAN 77—V Z2A{ER L E£1,
GUI ZE L7=AXF ¢ v 2 VLAN — /LOIERL (75 =*—) 2R LT a0V,

TNA ADGET (V) —7 7 — K/7RR) & VLAN 7= L&D T 580 v—7 v B R 2
A EERLET,

GUI 2 LA —T v K RAAL OERR (76 2—3) BB LTI EN,
IN—KFETIV I TACL 77 7Y I DA—TF ¢V TRELIET DO T 54+
HL—7 v K 32y NU—7 ZER L £9,

GUI 2 L= —T v K 2y RU—=T7 DERR (77 =) LT 7ZE0,
TNRAATHATHAL—FID ZHEETIHLOIA—XREL/ER L E T,

GUI ZfEH L7V — 2 REDIERK (79 X—) 2R LTI E IV,
Y—ERITTTOT Vo — g UEERLET, ZhiE AL —T y RRy hU—
7R —BIONV—FREELET A ABRKA) O —OBE#MTNEENET,

[GUILZF LY —b R V57 7 vxo—arOFEKR 80<2—) | 2L TL
77EW,

GUI 2R L~=RX2T 14y VLAN 7—)LDYERK

FIE

NN —T v N 32y NI =T REEZNERT DN, TXARAET 77U v 7O H 7w
VLAN AT 5 A Z 5 ¢ v 7 VLAN 7— LV ZERT A LERH Y £9°,

ATYT1 A==2— "—T, [Fabric] >[Access Policies] DJEIZEN L F 7,

AT w72 [Navigation] ~A >, [Pools] > [VLAN] DJEIZER L £,

AT w73 [Work] ~A > C, [Actions] >[Create VLAN Pool] DJIEIZFER L E 7,

ATw T4 [CreateVLANPool] ¥ A 7R 7Ry 7 AT, Fid CHEL TWAHHHEZRE, LEIZSTTT 41—/ RIZ

AN LET,
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B cuzsmLEsmL—Fo kKA 0kR

ATy TH
ATvT6

a) [Allocation Mode] 47" a > 7R % Tl [Static Allocation] Z %R L £9°,

b) [EncapBlocks] 7 v a > TiE, [H1 227V v/ LET,

[CreateRanges| ¥ f 7 r /R 7 AT, —E®D VLAN#FAZ AL, [OK]E2Z7 VU v 7 LET,
[Create VLAN Pool] %A 7 & 778 v 77 ZC, [Submit] 27 U v 7 LE7,

GUI ZFER LI=AEIL—T v F FAALDER

FIE

ATy

ATy T2

ATvT3

TNA ZADYFT (V—7 /— RIS R) b— K~ €7V o TRICER T 5 A% 7+~ 27 VLAN
T —=NVEFERDT BN —T v N RAAL VEAERT DMERH D £77,

AZa—N"—=T, [Z77Uv% (FABRIC) |>[7V X K1) > — (AccessPolicies) ] DIEIZEN L *

R

T —rvarv s RUT, [RA4 yFRI— (SwitchPolicies) 1247 Vv 27 LT, [ 32— xA

A, PC. VPC ME%TE (ConfigureInterface, PC, and VPC) % &K L £,

[ConfigureInterface, PC,and VPC] # A 7 1 77K v 7 A C, Application Policy Infrastructure Controller (APIC)

W SNDAA v TF R— bR EL, ROBIEZFEITLET,

a) AL vTFROMBIZHDILREWVW[H TAarz227 )y 7L, HiLnwre 77 A L&KL T VLAN %
APIC HIZRRE L £ 7,

b)  [Switches) 7 4 —/V KD Ky 7 X URXNpb, APIC 2T DA v FOF = 7Ry 7 A
EAAZLET

c) [Switch ProfileName] 7 «« — /L RIZ, v 7 7 A VOL4RIZE A LET,

d) [HTA=20%22Yy 7L T, A—brEHELET,

e) [Interface Type] 81 C. [Individuall 7> a v RE U NBIRENTWDH Z & &R LET,

f)  [Interfaces] 7 1+ —/V R C, APIC B’ SN DR — 2 AN LET,

g) [Interface Selector Name] 7 + —/L RiZ, AR— bk v 7 7 A VDA HIZ AT LET,

h)  [InterfacePolicy Group] 7 4 —/L K C, [CreateOnel A7 > a>v R¥ %7V v 7 LET,

i) [Attached Device Type] Kz v 7% 7 J A G, [External Routed Devices] Z 38R L 9,

j) [Domain] 47> 3 > R¥ L TiL, [CreateOnel A7 v a> "¥ %7V v 7 LET,

k) [Domain Name] 7 4 —/V RiZ, RAA A EATILET

)  VLAN 77— L ZRNCER L CW2AaiE, [VLAN] A 7Y g >R & v & LT, [ChooseOnel 47+ =
VIRE U EZY) vy LET, ZOMOEEIL, [CreateOne)l A7 v ay A¥ %7V v 7 LET,

BEFF D VLAN 7' — L& 3R T 5855813, [VLANPool] Ke v 7% v U A KT, VLAN 7' —/L &%
RLET,

VLAN 7 — V& B 58415, [VLAN Range] 7 ¢ —/V RIZ VLAN %2 A ) L £,
m) [Savgl 27V vZ L., [Savgl 2HH)—E7 U7 LET,
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GUI EEA L AL —T v K2y k7—2 ok [

[Submit] #7 U » 27 LET,

GUI ZFERLEATIL—T Yy KRy FTO—9 DIERK

FIE

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy 17

=T~ K v T —271%, b— b BT U 7 TCisco Application Centric Infrastructure
(ACD) 777V w7 DON—T 4V TREFRELET,

A ==a— /X—"T, [Tenants] > [All Tenants] DJEIZEIR L £,

[Work] <A > C, TF ¥ NOARTEX TN Y v 7 LET,

[Navigation] ~2 > C, [tenant_name] > [Networking] > [External Routed Networks] % Z&R L ¥ 97,
[Work] X > C, [Actions] > [Create Routed Outside] Z 3R L £7°,

[Create Routed Outside] Z 4 7R 7R v 7 AT, TR THEEL TWAHEHZRE, LEILLTT 4 —b
RIZAILET,

Q) AAFTIvI N—T 4 T DEAIF, [BGP] T =y 7Ry 7 AEIX[OSPF]| T =y IRy 7 A& A
YIZLET,
Open Shortest Path Firs  (OSPF ) D3541%, 1810 OSPF [EHAD 7 4 —/L RIZAS LET,
b) [Private Network] K2 > X URAKNT, TN ANN— e T 5T T4 X—F Xy hT—
7 BB LET,
c) [External Routed Domain] K® v 7*'#7 JUA KT, b—k BTV U ZHITHER LTAMEL—T > R
RAA IR ET,
d) [Nodes and Interfaces Protocol Profiles] ©2 > a2 > T, [+]| 27 U v 27 LET,
[Create Node Profile] # A 7 1 77K v 7 AT, Tl THEL TWAHHHEZRE, LEISUTT 4 —/L K
WAL ETS
a) [Nodes| 7 arT, [+H%&7Yy27LET,
[Select Node] A 7 B VR y 7 AT, FRUHEEL TWHHEZRE, ML LT TT 4 —/L RIZAT
LEd,
a) [NodeID] ka7 X 7 URXRNT, T3 28T 5/ — RNID #84R L £7,
T NS ZADLGET, MBT ASA R T 77V v VIS D5/ — RO IDIZT HMERH D
ij—o
 AET ANA ZADYLGEITE, AV U ERA RN LTS — D35/ — RO IDIZT 55
B0 ET,

b) [RouterID] 7 4 —/V RiZ, ACl1 7 7 7V v I RN N—T 47 7ua ha) 7avATHEATHL—H
IDZ# A LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B cuzgmALEsmL—Fy K3y rT— DR

ATvT8

ATvT9
ATv 710
ATy TN

ATvT12

ATv 713
ATy 714
ATy 715

ATv 716
AT T11
ATy 718

) ACL7 77 Vw7 ETNARADBTAEZT v 7 V—T 47 &MHT 58561, [Static Routes] &
7 aryTH E7 )y 7 LET, TRLUAOHEEIE, AT v 710 (18 X—) (TR ET,
[Create StaticRoute] # 4 7R 7Ry 7 AT, Tl THEL TWAHHHEAZRE, LEIZLUTY 41—/ NIZ

ATTLET,

a) [Prefix] 7 v a L iZiE, HHIL— b DT VT 4 v 7 AB AT LET,

b) [Next Hop Addresses] &7 > a > Tk, [+ 27 Vv 7 LET,

) HHIL—FDRXI ALKy TIPT RLAZATILET,

d) [Updatel 27 Vw7 LET,

[OK] %27 U > 27 LET,

[Select Node] ¥ A 7 /ARy 7 AT, [OK]| %7 Vw7 LET,

A FIv I N—T 47 7ur bhardt LTT /A ATBGP AT 545 1%. [BGP Peer Connectivity
Profiles] £ 7 > a T, [H1 &7 Vv LET, TNUSNOEEIZ, AT 7 14 (78 X—) TR ZE
R

[Create Peer Connectivity Profile] # 4 7 R 7R 7 AT, Tl THEL TWAHAIHAZRE, LEITLLT
74—V RIZATILET,

a) [Peer Address] 7 4 —/V R T, BGP & v g VAN T BT NAADIPT RLATHLHET 7 KL
A& ANTTLET,

[Create Peer Connectivity Profile] ¥ 7 2 7Ry 7 AT, [OK] %7 Vv 7 LET,

[Interface Profiles)| £ 27 > a »C. [H] 227V v 27 LET,

[Create Interface Profile] # A 7 12 7' 7AR v 7 AT, MBS L TTZ 4 —/L RIZASHLET,

a) XA T Iv I V—T 47 7r hait LTOSPF 2T 5541%, OSPF 71 7 7 A VIEH %
ANTLET,

[Interface] &7 2 2 > Tid, [SVI] ¥ 7 #EN L £,

[Interface] 27 > a > T, [H1 &7 Vv 7 LET,

[Select SVI Interface] # A 7 2 7 AR 7 AT, TRUlfEEL TWOHHAZRE, LEITISLTT 4 —L K

(A LET,

a) [Path Type] 77> a v REZ LTI, T/ ADT 7TV v 7 ~OHEGHIEE B+ 5 2 A 7% 73IR
LET,

b) [Path] Fe vy 7 X7 URARNT, TNARET7 77V v 7|28k T D/ A RIRLET,

BTN ZDGET, MBTANA 2% T 7T v Z IR 53R T,

BT A ZADFEIE, B~ BB A R LTS — " E8ET 5 /32 TY,

¢) [Encap] 7 4 —/L KT, 77 &/NWLVLAN Zf8E L £,

d) [IPAddress] 7 4 —/VRT, 777 Vw7 SVGIA X —T =2 A ATHHATHIPT RLAZRELE
‘a‘o

e) [MTU (bytes)] 7 4 —/L N T, HANmiELr=> b A X%/ A NEMTHELET,
57 /v MBED Tinherit] DA, ACLTIET 7 # /L MED 19000] 2MEA S, VE—F FT/3( A
TIREEXT 7 40 MED [1500) NMERH S ET, B2 MTUEERET S L. ACLE Y E—
TNRAZAMOET VS TRBENEAET ZREERSH D £9, VE— T340 AOMTUfEZE 11500
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ATv 719
ATv 720
ATvTN
RTvT22
ATv7T23
ATy T 24

ATy T2

AT 726
ATFvT21
RTvT28
RTwT29

Ul AL L—azEors [

WCHRELTESEAE., VE—F TAL AD 130ut 7= 27 FO MTUEZ 19000] 123 E L T ACI
DOMTUEE —FEEE9,

[OK] %7 U v LET,

[Create Interface Profile] ¥ 7 =7/ ARv 27 AT, [OK]| %227 Vv 7 LET,
[Create Node Profile] # 4 7 0 7 7/R > 7 AT, [OK] &7 U w7 LET,
[Create Routed Outside] A 7 2 7Ry 7 AT, [Next] %27 V27 LET,
[External EPG Networks] 2 v a > C, [+ %27 Vv 7 LET,

[Create External Network] # 4 7 2 7R 7 AT, Tl THEL TWAHHAZRE, LEILLUTT 74—
JVRIZADLET,

a) [Subnetl]®Z v a T, [+]&27Vv7 LET,

[Create Subnet] ¥ 4 7 B 7R v 7 AT, TRl CHEL TWHIHEZRE, MBS LUTT 4 — /L RIZAT

LET,

a) [IP Address] 7 4 —/V FIZIP 7 RL AL 3V 7%y b =27 &2 AN LET,
TRy hvAZE, WRKOL—T 47 Ta ha VR ETERT DY hTI—27 AT —hKA b
LT,

[OK] %7V v 7 LET,

(EE) KESLT, SBT3y FEERLET,

[Create External Network] ¥ 4 7 e /R 27 AT, [OK] %227 Vv 7 LET,

[Create Routed Outside] %1 7 1 77K v 7 AT, [Finish) %7 UV v 7 LET,

GUI ZERL-IL—2EZEDER

FIE

RATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

N—=T 47 Ta bANRED—HE LT, TS ZATHMRT 20— 4 1D ZRET 2 LB
HYET,

A ==2— /X—"T, [Tenants] > [All Tenants] DJEIZEIN L £,

[Work] <A ' C, TF v FNOAFIZXTNT Uy 7 LET,

[Navigation] ~4 > C, TF > +4 >[Services] > [L4-L7] > [Router configurations] Z 341 L %9,
[Work] - > @ [Router Configurations] 7—7 /L C, [+] &7 Vv 7 LET,
THNAATL—ZID & LTHEATLHIPT RLAZ A LET,

[8 (Update) 127V w27 LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B cuzemLry—Ex 9577y I—vavokmk

GUI #ERLI-Y—EX TS 7Y I—23 VDR

FIE

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

P—ERTTTOT 2= a rEERTALENDHY £9, ZiE, AL —T > B
Fv b T =27 R —BLUOIL—FHRE LT A, ZBRRY) —OBEMN TN EENE T,

A=a2— N—T, [TFFk (Tenants) |>>[F_XTHOFTF > kb (ALL Tenants) ] DIEIZEIR L E 7,
[Work] A ' C, TF 2V NOARIZX TNV Y v 7 LET,

Fer—var vy RUT, [TFHY R (Tenant) |[TF > b4& (tenant_name) ]>[H—EX (Services) ]>
[L4-L7] > [T /34 R3ERKR 1 & — (Device Selection Policies) | > [T /34 ZERKY & —
(device_selection_policy) ] DNEIZIER L £,

FEerF—rvar v RUT, [TFHY A (tenant_name) |>[L4~L7H—ERX (L4-L7Services) |>[T
INA RFEIRK 1) & — (Device Sdlection Policies) ] > [T /34 RERAK ) & — (device selection_policy) ] DJIE
IR L ET, [T7/31 AERAK Y >— (device selection policy) ] 1%, Cisco Application Centric Infrastructure
(AC) 777V w7 TA— R ET V7 E2FIATTHEREIMEHT 27 310 ZEIRKY o — T,

[Work] ~XA > @ [properties] & 7 > = 1Zd 5 [Router Config] RKe v 7% 7 YA RNT, V=T 47 &
T U T ICHER LTy — 2 3R E R TRIR L 77,

[Navigation] XA > T, IR L7=T A ZARINKY o—ZEE L, ACI7 77V w7 LTV TT 5 A0
B —T A ZAERRLET,

[Work] X > @ [properties] & 7 3 = > |Z& % [Associated Network] 47" = 78 & > "G, [L3 External Network]
Vi N D= S

[L3External Network] Kz v 727> J A T, b— b 7V o ZHIER LT2AAERL—T » K %> b
U— 7 Z@IRLET,

RO K DITEEENET,

eI —F v R Ry NU—7 LRESTIT A X —T = A ZADH T I{L VLAN 23, 4+
HL—T v R Ry hI—=F A B =T A A TaT77ALO—EE LTHRE LT VLAN
=T Ao TerIILrEND

NN —F v R Ry NT—T A B —T A R N—F 40 7o s/ LRENL—T
AA T T v a2 d&3d

=T 4T FaALRERT AL R v a2 ENET

NX-0S X2 A LD CUZEFRLI-IL—FET) TN

ZITHEH =P ETY T EHRETDHNXOS AZ A /LD CLID <y ROFZ R LET,
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NX-0S 24 A L cU EERALIL— bk E7 U vsoRE [

FIE

ATy Tl ar74F¥alb—var T—REEBLET,
i) :
apicl# configure
ATYT2 TForDar7 4 FXal—aryE— RelBLET,
fl
apicl (config) # tenant 101
ATvT3 H—vRITITEENML, ThEar N7 7 b EBEEMTET,
fi
apicl (config-tenant) # 1417 graph gl contract cl
ATvT4 THRAR T ZAFCEESIT L, —F (=B R) ZBMLET,
fi
apicl (config-graph) # service ASA FW device-cluster-tenant 101 device-cluster ASA FWl
ATy TS Y—UERAET, avva—v ax I BTN L= I TAL A H—T oA AR ELET,
fi

apicl (config-service)# connector consumer cluster-interface provider

ARTYT6 IVITAX A H—T 2 A AT, ¥—ERATNNALATONL— L BT V7 THEMAT S LAY 3 Outside
(13extOut) &> RRA > ks Z—7 (BextlnstP) ZFFEL, X7 XD T 4 Fal— g F—
REHRTLET,

B -

apicl (config-connector)# 1l4l7-peer tenant 101 out 1101 epg el0l redistribute bgp
apicl (config-connector) # exit

AFyTl TuRfF—aRxsBZlar s a—<DITARZALE—T 2 ATAT v 5EAT 076 %&#10IK
L/i‘a‘o
& -

apicl (config-service)# connector provider cluster-interface consumer
apicl (config-connector)# 1417-peer tenant 101 out 1101 epg el0l redistribute bgp
apicl (config-connector) # exit

ATvT8 (EE) ax7 by RRA U b =7 OREMNT 2T 55613, noldl7-peer =~ F%
A LET,

1

apicl (config-connector)# no 1l4l7-peer tenant 101 out 1101 epg elOl redistribute bgp

ATV T N—HBER)—%T T MUEKL, E7 LA Y4~ 1 AT TTNRAAIN—FIDEFFEL, =
V74 F¥al— gy E—RNIIREY £9,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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1

apicl (config) # tenant 102

apicl (config-tenant) # rtr-cfg bgpl
apicl (config-router)# router-id 1.2.3.5
apicl (config-router) # exit

ATFYTI0 NL—FBER) O —FBFEEDOY —ERATF AL RCEEMT, 5F > har 74Xzl —3 32y F— R
U

1 -

apicl (config-tenant)# 1417 graph g2 contract c2 subject http

apicl (config-graph) # service ASA FW device-cluster-tenant 102 device-cluster ASA FW2
apicl (config-service)# rtr-cfg bgpl

apicl (config-service)# exit

apicl (config-graph) # exit

ATY7TM LA¥30utside ¥V —7 4 Z—7 x4 AL L VRE I[ZEEHHEMIT £,
1 -

apicl (config-tenant)# external-13 epg el01 1l3out 1101

apicl (config-tenant-13ext-epg)# vrf member v101

apicl (config-tenant-13ext-epg)# match ip 101.101.1.0/24

apicl (config-tenant-13ext-epg)# exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf)# vrf context tenant 101 vrf v10l1l 13out 1101
apicl (config-leaf-vrf)# ip route 101.101.1.0/24 99.1.1.2

apicl (config-leaf-vrf) # exit

apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# vrf member tenant 101 vrf v101l 13out 1101
apicl (config-leaf-if)# vlan-domain member domlO1l

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# ip address 99.1.1.1/24

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

N—F 47 7a hajj (BGP, OSPF) /b— b = v 7Y, L& T—FEFEHLEZL
A ¥ 34N EEE (LA ¥ 3 Outside) DFFMIZREREIZ-DOWTIL,  [Cisco APIC NX-OSSyle CLI
Command Referencel] R¥F =2 AL FEBBL T EE 0,

\}

GE)  CLITOIN LA Y3FRET, 220DF— R (EAE—RNEA4FITEE—R) THEHATEET,
FEDT T NEILVRE Tlid, 7XTOHNBLA PIREIZINLDE—RD 1 2OH%
FEHLES, v— b ET7 Y U TI3A4RIMEE— RTOAYR—FINTWET,

IW—FEZYV DTNV a—Ta205

Cisco Application Centric Infrastructure (ACI) 777 U v 72—k BT U 7& T —%
N7 T4y ORMERHDHEIC, TOMEE N7 TN —T 4 7T HDICACI 7 77
Vo2 V=T AL vy F ETEITTEL A~ FRN O DY £7,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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WDOFERIZ, 777V V=T AL v FDAAL vF Vo)V TEITTEDL N T TN a—T 4
V7 a<w RERLETAAL vF,

av> Uk SHER

show ip route vrf all FCESG LIV — b EETRED T
A RNOTRTONL— FEFRFLET,

show ip ospf neighbor vrf all BEger A A LD Open Shortest Path First
(OSPF) 7 Vv 7y araFrLE

j—o

show ip ospf vrf all KA THXANNDT XA L OSPF RES
FrLET,

show ip ospf traffic vrf all Virtual Routing and Forwarding (VRF) D4 =
YTHFARDOSPF FT T 4w HERLE
R

show system internal policymgr BrEDY)—T A, vFDar 77 7 4)b

stats A —)VEFRL, L—LD)7y kb vk

AUy EERLET,

WOFIZ, veh Ic v =V TEITTEL NI TNV a—T 7 a~vr ReERLET,

avok S ER

show system internal aclgos prefix|#ED ) —7 A A4 v FDIPVE S LT 4 v 7 A
T Z— g )= — LD NT T 4
7 ey b AT MR LET,

b avwy RIIMRAT, NI TNva—T 4 TITENLOIRD m xR TEE T,
« TNA ADREEMES Tk

cFEEDTF B DTFDOTNTHTT — & Nulssues

CUZFERALIEY—T RAYFDIL—k ET) VT HBEDHEDR
T77 TVl V=T FCAA, v F vl avwy REFEHLT, V—7 A v FHRELL—
TV TR R R T A EMTEET,

FIE

ATV T FRAARERINTNWELET7 7T v 7 U—T A, vF T, SVIA v FZ—T oA AVRESNTNWSLZ &
MR L ET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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fab2-leaf3# show ip interface vrf userl:global
IP Interface Status for VRF "userl:global"
vlan30, Interface status: protocol-up/link-up/admin-up, iod: 134,
IP address: 1.1.1.1, IP subnet: 1.1.1.0/30
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: 0
lo3, Interface status: protocol-up/link-up/admin-up, iod: 133,
IP address: 10.10.10.1, IP subnet: 10.10.10.1/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 1, tag: O

fab2-leaf3#

L—rEF7UvIDEE |

A B =T 2 A AVIan30 IZILSVIA v X —T7 =2 A AREVDEENTEY, £V F—7 A A 103 IZITFE

N—T v KXy NU—=7REIHBEESNTWEL—F IDNEGENTWET,

ARTFwF2 777V 7 J—7 AA »F D Open Shortest Path First (OSPF) D% E iR L 9,

fab2-leaf3# show ip ospf vrf userl:global

Routing Process default with ID 10.10.10.1 VRF userl:global
Stateful High Availability enabled
Supports only single TOS(TOS0) routes
Supports opaque LSA
Table-map using route-map exp-ctx-2949120-deny-external-tag
Redistributing External Routes from
static route-map exp-ctx-st-2949120
bgp route-map exp-ctx-proto-2949120
eigrp route-map exp-ctx-proto-2949120
Maximum number of non self-generated LSA allowed 100000
(feature configured but inactive)
Current number of non self-generated LSA 1
Threshold for warning message 75%
Ignore-time 5 minutes, reset-time 10 minutes
Ignore-count allowed 5, current ignore-count 0
Administrative distance 110
Reference Bandwidth is 40000 Mbps
SPF throttling delay time of 200.000 msecs,
SPF throttling hold time of 1000.000 msecs,
SPF throttling maximum wait time of 5000.000 msecs
LSA throttling start time of 0.000 msecs,
LSA throttling hold interval of 5000.000 msecs,
LSA throttling maximum wait time of 5000.000 msecs
Minimum LSA arrival 1000.000 msec
LSA group pacing timer 10 secs
Maximum paths to destination 8
Number of external LSAs 0, checksum sum 0x0
Number of opagque AS LSAs 0, checksum sum 0x0
Number of areas is 1, 1 normal, 0 stub, 0 nssa
Number of active areas is 1, 1 normal, 0 stub, 0 nssa
Area (0.0.0.200)
Area has existed for 00:17:55
Interfaces in this area: 1 Active interfaces: 1
Passive interfaces: 0 Loopback interfaces: 0
SPF calculation has run 4 times
Last SPF ran for 0.000273s
Area ranges are
Area-filter in 'exp-ctx-proto-2949120"'
Number of LSAs: 3, checksum sum 0x0
fab2-leaf3#

ATFY T3 777V v U—T AA »F D OSPF XA N—DEMRE MR L 7,
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fab2-leaf3# show ip ospf neighbors vrf userl:global

OSPF Process ID default VRF userl:global

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
10.10.10.2 1 FULL/BDR 00:03:02 1.1.1.2 V1an30
fab2-leaf3#

AT Td V=N T 7TV 7 V=T AL v FIC Lo THIGSND Z & ZHERLET,

fab2-leaf3# show ip route vrf userl:global

IP Route Table for VRF "userl:global"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

1.1.1.0/30, ubest/mbest: 1/0, attached, direct

*via 1.1.1.1, vlan30, [1/0], 00:26:50, direct
1.1.1.1/32, ubest/mbest: 1/0, attached

*via 1.1.1.1, vlan30, [1/0], 00:26:50, local, local
2.2.2.0/24, ubest/mbest: 1/0

*via 1.1.1.2, vlan30, [110/20], 00:06:19, ospf-default, type-2
10.10.10.1/32, ubest/mbest: 2/0, attached, direct

*via 10.10.10.1, 103, [1/0], 00:26:50, local, local

*via 10.10.10.1, 103, [1/0], 00:26:50, direct
10.122.254.0/24, ubest/mbest: 1/0

*via 1.1.1.2, vlan30, [110/20], 00:06:19, ospf-default, type-2
fab2-leaf3#

AT w5 OSPEF BT 34 2 (ZDOFITIX Cisco ASAV) IZHRESNTWAZ E 2R LET,

ciscoasa# show running-config
Saved

Serial Number: 9AGRMS5NBEXG
Hardware: ASAv, 2048 MB RAM, CPU Xeon 5500 series 2133 MHz

ASA Version 9.3(1)
|
hostname ciscoasa
enable password 8Ry2YjIyt7RRXU24 encrypted
names
|
interface GigabitEthernet0/0
nameif internallf
security-level 100
ip address 2.2.2.1 255.255.255.0
|
interface GigabitEthernet0/1
nameif externallf
security-level 50
ip address 1.1.1.2 255.255.255.252
|
<<L L >>
router ospf 1
router-id 10.10.10.2
network 1.1.1.0 255.255.255.252 area 200
area 200
log-adj-changes
redistribute connected
redistribute static

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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Only HTTP traffic is redirected to the FW,
and then the traffic goes to the Web endpoint. | £ /" 1
;

7 Other traffic permitted by contract
e s H d e e goes to the Web endpoint directly.
t/1 \ U
2/ 7
LA
Wi v e e AN -
EPG Client EPG Web g

ZOFERABITIE, 200FERI T TV BAERTHZMERNH D 3, BYOFEHRS T IV IXHTTP
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NX-0S 24 A LD CU EFA LAY o— ~—2 y# 1Ly toEE |

eSS —T a3 U4 KT, Tenant tenant_name > Policies > Protocol > L4-L 7 Policy Based Redirect %
BIRLET,

YE¥7 ¢ > K7, Action > Create L4-L7 Policy Based Redirect % %41 L £,

CreateL4-L 7 Policy Based Redirect # 4 7 v 7748 v 7 AT, MBS LTI 4 — /L RIZASHLET, ZD
RY S =R=2DVFA L7 b RYv—iF, arva—< axs7ZHObLDTY,

TangZ ax s ZAE, IORY = R_R=2D Y XA L7 b RY —EERLET,

FTES—v a3 v Ry, Tenant tenant_name > Services> L4-L 7 > Service Graph Templates >
service_graph_template name % &R L 9,

B L= —t 2 757 S 7L — FE2RIRLET,

=R ITTT7 T L— et v 7 LT, Apply L4-L7 Service Graph Template z 341 L £,

Apply L4-L7 Service Graph Templateto EPGS % A 7 02 77K v 7 AT, IROBIEEZFEITL

a)  Consumer EPG/External Network K> 7% 7 YA N T, aryya—~ T2 RRA vk J—
TERIERLET,

b)  Provider EPG/External Network N> 7 XU A NT, Faf X = KRA v s I —T%
IR L ET,

c) Contract 77>z R ¥ D Create A New Contract #7 V v 7 LE7,

d)  Contract Name 7 ¢ —/L RIZ, KDL HTA AN LET,

e)  NoFilter (Allow All Traffic) F = v 27 Ry 7 ZEA AT LRNTLIEE N,

f)  Filter Entriess7—7 Vv T+ %27 Vv 7 LT MY ZBMLET,

g HMLWTZ x> YT, 4Hie LTIP]Z AJIL, IP% Ether Type & L TR L T, Update
7 Vw7 LET,

hy Nextz7UvZLET,

i) oy a—v ax/ ZORedirect Policy Ky 7 XA NT, aria—v axs ZHICHE
L7V XA L7 hRY —ZRRLET,

i) ayya—v axs 2O Cluser Interfface ke y 7% 7 YA RNT, aryva—~ IV IF3AZ L
=T oA AR LET,

k) e AX axsHZoORedirect Policy Kay 727U ARNT, Fag X axs ¥ HICERL
EVHEA L7 FARY = ERIRLET,

) TaNA X axs X O Cluger Interface Ka v 7 X7 VA RNT, TanNA B I TR 05—
T oA AEERLET,

m) Finishz27 Yy 27 LET,

NX-OSRAAILDCUEFERLI=AR—R—=X YSFAL LY FDETE

ZOFIEDawy FFIZFIZE, v—MIUFAS VT v, JTREZDIVEAL LT b, BT T
TOHMANEGENE T, TAAL RITF 2 R TI OFIERENET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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FIE

ATYT1 TARARA T TAZEERLET,
B

1417 cluster name ifav-asa-vm-ha type virtual vlan-domain ACIVswitch service FW function go-to
cluster-device Device2 vcenter ifavl08-vcenter vm "ASAv_ HA1"
cluster-device Devicel vcenter ifavl08-vcenter vm "ASAv_ HA"
cluster-interface provider

member device Devicel device-interface GigabitEthernet0/1
interface ethernet 1/45 leaf 102
vnic "Network adapter 3"
exit
member device Device2 device-interface GigabitEthernet0/1
interface ethernet 1/45 leaf 102
vnic "Network adapter 3"
exit
exit
cluster-interface failover_ link
member device Devicel device-interface GigabitEthernet0/8
interface ethernet 1/45 leaf 102
vnic "Network adapter 10"
exit
member device Device2 device-interface GigabitEthernet0/8
interface ethernet 1/45 leaf 102
vnic "Network adapter 10"
exit
exit
cluster-interface consumer
member device Devicel device-interface GigabitEthernet0/0
interface ethernet 1/45 leaf 102
vnic "Network adapter 2"
exit
member device Device2 device-interface GigabitEthernet0/0
interface ethernet 1/45 leaf 102
vnic "Network adapter 2"
exit
exit
exit
exit

ATFwF2 T7F hPBRv6 ASA HA Mode D FiZ, PBRYV—E R VT 7 4 L AX A& RERLET,
fi

tenant PBRv6_ASA HA Mode
access-list Contract PBRv6 ASA HA Mode Filter
match ip
exit
ATYT3 TANERIP T AT D PBR O ZER LES, HRITIVDOFT, LA Y4~ 1L

AYTY—ER T T THERELET,
YV—ERTTIALT U ADTaNAZ 22 NiA 2 b TA—TI2 Lo TRES N DL, atiow-a11
BE TR TE £ A,

1 -
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contract Contract PBRv6_ASA HA Mode
scope tenant
subject Subject
access—-group Contract PBRv6 ASA HA Mode Filter both
1417 graph PBRv6 _ASA HA Mode Graph
exit
exit
vrf context CTX1l
exit
vrf context CTX2
exit

ATFYTL I5ATL e —ROZ L RRA U N ITNA—TRHIZT Y v FAALVEERLET, 7547 &
Y — O SFAEC VRF AV AZ L RIZELET,

1 -

bridge-domain BD1
arp flooding
12-unknown-unicast flood
vrf member CTX1
exit

bridge-domain BD2
arp flooding
12-unknown-unicast flood
vrf member CTX1
exit

RTYTS  TrAT VA= NAONEB I Ly 7T, BIOTY v RAL B LET,

PBR Tit, VUE—hF U—7 24 v FDEEIL VTEP DFENEN > TWARLERNHY £, Zh
X, noiplearning =~ R CITWET,

1 -

bridge-domain External-BD3
arp flooding
no ip learning
12-unknown-unicast flood
vrf member CTX1
exit

bridge-domain Internal-BD4
arp flooding
no ip learning
12-unknown-unicast flood
vrf member CTX1
exit

ATFYT6 TV AZ—varIuardrANEBERL, T REAL L N IA—TEHEELET,
1 -

application AP1

epg ClientEPG
bridge-domain member BD1
contract consumer Contract PBRv6 ASA HA Mode
exit

epg ServerEPG
bridge-domain member BD2
contract provider Contract PBRv6 ASA HA Mode
exit

exit

AT Tl TV Y RAAL DT TV N =A% ELET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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1

interface bridge-domain BD1
ipv6 address 89:1:1:1::64/64
exit

interface bridge-domain BD2
ipv6 address 99:1:1:1::64/64
exit

interface bridge-domain External-BD3
ipv6 address 10:1:1:1::64/64
exit
interface bridge-domain Internal-BD4
ipv6 address 20:1:1:1::64/64
exit

ATFYT8 TFTFLRTINOLT AL ZEA B —FLET,
fi

1417 cluster import-from Tl device-cluster ifav-asa-vm-ha
AT =R VXAV I FNRY—ZFHL Y —ER T TEERLET,
fl

1417 graph PBRv6_ASA HA Mode Graph contract Contract PBRv6 ASA HA Mode
service N2 device-cluster-tenant Tl device-cluster ifav-asa-vm-ha mode FW_ROUTED svcredir
enable
connector consumer cluster-interface consumer PBRv6
bridge-domain tenant PBRv6 ASA HA Mode name External-BD3
svcredir-pol tenant PBRv6 ASA HA Mode name External leg
exit
connector provider cluster-interface provider PBRv6
bridge-domain tenant PBRv6 ASA HA Mode name Internal-BD4
svcredir-pol tenant PBRv6 ASA HA Mode name Internal leg
exit
exit
connection Cl terminal consumer service N2 connector consumer
connection C2 terminal provider service N2 connector provider
exit

ATFYTIN0 AEBLONEL v 7O — 2 VXA L7 FORY —%{ERLET, IPv6 7 KL TR OF Tl H
SNnEY, RLa<vry REEHLTIPM T RLRAZIRETH I LHTEET,

1 -

svcredir-pol Internal leg
redir-dest 20:1:1:1::1 00:00:AB:CD:00:11
exit

svcredir-pol External leg
redir-dest 10:1:1:1::1 00:00:AB:CD:00:09
exit

exit

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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NX-0S X % A L) CU E{EMA L1=K Y S— RA—2D Y &4 LY rEezekadss ]

NX-08 RZ A LD CL ZFERALER) O—A—XDFA4 LY FETE
RIS

KUY —=R=2D Y XA L7 FEFRELTZHEIL, NX-OS A% A )L CLI Zfli i L TR iE & ez
TEET,

FIE

ATFYT1 TF U FOFETHREEZF T LET,
1 -

apicl# show running-config tenant PBRv6_ASA HA Mode svcredir-pol
# Command: show running-config tenant PBRv6_ASA HA Mode svcredir-pol
# Time: Wed May 25 00:57:22 2016
tenant PBRv6_ASA HA Mode
svcredir-pol Internal leg
redir-dest 20:1:1:1::1/32 00:00:AB:CD:00:11
exit
svcredir-pol External leg
redir-dest 10:1:1:1::1/32 00:00:AB:CD:00:09
exit
exit

ATFYT2 TFLURNEFOY—ER TS TOETHREEFE R LET,
Bl -

apicl# show running-config tenant PBRv6_ASA HA Mode 1417 graph PBRv6_ASA HA Mode_ Graph
# Command: show running-config tenant PBRv6_ASA HA Mode 1417 graph PBRv6_ASA HA Mode Graph
# Time: Wed May 25 00:55:09 2016
tenant PBRv6_ASA HA Mode
1417 graph PBRv6_ASA HA Mode Graph contract Contract PBRv6 _ASA HA Mode
service N2 device-cluster-tenant Tl device-cluster ifav-asa-vm-ha mode FW_ROUTED svcredir
enable
connector consumer cluster-interface consumer PBRv6

bridge-domain tenant PBRv6_ASA HA Mode name External-BD3
svcredir-pol tenant PBRv6_ASA HA Mode name External leg
exit
connector provider cluster-interface provider PBRv6
bridge-domain tenant PBRv6_ASA HA Mode name Internal-BD4
svcredir-pol tenant PBRv6_ASA HA Mode name Internal leg
exit
exit
connection Cl terminal consumer service N2 connector consumer
connection C2 terminal provider service N2 connector provider

exit
exit

ATFYT3 =2 VI IRELFERLET,
Bl -
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apicl# show 1417-graph graph PBRv6_ASA HA Mode_ Graph

Graph : PBRv6_ASA HA Mode-PBRv6 ASA HA Mode Graph
Graph Instances : 1

Consumer EPg : PBRv6_ASA HA Mode-ClientEPG

Provider EPg : PBRv6_ASA HA Mode-ServerEPG

Contract Name : PBRv6_ASA HA Mode-Contract PBRv6_ASA HA Mode
Config status : applied

Service Redirect : enabled

Function Node Name : N2

Connector

consumer

provider

wH/—F

Encap Bridge-Domain Device Interface Service Redirect Policy
vlan-241 PBRv6 _ASA HA  consumer PBRv6 External leg

Mode-

External-BD3
vlan-105 PBRv6 _ASA HA  provider PBRv6 Internal leg

Mode-

Internal-BD4

R)O—R=ZAD)FZAL LY FZDLT

TNF )= R ARV —_R=RYFZ A V7 MNE, P—ERT T T TRKS DORE /) — K&
R—hrd2Z2ETPBREBILLET, DOV —ER ) —FDaRxI ZNR T 7 4 v 7 O
WIRDMNIHRET DI LN TE, ZORTEICESNT, h—ERF =—2 DX ETE L U%EL
7T AIDPRESNET, D/ — FPBRIEETIZ, R —RXR—=2D VXA L7 MNE
=R ) —Raxrioarva—~fil, a0, FEFEOmMEFTENCTHT
ENTEET, UL, BEHFMICH, FREWFRICHLERETEET, Y—ER/—FKD=
X7 ZTPBRAY V—%RELESE, TOaRXITEAN T 7 4 w7 &K THZ L13HY
EH A,

XFRR) O— R—XDYFA LY FIZDUNT

KFRY v —_=2 Y XA L7 N PBREKIZEY, Y—ERA /) —ROT— a7 nbEya=
YITEDRD, R —IESE, arva—~vy =T u M X =D RIRA T —
THO N7 4 v 7 BAMSEBTEET, T T 4 v 7k, BEILBIO%EE IP iz R b
VIVFIRAN—T 4 VT (EBCMP) S L7 4 v 7 ANy 2 |G LT, = NOH—E R ) —
RO1212U XAV 7 haivET,

\}

CE)  %IFR PBR KERRIZIZ. 9300-EX LUED N— R 7 = 7 RSB T,

5 PBR REST OV 7 VOl Z LA FIR LET,

Under fvTenant svcCont

<vnsSvcRedirectPol name="“LoadBalancer pool”>
<vnsRedirectDest name=“1bl” ip="1.1.1.1" mac="00:00:11:22:33:44"/>
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<vnsRedirectDest name=“1b2” i
<vnsRedirectDest name=“1b3” i
</vnsSvcRedirectPol>

2.2.2.2” mac="00:de:ad:be:ef:01"/>
"3.3.3.3” mac="00:de:ad:be:ef:02"/>

<vnsLIfCtx name=“external”>
<vnsRsSvcRedirectPol tnVnsSvcRedirectPolName=“LoadBalancer pool”/>
<vnsRsLIfCtxToBD tDn=“uni/tn-solar/bd-fwBD”>

</vnsLIfCtx>

<vnsAbsNode name=“FW” routingMode=“redirect”>
%#5 PBR NX-OS A # A /L CLI 2~ > ROF| 2RISR LET,
TFUE AA=TFOFOROAT RE, =R VZA VL7 WY —&ERLET,

apicl (config-tenant) # svcredir-pol fw-external
apicl (svcredir-pol)# redir-dest 2.2.2.2 00:11:22:33:44:56

kD<= RIZPBR ZENCLET,

apicl (config-tenant)# 1417 graph FWOnly contract default
apicl (config-graph) # service FW svcredir enable

WDa< KL, T3 ZERKR) —ax I ZOFVFA LI R —2RELET,

apicl (config-service) # connector external
apicl (config-connector)# svcredir-pol tenant solar name fw-external

BHR—ZADKMHRY O—R—XDYFAL LT FIZDL

e

Cisco APIC U U —2 6.0(1) LV REIDOY V—ATlX, % PBREMIEOELEIREST HA TV 3
YiEdH Y FHATL, PBREFRL (B—E A/ —FK) OF v U7 [ IEZEINTELT,
BHRIEDOEAIF L CTT 740 MED 1 T, ROFITIL, 4 2OEReEEEZZXET, F7
T4 w7 OR—RNTUAQBEALNE L Th D708, KHRL TR 25% LIZIEFR CED k
T4 EZETEET,

R 2:PBREREND T T 499 (FIAI MEREDXF PBR, EFHIE T1] )

Destination Eg—3 Traffic %-age
(BHLED)

&Rt 1 1 25

i 2 1 25

bR e 3 1 25

Bl 4 1 25

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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User (25%)

User2 (25%)

Y
User3 (25%) @8

Userd (25%)

Cisco APIC U U —Z 6.0(1) LAED Y V—Z2TlE, FTF 7 4 v 7 % L0 RRANTILIRS 5 EHA
NR—=ZDKHPBR BNV AR — FZINTWET, HAX—ZADOXFRPBR Tld, HFHEZ TV —E X
)= ROF ¥ /R T 4 IZHEDWT PBREIEDELEZHREL, REISNTCEAIESNTAH
MM TEET, 120V —E R/ — RIEEORY) >—IZ@THZENTE, BRHHR) v—
THRRDEREFTET,

KNEDORILD 4 OO PBREFHILICONWTELZ LET, T XTOEHREICFRCLED NT 7 4 >
TIEE ST, 65D PBR R EIZEAN—ATT, 1006 10 ETCOELEMITH LN
TEET, BABMOTRVWES, 774/ MiElE1 T, BAICE> T, #REICHESh
BT 74 I NREVET, T T 4 v I DEHZR—=AZADSEOEELLTISRLET,

£ 3:PBRIEEGHEAD LS T 49D (EHN—XDXFE PBR)

Destination Ef Traffic %-age
(BEXEED)

et 1 4 40

e 2 3 30

et 3 2 20

BEige G 4 1 10
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Ky v— =z gLy benvearianzs i

User1-4 (40%)

User10 (10%)

GE)  LERWCRT T T74 v 70— 7= (25%., 30%., 10% 72 ) OFAEIIREBHR DT
H. PSR LOTIEH Y T/ A,

Y— U AMORFR PBR 2T 51015, FH—ER /) —FRarva—w—aRxsx L7
DN, F—= AR ZD2ODA L F—T = A% FH, WM, DXV arya—v—nbY
e X =BT e, X —hbaryva—~v—IlRLELAZHRETDHLICLET,
BEHN—R D PBR DHIREIE

TV v R AA D PBR B TlZ, PBRARY o — L O KOEAIT 128 TT, L30ut ©
PBR #5504, PBRARY o —Z L DR KOELIL 64 T,

VAT KEEL, WOKMETTRELET,
c TIA=Y ERY I Ty T OGO BELOEFIN 128 (F721XL30ut DFEIL64) &
2 D%5E DEERE,

o« T A = VR DEADOEEHN 128 (F721XL30ut DAL 64) ZHE 2 DS ORERE

=
Ho

e N I T TR O EHIOEFHN 128 (721X L30ut DAL 64) 2 HHEORERE

==
Mo

R)O—R=ZADYFA LT rENnya7LT) X L
A\

GE)  ZOREREIZ. APIC VU —2220Bx) V U—ABLWAPIC UV —A3.1(1) EATEET,
APIC UV U —A& 3.0(x) Clx¥FA— SN TWEHA,

Cisco APIC, U U —2223x) TiX, AU —X—=2AD Y XA L7 MERE (PBR) I, IRD/Nv
a2 TNIY XALEYR—FLET,

CiscoAPIC LA V4~ LAYV IH—EREAHAAS K, ) 1)—Z6.1(x) .
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c EETLIP T KL
FEFEIP T KL

CIKETLIPT RLVA, BEGEIP 7 KL A, 7u hanEs (5740 MERKR) .

R)O—R—=ZADVFALY FOBEEDH LNV

SFRPBR Tlit, HlELREV 2—% T 7 4 v 27X, ECMP 7 /L —>7"C[R U PBR / — K& fifi i
LEd, 7272L, PBR/ — ROWTNINE T T 50, EEEZELZ LZHEI2E, BEFO b
FT7 4y 7a—3H0 ) — RIZELNTHA Ay Y2 3NET, Ziud, MELTWS / —F
DEEFED ST 7 4 v 7B, BAEOHEGEREZ > TO72WMilod PBR J — RIZARTELD 7=
WICELNDEWVSTE LD RREDFRE 2V ET, NT T4 I NAT— "IN T 7 AT U f—
JVEBIET AEAIIE, BN By RENAZ LI H 0N 9,

EEEDS D Ny 2lE, b T T4y Tu—EYH ) — R~w o B T57 X T, &
EDRAELTE ) — oD 70 —LAND NTFT T 4 v INFAY a2 SNADERTONS LD
WCLET, BEAZEZLEZ —FMhbD N T 7409 7i%, IR0 I T 7)) J— R~y
VIZENET, RNy TS J—FEOBEDONT 7 4 v 7 IIBETEXEH AL
WORIL, ZEELEV=2—F 77 4 v ZMNBRFEICPBR /— R&EHLTWD, XFPBR D5
AR HEREZ R L TV E T,

& 15: %5 PBR

Incoming
traffic

Return
traffic

o

|
N\

PBR for
Incoming Return
traffic traffic

PBR nodes

501863

WOBRIL, PBR / — ROWT OB ER ), BEENBAE LT E SIMBAET D0 E2 R LT
FT, IPIONT 7 4w 73D ) — R~y vadi, IREBEIRIPZO N7 7 4 v 7038
9 12O PBR / — RICAM S ENET, ZoZ Lid, sido Xk 52, o PBR / — KAVIP2
BLOIP3 FT 7 4 v 7 OBUEOBEGIE RAE > TORWERE . B8O B 4E &\ 5 s
OB ERHVIGET,
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Ky o— =20 51 L5 tortatonz v I

16:EEMEDH DNy L1 NBNEEOEM SN BEOREEL-PBR/ —

Incoming Return

traffic

PBR for
IP3 Incoming Return
traffic traffic

IP4 PBR nodes

501864

EHORIL. BEEOH DNy ¥ a2 DB 2> TWAEAIC., ZOR CERENRED L H I
XN D ERLTWET, B INTZBEBEORE L) — b2 —F v T 7 4 v
JIEIRBEFEINET, FOMDTRTHOa2—Y FF7 4w 7i%, THFNDPBR / — R
o £,

17880 HZNY 1 0HEIHEEDEMLESN-EEOFHEEL-PBR/ —F

Incoming
traffic

PBR for

IP3 |nmmlng Return
pm— traffic traffic
IP4 PBR nodes 3

= FRY—ERARREBICRD &, BEORELL ) — e T 77 477 ) — FIZH Ny
YadNl T T v Tu—ik, BET T4 7S — FIZREY £,

CiscoAPIC LA V4~ LAYV IH—EREAHAAS K, ) 1)—Z6.1(x) .
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(¥) ECMPZ/L—7®PBR /J — RZEBMEZITHIRT L E, T_XCORT T 4 v 7 7a—N0FH Ny
VaZNBEKNERDZENDHY FT,

B~LTDOR)S—R=—R YSFA LY FTETHDHD /v 1%H
T B

1R BHHEIIZ

TDHAATTIE, L4-THRV = _R=2D VXA L7 F R —NERENTZZ L &2RifEE L
TWET,

FIE

ATV Tl A=a— "—7T, Tenants> All Tenants DJIHIZZRIN L F 7,

RT9T2 fEEV 4V RUT, 7 NOLAFIEZ TNV w7 LET,

ATv T3 FEsF—var v KUT, Tenant tenant_name> Policies> Protocol > L4-L 7 Policy Based Redirect >
L4-L7 PBR _policy name Z#4R L £ 9,

AT w74 Work ~1 > T, Reslient Hashing Enabled = v 7 Ry 7 2% F 2 LET,
ATw 75 [Submit] #7 U v 7 LET,

PBR/\Y O 7w TR —[ZD\T

CiscoAPIC U U —242(1) XV HETDOY U —ATIL, PBRAY —HNOTXTORY > —X—2R
VXA L7 bk (PBR)#fitieix., PBR #EHCVEREL TWAIRVMEHILET, PBR /— KD
1 >OTHEENREETDHE, MEO N T 74 v 7u—0RE vy adET, ZhUCky, =
LRI, T—HFRANRART = NIV T 7 AT Ur—/L&iERLTWLEEIC, #Een) Y b
SNAHAEEMENHY £, ETHIDH Sy 2@ PBR Tk, EENREAELEZ ) — & @im
L7 RNT 74y 7 ORMMERTIRE ) — RO 1 DICHEE SN AT, HIL<IEFEINS ) —F
DRNTT7 47 BDIBARIZRDAREERH Y £3, FEHTER — KD 122537500
Wy IN—THNONRy 7T v 7 ) —REERLTHEALC, b7 74 v 7 DAMEWRINT S Z
EMNTEET, PBRAY I T v TR o —TLIEED /Ny 7T w7 PBR #5502 Rk C &
£7,

Cisco APIC U UV —2 42(1) LAED U ) —ATiX, HILWPBR Ay I T v 7RI v— F 73
UHAFATEET,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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PBR/Sw o 7w 7Y v—12oT [

Incoming
traffic

incoming incoming
traffic traffic
PBR nodes PBR nodes
(primary) (primary)
PBR node Backup node is not used unless PBR node §
(backup) a primary node is down. (backup) 2

BRrIIDHD Ny 2 TR, BERRELLZ/ —RE@B LI NT 7 40 v 7 ORD, HHAEE
72— RO 1DIZHL—T 4 T ENET, @ /i0bb Ny 2L PBRXY 7T v 7 RY
V—HHATHE, BEERRE LT TA~Y  —FREBBLIZ NI 7 0 v o, BEAREER
N DT T ) =KD 1IDIFHN—T 47 EINET,

Ny F7yTRYO—DFEBIELFIREIER

PBR ANy 7T v 7RY — F 7L 3 A2 TIE, ROEEFHELHIRFEEICE-> T FE
v,

*PBR Xy I T v TR —FFaid, i) —T7 XA v FTOHRYFR—FINE
T, INHDAAL v FET VT, AL v TFHDOEKIC T-EX) . [-FXJ . [-FX2) M
fr& £,

TN DH Ny V2B ENT DLERHY 7,

* Cisco APIC U U —A 50(1) LABED Y UV —Z2ATiL, LA ¥ 1/LAFV2PBR LA 7T v/
AU —%H R —FLTWET,

o BEEAEIZ. PBREEIEEIINY 7 7w 7 PBREEE L L CHEATE E423, WA
AcexFHA (FUELITEALDPBRAY O—Tlik, 7J4~ Y PBREHLA PBRAY
TNy 7T v PBR#ERLE LTI HTXERA) &

1 OOy T T PBRAY —iF, 1 OO PBRARY —TOHRHEHTXFE$, PBR A
V—Z2FBHDNRy 7T v 7R —%BMLED E45L, BN ETESNET,

HWHOPBRARY > —IZR Uy 77~ 7 PBRESC AT AEE1E. MUY 7T v
FPBR S AFHL T2 o0ORAB NNy 777 PBRAY O —%EKLET, 2hb
DOWFFDORY L —OEFHITIZ, MUV AZA—TRHES SN TWALERHY 17,
+ CiscoAPIC UV U —26.0(1) LIFED Y V—ATlX, N7 7T v/ /) — RTEHAXI—ADPBR
ERETXET, 94U ) —FRFX L LTWAEES., (BERRELE) 914~

CiscoAPIC LA V4~ LAYV IH—EREAHAAS K, ) 1)—Z6.1(x) .



RYo—R—2 ysg4 Ly roEE |
B oeerivo7o TRy s—zonT

V= REABFELFIENULEOERZRONy 77 v IBRERSNES, exid, 7
FTASV ) —FDELZESLEZD L, TI7A4~Y) ) — ROEERITHN 2N 7T 7
= FOERISULTHLIMNENH Y £F,

T IIDHB N2 PBRAAY I T w7 RN —Df [

EENBAELLL ) — REWEB LI T 7 4w Z71E, IP 7 RLAD/PNIWAEIZ, PBR
NPT TR =Dy 7T w7 ) —RCEEENET, BEOTT7A4~<Y) ) —
RIZBEENEEL, TXTORY I T v 7 ) — RKBMMEHINTWDAEGA. BEENEA
Liz/—FRZ@BBLEZNT 74 v 71%, 794~V ) —KERYIT T ) —Ked
T ATREZ 2/ — R 1212, IPT RLADERWIEICL—F 4 v 7 & ET, 72 %
X, 4007 I 4~V 7 —F (192.168.1.1 ~ 192.168.14) L2 OO w77 v ) —
K (192.168.1.5 8 XX 192.168.1.6) NHD L LET,

sIP7 KL A 192.168.1.1 D7 T A<V /) — RIEENEAELEZSE, 20/ —F
BB LT 7 4 w70k, BADIP T KL A 192.168.1.5 CTEFATE A3y 7
T T ) —RliIA—F 4 T ENET,

«IP7 FL Z192.168.1.1 & 192.168.12 D2 >DTF T A~V J — RIZEENEA L
Te%t. 192168.1.1 Z@E LI T 7 4 v 713y 7T v 7 — R 192.168.1.5
12, 19216812 %@ L7 N T 7 4 v 7133 7 T v 7/ — K 192.168.1.6 [Z/L—
Ty rTENET,

«IP 7 FL 2 192.168.1.1, 198.168.1.2, 192.168.13 D3 S>DTFF A~V /) — FITf&
ERFEL, 192.168.1.50D 3y 7 T v 7 ) — K31 DA ARERGA . &)
ICREENEAE L/ — R 19216811 @B LI T 7 4 v 7idk, No 2T v
J— K 192168152V —F 4 v 7 SNET,

D BFBHICEENEAELEZTTA~Y /) —F 19216812 DFE. NI T v
J—RKBMERENTWAIPT FLA192.168.1.1 EfEHFIRE/R T T A<V ) —
F192.168.1.4 D IP 7 N L AZHigd 5 L 192.168.1.1 (%, HANfHH AT HE
27T A4<Y ) —R192.168.1.4 LV /Wi, fEE 7 — R 192.168.1.2 %
WELZNT 7470, Ny 2T w7 7 —FR192.168.152HV—T 4 7
SNET,

IEFAICEENEA L —F192.168.13 TlX, Ny 77 v ) — KR4 T
WS TS, 3BRBICEENBAE L/ —R2@EBE LT 7 4
7%, AR T IA4~Y /7 — K 19216814 1CVv—T 4 T ENET,

« R Ridik PBR BNENRGA, BENRAE LT T4~ /— Tl BEENEAE
L7c/—FRz@m L7 b7 7 4 v 7%, OISR =Ny 7T v ) —
RIZEOGNET, NI T v 7 ) —RBERTERWEEIX, e— 774 <
J—RBMBERENET, X Tou—IVT T4~ ) —RKea—BA Ry 7T v
J— RIZEENREL, v—h /) — FEFEHTE WA, BERSEELE —F
FBBLE NI 740213, VE—FNT T4~ ) — Ko, UEBE—M\w 7T v
J—RIZELGRET, KICHZRLET,

c TIA U ) —FRER I T o ) —FROWGFNRREIURy Fizdh ., Ny FNidik
PBRR AL HBE. a—HIViRy ROTT7A4 <Y ) — RCEEXARET S, &

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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PBR /w5 7w Iy v—otes ]

EREAE L/ —REBBLIEZN T 740 v 73R L= Pod DNy 7T v
J—RliZELNET,

D —HINTTA<Y )= REa—INNR_y I T T ) —FKNRHY, Ny Fidik
PBROHZN GG, v—hNT T4~V ) —RFRBXOa—hA Vw7 v7 ) —
RCREENFETLE, EEXRRELZ/ —FRE2BBLEZ N 70 v 2%, o
Ry RNORZBTI74<Y ) —FIBEHLET,

PBR/\Y O 7 v TR O—DER

FIE

ATYFT1 A==2— =T, Tenants> All Tenants DJIEIZEIR L £,

ATFwT2 BT 4 RUT, T hOLFTIEZ TNV ) v 7 LET,

RT9T3 Felr—rarvs s RUT, [THY bk (Tenant) | > [T+ b8 (tenant_name) ]>[R1 >—

(Policies) 1>[Z'A k3L (Protocol) [>[L4~L7R)—R—=RYFAL LI b\ 7y T (L4LT

Policy Based Redirect Backup) ] DJEIZEER L £,

ARTY T8 [LA~LTRYO—R=XYHFAL LY k/Nv9 7T (L4LTPolicy Based Redirect Backup) 1247 U »
7L, [L4~LTR)—R=RYSFAL LY k1X\v 9T v TOER (CreateL4-L7 Policy Based Redirect
Backup) ] ZEIRL £,

[PBR/N\y o 7w TR —DER (Create PBR Backup Policy) ] %4 7 v 7 RnFE/REINET,

ATy T5 [&E] (Name) ] 7 4 —/L RIZ, Nu 7T v 7R —D—BDOL4RIEZ AN LET,
ATwv 76 [L3EKKE (L3 Destinations) | 7—7 /LT, [+] &7 V27 LET,
[WAALY FENEZ ST 0 v DEHEEDIER (Create Destination of Redirected Traffic) 1 %44 71

MFERINET,

a) [IP] 74 —/VFIZ, LAV 38R/ —FOIPT FLRAZATLET,

b) [MAC] 7 4 —/V RIZ, LAY 3EHdk/ —FOMACT FLAZ AN LET,

c) AT ar [BMDIPVAIPYE] 7 1 —/L RIZ, LA Y38k — RO ZVIPT RLAZ AT
L/i‘j—o

d) [Ry FID (PodID) ] 74—/ RIZfEZ AL LET, 774/ MEIZ 1 TT,

¢) [EH (Weight) 17—/ FIEZ AN LET, 7740 MEIZ 1 TT, FHETEDHHPAIT1~10T
ﬂqo
TIA=Y ) — RIEENBET DL L, BALESHNV Ay I T v 7 ) — RREID L ToNET,

) [UBALY EAILRTIL—T (Redirect HealthGroup) 17 4 —/L KT, BEFEO~ILVA T — 7 %8R

T 5, FLWAIL AT L—FHRER L E T,

HLWI F A LT vV R —TFVERROFEIIZOWTIE, [GUIZER L= XA L7 kLAY
N—TDOFRE (145X—=) | ZBRL T ZEW,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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o) [OK]Z2 U v LET,
F7var: FHanbFIEe #HVIE LT, EHICLAY3IEmRELTEMLET,

ATw 77 [Submit] Z#27 VY v 27 LET,

PBR/\ v 7 v TR —DEMIE

48 HHEIIZ

CDHATE, LA Y4~ 1L AT TR) ==Y XA L7 (PBR)RY —nEK S
TWAHZ E&FHEE LTWET,

FIE

ATV Tl A==z2— =T, Tenants> All Tenants DJIEIZEIN L £,

AT T2 BT RUT, 7FH U b o&HIEZ TNV ) v 7 LET,

ATY T3 FeF—rarvs RuT, [TFU R (Tenant) | >[TF > & (tenant_name) |>[R1 > —
(Policies) 1>[Z'B kaJL (Protocol) |>[L4~L7HRY—_R—=XYH A L%k (L4L7Policy Based
Redirect) ]>[L4 ~ L7PBR 7R &—4% (L4-L7_PBR_policy name) | DJEIZER L £ 9,

ATv T4 [#EHEES M T (Destination Type) 1 7 4 —/L KT, [L3] #=RL £,

ATw 75 [IPSLAE=421) 245K >— (IPSLA Monitoring Policy) 1 7 4 —/L KT, BEfFORY o —%2RINT 5
M, FE=X VU THIERENS T e —T 2 ERTHH LWIPSLAT=X Y 7 R —%ERLET,
FLWIPSLA E=X Y 7R Y —DEROFEMIZ OV TIL, [CiscoAPIC Layer 31w b —F 0 73k
ETA K] 22 LTI,

ATYT6 [EXHDHB/\v1DE®E (Reslient HashingEnabled) | F = v 7Ry 7 A4 LET,

AT9 T [INvH 7y TR L— (BackupPolicy) 17 4 —/V KT, BEFFORY > —%RIRT 50, Ly 77
TR —EAERR L ET,

HLWWN Y 7T TRY —EROFEAMZOWTIL, [PBRYXy 7 7 v 7R —DOfERK (1133—) |
EERLTLIZE 0,

ATYT8 L3ERET I LUL2EHKEET — 7 bl L b 1507 77 4 772 PBR #fi e nFErSh, VAL
L FAIVAT =T THEREINTWDS Z 2R LET,

HLWY XA LT vV R T —TEROEEICHOWTIE, [GUI A LU XA LY R~ LA L—
TORE (145X—2) | 2R LTI,

ATv 79 [Submit] 227V v 7 LET,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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Cisco Application Policy Infrastructure Controller (APIC) U U — 2 4.1(2) L VDV U — R TiZL,
LAXA~ LA XTI —ERADORY —R—=2 Y XA L7 bEAELT 25512 L EWEOHZ)
{bZBIRT DL ERTIVaAVELITERITIO a2 D250 F 7y a  LAMERTE EH
AT LTz,

INHD2Oo0F T varvEERATLEE, AT )RR —R=RYF A VI N TTFTT
T, 120/ —RFRPLEVED FREZ FRHEIZ E, BRLZ250F 7 v a ML LT, ROT
Jia rynRAELET,

HERTHLIV D) —RTORNF T4 v B Ray FINET,

CEFRITO Ay T T4y 7 BEERRICESZERE S, R O —ERAF = — T A
Ty T INFET,

CiscoAPIC UV U —R241Q)LIED Y UV —ZTIEL, HLWNAIRRT I a3y 47T 9 U FIH
AREICARD £ LTz, 2o T va v aiHTLE, v AT —RRV ==X XA L7 |
77T, 1Oo0 /=B LEWVETFREZ FE>TH, M7 74 v ZI3BE L TWD031 %
ATERWEY OV —EAF 22— 2 L GRBTEET,

WDE s arTiE, 202 —FRORY—_R—2YEAL LY NS5 T70OHEFHALT, =
NHE3DDOF T a NlEoT NI 7 4 v 7 BB B HEEENENRBALET,

Consumer N Provider
L y
— —

Contract
Class id: 100 | | Class id: 300
Redirect
F—

PBR @ PBR PBR @ PBR

T L
Classid: 101 Classid: 201 Class id: 202 Class id: 302 g
ni-external ni-internal n2-external n2-internal 8

WGD ) —=RFRBEH L COAHEE, 202 —FKOR) —_"—=2U XA L7 MIKkDL I

MEL £,

#E{E 7T EPG 525 EPG Action

100 300 PBR 7 nl-external
201 300 PBR 75 n2-external
302 300 permit

300 100 PBR 7> n2-internal

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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1%1E7T EPG 5E5¢ EPG Action
202 100 PBR 75 nl-internal
101 100 permit

WoDE7varTiE, [LEMEZI2UTY L3> (ThresholdDownAction) |7 « —/L K Tidk
WRUTeAT v a AHESNT, BHIO /) — RRF T LI &iZ2 /) —RORY v—_—2
A VLT ERED XS IZEMET 20OV THEHBT L £7,

$E % (deny action)

RO ER T, [LEMEZ DT 3> (ThresholdDownAction) |7 1 —/L R CHEET
DaVEBRRL, BHO /) —RRZ 7358 IRORDOLIITRYO ) — RE[FHT5
PBRA Y =2 [ Rr v~ (Drop) | IZHE#H 4L, 7747 > K EPG & Web EPG [H Di{E 23
Fe v 7 LET,

*E{E T EPG 585t EPG Action

100 300 HiIB& (Drop)

201 300 PBR 7> & n2-external
302 300 permit

300 100 PBR 7> 5 n2-internal
202 100 HIB& (Drop)

101 100 permit

£ 7] (permit action)

FREOBER T, [LEMEAD TS 23> (Threshold Down Action) | 7 ¢ —/L KC gFa[
T varEERL, BRYIO ) — KRBT T L E BAIO ) — REMHT 5 PBRAY v —
2N TEFRl ) ICEH SNET, 7747 hEPG 25 WebEPG (100 225 300) ~D hT 7 4 v
1%, =R = RENSPICEERBLET, WebEPG225H 27 74 7> FEPG (30075
100) ~DV X =2 T 7 4 w71, WOFIRT IO, n2-internal IZ) # A4 L7 M E
T, 727 L, EFRTe—ThHord, 2FHD /) — NI X7y bR Fr vy 7 &5 THetEs
HoET,

£{ZE 7T EPG 585t EPG Action
100 300 Per mit
201 300 PBR 7> & n2-external
302 300 permit
300 100 PBR 7> & n2-internal

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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£{E 7T EPG 585 EPG Action
202 100 Per mit
101 100 permit

/N1 73X (bypass action)

CiscoAPIC U U — 24 1) LIED U U —ATiE, [LELMEZ D> F7%9 23> (ThresholdDown
Action) ] 74—V RTEHLWNANRT7 a0 47 a B IRL, &IDO /) — RKBRFD
vEHE BAIOD ) — FEMHT S PBR A Y > —8 [PBR 225K DF 314 2% (PBR to next
device) | ICHEHESNET, ZOHE. KOL IR 7,

« 7547~ EPG 75 Web EPG (100 725 300) ~D b 7 ¢ » 71X, n2-external IV &
ALv7 haEhEd,

e WebEPG 72557 A4 7> FEPG (300755 100) ~DVY ¥ —> T 7 (v 7%, n2-internal
WU EA L7 hENET,

en2-external MBIV a—~v—~DY X —2 T T w7 THF] ICERESNET,

£{E 7T EPG 585t EPG Action

100 300 PBR A\ b n2-external
201 300 PBR 7> n2-external
302 300 permit

300 100 PBR 7> 5 n2-internal
202 100 Per mit

101 100 permit

T4 K542 EHINEIE
INAIIRART a7y a P ORFBEEHELEFIREEITIRDO LB T,

CINAINARTHOL I AT avit, FAR TR A4 v F TCOLYFR—rEINET, Zh
LDAA v T ETNTIE, A vTLHOREZIZ TEX] . [FX) . [FX2] BMfr&E 9,

cINANRRTOav AT avii, 1/ — KV —ERT T T7TIEIMLELHY AL, T
B XA AN EESNTOVDIUTESET 7> a VTHRT 7 a v ERCIZR D £,

« L30utEPG L @ D EPG L, =22 Y a—~—EPG F/-137 2 "4 ¥ —EPGIZTX 1,

NAT NENOY—E R/ — KX, b7 74 v 7 70— HET 570 AT EH
/\/0

«5.0) LIEED Y YV —2TiE, LA ¥ /LAY 2PBRIZNA AT v ariHhR—KLT
b\i—é‘o

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B xo—~—=zusgqrLorcoLenEsyLrovavoRE

cROGE. WANRTI a3y A7 a 3R —bhaivERA,
T UT—LE—RDLAY 4~ L ATTTNAZA,
cVE—F) =T AL vF,

« NARAT 7 v a U BNEMOEAIE, OV —v 27 F 7 TRLPBRAY —2%fEH
LARWTL &V, Cisco APIC TlE, SARAT 7 g %R U PBR KU —2E
BOV—RT7Z 7 THEHINTWAEHAE, REITESINET, ZhzERET 51203,
[ U PBR#EREIP 7 RL A, MACT RL A, ~LAT )—TF %4 %872 % PBR 7R
Vo—%RELET,

RYS—R—RYBAL LY FTOLEMEA DTS aVDERTE

FIE

ATvT1
ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

ATy 717

1R BHHIIZ

ZDOEARTIE, VAV 4~ LAY TH—ERARY T —_—=RU XA L7 K (PBR)AKY —N
Bl ESNTWAD Z L &R s LTWET,

A== — N—"T, Tenants> All Tenants DJIFIZEIR L £7,

BT 4V RUT, 7 bOLFIEZ TNV w7 LET,

FEerF—rvarvgar RUT, [TFY L (Tenant) |>[TF > b4 (tenant_name) | >[R!) &—
(Policies) ]>[ZRA k3L (Protocol) [>[L4~L7HRY—_R—=X &AL L% + (L4-L7 Policy Based

Redirect) | >[L4 ~ L7PBR 7R —4% (L4-L7_PBR policy name) | DJIAIZIEIN L £,

[###:% 4 4 7 (Destination Type) ] 7 4 —/L KT, [L3] Z#IRL 7,

[IPSLA E=4 1) 4 #®R1)<— (IPSLA Monitoring Policy) ] 7 4 —/V KT, BEfFEDOR Y > —Z58IRT 5
N, FE=X2 VU THIER SN T 0 —T 2 ERTDHHLWIPSLAET=X U 7R —%ER L ET,

BLWIPSLA =2 U 7R Y 2 —OEROFEMIZ ST, [CiscoAPIC Layer 3% > MU —F 7%
EAA R 2ZRLTIIZEN,

[LZLMEHZ) (Threshold Enable) | F = v 7 R v 7 A% A LET,
WDT 4 =N FRFTRENET,

BN LEVMED A= T — P (%)

IR LEWNMED SA—E LT — (%)

s LEVWVEX Y UEDOT Vg

B LEWVEBLORRKLEVWEEZ A S—ELT—Y (%) THEELET,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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BNV ERRKLEVEOFEMICOW T, [h—FERA ) —FKE2 L T ovXF I T57200R Y —_—
AVZAL VL7 FELEWVEDOHKE (141 =) | Z2RLTIEIV,

ATY T8 [LEMEFYUENDT Y 3> (Threshold Down Action) = U 7T, LEVMEXZ Y UKD T 72 a %
BIRL 7,
WDOFTarBnNbhbET,
« /N1 /3R (bypass action)
« 8% (deny action)

« EF 0] (permit action)

ATv 79 [Submit] 227V v 7 LET,

L0ut [CK AR —AR—XYSFAL LYk

Cisco Application Policy Infrastructure Controller (APIC) U U —Z 4.1(2) LABED U U — AT, L3Out
ZHEHALT, P—ERXRT T T7O—HTHLLA Y4~ LAY T —EAT A ATHERHRTE E
T, RV —_"=2Y XA L7 NPBR)V—ERTTZT7D—{E L TL3Out 2 HT 5121,

BEDOTERHY £,

«PBREMIHTHE, LAV4A~LAVTH—ERT AL ZAD ALy Y a—~v— AL X —T =
AARADIHIZIVFZA LT L, bA T4~ LAY TH—ERT AL ADT AN X — {2
S —7 = A ZLL30utiZHR L £, ZAUEL, PBRBFT7 7 1 v 7 O—J7ANIx L TDH
FirEhozw, [HJGRE] PBR EMEENET, ZDOA 7T 3 i3 Cisco APIC U U — 2R
4.1Q2) THASINE LT,

PBR #fEHT DL, LA/ Y4~ LAV T —ERT S RAOT M F— (L H—T =
AAZADHIZVFA LT FL, LAY 4~ LAY TH—ERFT AL ZADAL v a—~v— o
VHE—T =2 A AT L30Out IZHERELET, ZDA T 3 i Cisco APIC U U — 2 5.0(1) T
BAINE L, ZHHHEGM PBREXFHTH Y. AICHEFEEX TP L7 b OOXHR
RS

«PBRZMEAL T, LIOWICH#EHENTVAHLA VA~ LA VT —EAT A, R A X —
TxA AV FA LI FLET, ZOFF 2 a3 1ECiscoAPIC U U —Z52(1) TEASH
L7

INHDA—=RAF =R ZHONTIE, UTFOTF A MTHLIGHSNATHET,

BRYIDEREE TIR_7- X 512, CiscoAPIC U U —Z4.1Q2) LIED Y U — 2T, IROFIIR
FTEOE, avva—~v— A E =T oA RATHFGHPBRZZREL, T RNA L — A U H—
7z A A% L30ut [ZHHE CE E T,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



RYys—R=2 yg84L9 roEE |

B sowicsakys—r—zuygsLs

NAT-pool
MNAT device1:1.1.1.1
MAT device2:1.11.2
Routing table
1.1.1.1 via 192.168.2.1
NAT Device 1112via19216822
BD: NAT-internal = L30ut BD: NAT-external y
Consumer EPG 192.168.1.254/24 192.168.2.254/24 Provider EPG

| L30ut EPG1 B - L30ut EPG2

| 192.168.10.0/24 | 00000

NAT devicel does SNAT
1.1.1.1/32 (IP address from NAT-pool)
is in L30ut EPG

Source: 192 168 10 200 _./i;aﬂ R . [source: 1.1.11 (sNAT) | &
Destination 8.8.8.8 oo s Destination 8.8.8.8 »

E Source: 8888 Source: 8888
Destination 192.168.10.200 (DNAT) Destination 1.1.1.1

307418

ZOFITIE, TV P RAAL DAY a—v—a Rk X TPBR AN > TWET A,
L3Out D 7w/ A X —ax s Z TIIPBRBPAMI/Ie> TWEF A, ZOKEHT, L30ut M 4
DY —ER ) —RKOT N L —ax7 X ThHHEEICORYR— S ET, Cisco APIC
412) LVETIOV Y —ATlX, NI 74 v 7V —CRATTT7D/)—RZIXA VI DX
IZPBRAFRESINTNDH E, HEMPBR DHETHLLA Y4~ L AT T —ERAT /AR
DAY va—v—aAR I BTN E—ax I ZOMGNT Y vV RAAL NAFIET HMLE
NHOELE,

Cisco APIC U U —Z 5.0(1) LDV U — A TlE, L3Out N7 B A X —ax s X El-iFar
Va—v—aAX I ZTHLINE I, LBOwRHEED /) — R ThHHNE I NITrrbbd, B
FHPBRIZLIOutNOMD 2% 7 X THAR— FEnET, Zhdid, ROKIIRT LI Ice—
RRZG PN —ER /) —FDarva—<—floa—h L3 7%y SOSERIZVIPT K&
ERoTWAGEEbEENET,

. CiscoAPIC LA ¥4~ LAVIH—ERBEAHS K, J)—X6.1(x)
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VRF1
BD1 Sve-BD-internal BD2
(192.168.1.254/24) 172.16.1.254 (172.16.2.254) (192.168.2.254/24)
17216.21
EPG1 L30ut 1721611 _ EPG2
ADC-ext
. -
192.168.1.1/24 VIPA01.11 ' 192 168.2.1/24

GW: 192.168.1.254 Consumer Provider GW- 192.168.2. 254

Non PBR leg can be in L30ut. PBR is enabled

Use lCIl.ItiI'Ig to reach service device. ona Ieg in BD ﬁ

(1011 1via1721611) g

WOKOEITIE, 2>y a—~—T KA ENLVIPT RLVANDERE T 7 4 v 71,
N—T 4 T T =TSN T, L30utiZEf SN T\ bdr— KT U ICiRE SN E T,
WIZ, "I 74w 21EFa " X—px RRA » MRS ET, uf F—x IR
A b aryva—~v—T U KRS b~DY X —2 T 7 4w 27i%, PBRIZED, —F
A ) —=ROTa A Z—fliz) ZA4 L7 FENET,

‘ VRF1
BD1 Sve-BD-internal BD2
(192.168.1.254/24) 172.16.1.254 (172.16.2.254) (192.168.2.254/24)
EPG1

1721621
L30ut 1721611 _ EPG2

£ ADC-ext

s 5% -
192.168.1.1/24 Consumer +uaL sl 192 168.2 1/24

GW- 192.168.1 254 E— Provider GW- 192 168.2 954

10111 via172.16.1.1

Source: 192.168.1.1 | Since destination is VIP, we don't|  Source: 192.168.1.1
Destination 10.1.1.1 need PBR for incoming traffic | Destination 192.168.2.1

< Source: 10.1.1.1 Source: 192.168.2 1 3
Destination 192.168.1 .1 Destination 192.168.1.1 g

CiscoAPIC U U —A52(1) LAFED Y J — A TlEX, PBRAY »—D#EkLL LTHEHINLL LA
Y4~V AYTH—ERT A L, LOutiZA v H—T =2 AZFFHOZLENTEET, Zh
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East-West (contract! with PBR:
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I\ Bsefp
192 168.1.1/24 v
(one-am)

L30ut VIP
10.1.1.0/24
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PBR to extemal router MAC
that is directly connected to
the ACI fabric.

Consumer % Provider
5 B Contracti

External
10.0.0.0/8

*External router should have
proper Policy Based Routing to
firewall outside of the ACI fabric.
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ADRFRPBR YR — bk SinET,

« B2 VLAN E 0 4 T R— KSR TWER A,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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Cisco Application Policy Infrastructure Controller (APIC) U U —Z 4.1 LIEDO U Y — A TlE, LA
YULAY2R) Y —_"=R Y XA L7 K (PBRYBIOT 7T 4 7/AZ 734 PBR %2 b
ToX T THR—FINTVET,

LAY 1/LA ¥ 2PBR DA, LA Y 2 ping DEETLE L OB MAC 7 K L A% PBR £
FHEMACT RLATY, PBR/—KBBEL TN 7 4 v 7 2 BELTWDHEA, LAT2
ping X 1E % |Z Cisco Application Centric Infrastructure (ACI) 7 7 7'V v Z IR D Z L1272 0 £,
Z D%, CiscoACI 7 7 7V » 7 X PBREHEDEMEETH L Z L 2L ET, LAV 1/
LAY2PBREZEHA L TIHATAEZT 7T 4 TBIPRLZ U ARADNATRXAZEYT 4 LA
YULA Y2V —ER /) —=RBHY, b7 v X TREHT/>TND 2 DD PBR KM
BHDOGE, AR UNATNARI N T T4 w7 BEIELRWZD, 77T 47 7 — RiZ#ERS
NTWBRAD 1 DOBPB#T D Z L1220 Ed, TOME. N T 74920377747
— IR SN TWEAL v —T =2 f RV XA L7 FENET,

T x— LA —=NRN=RFEL, AFINANT VT 47 a—)Las|ZkEHE. FT X T A
TR ANENL., VT T4 TITHH LT 7T 47 ) — RiZEmRENTWA A, X —T = A
22V EAL LT FERET,

Cisco APIC U U —250(1) L VROV V—ATiX, WOKIZRTELIIZ, F—DY—RT
Vw3 RAALXTY @@@v4%Uv4%27A4x#77747m&/m4uﬁ1ff
TEHEE, TV RAALVNT AT I 4 v I N T T T4 T8N, F T 74 v 70 2%H
DAY A~TH—ERATNNA RZEFELTH, ZO2FHDOLATV4~TH—ERXT /AR
MAZUNAT— R THDHO, VL—TI3HELETA,

CiscoAPIC U U —RZ5.0) L VRIDOV V—ATT 7T 4 7IT 7T 4 T&RFIDYHR—FEhen
BRI, 777471777 47FAT, ALY —ERATY v RAL_XTIEEO VA Y
VLAV 2T RAABHLGE, 2BEOT AL AR LAY 4~ AT TH—ERAT A RT
NI T4 T EBMDT Y P RAL DDA L H—T A ZAHaE L, NT 7 4 v 7 13K
DT INA AZBZEL COLV—TRRET D20 TT,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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Prior to release 5.0, only Prior to release 5.0,
active/standby active/active
design is supported design could cause loop

‘ 1: Device1 carries broadcast traffic to

1: Device1 carries broadcast fraffic to
the other interface in bridge-group

the other interface in bridge-group

Eth1N1

VLANZ20 VLANT0

1
]
]
Eth1/1
]
)
Device1
Active
[]

m

Eth1/2 === Eth1/2 Eth1/2 Eth1/2
VLAN1O ) ! VLANTO VLAN10 VLANZ20
Device2 \ \\
Standby
--_-.
ESs===
EEsSs |
-.* 3]
[ (. 7%,_ 3 ; e, W W BN SRS N Samare B SNSRI 2
3: If device2 is standby, loop 2: Traffic is flooded 3: Device? caries broadcast 2: Traffic is flooded
doesn't happen within BD2 and traffic fo the other interface in within BD2 and
reach to Device2 bridge-group. Then, traffic reach to Device?

goes to Device1 again.

TOT4I79 747 LA4V1LAY2x% PBREZFTDHE

CiscoAPIC U U —Z5.0(1) EABED Y U —ATiE, y—ERXA F=z—HNOL AT /LA T2T N
AT TIT 4 TIT 7T 4 7T OMPEPBREFGH CEMETE £7°, MFPBRIZ, /Ny ¥ = |l
DSWT A DT NA AND ST 7 4 v 7 HAMTEHT DDA SN ET,

ZOFE—KRTIE, "7 7407 708—=DNNAT XL TV T 4 LSRRG BNEIRTX
7. APIC U U —25.0(1) Tix, xFrPBR BiE#rEL LT, LEVWME, ¥ Uo7 7y a3,
Ny 7T v 7 PBRAY V— (NtMANA T XA ZEVT ) 7o ERYFR— S T0WET, b
AYIPBRT VT A T7/T7 7T 47— ROEE, avya—~v—axyzyzerafg—a
T BNTEIRDME R AL NZHDIMERDH Y T,

VAXYVUVANY2DT 2T 471777 4 7Tkt BT 212X, VA Y4~ LAY 7wmET
NARTTGAZTT I T AT 7T 47— REANTHLERHY £, 7T AXHND
BRTNA AL H—T 2 A AT LWCH T T 20BN H Y 7,

. CiscoAPIC LA ¥4~ LAVIH—ERBEAHS K, J)—X6.1(x)
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Ul EALELA v UL v 271 2oiE [

Bl RUCTY T RRAAL L RT T, BT IR EN 27T T 4 VT ERERTRE, 77
F 4V IX VLAN WS L, ) VLAN IZITEESNER A, F070, RLTY v
RAAL CNOBEEDT 7T 4 T TN A T £7,

VAXYNT I T 477 0T 4 78— ROGE, SMfaxs 2 eNEaxs ZIXECT 7L
{bZffoTCET, 77747/ —RITEIZHRZe D VLAN 232856, 172 E
w7 T T 4 TG TR, V=T EBIET DA T, 2 ORMEEBEREET S I,
TNRAADW L T BRI DML R A A L 872 % VLAN £ AiZE I BE AT T 2 BR8N & 0
F79 GHEOVLANOHEHFHIZZDOELICTEET) . ZHICEY, Ly F T EIZH-/R D fabkncap
DAERSIL, VT 74y I N—T%FIELET,

‘ By enabling flood in encap, flooding in a ] ‘ Flooding in a VLAN is still not propagated fo other |

VLAN is not propagated to other VLANS. VLANS, but it is propagated to same VLAN

Eth1N1
VLANTT

Eth1/1

VLAN10O VLAN10

r
|
|
|
I
|
|
|

1
i
i
Eth11 |
l
i

Devicel
Active

Eth1/2

o
VLAN21 s

[}

[}

[}

[}

[}

: .

: =

’ fii

i Eth1/2 ' Eth1/2
! [ VLAN20
E Device?2

! Active

[}

[}

[}

cluster interface must be in different
physical domains for per local scope.

GUI 2FERL-LAYILANY2T/N\A4 RADETE

4O HREIIC

e Cisco APICGUI ZfHH L TL A Y /LA V2T, Z&ERK L., BRFT A AL F—
T A AERERLET,

CiscoAPIC LA V4~ LAYV IH—EREAHAAS K, ) 1)—Z6.1(x) .
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FIE

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

A= a2— /N—"T, [7F >k (Tenants) ]>[TXCDTF > k (ALL Tenants) ] DIAICER L £5, >

FEF—rar v RUT, [TFHF2 b (Tenant) [[7F > b4 (tenant_name) |>[H—E X (Services) ]

>[L4-L7]) DIEIZIER L £,

H27 V7T, [TINM R (Devices) |>[L4 ~ L7 T/34 ADYEREL (CreateL4-L7 Devices) | DIEIZIER L

£

[L4~L7T/N1 RDYERX (CreateL4-L7Devices) | XA 70V Ry 7 A, ROT7 4 —/ RE AT LE

R

a) [®BAT (Name) | 74— /L RT, LA YA~ LAY TTNA AT TAXDARIERELET,

b) [W—EXAZA T (ServiceType) ]l T, [Other (ZDfth) ] ZBINL £,

c) [T/N ARA AT (DeviceType) ] T [#¥E (Physical) ] &R L £,

d) ¥ KAA > (Physical Domain) | C., [## KA A 4 (physical domain name) | Z &R L £,

e) [AYTHFX LM (Context Aware) | C[B— (Single) | &R L 7,

f) [#EE2 4 7 (Function Type) ] T, [L1] £721F[L2) #=IRL 7,

g) FTxv IRy I AEFNILT, POITATI 7V T4 TE—REAHNILET,

ARTAA AL F =T 2 A ZAZAERLET, VA Y I RICFVAY 20T I T4TI79T4TE—FD

BAx. HROEESL D [TINM R (Devices) | E— RT[+ %227V v 7 LET, [BERT/INA RADERL

(Create Concrete Device) | XA 7 0T ARy 7 ANFRINET,

a) [&BT (Name) ] 74—V RIiZ, A A4 &E AN LET,

b) [+]Z227 Vv 27 LT, BRETFAA AL L E—T =2 A AH TR EER LET, 4ie B 7 —
T A AL EANTILET,

LAY 1/LAY2PBRIZY =T — A%t DOHEVR— 5720, +]2bH—E2Z7 Vv 7 LT, D
BG4 o2 —T oA ZA&AER LET, 4R, A ¥ — 7:41Ax\ﬁfﬁwméﬂﬁbiﬂ[ﬁﬁ
(Update) 1>[OK] DIEIZZ U v 27 LET,

TIT 4 TTNARAEIBITBNT5120%, FESa &FIE SO 240K LET,
) VIARHAT, [+]27 Vw7 L Carvya—~v—0TFRAF A, X —T = A&{ERKL, avva—~<—
BBl o =T 2 AEIRLET, LAV I E—FOEE, M N AL 28R LET,

HZ2LH)—EI7 Vw7 L TTanN, T — I TAEA L H—T oA AER L, Ta g X —Ho 1
=T AEHERLET, LAY 1E—RKDEGEIL, BIOWEL R AL 2L £97,

GE)

VANYIT T4 71T 0T 4 7T ZADEE, 2 ODRIR D VLAN 77— Lil~v v B 7 Ehniz2o
DY R A A EZAER L ETH, AU VLANFREAMEFFLET, VAVY2T7 20707/ 7 707 47T
A ADEE, MEL R A A VI3XPIA 4e TERIRSNLFE T,

[5ET (Finish) 1227V vy 27 LET,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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APICGUI Z (M L1=L 1 ¥ /L1 v2PBROEE [

APICGUI Z{ERAL-L 1V 1/L 1V 2PBR DFETE

1R BHHEIIZ
LAY ULAY2HREZ A TEFEHL T, L4~LT T NAA ABLOH —E R 7T 7 2ERK
LEJ, 3. GUIEHHLERY —_R—=2 Y XA L7 FOREOREFIE %25
BBLTLEE N,

FIE

ATYFT1 A==2— =T, [Tenants] > [All Tenants] DJAIZER L £,
ATw 72 s —r a3 72 KU T, Tenant tenant_name > Policies > Protocol > L4-L 7 Policy Based Redirect % i
RLET,
ATFTv T3 {E¥EY 1 R T, Action> CreateL4-L7 Policy Based Redirect %47 L £,
ATY T8 [LA~LTHR)—R=RYH ALY bOYER (CreateL4-L7 Policy Based Redirect) | %A 7 a7 Ry 7 A
T, DT 4=V REANLET,
a) [®&HEI (Name) 1 7 4 —/L RIZ, 4RIZ AT LET,
b) [$ERiK 2 A1 7 (Destination Type) 1 7 4 —/L R C, [L1] £72IL[L2] Zi&IR L £,
¢) IPSLAEZAYUHTRYS—T, L2ping®=F U L IZRY —%{ERLET,
« [&81 (Name) | 7 4 —/V RiZ, 4RIz A LET,
*[SLA# 4 T (SLAType) ] T, [L2Ping] ZM L F7,

[SLA $8fE (SLA Frequency) 11347+ a2 > C7,

d) [L1~L2#E#% (L1-L2Degination) | T, [+] %27 U v 7 L TR EZBMLET,

ZHil. VA VT vV ATN—T BRA LV EZ—T 2 A% AN LET, MACT R L ZADOHERITA
g T,

e) [OK]Z7VUwZ LET,
GE)
EEDOA L HZ—T 2 A ZADMAC T RLRFIATILARNWTL IZEV, APIC 28 HEIHIIZ MAC 24 R%d
HEICEADOEEICT I, A PBRAY > —MACA BLONEPBR R Y > — MACB 14 2 —
DODMACT RLZZANLET, ZTNOHDOMACT RL A7 7 AT U4+ — LK ETHEHEND Z LI
EELTIEEN,

ATw 75 [%E (Submit) 1227V v LET,

ATYT6 FEF—rar s RUT, [—ER (Services) 1>[L4~ L7 (L4L7) 1> [T/3f RERAKY > —
(Device Selection Policies) 1> [fElT /XA 227 F A b4 (Logical Device Context_name) ] D JIEIZ E4R
Li‘a_o

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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ATV T TN AZRAL, avva—~—F37 e M =D L4~ LTHR)—R=YFL LY k
(L4-L7 Policy-Based Redirect) | 7 4 —/V RIZL AV /L AV 2PBRAY > —%iHLET,
ATw 78 [Submit] #7 YV v LET,

CLI Z{EAL=LAY1/L 4+ 2PBR D ASA D%

1R BHEIIZ
s —fRIGIIERDGA. V—E AT N, A F LA F2ping b T XL TNy NEHRETE
BYVERHYD F9,
L A ¥ 2 ping, ethertype 0x0721 X b T v XU I SN ET, LA V¥ 2pingld, ¥—
ERATNA A& d ) —7 ) — N TR NET, LR ->T, LA ¥ 1/LAF2
T34 ATl ethertype 0x0721 ZFFA[THMLERH Y £,

) MAC RS BT,

s RIZ, ASADL AV 2E—RTLA~LIT AL AE LTHEAIND ASAREDOH 2~ L
9,

FIE

ATFYT1 ASAA LV HE—T A A (= ALy ) 1L, RUT7Y v P N—TRETHVNERND D F9°,
B -

interface GigabitEthernet0/0
nameif externallf
brdige-group 1

interface GigabitEthernet0/1
nameif internallf
bridge-group 1

RATY T2 ASAIX, LAY 2ping 774 v 7 DEFEILMACT RLAZFEELET, LAY 2ping 77 1 v 71X
FILEFIEMAC ZFEH L Carvva—~v—L7a X/ ¥ —DhmE b7 vXx 79570, ASA TIERK
SINDHTU NIDBHEETHOERITH7-DIC, MAC FEEZENCTHZ L2BEIDLET,
WOBITIE, externalIfif, LA ¥ /LA Y2HY—EA/—KDaryya—~v—axs7 Xt LTHEAS
D ASA DA H—T A A4 T, internalIf i, LA Y /LAY 2P —ER /) —FRKDOTa N fF—
aRx 7 ZE LUTHHENEASA DA Z—T =2 A4 T4, externallf LN internallf T MAC
FEEBHIZLUET, L2pingld, SMBL vy 7 ENHL Yy ZOMG%E N7 vF 0 7T 55EIZFELT Y —A
MAC ZfEH L £7,
LA ¥ 2 ping 23[F UE(E 78 MAC 2 L THMT E N Z R T v 795720, ASA THET H= 2 b
UDMERL SV D& kET 272012, MAC FE TN 72 > TWET,

1 -

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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ATvT3

ATv74

cuzEALEY—70LS v L v2rBRAY v —okE I

mac-learn externalIf disable
mac-learn internallf disable

L2 ping 77 A % 1 EtherType 7 r 32 K I ASAV— VAR EL LT,
11

access-list Permit-Eth ethertype permit any
access—-group Permit-Eth in interface externallf
access—-group Permit-Eth in interface internalIf

VXEA V7 SN b7 7 4w 27 & LA %2 (Layer2) ping /37 » ME PBR #ft5E MAC ZfEH L. ASA
iy va—~v— A A —T 2 AL TN, F— A X —T 2 A% 7V v LET, ASA BIBE—
RiZ, — ISR MAC 27 7 v 4 > 7 LE$78, L2 PBR Ti&, PBR #5645t MAC 2 EERICIE
Fv NT—=ZIAFHEL 2N, ZOFEFERATEEFA, LIER>T, LAY 2pingB8 LUPBR 7
T4 VI NASAIZE > TTRTOFr—ATHYNZ TV v EIND L ITEHMIMAC Y MY 2HT5 2
LEEDLET,

i -
mac-address-table static externallf (MAC B)
mac-address-table static internalIf (MAC A)

G¥)
ASA R EDY —E AT NA ZADRELITHNT, V=7 &P —E AT A ZADMICTE AL v F 013025
By PHAAL v FIZESTE I 74 v 7 2B TE L L ICTDLERDHY £, PRIAAL v F THE
MAC H R F 72 1320 — MRS BB R D 58085 ) £,

CLUZFRALEU—T7DLAY1LAY2PBRAKR) —DHER

FIE

ATy T

COFEDO = FHITIE, LAVIBLERLAY2ORY > —_R—2AU XA L7 N ) — %
FHELET,

AA v FIZPBR 7 —7 L GG MR TE SN TV D0 Z R L ET,

i

sdk74-leaf4# show service redir info

GrpID Name destination opersSt

1 destgrp-1 dest-[50.50.50.1]-[vxlan-2719744]] enabled

2 destgrp-2 dest-[20.20.20.1]-[vxlan-2719744]] enabled

Name bdvnid ip vMac vrf

vrfEncap operSt

dest-[20.20.20.1]-[vxlan-2719744] vxlan-16514958 20.20.20.1 00:00:14:00:00:01 cokel:cokectxl
vxlan-2719744 enabled

dest-[50.50.50.1]-[vxlan-2719744] vxlan-16711542 50.50.50.1 00:00:3C:00:00:01 cokel:cokectxl

vxlan-2719744 enabled

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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ATy T2

ATvT3

ATvT4

FELWTF 7 ar el —T ) = T — AR SN TV AN AR L E T,
1 -

sdk74-1leafd# show zoning-rule |
4103 49155

redir (destgrp-2)
4106

redir (destgrp-1)

grep redir
49154 18
fully qual (6)

49155 17
fully qual (6)

enabled 2719744

49154 enabled 2719744

PBR @ Aclqos 7 a2~ R :
1 -

module-1# show system internal aclgos services redir ?
<CR>
dest Dest related info
group Group related info

module-1# show system internal aclgos services redir group 1

Flag Legend

0xl: In SDK

0x10: In local DB

0x20: Delete pending

0x40: Dummy adj

FrHxxxHkx Service key redir-group (1) *rxFxxxk

Service flags: 0x11

Num of reference: 0xl

Num of path: 1

path 0 key: redir-dest-ipv4d (vrf vnid vxlan-2719744 prefix-50.50.50.1)

module-1# show system internal aclgos services redir dest 2719744 50.50.50.1
Flag Legend
0xl: In SDK

0x10:
0x20:
0x40:

In local DB
Delete pending
Dummy adj

* Kk kkkk ok

FxFkxxHkx Service key redir-dest-ipvé4 (vrf vnid vxlan-2719744 prefix-50.50.50.1)
Service flags: 0x10

Num of reference: 0x1

Num of path: 1

Ifindx: 0x18010007

Bd vnid: 16711542

Vmac: 00:00:3c:00:00:01

S—= = aw R

1 -

module-1# show system internal aclgos zoning-rules 4106
ASIC type is Sug

Rule ID: 4106 Scope 3 Src EPG: 49154 Dst EPG: 49155 Filter 17

Redir group: 1

Curr TCAM resource:

unit_id: 0

=== Region priority: 1539 (rule prio: 6 entry: 3)===
sw_index = 44 | hw_index = 44

=== SDK Info ===
Result/Stats Idx: 81876
30

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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RESTAPI £ A L1=L A ¥ /L« v 2PBR 0% ]

Tcam Total Entries: 1
HW Stats: O

RESTAPI A L=L 1YV 1/L 14 2PBRDETE
FlE

LAY ULAT2RY —_—R U XA L7 MRS
B -

<polUni>
<fvTenant name="coke" >

<!—=If L1/L2 device in active-active mode -- >
<vnsLDevVip name="N1" activeActive="yes" funcType="L1" managed="no">
</vnsLDevVip>
<!—If L1/L2 device in active-standby mode -- >
<vnsLDevVip name="N1" activeActive="no" funcType="L1" managed="no">
</vnsLDevVip>
<vnsAbsGraph descr="" dn="uni/tn-coke/AbsGraph-WebGraph" name="WebGraph" ownerKey=""
ownerTag="" uiTemplateType="UNSPECIFIED">
<!—For L2 device -- >
<vnsAbsNode descr="" funcTemplateType="OTHER" funcType="1L2" isCopy="no" managed="no" name="N1"
ownerKey="" ownerTag="" routingMode="Redirect" sequenceNumber="0" shareEncap="no">
</vnsAbsNode>
<!—For L1 device -- >
<vnsAbsNode descr="" funcTemplateType="OTHER" funcType="L1" isCopy="no" managed="no" name="N1"
ownerKey="" ownerTag="" routingMode="Redirect" sequenceNumber="0" shareEncap="no">
</vnsAbsNode>
</vnsAbsGraph>

<fvIPSLAMonitoringPol name="Pol2" slaType="12ping"/>
<vnsSvcCont>
<vnsRedirectHealthGroup name="2" />
<vnsSvcRedirectPol name="NI1Ext" destType="L12">
<vnsRsIPSLAMonitoringPol tDn="uni/tn-coke/ipslaMonitoringPol-Pol2"/>
<vnsLlL2RedirectDest destName="1">
<vnsRsLlL2RedirectHealthGroup tDn="uni/tn-coke/svcCont/redirectHealthGroup-2"/>
<vnsRsToCIf tDn="uni/tn-coke/1lDevVip-N1/cDev-ASAl/cIf-[Gig0/0]"/>
</vnsLlL2RedirectDest>
</vnsSvcRedirectPol>

<vnsSvcRedirectPol name="N1Int" destType="L2">
<vnsRsIPSLAMonitoringPol tDn="uni/tn-coke/ipslaMonitoringPol-Pol2"/>
<vnsLlL2RedirectDest destName="2">
<vnsRsLlL2RedirectHealthGroup tDn="uni/tn-coke/svcCont/redirectHealthGroup-2"/>

<vnsRsToCIf tDn="uni/tn-coke/1DevVip-N1/cDev-ASAl/cIf-[Gig0/1]"/>
</vnsLlL2RedirectDest>

</vnsSvcRedirectPol>

</vnsSvcCont>

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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</fvTenant>
</polUni>

R O—AR=RN)FAL LY FEY—ER/—FD RS

*

%

5

Cisco Application Policy Infrastructure Controller (APIC) 2.2(3) 3 L T'3.1(1) Y U — A (7=7Z2 L. 3.0
UU—=2ZE)UEDY ) —2TiE, RY T —_—2 U XA L7 MERE (PBR) (X, —E %
J=FRE N7 yX U TTOMEEYAR—FLTWET, FT7yFU 2k, ForLTnsd
P—ER ) =R ~DLTF7T7 47 DIHEA VLT FESZENTEET, h—EZX/—F (PBR
Bafeoe) WA U U L. PBR /Ny v = 3R U o — T A FHREZ2 PBR HEi Jt O & B4k
TEET, ZOWREEME S IZI1E, CiscoNexus9300-EX, -FX, EIFENLUEDT T v b7 4—
DY =T A v FRBETT,

P—ER /=KX, 72T WVIPT RLARZ X U TP R—FC&xET, LEER-T, =
DORSBEIZIZ. IPVA T KL AL IPv6 7 RLADMFXFMFIC NS v X 7 CXFET, IPVAT R
LA EIPV6 T RLADM A Tup (EIEF) | O%6. PBREEREIT Tup (@ifEH) | &~—
7 SIET,

AA »FTlE, CiscoIP SLA =% U » V2 NHMIZEH LT, PBR 7 v ¥ 7%
F—hLET, N7 vFUIHEETIE, Y—ERA/ —RIZEETE WSS, VXA L7 ME
fide /) — K% [ (down) | ¢ LC~—2L%d, FT7vFUIHETIE. h—bE R/ —
Fﬁ%ﬁ%ﬁ%ﬁé&\Uﬁ%v&k%%/—Ffﬁwm(p>J&Lfv—ﬁbiﬁo%—
ERJ—FKN [HZ7 (down) | &~—27 SNTWAEA, TDO/—KRIZ b7 7 4 v 7 DElE
Fridny v alIEAERERA, RV, VT 74073V A VT NE)—RD7 TR
FNOROY—ER ) — NIZEEFERFI Ny 2 SNET,

—HBD KT T4 v I DT T v 7 R—IALZRET DT-DIZ, —E A —RFKOANBLOHA
DYVEAL VY MG ) —FE2 U XA L7 b~V ARY —ICHEEMTAZENTEET, £+
VTHIET, ANELIFTHIIOV XA v Mg ) — KRR XU LIESGAE, 2 —HDY
A VY MNERE/— Kb TXx T2 (down) | ELT~v—27&nEd, LizB->T, ANKT
T4 WD NT T 4 I OWENR, VEA VT N/ — KDV FAZNOR D) —E R
J =Rl vasivETd,

o yF o ITiFkO T e ha L TE £,
«ICMP (L A1 ¥ 3 PBR O¥H)
« TCP (LA ¥ 3PBR OH)
« L2ping (L ¥ 1/2 PBR D5

« HTTP URI (L ¥ 3 PBR DA, 52(1) LIEED U U —R)
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FTITAYIWBT T I R—=NIRDEARRENRSVET, NTFT 74 v I NT T v 7 R—bEh
LD %2812, Cisco Application Centric Infrastructure (ACI) CTlXifi 51D v 7 7 4 » 7 1Z
PBR/ —RFRZEMEALBRNEIIZLET, LA Y4NDL LA TP~DOY—E RT3 A XZT1E, BlD
AV E—=T 2 A ANE T LTERRIA V=T 2 ZABELETEDZLOLHY £, ZhE
LT, b7 740007 T7 v 7 FRx—EHESZ ENTEET, PBR/ — FIZZ OEREN
WS, avva—~—ax I X ERE T X —aRx I ZONTNNHBRA T LTND
BAIE, ~NATN—THEEE A LT/ — KO PBR Z#h 2T 2 M E R H Y 7,

K PBREEGEIP & MAC 7 RL AT, "V AT NA—FITEHHIENTEET, =& 213,
2 OO PBR /J — RO#ERENH D & LET, 1 2%, Health-groupl IZHY, 2> v a—~v—2
7 HELTI172.16.1.1 ZFH, VYA X —axs 2L 1L TI172162.1 #ff>TnET, b
9 1 2%, Health-group2 iIZH VY, 2> v a—~v—axr7 XL L TI172.16.12 2FfhH, Fu A
H—axy B2 ELTI721622%Ff>TWET, [F LR 7 L—7NO PBREFREDOWVT
MBRE T LTCWAEA, O/ —RIZPBRICEA SN EHA,

Y—ER/—FZrS9FXTF2EODKR)—R=XJEA LY
FELEUWMEDERTE

P—ER/)—RKE T X TTHDORY v —_X—2Y XA L2 NPBR)AKRY > —% ik
TLOHE. WO LEVEREZHEH CTE LT,

s LEWEDOHEIMEEITEDL : LEWVERADICR->TWNDHEE, B LURRDOL
EWVMEDNN—t T —VEIBELET, VXA LT MEIA—T B EIECLT, Y
ZA VT FaPE LTeWGE1E, ARNCR> TV D LEWEIZVNATY, V¥ AL 7 bR
BRNWEEIZ, I T4y rRarva—~vETuS FETCTESEEAESNET,

cE/NLEWVME  BBELER/INLEWVVEDO S— 7 — NI T 4w I BNRI—k
TV FEBEGE. X7y MIVFA L7 bERPICHFATENET, T 740 MEIZO
<Y

IR LEVME : fRESNTZHRALEWVEDO S~ 7=, R/NLEWEICET S &, #
TEIRREICR T 72O K= o T — IR YNCEET DM ERNH D £3, 7 7 4/V MEE
0C9

BlELT, RIV—IZ3 20V FA VL7 NERHDERELTHAEL LI, /DL VEDR
T0%ICHEESNTEY . MR LI VMEN80% I ESNTWET, 350U XA Lo "R
VDI ONRFT T EE T TEYT 4D~ T—F3 o050 1o (2%
33%) PMET L, S/hLEVEZLZ FIEIY £9, ZORER, VXA L7 N v—T7 D/ L&
VMED/XS—2 T —UNE T L, N7 4 v 7RV EA L7 FTIERLEFAIOBSGE 2 L
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EF, FLHIT, HBRLEVED 80% DHA. U FA L7 bR »—De /v —7 %8
ERIEICR I, BR L WO A~ 7=V 8D bREV A= T =0T 2 LEDS
Y ET

EHA—AD PBR OB, L& VMBI A7 PBR MO T R TORELO A%, #E
ENTZ PBR O T X COELDEFHCTE S 72MEIZ/2 0 £7, LLFOBITIE, X ToOH
FEDBEBH L TV DA, LEWEIZ100% (2720 £3, Rl 1 "X vy (EHR4) T, L
EUMEA 60% THDH E LET,

Destination Ef Traffic %-age
(BEEED)

i 1 4 40

it 2 3 30

R 3 2 20

it 4 1 10

RYS—AR=RYBZA LY rERTYFUITH—ER/ —FKIZDWT
DFEFIE L FIREIE

P—bERA/)—RKTKRY ==Y XA L7 NPBR) b7 vx o 7 E2EATHHAIX. ROE
BEHIH L HIRFHICHE > T &,
B A AT AR v — ik, RISV AT L—T L IPSLAE=X Y 7R Y
VMERESNTWALENDH D £17,
e U U —2401) LAEDY U —ATlE, VE—F)—T7ZAAL v FHEXPBR N7 vFx 7
EYHR—FLETRH, VAT ALULDOZ 1 — L GIPo WNENNZ 2> TWBEEIZIRY
9, GUIZFEHALTYE—K V=707 a— VLGP0 kT 5] #5HLTL7E
0,
e U —240)LBEDOY Y —2TiZ, VE— R —T AL v FHEILPBRDETHDH
Loy vakhiR—hLET,

*CiscoACI VT Ry R 777 Vw7 By N7 v 7Ry R—FENTWET,

cCiscoACI ¥ /LF YA sy b7 v ATV R—FENTWETI, PBR OHEEAZBIDY
A MITHZEITTEERA,

«L30utif, =¥ 2a—<~—EPGRBLINT A X —EPG THAR—FENTWVET,

*PBRT, V=T AA v FTIIHKI00D T vF 2 ZaHERIP T R Az ¥R — kL,
Cisco Application Centric Infrastructure (ACI) 7 7 7'V v 7 TIL 1500 ® k7 v % 7 A[HE7R
IP7 RLRAzHR—FLET,
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*CiscoACl 77 7V v VINDH—ERT T T A VAL U ADFKREIZON T, BEEN
BEENDY Y =T D [CiscoAPIC DIFFEF S AT —F VT 4 A R] 22K LTL
720,
CTNARZTEDY—VERT T T VAKX ADRKEIZ DWW, BEEDIBHEVWD Y
U — [} ® [Cisco APIC DIRGEFEAAT—F VT 4 A R 22 L TSIV,
*PBRAY v —ZLITHRK40 DY —E R ) — RERETEET,
cH—ERAF 2= TR SODY—E R ) — FERETEET,
*PBR N7 v F 7 TiE, AEF—EARYR—F SR THET,
RO LEIVMEX T UREDT 72 a R HR— F STV ET,
s /XA /XA (bypass action)
+ fH {5 (deny action)
« #F 7 (permit action)
« EEDOPBRA Y > —MN[F U VRF A > AKX AZ[F U PBREFGICIP T R L A& HFFOBA,

FORY —1FTPBREEFEICKH LTHRICIPSLARY r—L ~)L AT )—T 2T 5 0%
WY ET,

*HTTPURI b7 v ¥ 72T 2HEI120E. ROTA RT A4 LHIRFEENEHEINE
j‘o

« N7 X U7X P4 & IPV6 Dl &R — k LET,

e NI XU TIEHITP OB Z AR —F LET, HTTPS ITARIIETT,

¢« N7 XU ZIIHTTP A=V a v 10BL N L1 OBREYR—MLET,

s BERE AN — MZ 80 THHMENH Y £,

« (URL TlE72<) URI DFERALELTT, R A A A FRRITAR S IG,

cURI ZZZEICL TR ZLIFITES, /] THESTWVORLERDH Y £,

s RT XU, V=T AL v FTEIZI00H, 77TV v 7 ZEIZ1500{HD T v —

TaYAR—FLET, fEiE. ICMP, L2ping, TCP, BLOHTTPY 1 —7 DA T
‘j‘o

cHTTP FT v X L 7 OFR/MAEIZ S T, AZ 2 R7 a2 NX-0S Tlk. f/ M
1% 60 B¢,

K

» Cisco Application Policy Infrastructure Controller (APIC) 1%, [ Ukt 2 D875 b
TyX 7 7a halTh T yX VT ERNTVWAEAICEELZREIEET, ZoEE
T, ROBIDE S22 £7,

Fault delegate:

PBR service source on nodeid 106 fabric hostname apicl-leaf6 is in
failed state.

reason multiple tracking types configured.
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FIE

BMEL. GUUZFEARALTY—EXR /—FD+SvEX2Y

ATYT1 A=a— "—T|[Tenant] > T+ r2%&2 7 V7 LET, TV~ arv s RUT, [R)I—
(Policies) 1>[ZB kaJL (Protocol) ]>[L4~L7HRY) —_R—=XYH A L% + (L4L7 Policy Based
Redirect) | ONEIZER L £,

HI7UV w7 LT LA~LTHRYS—R=RDYFALI b 27V 7 LET ERLA~LTHRY) O— R—X
DYFALLY

Create L4-L7 Policy Based Redirect # A 71 778 v 7 AT, IROBEEFEITL £

ATy T2

ATvT3

a)
b)

[Z8T (Name) | 74—V FIZ, R —_—2U KX A L7 K (PBR)RY > —DL4RTA A LET,
AT TRy AT, nyda7ad) X5 IPSLAE=F) 7R —, BLOFEOMODLE
AR EONCRELET,

GE)

B 2 T A8 /L — 7 12iE, RILIPSLAE=Z U L VR —NRESHTWALEN D
D\i‘g—(]

LEVEDRE T 4 —/L FTIE, LEIIS U TRELEE L, LERGA,

[L3#EKik (L3Dedtinations) 10OHGEIE, [+]1227 Vv 27 LT, [UFA LI FENFZ RS T74 99 DEE
#HEDIER (Create Destination of Redirected Traffic) | #F 5~ L %7,

[WEALY bFENFz ST 409 DEGEDIEMR (Create Destination of Redirected Traffic) 1 %A 7
2 2Ry 7 AN, WUREE A LET,

[IP] 3 X O [2BIND IPv4/IPv6 (Additional IPv4/IPV6) | 7 ¢ —/ b KMk & 4L, IPv4 721X 1IPv6 7 K
VAZRETEET,

GE)

[ABAN®D IPv4/IPv6 (Additional IPV4/IPVE) ] 7 4 —/L RIZMETIEH D FHA, LA V4~ LAY 7T
P —E RTINS RO IP T KL A3H Y . Cisco Application Centric Infrastructure(ACI) TZ AL 5 D
W5 2R T 2B A1E. 207 4 — /L RE2HHLET,

[IP] & [BA00 IPv4/IPv6 (Additional IPV4/IPV6) /37 A —X Oili 7 8g%E STV 5354, PBR ##i
Sek B & LT~—72 32120, MAPBHEL TWHAIRLERHY £,

[WEALYT B ANLR TIL—T] 74—V R T, BEFO~LVA 70— 12T 272, Y Thh
. LAV R T —T7%2ELET, [OK]EZ 27 Y v 7 LET,

GE)
B e 2 G o8 7 — IR, ALV AT V=T RRESIVTWDLERH D 3,

g) CreateL4-L7 Policy Based Redirect % 7 1 Z'7/R w7 AT Submit 227 U v 7 L £,
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LA Y4~LAYTIPBREYV—ER/)—FD T ovF o 7E, VAL LT B ~AVATL—T R vo—%
PBRARY v —ZNNA VR, VEA VY MNERIEITN—T% 8T X T THREEZHN LI TITWD
F7,

GUIZFERALEYSFALY EAILRTIL—TDEE
FIE

ATY Tl A=a— =T, [T+ b (Tenant) |>[TF+ > k& (Tenant_name) |27V v 7 L¥d, /==
>4 v RuT, [RY)— (Policies) |>[ZR kaJL (Protocol) 1>[L4~L7UEA LY EANILRYT IL—
7 (L4-L7 Redirect Health Groups) | DJIEIZER L £ 5,

ATFY T2 [LA~LT)EA LY FANILARYTIL—T (L4-L7Redirect Health Groups) 1427 U v 27 L, [L4~L7TUS
ALY FANILRTIL—TDOER (Create L4-L7 Redirect Health Group) ] 23R L £,

AT w73 CreateL4-L7 Redirect Health Group %1 71 77K v 7 AT, IROFEEZFEITLET,
a) Name” ¢ —/L RiZ, UXA LT NEFEERY v —D4Fi2 AT LET,
b) @Y THiL, Description 7 ¢ —/v RIZIEMOE#®A AL, Submit %27V v 27 LET,
LAXY4~ LAV T —ERADYF A LT ANV ARY —RNREINTOVET,

GUI ZERLTYE—F J—JMO5 8—/\)LGIPo 21T 5

TDOXATEFEITTHE, VE—F V—TFRECTPBR NI v X U T AERES D Z LN TE
‘ij‘o

\}

GE) JE—h U—T7TPBR b7 v F U FHERESEDIT DRTEEATOMERNHY £, Z
ORTEETDLRNE, AL T—=Fv X —)N2E EI rb\ YE&E—hr U—7TPBR FT7 v
X IIHERE L E A,

FIE

ATYFT1 A==2— "—T, [System] >[System Settings] DIEIZZ V v 7 LE 7,

AT 72 [System Settings] &4~ —3 3 7 1 K7 C [System Global GIPo] #7 U v 7 L £,

AT 73 [System Global GIPo Policy] fE¥£ 7 ¢ > K7 C [Enabled] %7 U v 7 LE 7,

AT 74 [Policy Usage Warning] 1 7 12 27 C, GIPo RN > —ZEHT L AREMENH D /) — RERY U —2 R L
WMEEIZ)ES U C [Submit Changes] #7 U v 7 LET,
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RESTAPIZ (R L-Y—EX/—FD rSYF 5D R—LE2T 5
PBR D% 7E

FIE

oo X T Y—ER )= FREVFR—-FTBHPBREFRELET,
1 -

<polUni>
<fvTenant name="tl" >
<fvIPSLAMonitoringPol name="tcp Freg60 Poll" slaType="tcp" slaFrequency="60" slaPort="2222" />
<vnsSvcCont>
<vnsRedirectHealthGroup name="fwServicel"/>
<vnsSvcRedirectPol name="fwExt" hashingAlgorithm="sip" thresholdEnable="yes"
minThresholdPercent="20" maxThresholdPercent="80">
<vnsRedirectDest ip="40.40.40.100" mac="00:00:00:00:00:01">
<vnsRsRedirectHealthGroup tDn="uni/tn-tl/svcCont/redirectHealthGroup-fwServicel"/>
</vnsRedirectDest>
<vnsRsIPSLAMonitoringPol tDn="uni/tn-tl/ipslaMonitoringPol-tcp Freg60 Poll"/>
</vnsSvcRedirectPol>
<vnsSvcRedirectPol name="fwInt" hashingAlgorithm="sip" thresholdEnable="yes"
minThresholdPercent="20" maxThresholdPercent="80">
<vnsRedirectDest ip="30.30.30.100" mac="00:00:00:00:00:02">
<vnsRsRedirectHealthGroup tDn="uni/tn-tl/svcCont/redirectHealthGroup-fwServicel"/>
</vnsRedirectDest>
<vnsRsIPSLAMonitoringPol tDn="uni/tn-tl/ipslaMonitoringPol-tcp Freg60 Poll"/>
</vnsSvcRedirectPol>
</vnsSvcCont>
</fvTenant>
</polUni>

R—R YA LY bOBRRIZHIEG LT=RY) —I2DVT

a—ya iR Y = _X—=2D Y XA L7 k(PBR) [TV A —FENTWET, ZOHE
%, multipod BRES TV AIESL B ET, 22 TR, Ay RR#PR—bh&h, Bo—n1
PBR / — REZHETEET, v —varxtibo V¥4V 7 bR T5E, Ay RIdR
BEINT, LA V4~V ATTIPBRAY —NOTXTOY XA L7 MMEfEidR y Nidika
ERHVET, VEA L7 MEE, BEDOKRY RIZhd ) —7 Af v F TORTRT T LK
nEJ,

RO, 2fHORy RoflzRRLET, "y K1 TPBR/—FA LB, CX DPBR /—
RBARy R2TliE, Ay R1DOY—7 AL vFH A, B, PBR /— N&EMHT 5 prefer L,

Ry K20V —7 A vF C & D TPBR /J— ROMHABATIZRG L7- PBR % & & AN
HEPBR/—RAEBARY FITIE, UL, [Ry F1OU—7 24 v F LI PBR / —
KC&DEMBHTDICIHFEEIZ, PBR/—RFCEDARy R2TiE, U, Ry K20
V—7 A4 v F LB PBR / — FABIOB 2T 5121%

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)



| Rus—R—Z2yL1LY +OEE

ny—vavEasreRoxEsE

B 18:2 DRy FO A4 —2 3 Rt PBREE DI

L
Vi

AN

If both A and B are down, leaf 'r""
switches in podi stop PBR .'g\

= \‘
- For ==
= =8 =Y

Ml\

Leaf switches in pod1
use A and B only

Inter Pod
Network

switches in pod2 stop PBR
PN i~ Vi~

Eﬁ@ﬁ

Leaf switches in pod2

U

=i PBR
. nodes

lUSBC and D only

If Dnth c anu D are down, leaf |

PER IP MAC Pod#
node

A 192.168.3.1 A 1

B 192.168.3.2 B 1

C 192.168.3.3 C 2

D 192.168.3.4 D 2

| /7- ~/ 3 _/ﬁz\?\ﬁﬁki PBR 0) I,._.\EIE

ol —3a ViBi PBR 2T 254513, ROTEBFHIZHESTLEIW,

* Cisco Nexus 9300 (Cisco Nexus 9300 EX 38X TN9300 FX 2[&<) 7T v "7 4 —b AA v
FiE, v —va U PBREREEZ AR — N L TWERA,

*GOLF R A RNT RNRHA XA N7 74 T 04—V Iz 0 77— 3 Vi PBR

M LET,

B EPG 22 EPG~D T 7 4w VO VREFN=Z U T 7 b2, EPGRRIDO N T 7 4 v
DOVRFNaY T 7 vl BlEN T 7407 VA= T T7 4w I BRRERICY —7 ) —
RicEAENDa b7 MaiZ, v —32 a3 VR PBR 2 A LE9, NS O5;
BTIE, NT 74 v 7 OXFBER KDDL ARRERH Y 5,
« 844 PBR 7R U —"TC[A U VRF IZ[A U PBR ##5i5C IP 7 K L A &2 FFOA. X TOR
Yo —THRy FID@B#EKY XA V7 NEAMNCT D0, Ay RIDFE#KRY ¥4 L7 &5,
T AMERHYET, BL (VRE, IPT7 RLR) <71, A%O Pod ID ik #1 L
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7R RY— D Pod DRV XA LT MARY S —TCRFICERT S Z L3 TxF
B, 72EzIE, ORI AR — P TWHERA,

« PBR-policyl {Zi%, VRF A @ PBR #f5¢4% 192.168.1.1 233 0 . Pod ID #&i%kV 4 A L 7
g AR, POD 11T 192.168.1.1 ’REINTWVWET,

* PBR-policy2 Ci&. VRF A |Z PBR #£f¢5t 192.168.1.1 8% ¥ | Pod ID @ik U # A L 7
Ta VNN o TWET,

GUIZERAL=-A45y—2 3 38T PBRDERTE

COMREEERNCT B0 2 ODHEBE 70 T AT HNLENHY £, ANy FID Rk
HAVLT NEBAEMIL, HEDRy KiZhbd ) —7 AL vF T, VEA VY ’NdkaTrnr 7
ALALT, B4 PBR / — RIZRy R ID ZBEEf T £,

FIE

ATYFT1 A=a2— X—T[Tenant] > T+ r&% 7V v 7 LE7, [Navigation] "2+ > C, [Policies] > [Protocol] >
[L4-L7 Policy Based Redirect] #7 Y v 7 L£7,
RATYT2 7V 27 LT LA~LTRY D= R=—RDIVFALI + 227 ) v 7 LET ERLA~LTR) O—A—=2
DIVFALY b,
AT w73 CreateL4-L7 Policy Based Redirect A 72 7R v 7 AT, WOEEEZFEITLET
a) Name 7 4 —/L RIZPBR KU > —D4RTHZ AN LET,
b) [RyFIDRBHEIVZFALY FOBME] T v s Ry 7 RAEFICLET,
c) BT Ry 7 ATy Yo T XA, IPSLAET=Z ) 7 R) v—, BLOZDOMON
BMEERRERT D720, WU EL IR L £7,
d) LEVMEDORRE T 4 —/L RTCIE, MBISUTHELRE L, LERGA,
e) [Destinations] % P L T [Create Destination of Redirected Traffic] #Z/~ L 7,

f) JEALY N bS5 T4V IDBEDER AT 0l Ry 7 AR EOREUGRFEMEATILET IP T
FLA, BEOXMACT7RKLR 74— K,

IP7 RLAL2FEHDIPT RLADT 4 —)L RTIE, IPv4 T KL AL IPv6 HINL N L A ZFRETE
F9,

g0 [RyFID] 74—/ FiZ, Ky FIDEZ AN LET,
h) [EA (Weight) 1 7 4 — /L RIZEZ AN LET, 7740 MaIZ 1 T, fHETZ 28MIZ 1~ 10

-(“ba‘.o
D7 4=V FiE Ry FIDERHEY ’5'4 I/’] E&®IZT S (EnablePod ID Aware Redirection) ]
%Iyﬁﬁyﬂx#ﬁ/&@ofwé WCDOHFRINET,

i) [UEALY EANILRGIV—T] 7 4 —/V T, BEFEO~VA ZV—TIZBET 57, #UThin
W, Bl R Z—T 2B LET, [OK] 227 Y v 7 LET,

MBEISCTHDOR Y RIDIZVEA VI "SR T 7 4 v 7 OMOSETEEERLET,
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REST APl % L Tz 0Bzt L1-PBR ]

Create L4-L 7 Policy Based Redirect %4 4 7 2 7R 7 AT Submit 27 U v 7 LET,

i)}
L4-L7 a/r— 3 ViR PBR SR ES NV TWVWET,

REST APl Z{& i L TEREDIHZFTIZxti L 1= PBR

2ORETHHLENRS Y TTHB OBFFTNIHIG LT PBR ZEH T LT, 707 T ABKEED
RNy RIZhHB ) —7 AL v FHNOEEREZ) ZA L7 FLET, ROFIOEATICHG L2 PBR

EHEINCT D X IOEEINTWDJEMED: programLocalPodOnly & podld .

FIE

nr—3 g V%S PBR #RELET,
B -

<polUni>

<fvTenant name="coke" >
<fvIPSLAMonitoringPol name="icmp Freqg60 Poll" slaType="icmp" slaFrequency="60"/>

<vnsSvcCont>
<vnsRedirectHealthGroup name="fwServicel"/>
<vnsSvcRedirectPol name="fwExt" hashingAlgorithm="sip" thresholdEnable="yes"

minThresholdPercent="20" maxThresholdPercent="80" programLocalPodOnly="yes">
<vnsRedirectDest ip="40.40.40.100" mac="00:00:00:00:00:01" podId="2">
<vnsRsRedirectHealthGroup tDn="uni/tn-coke/svcCont/redirectHealthGroup-fwServicel"/>

</vnsRedirectDest>
<vnsRsIPSLAMonitoringPol tDn="uni/tn-coke/ipslaMonitoringPol-icmp Freg60 Poll"/>

</vnsSvcRedirectPol>
<vnsSvcRedirectPol name="fwInt" hashingAlgorithm="dip" thresholdEnable="yes"

minThresholdPercent="20" maxThresholdPercent="80">
<vnsRedirectDest ip="30.30.30.100" mac="00:00:00:00:00:02">
<vnsRsRedirectHealthGroup tDn="uni/tn-coke/svcCont/redirectHealthGroup-fwServicel"/>

</vnsRedirectDest>
<vnsRsIPSLAMonitoringPol tDn="uni/tn-coke/ipslaMonitoringPol-icmp Freg60 Poll"/>

</vnsSvcRedirectPol>
</vnsSvcCont>
</fvTenant>
</polUni>
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BICVRFA U RA VARDTRTODEPG-EPGIZ 5T 1 v
DFN)FALY LT BIZIE, R)O—R=—AD)FA L
HhEHY—ERSTSD

FXEC& % Cisco Application Centric Infrastructure ( Cisco ACI ) —E R 757 U XA L7 |
vzAny & vzAny D% EIC L > T, TAL A I TR TOZY RRA V FERTHEREL LAY TIC
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Direct Server Return [ZTDUYT

Didrect Server Return #48EI1Z L0, —N[Zo— K XTI UV @l 308l 74T
MIEBINETEET, 2L, =0T T T2 b~ORAZEBIT DR ML FR 7
DREHEEINET, (kO — R AT UHOEANTE, a—RKAXTUHE, 79447 heWh—
NWEDBED/INA (I T7AT 2 ENHH—=NADQERNA LY — NG T T4 T 2 b~DIRE
INADW) WCHEAELET, 774 T 2 "L — " FROERNOT — % O 83 i/ 7
WHDOD, =N T TAT U NADIGENT T 4 v ZIENR Y REL, 7 94T b
P NADFRT =X ORKN0FIZR D ET, CORBEDINE ST 74 v IR H/NANDE —
RARZ YRR MRy 712720 @EICEEEZ KT LET,

Direct Server Return DEATlX, B2 — R NXF 9 L —NLTHRABIP 7 N AREF INE

To 27AT Y ME, B—= R AFUPICHETHZEEZHNE LIEARIEIP 7 R L RAITHEICHE
REEGEL, £, =067 T4 T 2 bA~OBEESETIEZORIEIP 7 R L A& E(E T
T RLAELTHALET, IPEETLT RLADT — X RADRGINA NI 72 > T S Cisco
Application Centric Infrastructure (ACI) 1L, == 67 74T b~D T 7 4 v 7 DA

HIPT7 RLRAZESTOICHEEASIESEZ L, 7747 Ehrbr— R ANT U A~0FER
NTT7 4w 7 BEEESEDZ L7 ) £7, Direct Server Return DE A Z @ UNIZEMESH 512
3. ACIZ7 7 7V w7 ZBER O FRA & MRIOBER EISED N T 7 4 v 7 & HRD5E5E
WELKEESND LI TOIRENRHY £, ZhiliE, V=7 ETOTF—=ZXPT R
VADEE, V74T b —RANTFUY~D T T 4y, a— KT s —
NADRT T 47 BEOY =TT T bADRNTT7 4w 7IZEVARLEALSH
RWE D ITHIET D Z ENKEETT,

WD, Direct Server Return DEA DT — X NAZ R LET,
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Direct Server Return D% |
. L 4 % 2 @ Direct Server Return

24 : Direct Server Return £ {Ki75 7 O0—

Server 1 Load Balancer Server 2

VIP m

Fabric

340812

L B—RRFGUPLIFRTCORy T2 RP—"BNFAETP 7 RLATHRESIINLTWET,
O— R NZ UV DORN, ZOEIEIP T K L A%60 Address Resolution Protocol (ARP) ZE3K
WIRELET, 7947 FEROE— R NXT v T2, a— KT U338y
FADSEHEMAC T RLAZEXHZ T, TOMACT RLA%Z NNy 7 K H—1R0D |
OITHEE L ET,

2. AEIP T RL R INy 72y R — N EICRESNETN, ARP NI/ -> TN DT
O, ZOFFEIP T FL A5 ARP ERIZ NNy 7 20 K P — N0 E T 8 A

3. Y= NIV A= b T T4 I BT TAT Y MIEHEEEL T — R AT P& 38
ZLET,

L 4 7 2 O Direct Server Return

LA ¥ 2 @ Direct Server Return |3 —#HI738 A F /2 3 ERUOBATHY, XA LT —
7 4 > 7, SwitchBack, F7ziXnPath & HIEEINET, TOEATIE, B— AT P Ld—
NTIRAEIP 7 FLABEINET, B— K RXT o8 — NI LAY 2 B THDHLEN
HV FET, LA 2D Direct Server Return D A2 1L, ROHIERH D £,

o P BLE O FIIEN KD D

« I AT v NOARMEIP 7 R L Ak~ Address Resolution Protocol (ARP) a2 Hl 4
B2, BIMOY— BRENMEI /2D

o R— MEPUI LA ¥ 3 T, v hailkFET 5, A— FERIZLA Y2 (=N
WEICXT2r— K AT %) TiTbhan
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| Direct Server Return 0%

3 =BT TAT b

L 4 7 2 @ Direct Server Return .

LA ¥ 2 ® Direct Server Return ®EAIZIZ, RO N T 7 4 w7 7Zu—ndbh £9,

X 25: LA % 20 Direct ServerReturn D + 527 4« w4 70—

@ ® @

] = =(:
= = f
- 4 [ | -
Client Server Load Balancer
IP:1111 VIP: 2222 ViP: 2222
IP: 3333 MAC: AAA
MAC: BB.B

1L 7747 Fnpbua— R T

Source IP Address 1.1.1.1

Destination IP Address 2222

5656 MAC 7 R L 2 AAA
2. B— R AZ P — 3

Source IP Address 1.1.1.1

Destination IP Address 2222

5655 MAC 7 R LA B.B.B

Source IP Address 2222
Destination IP Address 1.1.1.1
569 MAC 7 R LA FIFNV K F—=FT A DMACT FL A
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Direct Server Return D% |
. T® L A+ 2 Direct Server Return D3 A 2DV T Cisco Application Centric Infrastructure

T® L A 7 2DirectServerReturn D& A [Z DLV T CiscoApplication Centric
Infrastructure

IROEHIL, Cisco Application Centric Infrastructure (ACI) T® L A ¥ 2 Direct Server Return ™
WY TEEY £,

ARIBIP 7 RL 2 (2222) IZTACI 777V v I NEBEITS

SR UEERBARIP 7 FL A (2222) 200 — K ST 4054 — 3 LU —
NINBIFAT Y h~DRTT 4 97

e —INXNB I TAT UMD RT T I IN—T v TEN, VT T4 TIET
TV IHNOF— b7 x4 MAC T KL A%EIZ72 5

e = NN DEETLIPT RLADT —H RAOFEHTI 7 77V v 7 NOREIP 7 K
\ZBEd 5
e BB EETNOETREND IV IAT MNP T FLA (1.1.1.1) IZOWTORMEIZZ W

c JTGATVRIPT RLRIZTZ 77TV INDI FTAT v hea— R AT Y0
INEDEETLIP T FLARE LTHERINS

B R AT B LI —=NT LAV 2EETHY = R AT NE =D
N7 4973 A Y 2IlHEEIND

e 77TV INDLAY2EIRERNT T4 v I NEDT —HXAIP T R ADTEIL
VAL

e JIGATVRIPT RLANT 77U o 7NOR— R AT Y NEORETLIPT R
AL LTERRENTEHEL., 2947 FIPT FLRIFEEGS AW

Direct Server Return D& EIZRET % I,.,\EIE & HlIFIEIE
Direct Server Return % JBBH 3 2 BRIZI%, IROTEEFHE L HFIFHRIE-> T ZSvy
« VIP 3B S5 VRF (X, 88 (enforced) | F— RICRET HLERH Y £7,
« VRF IZ A7) (ingress) | BWMHIZERET 2HE N H Y 7,
AV —ERT ZOMETIEY AR FERTVER A,

cEP BEMRHE—F : 7V v RAA 2% LT GARP N— 2D H 2 FHZhT T 5 MEN
&)@ij‘o

e TV Y RAL L Ta=F Y XA MN—T T HGINT DUERDH Y £7,

VIP 23&% % EPG |21, ZHUCBEAMIT 5N TV AR LI T ERIF N~ R 7 =7 D
BREEEDET),
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| Direct Server Return (D% E
HHR— k & TLV3 Direct Server Return D% E .

s LA Y4~ LAY TIVIPA T a3 E, EPG TOAHKETEETA, VRE (vzAny & I
ENn2) OEPGalL /v a r CIERETE EHA,

I TAT YV IMBVIPAD F T 7 4 7%, WIZT R X AN 2l T D 0NERH Y
i—a—o
e — KRT UL, VT —LT—RTHILERHY £7,

e =Rt — R NRF Y EPG ZF UTF /N A BICEET S, u—F 7 % EPG %
T _RTOYP— NEPG ToR IZEBBET A MENRH Y 1,

¢ P —N—FPG L — RKNTUHEPGIL, RAILTV vV RAL VICHDILERHY 77,

svA a7 Ay MEENTZ EPG £213%I6T 5 X—ZXAEPG TOLA ¥4~ A ¥ TD
AR IP (VIP) 7 R L ADREIT YR — F SN TWEREA,

HHR— kTt TLVS Direct Server Return D&

WOKNZ, YA — bk I3 T3 Direct Server Return DR EZ R L £ 7,

26:H1R— k& TLV3 Direct Server Return DX E

‘ private network (context)

|

— 7
client BD I'I_" provider BD
—
‘ consumer EPG server 1
]
=1
SLB
S
[ ]
I —
[ | server 2
ﬂ o
=1 =
s

PAR— RSN TWDREICROIERP B SV E T
=N B—RFKRF P —NIFECY TRy FeT VoY RAALNZHD
e =N =R AT UHE1TARM E— R TEMET H2LE R H Y, h—m— R T
ONERL » 7 ENBL y ZIIFE LT Y vy RAAL U EBEL TV DRERD D
e Y a—<v TV RKRA U N ITN—T LT a R, F—x2 RiRA v b T A—T1%, [U
TIANRX—= Xy NI =T DFHLIULERDD, AV —EAREITR—FZhTn
VAAA
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Direct Server Return D% |

. B —EXEAD =D Direct Server Return @ XML POST 45

FH 754 —

POST 045

HHEY—

EXEADT-HOD Direct Server Return @) XML

WD XML POST (%, ¥4 L7 h—_—1 % —> (DSR) OFFHY— R BB DOHI T,

<fvAp name="dev">
<fvAEPg name="loadbalancer">
<fvRsDomAtt tDn="uni/phys-{{tenantName}}"/>
<fvRsBd tnFvBDName="lab"/>
<fvVip addr="121.0.0.{{net}}" />
<fvRsPathAtt tDn="topology/pod-1/paths-104/pathep-[ethl/1]" encap="vlan-33" />
<fvRsProv tnVzBrCPName="loadBalancer"/>
<fvRsCons tnVzBrCPName="webServer"/>
</fvAEPg>
<fvAEPg name="webServer">
<fvRsDomAtt tDn="uni/phys-{{tenantName}}"/>
<fvRsBd tnFvBDName="lab"/>
<fvRsPathAtt tDn="topology/pod-1/paths-101/pathep-[ethl/1]" encap="vlan-34"/>

<fvRsProv tnVzBrCPName="webServer"/>
</fvAEPg>
<fvAEPg name="client">
<fvRsDomAtt tDn="uni/phys-{{tenantName}}"/>
<fvRsBd tnFvBDName="lab"/>
<fvRsPathAtt tDn="topology/pod-1/paths-103/pathep-[ethl/4]" encap="vlan-1114"/>
<fvRsCons tnVzBrCPName="loadBalancer"/>
</fvAEPg>
</ fvAp>
DSR #EIX, LAY 4~ LAY TOMREIPT RLUABNEH STV EPG ZFF29_XTOD
Ny T AT T 7 AL »F (ToR), £ AFVa4~LAF7OHEEIPBER I TS EPG
LAy b7 27 RLTWHEPGIZ, =2 b7 7 FOFMICERRS Xy rrn—RanEd, =
OFITIX, DSR AR IP 7 K L AMEREAS ToR / — K 101, 103, 104 (¥ vy — RIPLET,
J—R104121F, LA Va~ LAV TORIBIP T RLARKE SNz — K37 % EPG 3
HVET, /—F101 BLTCI103IZIE, 2— KT UHEPG D=y v T 7 KEFFD Web
= N—F X7 T4 T NEPG BBV £7,

DSR i # 7 ra— KL _XTO ToR 1L, T—F AN H LAY 4~ L AT 7TOREIP
T RLAZZEH LEYA, $2, 20X ToR T, MO EPG N H LAY 4~ LAY TDHR
HIPT RLAZEE LERE A, 2, Address Resolution Protocol (ARP) . Gratuitous Address
Resolution Protocol (GARP), F 721X IPv6 XA N—EFE (ND) 2T 2858 bREETT, =&
ZIX, ToRIX, 2> hr— AT L—BETE— AT EPGNHLAT4~ 1L AT TD
RARIP 7 R L ADBESLE L ET, ZOHIBRIE. Web #—/3—T ARP Z il L S 7285472
ElZ, Webh—"—EPG DL A Y4~ L ATTORMBIPT RLAZBRSTHEETLH L
ZRGIET BDICERTT,

EXEADT-HD Direct Server Return

B2 —E REAET— RCiE, W77V r—yary o RRA VI —TLar b
TG b eRy T EIERT AL 2T, =R T —2RELET,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)



| Direct Server Return D%
B —EXREADRIETE TILEAD Direct Server Return .

BT —EXBANDFRETTILAD Direct Server Return

TV r—2 g RIRA LV b I —7 (gvaerg) O FIZ swwip A7V =7 &R+ 5
ZEIZEST, B R AT U BEHATARAIP 7 FLAEZRETCEET,

WO, F e —EREADOREET V2R LET,

B 27: 80— ERBADREETIL

fVAEPg
name: namingName

T

fvVip
addr: addresslp

349816

H—EX J5T7%EAT BH1=560 Direct Server Return

Cisco Application Centric Infrastructure (ACI) (X, —ERX 7 IZ 7% HH L TH—EXADFHA%L
HEMELET, ZOF—FTE, $—EXT A 2Ly THICERESNL T RRA > b7
=T (NER L OSSN KRSV 7 A—T 72 ) &, Cisco ACIIZ L > TANL—F %
T 2 Z e B SILET,

P —ER T T7OEATIEL, kDO XML POST OFIZRT L 912, —E R T4 2007
RERA VA —T 2 A A A TFARNDOFIHEEIP T RLAEZRETHLENH Y 77,

<vnsLDevCtx ctrctNameOrLbl="webCtrct"
graphNameOrLbl="G1"
nodeNameOrLbl="SLB">
<vnsRsLDevCtxToLDev tDn="uni/tn-tl/lDevVip-InsiemeCluster"/>
<vnsLIfCtx connNameOrLbl="inside">
<vnsRsLIfCtxToBD tDn="uni/tn-tl1/BD-t1BD1"/>
<vnsRsLIfCtxToLIf tDn="uni/tn-tl/1lDevVip-InsiemeCluster/l1If-inside"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="outside">
<vnsRsLIfCtxToBD tDn="uni/tn-tl1/BD-t1BD1"/>
<vnsRSLIfCtxToLIf tDn="uni/tn-tl/1DevVip-InsiemeCluster/l1If-outside"/>
<vnsSvcVip addr="9.9.9.9" />
<vnsSvcVip addr="11.11.11.11" />
</vnsLIfCtx>
</vnsLDevCtx>

ZOFEROBITIE, 2O0OFRMBIP T FLA (9999 & 11.11.11.11) ZH— N a— K T4
DL v 7 Iz ELET, HAEIP T L ADEFRIL. #1977 Direct Server Return 2% & & [A)
Bz, =2 RARA U N Z =7 O FTiEAR< | tifcex D P20 £9, i, #H#¥—r
ZDEADEA LIZRRY, =R FFTTOBREIE, AL —ZIITFAAL A Ly T DT
RARA > N TN—T~DEET 7 & AR 2N T2DTT,

Direct Server Return £ H LA/ VY4~ LA VT H—EXDEHTE

P —E AT, REH@OT T P ELITEHT U MCRE LTEEE. BT VIS T
DENRH Y FT. vnserpinto DOV IZ, —EZXRAEIP T FL AOHEPFE RS A TV =

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



Direct Server Return D% |
. Direct Server Return A Citrix 4—/\ O— K /35 VY DHRE

7 }‘ 75§ vnsREPpInfo 0)% gﬁ L(ﬁzﬁk éﬂiﬁ‘o 125D vnsSvcEpgCont dD %i@ﬂ%j—7i‘/l 7 }‘ 75§
vnsRsEPpInfo & &AL SNV THE DT > MEITIA svevip ZIBBF L £77,

Direct Server Return FH® Citrix U—/N O— K /N5 57
A —
EQE
WIZ . Direct Server Return fIZ Citrix —/X 0 — K RXT U2 RET HHEOMEL R LE-F
NEZ A L £ 9,

FIE

AT Ny 7 Ry —n"\Pory hEZIF ANDEINCNy 72 R — RO —T Ny 7R IP 7 R
AERELET,

ATFwT2 RNy RY—="OFHMEIP 7 KL AIZ%3 5 Address Resolution Protocol (ARP) & & L £,

ATV T3 VEIELT, 8= RKARAT UV U REY— NS v FEneh—E 207 ey R— a8 LE
T, Xy R—MNMIT 74V TS TWVET,

ATV T4 a— R RIS — RO mNT A—4%% IMAC) IZRELET,

RTF9TS Ta—ruip, 3P —EATEIZUSIPE— R LET,

ATy 76 [L3) £—FR, [USNIP] E— K, BLW IMBF] E— F&fFMLET,

ATYT1 RNy FH—nR"OL—bEEHE A F—Fy MIEETE L L ICHRELET,

Direct Server Return FH® Linux Y —/\D X E

Iz, Direct Server Return FIZ Linux " — &R ET 2 HFIEOWE L /R L= FIEZHA L E9,
FE

ATV TN ROar7 Y %EEH L, Centos NIZ /etc/sysconfig/network-scripts/ifcfg-lo 7 7 A V& 1E
LT, =T Ry f B —T A ALIRIEIP 7 FLAZHRELET,

DEVICE=lo:1
IPADDRESS=10.10.10.99
NETMASK=255.255.255.255
NETWORK=10.10.10.99
BROADCAST=10.10.10.99
ONBOOT=yes
NAME=1loopback

Z O, 10.10.10.99 AAEAEIP 7 KL 2T,
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| Direct Server Return D&%
Direct Server Return Fi® Linux —/ D& E .

ATV T2 77472 RERADISBEIHEAT B —/N A X —T = A 2D arp_ignore & arp_announce D % 7% iE L
\iﬁqo

echo 1 > /proc/sys/net/ipvé4/conf/ethl/arp ignore
echo 2 > /proc/sys/net/ipvé4/conf/ethl/arp announce

ZOBITIE, ethi W7 TA T 2 NERADISEIHERAT L2V =N A X —T =2 AT,
ARP O TE DFEAIZ DV TIL, R D Linux ARV — D Wiki XR— T 2SR L T E S0,

http://kb.linuxvirtualserver.org/wiki/Using arp announce/arp ignore to disable ARP

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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Direct Server Return D% |

&
iy

. Direct Server Return FA® Linux H—/\®
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» 10 =

OE—HY—EXDEE

¢ AE— =R ZHONT (171 =)

e A — F—EXDHIR (172 <—)

cGUI ZEH Lot — h—EROHE (172 X—)

*NX-OS AXANDCLI ZEMAL7zat— h—ERAORE (175 X—)
*RESTAPI ZffiHl L Ca bt — h—ERADORE (177 <X—)

OE—H3—EXIZTDUINVT

TRTORNT 7 4 v 7 B4 2% SPAN L3572 | Cisco Application Centric Infrastructure
(ACD) ® a v — H—r 2 Reld, BRI TOMEERIZHEST, = RARA > b ZA—THO ~F
T4 7D Hbabt—0OESTE T ERIRICAEDNCLET, 7e—RF¥y X~ R =
Xy ALETATFFr AN BUM), BROEMOHESII THDLa hr—L FL—r KT
T4 ZiE, avt—shEtA, HEIIZ, SPAN L, = RARAS Y h I —T T EX
W= bFEIEZT v TV R= o HTLT_XTDOIN I 7 v 7 &2a’—LET, SPAN &
R, at—HP—bv AL, at—ENE b T 70 v 7~y X —ZBMLEEA, 2E—
P —E2ADNTT7 4y 7L, BHEDRNT T 47 OERIES~OEEL FE/NRCIMA 5720, &
Ay FHNTHNBIICEBEINE T,
AE—HF—ERE, AC—ENDL T T v I DFEEL LTAat— VI REEIEETH, L
AXY4~1bAVTIH—ERTTT7 T T —rO—fE LTHERESNEST, a—HF—E X
FY =R T T TNORRDE Y TCH v T T HIENTEET, LExiE, av— -t
AL, AV a—~ T RRA L N IN—T T 7 AT U =)L T aNRA L T RiRA 2k
DEDO T T 47, FIV =0 =T YT 7 AT F—NDOEDONT T 47
EFERTHIENTEEST, a2 FRAXE, TFH U MNETEETLZZENTEET,
A — Y= RAEMEHTHITE, UTOX A ZE T H0ENHY £7

BB ESIT Y RRA v N =T ELET,

NEWMAT IV BLOK 7 4 VZ THFRAISHTWARNEIES T, a R EZHEET

LER MR L ET,

=y N TN AEREETDHLA VA~ LAY TOaE— TS AEHEK L, T b
BT DR — MEELET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



aE—4—Ex0%E |
B -c—v—czomnm

e A — Y —ERELA YA~ LAV IV —ERITTTTFUTL—FO—EE LTHEAL
i‘g_o

e LT NRAAPRY—ERTTIMNED ST T 4 v 7 aZETHNERET D, T3 A%
WRY S —ZRERLET, T ZBIRF Y o — 2T ABICE. 8B, —bv 275
T, av— I 2R% BXRat— TN, AND YT T ALAHHA L F—T 2 ALIEE
L\iﬁ—o

[e] »
JOE—H—EXDHIR
b — - AR EHAT LI5S, ROFIRSEH S ET:

e A E— H—E XL, NIK-9300-EX & -FX UV —7 AA v F TOHYR—FINET,

= INABIRIE—= DT FIAF R—=Mabt—XNET—% A T 7 4 v 71T
DONWTIE, aB—ENE T 7 4 v TEY—ER 77 X (CoS) BILUEFNLY—E A
a— RARA 2 F(DSCP) DIENEFF SN EH A, ZHUE, abE—T 27 g OBKMR, HE
¥20D COS F 721X DSCP IEDO AT DORFI%ZIZ, ASJETIFZHT) TOR DWF N CTRIEE 725
HREMEDN B B D T,
FEDTY REA Y NANFHATD, T—F NRADNTF 7 4 v 7 ZK) o—%EHT 5
B, T 74w 7F, EEOFRB NI 74 v 7R =l SN BEICaE—3 N E
T, ZAUE. N9K-93108TC-EX ¥ L TNNIK-93180YC-EX A A » F TP ASIC DHIFED 7=
T‘g—o

e Ot — Y —VE R, IV—= I TRAXZTLITLIODT A, AETFEYR—FLET,

s AV — VTG RHIL, 1 ODHEA L E—T oA AT EYR—FNLET,

cayva—~v T RKRA VU NERTTa R, X — 2 R v ToOavt—TF74%
I%. N9K-93108TC-EX ¥ L (N N9K-93180YC-EX A A v F TOHLHKTETE £,
NOK-93128TX, NIK-9396PX. F7/ZIZNIK-9396TX A A v F Tat— 7+ T4 FE&ET
HE, TT—NRELET,

* tn—common/ctx—-copy VRF A V' A X L A1, I B —VRF A vV AHX AL LTI, 2 B—
P—ERADEODYV AT AT THFARNTYT, 28— VRF AV AZ U AX, 7—F
TS = AL, VAT ALY HERSESNE T, A E— VRF A VAKX U A%
I —PPRREETITHIRT L2 LIXTEEREA,

evzAny I THOa ' — — b 23R — F S TWEHA,

s 70 —DE TP A D =T N, ZAEHERTHEEIL. 2 ORI ZETFH T 4 L H
ﬁi‘ le‘g ‘/C\“a—o

GUI ZFALf-aF—HY—EXDHETF

ZOFIETIE, GUI AN LT, at—Hh—ERZRELET,
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| 2E—9—Ez0x

FIE

ATy T

ATvT2

ATvT3

Ul 2R L= E—7 31 2ok [

\)

G O — TN, RAEHRTETDH L. contextaware /3T A — X [TfEH I FEH A, contextaware /N7

A —H|ZIX single context &\ IT T HIMERH Y FIT2, ZHUIEHRINET,

1 2L ED at— 734 2EERLET,

A — TN, ZDERITHONTOFEMIL, GUI A L7z a B =731 ZDER (173 X—2) Z25HL

TLIEEW,

b — =X MFEHTEIY—ER 57 T — MNeERR L E T,

P—ERI7T77 T T L— FOERIZOWTOFEMIL, GUI TH—ERT T 777 L— Nl d 5

(53 =) ZZHLTLEEN,

a) 12U LD —v R J— RFEERT 5%E1%, DeviceClusters 7 v avmb, LA ¥4~ 1 AY7T
P—ERTNRNA R, AV Va—~ TV RRA NI N—TLTafF—x RFRA 2 T)—
TORICRT v 7 LET,

b) DeviceClusters &7 v a b, abt— TN, 2% FED2O04A 7V =7 NORBIZ KT v 7 LT
12 bkoavr— ) — REERLET,

AE—T NS R Ry S LGN, at—FT A AN KNT T4y I kab—35, T—% T7r—
WNORA ME 4,

LA ¥4~ AXYTH—LR TS T7FoFL— R aeRMHALET,

Y= R TT7T7 T — EEATLZHEOFEMICOWTIX, GUL AL RikA vk 71—
TADY—E R TZT7 T L— Ol (55 %—) 22U TSN,

GUI A L-aE—T/81 RDERL

A= TN AT, copy /— FEMEKRT 22t — F—EABEO ML LTHEHAShET,
AE—=D/—FE, "I T4y mAC—T LT RS b IA—THOT =% Tr—0D
EORRZIE LT,

ZOFIBETEH, abt— TN ROEROHZEITWET, ab— b —ERXEELHHTH720D
ICME R DMOREIIITVERT A, T8 — P—ERXADOEEDTEMIZ OV TIL, GUI ZfEH
L7-ab— P —bE20HFTE (172 3—) 2R LTLIFEN,

1R BHEIIZ
TF U M EERL TEBSLERNHD £77,
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B cvzEmLrae—71 20

FIE

ATv 1
ATvT72
ATv73
ATvTa
ATvTH

ATvT6

aE—4—Ex0%E |

A = a2 — N—"T, [Tenants] > [All Tenants] DJIEIZER L £,

BT 4 v RUT, TFHY FOLARTIEZ TNV U v 7 LET,

[Navigation] 7 ¢ > K7 C, Tenant tenant_name> Services> L4-L 7 > Devices # %R L ¥ 7,

[Work] 7 « > K7 C, Actions> Create Copy Devices # &I L £7°,

Create Copy Devices ¥ A 7 u 7R v 7 AD General ¥ 7 25 T, IROT7 4 — /L RERELET:

ARl

Bl

(481 (Name) 17 4 —/L K

A —F NS ZADLETE AT LET,

Device Type 7 &

TNAARATTT, abt— T4 AL, YT A RZELNET,

Physical Domain K& v 74w
U A B

TR, ZADWHEL R A A VBRI L F7,

Devicel 2/ v a T, +%27 Vw7 LTCT A AL F =Tz AEEML, LFDT 4 —/L RERE
LT, Updatez2 U >v7 LET:

Al

558

[471 (Name) | 7 4 —/V K

TNRAAA B =T oA ADLHIZEATILET,

Path kv 7% U A b

ERTDTNA AL H—T 2 ADKR—r, A— b F ¥ 31, F7201
AR =R F ¥ 2V EBRLET, 2 =T XL, FOR—F, H—
N F Y FNVEIAER— N Fr UL, Z2n6 877 197
Zar—LET,

ATFYy T Cluser 8273 a>T, +527 VI LTI ITRAE AL E—T oA AZBINL, LLFOT7 40—/ REZRTEL

T, Updatex 27 Vv 27 LET:

ARl

Bl

[471 (Name) ] 7 4 —/V K

TTAR A H—T A ADLH AN LET,

Concretelnterfaces K v 7%
7Y A b

FRTAISAZ A Z—Tx2A AD, 1O EO BRI I2A Z—T =
A RAEERLET,

Encap 7 4 —/L K

BT MMETHEHT S VLAN # A LET, VLANAOERIIRD LB
D9

vlan-#

# X VLAN ® ID T9, WIZHlZRLET:

vlian-12
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NX-08 25 A L0 cU EEA L3 E—4—ExoiE [

ATw T8 [Submit] 27V v 7 LET,

NX-08 X2 A J)LD CU ZERALI-aE—H—EX®D

ZOFIETIE, CLIZEHLTat— V- RaRET L0 2R L E7,

\}

JU ==
X JE

6=3) OB — TN, AEFRTET D &, contextaware /X T A —Z [ IFEH XN EH A, contextaware /3T
A —H|ZI% single context &LV T 74 MERH Y FTHR, ZIuIEHINET,

FIE

ATFY 1 abt™— 7 I AFBERLET,
B -

1417 cluster name Copy 1 type physical vlan-domain phys scale copy service COPY function none

cluster-device Copy 1 Device 1
cluster-interface Tap_ copy vlan 3644
member device Copy 1 Device 1 device-interface intl
interface ethernet 1/15 leaf 104
exit
member device Copy 1 Device 1 device-interface int2
interface ethernet 1/15 leaf 105
exit
member device Copy 1 Device 1 device-interface int3
interface ethernet 1/20 leaf 105
exit
exit
exit

ATFYwT2 MBI TTLFALADaLTHRANER L, V9 7%EALET,
1 -

1417 graph g5 contract c5
service CP1l device-cluster-tenant tl device-cluster Copy 1 mode OTHER service COPY
connector copy cluster-interface Tap_ copy
exit
exit
connection Cl terminal consumer terminal provider copyservice CPl connector copy
Exit

ATFwT3 VI 7EBRERR LT,
1 -

contract cb5
scope tenant
subject Subject
access—-group default both
1417 graph gb
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exit
Exit

ATYTE BRET L FRA b I N—T %8 LET,
51

epg epg2210
bridge-domain member bd5
contract consumer cb5
exit

epg epg2211l
bridge-domain member bd5
contract provider cb5
Exit

1

WOBETIE, M Tat— TN RET 7 AT UF— VP —ERTTT7EERLE
7,

tenant tenant cmd line
1417 graph graph fire contract fire
service Fire device-cluster-tenant tenant cmd line device-cluster Fire mode FW_ROUTED

connector consumer cluster-interface Outside cmdline
bridge-domain tenant tenant cmd line name Consumer BD 1
exit
connector provider cluster-interface Inside cmdline
bridge-domain tenant tenant cmd line name Provider BD1
exit
exit
service CP2 device-cluster-tenant tenant cmd line device-cluster copyl mode OTHER
service COPY
connector copy cluster-interface intl
exit
exit
service CP3 device-cluster-tenant tenant cmd line device-cluster copyl mode OTHER
service COPY
connector copy cluster-interface intl
exit
exit
connection Cl terminal consumer service Fire connector consumer copyservice CP2
connector copy
connection C2 terminal provider service Fire connector provider copyservice CP3
connector copy
exit
Exit

KOFITIE, T_XTOY 7 TERSNTWAIa L —F L AT T —AEF—RT
T AT OF—a— R RT U RBERLET,

1417 graph Graph LB Firewall contract cl firewall
service Fire device-cluster-tenant Tenant Firewall LB device-cluster Firewall 1
mode
FW ROUTED
connector consumer cluster-interface Outside Firewall
bridge-domain tenant Tenant Firewall LB name BD1_ Consumer
exit
connector provider cluster-interface Inside Firewall
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bridge-domain tenant Tenant Firewall LB name BD2 Provider
exit
exit
service LB device-cluster-tenant Tenant Firewall LB device-cluster LB_1 mode
ADC_ONE_ARM
connector consumer cluster-interface LB Inside
bridge-domain tenant Tenant Firewall LB name BD2 Provider
exit
connector provider cluster-interface LB Inside
bridge-domain tenant Tenant Firewall LB name BD2 Provider
exit
Exit
service CP6 device-cluster-tenant Tenant Pass2 device-cluster Copy pass2 mode OTHER

service-type COPY
connector copy cluster-interface tap_copy
exit
Exit
service CP7 device-cluster-tenant Tenant Pass2 device-cluster Copy pass2 mode OTHER

service-type COPY
connector copy cluster-interface tap_copy
exit
Exit
service CP8 device-cluster-tenant Tenant Pass2 device-cluster Copy pass2 mode OTHER

service-type COPY
connector copy cluster-interface tap_ copy
exit
exit
connection Cl terminal consumer service Fire connector consumer copyservice CP6
connector copy
connection C2 intra-service servicel Fire connectorl provider service2 LB connector?

consumer copyservice CP7 connector copy
connection C3 terminal provider service LB connector provider copyservice CP8
connector copy
exit
exit

RESTAPI #{FH L CaF—Y—EFEXDHEFE

I — FA AL, copy /S — REMERHT D a— —E 2MREO—E L LTSN E T,
At—D/—FiE FI T4yl EA—F LT RRA Y N I —TROT =% Ta—nD
EORFRAZREL X,

ZDOFIETIX, RESTAPIZMH L Catbt— h—EREZHRET HH 2R L F 9,

)

6=3) B — TN, AEFRTT D &, contextaware /X T A — X [ IFEH XN EH A, contextaware /3T
A —H|ZI% single context &LV T 74 MERH D FTHB, ZIUIEHINET,

1R BRI
TF U M EERL TCEBSMLERHY £7,
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FIE

ATy Tl abt— F A 2EERLET,
B -

<vnsLDevVip contextAware="single-Context" devtype="PHYSICAL" funcType="None" isCopy="yes"
managed="no" mode="legacy-Mode" name="copyO0" svcType="COPY" trunking="no">
<vnsRsALDevToPhysDomP tDn="uni/phys-phys scale copy"/>

<vnsCDev devCtxLbl="" name="copy Dyn Device 0" vcenterName="" vmName="">
<vnsCIf name="intl" vnicName="">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-104/pathep-[ethl/15]"/>
</vnsCIf>
<vnsCIf name="int2" vnicName="">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-105/pathep-[ethl/15]"/>
</vnsCIf>
</vnsCDev>

<vnsLIf encap="vlan-3540" name="TAP">
<vnsRsCIfAttN tDn="uni/tn-t22/1DevVip-copy0/cDev-copy Dyn Device 0/cIf-[int2]"/>
<vnsRsCIfAttN tDn="uni/tn-t22/1DevVip-copy0/cDev-copy Dyn Device 0/cIf-[intl]"/>
</vnsLIf>
</vnsLDevVip>

ATY T2 RET AL R 2T XA N (TAL AR Y —E HEEN D) Z21E/R L E9,
&1

<vnsLDevCtx ctrctNameOrLbl="c0" descr="" graphNameOrLbl="g0" name="" nodeNameOrLbl="CP1">
<vnsRsLDevCtxToLDev tDn="uni/tn-t22/1DevVip-copy0"/>
<vnsLIfCtx connNameOrLbl="copy" descr="" name="">
<vnsRSLIfCtxToLIf tDn="uni/tn-t22/1DevVip-copy0/1If-TAP"/>
</vnsLIfCtx>
</vnsLDevCtx>

AT T3 Bl L, av—335797 77— b2@EALET,

<vnsAbsGraph descr="" name="g0" ownerKey="" ownerTag="" uiTemplateType="UNSPECIFIED">

<vnsAbsTermNodeCon descr="" name="T1" ownerKey="" ownerTag="">
<vnsAbsTermConn attNotify="no" descr="" name="1" ownerKey="" ownerTag=""/>
<vnsInTerm descr="" name=""/>
<vnsOutTerm descr="" name=""/>

</vnsAbsTermNodeCon>

<vnsAbsTermNodeProv descr="" name="T2" ownerKey="" ownerTag="">
<vnsAbsTermConn attNotify="no" descr="" name="1" ownerKey="" ownerTag=""/>
<vnsInTerm descr="" name=""/>
<vnsOutTerm descr="" name=""/>

</vnsAbsTermNodeProv>

<vnsAbsConnection adjType="L2" connDir="provider" connType="external" descr="" name="C1l"

ownerKey="" ownerTag="" unicastRoute="yes">

<vnsRsAbsConnectionConns tDn="uni/tn-t22/AbsGraph-g0/AbsTermNodeCon-T1/AbsTConn"/>

<vnsRsAbsConnectionConns tDn="uni/tn-t22/AbsGraph-g0/AbsTermNodeProv-T2/AbsTConn"/>

<vnsRsAbsCopyConnection tDn="uni/tn-t22/AbsGraph-g0/AbsNode-CP1l/AbsFConn-copy"/>
</vnsAbsConnection>

<vnsAbsNode descr="" funcTemplateType="OTHER" funcType="None" isCopy="yes" managed="no"
name="CP1" ownerKey="" ownerTag="" routingMode="unspecified" sequenceNumber="0"
shareEncap="no">
<vnsAbsFuncConn attNotify="no" descr="" name="copy" ownerKey="" ownerTag=""/>

<vnsRsNodeToLDev tDn="uni/tn-t22/1DevVip-copy0"/>
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</vnsAbsNode>
</vnsAbsGraph>

ATFYTE = RRA L bOITNAV—TFIZBEM TN TWAERTay— /o7 7 (IR EERE LT,

i
<vzBrCP descr="" name="c0" ownerKey="" ownerTag="" prio="unspecified" scope="tenant"
targetDscp="unspecified">
<vzSubj consMatchT="AtleastOne" descr="" name="Subject" prio="unspecified"
provMatchT="AtleastOne" revFltPorts="yes" targetDscp="unspecified">
<vzRsSubjFiltAtt directives="" tnVzFilterName="default"/>
<vzRsSubjGraphAtt directives="" tnVnsAbsGraphName="g0"/>
</vzSubj>
</vzBrCpP>

ATFYTE T RRA LV N IN—T 8B L ET,
B -

<fvAEPg name="epg2860">
<fvRsCons tnVzBrCPName="c0"/>
<fvRsBd tnFvBDName="bd0"/>
<fvRsDomAtt tDn="uni/phys-phys scale SB"/>
<fvRsPathAtt tDn="topology/pod-1/paths-104/pathep-[PC int2 gl]" encap="vlan-2860"
instrImedcy="immediate"/>
</fvAEPg>
<fvAEPg name="epg2861">
<fvRsProv tnVzBrCPName="c0"/>
<fvRsBd tnFvBDName="bd0"/>
<fvRsDomAtt tDn="uni/phys-phys scale SB"/>
<fvRsPathAtt tDn="topology/pod-1/paths-105/pathep-[PC policy]" encap="vlan-2861"
instrImedcy="immediate"/>
</fvAEPg>
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HEHBLONRNTY v 7 IPT LA F—ZHoNT (182 3—3)

HELA Y IN—T v B FAAL BILOEET B3/ VLAN 7=/ 2O T (1823 —
V)

e OSPE AN/ —F v R %y hU—27 OfEE (183 =—)
cGUIZHERALTLAY4~LATTY =R T—=LDEODIPT KL A T —/La{ERT
%5 (183 ~X—)

cGUIZMHLIZLAY4~T YV —A T —1LDEAF I v 27 VLAN 7 —/LOERL (184
~e)

cGUIZBHLT, LAY4~1LATYTDOI V=R T —=LDDICHENL—T v K RAA
CEARRRT D (184 X—2)

L AXA~LAYTY Y= AT =L THERTDHLA Y4~ LAY TT 31 ZADO¥R (185
~—)

LAY A~ LAY TV YA T= N THHT LAY 4~ LAY TT /3 XD APIC i
EDORGE (185 ~—7)

« TAA ZEHR Y P T —7 Lb— FORERL (186 ~<—3)

LAY 4~ LAY TI =R T—LOERR (187 X—)

GUI AR LIZL A Y 4~1LAYT U Y= T—LOFRE (189 <X—)

LANYA~LANXYT)YY—R T—IJLIZDWNVT

LAYA~ LAV TY =R T—)LE, LA YA~ LAV TH—ER T A ZADREMIZE
L, BRI ELELOET, BFHETOIREN Xy Tr—VELTELDLNLDT, LAY
4~ LAY TH—ERTNARAERET 575D Cisco Application Centric Infrastructure (Cisco
ACI) Windows Azure /X V7 SRR ED K D72, A= AL —vary LAY THATHZ &
NTEET,
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Cisco APIC U U — & 3.0(x) ART CIERR SN/ A Y 4~ LA T TV Y —R T—)LDE, X
TV T IPTRLVA =LA ENHIPT FLA 7P — T RAUHEDOTHY . BITHEHE L
Tv—27 &N TWAHTEIFTY, CiscoAPIC U U —RZ3.1(x) I CIER &L A Y4~ 1L AT
TVY—=AT—=ILDOPE, ZNH2O0DFATOT RLA T =TI TbnTEY, Kil&h
i¢0%%m7va7>wm\v4%4~v4%7%ﬂ4x@%%4y&7i—x%;$
L30ut SVI D IP E D ¥ ToODIHEHSNET, VPCEZHE LTI 77U v 7 I8 kT H LA
Y a4~ VLAY TTNAADEE, L30ut DFEEDTDIZIODIPT RLA (A KADTZ
A~UVIPT KVA, A FBOTI7A~VIPT RLA, BXOEALZUIPT KL R) MY
TENFET, —FH. B—F F¥XNLEI TN A B —T o AFHFEORE. 2O0IP T R
LA(FIA<VIPT RLABIOED LV F Y IPT FLR) ZHELET,

N7V 7 IPT RLVA S =T, XA FTIv I NATOIP T RLADEID YT (77 K~ VRF
TEIZ1D), B R ART Y HEIP T KL A (TF 2 FEPG Z &I 1), BIORZEDMD
N7V w7 NATIP 7 RLAZEID Y THIDIZHWONET,

2ODIPT RVADHAAL THZTHZEICED, CiscoAPICEHA L, kDT & %2172 F 7,

e IP S NVDHPTRT Y w7 b= ZNTWABIPT RLAZETHZ 7 AKR—FLET,
FRAL AL _VDA B —T 2 A AP T RLAZRBTZENTXET,

e RXTY 9w IIPT RLA TP LDIPT RLADIXESE AT v 7 Icxt L. 7 RL A%
HLTC, w7 F 2 b L30ut TRIAREEIZ 72 o7z & EICEBIBMEZIT 2 F 7,

NELAVIIL—TY F FAMVEXVEEMITONT:
VLAN —)L[ZDLVT

AERL30OUt —7T v K RAAL UE, b A Yad~1AYTTNA ZAONEB IO a7 #
DO FIZLI0Ou A 7r Y a =73 57DIfHINNET, ZA6DL30utlE, 771 v
2 3 Cisco Application Centric Infrastructure (Cisco ACI) 7 7 7 U w7 DA NLRIET H 2 &
B L CiscoACI 77 7 U v ZINED Y V— R |ZBETAZ LA AREIC LE T, F7-. L3Outs
X, 774 v 70 CiscoACl 777V v 7 ODNENSLHETHZ L, BELDV Cisco ACI 7 7
TV v OAEBICEET S Z LB ARRIC LET, L3Out/b—T7 v K N A A AT HiLd
VLAN 7 —/LIN®D VLANILZ, LAY 4~ LAY TH—ERT /A ARSI TWVDEEED
V=T F7EVPC Y =T AL v F XTI LT EDLOTHLILERHY 9, L 1Y 4
~LAYTI—ERT AR AREEDO ) =7 E71EVPC ) —T AL v F XTI bH DT
HoEGE. ZOHIRITIENLDY =T X VPC Y —T A v F XTICHLEOET,

\}

GE) WVWoltAlAY4~1ATVT) =X TF—=RMEHENTZD. WAN7H/7%ﬁ RE LT
. VLAN 7= HHIERLTZ D T & TIEH D £, TENKLERGAIL, BAED VLAN
Z7my ZIZVLAN 71 v 7 2B Tx 4,
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VLAN 7 — /L DY A RIZHOWTIE, IROBE D
HEIP T RL A F— LT LI12, 1 DD VLAN BRE A F I v Z7IZE0 Y THNET,

LA XA~ VAT TV =R T —=NIT IV ERTD, T MRET AV —T 4 78
FOUL—F 4 V7 (VRF) T &2, 1 DD VLAN BNE A F 3 v 7280 4 THhRET,

RN —T v K R AL U BIOBEEMNT SN TWVWSD VLAN 7 —id, LA FP4~1LAF
7V —=RAT—=NEBIRIZD>THERATEET,

OSPFAEIL—T Y K 2y FTD—O DIRE
SN —T > Ry U —7 ORERRIZ OV TOEHRIL, RO URL THFEWD Y Y —2D [Ciso
APIC LAY 3 Xy NT—F U THERTA K] 2SR LTI ES0,

https://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

GUI ZFAHLTLAYVYA~LAYVTY)Y—R T—I)LDT-
HDIPT7 LR T—ILEERT S

WKOFEETIE, WTFNPOGUIE—FRZFEHALT, LA VY4~1 ATV 7YY= TF—LD]=
DOIPT RLRA F— L ERLET,

FIE

ATYF1 A==2— =T, Tenants>Common % #K L £,

AT w72 Navigation 7 4 > K7 ¢, Tenant Common > |P Address Pools % &R L £,

AFv T3 Work 7 1> K7, Actions> Create|P Address Pool % 3#R L %4,

ATwv T4 CreatelP AddressPool ¥ A 7 a2 7Ry 7 AT, MBEIZJELTT 4 — /L RIZAHLET,

AddressRanges|Zid, 7' — hU A 7T RLAZEDRWVWTLEIWN, F— U= Af 7 RLRIL, L1174
~LAYTTNRAL ZDHNELIOuDE L HFVIPT RLAE LTHEASNET, 2T —_1 7 & —
FT = A2 F9,

1 -
* Name—ExtIPPooll

» Gateway Address— 132.121.101.1/24

« Address Block
¢ From—132.121.101.2

*To—132.121.101.200
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B ocuzEmLrELAva~TUY—2 T—LOF A+ 2 v VAN T—LOIER

ATy 5 [Submit] 227V v 7 LET,

GUIZERLE=LAYA~T)YY—RT—ILDFAF Iy
42 VLAN 7— L DYERK

WOFEIETIE, GUUE—FRZHEHALT, LA Y4~1L AV TDY =R T—=LDEDITFA
F3 v 7 VLAN 7— L EER LE T,

FIE

ATy F1 A==2—,—7T, [Fabric] >[AccessPolicies| #1Em L £,
AT w72 [Navigation] 7 4 > K7 T, [Pools] >[VLAN] DJEIZER L FE 7,
ATw T3 [Work] 7 « > KT, [Actions] > [Create VLAN Pool] DJEIZ®EN L F 7,

AT Y T8 [Create VLANPool| ¥ A 7 7R v 7 AT, FRe THEL TWAHHEEZRE, LEIIEU T 4 —/L RIZA
1L ET,
a) [Allocation Mode] 7R # > Ci%, [Dynamic Allocation] #72 U v 7 LE 7,
b) [Encap Blocks] 7—7/VC, [H &7 U7 LET,
¢) [CreateRanges| ¥ A 7 RV Ry 7 AT, Fil CHELTWAHHAZRE, LEIZSLTT 4 —/L RIZA
SILET:

* [Range] 7 « —/V RiZ, HH® VLAN &HZ A L E T,

* [Allocation Mode] 78 # > CiZ, [Inherit alloc mode from parent] 22 U v 7 LE ¥,

d [OK]Z7 VU v2r LET,
RATw 75 [CreateVLAN Pool] ¥4 7 a7 Ry 7 A, [Submit] 7 U v 7 LET,

GUIZ#ERALT, LAVA~LAYTD)Y—R T—JL
DI=HBIZHEIIL—T v F AL ZERT B

WOFEIATIE, GUIE—FREZHEALT, LA Y4~1L AT TDY =R T—=LD=DIZHFA
F 3 v VLAN 7— V& 1ERk L3,
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AT T1
ATvT2
ATv73
ATvT4

ATy TH

LAY a~ LAXTYY—R T—LTEATELIY 4~ L1171 20%E [

A= =2—/3—"TC, [Fabric] >[AccessPolicies] #Emk L £,

[Navigation] 7 .t »* K7 C, [Physical and External Domains] > [External Routed Domains] % iR L £,

[Work] 7t > K7 C, [Actions] > [Create Layer 3 Domain] %33R L £ 9,

[Create Layer 3 Domain] A 7 2 7 AR 7 AT, WIHESNTWNDHRERE, LEIZSLTT 4 —/L RIZ

AN LET,

a) [Associated Attachable Entity Profile] K2 v 7*'Z 7 U A R Tid, X TCTOLA ¥4~ LAV TH—E R
TNA ZADEERRFT LI TND, TEYTFHRRT T AT ADT 0T 7 ANV ERRLET,

b) [VLANPool] Fuy 77X 7 UAXARNTIE, LA Y4~ AYTIY—R T =D DITER LIz A
F 3 w7 VLAN 77— V&R L £,

¢) [Security Domains] 7—7 /L C, Bt X=2UT 4 RAAL&2BMLET,

[Submit] 7 U v 7 LET,

LAY a4~ LANVT)Y—R T—)LCERHTHLAYVAE
~ LANXTTINA ZADE(E

VA VA~V AV TTNRA ZAOYBEERZRET DI2E. T3 ANOR—F Fy 32 EiE
VPCEREIZE LT, T 13 AZ L ITHUBRERETA 22 L T 7EEwn,

\)

GE) avTFHRARRIBTHD ASASSXX 77 A T 74— TI3A ZTHONWT, NAREILEEDOY
P ASASSXXx DT XTD ASA 2T F A OB TEEMNDHAVLENDHY T4, BB A
H—T 2 AZFHLTASA AV TFANEHRETDHI LT, ZORETITHFTENTWE

NIV

LANXY4~LANVYTIYY—XR T—)LTCEHERITBLAYVAE
~ LAX1T/81 XD APIC X FE DR

KOFIETIE, VA ¥ 4~LAFT VY —=AT =L THEMTHLA Y4~ L AT TH—ER
7 734 A D Cisco Application Policy Infrastructure Controller (Cisco APIC) #% &%, GUI E— K%
L CHGEE L £97
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FIE

ATy
ATvT2

ATv73
ATvT4

ATy TH

ATvT6

A= a2— "—"T, Tenants>Common %R L £7,

[Navigation] 7 4 »* K7 C, Tenant tenant_name> Services> L4-L 7 > Devices>
ASA_or_NetScaler_logical_device name> concrete_device name Z38&{R L £ 7,

Work 7 4 > R, Policy # 7 &R L £,

[ 3 —T x4 R (Interfaces) | 7—7 /T, b7 b 200, X —T =24 ABHY ., THENN
777V INORFESA (R— Tk, R—=hrF ¥R/, vPC) I v B TENTND I EaiERLET,
ASA F 7213 NetScaler = & 12, Cluster > consumer f > % — 7 = A A & Cluster > provider f > % —7 = A
AZDWITNEZRENTNWD Z & ZMER L E T, NetScalers NEID T — K NT U I THA SN HE
Th, TOXEIREEF, 7TV IR TITARXR— b BIOT U w7l O T RLA B— R AT v
7 C NetScaler ZHH Z £ 2RI TBH LI LET,

HARETIE, VAL AL B —T A AT LIZ2OD BRI A LV B —T =2 A AN DH T L 2R L E
T, ZHICLY, EFR—F F—=FFrxl, vPCHIELSREINET,

TNAREELRY FT—9 £)L— FDERK

LAY A~ VLAY T T AL A ETEBEL— P2 L, BEET U N A7 XU FERoTHD
T AN DN — b EHIRT DBERH Y £,

W DOFITiL, Cisco Application Policy Infrastructure Controller (Cisco APIC) ™ NX-OS A Z A )L
CLIZMEMA LT, ASA 77 A7 U4 —/LVOEHL— MR L E§

apicl (config) # route management 10.24.24.0 255.255.255.0 172.0.0.1

WDETiE, Cisco APIC D NX-0S 2 X A /L CLIZEHA LT, 74/ DA — FEHIRLE
‘é‘o

apicl (config)# no route 0.0.0.0 0.0.0.0 172.0.0.1

& OFI T, Citrix NetScaler CLI 2/ L T, NetScaler 7 7V 7 —3 a3 VEMEar be—F
(ADC) D11 — R T P OE L — h AL L £

> add route 10.24.24.0 255.255.255.0 172.0.0.1

W OFTiE, Citrix NetScaler CLI Z#f£H LT, T 7 #/L b b— N ZHIBRL £9:

> rm route 0.0.0.0 0.0.0.0 172.0.0.1

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)



| vA¥a~LA4YTIYY—R T-LOEE

LAX4~LAVTYY—R T—ILOIER .

LANAG~LANYT)Y—R T—)LDOERK
GUI ZFRLLAIYVY4~LAYVYT)Y—R T—ILDOER

FIE

ATy
ATvT2
ATvT3
ATvT4

ROFINETIE, GUIE—RZHHLTLA Y4~ A YT YV —RATFT—LEZERLET, Vo
7)==, TF Y M TCHATAEODIESERa v R—3x 2 bE2EIDVHBTH
L. ZOBRTY YR TV EEETHILIETEERA, IPT RLA 7o v 70BN,
VLAN 7' 1 v 7 B LT, ASA 7 7 A 7 7 4 —/L ¥ 721Z Citrix NetScaler 72 & O T /N A
AZADBMIRED, AT F A BZATIFFITTEET,

A = =a— /N—"TC, [Tenants] >[Common] Z &R L 7,
[Navigation] -1 > "C, [Tenant Common] > [Services] > [L4-L7] >[L4-L7 Resource Pools] Z %R L £7°,
Work 7 .t > K7 G, Actions> Create L4-L 7 Resource Pool %384k L £,

CreateL4-L7ResourcePool ¥4 70 /R v 7 AT, TR THEL TWAHEHEHAZRE, LEIZSLTT 4 —
JVRIZATILET:

a)

b)

d)

f)

Private|P Address Subnet 7 f —/L R C, WI{T/NA A A X —T = ADIP T KL A, WNE VIP 7
KL A, BEOWESL3OutIP 7 RLAIZERHEND 7%y bE AT LET,

External IPAddressPool K2y 7X 7 YA NT, =R T T T LT NRA ZABEKTHEHEINDIPT
RLZADOBRE Y Y TIFEHENSIPT FLA P— L2 RN L ET, VEISCUTEHLWIPT FL
A T —)VEAERTE £, Connect Type Ti, L3External Network z R L £ 7,

PublicIP AddressPool 7— 7 /L C, NATIP 7 FL v > 7L VIP T RL oy v 7 THEAENSDIP T
RLUADE2E 0 Y TUHEHENDIPT RLA T — &R LET, HEIGCTHLWIPT KL
A T =)V EAERK T X £9, Connect Type Tid, L3External Network Z &R L £,

External Routed Domain Ku v 7# 7 XA RT, ZOLbAY4~T7 V) —RA =L THERATID
B LT —T » B RAAL U ZEIRLET, BEISCTHLVINIAL—T v B RAA U &2AE
TEET,

NEIL—F Y E Ry cIT—Y =TT, 7TV FPRATE 0LV —T v K 2y hU—27 %8
mLE,

BHIOINENAL—FT > K Xy hU—Z 1 ZHBIC pefault E~v—27 SNET, BLETIZ, 7401
DON—FT v KXy NT—7 DOHMERESNET,

L4-L7Devices T—7 LT, ZDLATY4~LAYXY TV =R T—LDO—EeibL A Ya4~1AF
TTNA AEBMLET,

ATw 5 [Submit] 227V v 7 LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



LA¥a4~LA¥T1YY—R T—LoHEE |

B nxosxsqcusEmEALELA YA~ LAYT U Y—R T—LOfER

NX-0S R 2 A JLCU ZFEAL-LAYE4~LANVT)Y—R T—ILD

YERX

FIE

ATvT1
ATvT2
ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

DB arTiE, NXOS AXANVDCLILZ HALTLAY4~1Lb AT Y)—RXT—)L
ERETDHa~v oz RLET,

OV 74X al—ya Ly EB— RERBLET,

apicl# configure

T v MEEOREE— FEbm L ET,

apicl (config) # tenant common

LAY 4~1LAYT VY =R T—NERELET,
apicl (config)# 1417 resource-pool <resource pool name>
UY—R F—=)L "=V a VERELET,

apicl (config-resource-pool)# version normalized

GE)
W=V g NFIROEBY TT,

* 253w % : Cisco Application Policy Infrastructure Controller (APIC) U U — & 3.1(1) & U AilZfERk S 41
72V = AT =L DGE,

« IEFR1E : Cisco APIC U U — R 3.1(1) AREIZIERL ST U VY — A T — LV D E,

U= F—= U A ¥4~ LAY 7T AT ET,

apicl (config-resource-pool)# 1417-cluster Dev-ASA-4
apicl (config-resource-pool)# 141l7-cluster Dev-MPX-4

UY—2 FP—UZHEBIP T RL A =)L LTIP T FL A F— LA BT £,

apicl (config-resource-pool)# address-pool mininetExtPoolL3Ext l3-external

(FEHV Y =2 T =) V=R F—=IRT V7 IPT RLVA =)L IPT RLR 7 — L% Buiff
TET,

apicl (config-resource-pool) # public-address-pool mininetPubPoolL3Ext l3-external

SMERN—T v B RAA AZBEEMN T 5,

apicl (config-resource-pool)# external-routed-domain L3ServicesDom

VY= AT = NDTITA_X—=FIPT FLADY T2y FEHELET,

apicl (config-resource-pool)# subnet 192.168.254.1/24

CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| vA¥a~LA4YTIYY—R T-LOEE
GUI EBALEL YA~ LrvTyy—2 T—ronzz [

ATFwF10 @7 F 2 kT L30ut EPG ([ZBHESMT £,

apicl (config-resource-pool) # 1l3out vpcDefaultInstP default

GUI ZFERALF-LAIVYA~LAYT)Y—R T—ILDEE

X

)Y —X T—ILAD LA N4~ LANVYTUY—R T/INAL ADKRTE

LAX A~ LANTTNARELAVE~ LAXT Y= T—LIZEBMT
N

G¥)  HH VLAN X, L3Out 37> hDizdh, D77 A ~_— k VRF N TIER S D 7-ONTTHE
ENET, LAY 3 RASLVCEEM TN TWAE ATy 7 VLAN 7 —1iE, UV —2A
T—ZIBMEND T AL RAZEATE D L 51T, fHIE7: VLAN OBMZ %I LT 5854
NHH F7,

LWL A YA~V A TTTF AL AT, WOTHY V=R T —VIZIBINT B ENTEET,
Fig

ATY 1 A==2— 3=, [Tenants] > [Common] %R L 7,
AT 72 [Navigation] ~<A > C, [Tenant Common] >[Services] >[L4-L7] >[L4-L7 Resource Pools] % &R L £,

Y Y —2R 7 - UL, [Navigation] 7 ¢ > K IZ, [L4-L7Resource Pools]| D N RKa v 7FZ 7 J A K& LT
KRSINFET,

ATYT3 TRARAEZEMTHLATYA~LAYTV =R T %77 LET,

ATy T4 [Work] V 4> K7D LAL7Devices ¥ 7% 27 V) v 7 LET,

ATw TS L4LT7Devices7T—7 VT, TT7ADTAar #H%7Vv 7 LET,
Create An L4-L7 Device ¥ A 7 1 7 INFE R S ET,

ATvT6 Davice Fny 7F 70 KHZ 7 Vw7 LT, LA V4~ AT TTNAA AL ERLET,
ATw 77 [Submit] %27 Vv LET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



LA¥a4~LA¥T1YY—R T—LoHEE |
B oo v~ v 1 F U RELAY A~ LAY T U Y—R T LD BEIRT B

LAV~ LAXNTTNARELAYA~LAYT)Y—R T—ILDOLHEIKRT S

VY —RA F—E, BRESNTZLVAY A4~ LAY TT, ANRFAMRELEZWVERY . FoF
FURBEHATEEEA, LA VA~ L AXYTT AL ARE DB THATELT, YTt
Mzt AR —FENTOARWEEITIE, ROFIEEZETLET:

FIE

ATFYT1 A==2— =T, [Tenantg] > [Common] Z &R L £7°,
AT w72 [Navigation] ~<A > C, [Tenant Common] > [Services| >[L4-L7] >[L4-L7 Resource Pools] % &R L £,

U Y —RA 7 - L&, [Navigation] 7 4 > K 7|2, [L4-L7 Resource Pools] D FOD Ku v 7Z 7 J A KL LT
FoREINET,

ATV T3 BIRTAT AL AREENTNADBLATA~T Y Y —RTF— %7 Vw7 LET,
AT F¥EY 4 RUT, L4L7Devices ¥ 7% 27 U v 27 LET,
ATFYTE HIBETALAYA~LATYTIT A AZNATA MLT, trashcan DT A 2% 27 ) v 7 LET,

RO A 7T FRRRINET,
ATYT6 [[FLN(Yeo)] 227 U v 7 LTHIBRZRER L £,

) Y— XA T—ILONEIPT7 KLR T—ILDEE

LANXT)Y—R T—ILIZLS NV A~DNERIP 7 FLR T—)LDIEN

U —2 F—=APMERFOBREITIE, AMHBIPT RLRA = b T hTHEASNTWSED
T, HIBRSHEBNII fThRNTL 30,

FIE

ATFYT1 A==2— =T, [Tenants] > [Common] Z &R L £7°,
AT w72 [Navigation] ~<A > C, [Tenant Common] > [Services| >[L4-L7] >[L4-L7 Resource Pools] % &R L £,

U Y —RA 7 - L&, [Navigation] 7 ¢ > K 7|2, [L4-L7Resource Pools] D FOD Ku w7 X J A KL LT
FoREINFET,

ATV T3 HMEOIPT RLA T—LEBMNMTEHLAYTYY—RAT—=IZb A Y4570 v 7 LET,

ATY T4 [Workl 7V 4> R D Basic #7427 U v 7 LET,

ATYTE HEIPFTRLR T—IL 7—TNT, PTARBETA %27 Vw7 LET(+),
NERIPZ KLR T—JIL 74—V RRFERENET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| vA¥a~LA4YTIYY—R T-LOEE
SEIPT FLR T—LELAYa~ LAYTYY—R T olkTs [

ATw 76 Connect Type kv 77X KM% 7 U w2 LTL3External Network Z3&R L, Z Do External IP
AddressPool 7 .t —/V RiZi@tl 7 ftie A LE 9,

GE)
74—V ROGHIZOWTIE, A EBO~TT A2 [(MMaE27 Y v 7 LTLESN,

ATwTT [H#H (Update) |27 U w27 LET,

HNEIP7 KLRA T—ILEZLAYVYA~ LANYT)Y—R TS HEIKRT S
A

GE) e UV —ZX F—AMERTOBEITIL, TP T FLA F— b T F o FTHERAESRTY
BOT, BT HIIITHORNTLIEE W,

«IP 7 RL A F— )L OEBIZHIGET D72 DI IP 7 K LA 77— L OFIFR, BN, £721X
21T 9 B2l KEER IP 7 RFL 2 F— L OBIIRRHIRITITh RN TL 72 &0,
IO TIE, LA ¥3 RAARRL30ut & RO, HLWANBIP T KL A 7—
NEEI LAY 4~ AT TV Y—RA T—LEERLET,

cHEIPT RL A F—ARBEINTWAWNWE, TFU MIU VY —X F— L5 HHATEXFE
A,

FIE

ATy T1 A==2— "—7T, [Tenants] > [Common] Z &R L £ 7,
AT w 72 [Navigation] <A > C, [Tenant Common] >[Services] > [L4-L7] >[L4-L7 Resource Pools] Z &% L £7°,

U Y —2& 7 - )LiL, [Navigation] 7 1 > K IZ, [L4-L7Resource Pools] D D Kua v 7 X7 J A KELT
FREINET,

ATV T3 HIBRT2HMBIP T LA TN E2ROLA VA4~ LAV TV Y =R T—=NE7 ) v 7 LET,

ATv T8 {E¥EV 4+ RUT, Basic¥ 7227V v LET,

AT w75 External IPAddressPool 7—7/LC, HIBRT24MBIP 7 KL A P =% 27 v 7 LA Z74 ML,
trashcan 74 2> %27V v 7 LET,

WRHDOXA T a I PRRRESNET,
ATYT6 [[FLN(Yes)] 227 U v 7 LTHIBRAERER L £,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



LA¥a4~LA¥T1YY—R T—LoHEE |
B /v —x7-rosTyvsP7ELR ToLoRE

) Y— R T—ILDINT) 9 IPF7FKRKLR T—I)ILDEFE
NTYYHOIP7RLR T—ILEZLAYVE~LANVT)Y—R T—)LIZEEMT S
\Y

GE) « Cisco APIC Release 3.0(x) LART TR ENIZL A ¥ 4~7T7 U Y —RA T— L DA S 1P
T RVATP—=ANWRT YT IPT LA =L L CHERAESNET, WolzAT T b
TR, BEELTUIRY £HA,

* Cisco APIC U U — A 3.1(x) I CIER SNz LA Y4~ LA T T U Y —RT—LDOLE,
WOTHEHLWART Y 7 IPT RLA =& Y—RA F—)LZBINTE £,

e XTI IPT RLA FP—ANFEINTWARNWE, T MIY V—X F— L2
TExEHA,

FIE

ATy Tl A==2— "—7T, [Tenants] > [Common] Z &R L £ 7,
AT w 72 [Navigation] ~A1 > C, [Tenant Common] > [Services] > [L4-L7] >[L4-L7 Resource Pools] % E&R L £,

U Y —R 7 - )Uid, [Navigation] 7 ¢ > K2, [L4-L7Resource Pools] D D Ku w7 X7 J A KELT
FREINET,

RTYT3 RXTV Y7 IPT RLA T VZEBMTHLA YA~ L AV TV Y—RAT—N%E7 )7 LET,
RTvTa (E¥EY 4+ RUT, Basc¥ 7% 7 ) v LET,
AT v 75 PubliclPAddressPool 7 —7 VT, 75 ADT A a2 () &7V v 7 LET,

Public IP AddressPool 7 ¢t —/V RRFRINET,

AT w76 Connect Type Ku v 7 ¥ v KE% 27 U v 7 L L3External Network Z3&R L., Z DOt External IP
Address Pool 7 ¢ —/L RIZ@#EY) 72 i 2 AT LE9,

GE)
74—V ROBAIZOWTIE, A EBO~VTT A ar (MEZY v 7 LTLEEND,

ATy T [EH (Update) 1227V w7 LET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)



| Lava~LAaxYTIYY—R T-LOHEE
KTy IPTELR T—LELAYa~TU V=R T olBET 2 [

IKTYYIIPTRLR F=LELAVE~TY Y= T— LD SHIRT S
N

(GE) * Cisco APIC Release 3.0(x) LRI CIER SN2 LA ¥ 4~7 U Y —R T— L OAE, S 1P
TRVRT=ABRTY w7 IPT FLA T =L LTHERSRET, WoltAT v b
TER SRS, BEELTIRY WA,

» Cisco APIC Release 3.1(x) LA CIER SN/ A Y 4~7 ) V—R T—)LDLAE, WTh
MOTF 2 FRBHEIP T LA F—=AZFHA LT L5E8, VY —A F—An6IPT
FLA F—=LZHIBRLTERD £H A,

e RXT VI IPT FRLARKEINTWARWEGEES, VY —RA =3 DT b
FIACTEEHA,

FIE

ATy Tl A==2— "—7T, [Tenants] > [Common] Z R L £ 7,
AT w72 [Navigation] ~2A > C, [Tenant Common] >[Services] > [L4-L7] >[L4-L7 Resource Pools] Z &R L £7°,

U Y —R 7 - L, [Navigation] 7 4 > K 7|2, [L4-L7Resource Pools] D FD Ku v 7 &7 A2 k& LT
FRINET,

RT9T3 HIERT 27V w7 IPT RLA T—AREENTHNDHLAY4~T VY —RAT—L%7 )7 LET,

ATy T8 [Work] V> RUT, [Basic] ¥ 7% 27 Vv LET,

AT w75 [PubliclPAddressPool] 7—7 /v C, HIbRT 5370 v 7 VIPT KL A 7F—1L% 271U 7 LTATF4 k
L. [trashcan] D7 A 2> %27 Vv 7 LET,

WM OLEA T FnFRINET,
ATV T6 [[FLN(Yes)] 227 U v 7 LTHIBRAZRER L £,

LAYA~LANT))—R T=ILONEBIL—T Y K FALVDE
#
WL —F K KAL BRESRTOANE, FF2 MEY Vi T L E TS 24
Ao

FIE

ATFYT1 A==2— =T, [Tenantg] > [Common] Z &R L £,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B o vensravivy—zi—noss—5y KRy kI—5 OEH

AT w 72 [Navigation] ~<A1 > C, [Tenant Common] > [Services] > [L4-L7] >[L4-L7 Resource Pools] % #&R L £,

U Y —2R 7 - )LiL, [Navigation] 7 ¢ > K2, [L4-L7Resource Pools]| D D RKua w7 X7 J A KELT
FREINET,

ATV T3 BHTINEN—T v R KAAL L DOHHLATYA~ LAY TV =R T—NEI ) I LET,
ATY T4 [Work] 7 4> K7, [External]l # 7% 27 U v 27 LE7,

AT w75 [External Routed Domain] K2 v 77X 7 U RE1%Z 7V v 7 LT, LAY 3 RALEBIRLET,
ATw 76 [Submit] 7V v LET,

LANYAWSLANT)Y—RT—ILONERIL—TY FE Ry bT—2
D E#

HNENL—F v B Ry T —IRRESNTWRWES, UV —X F— 3 ED5TF 2 FTh
fEHTE A,

FIE

ATY 1 A==2— 3=, [Tenants] > [Common] Zi&R L 7,
AT 72 [Navigation] ~A > C, [Tenant Common] >[Services] >[L4-L7] >[L4-L7 Resource Pools] % &R L £,

Y Y —2R 7 - UL, [Navigation] 7 « > K IZ, [L4-L7Resource Pools] D N RKa w77 J A K& LT
KRSINFET,

ATV T3 BEHETHINEN—T v REXy NT—IBRHLLATADLLAYTOY ) —RAT =% 7V v LET,
ATY T4 [Work] 7 4> KU, [Extenal] ¥ 7% 7V v 7 LET,
AT w 75 [External Routed Networks] 7— 7 /L, FTAT Ay (+) &2 Vv 27 LET,

[External Routed Networks] 7 .t —/V RRFR I FE T,

AT 76 [External Routed Networks] 7 « —/L RIZHYI 22 iz A L £ 9,

GE)
T 4=V ROBAIZOW TR, A EBO~VTT A ar (MMEZY v 7 LTLEEND,

ATw 1 [HH (Update) 1227V v LET,

. CiscoAPIC LA ¥4~ LAYVIH—ERBAHA K, J1)—X61(x)
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Y—ERTSTODE=Z)Y

cGUI R LY —ER T T T A AF L ADE=HY T (195 %—)

GUI R LY —ER VT 7 25— =FY 7 (196 2—)

e —ERITT =T —OfEHR (197 X—)

e GUI 2 L72fAET A ZADT=F ) 7 (201 =—)

e NX-OS AXANDCLIZFERLETNAA AT TAZ LY —ER T 5T AF—HADFE=
X7 (202 %—)

GUIZERALI-Y—EXR TS TV REAVRADE=ZY)
9
Y=t R ITTT7 TS —FEREL, = RKRA L F—7 (EPG) BXWar 77
NMZT T 77X v F LTEkE, Y—ER T T T ALV AZ L ARE=HTEET, T=H

VINNE, T T A VAR ADIREE, TT T A AR ADRERE, BEREICEID Y TH N
VY —R, BIXOMEIHEESNIEZEAATA—=FDOFRRPEGEENET,

FIE

ATV Tl A==2— =T, [Tenantg] > [All Tenants] DIEIZER L £,

ATV T2 [Work] XA T, $—ER VI T7HF=FT5T7F 0 bOLXHIEL TV v 7 LET,

AT w73 [Navigation] %1 > C, [Tenant] tenant_name > [Services] > [L4-L7] > [Deployed Graph Instances] M|l T3
RUFET, [Work] <A 1E, TI7T 4 TRY—CERA T T T AL AZ AT H2ROEREF R LET,

&l 5 EA

[Service Graph] 77 7 A =R 777 77— DA,

[Contract] 7 7 A =R I3 7 T — MNIERINDI B
77 b D4,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B cuzgmALry—Ex 57 I5—0E=4YLYy

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

£l A

[Contained By] 7 7 A Y—bER T TT T L= EEDLRY NT—7
DAL,

[State] /7 7 A =t R 75757 FL— hOkfE, [applied] DR

BIX., 7o 7N#EASh, V97KV —0n7 77
Vo2 BIOY—E AT A ANTT VT 47 Th
HTEEEWLET,

[Description] 77 7 A =R 77 7O

[Deployed Service Graphs] 7 7 > F# B LET, 77T 4 TV —ER T T T L LV ARZANT T F
DT A MERET,

P—CRITTT AL AE A% Y v LT, [Work] A NZEDA AKX v AT 5B ISR A #
RLET, 774NN E2—Z7 770 FARr Y TY, [Work] XA »DOFZ 7OWTngk 7 w7 LT,
FDTTFTTDE 2a—5ERERTEXET,

TT7TA AR ADWNTNDDT T T B LET, V77 A AX L ADOKREIL, A1V AZ L AD
TlIZRRENET,

BREZ 7 Y v 7 LT, [Work] A NZZ OBEREICBET 2 BIIEHREZR R LET, T 74V K Ea—FZ0D
BEEEDOR Y =TT, [Work] XA > DX TDONWTNnEZ ) v 7 LT, TOMEDE 2 —%2EHETXE

T, [Work] <A ZiF, RY —ICBET 2RDIERNPRRINET,

221 B2l

[POLICY] # 7 HRED T 1 N7 ¢ BRREICEIV B ThHhIZ Y Y —2 BLUKRED
INTA—=H,

[FAULTS] # 7 FHE / — RTAHELU TV DI,

[HISTORY] # 7' FERE /) — R CTHRAELIZA XV FDJERE,

[Navigation] ~< > C, [Deployed Device] #7 U v 7 L £ 9, [Work] A LNZT A ADA AR AT
T OHHRPERINET,

GUUZERALA-Y—EXR TS 7 I5—DE=R)2Y

FIE

ATy T

P—t 2 S5 7 FoFL—EREL, = FRA vk Z—7 (EPG) BL Va5 7
M T772T7 2 F L%BIF, VYR T3 T7 5T 07— DT —RFE=HFTEXET,

A =a— X—"T, [Tenants] > [All Tenants] DJEIZEER L 9,

. CiscoAPIC LA ¥4~ LA XY TIH—ERBAHA K, )1)—X61(x)
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y—rz2 557 25—0@x |

ATY T2 [Work] A > C, Y—ER VT T7%2F=H4T5T7F 2  DOAHIZZ TNV v 7 LET,
AT w73 [Navigation] 7 1 > K7 ¢, Tenant tenant_name > Services> L4-L 7 > Deployed Graph Instances % 4R L &

j—‘O

ATYTE 53 —5FKRTEITTTIA AR ADT T FEHBELET, /97 A4 AX U ZADOMEREIL, AV AHF

YADTIZERSNET,

ATYTE EOWTINEZ ) v 7 LET, T 74/ F T, [Work] A NIZDEREDORY > —Z R LET,
ATYT6 [Work] A > D [FAULTS] # 7% 7V v 7 LE%, [Work] ~2A > 2 HERE

ENY BT — — ”:
H—EXTS5T ITS5—DEER
12U EOY—ER 7T 7 7T —b 2T —%RALTI%E, BEOERITIT T —Iko
TRV ET, ROEF, =7 —0OHHEZ T — 52T 5T EEZHBE L TWET,

KAV ADITS—

—RFDOxT7—Z2FRLET,

Fault

CLI 5 ~JL

SREA L ARIRE

missing-connection

connection associated with a
connector not found

75T ax g B OFEINEY)
T, ax 7 ZIZEEMT S
NN RO Y AT
L7z,

missing-nodeinst

Nodelnst associated with a
connector not found

757 axy B OREDEL
TY, IR FITEEMT S
172 Nodelnst 25 &2/ 0D £
ATLTZ,

conn-nonrenderable

Graph connector could not be
rendered.

757 ax g X ORENES
TY, Vo7V UEY T
TEXEHATL

invalid-bd

BD associated with a connector is
not valid

TT 7 ax g R OBENEL
T, ax I ZOEETY v
Y R AL UDNER T,

invalid-ctx

Ctx associated with a connector is
not valid.

TZ 7 ax g ZORENER
T1, ax7 ZOEE TS Cix
DI T,

missing-peer-conn

Peer connector associated with a
connector not found.

75T axy B OHEINEY)
T, BROET ax7 XN
ROy FEATL,
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Fault

CLI S X)L

SiEA L ARIRE

invalid-abstract-graph-config

invalid abstract graph config

%7 7 7 RE NI TT,

epp-download-failure

epp download failure

TT77 R —MWRAAL vFD
Horma—RERRLEL
776

param-duplicate-name-failure

duplicate param name

[ CLRID/RT A —H DEE
DOR—a—NHmHINEL
77

id-allocation-failure

id allocation failure

—BOXy FT—2 U J—2A
(VLANVXLAN) %% 4T
HIENTEEHEATL,

missing-ldev

No cluster found

JIFGAZNREONY FHAT
L7,

context-cardinality-violation-failure

invalid cluster context cardinality

7T AR IME T T M
BE (v VTF T hERITY
YN TFUN) BV AR— b
LTWEEA,

function-type-mismatch-failure

invalid function type

HERE X A TR LT=T A
ATHAR—FEINTVER
Ao AbsNode HERE X A 7° L fiE
&N 7z LDevVip HfE X A 7
N—ET 2R L ET,

missing-mparam

No parameter definition found

WMBEIpNT A —HERN RO
MY EHATLT,

missing-abs-graph

no abs graph found

WHRT T ITRENT T 7 A
AR AT H Y FH A,

invalid-param-config

invalid param config

T A= FREDENTT,

invalid-param-scope

invalid parameter scope

INT A—=H A a—T R T
¥, AbsGraph @
vnsRsScopeToTerm /X T A — &
DIELWNE D i L E
R

invalid-ldev

Invalid cluster

7 T AL RENEN T, i
# L7 LDevVip D AT —H A
EHERL T, =T —% MRk L
*7,
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Fault

CLI S ~JL

SEA & RIRE

missing-tenant

no tenant found

T 7K LTT T AR,
oMY FHEATL,

internal-error

internal error

W= T —23 7 F 7
FAELE LT

resource-allocation-failure

resource allocation failure

7T RPN LEE R )  —
AEEN) B THENTEE
HATL,

missing-abs-function

no abstract function found

HE S EIONEE YRS/ AUIES
A,

missing-mconn

No connector found

MBI aRx 7 XPRRHOND F
TATL,

invalid-graphinst

invalid graphinst config

TT7T7 A VAL AR T
To

missing-interface

no interface found

AV =T 2 A ANREDOMND
FHEATL,

missing-bd

no bd found

TV Y RAALIREONY
FHEATL,

missing-terminal

Terminal node is missing a
terminal

L'“?E/ — FIZHRDH Y £H
o j{/“—]\@ E%%mu
LT< 7ZE0,

missing-namespace

no vlan/vxlan namespace found

VLAN % 7-1% VXLAN OFI Y
B TITHBER R — L ANR—A
DEROMNY) A, RSN
7= fvnsVlanInstp & BRI H 5
phyDomp /3T A — & £ 721
vmmDomp /X7 A — & MMk X
AU7= vnsLDevVip IZ5%E S 41T
WHZ LR LET,

missing-lif

no cluster interface found

W) TAZ A H—T =
A ADBRDOMHY EFHATL
72. vnsLDevVip @ vnsLIf /X7
A—ZPELRHESINLTN
HZLEMRELET,

missing-cdev

No device found

BRT R, ANT T AZNI
ROy FHATLE, A%
7¢ vnsCDev 2MFER S 7=
vnsLDevVip O FIZAFET 5 Z
EERMER LT EEN,
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Fault

CLI S ~JL

EA & RIRE

insufficient-devctx

Folder must have one value for
each associated CDev

7 A VAT ERT S RT[E
HTY, 741K, £EE
TNA AR L Th LD
1 SOEAESVLERSH Y £
R

cdev-missing-cif

No interface defined

%Tﬂ4xc19&<k%
100)4’ VE—T 2 A AEGE
TOMERDHY £,

cdev-missing-pathinfo

Missing path for interface

MBS —ERATTI7AT A
TlE,. A F—T A ADE
DY —7 R— MIEHE ST
WH N ZEHEET D ME R S D
F 9, vnsCifPathAtt /XT A —
A D3, fRDEZ 72 vnsCDev D
TOT_TD vnsCIf IZTEET
6 & %Eﬁﬂ‘b‘bijﬂo

missing-cif

Device interfaces does not match
cluster

FTNRARAA L HE—T 2 A A
L. 7 7 AZICTREI LT
HAUVHE—T oA AT—HE
TLHIVENRHY £7, vnsCIf
INTA—=Z B IO vnsLIf N7
A =20, RS
vnsLDevVip O FIZAFET 5 Z
EEMERLET,

lif-invalid-CIf

LIf has an invalid CIf

LIfFICEEND CIERH Y 4
o BBTNA 2B L OCIE

DBTE & Med LET,
missing-function-node Abstract graph missing function |15 7"5 71213, D L b
node 1 >ORE ) — ROMEIET D44
HRHY £,

graph-loop-detected

Abstract graph config has a loop

W7 7 7R EPERTT,
RECN—TNH D T,

gothrough-routing-enabled-both

Both the legs of go through node
has routing enabled

B — RombFo Ly 7T
=T 4 VT INEI 25T
WET,

invalid-terminal-nodes

Abstract graph has invalid number
of terminal nodes

W7o 7130t 2o
DGR ) — REFFOVLEND
D \i—g—(}
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Fault

CLI S ~JL

SEA & RIRE

missing-ldev-ctx

No device context found for LDev

TNAADTNA A AT X
ARNPREOMY FHEATL
77. vnsLDevCtx (222> hT 7
M Z7778BX0/ —Fiz—
BT 2MHERHDZ 2R L
*7.

arp-flood-enabled

ARP flood is enabled on the
management end point group

ARP 7T w7 4 V7 3E B
U RIRA LV MO T IN—TITx)
L CIEZhC9,

folderinst-validation-failed

Folderlnst has key, that is not

FolderInst ® &% —35 X OMiE X

found in MFolder MFolder {145 2 BEL 9~ 2 42203
&) D i ﬁ‘o
paraminst-validation-failed ParamlInst has key and/or value, |Paramlnst @ % —3 X OME T
that are not found in MParam MParam {LEE %2 2T 2 M EH
bYET,

invalid-mfolder

FolderInst points to an invalid
MFolder

FolderInst {ZH%h72 MFolder %
RAVNTHDHLERHY F
T,

invalid-mparam

ParamlInst points to an invalid
MParam

Paramlnst |34 %72 MParam %
BA Y MTHIMLERHD F
7,

devfolder-validation-failed

DevFolder has key, that is not

DevFolders @ & —33 X OME I

found in MFolder MFolder {14 % B EE A M EH
&) V) \32 j—o
devparam-validation-failed DevParam has key and/or value, | DeyParam ® % —35 X OMiE |3
that are not found in MParam MParam {1kE % B4 2 M BEN
&) D i TO

cdev-missing-virtual-info

Virtual Object Info is missing in
CDev

LDevVip ® % A 773 Virtual @
LA A 7TV =7 MER
HIEETLHMNENRHY T,

invalid-rsmconnatt

Relationship to metaconnector is
invalid

AR AR ZDODNEEE L,
IE LV MDev BEEIZ/NSA U R
THZEEHERLET,

GUI ZzERLERETNNMRADE=2 VT

o

P—t A ST T7 T L—bEREL, = FRA L~ Z—7 (EPG) BLOa +5 7
MZFT T 7% T2 oF LiziE, 772 FORIET A, 22T =FTEET, BT A 2%
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B wosxs/ Lo U sERALEFAMR 952G EY—ER T5T RF—ERDEZLY Y

F=X VU TTHE, EOTNAAABMERA TN, EO VLAN BT A ZAFICEEINTND
PR, TR RZEEINDNRT A=K T ZADWF. BIOT S, RAOEEM 2R TX

£,

FIE

ATYT1 A=a2— "—T, [Tenantg > [All Tenants] DJIEIZER L F7,
ATFw T2 [Work] A T, Y—ER VI 7%F=4F5T7F 2 hOATHIZZTNLs ) v 7 LET,

ATFYT3 FeHF—T g T, ROLHITEIR L E7,

1ADEA ,

77> b tenant_name > $—EX > L4L7 > T/

ATV T4 BASNTTASAADOWTINNEZ Vv 7 LET, 7740 T, [Work] XA VIZEAFEHLDT /A A

DRV —NEREINET, Ea—2ELET 5T,
TN BT AU TOEREERLET,

[Work] XA > DX 7% 27V 7 LET, ¥71E, K

27

BLL]

[POLICY] # 7'

BHROT A 2| T3 AN THRE ST VLAN,
BLXOF AL R ZPES N RT A—H

[OPERATIONAL] # 7

SEIERT AL ADDEAFT DAtEHE .

[HEALTH] % 7

7 ADIRIE,

NX-OSRZ A IILDCUZFERALE=T/NNA R I TRE LH—
EXYTSITRT—RADE=ZZ2) YT

COHEDAaAw R T, NX-OS AXANVDCLIZHERALTCTNNA AT TAX LY —ERTTFT

AT =B AE=I T 50l RLET,

TFTINA R ISR DEFEFRDRTE

WIS, THAA R 7 TR OEEEREF TS Da~r FeRLET,

show 1417-cluster tenant tenant name cluster device cluster name

]

apicl# show 1l417-cluster tenant HA Tenantl cluster Firewall
tenant-graph : HA Tenantl-g2,HA Tenantl-gl

Device Cluster

Encap
Pctag

: Firewall
Cluster Interface :
: vlan-501
: 32773

consumerl
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Devices : FW2 (int),FW1 (int)
Graphs : HA Tenantl-gl
Contracts : HA Tenantl-cl
Device Cluster : Firewall

Cluster Interface : providerl

Encap : vlan-502

Pctag : 32774

Devices : FW2 (ext),FW1 (ext)
Graphs : HA Tenantl-gl
Contracts : HA Tenantl-cl

TINARISRAADHERT—F ADERT
WIZ, TNRA AT TAEOENERT —F A% ForTHa~vr RaRrLET,

apicl# show 1417-graph tenant tenant name [graph graph name]
i
Yk&i\ HA Tenantl 7w*'j—\/ ]‘\@X?*‘?X@% V“”Hﬂ)‘]%%@%@“é@]%% Li‘?“o

apicl# show 1417-graph tenant HA Tenantl

Graph : gl
Total Instances : 1
Encaps Used : vlan-501,vlan-502,vlan-503,vlan-504
Device Used : uni/tn-HA Tenantl/lDevVip-Firewall
Graph : g2
Total Instances : 1
Encaps Used : vlan-501,vlan-502,vl1an-503,vlan-504
Device Used : uni/tn-HA Tenantl/lDevVip-Firewall

RIT, HA_Tenantl ([ZBJEAfTIT BT g1 —E R 77 7 OFFEME N 2R 2812~ L £7,

apicl# show 1417-graph tenant HA Tenantl graph gl
Graph : HA Tenantl-gl
Graph Instances : 1

Consumer EPg : HA Tenantl-consEPGI
Provider EPg : HA Tenantl-provEPGI1
Contract Name : HA Tenantl-cl
Config status : applied

Function Node Name : Nodel

Connector Encap Bridge-Domain Device Interface
consumer vlan-3001 provBDl consumer
provider vlan-3335 consBD1 provider

TIARYSRAEDI5—DRT
RIS, THRAR I FAZDET—=Rr T Ha~vy FenmLET,

show faults 1417-cluster

fi

apicl# show faults 1417-cluster

Code : F0772

Severity : minor

Last Transition : 2015-09-01T01:41:13.767+00:00
Lifecycle : soaking-clearing

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .



Affected object
Description

Code

Severity

Last Transition
Lifecycle
Affected object
Description

Code

Severity

Last Transition
Lifecycle
Affected object

Description

Y—EXI570E=42U>Y |

B wosxs/ Lo U sERALEFAMR 952G EY—ER T5T RF—ERDEZLY Y

uni/tn-tsl/1DevVip-dl/1If-ext/fault-F0772
LIf configuration ext for L4-L7 Devices dl for tenant tsl
is invalid.

F1085

cleared

2015-09-01T01:39:04.696+00:00

retaining

uni/tn-tsl/1DevVip-dl/rsmDevAtt/fault-F1085

Failed to form relation to MO uni/infra/mDev-CiscolInternal-

NetworkOnly-1.0 of class vnsMDev

F1690

minor

2015-09-01T01:39:04.676+00:00

soaking
uni/tn-tsl/1DevVip-dl/vnsConfIssue-missing-

namespace/fault-F1690

Configuration is invalid due to no vlan/vxlan namespace
found

H—ERXRTSTNDIS—DRT
wIZ, vy—ERTT7 70T —FrTdavr ReEnRLET,

show faults 1417-graph

]

apicl# show faults 1417-graph

Code

Severity

Last Transition
Lifecycle

DN

Description

TFTNNARISAREDODETaAV I X2 L—

F1690

minor

2015-11-25T20:07:33.635+00:00

raised

uni/tn-HA Tenantl/AbsGraph-WebGraph/vnsConfIssue-invalid-
abstract graph-config-param/fault-F1690

Configuration is invalid due to invalid abstract graph
config param

LarvhDRE

WIZ, TNRARA T FGRABEOFTar 74 F¥alb—aridirdbavy RerLET,

show running-config tenant tenant name 1417 cluster

Bl

apicl# show running-config tenant common 1417 cluster

# Command:
# Time:
tenant common

show running-config tenant common 1417 cluster
Thu Nov 26 00:35:59 2015

1417 cluster name ifavlO8-asa type physical vlan-domain phyDom5 service FW function

go-through

cluster-device Cl1
cluster-interface consumer 1
member device Cl device-interface port-channell
interface vpc VPCPolASA leaf 103 104

exit
exit

cluster-interface provider 1
member device Cl device-interface port-channell
interface vpc VPCPolASA leaf 103 104

exit
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exit
exit

Y—ERXRTST7NETAVI4F2L—YaVDERTE

WIS, P—ER T TOE[Tar 74 Fal—va 2Rt bavr FeRLET,
show running-config tenant tenant name 1417 graph

]

apicl# show running-config tenant common 1417 graph
# Command: show running-config tenant common 1417 graph
# Time: Thu Nov 26 00:35:59 2015
tenant T1
1417 graph Graph-Citrix contract Contract-Citrix
service N1 device-cluster-tenant common device-cluster ifav108-citrix mode
ADC_ONE_ARM
connector provider cluster-interface pro
bridge-domain tenant common name BD4-Common
exit
connector consumer cluster-interface pro
bridge-domain tenant common name BD4-Common
exit
exit
connection Cl terminal consumer service N1 connector consumer
connection C2 terminal provider service N1 connector provider
exit
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ZEBT7IJYHS5— a3 EY—ERSTSD
0)Eﬂn4ﬂ

X AE

BT TV r—ar Y —E R T TIZoONT (207 2—3)
cGUI AR LTI-ZEET 7 r—ay a7 7 A VOERKR (207 <—3)

ST IJ)5y— 30 EY—EXR G522\ T

[Multi-Tier Application with Service Graph Quick Start] % 7 2 7%, 7'V v KA A > EPG,
VRF, #—bE 2, KR E, =R T T T7Oa R R—3r Nt 500, i—Shi
FiExERME L E T, Cisco APIC DRl % DGFTTHEAT V=7 &R E L7 < TH, [Quick Start]
AT aTIE, RERHFREZNEL, ZNDE T TV AT v TR AT v T DT
ntRZEEDET,

GUIZERLEZRET7 IS5 —a> JaJ7A4ILD
{E Rk

1R BHHIIZ
FEZ FETHI, HHTRERBA I, ROF TV 27 FaRELET,
s TF Vb FEEFETTLIAMORIE L1 O2OT T FERELET,

VMM RXAAL Y TATF7AI: T ARy — R 2T D& LAV 7734 2D
I T AB(TINA AWK ARNEND) % LAY 4T, Virtual Machine Manager (VMM) K A A
y7m7rANnE VM AERELET,

cHEIIL—TFT Y E Ry bT—=0: LV —T v K Ry NT—=T I —E R T31 R &8
THEAIL. (L30ut) % hT—Z DAERLA ¥ 3 2R ELET,

CiscoAPIC LA ¥4~ LANVIH—ERBAHA K, J)—X6.1(x) .
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B cuzsmALrsRET TUr—2aY TOT7 A LD

FIE

ATy T

ATvT2

[Quick Start] @ [Multi-Tier Application] % A 7 2 727 7 AL £,
a) A==— /X—"TC, [Tenant] > [All Tenants] DIEIZZ V v 7 LF 7,
b) [All Tenants] {E3£21 > C, TF > bOLRIEZ TNV v 7 LET,
c) [Navigation] X > C. [Tenant tenant_name ] > [Quick Start] > [Multi-tier Application] % L & 7,
d) [Work] ~*A > T, [Configure Multi-tier Application] %7 V v 7 L £ 7",
[Create Application Profile] % 1 7 v 7 PNERINET,
e) [Start] %27 V> 27 LET,

[STEP2>EPGs] ¥ A TR Y Ry 7 AT, 7077 ANVDOEREHEL, 7V v NAA L EPG &iks

LET,

a) [Application Profile] 7 4 —/V R C, 7B 7 7 A LDO—EDL4RIZ AT LET,

b) FFvar) ZoFaT7rANATHRUEOTFT AL ZARMEETH 5854 1E. [VMM Domain Profile] F
0y FET YA RNBERBYY Y v R—U % (VMM) RAA LV a7 7 A Va2RIRLET,

GE)
[VMM Domain Profile] Kv v 7% 7 A M CRRBLOBIREND L 9HI2, ZOFIAEFETT HHl
IZVMM RAA > 777 A NVEERT HHENH Y 9 ([Virtual Networking] > [VMM Domains])

) (AFvay) arvva—~vELE e X —EPGRITNL—T v Rxy hT—ZIZBLTW5HY
A%, [Consumer L3 Outside] 33 & OY [Provider L3 Outside] 7 4 —/V' K (E7=iZWIni) o Koy 74
TV ARAMNPBRY NU—27 Z@IRLET,

(6=3))
SMEBL—T > K Xy R T —27 3 [L3 Outside] R X0 XA MIRRFRINTEIRTE D L 91T,
ZOTFNEEFITT DENINBNL—T v K Rxy b =7 Z{ERT HH4E R H Y £3 ([Tenants] > 7+
I > [Networking] > [External Routed Networks]) ,

d) TV FAL Y REATHONT, EPGH— h 7= Af IP7 FLABE—DHAF 7%y ks, EPG
TEICRESNDNERELET,

[Shared] i8R L 7-354 . [Shared Gateway IP] 7 4 —/L R2Z3R RSV E T, [Per EPG] Zi&IR L7254,
FNE fIzEAE T,

e) [Bridge Domain] 78 &% > 7> [Shared] A8 & o %8R L7554, [Shared Gateway IP] 7 1 —/L K™D EPG T
EHEENDT— T =ADIPV4 T RLAEZ AT LET,

f)y 77V r— a P (EPG) @ [Name] 7 4 —/b FIZ EPG D4RTE AT LET,

g) [Bridge Domain] 78 % > /5 [Per EPG] ##{R L7244, EPG THEHASND S — U = A D IPv4T KL
A% ANJ) L EF, [Bridge Domain] A8 % > 25 [Shared] % %R L 7=434 . [Shared Gateway IP] 7  —/L K
WA LIEIP 7 RLARTRRINET,

hy (F7Fvay) HE27Yy27 L, FIEgIZHEWRIO EPG ZiBM L T EPG & E L £, 320 EPG
DB G AL ZOTFNEEZ Y KL F9,

i) Next]zZVv2Z LET,
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ATvT3

ATvT4

ATy TH

ATvT6

GUI 2R L 2BET TUr—>ay 74 ok [

[STEP 3 > Services] ¥4 7 v 7 T, 4EIZJG U T, EPG DI H D —ERAIZEEINDILOERELE

D

a) (A7 =) [Share same device] Ry 7 ADF = v 7 %A NI LT, §XTDEPG TTZ 7 A7 U4 —
na—RKNZ o E2EFLET,

b) (F7var) FEPGOMT, 207077 A NIELT7 7 AT U4 —N (FW) F-idn— K 7
% (ADC) ZERL £,

) (FFvar) EPGRITHEBOT A A%&BMT 5551%, <Toggle> %27V v 7 LTT /A A%
BE L EJ,

d) [Next| 227 Uv7 LET,

(Z7AT7 U= Nba—RRZ %) [STEPAS| XA TR T LT 7 AT UA—/VERITr— K7 4

DEREEI7 v ar T, P—ERATNRNA RAERELET,

a) [TINARBZATIRZ L TiE, 9] 713 [RE] #8N L E5,

b) [TNAREZATIC[E] 2 BRULIZGE. MEBRASY] Ry T X7 URARNE RAAL U EE
RLUET, [TINAR ZA T REB] 2RI LA, [VMM RAAS Y] Fay7F¥ 7 JARBE
WN[TINARIVM] Ry FZ T A RNLERANENTET A, ZADIE~T > (VM) 726 KA A
CEZEBRLET,

¢) [/—KAAFRZ T, [OneArm] £721X [Two-Arm] Z3BIR L ET, TA AR v a—~v 2
%7 % (one-arm) DIHEHTHI, A a—~bFuXA X (two-arm) ZHTHMNRE L F T,

d [Ea—]RZoTiE, [B—/—F] £ [HA /— Rl &R L E§, [HA / — K] 28R L7254,
QEHDA A —T oA A WHET A Z) 2015 2F B O VNIC ((RART XA R) RNaxs X ORE
WCEENTEY, HET AN ATEH2EHORB~ V2R IRTIMERH Y £7°,

(77 AT U —NDF) [STEPA>S| A A T urlBlRNarya—~sFufF—k s 9T, 77

AT A= avva—vbrTafF—axs 2 ERELET,

a) [IPl 74—V ROMETNAZATIE, T7AT7 04—V T A ADLA Y4~ LAY TR —X—
APV HA VLT NARY v—llarvya—</Ta{ A —A o F—=T A AIPT RLAZ AN LET,
AT NA ZATIE, arvva—</7a L — A =Tz ZADIPT FLAZAJLET,

b) [MAC] 74—/ RT, 7747 V4=V TNAADLAT 4~ LAY TR = X=2D Y XA L
7 h RV —DMACT RLAZ AN LET,

) [F—bOAIPl 7 4—NVRT, =K F = U= IPT RLAZASLET,

d) WETASAZATIE, [TNARLIAVB—D AR Kay 7 X7 UARNT, f ¥ —T = A Ak
WLUFEF, BT A AT, [T/AARLVNIC] Ry 7 X JXRNTWICEZRIRLET, [Ea—]
KA B [HA] /— REERLEZGAE. [T/AM A 2VNIC] Rey7Z o2 J R RT23%EHBD VNIC
ZIERT HMERH Y £7,

e) (WBELT A ZADH) [Encap] 7 4 —/V RT, £ L F—T A ADKR— K 7w/ fbE AT LET,

(R= R AT ORFIEA>]) FAT R BLOayYa—v T ufF =k a0 T, n—FA

Frvarva—wBIWNeM X — ax I XA ERELET,

a) [F—bkD2zA4IPl74—VKT, =M=+ U= IPT KLRAEASHLET,

b) METNAZATE, [TNARLAVE—T AR Py 7 Xy URXART, A F—T oA A%
WLUET, BT A AT, [T/INMARXLVYNIC] Ry 7 X J A RTWICEZERLET, [Ea—]
KA B [HA] /— REERLEZGA. [T/AM A 2VNIC] Rey7Z o2 J R RT2%EHBD VNIC
ZIERTHMENRH Y £7,
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B cuzsmALrsRET TUr—2aY TOT7 A LD

o) WET NSAADH) [Encap] 7 4 —/V R T, A U F—T =2 A ADKR— K W7 8MLEATILET,
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* REST API =] L7z HEfbOfl (214 ~2—)

REST API [CTDLNT

H#Eh{ki%, Application Policy Infrastructure Controller (APIC) ¢ / —A,3t7 - K Representational
State Transfer (REST) API Zffif] L £J, F7z. Cisco APIC GUI THEITAIEEZR b DI, / —
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APIRHITOA X FDE=H EPGOX A F I v 7 Ak, BLORY —oBie &%
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GE) =V REA Y heFal)F g FA—7 (ESG) OHA, =¥ FRA v NI A—T LRLY—E
A7 7R RESTAPL i C&E£9, 7272L., = T 7 b & ESG ZBE T 524N H
@ iﬁ—o

REST APl Z{& A L =B E1E DAl

ZZ T, RESTAPIZfEH L CH 27 8 b+ 262 R~ L E T,

WOHORESTERIZ, 7o —RX*¥ A~ RAAL VEFSTFF U b, LA Y3y NI—2o T
Vir—grv oy RiRA VNI —TF BT AV r— a7 77 AV &2ERLET,

<polUni>
<fvTenant dn="uni/tn-acme" name="acme">

<!-L3 Network-->
<fvCtx name="MyNetwork"/>

<!-- Bridge Domain for MySrvr EPG -->
<fvBD name="MySrvrBD">
<fvRsCtx tnFvCtxName="MyNetwork"/>
<fvSubnet ip="10.10.10.10/24">

</fvSubnet>
</fvBD>
<!-- Bridge Domain for MyClnt EPG -->

<fvBD name="MyClntBD">
<fvRsCtx tnFvCtxName="MyNetwork"/>
<fvSubnet ip="20.20.20.20/24">
</fvSubnet>

</£fvBD>

<fvAp dn="uni/tn-acme/ap-MyAP" name="MyAP">

<fvAEPg dn="uni/tn-acme/ap-MyAP/epg-MyClnt" name="MyClnt">
<fvRsBd tnFvBDName="MySrvrBD"/>
<fvRsDomAtt tDn="uni/vmmp-Vendorl/dom-MyVMs"/>
<fvRsProv tnVzBrCPName="webCtrct"> </fvRsProv>
<fvRsPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/21]1"
encap="vlan-202"/>
<fvRsPathAtt tDn="topology/pod-1/paths-18/pathep-[ethl/21]1"
encap="vlan-202"/>
</fvAEPg>

<fvAEPg dn="uni/tn-acme/ap-MyAP/epg-MySRVR" name="MySRVR">
<fvRsBd tnFvBDName="MyClntBD"/>
<fvRsDomAtt tDn="uni/vmmp-Vendorl/dom-MyVMs"/>
<fvRsCons tnVzBrCPName="webCtrct"> </fvRsCons>
<fvRsPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/21]1"
encap="vlan-203"/>
<fvRsPathAtt tDn="topology/pod-1/paths-18/pathep-[ethl/21]1"
encap="vlan-203"/>
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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KD REST %3R1E VLAN R — 2 A~— A 2Bk L £9,

<polUni>
<infraInfra>
<fvnsVlanInstP name="MyNS" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-201" to="vlan-300"/>
</fvnsVlanInstP>
</infralInfra>
</polUni>

KD REST ERiZ VMM R A A &2 {FRk L ¥,

<polUni>
<vmmProvP vendor="Vendorl">
<vmmDomP name="MyVMs">
<infraRsVlanNs tDn="uni/infra/vlanns-MyNS-dynamic"/>
<vmmUsrAccP name="admin" usr="administrator" pwd="in$leme"/>
<vmmCtrlrP name="vcenterl" hostOrIp="192.168.64.186">
<vmmRsAcc tDn="uni/vmmp-Vendorl/dom-MyVMs/usracc-admin"/>
</vmmCtrlrP>
</vmmDomP>
</vmmProvP>
</polUni>

WD REST BRIIWFE K A A &1EKR L £9,

<polUni>
<physDomP name="phys">
<infraRsVlanNs tDn="uni/infra/vlanns-MyNS-dynamic"/>
</physDomP>
</polUni>

WD REST HRITT NA A7 T AHX B L £,

<polUni>
<fvTenant name="HA Tenantl">

<vnsLDevVip name="ADCClusterl" devtype="VIRTUAL" managed="no">
<vnsRsALDevToDomP tDn="uni/vmmp-VMware/dom-mininet"/>
</vnsLDevVip>

</fvTenant>
</polUni>

WD RESTESRIIT ANA A 7T AZ arTx A M/ERELET,

<polUni>
<fvTenant dn="uni/tn-acme" name="acme">
<vnsLDevCtx ctrctNameOrLbl="webCtrct" graphNameOrLbl="G1l" nodeNameOrLbl="Nodel">

<vnsRsLDevCtxToLDev tDn="uni/tn-acme/lDevVip-ADCClusterl"/>
<vnsLIfCtx connNameOrLbl="provider">
<vnsRsLIfCtxToLIf tDn="uni/tn-acm/lDevVip-ADCClusterl/1If-int"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="consumer">
<vnsRsLIfCtxToLIf tDn="uni/tn-acme/lDevVip-ADCClusterl/1If-ext"/>
</vnsLIfCtx>
</vnsLDevCtx>
</fvTenant>
</polUni>

WDERIE, V=T 47 ET VTR ENDT AL AT TAZ a7 %A MNERL
9,
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<polUni>
<fvTenant dn="uni/tn-coke{{tenantId}}" name="coke{{tenantId}}">
<vnsLDevCtx ctrctNameOrLbl="webCtrctl" graphNameOrLbl="WebGraph"
nodeNameOrLbl="FW">
<vnsRsLDevCtxToLDev tDn="uni/tn-tenantl/lDevVip-Firewall"/>
<vnsLIfCtx connNameOrLbl="internal">
<vnsRsLIfCtxToInstP tDn="uni/tn-tenantl/out-OspflInternal/instP-IntInstP"

status="created, modified" />
<vnsRsLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-internal"/>
</vnsLIfCtx>
<vnsLIfCtx connNameOrLbl="external">
<vnsRsLIfCtxToInstP tDn="uni/tn-common/out-OspfExternal/instP-ExtInstP"
status="created,modified" />
<vnsRsLIfCtxToLIf tDn="uni/tn-tenantl/lDevVip-Firewall/lIf-external"/>
</vnsLIfCtx>
</vnsLDevCtx>
</fvTenant>
</polUni>

\)

GE) T b (LA ¥30utside) DABEER DR EIZHSOWTIE, [CiscoAPICR—Y v 7 a7 4
Fal—var A4 R] Z282RLTIEEN,

KD REST ERIZTFNSA A VT AZDEHIA L Z—T = A ZAZBIMLET,

<polUni>
<fvTenant dn="uni/tn-acme" name="acme">
<vnsLDevVip name="ADCClusterl">

<vnsLIf name="C5">
<vnsRsMetalf tDn="uni/infra/mDev-Acme-ADC-1.0/mIfLbl-outside"/>
<vnsRsCIfAtt tDn="uni/tn-acme/1lDevVip-ADCClusterl/cDev-ADCl/cIf-int"/>

</vnsLIf>

<vnsLIf name="C4">
<vnsRsMetalIf tDn="uni/infra/mDev-Acme-ADC-1.0/mIfLbl-inside"/>
<vnsRsCIfAtt tDn="uni/tn-acme/1lDevVip-ADCClusterl/cDev-ADCl/cIf-ext"/>

</vnsLIf>
</vnsLDevVip>
</fvTenant>
</polUni>
X0 REST SLRIFMBLT NA R 7 F A2 DERTNA A%BMLET,
<polUni>

<fvTenant dn="uni/tn-acme" name="acme">
<vnsLDevVip name="ADCClusterl">
<vnsCDev name="ADCl" devCtxLbl="C1l">
<vnsCIf name="int">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/22]"/>
</vnsCIf>
<vnsCIf name="ext">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/21]"/>
</vnsCIf>
<vnsCIf name="mgmt">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/20]"/>
</vnsCIf>
</vnsCDev>
<vnsCDev name="ADC2" devCtxLbl="C2">
<vnsCIf name="int">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/23]"/>
</vnsCIf>
<vnsCIf name="ext">
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<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/24]"/>
</vnsCIf>
<vnsCIf name="mgmt">
<vnsRsCIfPathAtt tDn="topology/pod-1/paths-17/pathep-[ethl/30]"/>
</vnsCIf>
</vnsCDev>
</vnsLDevVip>
</fvTenant>
</polUni>

R D REST BRITARAT NA X 7 FZ AL DEGT A A% BMLET,

<polUni>
<fvTenant dn="uni/tn-coke5" name="coke5">
<vnsLDevVip name="Firewall5" devtype="VIRTUAL">
<vnsCDev name="ASA5" vcenterName="vcenterl" vmName="ifavl6-ASAv-scale-05">
<vnsCIf name="Gig0/0" vnicName="Network adapter 2"/>
<vnsCIf name="Gig0/1" vnicName="Network adapter 3"/>
<vnsCIf name="Gig0/2" vnicName="Network adapter 4"/>
<vnsCIf name="Gig0/3" vnicName="Network adapter 5"/>
<vnsCIf name="Gig0/4" vnicName="Network adapter 6"/>
<vnsCIf name="Gig0/5" vnicName="Network adapter 7"/>
<vnsCIf name="Gig0/6" vnicName="Network adapter 8"/>
<vnsCIf name="Gig0/7" vnicName="Network adapter 9"/>
</vnsCDev>
</vnsLDevVip>
</fvTenant>
</polUni>

WD REST BRIV —E 27T 75 ER LET,

<polUni>
<fvTenant name="HA Tenantl">
<vnsAbsGraph name="gl">

<vnsAbsTermNodeProv name="Inputl">
<vnsAbsTermConn name="C1">
</vnsAbsTermConn>

</vnsAbsTermNodeProv>

<!-- Nodel Provides LoadBalancing functionality -->
<vnsAbsNode name="Nodel" managed="no">
<vnsRsDefaultScopeToTerm
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsTermNodeProv-Inputl/outtmnl"/>
<vnsAbsFuncConn name="outside" attNotify="true">
</vnsAbsFuncConn>
<vnsAbsFuncConn name="inside" attNotify="true">
</vnsAbsFuncConn>
</vnsAbsNode>

<vnsAbsTermNodeCon name="Outputl">
<vnsAbsTermConn name="C6">
</vnsAbsTermConn>

</vnsAbsTermNodeCon>

<vnsAbsConnection name="CON2" adjType="L3" unicastRoute="yes">
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsTermNodeCon-Outputl/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsNode-Nodel/AbsFConn-outside"/>
</vnsAbsConnection>

<vnsAbsConnection name="CON1" adjType="L2" unicastRoute="no">

<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsNode-Nodel/AbsFConn-inside"/>
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<vnsRsAbsConnectionConns
tDn="uni/tn-HA Tenantl/AbsGraph-gl/AbsTermNodeProv-Inputl/AbsTConn"/>
</vnsAbsConnection>

</vnsAbsGraph>
</fvTenant>
</polUni>
RO REST ERILTZ 4 VAW E X2 VT 4RV — (2 bT7 27 ) ZERLET,
<polUni>

<fvTenant dn="uni/tn-acme" name="acme">
<vzFilter name="HttpIn">
<vzEntry name="el" prot="6" dToPort="80"/>
</vzFilter>

<vzBrCP name="webCtrct">
<vzSubj name="http">
<vzRsSubjFiltAtt tnVzFilterName="HttpIn"/>
</vzSubj>
</vzBrCP>
</fvTenant>
</polUni>

WD REST ERiF= bT7 7 MV —ER ITT 727Xy FLET,

<polUni>
<fvTenant name="acme">
<vzBrCP name="webCtrct">
<vzSubj name="http">
<vzRsSubjGraphAtt graphName="Gl" termNodeName="Inputl"/>
</vzSubj>
</vzBrCpP>
</fvTenant>
</polUni>
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