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b) [ Work ] [P IP Data-plane Learning ] [ Enable ]
[ Disable ]
IP
4
a) [ Tenant tenant_name] > [
Application Profiles ] >[app_profile_name] > [ EPG Application EPGs ] >
[app_epg_name] > | Subnets ]
b) [ Subnets ] [EPG Create EPG Subnet ]

Cisco APIC 3 6.0(x) .



c) [ IP Default Gateway IP ] IPv4 /32 1PV6
/128
d [ SVI No Default SVI Gateway ]
e) [Behind Subnet Type Behind Subnet ] [ None ] [ MAC
Anycast MAC ]

f) [IP IP Data-plane Learning ] [ Enable ]

[ Disable ]

IP
a)
5 [Submit]

GUI IP

IP
IP
1 [ Tenants ]>][ ALL Tenants ] >
2
3
a) [ Navigation ] [ Tenant tenant_name] > |
Networking ] >| Bridge Domains ] > [bridgeg domain_name] > [
Subnets ] >[subnet_address]
IP [ SV No
Default SVI Gateway ]
b) [ Work ] [IP IP Data-plane Learning ] [ Enable ]
[ Disable ]
IP
4
a) [ Navigation ] [ Tenant tenant_name] > |
Networking ] >[ Bridge Domains ] > [bridgeg_domain_name] > [
Subnets ]

. Cisco APIC 3 6.0(x)
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b) [ Subnets ] [ Create Subnet ]
c [ IP  Default Gateway IP ] IP
d) IP [ SV No

Default SVI Gateway ]
e) [IP IP Data-plane Learning ] [ Enable ]

[ Disable ]
IP
f)
5 [Submit]

Cisco APIC 3 6.0(x) .
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IPv6

ND

SVI

APIC

ACI

ACI

*ND

*ND

29
IPv6 30
3 IPv6
34
ND
/ NS/NA
RS/RA 3
ACI
APIC 3.1(1x) RS/RA
SVI
3.1(2x) RS/RA
3 Svi
ND
ND
nd: 1fPol NS/NA
nd:PfxPol RA
IPv6 fv:Subnet
Cisco APIC 3

32

DNS

ND

6.0(x) .



B IPv6

GUI
VRF

. Cisco APIC

ND

ND

Adjacencies <vrf L3lIface ipv6 address>--> mac address

. NS/NA
* ND NS/NA
* RA

* RA

* RAMTU

* RA RA

RA
DAD
IPv6
IPv6
VRF BD
ND ND
ND ND
BD ND
BD ND ND
IPv6 Cisco

3

6.0(x)



aul IPv6 VRF B

APIC ND
ND ND
BD
ND
1 [ TENANT ]>] Add Tenant ]
2  [Create Tenant]
a) [Name]
b) [Security Domains +] [Create Security Domain]
c) [Name] Submit
d) [Create Tenant]
[Submit]
3 [Navigation] [Tenant-name] > [Networking]
4  [Work] [VRF] [Create VRF]
a) [Name]
b) [Submit] VRF
5 Networking ] [ Bridge Domain ] [VRF]
[Create Bridge Domain]
a) [Name]
b) [L3 Configurations] [Subnets] [Create Subnet]
[Gateway IP]
6  [SubnetControl] [ND RA Prefix]
7 [ND Prefix policy] [Create ND RA Prefix Policy]
IPv6
ND
IPv6 ND RA ND
ND RA ND RA

8  [Create ND RA Prefix Policy]
a) [Name]

Cisco APIC 3 6.0(x) .
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1

b) [Controller State]

c) [Valid Prefix Lifetime]

d) [Preferred Prefix Lifetime] [OK]

ND

9  [ND policy] [Create ND Interface Policy]

a) [Name]

b) [Submit]
10 [OK]

IPv6 BD ND

3 IPV6
3
ND RA
*ND RA IPv6 IPv4

. Cisco APIC 3 6.0(x)
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GUI 3 RA IPv6

3 IPv6
VPC
. VRF BD
. L30ut
1 ]
2 [L3Outs] > [ Logical Node Profiles ] > [Logical Node Profile name] > |
Logical Interface Profiles ]
3 [ Logical Interface Profile ] [
Work ] [ Policy ]>[ Routed Interfaces |
4 Routed Interface
a) NDRA NDRA
ND RA
b) ND RA Prefix Policy
c) [Submit]
VPC VPC
A B ND RA 01
SN0

Cisco APIC 3 6.0(x) .



-

ND RA A B ND RA
A B
IPv6
(DAD)
ACI 3
IPv6 DAD
REST API (ipv6Dad="disabled" )
GUI IPv6 DAD
L3Outs
DAD DAD
DAD DUPLICATE
DAD
GUI
1 DAD
a) | Tenants ]>][ Tenant ] > Networking ] >[L30Outs] >
[L3Out] > Logical Node Profiles > [ node ]>[
Logical InterfaceProfiles ]
b) Routed Sub-interfaces Vi (+)
2 DAD
. DAD enabled

. Cisco APIC 3 6.0(x)
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DAD disabled
DAD
SVI
. A IPv6 DAD enabled
. B IPv6 DAD disabled
. [Select Routed Sub-Interface] IPv6 DAD
enabled
« [IPv4 Secondary/IPv6 Additional Addresses] (+) [Create Secondary IP
Address] IPv6 DAD disabled OK
show ipv6 int

swtb23-leaf5# show ipv6 int vrf icmpv6:vl
IPv6 Interface Status for VRF "icmpv6:v1'(9)

vlan2, Interface status: protocol-up/link-up/admin-up, iod: 73
if_mode: ext

IPv6 address:
2001:DB8:A::2/64 [VALID] [PREFERRED]
2001:DB8:A::11/64 [VALID] [dad-disabled]
IPv6 subnet: 2001:DB8:A::/64

IPv6 link-local address: fe80::863d:c6ff:fe9f:eb8b/10 (Default) [VALID]

Cisco APIC 3
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Microsoft NLB

* Microsoft NLB 37

« Cisco ACI Microsoft NLB 41

* Microsoft Network Load Balancing 45

* GUI Microsoft NLB 46

* GUI Microsoft NLB 47
* GUI IGMP Microsoft NLB 48

Microsoft NLB

Microsoft NLB

Microsoft NLB NLB NLB
IP VIP NLB
NLB VIP

1
Microsoft NLB Cisco APIC

Cisco APIC 3
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Spine
Switch 1

TR e

ToR ToR g
Switch 1 Switch 2 Switch 3
i \
Server 2
1 2 MSNLB
MSNLB
3 Microsoft NLB
J NLB
. NLB
Numbers Authority IANA MAC
* IGMP NLB VIP
MAC
MAC
MAC
IP
MAC 02-BF-1-2-3-4

MSNLB

VIP MAC

VIP Internet Assigned
03XX.XXXX.XXXX

IPv4
MAC 1Pv4
MAC
IP 1234

. Cisco APIC 3 6.0(x)



DIP>VIP:1.23.4

DMAC —>VMAC
02-BF-1-2-3-4

VIP:1.2.3.4 |

| UNICAST VMAC: 02-BF-1-2-3-4 I

Host Host Host Host

Priority  Priority  Priority  Priority @
1 2 3 4 S
2 MAC
MAC
MAC
MAC 02-BF-1-2-3-4 MAC
02- x -1-2-3-4 X

= E-V .pE- Eﬂ|
| UNICAST VMAC: 02-BF-1-2-3-4 I

Host Host Host Host
Priority ~ Priority  Priority  Priority
1 2 3 4

307300
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MAC 2
MAC
IP 10.20.30.40 03-BF-0A-14-1E-28

DIP —>VIP: 10.20.30.40

DMAC —>VMAC
03-BF-0A-14-1E-2B

VIP: 10.20.30.40 |

[ MAC1 | MAC2 | MAC3 || MAC4 |

Host Host Host Host

Priority ~ Priority  Priority  Priority §
1 2 3 4 ]
IGMP
Microsoft NLB IGMP
IGMP
Microsoft NLB IGMP Join
2 IP 2
Microsoft NLB 239.255.xx IGMP
Join
. IP 10.20.30.40
« IGMP  239.255. 30.40
. MAC 0100.5E7F.1E28

. Cisco APIC 3 6.0(x)



Cisco ACI Microsoft NLB B

DIP —>VIP: 10.20.30.40

DMAC —>VMAC
0100.5E7F.1E2B

VIP: 10.20.30.40 |

| MAC1 | MAC2 | MAC3 | MAC4 |

Host Host Host Host

Priority ~ Priority  Priority  Priority :sj
1 2 3 4 S
Cisco ACI Microsoft NLB
41 Microsoft NLB 2
3 CiscoACI
4.1 Microsoft NLB 3 Cisco
ACI
Microsoft NLB
2: Cisco ACI Microsoft NLB
IGMP
Cisco ACI 2 -EX -EX -EX
3 -FX  -FX2 -FX3 -FX  -FX2 -FX3 -FX  -FX2 -FX3
Microsoft
NLB IGMP
Cisco ACI 3 4.1 41 41

Cisco APIC 3 6.0(x) .



B cisco Aci Microsoft NLB

Cisco ACI Microsoft NLB
3:3 Microsoft NLB ACI
IGMP 3.2
Microsoft NLB
Microsoft NLB IGMP
ACI L4 L] °
hw-proxy hw-proxy hw-proxy
*No IP *No IP *No IP
. 3 . 3
Microsoft NLB
* IGMP
IP
* IGMP
ARP . ARP VIP VIP
VIP MAC MAC
ARP ARP
VMAC
1
4.1 Microsoft NLB
Cisco ACI
6.0(x)

. Cisco APIC




Cisco ACI Microsoft NLB B

* VRF VRF
* Microsoft NLB BD
L2
. VIP Microsoft NLB EPG EPG
BD

* EPG Microsoft NLB VIP Microsoft NLB

. Microsoft NLB VIP MAC

Microsoft NLB VIP
Microsoft NLB BD EPG
. Microsoft NLB VIP MAC
Microsoft NLB EPG Microsoft NLB
EPG Microsoft NLB MAC
MAC
* IGMP Microsoft NLB VIP Microsoft NLB
Microsoft NLB VIP
Microsoft NLB IGMP Join
* Microsoft NLB EPG EPG Microsoft NLB
EPG EPG
Microsoft NLB
Microsoft NLB VIP ToR
Microsoft NLB BD ToR
ToR
ToR
VRF ToR
L30ut Microsoft NLB EPG VRF ToR
. 1 VRF VRF
. 2 Microsoft NLBEPG L30ut L3external
ToR
. 3 Microsoft NLB
Microsoft NLB EPG Microsoft
Cisco APIC 3

60x) [l



B cisco Aci Microsoft NLB

NLB EPG

[VRF

Microsoft NLB VRF

Microsoft NLB EPG ~ Microsoft NLB VIP

Shared VRFs ]

L30ut Microsoft NLB EPG

VRF

Microsoft NLB EPG BD
4: Cisco ACI Microsoft NLB EPG BD
IGMP
. IP . IP . IP
hw-proxy hw-proxy hw-proxy
MAC MAC MAC
EPG * VIP * VIP * VIP
. . i MAC
MAC MAC
MAC
VMM VMM
VMM
VMM
3 6.0(x)

. Cisco APIC




Microsoft Network Load Balancing .

Microsoft Network Load Balancing

Microsoft Network Load Balancing NLB

. > / Microsoft
NLB VIP EPG
[ SMAC ARP |

Microsoft NLB

. SMAC
ARP
Microsoft NLB Microsoft NLB
. 3 Microsoft NLB BD PIM
* |IGMP IPv4 IPv6
«EX Cisco Nexus 9000
 Microsoft NLB uSeg EPG
* Cisco ACI
. 2 Microsoft NLB
Cisco ACI
AClI 30
. SVI MAC Microsoft NLB
3 MAC
00:22:BD:F8:19:FF Microsoft NLB
SVI MAC

. 128  Microsoft NLB VIP

» Microsoft NLB
IGMP Cisco ACI

Cisco APIC 3 6.0(x) .



. GUI Microsoft NLB

* Microsoft NLB IGMP
VMM Cisco ACI
* Microsoft NLB Cisco UCS B
VMM

Microsoft NLB
CiscoUCSB

Cisco UCS B
2

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/unified-computing/
whitepaper_c11-701962.html

GUI Microsoft NLB

Microsoft NLB

* Microsoft NLB VIP
* Microsoft NLB MAC
10 Navigation ] [ Tenant ] > [tenant_name] > [
Application Profiles ]> [app_profile_name] > [ EPG ApplicationEPGs ]>
[application_ EPG_name] > [ Subnets ]
2 Subnets Create EPG Subnet
3 Create EPG Subnet
a) Default Gateway IP Microsoft NLB cluster VIP
192.0.2.1/32
b) Scope Shared between VRFs

Privateto VRF

. Cisco APIC 3 6.0(x)
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https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/unified-computing/whitepaper_c11-701962.html

GUI Microsoft NLB .

c) Subnet Control  No Default SVI Gateway

d) TypeBehind Subnet EpNIb
[ Mode ]

e) [ Mode ] [ NLB NLBinunicast mode ]
MAC Address

f) [MAC MAC Address ] Microsoft NLB MAC

00:01:02:03:04:05

4 [Submit]

GUI Microsoft NLB

Microsoft NLB

* Microsoft NLB VIP
* Microsoft NLB MAC
10 Navigation ] [ Tenant ] > [tenant_name] > [
Application Profiles ]> [app_profile_name] > [ EPG ApplicationEPGs ]>
[application_ EPG_name] > [ Subnets ]
2 Subnets Create EPG Subnet
3 Create EPG Subnet
a) Default Gateway IP Microsoft NLB cluster VIP
192.0.2.1/32
b) Scope Shared between VRFs

Privateto VRF

Cisco APIC 3 6.0(x) .



B o

GUI

IGMP Microsoft NLB

c) Subnet Control  No Default SVI Gateway

d | Type Behind Subnet ] [MSNLB]
[ Mode ]

e) [ Mode ] [ NLB NLB
in static multicast mode ]
MAC Address

f) [MAC MAC Address ] Microsoft NLB MAC

Microsoft NLB MAC MAC 03

03:BF:01:02:03:04

g) Microsoft NLB MAC
4 [ Submit ]
5 Navigation ] [ Tenant ][tenant_name] > [
Application Profiles ] > [application_profile name] > [ EPG Application
EPGs ] >[application EPG _name] > [ Static Ports ] > [static_port]

Microsoft NLB

a) [NLB NLB Static Group ] [+] Create MAC
[MAC Mac Address ] 3.9 48
b) [MAC Mac Address ] [ Update ]
70 Static Path ] [ Submit ]
Microsoft NLB MAC

IGMP Microsoft NLB

Microsoft NLB

* Microsoft NLB VIP

. Cisco APIC 3 6.0(x)



GuI IGMP Microsoft NLB B

1 Navigation ] [ Tenant ] > [tenant_name] > [
Application Profiles > [app_profile name] > | EPG ApplicationEPGs ]>

[application_ EPG_name] > [ Subnets ]
2 Subnets Create EPG Subnet
3 Create EPG Subnet

a) Default Gateway IP Microsoft NLB cluster VIP

192.0.2.1/32
b) Scope Shared between VRFs

Privateto VRF

c) Subnet Control  No Default SVI Gateway

d) TypeBehind Subnet EpNIb
[ Mode ]
e) [ Mode ] [IGMP NLB NLBinIGMP mode ]
[ ID Groupld ]
) [ ID Groupld ] Microsoft NLB
Microsoft NLB 2
IP 2
IP 10.20.30.40 Microsoft NLB
239.255.30.40
4 [ Submit ]
Microsoft NLB VIP APIC NLB IGMP
5
* Dinamic Join Microsoft NLB
« Static Join Microsoft NLB VIP

Cisco APIC 3 6.0(x) .
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Application EPGs ] > [application_EPG_name] > [
[static_port]

«[IGMP

3.
[
4.
Enabled ]
55

. Cisco APIC

Microsoft NLB

ID Groupld ] Microsoft NLB
3f 49
Navigation ] [ Tenant ] > [tenant_name] > [

Application Profiles 1> [app_profile name] > [ EPG
Static Ports ] >

Microsoft NLB

IGMP Snoop Static Group ] [+]
Create 3.f 49 [
Group Address ]
Group Address ] [ Update ]
[ Submit ]
IGMP
IGMP [
GUI IGMP
3 6.0(x)
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IGMP

« Cisco APIC IGMP 51
* IGMP 55
* IGMP 57
« IGMP 59
Cisco APIC IGMP
ACI IGMP
S
IGMP IGMP
IGMP IP
IGMP
IGMP
ACI IGMP
IGMP IGMP IGMP
IGMP

Cisco APIC 3 6.0(x) .
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6. IGMP
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IGMP
Messages

IGMP
Router
Functionality

Spine Spine
Switch1 Switch2

Leaf

Switch2 Switch3

——————

IGMP
Snooping

b s e e e e e e i o Sy

IGMP

IGMP

* MAC
* MAC

ACI

IGMP

Hoet

501148

IGMPv1 IGMPV2 IGMPv3
3

RFC4541 211 IGMP
IGMP

IGMP
0.0.0.0

6.0(x)
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APICIGMP

APIC IGMP

ACI IP 0.0.0.0 IGMP
N
IGMP RFC 4541
IGMP VRF
show VRF
VRF VRF
IGMPv1l IGMPv2
IGMPvV1  IGMPv2
2
1 IGMPv2
APIC IGMP
IGMPv1 IGMP APIC  IGMP
N
IGMP
IGMPvV3
APIC IGMPv3 IGMPv3
IGMPv3 S G
IGMP VLAN
Cisco APIC 3
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IGMPv3
IGMPv1 IGMPVv2
IGMP
IGMPv3
IGMP
Cisco APIC IGMP
Protocol-Independent
Multicast PIM
IGMP
APIC IGMP
Cisco ACI IGMP
IP
(PIM ) ACI Leaf
IP
“
IP IP IP
0 0.0.00

IGMP IGMP

IP IGMP

IGMP IGMP

IGMP RFC 2236

. VLAN

. 3SVI

6.0(x)
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APIC IGMP
APIC IGMP
APIC IGMP
. 3 1Pv6
. 2 IPv6
* IGMPv3 PIM
GUI IGMP
IGMP IGMP
1
GUI IGMP
IGMP 1
10 IGMPP
2 [ Navigation ] [ Policies ]>[
IGMP Snoop ]
3 [IGMP ] [IGMP ]
4 Create | GMP Snoop Policy
a) [Name] [Description]
b) [ Admin State ] [ Enables ]
IGMP
c) [ Fast Leave ]
IGMP V2
Cisco APIC 3

PIM

IGMP

Protocol ]>[IGMP

Disabled ]

60x) [l
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d) [ Enablequerier ] IGMP
[ : IP]
[ Tenants ] > [tenant_name] >
[ Networking ] >[ BridgeDmains ] >[bridge domain_name] >
[ Subnets ] > [subnet_subnet]
e) [ Querier Version ] [ 2 \ersion2 ] [
3 Version3 ] IGMP
f) [ ]
IGMPv2 IGMP 1
IGMP out-of-sequence
9) [ ]
IGMP IGMP
h) [ ]
i) [ ]
1 10
2
) [ ]
1 18,000
31
5 [ Submit ]
IGMP [ -IGMP ]

. Cisco APIC 3 6.0(x)



aul IGMP B

GUI IGMP
IGMP
IGMP
. IGMP
Y
EnableQuerier

Subnet Control: Querier IP

Tenants > tenant_name > Networking > Bridge Domains > bridge_domain_name > Subnets >
subnet_name

1 IGMP APIC  Tenants
2 APIC Networ king> BridgeDomains IGMP
3 Policy IGM P Snoop Policy
IGMP
4 Submit
IGMP

IGMP

IGMP

IGMP EPG
IGMP

Cisco APIC 3 6.0(x) .



B : EPG

IGMP
EPG
APIC GUI CLI REST API
IGMP
EPG
APIC GUI CLI REST API
CiscoAPIC 2
* GUI EPG
* NX-OS CLI APIC EPG
* REST API APIC EPG
IGMP EPG
IGMP
EPG IGMP
. EPG
~
CiscoAPIC
2 GUI
EPG
* |IGMP IP

. Cisco APIC 3 6.0(x)



IGMP B

1 Tenant >tenant_name > Application Profiles > application_name > Application EPGs > epg_name > Static Ports

EPG

2 IGMP
Static Path

3 IGMP + IGMP

IGMP
IP IGMP

a) Group Address EPG IP
b) Source Address IP
c) Submit

IGMP

4 [Submit]

IGMP

IGMP

EPG
EPG

APIC GUI CLI REST API IGMP

Cisco APIC 3 6.0(x) .
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GUI IGMP
EPG IGMP
IGMP
EPG IGMP
EPG
S
CiscoAPIC 2
GUI EPG
10 Tenant ] > [tenant_name] > [ Application Profiles ] >
[application_name] > [ EPG Application EPGs ] >[epg_name] > [
Static Ports ]
EPG
2 Static Port Configuration
30 Actions ]>[IGMP CreateIGMP AccessGroup ]
IGMP
4 IGMP +
IGMP
1P IGMP
a) [ Create Route Map Policy for Multicast ]
[ Create Route Map Policy for Multicast ]
b) Name
c) Route Maps +
d) Order

. Cisco APIC 3 6.0(x)



GUI

e) GrouplP

f) SourcelP
g) Action

h) [OK]
NI Submit ]

Policies ]>]

IGMP

Permit

IGMP

Protocol ]>]

Multicast ] > [route_map_access group_name]

5 [Submit]

Cisco APIC

3

IP
Deny
IP
[ Tenant ]>[tenant_name] >
Route Maps for
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* Cisco APIC MLD
. 65
* GUI MLD

Cisco APIC MLD

MLD
2 MLD
MLD IGMP
IPv6
3810
MLD ICMPv6
IPv6 Next Header 58
MLDv2
MASS
MLD
MLD
Cisco APIC 3

11

63
65
IPv6
MLD
IPv6
MLD
MLDvl RFC2710 MLDv2 RFC
MLD ICMPv6
MLD
MLDv1
MAS
MLDv1
IGMP
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. Cisco APIC MLD

i s e e B e

7 IPV6 Mcast - \ *, < IPv6 Mcast * \ "

i Joir
/ Data Traffic * / Data Traffic "\ ' Lea

MLD MLD ' MLD
Senders Receivers Senders Receivers:

* MLD IPv6

* MLD IPv6

MLD
MLD
MLD IPv6
IPv6
IPv6 L3

IPv6 2
. EPG

. Cisco APIC 3 6.0(x)



* OMF

MLD

* MLD ToR
EX FX FX2

. 2000 IPv6

. MLDv2 * G

. MLD

. VRF 3
IPv6

. MLD
. MLD

* VTEP VL

GUI MLD

MLD MLD

GUI MLD

MLD 1 MLD

10 Tenants ] MLD

Cisco APIC 3 6.0(x) .
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2 [ Navigation ] [ Policies ]>] Protocol ] >[MLD
MLD Snoop ]
3 [MLD MLD Snoop ] [MLD Create ML D Snoop
Policy ]
4 [MLD Create ML D Snoop Policy ]
a) [Name] [Description]
b) [ Admin State ] [ Enables ] [ Disabled ]
[ Disabled ]
c [ Control ] [ Fast Leave ]
MLD v1
d [ Control ] [ Enablequerier ]
MLD MLD
MLD
[ Querier ]
[ Tenants ]>[tenant_name] >| Networking ]
> Bridge Dmains ] > [bridge domain_name] . [MLD MLD
Snoop Palicy ]
e) [ ]
125
f) [ ]
MLD
10
g) [ ]
MLD MLD Leave 1
IGMP

out-of-sequence

. Cisco APIC 3 6.0(x)
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h) [ Start Query Count ]
1 10
2
i) [ ]
1 18,000
31
51 Submit ]
MLD [ -MLD Protocol Policies -
MLD Snoop ]
GUI MLD
MLD
MLD
. MLD

EnableQuerier
Subnet Control: Querier 1P

Tenants> tenant_name> Networ king > Bridge Dmains> bridge_domain_name> Subnets>
bd_subnet

1 MLD APIC [ Tenants ]

Cisco APIC 3 6.0(x) .
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2 APIC [ Networking ] >|[ Bridge
Domains ] MLD
3 [ Policy ] [MLD MLD Snoop Palicy ]
MLD
4 [ Submit ]
MLD
5 3 IPv6
a)
b) [ Policy ] [ General ]
c) [IPv6 L3 IPv6 L3 Unknown Multicast ] [ Flood ]
[ Optimized Flood ]
6 IPv6
a)
b) [ Policy ] [L3 L3Configurations ]
c [ IPv6 Link-local IPv6 Address ]
IPv6
IPv6
IPv6

. Cisco APIC 3 6.0(x)
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