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apicl# configure
apicl (confiqg) # template macsec access security-policy accmacsecpoll

apicl (config-macsec-param) # cipher-suite gcm-aes-128

apicl (config-macsec-param) # conf-offset offset-30

apicl (config-macsec-param) # description 'description for mac sec parameters'
apicl (config-macsec-param) # key-server-priority 1

apicl (config-macsec-param) # sak-expiry-time 110

apicl (config-macsec-param) # security-mode must-secure

aapicl (config-macsec-param) # window-size 1

apicl (config-macsec-param) # exit

apicl (config) #

ATy T2 TI/®AALE—T A4 AD MACsec ¥— Fx— L 2HELET,
PSK (%, 2V O HETHRETE LT

GF)
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. A’»~ abl2 T/RT XK D2, FrLv <> K Enter PSK string % psk-string =~ > RKO% CEH L. fE#%5]
WADLTHRELET, B—H Nz a—In5720 T, v IZidiegksSni2nizd, PSKIT%E4aeT

R
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apicl# configure
apicl (config) # template macsec access keychain acckeychainpoll
apicl (config-macsec-keychain) # description 'macsec key chain kcl'
apicl (config-macsec-keychain) # key 1l2ab
apicl (config-macsec-keychain-key) # life-time start 2017-09-19T12:03:15 end 2017-12-19T12:03:15
apicl (config-macsec-keychain-key) # psk-string 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # exit
apicl (config-macsec-keychain) # key abl2
apicl (config-macsec-keychain-key) # life-time start now end infinite
apicl (config-macsec-keychain-key) # life-time start now end infinite

(

apicl (config-macsec-keychain-key)# psk-string
Enter PSK string: 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # exit

apicl (config-macsec-keychain) # exit

apicl (config) #

ATFYT3 T 8A AL L EZ—T A ZADMACsec f v Z—T oA AR —HFELET:
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apicl# configure
apicl (config) #

acckeychainpoll

apicl (config-macsec-if-policy)#

apicl (config) #

NX-0S 2 4 1 )L CUl %A L 7-MACsecn it I

template macsec access interface-policy accmacsecifpoll
apicl (config-macsec-if-policy) #

inherit macsec security-policy accmacsecpoll keychain

exit

MACsec f > H—T 2 A AR —% V=T (FIEAA ) LEOT 7R 2 —T7 = 4 AZBEM T F
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apicl# configure
apicl (config) #

acckeychainpoll

apicl (config-macsec-if-policy) #

apicl (confiqg)

template macsec access interface-policy accmacsecifpoll
apicl (config-macsec-if-policy) #

inherit macsec security-policy accmacsecpoll keychain

exit
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apicl# configure
apicl (config) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config) #

template macsec fabric security-policy fabmacsecpoll

cipher-suite gcm-aes-xpn-128

description 'description for mac sec parameters'
window-size 1

sak-expiry-time 100

security-mode must-secure

exit
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apicl# configure
apicl (config) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config) #

(
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template macsec fabric security-policy fabmacsecpoll

cipher-suite gcm-aes-xpn-128

description 'description for mac sec parameters'
window-size 1

sak-expiry-time 100

security-mode must-secure

exit

template macsec fabric keychain fabkeychainpoll
apicl (config-macsec-keychain) #
apicl (config-macsec-keychain) #
apicl (config-macsec-keychain-key) #
apicl (config-macsec-keychain-key) #
apicl (config-macsec-keychain-key) #

description 'macsec key chain kcl'
key 1l2ab
psk-string 123456789a223456789%9a323456789%abc
life-time start 2016-09-19T12:03:15 end 2017-09-19T12:03:15
exit

MACsec .
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apicl (config-macsec-keychain) # key cd78

apicl (config-macsec-keychain-key)# psk-string

Enter PSK string: 123456789a223456789a323456789%abc

apicl (config-macsec-keychain-key)# life-time start now end infinite
apicl (config-macsec-keychain-key)# exit

apicl (config-macsec-keychain) # exit

apicl (config) #

MACsec |
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apicl# configure
apicl (confiqg) # leaf 101

apicl (config-leaf) # fabric-interface ethernet 1/52-53
apicl (config-leaf-if)# inherit macsec interface-policy fabmacsecifpol2
apicl (config-leaf-if) # exit

(

apicl (config-leaf) #

. MACsec
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