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Trademarks

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
https://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
https://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
https://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)
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LET,
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LET,
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MAC 7 RV AT TR, =V RARA L FDIP T RLRAEFEHLET,

LANBDHRTE 7V v RAAL O] 78RNV DE TITIFIRDANT A—Z ZiRET HIiE., EH

EBREATEET,
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WHIRD  fEEDOHB TR U VLANID Z A& £4, ZHIZLY, CiscoACI 777U >
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A=a— N—T, [TFY bk (Tenants) |>[TF > rD:ENM (Add Tenant) | Zi®R L E7,

[Create Tenant] ¥ A 7R 7Ry 7 AT, IROX AT HFITLET,

a) [Name] 7 4 —/L RIiZ, &4Hix AT LET,

b) [EFaUT4 FAAL Y (SecurityDomains) |27 > a T, [+]227 Vv 27 LT, [€F2)Ta4 KA
14 VU DERL (Create Security Domain) | #4707 Ry 7 A& EET,

c) [®&HI (Name) | 74—/ RIZ, EX 2 VT 1 RAAL U DARTZATIL, [EE (Submit) (27 U > 7
LET,

d) [T+ DR (CreateTenant) | #4707 Ry 7 AT EKLIzEx 2T 4 RAL O [BH
(Update) 1227V v 27 LET,

e) REGLTHD T 4 — RIZATILET,

f) [XE (Submit) 1227 Vv Z7 LET,

TFHFURE> [y FT—F 24 (Networking) JEEAFERINET,

[E%£ (Work) 1A > T, [VRF] 74 2 %X v A RT v 7 LT [CreateVRF] # A4 7T 7Ry 7

2EBE, WOBMEEZFATLET,

a) [Name] 7 4 —/L RIZ, 4z AT LET,

b) MEIZELCTHO T 4 —L RIZAS LET,

c) [EfE (Submit) 127V v 7 LTVRFA UV AX LV ADEREEET LET,

[fEZ%E (Work) ] XA > T, VRF A L AZ L AEHTLHNOF ¥ >R 2 [T wP KAAL 2 (Brdige

Domain) | 74 2> % K7 v 7 LC, 2 2%$#i L %3, [Create Bridge Domain] %1 7 12 77K v 7 ANF

IRENTES, ROZ AT HFEITLET,

a)  [Name] 7 1 —/L FIZ, ARTZ AN LI,

b) MBS CTHO 74— RICASLET,

) [k~ (Next) 1227V w27 LET,

d [Ty bk (Subnets) |7 a>T, [+]227 V27 LT, [Ty bDIERL (CreateSubnet) ]
ZATaT Ry 7 ABEET,

e) [#—bozAIP (GatewayIP) | 7 4 —/V RIZ, IPT7 RLVAREH TRy b AT 2 AN LET,

f) VENZJS C T 7 4 — v RIZAD LET,

g [OK]%2VUvZ LET,

hy [FUvP FAAL U DER (CreateBridgeDomain) | # A 717 Ry 7 ZICREY | MBS LT
D7 4=V RIZAHLET,

) [k~ (Next) 1227 U v 7 LET,

j) MBS L TT 4=V RIZAS LET,

k) [OK]Z27 Vw27 LTy AL VDORELZTET LET,

[E% (Work) ] <A T, VRF A Y AZ U AZFHTTNOF ¥ R[] TA a2 RT v 7 LT,

2% LE 7, [CreateRoutedOutside] ¥ A 7 2 VR v 7 ANFKRINT-H, DX AT B#FEITLET,
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[/—FR&EAVB—Tz4R TR LI FTOT74)L (NodesAnd Interfaces Protocol Profiles] -z~

var 7T, [H1&E7Vy 27 LTC[/—FK 7RI 74 )LD (CreateNodeProfile) 1 #4717 KR
7 2 BE £,

[Name] 7 4 —/V FIiZ, ZRiZ A LET,

[/—FK (Nodes) |7+ a T, [+]Z2 Vv LT[/ —KDEIR (SdectNode) | #1711/ R
7 A uEET,

[/—FKID (NodelD) | Fay X URARNnNL, /J— REBRLET,

[Router ID] 7 4 —/V RiZ, »—X IDEZAHLET,

[RET 49D JL— bk (StaticRoutes) |27 v a T, [HE227 Vv 7 LT[ RETA4 99 IL— D
FX (Create StaticRoutes) | ¥ A4 71/ Ry 7 A& EET,

[Prefix] 7 4 —/V RIZ, IPvd 7 RLAEIXIPv6 7 FL A& AT LET,

[ RLERYTT7RFLR (NextHopAddresses) | £ 27 v a v T, [+]227 Vv 7 LC[RI ALKy
TDER (CreateNext Hop) | #4707 Ry 7 A&7,

[P R bRy T 7FLR (Next Hop Addresses) | 7« —/L RZJEBH L, IPv4 7 KL A E 721X IPv6
7 RLAEZATILET,

[Ex7E (Preference) | 7 4 —/V RiZ, BEEZ AL ET,

VENZR U TD 7 ¢t — )L RIZATI L E T,

OK] %227 Uv 7 LET,

[B%B9)L— FDYERL (CreateStaticRoute) | ¥ A4 77 Ry 7 AT, LEILEUTHO 7 4 —L RiZ
ABLET,

[OK] %7 U2 LET,

[/ — RDREIR (SdectNode) | ¥ A 707 Ry 7 AT, BB U THOZ +—L FIZAT LET,

[OK] %27 U > 27 LET,

[/—F7R77A4 )LD (CreateNodeProfile) | %A 7 a7 Ry 7 AT, MELLTHO T 4 —
NV RIZATTLET,

[OK] %7 VU v 27 LET,

VBT UC [BGP]. [OSPF]. $£7-I3 [EIGRP] F= v 7 R v 7 2% 412 LET,

MBS LT 7 4 — L RIZA LET,

[k~ (Next) 1227V v 7 LET,

MEZE U T 4 — NV RIZATILET,

[OK]Z27 Vv 7 LTLAVY3IDEREEFET LET,

LAY 3ORELMRT DX, [FEF— 3> (Navigation) | XA T, [Fy FT—F2 5
(Networking) 1> [VRF]DJIEIZER L £,

NX-OSCLIZ{#ER L. T+ . VRFEELUTY YT K
A UDERK

2T, TR, VREBXORT Y v RAAL VEERT D HEZHRA L £,
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GE) T NOBREEEHRT AR, vian-domain =~ > RZ{#H LT VLAN RA A1 Z1ERK L.
A= 2B DU THEXLENDY £7,

FIE

ATYT1 KDL T, VLAN FAA > (@R — F TS5 0O VLAN 25Te) Z{Ek L, VLAN O A7)
ZEID M TET,
1 -
W OB (exampleCorp) Tld, VLAN S0 ~ 500 BAEI V¥ THND Z LIZHEE LT EEN,

apicl# configure

apicl (config) # vlan-domain dom_exampleCorp
apicl (config-vlan)# wvlan 50-500

apicl (config-vlan)# exit

ATw T2 VLANREI DY THNEH, ZTUHDVLANZEHTE R —7 (A vF) BLOA v H—T =A A%
HELEYT, &2, [vlan-domain member] & ASIL., ZTOHBITHER LTZ KA AL LV DL4RI#ATILET,
1 -
WOFITIL, 25D VLAN (50 ~500) 1. A > F—T=xA A A —H %y F12~4 (12, 1/3. 1/4%
GEte3 ODAR—F) LD leaf 101 THZ > TWET, ZHiE, ZOAf X —T A AZFEHTDH &,
VLIAN A TEA3HHDAT7 S r—3 3 2 ZDOFR— DO VLANSO~500 2l TCX A2 L 2B L
ij‘o

apicl (config-vlan)# leaf 101

apicl (config-vlan) # interface ethernet 1/2-4

apicl (config-leaf-if) # vlan-domain member dom exampleCorp
apicl (config-leaf-if)# exit

apicl (config-leaf)# exit

ATFYT3 ®ROBICTET LI, Za— L ar 74Xzl —3 a3y B—RTTF Ty FEEKRLET,
5 -

apicl (config) # tenant exampleCorp

ATV T4 ROFPNIRTEHIC, TFrbhar 74 X2l —3 a3y F—RTCTFIF94_—k 2y hU—2 (VRF ¢
MEEET) BERLET,

&1

apicl (config) # tenant exampleCorp
apicl (config-tenant)# vrf context exampleCorp vl
apicl (config-tenant-vrf) # exit

ATV TE ROFNTRTEIIC, TFUYFOTICTY v RAA > BD) ZEKRLET,
5 -
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apicl (config-tenant) # bridge-domain exampleCorp bl
apicl (config-tenant-bd) # vrf member exampleCorp vl
apicl (config-tenant-bd) # exit

GE)
Z D4, VRE 1L TexampleCorp v1] T,

ATYT6 WOPNIRTELIIC, BDOIPT RLA (IPBXWipve) Z2F Y Y TEJ,
1 -

apicl (config-tenant)# interface bridge-domain exampleCorp bl
apicl (config-tenant-interface)# ip address 172.1.1.1/24
apicl (config-tenant-interface)# ipv6é address 2001:1:1::1/64
apicl (config-tenant-interface)# exit

RDZARY
WOETIX, 7V r—yary a7y A0zBNML, 77XV 5—var v RRA b 7
N—=" (EPG) ZHAIERK L. EPG &7 Y v KA A NZBHEST B HFECHOWTHALE T,
EENEY D

NX-OS A ¥ A L@ CLI i L7 VLAN KA A »DRE

BRAINDEZTV YD FALVDEE

WHZ U vy RAAL TR, BEfTonz7) vy AL CNOY T Xy b F— T = A
W2 LD ping ZEETERWV, RO K AFRA 2k Zv—7 (EPG) HIZ, 1| DO KK
Ay IPMERENET, ZOREEXFEHTLH L ALEOY 7 Xy FF— R~ = AT ping 1%
ETCEXAIPT RLAOT B — L) 2 R B ERTX £,
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VRF-Coke
(enforcedBD=true)

BD-A BD-B BD-C
10.10.10.1/24 30.30.30.1/24 40.40.40.1/24

20.20.20.1/24
,,®/
~

100.100.100.2
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GE) cHIAIPT FL AL, TXTOVRFA LV AX L ADTRTDOT Y v RAAL U F— =
AT ping ZE[FTEXET,

cLIOUHICRESINTN—T N I A v F—T 2 ATlH, "BON—T N7 A H—
T oA RAZEDETHREINTZIP T R A~ORETREMITEA SNEH A,

«eBGP ET L7 BIP T RLAMN, L3OutA v X —T A ADY T3y TR DYT
F v MIFEL TW DGR, FFENY 7 3y MCET 7 %y R &2BINT 050
HVET, TOLARWVE, BETIPT FLANLOUt A X —7 =2 ADY T % k&
TR TRy MIFET D720, eBGP T 7 4 v o/ N Ty 7 ShET,

*BGP 7'V 7 4 v 7 AXR—R BT OEAEIEL, FFEFNT T Xy ROURXANMIET 7Ry
F2BINT A MENH Y £, 72L& 2I1E, 20.1.1.024 XBGP L7 4 v 7 ANRN—R T
ELTHERRENTWAEEIE, FRBIS 7y DU A MZ20.1.1.0/24 21BN 5 M3
NHY FEF,

AT Y Y RAAL UL, VREA VARV ANA N REFIET U EFT AR R TH D
MEIMIr b BT, BT P TR —FSNEHA, ZILHDVRFA VAKX
AND ST T 4 w7 BT D=, BEOa N T FEEHLTERET D LEN
HFEI,

NX-0S RAAIILCL ZFERAL=@ERINDT) vy FAAL VDEKRE

Ok va s TE NX-OS AX A ) avwy RIAL Yy A ¥ —T x4 A(CLI) ZEH LT,
BEHESNDT ) vY FAAL CERET DHETOWTHBILET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



Jyysoy |
B wosxsqicusBRLEERESNE T U v KA4M L ORE

FlIEDHE

1. T FEERLAEDCLET,

2. B Y RN, 7Ry FEBIILET,
FIEDEHM
Fg

ATYT1 TFU FEER LA LET,
i
OB ( TeokeVrfl ) BB S AT/ > TWET,
apicl (config-tenant)# vrf context cokeVrf
apicl (config-tenant-vrf)# bd-enforce enable
apicl (config-tenant-vrf)# exit

apicl (config-tenant) #exit

ATy 72 FIFY AN, T3y bEBEBMLET,
1 -

apicl (config) #bd-enf-exp-ip addl.2.3.4/24

apicl (config) #exit

BWHEND TV D RAL IRO L 7 a~ 2 REHEH L CEEARENE ) ha Rt £
‘déo

apicl# show running-config all | grep bd-enf
bd-enforce enable

bd-enf-exp-ip add 1.2.3.4/24

151
WD a<wy T, B X 672y FEHIRLET,

apicl (config) # no bd-enf-exp-ip 1.2.3.4/24
apicl (config) #tenant coke

apicl (config-tenant) #vrf context cokeVrf

RDBERY
BWHENDT Y v Y FAAL 2R DT, ROa~r REFEITLET,

apicl (config-tenant-vrf)# no bd-enforce enable
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Cisco Application Centric Infrastructure (ACI) I£, 7V v ¥ RAL &2 LA 27— RK¥x R
FERELTHEHALET, 7V v RAL ZEZEH O RRA > b Zv—7 (EPG)
EEHEODHTENTE, K EPGIXEHMDIRAE R AL VETITME R AL Vv vy B 7 TEE
T, FEPG X, FAA LT LIRS VLAN h 7wk — a2+ 52 b Ta £,
K EPGlIE, RAA LT EIZH2D VLAN F7213 VXLAN B 72 UL 7 — V2T 2 L b
TEET,

W, 7V Y RAAL VRNICEEDO EPG #fliETH L, 7r—R¥x AN 777 0 7%
TYV Y RALUNOTRTOEPGIZ N T 7 4 v 7 &#EEFELET, EPGIE= R4 Vv &
TN—T L, FFEDHIEEFATT DD N T 7 4 v 7 2 EF BT 57D I D2
DT, 7VvY FALVHADTRTOEPGIZFIL N7 7 4 v 7 2K ETHZ &I TLHHE
HARTiEdh 84,

BTV METDT T T 4 F, 2y hT—=2HNDOT ) vY RAAL U ZfHTETDDICES
HE4, ZOMREIZ. EPGAREEMT SN TWARAE R AL U ERIIWEE R AL D L
RIZESNT, TV vy RAALUNOZ U KRR, Y b~DT 0 —REXX AN 7T 9T 427
ZHIEITEDH LT HNLTT,

HTEMETDT T T 47T, BICLT Y vy RAL BT BELD EPG DT KR
A2 M EOBIEEZH T H-02, 7V oY RAL AT Xy bETPV—TF V7 R
TAVEERBHY | Cisco ACI A7 2 ¥ ARP D&EIZR7-LET,

VLAN 71 T )LLZER LA TEIMETD IS v T4 > J OERHI

BTV NMED T T T 4 TR, ANEBRT 3A A VLAN ITHRAE L 72V MAC 5238 D 72 812 vNet
TEIZ 1 OO MAC T RUARHERF SN AR o rx v E— REHEHL TV AEEICEK
<HWHET,

h L B— RCHEED VLAN 232 &, WSO OB EATE ET, ROKITR
T, B—D K RV TCiscoACIZ AT 5 —RIREATIE, 1207V vY RAAL
D TICEHDEPG RV £, ZOHE. HED NI 74 v IR T U vy RAL AN (DF
DFTRTDOEPGHN) T7ZT7vT 47 L, MACRHWEWI Ao TR 7 =08 ET 5
ATRHY FET,
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ZOMRaBYTHE, 7= RAA vF (ZOFITIEIERER) (2. 1207 v 7 U 7 i
L CCiscoACLIY —7 / — RIZEf T 2H—D h o FL Ry hT—I NEZRSNTVET, 2D
V27Tl 2 AO=—%® VLAN, VLAN 10 & VLAN 11 2M7bhEd, ——D 47—k
7 = A MCisco AC1Z 77 RO H D720, TV vy RAALNIT T v T 47 F— R
RESNET, kD7 mt AT ARP AZHNFAE L £1,

o — T, VLANIOX Y T —ZEHETIODARP 72— R v A MEREZEELET,

« ARP "7 v ME SMBOV— NI TRV Xy N =7 @@L, TOX Y
Vo7 mb¥E LIZREILMAC T R A&ZREEk L7,

e TDH%, b= —ET v TV I MNBCiscoACTY — 7 AA v FIIRr v MEERELET,

¢ CiscoACIZ 7 7 U w 7%, 727 BAR—F VLANIOIZEETH ARP 72— FF ¢ 2 k3
by NEHERL, EPGLICY Yy B LET,

TV RAALUVIZARP Ny N T T T 4 T THEICHESNTNDTZD, /8
Ty MITY Y RAALUVRATI I T4 v T ENET, Lo T, WAGFO EPG BidE
L7V oY RALURNIZHDTED, INHDOR—MNIT7TvT 47 3nNET,

«FUCARP 7 —R¥xy Ak Xy M, RICLT7 vy 7V o7 CERLET,
e T L—RAAL vFIL, ZOT v 7V INEDITDEEFEITLMACT RLAZTRFHLET,

R TL—F A v FIE, BH—DOMACERET —TVNDODEZ T ) 7 R—heT w7
VI R—=FOEFNLFEE LIZFECMACT RV AEZFH, T 7 4w 7083 LE,
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HTENMMEA T arDT7TFT 9T 40 7E, TV Y RAALVNDT T T4 T v T 7 4w
7w H—D N 7 AGIZHIIRET 2 72 DI SvE 9, EPGI/VLAN X and EPG2/VLAN'Y 73]
L7V vy RALVEHE L, BT BIIUETDT T 9T 4 v I N> T OB, 7+t
ME7Z T 47 NT T 4w 73D EPG/VLAN IZEZE L 8 A,

Cisco Application Policy Infrastructure Controller (APIC) U U —X 3.1(1) LARE, Cisco Nexus 9000
V) —=RAA vF (LHIOKREN EX BLIOFX L) Tk, ¥XTo7m harih 7L
fbENET, £/2, VLANBIO T 74 v 7 DTV v RAAL LTI T 9T 4 2 T HREIC
o TNDYHE,. 7EX U ARPIIMAC Y 7 v VORENRRAELRWE I LET, £z, 7T
RTHOT7 T vT 427 (ARP, GARP, B XUBUM) %77 ALICHIRL £9, Z OHFIFR
i, A>T D T Y v RAL Y FOTRTOEPG IS ET,

\)

(GF)  Cisco APICAPIC VU —231(1) LVFTDOY V—ATiEL, ZhbOMEITYR—FESnTHE
T DTBVNTT7 79T 407 THLEE5FENLTOXFTV ARP BINTXTOT 1 b=
V) o LLEIO Cisco APIC U U — A E 72 IZLLRETO MDD 2 A v F (4HIZ EX £ 721 FX 372
W) T, AT EMETT Ty T o 7 EANC L COERE L EE A, BEEEITAER I E

/UM, Cisco APIC [T~V A 227 % 15 LET,
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GE)

HLENT ATEMETDT T T 4 T ERELET,

Cisco APIC U U — A 3.2(5) LA CTlE. VXLAN 5 7 /UARIZBEAHT Bz EPG O H 7 Ak
TI7T7vT 4V T HRETEET, LANL, VLAN ORBPIE R AL > O T2 TO
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ZOFEFHT., ROKITRENTWET,
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RC7 Uy RAALUNTHE, —#DEPG & —ERX /) —RIZTHZ ENTE, tho EPG
WIEAT'METD T T 0T 4 v T ERETEET, v— K NT U HE5I0 EPG ICTFE L
To B— R AT UL EPG b7y MEZEL, TOMD EPGIZEELET (Fr¥s
ARP 372K, BT RNADT T T 4V TIIFEELERA) o

TILFEETORAL S TavY
EPG/7 Y v ¥ AL LA DTa—RXx AN BT AVT—vad, ROFy NT—2
e s TchR—FEnET,
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ATENMMETD I T YT 1 2T DHIREBIE

TRTOT v harDh Fe/MMETOT T vT 4 7120, ROFIRIEHA S ET,
cNTHNDT T T 47, ARP2=F ¥ X b T— R TIIHEEL EEA,
« 2DV Y —=ATIE, A NRXR—FEFER (FuF T NSND) IV R— SR THERA,

e XU T RUAMLT v F 3L (ARP) 1IRFBRICE N SND T2, ARPRT 7 (>
1382 B0 T2 B OWEE DT HIZ CPU IZEETE £,

ARP N7 7 4 v BT AT OB R — MIBEEICRESND X O T 5121,
R— P EfTOa ha— FL—r KUY 27 (CoPP) #EMZLET,

e H T ENMETOT T T 4 TNE, 79 RE—FRDOT Y vy RAALUBIO 7T v R
E—FDARP TOLYR—rENFET, 7V vy RAS Y ZAA 2 %y T— Nk
PR—FEINTWEREA,

cIPVvA L AT IVNTFXY A MNITHR—FEINTWVEREA,

s HTRIMETDT T T 4 T RENRGATEH, IPONSNDZ 2% V3R — kv
Bho TOFfEE, MUIPV6e Y7 Xy FTFiZdhHoTh, 7 BN ER D EPG ITIEET
BH2ODxTy RiRA Vv MEOBEHGIZ, BRELZ2WZ ERHD 7,

« Bl VLAN ~D AR~ > v OBATICIL, B[ (60 #) 230 4, B VLAN
F771% VXLAN ~D{RIE~ > OBTICIT. BRI RE (0 F) Nndbh £9,

M DIPT RVAR, 77 AT 04— DIPT RLATIERL, F—hT=AD
IPT7 RLVRIZEBINTGE., 77 AT U —MEINA NRAENDLTZD, T7 AT U r—
Nl = T 2T AIE~ Y U BO@EE Yy VT v TR I EE A,

cLIRTIDO N V=R TIEVR—=bENTWERTAL CRTEHREDOD UV — XM OMAER & 3
R—=FENTWEFA) .

e T WHART IV r— g V=7 2V (ALE) &7 7V r—v gy AL Y
v (ASE) A LZIEAET—F PRI snEtA, /2. 7L TOY

FoT 4 T TEY R SNEEA, FRFICAEDICT D& QoS DESNARL A EH] S 41
LDERGSZENTEET,

c[WU~ITFHA N AL D—ETEH HCisco ACLT 7 7'V v 7 BAKIZHEEE S iz EPG &
TV RAL LTI, AT BMETOT7 T T 4 o T3 R—FrEnEEA, 2720,
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ENDHEPG £/157 ) v RAL TS, FAUEEBEFHEENEH S NET,

AT BT AT =1 a VRREINTWS EPG T, I EIMMETOT I vF 1
IV R—rENFEEA,

c NS VT =T 2 A THE, B TRMETOT T T 4 7 IEHE— SR T
F 4 A, Cisco APIC Layer 3 Networking Configuration Guide @ [Common Pervasive Gateway |
DEEZZRLTIIEIN,

e TV Y RAL VDT RCTOEPGTH T BIMETD T T vF 4 v P i ET 58581, 7
VoY RAAL VT B TOT7 T T 4 o T 2JBEL TSI,

cIGMP A X—¥Y > %, B BMETD T T v F 4 o I T R— N ENFERHA,

* Cisco ACIIZBWTIL, BT B/WLTDT T vT 4 V7 DF-DIZERE S iz EPG T%fE &
NAERFY v OTF59F 4Tk, (BTEMMETIERL) 7YY RALVTED S
HEMENIFELET, 2k, BEHEND T TDT T vF 4 v 7 % EPG THEAER
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X, ANV —7 /) —FIZSHEMACT RLAD Y E—F T RRA bR HY, HAHU —
7 = RIZHIETHa = = RRA 2 bR BRWEGEETT, Zidk, 14 —7=A
ADT T w7 STPTCNIZ K D= RRA v N 7T v va, WEIRBEIOZDICT
Uy RAAL L THEENEN 2> TN D72 EOBEBATRAET L AREENRH Y 7,

42(60) LD 42(6)V U — A, 42(Tm) LD 42(7) U U — A, BLON52(1g) LAEED U ) —
AT, ZOBENEESNE Lz, FHEN (BEPG TlEel) 7V vY KALTH
TYIMCD T T 0T 4 T BT LA, CiscoACHTIEAT (HAB LUK U—
7 )= R EDOHRT ANA A LIZE T ) I INEDH TMET, 2O XD 737y
FEEELETA, ZOFHLVEMEIZEL Y, X7y ER T LW D 72 AIZRE T %
ZEmPpikEnET, ATEMETDOT T v T 4 T EPG LNV TOHAENITIe > T
WABA. IEASNY —T7 J— R, Z 7B TIIRLS T v RAL TRy b
TT T 4T T HAREMERDH D FT, FEMIC OV T, RIE/ NS CSCvx83364 5 L
TLIEENY,

LAY 3IHF =T =A1LCiscoACI 77 7V v VNICHDHULERH D 3,

o i = = = S
NTCIEERBREDND IS VT4 T DETE
NX-OS A% A /L® CLI, RESTAPI, ¥ 7-i%Cisco Application Policy Infrastructure Controller (APIC)
GUI LT, W7 e TT7 T v T4 v VT aRELET,

EPG ICRESNT= A TEVNMED T T T 4o 7F, 7V P R AL (BD) ICRESNT-A
TeMbDT T T 47 L0 bER SN ET, BD & EPGOM T ARET H &L BEIIKIC
AL L2 £,
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EPG COHTFEBNDT T vTF 47Ty
D RAALTOITENDT T T 4

NTCMCDT T T4 71k, TV vV R
A A DFTOD VLAN B L O VXLAN Eo
R 74y 71T LTRELET,

EPG TONTRNDT T T 4 v JRFAER
T7YV Y RAAL U TOATRADT T 9T 4
YIDREET D

HTCMEDT T T4 71k, TV v R
A A NOFT_TO VLAN £ L O VXLAN O
NS 74w ZICR LTRELET,

EPG COATBRNDT T T 4 T HRFAEL
TV Y AL TOHTEVNDT T T 4
YIBREAE LR

HTRIMMEDT T v T 4 7k, 7Y vy R
AA @D EPG NDF D VLAN F721% VXLAN
DEFTT 4y 7R LTRELET,

EPG TOH TFBNDT T vF 4 THREER

TV Y RALVEKRTT T T4 v 7 LE

TTY D RAAL L TOHTBLDT T VT 4 | T,
VB IEA LR

Cisco APICGUI Z R L1=H TEILEEREND ISV T 4 VI DEKRTE

FIE

ATy T

ATy T2

ATvT3

TV Y RAALY (BD) E72iFxmy RRA b7 A—7 (EPG) ZfERRETZITEET 556
I&. Cisco Application Policy Infrastructure Controller (APIC) GUIZfH L Ch 7L TT T v
TAVTERELET,

BD OAERRIFIZ A S AT T 7 v T 4 U 7 &R ET DL, WOFIEEZFITLET,

a) Cisco APIC(Zm 2 A > LET,

b) [Tenants] > [tenant] > [Networking] > [Bridge Domains] %% L %9,

c) BridgeDomains #4727 Y v~ LT, CreateBridge Domain Z &R L %7,

d) FliE 1 ® [CreateBridgeDomain] %A 7 v 2 7R v 7 AT, [Multi Destination Flooding] K= v 7%
U A 735, [Flood in Encapsulation] Z 34 L £ 97,

e) REWINLTHAT IRy 7 ZDMD 7 4 —/L RIZAJ L, [Finish] 227 J v 7 LET,

BD ODEFRHI N T E LT T T v T 4 7 2RET 2IT1E, ROFIAZFETLET,

a) Cisco APICICu 7/ A LET,

b) [Tenants] > <tenan>] > [Networking] > [Bridge Domains] > <bridge domain> %z 3R L £ 9,

c) BDDIE¥ED ¢ KU T, [Policy] # 7 %R L, [General] ¥ 7 &R L £,

d) [Multi Destination Flooding] 7% T, [Flood in Encapsulation] % R L ¥ 9,

e) [ZEfE (Submit) |27V vy LEd,°

EPG DAERRFIC A 7R AL T T T v 7 4 7 2RET DITIE, ROFIEZFEITLET,

a) Cisco APIC 121 7' A > LET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



B wosxsqicusERLEN TRMETO IS v F 1 VT DRE

ATvT4

NX-08S R 2 A JILCUZFARA LD TEIETDISYTAUTD

FIE

AFYvT1 TV FALY BD) OO TEMMETT T v T 4T %

ATy T2

b) [Tenants] > <tenant>> [Application Profiles] |2l L £,
c) [Application Profiles] #4527 U » 2 L. [Create Application EPG] & 3R L £,

Tuyory |

d) [CreateApplication EPG] %1 7 v 778 v 77 2 ® [Flood in Encapsulation] 7k ¢, [Enabled] % & L

£

HTvNMED T T T 4 v T1ET 7 v h TEHZ 2> TOET,

e) REWIUTHAT TRy 7 ZADMODT7 4 —/L RIZAS L, [Finish) 227 U > 7 LET,

EPG DEFERHI A T vNMETT7 T v T 4 VT HRET DI, WOFIEEZFEITLET,

a) [Tenants] > <tenant>> [Application Profiles] > [Application EPG] > <application EPG> (Z##) L £ 7,

b) EPG OE¥T > KU T, [Policy] # 7 %R L, [General] ¥ 7 Zi&IR L £7°,
¢) [Flood in Encapsulation] £ T, [Enabled] Z &R L £,

d) [Submit] %7 Vv 7 LET,

NX-OS A% A )V CLI 2L GRIRL7Z=> RAKRA >k Z—7 (EPG) OAIZH L TH Y
YIULTT T T 4 v 7 BN 5841, EPG F T flood-on-encapsulation enable =2~ > K

Z AN LET,

TRTCOEPGIZKILTHTB-IMETT T T 4 T HBMT DA, 7V vy RAAL K

L T multi-destination encap-flood CLI =~ > K&/ L £,

1 :

APICl#configure

APICL (config) # tenant tenant

APICIL (config-tenant)# bridge-domain BD-name

APICL (config-tenant-bd)# multi-destination encap-flood
APICI (config-tenant) #fexit

APICI (config) #

EPG DO T MM TT7 T v T 4 7R ELET,
B -

APICI (config) # tenant tenant

APICI (config-tenant)# application AP1

APIC1 (config-tenant-app) # epg EPG-name

APICI (config-tenant-app-epg) # flood-on-encapsulation
APICI (config-tenant-app-epg) #no flood-on-encapsulation
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Network : Filter
Network Profile Domain : ‘

1 b e

-7n

Subnet B Subject

Criterion
Encap,
IP, MAC

Mearz

EPGlL, = RARA v FOEREZEDARMN M T 47 4 TOLIEHEMNG AT V=7 b
T, =2 RARAV ME, *y NU—Z ICESENE IXMEOICER SN DT A ATT, =
VERARA Y RIE, TRLA (ID) . ubr—ay, @B O3—=T g R0y F Lol Y)
NHY, MEFEIIEBICTEET, TV FRRA Y M OT RLAZHDZ & T, thodXToH
IDDFEMIT 7B ATHZEHTEET, EPGIT. WHBIUHE MR e U652y
SNFET, T RKRA L FOFNZIE, A F—Fy b EOYF—R <>, 2y hT—F
BHA N —Y, 37947 MREENET, EPGROZY RARA U b ANV
3. A FI v I FERIFAET 4 v I TEXET,
ACL 7 77U v 7iZid, RODFATDEPG 5L ENTEET,

TV —gry m RiRA Y s Z—TF (£vaEpg)

e LAV 2SR Y NT—2 LV ABZ L ADITY RIRA > N Z/v—7 (12extInstp)

c LAV FT—2 L AR ADTY RBRA v b Z/—7 (13extInstp)

e T MEFTNUKR (mgmtooB) F721FA /N K (ngmtInb) TR AHOEHT RARA
N T—F,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG

zorRsv k-7 |

EPGIZIE, EX =2V T4, (R~ DEEV T 4 (VMM) | QoS, LA ¥4~LAF¥T7H—
AR EOIEORY —F 2o RARA » bR EENE T, =2 RARA > MIAERIC

==

REBIOEHEINDIZOTIEARL, EPGHRICERBEESN., JV—7 L L TERENET,

AU =X EPGICEH INET, x> FARA v MIEHIND Z & i3Hxticdh v £4
lo EPG X, APIC IZEBWTEBEIZ LV FIIZERE S5 D>, vCenter F 7213 OpenStack 72 &
DHEV AT ML > TEMICHRESINE T,

)

G¥)

EPGINAXT 4 v 7 WA T 4 T RAEERT 556, ZOEPGICEEMIT oD I 7 E
JAL VLAN XA X7 > 7 VLAN 7=V O—E Th HULENH Y £9, IPv4/IPV6 T = T /L A
B VREDEE, IPT RLAD T 03T 413 fvstcEp MO D tvstIp 7 BT L IZEGENF
T, IPvA BLNIPVE 7 L 2 ZHR— M 58D tvstip & 1 DD fystcep 7= 7 T
WZBIMTEXFET, ACIZ., IPVADBD T 7 — LT =T b, IPv6EHR— 53— 300
Ty =AU =TT v 77 L —KRKt5E, BEEDIP 7u/87 8 fystip MO ICa B — &S %

R

EPG OFENFIZ b BT, EENDT RARA LV MZEPGRY —n i S E 1,

777V w70 WAN L= Z T, AXT 4 v 7 BPG T 280ED 1 OB T,
777V w7~ WAN V— X i i BT DI, BEMAT 5T\ D WAN 7k » BN
DT RiRA v }‘fi’é\@ 13extInstP EPG Z&FHENHKRELET, 777U w7, = KR
A2 NOHHET A THA 7 AR T DM, BHT n A %@L TEPG D=2 RARA |k
WZOWTHEEHLET, 2 FRA Y b2EETLE, 777U v 73, ThIZESNT
13extInstP EPG R Y —%@H L ET, & xlE. WANERRZ A4 7 "B 77V r—a
v (fvaErg) EPGINTH—NED TCP v v a VU ZBHtAT 5 &, 13extInste EPG IX. fvaEpg

EPG Web —/3E DIBENIEE BRI, TDFZ T4 T b =2 KikA 2 MIARY —% 1A

LEd, 2947 M —N_"TCP Y arBkb., 7947 e —"OMO@EEN

KTT2E ZOZU RRA U MEIL I 777V v I NITIFEL EH A,

)

GE)

U —7 AA v FH EPG F® datic binding (leaf switches) FIZF%E SV TV DA, RO R
DA SIET,

CABT AT AT 4T HAZT 4y NATEEET LI LTI TEEEA,

e FDAA T DA H—T A A%)—T v FAEE Y T —7 (L3out) sREICHEHT
LHZllzTEEEA,

cFDAAF DAL HE—T 2 A AP T RLAZEIV B CTHZ LT TEET A,

VMware vCenter ~DRAE~ & VEHBHEIL, XA v 7 EPG ZEHT 258 ED 1 2OHIT
T, 777V v TR~V VBB N AL UNRIEIND & vCenter 1F, SHEZGH U TR
vV U RRA NG, BE), vy MU EED T EDTE D EPG DEIRRIE &
MU T—LET,
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EPG > vy X2 THACIRY) O—E&TFE

EPG N v v hF Wy T— ROBE . EPGIZEET S ACI R Y O —BREITTRTOAAL v F
MHHIBRENET, EPGITT X TOAL v FNLHEIREINET, EPGRACIT—4 A MTIZ
FELTWHRNE, IET7 277 47 F— RiZ720 £9, APICGUI T, EPG %% —E A5 HIFR
TAHEDF 2w IR T AL AT DHZ ENRTEET,

\}

GE) Yy v MU E—FOEPGIZHEHRINTWEHE A ME, EPG & DB TEZETEEHA,

TR KR)—IZ&KDHVLAN NS EPG ~ADBEIFIY BT

TFURFRY NI R =N T7 7TV w7 OT 7 BARY —LRNIHRESND—FH T,

TFU MRV =BT 7 BAR) =R N TF U N R —ET 7T 4
TlhhEnFEHA, 777V I TIEANMEA F =T oA AL, v 3 ha—
FIREDHNIET NA A NANR=NA Y KA N—F FRFT7T Vv I I RTUH
(FEX) LHEiLET, 727 8A R v—I2 Ly, BEHETIFR—F Fr 2B ILOEER— b
F ¥ %/, LLDP, CDP, LACPR D7 hajb, =8 L 7R0BW EOMELHRET S
ZEMTEET,

R12:79€ARYS—ETVRRA Y b FIL—TOEERIT

i

AU — EFFT /LTI, vlan ® Epg BEIZHEAE SN TWET, T 70 v 7 niinvd L Hicd
BI2iE, WEL, VMM, L2out, L3out, 7217 7 A4 /X F v R/ KAA HNIZ VLAN &>
U —7 R— MIEPG ZEHTH2XLENHY £F, FEMICONTIE, R*y hT—7 RAA
(13 X—=) 2L TSN,

R v — 7 /LTI, BEPGIZBEfTIT TS RAAL Y a7 7 A /WZiX, VLAN A > A
HUATa Ty ANVNEENTNET, RAAL Y 7077 A ZiE, WD VLAN A > A
VAT a7 7 AV (VLAN 7 —/1) 35 X Oattacheable 7 7 £ A =7 ¢ 7 ¢ 7’10 7 7 A /L (AEP)
77— a U EpglliERE EBEMIT O TV A REENTWET, AEPIL, T X TOKR—
FOHEEFRESINLTND, BEOVIanDEIV 4 TOX A7 % BB 2 ICBEEM T o Tnd T
TV r—va vy Bpg ERLET, KRS -2 2 —HTFTO Vlan OBEO7r Y 3
= JRAE vyy@77%4f@i@$* HFIZACI 777U w7 X VLAN 7 —/L b |
VLANId # HEIRJIZEID Y THZ EMTEET, JHuL, WRARMERT —% & % —T Vlan
A A &H:f.ﬁx LT, FFZHEiv T E7,

VLAN O;FEEE

EPG 77 4 v N7 —t, Vlan DR TIZIFTKDOHTA T4 2R LET,

D R AL 1E, VLAN 77— LG TEX 0N, 1 2D FAA 0%, 1 9D VLAN
T = ZDORERTEET,

125D —7 AA »F TR L VLAN OB 7 At 2 #8350 Epg # BT 5 22 L T
7FEV, HR— MO VLAN (45 2—3) |
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A—raprovian [

R— MBSO VLAN

v.1 U U =R L DHID ACI S—2 3 Tk, BED VLAN I 7B iZ) —7 24 vF ED
B—0EPGZiFiIi~v v r7anfEd, ALY —7 A1 vF EIZFE U VLAN b 7% &
DE2DEPG R HDHE . ACI T T —nFAELET,

vl U U —RPRETIE, RO EFEE, A— MEALO VLAN ZET, FEDOU —7 A4 v F
(721X FEX) RI2#% D EPG % (A U VLAN 4 72 /AL TRIT2 Z &N TE £7,

Leaf switch

Port 3 with Dom 1, Port 9 with Dom 2,
VLAN pool 1, VLAN poal 2,
local port scope local port scope

BD1 —> mmﬂ——*WANmm1
(VLAN-5)

Port 3 —= AEF’

BD2 —» D0m2———bVLANpmﬂ2
(VLAN-5)

Port9 —= AEF’

s01291

H—DU—7 A vF LT, RUITELESTEHEHT 2850 EPG OREMEZH T D
IZiE, MOTFEFHIIHES T TEE,

*EPG I, SEIFERTY v FAL VICHEMTONTWDLERDY 7,
<EPG I, SEIERAR—MIRERHETILENRDHY 7,

« "— b & EPG Ol 5725, VLAN F 5N E FEIL TV D VLAN 7' — WZBHEAF 5T b
U KA CBEEMT SN TWDANERD Y 9,

o IR— MiX portlocal VLAN A2 —7 TREINTWARLENRH Y £9°,
- ziE, Lo R—13 &9 EIZEBEINTWS EPG DAR— MELLO VLAN T, 5N

VLAN-5 Zff [ L T\ iuX, 8— b 3 & EPGI (E Doml (7 —/V 1) {2, "—F 9 & EPG2 L
Dom2 (7" —/V 2) ICBH#EAfHTF HavE T,

R—=r3W5DMT7 ¢ v Z7IiXEPGL (ZEEEMIT LN, N—F9ONHD NT7 7 4 v 71X EPG2
WCBhEATH T B hvE T,

ZHE, AM LA T 3SR NS RBOE S AR — MOTEH S ER A,

EPG | @ﬁ@%@b%4/@%b VLAN 7 — /A EE L TWAEAIE. EPG 27— MNIE
BT AT END AEPIZEE DO RAAL VH#BMLARNWTLZE N, Zicky, b7
7 4 v JEREOREN ARSI N E T,
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EPG IZEHE T2 VLAN F— L ZEOWH R AL VN 1 DL WA, O RA L 28
—@ AEP IZBEfHT A 2 TE £,

AN B X O om G TER o (R— . VLAN) 2z [ Y OF D Y THRARER O,
vlanScope 23 portlocal \-u}(ﬁéﬂf‘/‘%} A= FEITTT, BEDKR— b T vlanscope N
portGlobal (7 7 4 /b M) ITHE SN TWAHEAIZIL, EPG THEH S5 % VLAN IX, FFED
V=7 ZA v F ET—EDOLDTHLMBLENDY £,

)

GE)  ~AF A= 7 VJ—(MST) TREINTNDLAS U H—T A A ETHE, A— MNEAO
VLAN iZVFA—Fr SN TWEFA, 2OV Y —TiE, VLANID2S 1 DDY —7 ZA vF LT
—EBThHI L., FLTVLAN OFHEN I a— L ThAI EENTELTEN1E TT,

RLY—7 R4 YFTEPGIZERAIN TV - VLANBESOBF A

Plaiiz, V—7 AA v FDOR— MIEB X1 TW5 EPG HIZ VLAN %3 ﬁbfmf iRV
VLAN HEZ#F U U —7 A v FORLAHR— DR 2 EPG THAIAT AHEAI1E, T
ﬁb?tyk7V7T%5i5K?5kb\W@WK%?Jﬁ@thXK%OT<ﬁéPO

Z OFITTIX, EPGIZLLRT, 9 ~ 100 O#FPH D VLAN 7' — /L& &Te KA A AZBEA T ST
7-AR— MIEBRENTWELE, 22T, 9~202250 VLAN B 7t & #H A+ 2 EPG %
RELZWE LET,

1. R R— b (=& z21E, 9~ 20 DFiPH) TH LW VLAN 7— /L2 RE L 7,

2. T AT U VHR SN TWD Y — 7 R— FE B0 LWWEIR R A A U E2REL
=7,

3. AF w71 THREL VLAN 7 — VIZHERRI 72 KA A 2 % BdA T £9,
4. V—7 ;R— D VLAN Ol % portlocal & L TRTELET,

5. HILWEPG(Z DB TIZTZ 7 AT U4 —ADNMERATEE D)2, AT v 72 TYER L7-#E
R A A ANZEEA T £,

6. U—7 HR"— FTEPG ZRELE7,
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| epe
weIicEMEn-PeoVIAN A K512 [

vPC [CBBESNT-EPG D VLAN i€ K351 >

13:vPCD 2 DD Ly 5 D VIAN

Leaf switch 1 Leaf switch 2
Dom 1 on port 11 Dom 1 on port 1/2

VLAN Poal 1 VLAN Poal 1

EPGA—>»C1 JVPC
Dom 1

J

EPG % vPC IZJEBT A481F. VPCD 2D L v DY —7 AL vF R — MIEID Y THN
72U RAA > (FU VLAN 7 —)L) [ZBEMTALERH Y 3,

ZOXTIEH., EPGAX, V—7 AA v F 1 BLIRY —7 AL vF20FR— FMIERILTH
HVPCIZEBENTWET, 2KDY —7 XA vF R"— FBIOEPG %, 9 XTC[HE L VLAN
T=AREENTWBEREU R AL CBEEMS TN TWET,

HEDNDR— MIEPG #EAT S
GUI ZEA L THED/ — RERFR— F~EPC ZBAT S

1RO BRI
EPG #38 AT 277 b3 FTTIT/ER SN TWD Z &,
FED ) — REIIL /) — ROREDR— F T, EPG 2T 52 & TE £ T,

501292

FIE

ATvF1  CiscoAPICIZm 7 A LET,
ATw 72 [Tenantq > [tenant] Z®&RK L F 7,

ATy T3 EfoFesr—rar v KT, tenant, Application Profiles, 35 X U application profile % 2B L
E RN

RTw T4 ApplicationEPGs%#47 U » 7 L, CreateApplication EPG % i&iR L £,

AT w75 CreateApplication EPG STEP 1> ldentity # A 7 1 77K v 7 AT, IROEEEZFEITLET:
a) Name 7 (—/L K2, EPG D4RiIZ A LET,
b) BridgeDomain K> 7 X7 U R nh, 7Y vy RAL UERRLET,
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EPG |
B cuzeEmLcEEn/ — FERER— F~EPGC ZBAT S

c) [Statically Link with Leaves/Paths] = > 7 7R v 7 A% A4 N2 L £ T,

IOF vl Ry AEMHLT, EOR— MIEPG ZEATLINERETEET,
d) [Next] %27 Vw27 LET,
e) [Path) Ky XD U R RinDh, 5058 EPG ~DOFFI/S A Z IR L F 77,

ATw 6 CreateApplication EPG STEP 2 > LeavesPaths % 7 1 Z/'7R v 7 A ¢, Physical Domain K2 747
UZX BB R A A 2RI L ET,

AT9TT  RKOWTHILDOFIEEZFATLET,

I3y SR BA

WD HDIZEPG &R | REFATLET,

BT 5846,

J— K 1. Leaves— U7 #REMHLET,

2. [Node] RmyFH o U Rpb, /J— REBRRLET,
3. Encap 71—/ R T, Wbl VLAN Z A ) LET,

4, (A7 = v)Deploymentimmediacy K> 7 X U A NT, T 74/ D
OnDemand O F £127 57>, ImmediateZ 8@ L £,

5. (A7 ay)[Mode] RKuy 7 X A RT, F74/L kD [Trunk] D% F
2350, BlOE— FEZRIRLET,

J—FREDOR—Fk 1. Paths— VU 7% EELET,
2. Path Fey 77X o ARG, #Yl7/ — FBIOR— FEBIRLET,

3. (47 3 )Deploymentimmediacy 7 1 —/L KD K v 7 &7 U A kT,
77 4L k@ OnDemand ® % £I29 57, Immediate %R L £,

4. (A7 v ar)[Mode] Kay 7 X7 URARNT, 774/ O [Trunk] D F F
T o0, BlOE—FEZERL E7,

5. PortEncap 7 4 —/V RiZ, AT 5 XY VLAN Z AT LET,

6. (A7 a )PrimaryEncap 7 1 —/LV R T, BBT577 1~ VLAN % A
HLET,

ATv7F8 Updatez”7 V27 L, Finshz7 VU v7 L%,
ATwT9  FEfloFelsr—rary v g RuT, B LT EPG BB L E7,
ATFY T ROWNTHNOEIEEZFATLET:
« /— RTEPG #ERR L7=&1%, StaticLeafsa 27 U w2 L, fEED 1> KU T, §FI/SA K3
ADFEMER R LET,
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« ) — ROF— L TEPG ZAER L7= 841,

¥ R ARZAOFME RN LET,

NX-0S X % A L> CUI (A L 1= APIC D85 EdA— h~0 EPG 0EA ]

StaticPortsz 27 U v 7 L, fFET 1 R T, A

NX-08S X 2 A JLD CLI Z{EF L 1= APIC D ED KR — k~D EPG DE A

ZOFNATIL, NX-OS A% A /LD CLI Zffi ] L. Cisco Application Policy Infrastructure Controller
(APIC) DFFEDHR— MIZ EPG &R L £,

FIE

ATy

ATy T2

ATy T3

RTv74

ATy TH

)

GE¥)  CiscoAPIC TA v X —T A AZ L DHRT

—j_‘l)

21T 9 BRI,
VY, GUI THAT LR ED, NX-08S A& A )LD CLI T

GUI & CLI ZRMAESERNTLIES

WEEBYENC LR Z WA R H Y £

VLAN RAA U ZRELET,
1 -

apicl (config) # vlan-domain doml
apicl (config-vlan)# wvlan 10-100

TFr b EERLET,
1

apicl# configure
apicl (config) # tenant tl

T _X— |k %y FU—2/VRF Z{ERK L E7,

51 -

apicl (config-tenant) # vrf context ctxl

apicl (config-tenant-vrf)# exit
TY Y RAL U EERLET,
{1

apicl (config-tenant) # bridge-domain bdl
apicl (config-tenant-bd) # vrf member ctxl

apicl (config-tenant-bd) # exit

TV r—vary a7y AVBLOT 7Y r—3 9 EPG #1ER L £,

51
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B 5c0k— MEPEEBATB100 ALY, BET LT 4 T4 FOT 74 )b, BLUVLAN O

ATvT6

apicl (config-tenant)# application APl

apicl (config-tenant-app) # epg EPG1

apicl (config-tenant-app-epg) # bridge-domain member bdl
apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

EPG Z 4 E DR — MZEERH T £,
B -

apicl (config)# leaf 1017

apicl (config-leaf) # interface ethernet 1/13
apicl (config-leaf-if)# vlan-domain member doml
(

apicl (config-leaf-if)# switchport trunk allowed vlan 20 tenant tl application APl epg EPG1l

GE)

EPG |

Bz 7% L7z vlan-domain =< > K & vlan-domain member =< > KX, "— bMIZ EPG #iE AT 5 720 DORITE

RIETT,

REDR— MIEPGZBATDH-OD AL, ERT

VT4 T4 AT 7AIL. BELUVVLAN D1ERK

BEDR— FMIEPGEEATA=OND KA, BGEI VT4 T4 7
O774I)L. $&U VLAN D{ERL

ORI TIE, FFEDOR— MIEPG ZEATAHLAICHETHIMERNAAL V| Bt
VT 4T 4 Tr 77 AL (AEP) . BI O VLAN Z{EET 5 HFEOMME 7252~ LET,

FTRTHOTY RRA 2 b Zv—7 (EPG) IZ KA VBRRETT, Flo, f v ¥ —T AR
N o— IN—T el T 474 7077 A/ (AEP) \ZBHEATT 20N H Y . AEP
& EPG B[A U R A A NNAFET HDHER D D551, AEP % N A A AZEE#fT T 2 LER S
DE9T, EPGE FAALY, BIOA U HX—T 2 A AR — TN—TFL KA AL OREERT
IZHESWT, EPG MEHT 54— F & VLAN BRFESIET, LLFD RAA > ¥ A 778 EPG

B ESH T B ET,
« 77U /r— 3 EPG

« LA ¥ 3 Outside M % v hT—2 A AKX A EPG
« LA ¥ 20utside AEEF v U —2 A AKX R EPG

e T RNEI TN RBIORA VN R T 7 ADEH EPG

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG

GUI £ L TREDR— M= EPC £BBIT 5700 K 1 v s tvan ot [l

APICIEZ, ZHHED RAAL V HATDHH 1 DFZITEEICEPG BNEEAMIT SN TWENE D
MEMER L X9, EPG BNEEAT O TWARWES, VAT ARREEZZITANETN, =

T—RELET, RAAL L OBEMITINAEDNTRWGE, BAINTHENE L HERELZR
WHREMEN S £9°, 72 & 21E. VLAN O 7k % EPG THHT 2 Z L AR TRWE

A BASINEZRENE LHEELRWATREENH Y £,
Y
CE) RET 49T RN T 4 TR LARNAEP EOEPGT Vi m— g if, — O R

RNA LV EIBELEPGD FTHEXF U 7Y R—FL, b9 —FDOxZ o FARA 2 FHMFE LT EPGWN
TVLAN X 2P R—FLARWESRAEP D FTlX, EPGZ FS U9 L L THRETH Y
T YA THREIS TS 2L IXTEE8 A, EPG TAEPEMEMNITAEICIZ. oo o, 77 %

A (BT E)  FRETI7RA (#7RL) LLTRETEET,

GUI ZERAL THEEDR— MZEPG ZEBRATA-HDOKRKALMVELDY

VLAN O {ERk
IR B
«EPG #BATHTF 2 PRI TIER SN TS Z &y
« EPG I ED AR — MCERNTBEAINE T,
Fg

ATV Tl A=a— =T, [Z7TYUv% (FABRIC) |1>[7Y R KR — (AccessPolicies) | DIEIZEIN L &

‘@40

ATv T2 [FEH—S 3> (Navigation) | A>T, [V9A4 v PRXF2—F+ (QuickStart) 1% 27U v 7 LET,
ATv 73 [E¥E (Work) | A>T, [M232—T x4 RADKE (Configurelnterfaces) 1227V v 7 LET,
AT T4 [A VB —T 4 ADHKRE (Configurelinterfaces) | ¥ A 7/ T, UFDT 7 aruaFEITLET,

a)
b)

<)
d)
e)
f)

2)

[/—F %47 (NodeType) ] C., [V—7 (Leaf) |27V v7 LET,

[R—bk 247 (PortType) | T, [PV X (Access) 127V v 7 LET,

[A23—T 4R BZA4T (Interface Type) | T. HEID X A 7 ZEIR L £,

[ 3 —T x4 REHZ A4 T (Interface Aggregation Type) ] T, [{ERI (Individual) ] Z3#K L £
R

[/—F (Node) ] T. [/ —F®D&IR (SelectNode) 1 %27 UV v 27 L, AHHD /) — FDOKR v 7 R
Fzy 7 ANT, [OK]Z27 Vv 7 LET, HHD /) — FERIRTX E7,
[TRTORASYFDA 2 —T 4R (InterfacesFor All Switches) | T, HIDA VX —T7 = A A
OFIFAE AL ET,

(V=2 7R KR —+KR)I— 45 )IL—T (Leaf AccessPort Policy Group) | DAL, [U—2 7
JEAR—FRYSO—5IL—TDER (Select Leaf AccessPort Policy Group) 127V v 7 LE1,
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EPG |

B cuizEmLcEEOR— ZEPG ERET B0 KA 4 5 & U VLAN DR

ATy TH

ATvT6
ATy FT17
ATvT8

hy [U=2 79X KR—tRKRYI—TIL—T0:EIR (Select Leaf AccessPort Policy Group) | %4 7 =
T [W—=2 7R R—FRYS— FIL—TDER (CreateLeaf Access Port Policy Group) ]
7 Vw7 LET,

i)y [U=T79RKR—=FKRYI— T IL—TD¥R (CreateLeaf AccessPort Policy Group) ] %1 7
o7 D[y LRI KR S— (Link Level Policy) 1 T, [U29 LRILKRY O—Di#EIR (Select
Link Level Policy) | #7 U » 27 L%,

j) Vo7 LrL RY — @I LT EIR (Sdect) | Zi&INT 50, [U2T LRIV KR O—DER
(CreateLink Level Policy) | %27 Vv 27 L, REIZLUTY 4 —/L RIZASI LT, [&RF (Save) ]
o7V LET,

k) [PR1F (Save) 122V >y 27 LET,

UFOT 7 varizFTL T, RAA & VLAN 7 — VA B L E T,

a) [FEZ— 3> (Navigation) ] %14 T, MERAAS D EHNERRAA > (Physical and External
Domains) | # &R L £,

b) [ kA4 > (Physical Domains) | 247V v 7 L, @72 [ME KA DYER (Create Physical
Domain) | #®R L £,

c) [#&HI] (Name) 12, NAA L DAHIZATILET,

d) [VLAN Z—JL (VLAN Pool) ]G, [VLAN 7—ILD{ERk (Create VLAN Pool) ] Z3i&R L, LB
CT7 44—/ RIZAJILT, [#E (Submit) 1227V v 7 LET,

e) AMIISLT, VD7 4 —L FIZAHLET,

f) [XE (Submit) 1227V > 27 LET,

A=a— N"—T, [TF> bt (Tenants) |> >[T_XTDOTF >+ (ALL Tenants) ] DIEIZEIR L £,

[fE% (Work) 1A > T, BMIOTF > v aXT N0 ) v s LET,

[FEX— 3> (Navigation) |14 T, TFU & >[7TUS—3> AT 74)L (Application

Profiles) 1> 72774 I%&>[7 T4 r— 3> EPG (Application EPGs) |>EPG &% B L., LAT®D
BEEFEITLET,

a) [FAA4 > (Domains) (VM FREARTARI) 124270 7 L, 98 A O OBEERIT0DEM
(Add Physical Domain Association) ] %2 U v 27 L%,

b) [#E R A4 D OBERF0EM (AddPhysical Domain Association) ] #4727 T, [MEBEAS 2D
70774 )L (Physical Domain Profile) | K v 7"Z o2 U2 kvt BICIER L7Z KA A 2 %8R
LET,

¢) [Submit] %2 Vv 27 LET,

AEP (X, /— REDOHEDOR—, BIXORKAL BT O ET, WK A A VX VLAN 7' —
BT D, TF Y MEZ OB R A A ZBEM T b vE T,

AA v F Ta Ty ANEA L E—T oA AT T 7 A NIMERINET, AV F—T A A TaT7A
NDR—F 7ay 72K — ZA—T7PMERSIVET, AEP AEHEIIZIER S, A—F 7rvy 2B
TR AL ACERE#AT SN ET, FAA L VLAN 7 —/VIZBEA T B, 752 ME A A B8
o Ed,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG

NX-08S 22 A )LD CU Z{EALT=, EPC ZHFEDR— FIBEAT H7=HD AEP, KA A 2, HLU VLAN DIERL .

NX-0S X2 A IJLD CLl #{FERA LT, EPG #HHEDHR— MZBEAT S1=
HDAEP, FAA >, B XU VLAN DERK

FIE

ATy T

ATy T2

ATvT3

ATvT4

1R BHIIC
«EPG ZEATHT T FONT TI/EREN TN D Z &,
« EPG T EDR— MTHFHIZEBA SN ET,

VLAN K XA »Z{ER L. VLAN #ipHZ 5 24 CF 4,
5 -

apicl (config)# vlan-domain domP
apicl (config-vlan) # vlan 10
apicl (config-vlan)# vlan 25
apicl (config-vlan)# vlan 50-60
apicl (config-vlan) # exit

AHE—T oA AR) o — T N—THER L., FORY L — 7 V—TFIZVLAN RA A L &E ) B CTET,
1 -

apicl (config) # template policy-group PortGroup
apicl (config-pol-grp-if)# vlan-domain member domP

V=T A H =T 2 AT T 7 A NVEERL, ZOTOT7 7 ANMIA v EZ—T 2 AR T — J)L—
THEEINVYETT, 2O T s ANEEATEIA L F—T oA AID EHIDHBTET,

51 :

apicl (config)# leaf-interface-profile InterfaceProfilel
apicl (config-leaf-if-profile)# leaf-interface-group range
apicl (config-leaf-if-group)# policy-group PortGroup

apicl (config-leaf-if-group)# interface ethernet 1/11-13
apicl (config-leaf-if-profile)# exit

V=7 a7 7 A NVEERL, TOV—7 7077 A M) —T A H—TxAfA AT 774 NVEED
ECC, #0777 ANV EEATHY —7 D #E Y TES,

51

apicl (config)# leaf-profile SwitchProfile-1019

apicl (config-leaf-profile)# leaf-interface-profile InterfaceProfilel
apicl (config-leaf-profile)# leaf-group range

apicl (config-leaf-group)# leaf 1019

apicl (config-leaf-group) #
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EPG |
B =svsvianona

B89 % VLAN O&EE

ZO7a— N UEEREIL, B0 EPG TOEM T H VLAN 7 —/LOBREf 1T 2Bk L £,
APIC DWW 10D EPG TEBET 27— AN FH D ¥ THNTWDHEE, ZOKEITAEIC T
FHAL FEHCLEI LD T —RNERENET) . BEFEOEBE S —VNFEE LR WES
I, ZOEEEADICTEE T, AT DHE, EPGICRAAL U EEIV YK THZ LE2RAITL,
ZD R AA N2, EPGIZT TIZRHEAIT 5 TWBHID KA A L EET D VLAN 7 —/Lin
BENTCVWESRA, REF7Tvy 7 ENET,

HAH T % VLAN 77—V EPG O FICHFET 256, H A1 v FIZL - TEPGIZHID ¥ ThHi
% FDVNID [ ZFEMEEMINZ R0 | BIp DAL v FREILDVNID ZEHIV Y THHERH D £,
Zhizk, vPC RAAL ND Y — 7T EPM RIS 5 AlferE N4 U £ 4 (EPG WD
TRTOT Y RARA > OERAWRERICRY £9) . £/, =—%—» EPG [#T STP %
L TCWDEE. FDUNIDOAR—EIZL Y A4 v FRITBPDUN Ky FSiubadh, 7V v
UT N—TRRAETLAREELH Y T,

GUI Z £/ L /=E48 VLAN D1&:EE

ZOFNETIX. APICGUI i LT VLAN OF—1—F » 7 OKRIE 2 HET HH 2R L E
@—O

FIE

ATV Tl A=a— =T, [VRTL (System) 1> [P RTLERE (System Settings) ] iR L £,
RT9T2 Felr—rar T, [Z7TUvY T4 FOHRE (Fabric Wide Setting) | Z R L £,
ATvF3 VE¥ED 2 RUT, [EPGVLANEID#EA (EnforceEPG VLAN Validation) | % R CA I LET,

GE)
BT D VLAN 77— A BNT TIFEEL, ZORTA—=ENF N> TWBIEA, VAT AT T —%K
LE9, ZOHEEAREINT SR, EPG ICEBE L2V VLAN F— L& E 0 4 THLENRH Y 9,

TDONRFA—EEF N LT, BET A VLAN 77— /L% BPGIZEBMLE Y T8, =T —RESNE
7,

ATy 74 [Submit] Z#27 Vv 7 LET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG
FHESNTVBIUF 174 TOT7ALTHEEDA V58— 74 RI<EPe 2BATS [

RMIENTWBI VT4 T4 TAT7AILTEHDA >
B—2J14RIZEPG B AT S

AEPEFA B3 —D A AR)O—GI—TZEFRLIE=7T) 45—
3V EPG DEHDKR— F~DEA
APIC OJLiE GUI & RESTAPI ZfiH L C, #ic—> 7T 47 4 70757 ANET T r— 3
» EPG ICE##MEAM T A Z N T&£d, ZnCky, H—okoEk—r 7474 70

77 AVCEEMNT NI T RTOR— M, BEMST ST 7 r—a 2 EPG 28 A
LET,

APICREST APl £721ZNX-OS A X A VDO CLIZfEHAL, /1 v Z—Tx2A AR — T )—F
PN L TCHEBEOR—MZT 7Y r—2 3 EPG 8 ATE 7,

APICGUI Z{EFB LT-=AEP IZ K HEH DA 23— 24 A~DEPGNDE
A

BRFEICT ) r—ya v BRI T AT 4 T 7 A VIZEERIT T, F0EERT T ¢
T4 Ta T 7 A VIEEMT O TR TOR— MZEPG ZTGEIZE AT H 2 RN TEET,
1R B

o X —~ v N T Fr— 3 EPG BER STV 5,

« AEP T® EPG AT 9% VLAN O#FHNE £ TV D VLAN 7 — LAMER & T

D

WFL R A A UAMERK S 4. VLAN 7 —/L& AEP IV 7 STV 4,

« B—Hy NOEEIT LT 4T 4 a7 A NBMER SN, T Y r— a2 EPG ZEA
T oA — MIBEMT 5N TN D,

FIE

ATV TN Z—F v VOB T 4T 4 TR 7 7 A NVICBEILET,
a) AT T4 T4 TR T A NDOR=VEEET, [Z7TUvH (Fabric) |>[72 R
R &— (AccessPolicies) 1> [7R') &— (Policies) >[4 B—/\)L (Global) 1>[7 & v Fulgeia 7o
R ITUF4F4 7O T 74 )L (Attachable Access Entity Profiles) 1 IZB8EI L £,
by ¥—F v OB T 4T 4 T 7 AN%E 27 U2 LT, [Attachable Access Entity Profile] 7 - &
N %&£,
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EPG |
B vxosx5 DU EERALEA 8= T4 R KY L= TL—FIZEBEMDA 28— T4 A~ EPC DEA

ATw T2 [ShowUsage] h¥ v %7 U w7 LT, ZOERTyT 474 7077 A MVZEEMTONTEY —7 21 >
FeA L HE—T oA AR LET,

ORI T 4T 4 a7y AVICEEMT ONTT Y r— g VEPG A, ZOERT YT 4T 4
a7 7 A EEMT ST RTDOAAL v F EOT X TOR— MIBEASHET,
AT w73 [ApplicationEPGs] 7 —7 V&AL T, Oy T 4T 4 TR 77 ANVIH—Fy v T TV r— a3

» EPG ittt £9, 77U r—3a EPGT b 2B+ 5121, [H 227V vy s LET, Fxo
FUVIZRDOTZ 4 —V K3 H Y £797,

J4—I)LFK 7% < 3> (Action)
Application EPG Fay 72y w2 BEMfT N7 b, 77V r—varrary
AN, BLXO¥ =4 s 77V —3 9 EPG #BIRLET,
Encap 2 —4y N T r— 3 2 BPG OBEFIEH SN D VLAN OL4RTEZ AT LE
KR
Primary Encap 77— 9 VEPGIZT T A~ U VLAN BB EAE. 74~ VU VLAN O
LZHiEATILET,
£—FK Ky 77X a2 LT, T—X2%ET5F—R2EELET,
o [Trunk] : AR A F2XHD N T 7 4 » 712 VLANID 8 % 7 (517 STV HEIC
IR L £,
e [Access] : IRA NINLD T 7 4w 712 802.1p ¥ 73X ZHF ENTW A S
&R L FE

* [Access Untagged] : IR A RINHD N T 7 4w 7 NZ JfHT S TORWEAIC
R L ET,

ATy 74 [Submit] 227V v 7 LET,
O T 4T 4 a7 s A VICEES T ST Y —v a3 VEPG Y, ZOERT T 4T«
7a 7y A NVCEEMTONTET R TOAL v F EOTRXTOR— MIBEAINET,

NX-OSRAAILDCUEFER LA VA —T AR RY—F)L—T
[ZKBEHDAZA—T A4 ANDEPG NDEA
NX-OS CLI TiX, ##tco 7T 47 4 707 74 /V% EPGIZBE AT 2 2 LIk 2l E A
NI RAICER SN TWER A, ROVIA LV F—T 24 AR — TIA—TNEZEINT
RAALUMED Y TOENET, ZORY — ZL—TF1,. VLAN ICBhERT T 5= _To
R—HMIEHEN, TOVLAN 20 L TEASNDLT 7 U r— a2 EPG 2&te L ) ICRE
SNFET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG
NX-0S 2 % A L) CU WA LTA Y8 —T A R KY S— T —TF =k 2801 > 8—T 24 2~DEPe DA [

ba b HEIIS
« X =5y b TV = a v EPG BMER STV D,

« AEP T EPG E A 242 VLAN O&iFHINE £ TV D VLAN 77— U 0MERR E Ty
%)0

cWH R A A UAMERK S 4. VLAN 7 —/L & AEPICU 7 STV 4,

A —Fy VOB T 4T 4 Tu 7 s A NANER SN, 77U r— 3 EPG ZEA
T BHR— MZEEMTF SN TWD,

FIE

ATFYT1 Z—45 Y NEPGHEA v EZ—T A ARY — Z)—FIZBE T E T,

Zoawr Ry—4 o ZA0OFTIEL, VLAN K A A > domainl & VLAN 1261 IZEdfH i bii-A v % —7 =
AARY =T N—TpRBEHELET, ZORY — 7N —TIZEfT TR Tof ¥ —T7 =
AR, 77V /r—3 3 EPGepgd? NEA SN E T,

1 -

apicl# configure terminal

apicl (config) # template policy-group pg3

apicl (config-pol-grp-if) # vlan-domain member domainl

apicl (config-pol-grp-if) # switchport trunk allowed vlan 1261 tenant tnl0 application podl-AP
epg epg4d’

AT T2 Z—Fy N R—KT, 77V 5 — 3V EPGIZEEMTONIAA v F—T =2 A 2 R — T I—TF DR
U —MNEASN-Z & 2R LET,

WD show 2~ R —r AOHNHNE, RV — T N—Tpg83NV —7 AL vF 1017 EDOA —H X v
M AR—=FU0IZEASNTNDI EEZRLTWVET,

1 -

apicl# show run leaf 1017 int eth 1/20
# Command: show running-config leaf 1017 int eth 1/20
# Time: Mon Jun 27 22:12:10 2016
leaf 1017
interface ethernet 1/20
policy-group pg3
exit
exit
ifav28-ifcl#
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EPG |
B ercrnosu

EPG A D 57 &k

EPGIRT Y KA > borBt

EPGNT Y RARA » FBERY —Il2 k0, B RARA o N EEFWEE= Y RARA R
SERICEESNET, SR EH LI2IREECHE L T\ D EPG WO RARA » M O#E
FFFR SN ET A, DBEZEH L7 EGP TlX, < D27 747 v h@—eRIZT7 7 &
2G5 & IR EPG B 7B AL OEUTRI L £ 325, HAMOWBE XTI ET A,

EPG D 43#fElX, 9-~_T® Cisco Application Centric Infrastructure (ACI) *~ FU—27 KA A
WHEA SN2, ERCHETSNR0NA0, EBE500MI730 £7, CiscoACl 777U v
(TSR RARA » MIESSBEAFEE L E T8, 77 7 U v 7R STV D AL v F i
774~ 1Y VLAN (PVLAN) ¥ 729> CoHBEHRAI 2388 L £,

\)

GE)  EPGH=T Y RARA v MM L T EPG 2% E L7e S aid, IROFIR#EH S E T,

o SEEZEM L7 EPG 20T _RTOLAY 2 RRA V MBENRTY v AL N
ke y7anEd,

« BEZE M L7 EPG 2RO T X TOLA ¥ 32 KA > MEEMRFE LT 7%y RNIT
Fey 7EnET,

e NI T 4w, SBENTEMA STV EPG 2O ABEN T STV W EPG 2R T
WAEE. QoS CoS DESNAN R E DIRFFIZ Y AR — b I EHA,

BPDU %, EPG NABENA N2> TS EPG /M L CTHRE SN EH A, L2 - T, Cisco
ACI LD L7= EPG (2~ v B2 7 ST D VLAN TANR= 7 Y U — % F T3 B4 L
A¥ 2Ry VU= B8 T D&, Cisco ACLIFAE R Yy hT—T DANR= T VU =LA
Y2NL—TZRHTERIZRDLAREMELNH Y £, ZOMELERET 5121, 2450 VLAN
D Cisco ACI EAMEEFR v b U — 7 BICHE—OFHELY 7 OB ZRE L £7,

RT7 AR )L H—/ D EPG N5 B

RT A3 ) H—/\0D EPG N7 B

EPG N RBA v "MYBEEDORY > —F, _XT A X ) — " PoOEEERI N Wbz
RARA Y MZEHTEF9,

WO LD TRERBIRD Y £,

NI T T TITATMI, RNy T o B—ERIT BRI H-0OBEEMIT
R TTR, HACHEETIVEITID HA,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EpG

GUI EEALE=~T * 2 L 4—n 0 6 mnstnBE [

0= FRT Y OERICH DY — " OBREEMFIFECTER, 2 b — Ay
BT DL, RET 7 BEAREROH 5 — Tk L TRESNE T,

X 14: R7 A %)L H—/\0D EPG N7 5

vimware

Source-EPG , | lo
Isolated ; ! Destination-EPG 8

RT XX DEPG XY —7 AL v FTHEAINE T, T A X)L P — T VLAN 7
B LEERLET, 2=F ¥ X b, vATFFr A, BLIOT7B—=FX¥ 2 FOTXTO b
74 v I SEENEMSNIZEPGRT Rr v 7 (/) SEd, ACI7 Y v FAA
NZIE, BES AL EPG LiEF O BPG ZIRIESHH 2 &N TE 4, DS /-EPGENZ
AUZIX, VLANR N7 7 ¢ v 7 2 4EST 285D VLAN ZE T £7°,

GUI ZFERALE=AT A% )L H—/N D EPGC N BEDEETE

EPG MEMT 2R — MI V=7 ZA v FITRT A XN Y — "G EEER T D T2 DI
LMEL R A A NDORT AL Y — N EREATT D ERH Y £,

FIRDEE

1. 77 KT, [ApplicationProfile] #4527 VU w2 L, [Create Application EPG] % A 7 1 27 7R
7 A&V TIROEBIEZFEITLET,

2. [Leaves/Paths] ¥ A4 7 0 VR > 7 AT, IROBIEEZIATLE T,
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EPG |
B vos 25400 cU EERLEAT 2581 H—/3 D EPE NS BORE

F IR D
FIE

ATw 1 T KT, [Application Profile] #4772 U 7 L. [Create Application EPG] ¥ A 7 12 7" 7R v 7 A % BHVTIK
DEELFEITLET,
a) [Name] 7 4 —/L FIZ, EPG O4Hi (intra_EPG-deny) ZiBANL £,
b) [Intra EPG Isolation] T, [Enforced] %7 V v 7 L%,
¢) [Bridge Domain] 7 4 —/L R C, Kayv X UARNNLT U vy RAALY (bdl) Z®RIRLET,
d) [Statically Link with Leaves/Paths] = v 7 R v 7 A& A4 I LET,
e) Next] =27 Uv7 LET,

AT w72 [Leaves/Paths] A 71 7R v 7 AT, WOBEMEEZFITLET,
a) [Path)EZ a2 T, Rry7HX U VAN NF 7 F— RTO/XA (Node-107/eth1/16) % i3&4R

LET,
5% ) VLAN @ [Port Encap] (vlan-102) Z¥57E L %9,
GE)
RT AL NN Y —T ALy FITEFERERE SN TV DA, Port Encap D& >4 U VLAN O
DHEESNET,

774~ Y VLAN O [Primary Encap] (vlan-103) % $5& L £,

b) [Update] 2 U v 27 LE7,
¢) [T (Finish) 1227V v 2”7 LET,

NX-08 RZ A LD CLI ZERALT=-A~"T A %)L H—/\ D EPC AR BEDERTE

FIEDHE
1. CLI C. EPG N%7Hft EPG Z1ER L £ 97,
2. REEMWRLET,
FEDFEM
FiE
AT RFERIEFIFT7ZII Y B#
AT w71 |CLI T, EPG WN%5Hft EPG Z /B L £,
B -
PIFIZ, VMM 7 —R2 &R~ LET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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NX-0S 24 A L0 CL A LI=~7 # 4L +— 0 er untnmz [

ARV RFERRTIa Y
ifavl9-ifcl (config)# tenant Test Isolation
ifavl9-ifcl (config-tenant) # application PVLAN
ifavl9-ifcl (config-tenant-app)# epg EPGL
ifavl9-ifcl (config-tenant-app-epg) # show
running-config
# Command: show running-config
tenant Test Isolation
application PVLAN epg EPG1
tenant Test Isolation
application PVLAN
epg EPG1

bridge-domain member BD1

contract consumer bare-metal

contract consumer default

contract provider Isolate EPG

isolation enforce <---- This enables
EPG isolation mode.

exit

exit

ifavl9-ifcl (config)# leaf ifavl9-leaf3
ifavl9-ifcl (config-leaf)# interface ethernet 1/16
ifavl9-ifcl (config-leaf-if)# show running-config

B8

ifavl9-ifcl (config-leaf-if)# switchport trunk

native vlan 101 tenant Test Isolation application
PVLAN epg StaticEPG primary-vlan 100

exit

ATYT2 | BELMRLET,

1 -

show epg StaticEPG detail
Application EPg Data:

Tenant Test Isolation
Application PVLAN

AEPg StaticEPG

BD BD1

uSeg EPG no

Intra EPG Isolation enforced

Vlan Domains phys

Consumed Contracts
Provided Contracts
Denied Contracts

Qos Class

Tag List

VMM Domains:

Domain

Immediacy Resolution
Encap Primary
Encap

immediate
auto

Static Leaves:
Node Encap
Immediacy Mode

bare-metal
default, Isolate EPG

unspecified

Type Deployment
Immediacy State

On Demand

formed auto

Deployment
Modification Time
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EPG |

B vvware vos o eP6 5 it

ARV RFERFTIVaY =)

Node

1018
vlan-100

1019
vlan-101

Node

Static Paths:

Static Endpoints:

End Point MAC End Point IP Address
Modification Time

Interface Encap|
Modification Time

ethl01/1/1
2016-02-11T718:39:02.337-08:00

ethl/16
2016-02-11T18:39:02.337-08:00

Interface Encap

VMware vDS ) EPG N7 &

VMware VDS % 7= (% Microsoft Hyper-V {18 X 1 v 7D EPG % B

EPG Ny HEIX, R U~_N—RZ EPG £/-id~ A 7kt Z A b (uSeg) EPGIZH HWFEF 7213
By RRA U N THA APBFEICEFE LN ST 64Ty a T, 774/ F Tl
MUEPGIZEEND Y RARA Y b T AL AFEWVCEETHZ N TEET, Ll EPG
NOxY RRA 2 b FAL ZADJNOx 2 FRA 2 b TN 2D DFERRGHENREE LR
WAFIELET, 72 L, FLCEPGNOT Y KR A > s VM AEHOT T MIBL T
DA T TANVABNIEN DD T2HIZ, EPGNONBEE EITT 52 LN TEET,

Cisco Application Centric Infrastructure (ACD) KA~ > vx—T % (VMM) KAA X, EPG
BENAH N 72> T D EPG Z L2, VMware VDS % 7213 Microsoft Hyper-V {RAEA A~ F
S7BEPVLAN R— b Z V=T % LET, 777V v 7 EHENRT T4~V 7k

ZIEET 50, £ZIXEPG & VMM R A AV OBHEATHNC 7 7 7V w7 BREIRINIC T T4 ~

U B 7k zBELET, 777U v 7 EBE D VLAN pri 5 & VLAN-sec fifl Z 512 31

T5HE VMM KA A 25T VLAN-pri & VLAN-sec 78 KA A > F—)VINDAZT 4 v 7

Tay I O—ETHDHZ EBREESNET,

T4 <Y BN, EPGVLAN Z & ICEHRENET, EPGHRNSEEC T I A4~ H &
I ZFE T 5120%. ROWTHOHFETEBT 2 LERH D £3,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



EPG
VMware VDS & 7= [ Microsoft Hyper-V {R 38 X 1 v F 0 EPG 7B .

« 774~V VLAN L& &Y VLAN CEEINTZR— FEERRD AL v FITHEEL F
9, EPGVLAN|ZIAA v F T EIMERESNET, N— bt B 7 BMERHY ., EPGDO AL v
FEODRAZT 47 R—= b OLDEE., T4~V BB ALITEEMT SN EE A,

e N— N T MMV DBEHERHTEALZT 4 v 7 A— MIIBIO I et L ET,
ZHIZEY, FTA~ U BT BAERBEEMS T 5TV R0 2% B OEPG VLANAERL &
nET,

WOFITIL, 754~V VLAN-1103 #8252 >DA » Z—7 = A A (Ethl/l. Ethl/3) ®
HA T 740y 7%EELET, Ethl/IAR— ~ B 7L VLAN-1132 12 (VLAN-1130
M) BEIN-7-0, Ethl/3E B H 4 VLAN 238 LEH A,

Port encap with VLAN-1130 on Ethl/1

Ethl/1: Port Encap only VLAN-1130
Ethl/6: Primary VLAN-1103 and Secondary VLAN-1130

fab2-leaf3# show vlan id 53 ext
VLAN Name Encap Ports

53 JT:jt-ap:EPG1-1 vlan-1130 Ethl/1, Ethl/3

module-1# show sys int eltmc info vlan access_encap vlan 1130

vlan id: 53 HESH isEpg: 1
bd vlan id: 52 HEHS hwEpgId: 11278
srcpolicyincom: 0 data mode: 0
accencaptype: 0 fabencaptype: 2
accencapval: 1130 HE fabencapval: 12192
sclass: 49154 HEH sglabel: 12
sclassprio: 1 HEH floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary encap: 1103
Proxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
is _service epg: 0
Port encap changed to VLAN-1132 on Ethl/1
fab2-leaf3# show vlan id 62 ext
VLAN Name Encap Ports
62 JT:jt-ap:EPG1-1 vlan-1132 Ethl/1
module-1# show sys int eltmc info vlan access_encap_vlan 1132
[SDK Info]:
vlan id: 62 isEpg: 1
bd vlan_id: 52 hwEpgId: 11289
srcpolicyincom: 0 data mode: 0
accencaptype: 0 fabencaptype: 2
accencapval: 1132 fabencapval: 11224
sclass: 49154 sglabel: 12
sclassprio: 1 floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary encap: 0
Proxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
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B vmware vDS % 7= (& Microsoft Hyper-v =382 1 - 7 EPG %)

is_service epg: 0
fab2-leaf3# show vlan id 53 ext
VLAN Name Encap Ports

53  JT:jt-ap:EPGl-1 vlan-1130 Ethl/3

module-1# show sys int eltmc info vlan access_encap_vlan 1130

[SDK Info]:
vlan id: 53 HE isEpg: 1
bd vlan_id: 52 HEH hwEpgId: 11278
srcpolicyincom: 0 HE data mode: 0
accencaptype: 0 HESH fabencaptype: 2
accencapval: 1130 HE fabencapval: 12192
sclass: 49154 HEH sglabel: 12
sclassprio: 1 floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary encap: 1103
Proxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
S
GE) « A > 7 EPG fRBEA R S e na, BOE THE STV T H VLAN-pri fEIZ M S h

£75

« EDM UCSM #5 & L 72 VMware 53 BURAE A A >~ F (DVS) RAA UBRMTHZ &
N ET, FAL VRSN TS RRA v~ Zv—7F (EPG) T EPG WN4yEf
EREL, 774 ~— K VLAN ZH% 7K — bk L7Z2 UCSMMini 6324 #fi i3+ 2 &, RAA
VCREENEALET,

BPDU i, EPG NATBENA N2> TW5D EPG 2 L THEE SN EH A, L7228 > T, Cisco
ACI EDOISI L= EPGIZ~ v B 7 ENTW5 VLAN TAR= U WV ) — %2 FETT 541
AY¥2 Xy NT—0 58T D&, Cisco ACLITANBAR Y NU—T DANR=V T ) =N A
%2»—7%@&?%&<&5ﬁ%%%%0i? ZORMEE RS 511X, 2405 O VLAN
W@ Cisco ACI E4MEFR v b U — 7 BICH—OfmELY) v 7 OB ZHELET,

VMware VDS & 72 1% Microsoft Hyper-V {48 A A~ 5 VLAN-pri/VLAN-sec X7 %, EPG & K
AA L OEREMITHIZVMM R A A ZEISERSET, EPGNIREHEEPG IZ/ERL S fu7- AR —
b =7 F pvian IR E SN Z A 7 TH J T S 472 VLAN-sec /M L £7, VMware
VDS F 7213 Microsoft Hyper-V {KAHA A v FEB L7 7 7 U » 7L, VLAN-pri/VLAN-sec 77 7
bE AT v T LET,

* Cisco ACI 7 7 7'V v 7 755 VMware VDS & 7213 Microsoft Hyper-V {RAE A A F~D (g
/X VLAN-pri ZfEH L ¥ 7,

» VMware VDS & 7213 Microsoft Hyper-V {RAE A A~ T35 Cisco ACI 7 7 7' U w 7 ~Difg
IX VLAN-sec ZfEf L £,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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VMware VDS % 7= (& Microsoft Hyper-V {x 8 X 1 v F M EPG & .

15: VMware VDS % 1= (& Microsoft Hyper-V{RZ8 R A v F 0 EPG 5Bk

: Microsoft vSwitch Primary  Secondary

. VLAN-sec

VLAN-sec -

|
’

1_
VLAN-pri

VMWare VDS

@ VLAN-Pri VLAN—Slec

! \
1

l

1

i

1
h

¥

o= ——

l
I
1
1
I
I
!
W
Y
L

o [ | ]

Isolated EPG, VLAN-sec

501400

<« Web-EPG ————>»

ORI 2 ROFEMICIER L T ZE W,

1

EPG-DB % Cisco ACL V — 7 A A v FIZVLAN F 5 7 (v 7 %3%E LE7, Cisco ACI /)
V—7 214 vFiL, 774~V VLAN (PVLAN) 7% L I 7 4 v 7% h7®
K L. Web-EPG = KRR A o MZHzE L ET,

VMware VDS & 721Z Microsoft Hyper-V {48 A A ~ F1%, VLAN-sec Z{#H L T Cisco ACI
V=T AL v FIT T 7 4 v 7 EHEELET, Web-EPGHOFTNTHOVLANKN KT 7 1 v
Ik U BEDS I S D72, CiscoAC U —7 AL FIET_XTDEPGN 77 1 v
Jh Ruey 7 LET,

CiscoACL U —7 A A F~0 VMware VDS % 7= |3 Microsoft Hyper-V {8 2 1~ F VLAN-sec
ToTV IR GEENT 7 £— RTF, CiscoACI Y —7 A A v F L, VMware VDS F
7213 Microsoft Hyper-V {RABA A v F~DX T U 7 857 4> 71T VLAN-pri ZfH L
£7

PVLAN = v 7%, VMware VDS F 7213 Microsoft Hyper-V A8 A 1+ T35 X T Cisco ACI
U—7 AL v F THREINET, WEB-EPGNHDVM T 7 4 v 7L VLAN-sec N TH 7
b & E T, VMware VDS & 721 Microsoft Hyper-V {RAE A A~ X PVLAN # 7'|C
o Tr—=/LO WEBWEPGVM t 77 ¢ v 7 ZEH LET, T XTONHEESXi 8 A
I & 721% Microsoft Hyper-V /R A b VM K7 7 ¢ v 7 |, VLAN-Sec % f#i ] L C Cisco ACI
V—7 A v FIZEFINET,

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj



EPG |

B cui %6 L - vMware VDS = 713 Microsoft Hyper-V 0) EPG P43 BE D&

GUI % {5/ L 7= VMware VDS 3 7= & Microsoft Hyper-V @ EPG A4 Bt D

FIRDHE

F IR DA

FIE

K
it

1. Cisco APIC (c1 7'+ > LET,

2. Tenants>tenant ZEE4R L £,

3. Efllorer—rar v RyT, [7IVS—230TAT7AIL] 7404 Lt
TV r—vary a7y A VERBLET,

4. Application EPGs 7 + /v ¥ %47 U > 7 L. CreateApplication EPG %R L £ 7,

5. CreateApplication EPG ¥ A 7/ Ry 7 AT, WO TFIEEFEITLET:

6. Updatexz”7 U7 L, Finishz2 Vv 7 L%7,

RATwF1 CiscoAPICIZR A LET,

AT v 72 Tenants>tenant &R L £,

AT T3 Efloresr—rvary vy RyT [FIVr—2a30 TAT AN 74 NZ LT 7 ) r— 3
yoom 7y ANEREMLETS,

AT w74 Application EPGs 7 #/V ¥ %47 U » 7 L, Create Application EPG % %R L 7,

AT w75 CreateApplication EPG ¥ A 71/ Ry 7 AT, ROFNEEIFATLET

a)
b)
c)
d)

2

Name 7 4 —/L RIZ EPG 4 ZBM L £9°,

Intra EPG lIsolation =V 7 C, Enforced %27 V v 7 L¥7,

BridgeDomain 7 1 —/L K C, Ky 77Xy JRAMNMLT U v RAL U ERRLET,
EPG % X7 AL NVE R AL v A H—T = A AETE VM R A A ABEM T E5,

* VM K2 A DA [Associate to VM Domain Profiles] = v 7 R v 7 A4 12 LET,

o T A X NLDYGE | [Statically Link with Leaves/Paths] F = v 7R v 7 A& A4 I LET,

Next] 27 U > 27 LET,
Associated VM Domain Profiles = U 7 C, + 714 arv% 7 Vv 7 LET,
Domain Profile 7e 7 7 A LD R v 727 U X Wb, @7 VMM R A A a2 EIRLET,
ABT 4 w7 O, Port Encap (or Secondary VLAN for Micro-Seg) 7 + —/L RC& 4 4 U VLAN
Z4RE L. PrimaryVLANfor Micro-Seg” 4 —/LV K¢, 74~ U VLAN%#$5¢ L %9, Encap 7 4 —
NV REZEAOERICT DL, ERABNIZE B THNAET,

GE)
AT 47 DY AXT 47 VLAN % VLAN 7 — )L CHEATEX 20BN H Y £7,

RATwv 76 Updatex 7 V27 L, Finishx#27 U > 27 LET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| PG
NX-0S 2 4  JL CLI % &/ L 7= VMware VDS % 7=(3 Microsoft Hyper-V 0 EPG la5 Bt iE [}

NX-0S X 2 1 )L CLI Z{#F L = VMware VDS & 7= & Microsoft Hyper-V ® EPG 5B D 5%
iE

FIEDHE
1. CLI C. EPG WN%7Hft EPG Z1ER L £ 77,
2. REEMHRLET,

FEDEEHH

FiE

AFw 71 CLI C. EPG W4 H#f EPG Z1ERE L £,

1 -
R DOHIE VMware VDSD35E T

apicl (config)# tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand
vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

11
W ORFE, Microsoft Hyper-V (KA A A » F &R L E T,

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap vlan-2003 primary-encap vlan-2004
microsoft-domain member domain2
exit
isolation enforce
exit
exit
exit

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



B nx-08 2% 1)L cu £ L - VMware VDS % 7= [+ Microsoft Hyper-V 0 EPG 153 B 35

apicl (config-tenant-app-epg) #

ATy T2 REEHRLET,
51

show epg StaticEPG de
Application EPg Data:
Tenant :
Application
AEPg
BD
uSeg EPG

Intra EPG Isolation
Vlan Domains
Consumed Contracts
Provided Contracts
Denied Contracts

tail

Test Isolation
PVLAN

StaticEPG

VMM_BD

no

enforced

VMM

VMware vDS-Ext
default,Isolate EPG

EPG |

Qos Class unspecified

Tag List

VMM Domains:

Domain Type Deployment Immediacy Resolution Immediacy State Encap
Primary

Encap

DVS1 VMware On Demand immediate formed auto

auto

Static Leaves:
Node Encap

Static Paths:

Node Interface
1018 ethl01/1/1
1019 ethl/16

Static Endpoints:
Node Interface
Modification Time

Dynamic Endpoints:

Deployment Immediacy Mode

Encap Modification Time

vlan-100 2016-02-11T18:39:02.337-08:00

vlan-101 2016-02-11T18:39:02.337-08:00
Encap End Point MAC End Point IP Address

Encap: (P):Primary VLAN, (S):Secondary VLAN

Node Interface
Modification Time

1017 ethl/3
2016-02-17T18:35:32.224-08:00

Encap End Point MAC End Point IP Address

vlan-943 (P) 00:50:56:B3:64:C4 —--—-

vlan-944 (S)

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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Cisco ACHRZE T v 0 PG Bt nEE [

Cisco ACI {RZE T w M EPG N EE DK TE

Cisco ACI Virtual Edge T® EPG % B D& FH

T 7 N TIE, EPGIZET 5T RaA v MIFEMNRRESIN TV 2L THHRAILEE T
F4, 727U, AL, EPGHNOT Y RiRA v FEBETEXET, 7-& 21E. EPGNTY A
JL AR DORIEZFiD VM 28 EPG Ofthod VM IZEE L KIFT Z L0872 nk 5z, = RRA

N

SHEAEHT 20N EE LWGAERH D £,

TV =2 a VNOTRTOTY RRA V MIDEEERETHZ D, WTNICHLERE LA
W2 EHTEET, —HOT Y RARA Y MIOBEEZEREL, o= RARA » MIERE LW
JEIEHTE 8 A,

EPGNDT RARA L "ESBELTH, =2 FARA 2 MBI EPGIND T RiRA > b L
fECEBLHITTHaNTT MIREBLEEA,

\)

GE)

VLAN <& — R C Cisco ACI Virtual Edge F £ > & BI#EAHT 50TV 5 EPG TP EPGRAEED
WHEVR—- PSR TWEFA, ZOXH72EPG CEPGHNONEiZEAL L > 9 5L, =
F—Mm MY AT—a3hET,

Cisco ACI Virtual Edge ¥~ 7 =& 2 £ > | (uSeg) EPG T EPG W/BE A3 2 Z L IXBAED
EIAYFR—RENTVERA,

GE)

VXLAN 71 7/t % L, EPG N7 BEAN i &40 TV % Cisco ACI Virtual Edge EPG Tl
7% ARP IEH AR — F IR TWERANME S T, Cisco ACI Virtual Edge EPG [ TEAFI MG E
ENTWTH, EPG N BES 72 EPG I CTH 7 % v MEBEE1T O Z L IX TE 8 A,
(VXLAN),

GUI # &1 L = Cisco ACI Virtual Edge ® EPG R EE DR E
ZOFEIZHE ST, EPG DTy KR A ¥ BFEIZEE ST\ EPG Z1ER L £97,
EPG BMEAT AR — I VM 32— % (VMM) OWNWTNNIZE L TWAKENRHY £9°,

N

GE)

ZOFNEIE, EPG DIEEFFHZ EPGND =Y RiRA v F &5+ 5 Z L 2Rt L LTV ET,
BEAE D EPG N KA > b & 4589 5 121%, Cisco APIC N EPG %% L. [Properties]
~A @ [Intra EPG Isolation] #E18 C [Enforced] Z R L C [SUBMIT] 27 V v 7 L¥7,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



EPG |

B cui %65 L1 cisco ACI Virtual Edge O EPG P53 BEDERTE

FIE

1R BHHEIIZ

VXLAN BH# D% E2Y Cisco ACI Virtual Edge VMM K A A UZHFEAET D 2 & KEIZ Cisco ACI
Virtual Edge 7 7 7'V v 7 BIKD~NVTF XX AN 7 RLALEYALVFHF Y AN T FLAOT —)b
(EPG Z &2 1 D) FIETHZ 2R L ET,

ATw7T1 CiscoAPICIZR VAV LET,

AT w T2 [Tenants] Z# RN L TTF > b7 4 /L X% L, [Application Profiles] 7 /L& % JEBH L £ 7,
AT T3 7V r—var a7y AvEL27 Y v L, [Create Application EPG] % 34K L £,

AT 74 [Create Application EPG] ¥ A 7 1 /7R v 7 AT, WOFNEEFEITLET,

a)
b)
©)
d)
e)
f)

2

[Name] 7 4 —/V RICEPG &= A LET,
[Intra EPG Isolation] $E1# C. [Enforced] %7 U v 7 L £,
[Bridge Domain] K2 v 77X URX Ihb, 7Y vy RAL UEBRIRLET,
[Associate to VM Domain Profiles] = v 7 R v 7 A& A2 LET,
[Next] #27 U » 7 LE7,
Associate VM Domain Profiles = U 7 C, RO FNEIZHEVF T
s+ (FTRA)YTAarEr7 Y v L, DomainProfile e v 77X ) X S, k5 L33 Cisco
ACI Virtual Edge VMM R A A > &R L F 7,

« SwitchingMode K> 7 Z7 > U A KU R Kb, AVE 28R L E7,
«EncapMode K w7 Z 7 U &2 ke VXLAN F7213 Auto Z38IR L £ 7,

Auto #ER L 725, Cisco ACI Virtual Edge VMM R A A > D J1 7B /ALE— R2¥ VXLAN (2725
TWHZ & B LET,

c(ATva)yky N7y AT LICMOREA T v a L ERRIRL £,

[Update] #2 U > 27 L. [Finish] #7 U v 7 L&,

RDEZRY

MAHEREZBINL CERTDE, = RRA Vv bS5 TR0 ET, ZOH
A R [Tenants] % 7' FC, Cisco ACI Virtual Edge DB S 7= KA > b OFEHE#R %=
BT D (71 =) & [Tenents] # 7 D F T Cisco ACI Virtual Edge D73 S 7z — > KR
A2 FOFEHEREZFERT D (71 =) ZBBLTIEEIN,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| Ere
[Tenants] # DT T. Cisco ACl Virtual Edge DBt Snf-T > FRA > FO#EHERZEIRT 5 .

[Tenants] 2 M T T. CiscoAClVirtual Edge DnBt S f-T > FRA > FD#EHEHR % E
R9 %
Cisco ACI Virtual Edge ¢ EPG Wyl & 5% & L= A, & Sk, =G 7 v MK
EEWRHLALTF X v 2 Ry MR PO FRA v b OFEHERZ ZRT RIS, Thb
ERIRTHUERH Y £, TO%, HEHEREERTEET,

FIE

RATvF1 CiscoAPICIZR /A LET,

AT w72 [Tenants] > [tenant] DJEIZER L E 5,

ATY T3 TFU o~ a3 v KU, Application Profiles, profile, 35 X Y Application EPGs 7 # /L
FaERL, #RTD520 RARA » MEsHERE &1 EPG #38IR L £ 7,

AT w74 EPG O [Properties] 1E¥~XA > T, [Operational] ¥ 7% 27 U v 27 L CTEPGNDO=TZY RAKRA v FaFRLE
7

RT9TS TV RKRA L NEXTVI ) v LET,

ATYT6 T RIRA L hD [Propetties] ¥ A TR TRy 7 AT, [Stats] X7 %7 Vw7 L, F=vs TAaLwl
Uy 7 LET,

ATw 71 Sdect Stats ¥ 7 1 Z'AR v 7 AD Available <A T, T2 RRA ¥ MIOWTERT HMGHE# & 3R
L., AaERMZHEHLTENLOEHR % Sdected <A BB L E 7,

ATw T8 [Submit] 27V v 7 LET,

[Tenents] # 7' T T Cisco ACI Virtual Edge DB S -T2 KRA > FDOIKETEBERER
N RS
Cisco ACI Virtual Edge ¢ EPG W3 B & 5% E L CWGEI1CIE, =2 RARA ¥ FOFGEHE#R %
BIRT DL, ERTDHIENTEDL IR £7,

4r & SRS

T RARA & MIZOWTERT DM HEREZER L THLENRH Y £, FIHIZOWNT
X, ZDOHA RO [Tenants] ¥ 7 D F T, Cisco ACI Virtual Edge D73 fff S uiz— > KR A > b D
MEHBEWMAZEINT S (71 =) BB LTIEEN,

FIE

ATwF1 CiscoAPIC 2 714 v LT,
AT w72 [Tenants] > [tenant] DIEIZEIR L £,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



EPG |

. [Virtual Networking] % @ T T. Cisco ACl Virtual Edge DBt Shf-T > KR4 > FDO#HEHERZ:8INT 5

ATvT3

RATv74

ATy TH
ATvT6

Ty OFEsS— a3y v RUT, Application Profiles, profile, ¥ & U Application EPGs 7 # /L
ZEREH L, ROULBERFEHERP DD RARA » M EATWD EPG Z IR L £7,

EPG @ [Properties] /E3£~XA1 C, [Operational] # 7% 27 U v 27 LTEPGINOTY RAKRA > haeFrLE
ﬂ_o

MEHERERTT DU RRA L NEX T ) w7 LET,

TV RARA > hO Properties{F¥(v 4+ KU T, Stats ¥ 7% 27 U w7 LET,

TE2ED 0 v RO, RIFEBIRLUEMEHERN TR REINET, BV 4V RUDELET, 7—7 1 B a—
TAaALRFy—ha—TAa2r%7 )y 7 LT, Ea—42LHTEET,

[Virtual Networking] 2 7@ T~ T. Cisco ACI Virtual Edge D D& S hf-T > KikA4 > Dk
FHEHRZEIRT 5

FIE

ATy
ATFyT2

ATvT3
ATvT4
ATy T5

ATvT6
ATy 717

Cisco ACI Virtual Edge C EPG N3 A 3% € L7ciG6 . G SN, =E 7 v MK
EEEHA~NTF v A2 Ry M7 E Oy RRA V hOFGEHERE R T R0, Thb
BT OMENH Y £, TO%, FatlFmMar R TEET,

Cisco APIC Iz 7’4 > LET,

Virtual Networking > Inventory > VMM Domains>VMware> VMM domain > Controller s> controller instance
name> DVS-VMM name > Portgroups> EPG name > Learned Point MAC address (node) > % &R L =97,

[Stats] # 7% 7V v 7 LET,

Frvl v—IPFNTeETE 7Y v LET,

Select Stats % A 7 u VR v 7 AT, o H#EHEHRE Available~1 > TZ7 U v 7 L, A& KHZ Y
Uw 7 LT, 6% Selected <A SNZBHE L £,

(AT aNh 7)o MREERLET,

[Submit] #2 U v 7 L&,

[Virtual Networking] 2 7 T Cisco ACl Virtual Edge D 3B T > KR4 > FfsHERZ R RS

%

Cisco ACI Virtual Edge ¢ EPG W B2 % E L CWGEICIE, =2 KR A ¥ FOFEHE#R %
BT D&, MR THIENTEDLLITRY T,

48O HREIIC

T RARA & MIZOWTERT DM HEREZER L THLENRH Y £, FIHIZONT
X, ZDOHA RO [Tenants] ¥ 7 D F T, Cisco ACI Virtual Edge D73 fff S u7z— > KA > b D
MEHBmMAZEINT S (71 =) BB LTIEEN,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG
NX-0S 2 4 1 JLOD CLI A L 7= Cisco ACI Virtual Edge 0 EPG a5 it zse [

FIE

ZT w1 Cisco APIC 122 7' A v LET,

AT w 72 Virtual Networking > Inventory > VMM Domains>VMware> VMM name> Controllers> controller instance
name> DVS-VMM name > Portgroups > EPG name > Learned Point MAC address (node) %% L £ 7,

ATY T3 [Stats]| ¥ 7 &7 Vw7 LET,

DT 4 Rz, BIFEBRUIEMKEHEREZR R LET, (EEXV 0 FUDELET, 7—7 V0 Ea—
TAaLRFvy—bEEa—TAa%7 )7 1LTC, Ea—%2BHETEET,

NX-0S X %2 4 JL®D CLI Z{# A L 1= Cisco ACI Virtual Edge 0 EPG N EE D& TE

1R BHHEIIZ

VXLAN (ZBHE3 23 EITAFET B0 E 9 M % fifgi8 L £ 7 Cisco ACI Virtual Edge VMM R 2 A
>, FFlZ, Cisco ACI Virtual Edge 7 7 7' U v 7 &IkD~< /L FH ¥ A N 7 RL A & (BPG T &1
1 D) DYNLVFFRYARNT RLADT =)L,

FIE

CLI C. EPG N4y EPG Z{ER L £,
1 -

# Command: show running-config tenant Tenant2 application AP-1 epg EPG-61
tenant Tenant2
application AP-1
epg EPG-61
bridge-domain member BD-61
vmware-domain member D-AVE-SITE-2-3
switching-mode AVE
encap-mode vxlan
exit
isolation enforce # This enables EPG into isolation mode.
exit
exit
exit

RDBERY

MAHEMZRINL CERRTHE, = NRA Y MBS T 2MEOBKN R L b ET, 2ol
A R® [Tenants] % 7 @ FC, Cisco ACI Virtual Edge D73 Xiv7-= > KR A > F OffiaHE#R %
BT 5 (71 ~X—2) & [Tenents] % 7 D T Cisco ACI Virtual Edge D43 #ff S L7z = RR
A NOFEHEREFETRT D (71 5—) ZBRL TSN,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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. FSILYa—Favy

kS ITIVoa—TFT429

IVKRRAVMNEHED ST a—TF4209

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

BBy RRA U NOBEAT — 4 AR ET,
BEAT— 5 AILET Y FRA 2 hOZ T —RRE I ABRSAET, R,
TV RBA U N AT =S ADKRE (155—) %
RN A B =T 2 ADAT —H ZAGEFRET,

Iy

BEAT =X AL R U RNV DOET =R EI AN RINET, [hRNM A H—T 2 f ARAT—H R
DA (75 X—2) | ZZRLTIEEN,
T RARA b Zv—7 (EPG) [ET traceroute =57 L ¥ 7,

ML —A— KTliE, ANA 2 J—FRREOFRE /) —F, BEXOT Y FARA > FNEIORBERH LN/
*4, [ KARA vk B TO traceroute DFELT (76 X—) | ML T TEEV,

TURBA L IDOT NI v T AT X ERERLET,

TRIvZ BULHE, RIELTY RBRA Y b3y FERIFELTWDD, EkFhEmy RARA > b
BTy FEZELTCWDEN, TLTEREINEZ Yy FMEREEINTZ Ay M UZE LW E Ik
MR LET, [T RhIvZ B 2Ok (77 X—) | 22RLTIEEN,

% EPG Carv hT7 7 MaEFENET,

HKZEPGTDaY 8T 7 F&EHHR, EPGITDO T 7 4 v 7 OFWNBPHFAIINTWEIDEHRLET, T4
MELT—FMICa b7 7 bERE, BHIRONT 7 4 v 7 2FFa[ T2 R TEET,
BTNy FeE=HF VT ) — RIBEET DL IICANR R o—Z ik LET,

T=Z VT ) =Ry KT FIAYRRo7=T RLaera haLrEoRyry hofE SR LE
9, [CiscoAPICGUI L7277 FSPANtE v a v DOFRE (718X—2) | 2R LTI LI,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| EPG

vrRsor z7—2208% [

IVRRA b AT—RADEKRE

FIE

ATy T
ATy T2
ATvT3
RTv74
ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

ATv 710

A= =2 — X—"T, [Tenants] #7 Y v 7 LE 7,

VT A=ma— =T, BELZV RS 2G0T b a2 0 v LET,

[FEX—2 3> (Navigation) 1A > TTF v bafEL, [7FUr—2a>FaT 74 )L (Application
Profiles) | Z455ELC, = RARA Y MR EENDLT TV r—vary a7y A VEJBELET,

[7 77— 3> EPG (Application EPGs) ] #JER L, #8925 EPGA 2 Y v/ LET,

[fE% (Work) ] %A > T, [T KR4 >+ (Endpoint) | 7—7 DTy RiRA 2 hDY A ML EE
LY RRA U NEX TN w7 L, [9FA4F72 IV RRA2 b (ClientEndPoint) | %4 7w/
RNy 7 ZAEEET,

(V547 TV RAKRA2 b (ClientEndPoint) | #4707 KRy 7 AT, = RARAL L hOTax
T4 e L, [#4EtE (Operational) | # 7 %7V v 7 LET,

[21EE (Operational) 1 # 7 C, f@alt, AT — ¥ ABIUOEEEHERZ R LET,

[RTF—R R (Status) | 7—7/NT, BH, A XU, FHEF=T7—REO= NI BRBLIHEEEZZ Y v
7 LET,

(V5472 TV RRA2 b (ClientEndPoint) | #4707 Ry 7 2T ET,

[TY KRA4 >+ (Endpoint) | 7—7 LT RARA U D[4 2R —T 4R (Interface) ] => ~ U
wFRRL, /= RERRVID & AEICTEREELET,

EEXTZ RRA U P TCZOFIEZEVIRL ET,

GE)

777V ITRAD2ODY —T7 AL v TFOBFRIZEBHAINTL2 DD~ A 7287 A NEPGDIP T R
VAT, WERODO NT 7 4w 7 BHEiEnNsZE083b0Y £, 2k, ~(27ut s A FEPGIND
NR—ZEPG ~DHEMREFIZLD , IPT RUABBITLTND & EIIRETDHAREERH Y £9, 720X
WS, WMEMNT 7 4> 7 OFETHIZ2ODERRE Y —T7 24 o F CRIKHIZHEAT D AHEMERH D £,
ZOBE, KVE—bF U RRA LV FDORY — X 7135| & X LIRTID EPG 25 L £,

EER : A v FOYE—h T FRA U b 2FETZ V7350, VE—FT2 RRA 2 RBHRY)
NCRDDERHET, T FRA U b 27 V735103, BAA v FOCLIICw Z7A L, @dlied
7Y a EFRE L Cdear systeminternal eomendpoint 2~ K2 AN LET, 72& 2, = RARA v~
KA IP 7 KL RIZH SN TV B AT, cear system internal epm endpoint key vrf vrf_name{ip | ipv6}
ip-address * AJLE9, Dk, =2 RARA Y MIIELWRY »— ¥ FTHEE IR ET,

RV AVE—TITA R RAT—RADEE

ZOFIETIE, b3 A F—T 2 A ADENWEAT —F A &5 HEERLET,
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. IV FRA 2k FETO traceroute DEAT

FIE

ATV Tl A=a2— X—T, [Fabric] 27 U v7 LE7,

AT T2 T A=2— =T, [lnventory] 27 V v 7 LET,

RAT9 T3 [FEXF—2 3> (Navigation) [3A TRy REJBEL, BELTZY KRS AV H—T 24 AD ) —
NID 9L LE 7,

ATY T84 /J—FOFT[A A —T 4R (nterfaces) | ZILEL, [FoRILA VA2 —T 4R (Tunnd Interfaces) ]
EPARL T, BELTZY RRA U M A H—T 2 A A DI RZNVIDEI Y v LET,

ATy TE [fEE (Work) |14 T, "RV A B =T 2 2ADT 0T 1 &R L, [ (Operational) | %
TE7V 7 LET,

RATw 76 [B{EME (Operational) | ¥ 7 C, et A7 — X ABIOEEFHREZEZRLET,
[RTF—A R (Status) | 7—7 NV T, BE, /XU b, FLEF=T7—REOZ NIRHLHEEZY U v 7
LET,

AT EEEZ LV FRA L AV F—T oA ATCZOFIEEZEVIRLET,

o’

T RKARA > b [ETO traceroute NDETT
£IE

ATV Tl A=a2— X—T, [Tenants] &7 V v 7 L¥7,

ATYT2 T A=a— R—=T, ¥ETZ LV FRA LV M edeT o b2 2 U v 7 LET,

ATY T3 [FEF=2av] A TT U bERERAL, [RUS—=]>[bS TN a—TFTa 0T ZEBELET,
AT 74 [Troubleshoot] TKD kL —AL— kK KU L —DWETNnah7 Y v 7 LET,

* [Endpoint-to-Endpoint Traceroute Policies] 472 U » 7 L T [Create Endpoint-to-Endpoint Traceroute Policy]
IR D

* [Endpoint-to-External-IP Traceroute Policies] 47~ U »» 7 L T [Create Endpoint-to-External-IP Traceroute
Policy] Z &35

« [External-IP-to-Endpoint Traceroute Policies] 2472 U »» 27 L T [Create External-IP-to-Endpoint Traceroute
Policy] &38R 9%

« [External-IP-to-External-IP Traceroute Policies] 2477 U »» 2 L C [Create External-IP-to-External-IP Traceroute
Policy] Zi®#IRT %

ARTYTS AT TRy 7 AD7 4 —)v RiZiy) 72 iz AJj L, [Submit] 27 V v 7 LET,
GE)
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ATvT6

ATy T17

ATvT8

7 bk

1

FIE

RATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

7rzvo nvvants |

74—V ROBBHIZOWTIL, ¥AT7 a7 Ry 7 A0 EBIcHL~VTTAary ([?) #2 U2 LT
<TE&EW,

[Navigation] X1 > % 721% [Traceroute Policies] 7 —7 /L C, traceroute N Y v —% 27 U v 7 L7,
hb—2Z— kK R Y =755 [Work] A VR RINET,

[Work] ~XA > C [Operational] # 7% 2 U > 7 L. [Source Endpoints] % 7', [Results] ¥ 7 DIEIZZ U » 7 L
£7

[Traceroute Results] 7— 7 /L C, BB SN HEEE T ITEBO N A RE LET,

GE)
c BEEDNAN HEITL ) — Fbsis ) — FOBENMEHN SN TV L HERH Y £,

« [Name] 5172 &', 1 DL ITER DI OIEZ JLT 5 LR L9 <7220 7,

v o3 DER

A =2 — /N—"T, [Tenants] 7 V v 27 LET,

YT A=Za— =T, BT T 27 ) v 7 LET,

Navigation 7 1 > R C, 77> F%&EB L., Policies BB L, &+ 5 Troubleshoot % /2B L £,

Troubleshoot ™ T, Atomic Counter Policy Z/EBH L., N7 7 1 v 27 MR I ZRRL LT,

TV RARA v bOMAEDE, = RRA U NI A—T M v 2 =T 2 A ZABLIPT RLARO b

774y 7 B ETEET,

VB hARw Y &4 Y v 7 LT, AddtopologyPolicy #38&4R L, AddPolicy # 1 71 7Ry 7 A& & £

R

[Add Policy] # A 7R 7Ry 7 AT, WOEEEZEITLET,

a) [Name] 7 4 —/L RIZRY v —DA4RT# AN LET,

b) T 74 v I OFETOMBIERE RIS D0, AN LET,
WBERTHANEHRD Y — A (U FRA M, 2 RRA U NDIT V=T A F—T = A F
TP 7 RLR) 12k - THRARY £,

) FT T4 v DREOBHERELERT D0 AL ET,

d) (EE) (LE) [Filters] 7—7 NV T+7 A a7 V7 L, WV NTDHDNT T 49T DT 4K
Vo7 aRELET,
FoR & D [Create Atomic Counter Filter] # 4 7 a2 7Ry 7 AT, IP 71 ka2 )vEs (7= & 21X TCP=6)
WCEBT74NE Y7 BEORETLMEDIPR— " ERICE D7 4N E ) ViR ETEET,

e) [Submit] %27 V7L, 7ThIvs hooZ R —%2RFLET,
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B cisconricoui EEALETF Y R SPAN Y L 3 L OBE

AT w71 [Navigation] XA > C, BRL7Z "R PO TFTOHLWT "I vy ho X R —&3RLET,
R —FREN [Work] <A SNZEREINET,

AT v T8 [Work] ~XA > C[Operational] ¥ 7% 27 U w7 L, [Traffic] Y7 ¥ 7% 27 U7 LT, ThIvy horH
OFHERER T LET,

Cisco APICGUI &R L=TF+ > +SPANt v > 3 VDEKTFE

SPAN [T, AA v T ELIFTFH L N TRETEET, ZDO&Z 3 Tl Cisco APIC GUI %
FEHLC, ERINEZEE Ty v VE—N VT 7497 TFIAWFICEEETDH LIS
T RO SPAN R Y v —%RET D HIEICOW T LET, FREFIATIE, 1 2L ED
GUIXATal Ry 7 ADT 4 —)V RIZIEEZANTHHLENRH Y 9, 74—/ REHSFEL
HNEERET DL, ATl Ry 7 A0 EBICH 2~V TT A2y (?) 27Uy
JLTANT T A NVERRLUET,

FIE

ATYFT1 A=a2— X—T, [Tenants] &7 V v 7 L¥7,

ATYT2 BT A= —N"—=T, FELZV FRA LV  NeELT T a2 ) v 7 LET,

RATv T3 [FEHF—T 3> (Navigation) 1A > TT7F > FEEB L, [[KY) P— (Pdlicies) |>[ 5 TN a—TF+«
>4 (Troubleshooting) ] ZEEAL T. >[SPAN] Z/ER L £,

[SPAN] IZFE/R&END 22D/ — K : [SPAN 5E% 4 )L— T (SPAN Destination Groups) ] & [SPAN #{ETT
J')L—7 (SPAN Source Groups) ].

ATy T4 [FEH—2 3> (Navigation) 10 FC[SPANZE{ETY IL—T (SPAN SourceGroups) 1 #4727 U v 7 L,
[SPAN Z#IETT Y IL— TDER (Create SPAN Source Group) | Z3&R L £,
[Create SPAN Source Group] %4 7 1 7 ingRm S ET,

AT w75 [SPAN ZEFTTT IL—TDER (Create SPAN Source Group) | XA 7 v 2 Ry 7 ADMET 4 —/b KT
BefEE AT LET,

ATvT6 [EETDER (CreateSources) | 7—7 /L ZEB L. [SPANEETDER] ¥ A 70/ Ry 7 A& %
-éAO

RATw 1 [SPANEETDMER (CreateSPANSource) |4 A 707 Ry 7 AD7 4 —/)L RIZEYIREE AT LET,

AT v T8 SPANKEGILOIERNET Lh, [OK] 227 U v o7 LET,
[SPAN ZEETT Y IL—TDER (CreateVRF) | XA 707 Ry 7 AZRED £,

ATvF9 [JE— MEFFO R (CreateRemotelLocation) | ZA 77D 4 —)L RIZfEEZ AT LTZ6, [
(Submit) 1 #27 Vv 7 LET,
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SPANEERD N T 7 4 w7 TF 7AW &MH LT, SPANEZITLEPGNE DT —H /37 v k
PEEL, vy MER. T RLA, e Fa Bl ORFOMOEREHER X E T,

IPbhT—X EPG B D FEER

B C& b=y RARA >k 7 v—7 (EPG) (ZiX. 77V —3 2 » EPG & IP X— A D EPG
D2FEENRH Y £3, IPX—ADEPGIL, v 717 AL FNEPG THD LW I THHED
TV r—a BPG EITERVET, TOETIE, GUILERIZAAS v TF a~v o REFERHL
T, IPR—Z2D EPGHERLNIP XN—A L LTELL OFEINTWND Z & ZHERT D HIEICON
THBHLET,

ZOEL, ROBETHE SN THET,

GUI Z{FR L1=IP RXR—X M EPG R DFER

ZOFETIEH., GUIB L Visore V— /L2 L TIPX—AD EPG N IE L RS TWV D
ZEEERT A FEICOWTEHALET,

FIE

ATy 1 AERR L7Z IP _X— A D EPG # GUI ® USeg EPGS 7 # /L 4 —D FIZERENTNSLZ L AR LET (kD
A7) =2 X TF v EBMR)
REST API Zfli | L TIERR &7z TIP) & W9 A4 RETD uSeg EPG D FIZU A RSN TWDH 1 DD P _X—AD
EPG D Z LICHEE L TLIEE W,

ATv 72 % EPGIP (IP X—A®D EPG) @ EPG-IP 7' u 37 ¢l (FMDOT 2 RD XA ) THBMIELWND
LEMERLET,
B O FEICRRINDIPX—ADEPG £ IP 7 RLAD Y A MIEELTLEEN,

ATY T3 Web 77 ¥, APIC O IP 7 KL A 1Z#elT T [visorehtml] Z AJJL$£9, Visore iZ. EPG 72 Y. ¥
AT LNDT_XRTDOAT V27 FERRTEDY =TT, Visore ZfEH L T, IPX—ADEPGMNIEL <
RSN TWAZ &2 T&E 4, Visore DFEMICOWTIE, [TV r—varRY— A0 TTA
Ko7 F % arhu—T Visore Y — O] #ZB LT E I,

ATYyT4 2—HP—L2T—FE2ANL, [BTA4 Y (Login) |22 Y v 27 LET,

ATV TS USRFERIEDNOBEOT +—/ R (7o 2I1E, TfvAEPg) ) (227 7 AD4RTE AJI LT, GUI THERL
72 IP_—ADEPG D7 = ZFITLET,

(6=

N, APICOBLEN GO E 2 —Td, Lo DRENDHA 7T =7 FOKE (Total objectsshown) | 73
3] THHZ ENDLMYET, T, A v FIF T —RENEZ3ODEPGNHHZ L2 EKRL
4, LIATGUIIC TIP] & LTY XA FENRTWEIPN—Z2D EPG A, [dn] OBFICERENLTWS L
Db E£9, £7-. [lisAttrBasedEPg] DFEIZ Tyes] LR RSN TNAZ LIZHEREL TSI, 2
UL, TR IPX—AD EPG & L Ty S 2B LET, 77U r— 3> EPG & IP
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B =<7 o~ remmLE IPEPG BRORER

ATvT6

ATy 17

NR—=ZDEPGDOW Fagte, T _XTDHOA T =7 b2 Visore ZHiffl L CTIEWICEREINTWAS Z & ZHER
TEFET,

AL FRNE BRI TT, AA vF T, VEpP 7 T AD 7 =) 2F{T L TEPG%2F ~ L, [crtrnEnabled]
BMEAERTE ET, IPX—RD EPG OFEIT yes) ITHESNET,
ZOEPGDOFT, EPGOTNIP T RLAL EBIZFRIN TS Z & &R LT, U722 mefr L
F9, EREINTZIP T RLAZEIL, AL v TF N T 74 v 7 OBFEIERTL 15047V =7 b

( TBIpCktEpl EWIH4HED BV ET, RPN ETTHE, Ny MREETLE, A4y TFIEINH
DA77 M LTHELET,

R LT _RTCOZ U RARA L FETPT RLUAD peTag N —8T 25 2 L 2R L ET, #Nf@m@?
I LpcTag VD F9, B LIZIPT RL AL =T HFTXTOZY RARA » ME, 2O peTag [T S 4
FT, TRTOZY RARA U MNIL, V7RIV EFATTEDLIPT RLARSHD ET, FT T a—
TAVTEITOEZIL, IO RRA U (=3 —) BZDOIP X—ZAD EPGIZIEL I
TWAENE I D EMERT HLENDHY £9,  (pcTags 1L IP _X—RAD EPG IZ—ETHMENH Y £97, )

AAYyF AT FEEAL - IP-EPG R DFEEE

FIE

ATy
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6
ATy 17

ATvT8

ZOFETE, AA vF a~r RaeMiH L TIP-EPG ( [TpCkt) WEKRE & s34 2 kIO
THBHLET,

V—7iza /A4 LET,

/mit/sys 7 4 L7 b UIZBENL £,

/mit/sys 7T 4 L7 hU T, etx (vif 20T FA KT 4L 7 RY) ZROTET,

VRFcts 7 4 L7 b U T, IpCkt PRSIV TWDREDOBD T 4 L7 U IZBEILET,
IpCkt ZE RS INLE T,

GE)
MpCkt) & [IP-EPGJ 1%, 2O FF=2 AL FTRHFCENRTHEHASNET,

TAVZ PVICBETS L. OB (2 IpCkt ([T D FMAFRINET,

H<=U—d loperSt) |Z [HrAHAR—hFZIN TRV EFERENTW WD EZER LT EIN,

IpCkt 23 pk 41TV % BD IZKfI5 9% VLAN ID % /21 £,

GE)

VLANID i%, showvlaninternal bd-info 2~ > KOWFua>, F 721X show system internal epm vlan all =
vV RTROITFLZENTEET,

BD ® VLANID % R} 725, show system internal epm <vlan-id> detail %z %47 L %9,
Z 2T, FEED sclass THERK S AL72 T X T IpCkts #HR/RTEX 5139 CTT,  Umitlsys 7T 4 L7 MU ICE
RENDbDE =T HLENRDY £, )
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A4 v F A FEMMA LT IP-EPG HER D HEER

ATY 79 vsh TEITLIZFIEZ vsh Ic Tk L TRV IRL £,

ATv 710 BD D IpCtk (Z—%3 % IP 2 L T, showsysteminternal epmendpip<ab.cd>Z N L CrT7 7 4 v 7
FRELET, ZHLZIPIZ Isclass] D IP 7T 7 EHED sclass fENRH D Z & R TE £97,

ATy TN vsh TEITLIZFIEZ vsh e Tk L TRV KL £,

TOFBETHEHTAAAL vF NG TN a—F 407 avwr ROU Ak

Cd /mits/sys/ctx-vxlan../bd-vxlan..

cat summary

“show system internal epm vlan all” or

“show vlan internal bd-info”

“show system internal epm vlan <vlan-id> detail”
“show system internal epm endp ip <a.b.c.d>"

Vsh
Vsh
Vsh
Vsh
Vsh

Vsh
Vsh
vsh
vsh

1lc
1lc
1lc
1lc
1lc

“show
“show
“show
“show
“show

system internal epm vlan all” or

vlan internal bd-info”

system internal epm vlan <vlan-id> detail”
system internal epm endp ip <a.b.c.d>”
system internal epm epg”
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i

T I HAALH—T 2 A AZONT (83 X—)

« WELR— R O (86 RX—)

e Bk Fr I (94 2—)

* Cisco ACI OfFAEAF— b F¥ x/b (105 X—)

U7 V7T 47 U L—(802.1Qbg) (120 <—

* FEX 7 /3 A~DHR— bk, PC, BIWVPC Bt ORE (123 <X—)
e — b a7 A NVOERE (128 X—)

o A =T = A AEROME (143 X—2)

TIOEBARAVE—T x4 RIZTDOWT

Cisco Application Centric Infrastructure (ACI) TiX, A ¥ —T = A ARV — I —7 (A
V=T oA AEECY v/ BT e ka3 (LLDP) REDA LA —T oA A K —D
IN—T) AL vF ) —REDA 2 —T = AT HZEICE T, A ¥ —T =
A NG EFIT L E T, CiscoACLIX, 4 >DAT V=27 b (AAvF Ta7dZrA, AL
FRLIZ A EF—T A AT T 74N BIXOA U E—T A AL ) ZfEHL
T BEDAAL vTF ) — R EDREDA X —T7 2 A A%ERLET, AETIE, ZOE
EF—FZ [Ta7ryA et 7 2O EFOET, ROMT, ZOBRIZOWTHBIL
F9

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FOERAvE—Tx4R |

B 7rex1v5—7zqz100T

16: 70774 ERLYRIZEDICA U E—T o4 R¥ERK

(" Doman )
( switch profie )——(_ intertace profile )

Switch selector N Interface selector /Inten‘ace policy group
Node-101 eth1/1 10G

LLDP enabled

| Interface selector LACP active
eth1/2 \_

Interface selectoD / Interface policy group

7\ ethi3 25G
LLDP enabled
\_) Interface selector _
eth1/4-5 \_ g

CiscoACI6.0 (1) VU —ATIE, A F—7 A AERZ@HFILT D [R— FELLORRK] #
WA Tay (42 —7 x4 AKER%Y] £721% infrarortconfig & HFEEINFE T, BENZ
ORERDOA T V=7 N4TT) BBMENTHWET, ZOFTva it 4250477 b
1ODF T2/ hELTERL, 204 TV N CTAALvTF /) —FREDODA LV H—T A
AEWEELET, ZO/MEK, AAvTF TardyrAN, AL vTF BLIFZ A F—T AR
TaTZr AN, BEOAS X —T oA AV VLI ZE@BNER LY, LY T 254303
HYFEHA,
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17:7R— MBI DR

Port configuration
Node- 101 1/1

3)

Port configuration
Node- 101 1/2

Port configuration
Node- 101 1/3

fes

Port configuration
Node- 101 1/4

e
e 7

Port configuration \ .
Node- 101 1/5

I

7oz 4v8—7x4R120T |

Domain
AAEP VLAN pool

Interface policy groub
10G
LLDP enabled

LACP active

/" Interface policy group
25G

LLDP enabled

:

Cisco Application Policy Infrastructure Controller (APIC) GUI TRD 5L THR— MEALOFREIC

TIREATEET,

«[Z77YUw% (Fablic) 1>[7Y AR — (AccessPolicies) | >[4 V2 —T A1 AD

M (Interfaces Configuration) ]

[Z77Uwy (Fablic) 1>[72RKR L— (AccessPolicies) | >[V 4 v RF2— b
(Quick Start) 1> [1 2 —7 =4 AD#ERL (Interfaces Configuration) |

«[Z77Yw¥y (Fabric) 1>[4 >~> k1) (Inventory) ]>[pod_ID] > [switch_name] >[4
B —TJ x4 R (Interface) 12 7 >[4 V2 —T =4 AD#ERL (Configure Interfaces) ]

Cisco APICGUIDLIFTE R U C, AA v F TurzrA Ll 7% BIUOA v F—T =
ARATOTrANERL I ZEFERHLTAL vTF 2k cEEd

[Z77YUw% (Fabric) 1>[7%9 X K1) >— (AccessPolicies) 1>[RA v F
(Switches) 1>[1J—7 R4 wF (Leaf Switches) | >[F AT 74 JL (Profiles) ]

[Z7FYUws (Fabric) 1>[7Y €A 7R — (Access Policies) ]>[R A v F
(Switches) 1> [R/84 > R4 v F (SpineSwitches) |>[FH T 74 JL (Profiles) ]

[Z7TYVvY (Fabric) 1>[7V X R — (AccessPolicies) | >[4 8 —T A4 X

(Interfaces) 1>[V—7 €4 2 —T A4 R (LedfInterfaces) 1>[FR T 7 A JL (Profiles) ]

[Z7TYVvY (Fabric) 1>[72 X R L— (AccessPolicies) | >[4 P —T A4 X

(Interfaces) | >[R/S4 > A 2B —T 4 R (Spinelnterfaces) | >[FO 774
(Profiles) ]
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72, R— RO E NS5 Z AR L £,

A —=T 2 A ARERA T > a VEEHNT 556, CiscoAPIC X, T& 272D ngA iy
BHRAOAT7 V=27 FTHERONDLHIRFIET, AfvTFTurdrA ek r4%, BIW
A BE=T A AT 0T 7 ANEEL T ZAAER L THERFLET, 72& 2E 2008k T 5
A—RhZEE U X9 IZHERRT 5 & Cisco APIC I IAERRNICHIFH A2 B BIBOIC/ERR L £ 9, A — MZ
TEBNCHERL T D720, Zh S DORELICOWTLET 24813 H Y £H8 A, Cisco APIC 23]
WZALER L £ 9, Cisco APIC BSHENNICHER T H ZNHDAT V=7 NI [V AT AAEK T B
TrAN] EMEENET, 22— —PERTLINEIIH Y FHA,

VAT Ao TERENTET 0 T 7 AT, GUID[Z7 T ws (Fabric) |>[7U AR
1) — (AccessPolicies) >[4 2 —2J x4 X (Interfaces) 1>[{)—T | RNA VH{RAL Y F
| 4 >%—27 x4 R} ({Leaf | Spine} {Switches| Interfaces}) ]>[Profiles (A7 7AJL) |OTF
2, 2= —ERTm 77 AL L L bITFRINET,

AVE =T oA AMERA T a b BHAL AV H—T oA AZHERTHEE, LEHZT v
TrANERLVIZEMHERA LTS Vo H—T 2 A A%HE L TOHAEIZIX, Cisco APIC 1XBE
FOTa 7y A NN, U H—T oA A% BEIIZHIBRL, A > ¥ —T7 = A A% T AT DAERK
T Ty AN —AVRIIBEBLET, BEMFOAS v TFBIOAS X —T oA AT T 74
DA v H—T = A AMEENTNDEE . CiscoAPICITZIL D ZHIBR L £/ A, #ERKD
FETENGEZHEA LT A2 Z N TEET, MFEOT R 7 7 A NMIA U E—T oA ARG E
NTWARWEA . Cisco APIC IZIRE LR o= a7 7 A V& BEHICHIBR L E9,

“NF ) =RV 72 EFHLTA v H—T = AT TITHR L TW2gA, 2F 0, #k
DYV —T A v TFEHFFO7 a7 7 A MIHA— s LI X EE Y YT TNW8EE, Cisco APIC
DVNTF ) —REeL I ZIZETHE /) — NZRIUA Z—7 A AZFRFIHEKL T, £1LD
D) — REBHFEOT a7 7 A A6 BEIICHIBRT 20 ERH Y £3, 29 Lk, BEEo
KBUZ L > TBITHR 7 vy 7 SnET,

YER— DR

Cisco Application Centric Infrastructure (ACI) VU —7 AA v F £ U Z—T = A4 A& T HIC
X, BEOTFERSHY £7 ¢
c B LI HE TR T A NN ADEREFAEER LET. [Z7TY vy (Fabric) |>
(792X K1) L— (AccessPolicies) ]>[RX4 v F (Switches) |>[J—7 XA v F (Leaf
Switches) 1>[FBR 774 JL (Profiles) |7°6, VU—7 /— K&&RT 57200V —7 &
L7 ABLOREMNT O v F—T A A T a7 7 A VEMERTEET, ZhiZX
D, {2 A =T A Tu7yrA4)L (Z7TVvy (Fabric) |>[F7OV AR —
(AccessPolicies) |>[4 2 —7 x4 X (Interfaces) |>[VV—T7 A>3 —T x4 X (Leaf
Interfaces) |>[FB 774 )L (Profiles) |) #®INLET, T LTI, 1 2L EDOA
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D

ATYvT2 FEHF—=3 0 XA T[4 99 RE—F (Quick Start) [ [4 2 —T =4 RO (Interface
Configuration) ] 3R L £,

ATV T3 EESA LT, [V A4 v 27 A% —b (QuickStart) |7 4 F— FD[4 B8 —T 4 XD (Configure
Interfaces) 1227V w7 L, [4 2 —27 24 ADM#ER (Configurelnterfaces) 1% 7 U > 73257, £72i%
[4>8—2D x4 R (InterfaceConfiguration) ] D #E%E~A T, [72 3> (Actions) |>[4 45—
T4 AN (Configurelnterfaces) 1227V v 27 L,

ATV T4 [AB—T 4 ADHKRE (Configurelnterfaces) | ¥ A4 7/, UFDT 7 aruFEITLET,

a) [/—F %47 (NodeType) 1 T, [U—7 (Leaf) 1227 VI LET,

b) [R—bk%A4F (PortType) ] T, [PV +ER (Access) 1 %7 U 7 LET,

) [AvB—TIA4RAEZAT (InterfaceType) | T. HHIDOX A 7 HFTIRL F,

d) [A3—Tx4AREHE AT (Interface Aggregation Type) ] <. [MEHI (Individual) ] Z3#R L %
ﬁ_‘O

e) [/—F (Node) |G, [/—F®D:&EIR (SdectNode) | #7 V27 L, BHIOARAL vF (/—K) @
Ny AZF =y 7 AL, [OK1Z 27 Y v 7 LET, HEOAL v TFERINTEET,

f) [TRTHDRSYFDA 32— 4R (InterfacesFor All Switches) | T, IO A VX —T = A A
OFIFAE AT LET,

g [U—FZ 7O tEAKR—FKRYI— 5 IL—T (Leaf AccessPort Policy Group) |1 DAL, [Y—F 7
JERAKR—kRYS— T IL—TDEIR (Select Leaf AccessPort Policy Group) 1% 27V v 7 LE7,

hy [U—=2 79X KR—+RYI—FIL—T0:EIR (Select Leaf AccessPort Policy Group) | %4 7 =
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Vw7 LET,
A B =T 2 A AR — TN —T1F, BRLIZAL v TFOA L F—T = A AZWHT DA 22—
TxAAR) =D ITN—T2fRETDHBMERY =TT, £ F—=T=A X RY T —0Df]
. U Z LR Y v— (72 & 20E, 1 gbit OFR— M) | A F—LAHIHA L F—T = A A
Ay o—R YT,

i) [U=T79XRKR—=—kFKR)I—JTIL—TDER (CreateLeaf AccessPort Policy Group) ] %1 7
07T, HEORY o —% 8RR E2IIERR L ET,
i) [PRAF (Save) 1227V v LET,

RDBERY
INT, ARV —=T A v F A F =T = AOFREFIMAITTET LE LT,
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AZ=a—N"—=7T, [Z77Uv% (FABRIC) |>[7 VX R1) > — (AccessPalicies) ] DIAIZERN L *
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DA =V NFRENET,
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TT22L2BEIOLET, [RTF (Save) 1 27 Vw7 9bHL, ZOA L F—T oA AIBITENET,

[(R1E (Save) 1227V v 27 LET,

Cisco APIC (X, A V¥ —T = A A% H LWERET VICER L F7,

Cisco APIC DV V=2 L ARG LT, IROY T AT v 7Dy hOWTNNrEETLET,
H—DA 2 =T x4 ZBTT DL, ROFIELZETLET,

a) T—TINT, BITTDA 04 =T A REERL, HUICHDH3DORy b 227 ) v 7 LET,
b) Ry 77y 7 A=a—7T, [13—7 x4 AERDOHE (Edit Interface Configuration) ] Z R L £
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CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FOERAvE—Tx4R |

B cvzemLr o s—ozqztROZE

DAV E =Tz AF, AV F =Tz A VLI XEFHL RSN TWET, 4 ¥ —T oA AEMRT D28 LV FHik
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c) [PRfF (Save) 1%27 U >y 7 LET,
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LT, J—FDTRTDOR—=FDEL I XRX—ADEREBITTETET, ZOHEIX., BEL 7 X3 EHEED
)= RICEERDEEIEIBE T, BEOA =T 24 ZAEBITT DI, WOFIEEZEITLET,

a) T—I7NT, BITT A0 =T oA A @RLET,
b) [72 3> (Actions) 1> [41 2 —T 4 ANt (Configureinterfaces) %7V v 27 LET,

MDAy —VRFRINET,
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BT T2 2 2B LET, RFE (Save) 1 22 Vv rd5E, ZOA LV F—T7 oA AIBITENET,

c) [MrRfF (Save) 127U v 7 LET,
Cisco APIC (. A v X —T = A A% FH LVVERET VICER L £,
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ATvT6
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DA E—T oA ZEHEMTFT O TWERY o— T —T %507 v RURETRENET,

BEFEORY v— I N—TNHD5HE, IN—TOcbHDx%27 Y v 7 LTHIBRTE £,

(W= 79X KR—+KR)I—FIL—TDEIR (Select Leaf AccessPort Policy Group) | %27 U v 27 L
T, HLWRY vo— T —T%2E 0 B CTET,

BEFORY o= T N—T5RIRT D50, [U—T TOERAR—F RYI— FTIL—TDERK (CreateLeaf
Access Port Policy Group) ] %#27 U v 7 LTHELWRY > — ZL—T7%MERR L £7,

[fR7F (Save) |27 U w7 LET,
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WNFREINFET,
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~DERTE
WOF D~ Rk, RESTAPISDK $ X (NGUI & 52472 A HaMEA & 5 Cisco Application Centric
Infrastructure (ACI) RV > — T /LT, SHOEHNEA TV =7 MEERLET, WT
I8 XK. CLI =—#%—{J Cisco ACI ET VNI TIT/2<, BRI L%y NU—ZREIZIENT
xF9,

X 19:Cisco ACl ® U —7 /— R AR— k& FEX R—FDOf (92 =) &, V—7 /—FK
WCHEEER SN2, —T Ry b AR—b, FHEFV—7 ) — RFIERINTZFEX £V 2—/L0D
filL . CLITZEIENNED L HIZFREND DO ERLET, FEXA— bk TliL, fex-ididi—
N AEROLRINC ethernet 10U/V1 & LTEHENET, A ¥ —7 = A ZAHEPHZFLRT DEEIL,
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int ethernet 1/1-2 b
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int ethernet 101/1/1-2 b int ethernet 101/1/1-2 ' int ethernet 102/1/1-2 b
Interface range: int ethernet 101/1/1-2, 102/1/1-2 E

e V=7 J—=FROIDFFIT/ 2 —rLTT,
cfex-id HEHIIKV—7 /— R Tr—H LT,

e X —T— [ ethernet DB D AL—ZTERE L TLTEEV,

FIE

AT w71 configure
Ja—n) a4 FXal—rary BT— REHBELET,
i

apicl# configure
AT w72 leaf node-id

T2V —7 /J—FEBEELET, nodeidiZlt, FRTEOHEHAXMNGRLERDHE—D /— KID, £XIDD
#iPH % node-idl-node-id2 & W o IR CTHETE £9,

1 -

apicl (config)# leaf 102
AT 73 interfacetype

RETHA LV E—T 2 A AERELET, AV F—Tx2A A XA TLIDEIEETEET, A —V xRy b
R—hDEAIL,  Tethernet slot/ port] ZfH L £,

i

apicl (config-leaf)# interface ethernet 1/2
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i
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apicl (config-leaf-if)# fex associate 101

speed speed

I TCORHEREITZHITT, 22T, UTORITRIEEDAS v F—T oA AREERECEET,
£

apicl (config-leaf-if)# speed 10G

WDFEIZ, ZOFFRTHER CEDA X —T x4 ARELERLET,

av YR =]

[no] shut MR 2 —T A AT ¥y MU LE
ﬁ—

[no] speed speedValue WA B —T oA ADOREEZRE LT

[no] link debounce time time Vo7 TRYVAERELET

[no] negotiate auto FrHEvE—bERELET

[no] cdp enable Cisco Discovery Protocol (CDP) % #E5) % 7=1%
A LET

[no] mcp enable Mis-Cabling Protocol (MCP) % #5hE 7= 134
M LES

[no] lldp transmit WA L —T 2 ADREEFRELET

[no] lldp receive MBLA B —T = A AD LLDP %[5 & 7% & L
E3ca
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R
i
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apicl (config-leaf)# interface ethernet 1/2

apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# cdp enable

apicl (config-leaf-if)# no shut

BEDOV—7 ) — FOEHOR—bERELET, WIZ, V—7 /—F101 ~103 D
FNENDA o H—T = A A ethl/1-10 TOEEFHEOHIZ R LET,

apicl (config)# leaf 101-103

apicl (config-leaf) # interface eth 1/1-10
apicl (config-leaf-if) # speed 10G

V—7 J—RNIZFEX Z#ft L ¥, Wiz, V—7 /— NIZFEX &Y 2 — /L&t
D7 LET, NX-0S &1387en, V—7 J— K A — b Ethl/5 IZRERIZ7 7 7
Vo R—FE LTSI, FEX 777U v R—=FF v X/WUIFEX T v 7V v
7 R— N THEBHICHERL S E T, Cisco ACI Tix, FEX 77 7 U v 7 R"— FF ¥ %
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apicl (config)# leaf 102
apicl (config-leaf) # interface eth 1/5
apicl (config-leaf-if)# fex associate 101

V—7 J—FRIZEf LI FEX R— haE L £ 7, ®kiZ, V—7 /—F 102 ~ 103

DFNFIUTHEE L= FEX Y 2—/L 101 DA ' F—7 = A A ethl/1-10 TORER

EOFIZR L ET, FEXID 101 1ZA— M IDICEENTWET, FEXID X 101 2>HHA
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apicl (config) # leaf 102-103

apicl (config-leaf) # interface eth 101/1/1-10
apicl (config-leaf-if)# speed 1G

R— bk Fr 2RI
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R=PFFx XN 0= RN T T THASNDT 74N DOy 2T 3 Y XL LR
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Pol P27 E DYV —7 AL v FIZEBDR— N F ¥ XNABH 56, ROV AR R—
FEiLE9,

*Pol : SIP DA TNy 2 B HIILET,
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KRG TR B LEYA, LIRS T, Iy V213 vPC Tl A— FENEE
/\/O

GUI ZERAL=ACI ) —7 R4 Yy FDR—F FrRILDERK

ZOFIETE, [Z77UwY (Fabric) |>[72 X R1) >— (AccessPolicies) 1>[ 74 v
2 AA— bk (Quick Start) >[4 2 —7 =4 XD (InterfaceConfiguration) [E721%[7 7
J1) w4 (Fabric) 1>[7Y AR — (AccessPolicies) >[4 v 2 —7 =4 AR (Interface
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a) [/—F %47 (NodeType) ] T, [U—7 (Leaf) 1227 V7 LET,

b) [R—bt%A4F (PortType) ] T, [7YV R (Access) 1 %27 V7 LET,

) [AvB—TxA4RBZAT (InterfaceType) | T. HHDOX A 7 HTRL F,

d) [Av3—T7z4REHZ AT (Interface Aggregation Type) ] T. [PC] ZiEIR L £,

e) [/—F (Node) ] T, [/—F®MD:&#EIR (Select Node) | 227V v 27 L, HBDAAL vF (/—F) @

Ry 7 ZAcF =y %A, [OK] 227U v 7 LET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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2)

h)

i)

[TRTDRASYFDA 2 —T 4R (InterfacesFor All Switches) | T. HHIDA  H—T = A R
OFIFAEANTILET,

[PCWPC A B —T x4 X iR >— 5 )L—TF (PCIVPC Interface Policy Group) ] T. [PCIVPC 4 >
B—TJ AR R S— FIL—TD:EIR (Select PCIVPC Interface Policy Group) 1 %7 U ~ 7 L. BE
EOR—FF v XL R — FI—TFZIRIRT L0, FEIER L E9,

[R— b F v RJL A 23— K1) >— (Port Channel Member Policy) ] T, [[R— kF ¥ RIL 4 2si—
R >—m#IR (Select Port Channel Member Policy) 1 #27 U v 7 L, BEFOR— K F ¥ R/ A
N= R o —%RINT 50, FHUIHERL £,

[PCWPC A B —T A R KR I— JIIL—TD#EIR (Select PCIVPC Interface Policy Group) | # A
Tars T, BFEORY) v— I N—THEIRT 50, [PCWPCA VB —T A RKRY—F)L—TD
{ER% (Create PC/VPC Interface Policy Group) 1 %7 U > 7 LTH LWR Y — Z—T 2 {ER L &
R
[fR1F (Save) 1227 U v 7 LET,

RDERY
T, A—F FrRrVOREFIRTET LE LT,

)

GE)  ZORTEEFNN— RNy =TEREADNILETE, ZO/— R = THEICEEMT ON-A%)
BT TV r—vary a7y A, EPG, BXOa L T 7 "RRWE, T—% T T 4w

76i7m‘—‘.’6gjﬁ'&/\/o

NX-OSCLIZERALI)—27 /—KFBELUFFEXT/N\A ADHKR— +FF
RILDEHRTE

R—k F ¥ XL NX-0S DA v H—7 = A 2 TF, Zhid, BEOWHER— DD
R EZ BT DL L bic, VU 7 EEROILEEZMHEERT 2 HNTHEH I E T, NX-08
WCBTAR—bF Fx N A X =Tz AF, /—FKNTIEZ—E LD, 1 ~ 4096 O#FiPHT
=R E LB FICL > TR ESNET, R—FFr¥xr Ao ¥—7xA A%, (interface
port-channel =~ RZEH L T) BRBCHET 27> £721% (channe-group =~ > N%&
BEHLT) BEBRICIERLET, R—F FX¥ RV A X —T oA AR, F—F Fv¥x
NDFTRTDAN—R—NMNIEHAINET, FFEORMME T A —4 (@HERLE) 1L, AV
N—R— FTIIRETEFEH A,

ACIET VT, A— M Fr 2T 7T 070 L LTHESN, 12U EDY —7 ) —
RCR—F Yy MZEID Y TOENERI > —Dalr v a U ARTARNCL > TSN E
T, TOXHIREVE UL STEIY—T /J—FRIZAR—F Fx xRNV A Z—T A AN 1
ER SN £, 2. V—7 /— FND 1 ~ 4096 O#iPH CTHENVA R SN 5 &K 512 & - Tilk
BlEnEzd, AUR—FF ¥ x4z o/ —RFHT, HE52RCICTLHZEL, BlicTsZ
EBLTEET, ZNHDOFR—FFXRLDA L N—=v 7 E, RIUTHERS T THE2EN
FH Ao FEXAHR— b IR =k Fr 2V 2ElT 25 & &iiE, RUR—F Fr x4z

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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NX-0S CLI £ L1=—7 / — KB LUV EX 7131 20K— rF v 2 L0EE [

LT, V=7 J— RIZER SN TWVDE FEX T /31 AWK LTI ODR— K F¥ 3L A
H—T 2 A ABERTDHZENTEET, LN ->T, NEOD FEX £ ¥ =2 —/LIZEERF ST
WHEV—7 )= RIFHEKRTCNHHO—EDOR—F Fx Rx A ¥ —T = A X (BEIER
SINDHR—F F¥RNESFTHMNIND) ZERTEET, ZHUIBLTOFITHHL 7,
FEXR— hDFR— bk Frv x0T, fexid e R— N F ¥ 3V AEZEETH I LICL > TERBIE
£ (f : interface port-channel foo fex 101) .

R21:)—7 R4 v F & FEXiR— bDR— ~ F v RILDOFI

Leaf 103

Leaf 102

Leaf 101

11-2 15 119

1/1-2 11-2

int port-channel foo

Fex 101 Fex 101 Fex 109
Poli Poll Pol19

ANN ANN

&
int port-channel foo fex 101 b int port-channel foo fex 109 E

e ZU—TNNHOD FEX / — RIS Wb e xid, R—hF Fyxifood)—72
CIZNFLHDA v AR ANA[RETT,

e J—T7 R—=FBIOFEXHR—FZRULFR—F FX¥ RNV A L AF L AD—EITDHZ LT
T&EFEHA,

e £ FEX /— KiZdR— K Fx 2L foo DAV AF L A% | DTS Z N TE £,

FIE
ARV KRFERERETI V3 Y =[]

Z T 71 |configure Ja—R_) a7 4 X2l — gy EF— REBG
15“ - L/i‘é—o
apicl# configure

R v 72 |template port-channel channel-name HLWER— kN F v XA EERT 20, BFEOFR—
Bl T ANEMRLET (7 m— SRR

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj
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ARV RFERETIVa Y

B8

apicl (config)# template port-channel foo

ATvT3

[no] switchport access vlan vlian-id tenant tenant-name
application application-name epg epg-name
i) :

apicl (config-po-ch-if) # switchport access vlan 4
tenant ExampleCorp application Web epg webEpg

A— F F v RDBEEMT NS T TDOR— b E
IZ VLAN Z > EPG Z# BB L £7°,

ATv74

channel-mode active

i) :

apicl (config-po-ch-if) # channel-mode active
(GE)

KRR N v 2 AT HITIE, lacp

symmetric-hash ==~> K& AL ET,

apicl (config-po-ch-if)# lacp symmetric-hash

GE)
channel-mode =~ > N, NX-OS @ channel-group
<Y RO mode &7 a Nl ELET, 272
L. ACI TIZ 24Ut (X3 — R— b T3 <)
A=k Fr XV THR—FENET,

KRNy T ald, WOAAL vy FTEHYR—FSNT
WEHE A,

* Cisco Nexus 93128TX

* Cisco Nexus 9372PX

* Cisco Nexus 9372PX-E

* Cisco Nexus 9372TX

* Cisco Nexus 9372TX-E

* Cisco Nexus 9396PX

» Cisco Nexus 9396TX

ATvTh

exit
1 -

apicl (config-po-ch-if) # exit

REE— FICRD £,

ATvT6

|leaf node-id

1 -

apicl (config) # leaf 101

BETDHV—7 AL vF&HELET, nodeid T
I, REOWHAXNG LD~/ — RID, 721X
ID O#iPf % node-idl-node-id2 & 9 TER THET
=FET,

ATy T1

interface type

1

apicl (config-leaf) # interface ethernet 1/1-2

R— b F ¥ RVHERLT DA 2 —T =4 AFETF
A B —T A ZADFMEIEELET,

ATvT8

[no] channel-group channel-name

1 -

apicl (config-leaf-if)# channel-group foo

AE =T 2 A AETFA VEF—T oA AOHIHE
R—F Fr F2IZE YL TES, F— bk FrxL
WA U E—T 2 AZHIRT DI, F—TU—R
nnzHLET, f v ¥—T=A A ENLHR—
F ¥ RNOENN Y TEEET L5551, LARTOR—

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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NX-0S CLI £ L1=—7 / — KB LUV EX 7131 20K— rF v 2 L0EE [

AU RFERETIVa Y

B8

FFv RN Z—T oA AESATHIFR L 72 <
T#, channd-group =~ > RZ AT HZLENRT
TET,

ATvT9

(f£&) lacp port-priority priority
1

apicl (config-leaf-if)# lacp port-priority 1000
apicl (config-leaf-if)# lacp rate fast

ZDORTE EFEDMD AR — FHEADO LACP 7' 1 /37 ¢
X, ZOBRESRTR—F F¥ RO AL 3— KR— |k
WA TE £,

(6=3))

ACIET LTI, Zhboa<wy RigAR— h 3R —
F F X RADA L NR—TR ST TOREFTE
F9, A= FRF—F Fr AL HIBRENS
B, THHOR— NENOT B 8T  OFRE B HIFR
EhET,

WORIZ, ACLETNVTHR—h Fyr L FuaXroora—r)bar7 s Fal—valrk
OO ESERa~v FeRLET, ZhbDa~r Rid,  (config-leaf-if) CLIE— R
THEDY =7 DR—h Fr XNVDF—N—F 4 RERETDEOICHEHATEES, F—h
T RV EM BT TMERIEL, T X TORA U N— R— M S ET,

CLI &3

HHe

[no] speed <speedValue>

F— N F o L OWEE DB E

[no] link debounce time <time>

K=K FxRZNNDY T TR ADRE

[no] negotiate auto

R N Fx FADF T — RO

[no] cdp enable

FR— R~ F ¥ XL D CDP DN F 7= 13 H 7ML

[no] mcp enable

AR— bk F ¥ RO MCP OEGYILE - ITEZ)
ik

[no] lldp transmit

K=k F ¥ RNV DOEEDORE

[no] lldp receive

AR— bk F ¥ F/D LLDP Z(EDRE

disable>

spanning-tree <bpduguard | bpdufilter> <enable | | 2,%=> 2 v J —BPDU # & & L £1

<percentage> |

[no] storm-control level <percentage> [ burst-rate | 2 N — AHfH (S—k ) ZHRELET

burst-rate <packets-per-second>

[no] storm-control pps <packet-per-second>

A b= A B0 0Ny b)) BRRE
LET

[no] channel-mode { active | passive | on|
mac-pinning }

A=K FxxNLDY 7D LACPE— K |

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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CLI 83X Hae

[no] lacp min-links <value> Uo7 Of/MERELET

[no] lacp max-links <value> Uo7 OERREERELET

[no] lacp fast-select-hot-standby Ry N AN, R— FOLACP miEE L7
FERELET

[no] lacp graceful-convergence LACP /'L —AT7 )b 2N~V AL RTE
LET

[no] lacp load-defer LACP o — FiBfEA > R— KR— hE2RELE
kA

[no] lacp suspend-individual LACP B — b OFlr &2 e LET

[no] lacp port-priority LACP R—F I A4 A4V T 4

[no] lacp rate LACP L— FERELET

!l

R—=FFrprL Fuo—Lar7 4 Fal—ay) ZRELET, FEBID
FXFNET—RO200OREEFHRY —DaL v a v ERTHEE LT 4T 4
[fool ZIERLET, REIISLTIVEZL DT RAT 4 2RETEET,

\)

(GE)  channel mode =~ > R}Z, NX-OS @ channel group =~ > F® mode 47" 3 Y
LET, 2720, ACI TlEZiix (A=K —FTlER<) A—h Frx L TH
R—hENET,

apicl (config) # template port-channel foo

apicl (config-po-ch-if)# switchport access vlan 4 tenant ExampleCorp application Web epg
webEpg

apicl (config-po-ch-if)# speed 10G

apicl (config-po-ch-if)# channel-mode active

FEX DR — k F% R /UZAR— b &R LET, ZOFITIE, A— k F v X/ foo IE
U—7 7 — K102 [ZEERES LTV D FEX 101 DR — bk A —HF > k 1/1-212F0 4T
B, W= K Fx RN foo DA L AZ U AEERLET, V—7 /— NiEFEs Bz
1$1002) ZHEERL, AL v TFOR—bF Fr 2 Laz@ilLEST, ZOFR—F Fv
FNAFEIL, AR ESNTZHR— b F v RV foo DA v AL L 2L ITMERT, V—7
J—=F 102 IZEADHDTY,

)

G¥) V—7 ) — RIZFEXE YV 2 — /L& FHTHHEIL, FEXAR— FEFEHLTHR—FF ¥
FIVEAERT DRNCFEATT D0 ERNH Y £,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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apicl (config)# leaf 102
apicl (config-leaf)# interface ethernet 101/1/1-2
apicl (config-leaf-if) # channel-group foo

U—7102 TlL, ZTDOFR— bk Fx¥ x)b A ¥ —7 = A A% interface port channel foo
FEX 101 LFESZ & B TEET,
apicl (config)# leaf 102

apicl (config-leaf)# interface port-channel foo fex 101
apicl (config-leaf) # shut

DY —7 )= FTR—=bFF ¥ FUIAR—bERELET, ZOFICBITDHR— b
F ¥ F/b foo (X, 101 ~103 DKV —7 /—RKRNIZHDHA —HF v b 1/1-2 78— MZE
DETHERET, V=7 /— KNI/ — RCEADOES (/— FRETHE—IZT5,
TZiEmiFensd) #HEERL, 2R KR—F Fx R A X —T oA AL LE
7

apicl (config) # leaf 101-103

apicl (config-leaf)# interface ethernet 1/1-2
apicl (config-leaf-if)# channel-group foo

A= FF ¥ XU A L NN—=FBIMLET, ZOBTIE, £V —7 ) —FKDOKR—hKF¥x
FIANZ2 DDA R —ethl/3-4 ZEBML, &/ — ROKR— b F v R/ foo B3 A L /3—
eth 1/1-4 #F> LS5 LET,
apicl (config) # leaf 101-103

apicl (config-leaf)# interface ethernet 1/3-4
apicl (config-leaf-if)# channel-group foo

R—=hFF¥RADHANN—%HIBRLET, Z0FIE, £V —7 /—KTAHR—FF¥
FIV foo 73D 2 DD A 38— ethl/2, ethl/4 ZHIBRL., &/ — ROHR— ~ F ¥ /L foo
WA N —eth 1/1, ethl/3 ZFFO LI LET,

apicl (config)# leaf 101-103
apicl (config-leaf) # interface eth 1/2,1/4
apicl (config-leaf-if)# no channel-group foo

BED)—7 )= R TRBRDA L AN—=%FOR— b F¥ XV ERELET, KRIZ, [
CAR—hF FrxihfooR ) —%FHLT, V=TT LIZAN—FR— "NRERRDHH
D) —7 ) —RTCHR—FNF xRNV A U H—T oA AENERTHHEZRLET, UV—
7 )= FROKR—=bF F¥xAFEFIL, FAUR—FF vl foollkf LTHLETHELRS
TWTHMEWERA, 7272 L CLI Tidk, #AkIZ interface port-channel foo THM S i1
F9, FEXA— MIAR— bk F¥ XADBHER I N TV DAL, interface port-channel foo
fex <fex-id> TN E T,

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/1-2
apicl (config-leaf-if)# channel-group foo
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# leaf 102

apicl (config-leaf) # interface ethernet 1/3-4
apicl (config-leaf-if)# channel-group foo
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# leaf 103

apicl (config-leaf)# interface ethernet 1/5-8
apicl (config-leaf-if)# channel-group foo

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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apicl (config-leaf-if)# exit

apicl (config-leaf) # interface ethernet 101/1/1-2

apicl (config-leaf-if)# channel-group foo

LACP DR — NHNLO T m8T ¢ Z3RE LET, KRIZ, LACP DA — MEALO T 13
T ANZDNWTHR— K Fx KD A N — K— N EHERT L0 2R L ET,

\)

(GE)  ACIET AT, ZhbDavwy RIFAR— bR AR—h Fx XD R N—Thh o7
TOHMHATEET, K= bPF—F FrFAnbilfRENHE, ZhbR— M
MDOT v T 4 FEBHIRSNET,

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/1-2
apicl (config-leaf-if)# channel-group foo

apicl (config-leaf-if)# lacp port-priority 1000
apicl (config-leaf-if)# lacp rate fast

R—h Fr 2V OEHRELZHELET, ZOFINIBTHHR—F F v F/ foo (L,
channel-group 2~ > R&EHT5Z & T, 101 ~103 DF Y —7 /7 — FIZx L THERR
SINET, A= F Fr X VLOEHREZ, F—F F¥r RN A0 F—T oA ZA%EH
LTHY—T7 THRETEET, ACIETF LTI, A— bk F¥ RLOEIRELY V0 —
s A= THRRT 5 Z LIXTE R A,

// create port-channel foo in each leaf
apicl (config)# leaf 101-103

apicl (config-leaf)# interface ethernet 1/3-4
apicl (config-leaf-if)# channel-group foo

// configure admin state in specific leaf
apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel foo
apicl (config-leaf-if)# shut

F—=N—=F A RiERRIE, o7 e X7 4 2B LN K Y —T7DOFR— K F ¥ rL A
VH—T A RTREED VLAN KA A U E2EIN B THEAR LI E THERNTY,

// configure a port channel global config
apicl (config) # interface port-channel foo
apicl (config-if)# speed 1G

apicl (config-if)# channel-mode active

// create port-channel foo in each leaf
apicl (config)# leaf 101-103

apicl (config-leaf)# interface ethernet 1/1-2
apicl (config-leaf-if)# channel-group foo

// override port-channel foo in leaf 102

apicl (config)# leaf 102

apicl (config-leaf) # interface port-channel foo
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# channel-mode on

apicl (config-leaf-if)# wvlan-domain dom-foo

ROFITIL, channel-group 2~ > REEHT 52 & T, A—bFDAR—F Fr xLED
YTaEELET, tOR—FF ¥ 2MHID B THANCAR— F F ¥ LD A —
Ty T EHIRT 2 HEITH Y FHE A,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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apicl (config) # leaf 101-103

apicl (config-leaf) # interface ethernet 1/3-4
apicl (config-leaf-if) # channel-group foo
apicl (config-leaf-if)# channel-group bar

Cisco ACl D{REHR—F FrRIL

AR — K~ Fv v (VPC) (ZX T, 220D H72 5 Cisco Application Centric Infrastructure  (ACI)

V=7 /= FNiciEicEmicshic ) v o7z, Vo807 7 /ny =2 A= 5% v b
U= A v F, == fiDORy T =2 T R EIpHHE—DFR— b F v /L (PC)
WCRADEIICTDHZEMTEET, vPCIE, VPCOET XA v F & LTHRESNTZ2ED
CiscoACI U —7 A A » F LR S E T, Ofthe vPC peers, one is primary and one is secondary.
The system formed by the switches is referred to as a vPC domain.

X 22:vPC KA A >

ACI ACI
Leaf Leaf

“-\_vpo
Y4

504295

Host or Switch

wOENEIL. Cisco ACI vPC FEIE|C[HEA T,

sVPCETRNCHBAET Vo 71xdH 0 A, bz, 777V v 7 BIER~LF Vv —
v hFuxr/ (MCT) & LTHSREL £9,

« BT RIER[HEM T 1 k2L ¢ Cisco ACI 1%, Cisco Fabric Services (CFS) D{%#> 9 {Z Zero
Message Queue (ZMQ) Z{HEH L E7,

«ZMQ L, FF U AR—FELTTCP 2FHTHA—T 2 VY —ADEMNRERA vE—Y
VT IAT7 T )T,
s ZIDTAT T VI, AA vF ETiHlibzmg & LTy —IbENTEY, vPCET
CBETAVEROLET SV r— a7 SRTWET,
s BT OBIFERGEMIL, BB T VU 2R L T INET AL, DbV IZ, —T 4
7 N H—HER LT T ORERREMEA R LET,

e VPC X —T ¥ T, BT L— FMEHDOEDICZ=F ¥ A b L—TF ( T ERN— R
(URIB) Z%&kLE,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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cIS-ISHAET ~D)— R EBHT AL, URIBIZVPC X — ¥ Z@HMLET, vPC~
X =V xiE, ETEOZIMQ Yy FEHZ Y ELET,

s BT = EBIS-ISIC L > THRVHEHEND &, URIBIZVPC ¥ 32—V ¥ IZHOGERA L,
VPC 2 —T % IIMCT Y v 7 %24 LET,
20DV =7 AA vy FRMIZVPC FAA »Z2ET 2%E1F, U FON—Ry =7 €7/
OHIRER#EH S ET,

s FIHRD AL v T X, F1IHROMDOAL v F L OBEEERHY T, ZnbHD
2L v F BT MT, AA v FLOKRIZ TEX) . [FXJ . [FX2) . [GXJ 7%
FENLUBEDY 7 4 v 7 AN ETHBITEET, =& x1E, NIK-9312TX &9
L7 ETT,

o EOHRLIBED AL v F1T, VPC RAA L CIRESHEALZENTEXET, ZNHDOR
A v F T ML, AL v FLHOKRREIC TEX) . [FXJ . [FX2) . [IGXJ F7ix#
NLIEDY 7 4 > 7 APRFINTND Z & THBITEE T, 72L& 2iE. NIK-93108TC-EX
<2 N9K-9348GC-FXP &\ 5 £ HiiZp & T,
HENYED B D vPC A A v F T D :
« N9K-C9312TX $ L T8 N9K-C9312TX
« N9K-C93108TC-EX 3 X TF N9K-C9348GC-FXP

* N9K-C93180TC-FX and N9K-C93180YC-FX

* N9K-C93180YC-FX # L U N9K-C93180YC-FX

HHBPED 720N yPC A A v F T OH
¢ N9K-C9312TX F L X N9K-C93108TC-EX

* N9K-C9312TX I3 L TF N9K-C93180YC-FX

e R— F F ¥ VB I OMFAER— b F v /UL, LACP OFHEIZH b bR TE £,

AR— % LACP {1 & THER L7= D2, R— F23E T 205 LACPPDU 2 %Z(5 L2 » 725
A LACP 3R — F &R BBICRELE T, ZhiCk> T, —"—HiciTEBICk
WMT D085V 7, LACP BWA— FaimBiyup REEICT A2 &AM L LTS
5 T7, LACPsuspendindividual #4552 LT, BfEA 4 DERIC ST TR Tx %
T, TDOEDITE, VPCARY — I —FTR—F Fx xR o—%EHKL, T—F
% LACP 7 7 7 4 7IZ3%E LT/ 5, Suspend Individual Port ZHIBR L 97, ZiuLitk,
VPC NDR— MNIT 7T 4 77EE, LACP X7 v M EEE LT ET,

¢ ARP v m—3 g 3L, AR —F Fy A Tcodifa— R Ty 7
(ALB) I%. Cisco ACI TIIV¥R—FENTWERA,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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Cisco ACI fz 84— +Fr 2 Ln7—2 70— [

Cisco ACl (REB/R— FFrRILDT—H 70—

FIE

ATy I
ATvT2
ATv73
ATv74

K 23:/\—F ¥ )L R— b F¥ RILDFRTE

Leaf 1 Leaf 2

500008

mmhllll

AR — K Fx 32/ (VPC) DRV —7 7u—FkD LBV TT,

1RO BRI
AT T H¥F2 VT 4 RAL VCHARY [EEZIRALT 7B AMERP O D 2 L 2R L E
R
MBI A L H =T 2 A REFOL =Ty b V=T A v TFMEMTE L Z L &fid L%
R

c WL VPC T D= D2 oD =7 A vy FON—RY =T IZHMMERH D Z &%
RLET, FHEMIZOWTIL, Cisco ACI DfAHAR— F Fy x4 (105 °—2) ZHZHL
TLIEENY,

VPC X A 7DVLAN 7 —/)L, RAA 2 AAEP, 77 tERA V=7 K—FKRY — I N—T%MKLET,
VPC AA v F T ZfERR L ET,

VPC A VX —T7 = A AR LET,

TV r—ary Ty ANV ERELET,

a)
b)
¢)

d)

e)

AZa— /N—T, [TFY b+ (Tenants) | >[TXTHDTF > b (ALL Tenants) | DIAEIZER L £ 7,

[fE2 (Work) ] A>T, 7 v &Hx T Y v 7 LET,

[Fv % — 3 (Navigation) | XA T, TFU &>V 4 v X2 — bt (Quick Start) [Z&EIRL
£,

T RRA N ZN—T (EPG) . 2 77 b, TV Y RAL, BT Xy b, BLXO=a U7X
ANERELET,

PIBNZAERR LTARIER — R F ¥ RV AL v FOTa 7 7 A MIT S Y r— 3 F a7 7 A EPG
Z BT £,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B suzemLrweors

GUI ZfEA L= vPC DEX

FIE

ATy T

ATy T2

ATvT3

ZOFIETIE., GUILZFHLTVWC ZEHRLET, ROFNTRTEHIT, V—T A vF E
T TN—T T T A L EBEIO LET,

* Leaf201 202
» Leaf203 204
» Leaf205 206

ZEIFHT EBEFHITONRA N TS50 F 4 AZONWTIE, CiscoACI 47 V=7 FOL&RIFHT &
BEATT : RANTF7I7T 4 ARF2 AL MEBRLTLLEE N,

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/
b-Cisco-ACI-Naming-and-Numbering.html

1R BRI

[ U vPC X7 D—ERIZI2 525DV —T A v FDO/N— R = TI\ZHEMNENRSH D 2 & &R
LEd, FHEMIZDOWTIL, Cisco ACI DfAER— b F¥ 3L (105 2—2) 2R LT
W,

Ama— =T, [Z7TYvs (FABRIC) |>[FHER #1)S— (AccessPolicies) ] DIEIZ R L %
R
FES =gy T, KU S— (Policies) ]>[RA vF (Switch) | > [{REBHR— kF ¥ RLDOT T+
JL & (Virtual Port Channel default) ]% 3% L £,
[BARAY%E vPC R4 )L— T (Explicit vPC Protection Groups) | 7—7 /L C, [+| 227 Vv 27 L, kD LD
W27 4=V RICANLET,
a) [%&BT (Name) | 7 4 —/V RiZ, vVPC X7 D& HIZ AT LET,
ZRTDOB] @ rear201 202, ZOFID K A FiIZEHTHE, ED22o07 77V v ) — R vPC
BT ThDHNEHBICHRITE ET,

b) [ID] 74—/ FiZ, VPCXT D ID GRELE' T ID) #ASHLET,

ID OF : 201, ZOFITIZ. XTOEPD /) — RIDHEZZHEH L T, IDZ vPC27 & EHEfITR7 <
LTWET,

¢) [Switch 1] B X OV [Switch2] 7 4 —/L KT, vPC AA v F XT DV —T AA v FHFRL 7,
d)y [E (Submit) 1227V v 7 LET,

VvPC 7%, [BAREY%E vPC 124 )L— T (Explicit vPC Protection Groups) | 7 — 7 /LIZiBN
EnEd, REIP (Virtual IP) ]I, ¥ A7 A b b2 RiRA > & (TEP) 7 —/Lin
HHBEVERINZIPT RLATHY, vPC AA v F X7 OMEHSE (m=—Fx R ) TEP

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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TOTFANELLYREBRALEY—T / — FEE VX 734 2ToRER— FFrrrngE |

ERLET, DFD, vVPCRXTDOVPCHRT Y RARA L M TNy Mt 2O =—F %
ARVTEP Z#EHA LTy FEEELET,

JOJr7AILEE LY B EFERLEY—7 /—FEXUEXT/AM R
THORER— FF v RILDETE

BETOID7AILEHEL, 2860 —7 A yFRTRAILY—TRAYFA 22—z
A XAz=HFDVPC
ZDZ—RAr—ADHFITIE, WO EEERLET,
* Leaf201 202 swprof EFFENDFEAAAL v F 7u 7740 (/— K201 BL/ — K202)
* Leaf201 202 IntProf EMEENDFEARA v F—T=z—AT 077 AL (/— K201 BIW
J — K 202)

cBthl 1 EMHENAT 7 EBAFR— K BLIZZ (Lear201 22 A LV F—T A A TR T 7 A
LDOT) 1F, VPCA v B —T oA ARY = T N—T%ELTOET,

VPC A F—T A AR — N —"T1%, customer nep &IFEILDH AAEP 45 L TV
iﬁ—o

* AEP (customer aEp) |ZlE, customer PhysDom & D BHHEfIITAH Y F7,

Customer Static VLPool & ME[FAL2 VLAN 7 —/ L & D BE#Ef} 1T 23

* Customer_ PhysDom {Z{X,

HYET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B cc70o710%885 260U—7 R yFRTRALY—T R4 vF A V8 —T A REHDVPC

R2:4E567 0774V %EHEL, 280)—7 A4 YFRTRALCLYV—T RAYF A 23— 4 X%&HD vPC

Physical / Logical Topology

Fabric -> Access Policy

)
.
e

504296

Host or Switch

C DB DHEEE

AA v F rea201 BEL Wreare02 T, A— b Ethl/l ZvVPCO—#E L TRELET, Z D vPC
AV H—=TxA AlX, VLAN1201 ~ 1299 (27 7 B AC&EEd, A HX—T A AR —
TN—TG 0T, LACPT 7T 4 7B IOFDOMDA v X —T 2 AEBFDRY ¥ —RE%
BT DHZ ENTEET,

COEREWVOERYT SN

722X, vPCHEHR SN —R—DhEfEzarY¥a—T 407 V=7 24 v FDHH
NRTRHAES. U, FNODAAL v TFOT7 7TV T TIZEARY S —DFT, fES

Il CiscoAPIC LA ¥ 25y hT—Y#REAA K. ) U—Z6(x)
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BAOTOT7 A LERED2EDY—T X4 vFHMTALY—7 R vF 1 v5—Tz1 282w ]

A TFIA L HE—T2AA R T T 7 A NVEHEHTIZOORE R —RX F—R 27320 £7,

AAF AV H—T A A, TIEBAR—ILBL I X, BIXRVWCA L X —T A AR

U= I N—TEHEERE LTI, NBROFIITI DY v — XA T DY — " — 5

TEHLHIITTHZENRTEET,
BROTOT7AILEED2ED)—TRAA Y FRITRAILY—TRAYFA 42—z
A1 XZFHDVvPC

ZDA—RA F—ADFITIL, ROZ EEEFZLFET,

* Leaf201 SwProf BLIW Leaf202 SwProf k@ﬂiﬂéﬂﬁlﬁ DAL v F Ta7yrA) (/—FK
201 BELOV — R 202) .

®* Leaf201 IntProf %J:U Leaf202_ IntProf k @ﬁiﬂéﬂﬁlﬁ 0)4) \/57*‘7 z— A 7OD 7 7/1)
V(7 —R201 BEOV — R 202)

«Ethl 1 EMEENALT 7 BA R— K L7 # (Leaf201 38X N Leaf202 1 & —7 = A A
Ta7rANLDTF) X, RCLWCA L E—Tx2A AR — FA—T%KLTWET,

vPCA LV HE—T A ARY — T)L—T1L, Customer AEP LI D AAEP Z¥5 LT
£7

* AEP (Customer_AEP) Wi, Customer PhysDom L @E’:ﬂ@ﬁ“fﬁ)&) U] ij—o

* Customer PhysDom |ZI&, Customer Static VLPool & FE(EAL5H VLAN 7' —/L & D BHHEifFIF 23
HYET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B o707 Le802800—7 R4 v FMTALY—7 R4 vF 4 28— T 24 REHEDWPC

H25:EDOTOT7AILEHD2EDY—T RAYFRTRALY—T ALY F A 0 3—T x4 R&HD vPC

~2®

Physical / Logical Topology

Fabric ->
Access Policy

Host or Switch

C DB DHEEE

AA v F Lear201 B L Wrear202 T, A"— b Ethl/1 Z vPC D—F & L TREL £, Z D VvPC
A B =T xA A%, VLAN 1201 ~ 1299 (ICT7 7 B AT&EEY, A v X —T A AR —
TN—TG 0T, LACPT 7T 4 7B IOFDOMDA v X —T 2 AEBFDRY ¥ —RE%
BT DHZENTEET,

COEREWVOERYT SN

Ay bEa—7 47, =¥t A, F72IZ Cisco Application Policy Infrastructure Controller (APIC)
BREDREGV = —RaYR— 1 120 —7 2 v FRBLIGEIE, ZOMMEHERNLE

Il CiscoAPIC LA ¥ 25y hT—Y#REAA K. ) U—Z6(x)
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GUI ZEA T4 V8 — 7 T4 RBHETILIZE D ACU—T R4 v FRER— b Frrromi ]

+, ZOBE, ERIOA L H—T g AT 0T 7 A NEHEATS L. RRIBOFEEDSE bR
BLREFIC, D7 TY s >FHERKY S—OREE THARRY 7 1) — 2 THEL LT
RAEIAR S = L R TEET,

GUI ZERALIzA V3 —T A ABRETIVICKDACI =T XA
FARER— b F v RILDER

ZOFIETIE, A2 —T7 A A FEEH LT, M7 227 XA v F % Cisco Application
Centric Infrastructure (ACI) U —7 A A v FORIER— N F v 28 LE4, FNEIT,
CiscoACl U —7 AA v F A X —T = A AMOFEHD T NA A %4k T 256 L FE Uik
D i‘g—o

R 26: 24 v F R—F v )L R— b FrrILHRE

Leaf 1 _"_l, Leaf 2

—

1/26

Switch -

158 BRI

* Cisco ACI7 7 7' U v 7 D% S 41, Cisco Application Policy Infrastructure Controller (APIC)
WA T A N> TEY | CiscoAPIC 7 7 A X BB SN TIEFWIZEEL TnDd Z &,

500008

IR T TV I AT TANT I TF Y HEREVER TE 5 Cisco APIC 77 7'V v 74
BET U "IMERAMRETHD Z &,

e X =4y hU—T XA v TFWNCiscoACI 7 7 7V v 7 IZBEKEI N, FHTETHDZ &,

)

GE) 220V —7 AL v FRBITVPC RAA U EAERT D561, R vPC T O—EIZ732 5 2
DY —T ZA v FDON—RT =2 TICHEMERH D Z & 2R LU ET, FEMIZ OV TiX, Cisco
ACI DIER— b F v/ (105 2—) 2R LTLIEEN,

FIE

ATYT1 A=a2—1"—=T, [Z7TYv%Y (FABRIC) |>[77 R K" — (AccessPolicies) | DJHIZEIRN L F
—é—o
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B ocussEALE o8 —T oA RBBEFILIZES AC U—T 24 v FRER— FF ¥ RILOMHH

ATy T2

ATvT3

ROWT PO FEEEH LT, [A 23— 24 ADEA (Configurelinterfaces) | A 7 m 7 %&£
7T

HiE1

a) [FE#— 3> (Navigation) | %4 T, [V4 99U R2—FbF (QuickStart) 1 %27V v 7 LET,
b) [fE% (Work) ] XA/ T, [A 32— x4 ADHKRE (Configurelnterfaces) | 227V v 7 LE 7,

FHik2:
a) TEXF—2a3 XM U T[A23—T 4 RDEEE (Interface Configuration) ] 28R L £,

b) EESA T, [T 3> (Actions) >[4 82— 4 AMHRTE (Configurelnterfaces) %27 VU v
7 LET,

(423 —T 4 RDEEFE (Configurelnterfaces) | ¥4 7 v/ T, LFOT7T 7 v a r #FTLET,

a) [/—FK %47 (NodeType) 1 T, [U—7 (Leaf) 1227 VI LET,

b) [R—bt %47 (PortType) ] T, [PV +ER (Access) 127V 7 LET,

) [M2B—TzARHEAT (InterfaceType) | T, [A—H v k (Ethernet) 1227 U v 7 LET,

d [M28—T7z14RDEHF 14T (Interface Aggregation Type) [T, [VPC] Z#IR L 7,

e) [VPC1Jy—7T RA vF R7F (VPC Leaf Switch Pair) | D&%, [VPC J—T AL v F RT7DER
(Select VPC Leaf Switch Pair) 14227 Vv 7 L, HDAAL v F XT DRy 7 ANZF = v 7 &AL
T, [ER (Seect) |22V v 7 LET, HEOAL v FEENTEET, 7 a L LT, [VPC
)—2 R4 v F R7DYER (CreatevPC Leaf Switch Pair) |27 U v 7 L, %HEIZGLTT 4 —/b
RIZATI L, "7 Z2@R LT [#IR (Sdect) 1227V v 7 LET,

f) [TRTDRAYFDA 3 —T 4R (InterfacesFor All Switches) ] T, BMDA v ¥ —T7 = A A
OFIFAEANTILET,

g) [PCWPCA 2B —T x4 RKRY— 4 I)L—TF (PCIVPC InterfacePolicy Group) ] D& 1%, [PCIVPC
A=A R KR — FIL—TDER (Seect PC/IVPC Interface Policy Group) 1 %27 U v 7 L
EJ N

hy [PCWPCA2A—TxARKR)I—FIL—T0D:EIR (Select PC/IVPC Interface Policy Group) ] %A
Tar T, BEFEOVVCAHRY v— 7 —T %R L, FIR (Sdect) |27 Vv 7 LET, A7V av
L LT, [PCWPCA B —DzA AR —JIL—T DR (CreatePC/IVPC InterfacePolicy Group) |
7 U7 LTHLWVWCARY v— Z—T%Flk L, 74—V RIZADLT[REF (Save) 1 &7
Vo2 L, ZORY) — TN —7%&RLTLHER (Sdect) 127V v 7 LET,

i) [R—bk F¥RIL A28—K1) L— (Port Channel Member Policy) ] C, [fR— k FrRJL A /83—
R —Di#ER (Select Port Channel Member Policy) 1. #2727V v 27 L, AU »—%RRL T [ER
(Sdect) 1227 Vw7 LET, 7 var LT, [R—bFrRILAN—FR)—DERK (Create
Port Channel Member Policy) 1427 U v 7 L, %EIZELTT 4 —/L RIZASH LT [REF (Save) |
7 Uv 7L, FORY —%BRLTLHER (Sdeat) 127Uy 7 LET,

i) [fR1F (Save) 1227 Uv 7 LET,

FER . vPC DU E SN TWD Z L AR T DL, ANBAAL v TFNT X v FENTWNEHY —7 R
4 vF T, CLL=~> Rshowint Zfi/f L9,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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NX-0S CLl £ L 1= —7 / — KB LU FEX 7131 ROEER— k Fr#r0iE [

RDBERY
INT, AA v F N=F ¥ /L R— K Fy¥ A2 LOREFIRITZET LE L,

\}

GE)

717 a—T& A,

COREF N R TEREZADNCLETN, 20— Ry = TREICEEMN T N =F%)
RT7T TV r—varyTarzrAN, EPG, BXWa L T 7 "R WE, =% T T 4w

NX-OSCU ZERAL=U—7 /—KFKELUFEX T/ 1 RO RER— k

o

FrRILD

A

X e

RAEAR— K F v/ (WPC) X, FANETEAAL vTF%#2ODT v T AR =LY —T ) —
NIz L CHAIRMBOE R L a2 M E S5, A— b F ¥ RV OIEMHEETY, NX-0S
T, VPCRREIL2 ODT v T AR —h A v FDOENETNTITON., A v FHOET
Vo7 &2 L TRENFRMENETS,

Cisco Application Centric Infrastructure (ACI) €7 /L ClL, BT U7 134T, vPCEET
WHEOT v T AR —A U—7 7 —KRIZx L TZa—rULI8IT & 9, vpecontext & I
ENnsd7ua— L ar7 4 F¥Fal—alE— B CiscoACI TITEA SN TEY, vPCA
B—T A AL, WSOV —7 ) — R/ a—Lary7 4 Xal— a3 ZEMaEEIcT 5
interfacevpc & W5 ¥ A T EEH L CEINET,

Cisco ACI E7 /LD vPC TlE, V—7&HR— h&fif3% vPC & FPC AR— K &4 L7z vPC D 2
OORND AR YR R—-FEnET, V=7 ) — FOXTHIIZZEDOVPC A 4 —T =
ARABERRT HZENTEET, FAKIZ, AL —bF AR YDY —7 ) — K XT7IZHfit S
NIZFEX Y 2— L DOXTRHICEH., 2D VPC A v B —T = A AE{ERTE £T,

VPV ICEET 2MEIHHE LTI, UTOL O RbDBH D £,

MHINAHVPCAIX, V—T7 /= FKXTHT—ETYT, =& xiE, Teorp) &5 VvPC %
BT 556 . FEXOHEIZ b HT, £V —7 X7 TERTE 2D1X1 27217 T,

e V=R —=hFELFEXHA—FZ2FRLVPCIZEHDHZ LITTEERTA,

¢ X FEXEY 2—/LiX, vPCcorp D 1 DDA LV AHX L AZDRHEDDHZ LINTEET,
« EXZATREIZT D VPC 2T F A K

*VPC AV T HF A RE—RTIE, FFED Y —T7XT DT RTDOVPC ZRETEET, vPC

over FEX D5 WD 2 SOREBEHNRT L HI1Z, vPC 27 F A MHIZ, E721F vPC
A B =T oA AL LB fex-id T ZETHHLENH Y £4,

(config) # vpc context leaf 101 102
(config-vpc) # interface vpc Reg fex 101 101

F0x

(config) # vpc context leaf 101 102 fex 101 101
(config-vpc) # interface vpc Reg

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B vxoscuEERLEY—T / — FEEUFEX 731 RORBAE— b F v RLOBE

FIE

ATy

ATy T2

ATvT3

Cisco ACIET /L Clt, vPC DR EIFROFIETITWVET KROBITRLET) o

\}

GE)  VLAN FAA 9%, VLAN OFPH CHETYT, A—F Fr x0T 7 L— MIBEEMNT S

NTWDHRERDY £,

1. VLAN O#i[l © VLAN R A A UK (7 2 — VLR TE)
VPC RAA VERGE (7 e —/ 3 LR E)

A=K FXxXVDOT 7 L— FOFKE (78— VLEEE)

A LW D

K=k F¥R2NVDT 7L — % VLAN KA A NZEHEA T 5
5. VPCHR— K FX¥ RIUERE (F'm— LiRE)
6. "—brZ2V—7 ) —KDOVPCIZERETD

LAY 2, LA¥3%2VPC 2L TFA D VPCIZEHRET S

~

B8 HHIIZ

[ U VPC T DO—EBIC/2 B 200D —T7 AL v FON— Ry =T ICHBMEND D Z & 2R
LET, IOV TIL, Cisco ACI DAEAR— b Fv¥ 3/ (105 X—) 2L TLES
A%

configure

Jau—r)ar7 4 F¥al—yary ET— REBBLET,

1 -

apicl# configure

vlan-domainname[dynamic] [ type domain-type]

AR —T F ¥ FX/LD VLAN RAA CORE (R—F FX X NLDOT T L—hEZ D),
1 -

apicl (config) # vlan-domain doml dynamic

vlanrange

VLAN K # A > @ VLAN O#iPH %z 7% & L. configurationmode(fXEET— K, 2> 7 4 F a2l — 3 T—
R Z#& T LET, H—0 VLAN 7213850 VLAN #iH 2 5%E T £,

fi

apicl (config-vlan)# wvlan 1000-1999
apicl (config-vlan) # exit

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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ATv74

ATy TH

ATvT6

ATy FT17

ATvT8

NX-0S CLl £ L 1= —7 / — KB LU FEX 7131 ROEER— k Fr#r0iE [

vpc domain explicit domain-id leaf node-id1 node-id2

VPC RAA &) —7 ) — ROXTHICEELET, V—7 /— KT L L HICHRE— RTVPC KA
A4 1ID ZfETEET,

VPC RAA VEFRET HI2DOREa~y RFko LBY TT,
+ vpc domain [consecutive | reciprocal ]
wiA 7 a VB X OHAEA T Y a EMET S L, CiscoACL 77 7Y v 7NOFTXTOY —7
J—RTVWC AL ZREHRETEET,
* vpc domain consecutive domain-start leaf start-node end-node

ZOavwry NI, V=7 = FXTOBBREN-E Y MR L TEFEL TVWPC AL UV E2FRELE
‘g—O

1

apicl (config) # vpc domain explicit 1 leaf 101 102

peer-dead-interval interval

U—7 2 v Fid, BT DLINEEZET DR, vPC #HITT D £ TS T 2 OBEEZ R T L E
T, ZORMANETNOISEEZET DTN E ) —T7 A, vF, ETEEIETLHINDERRTE< R
2 —L LTCOZREZFESVPCIHEENLET, BT 00N EEZETHLEZORET, vPCEEILLET,
HPHIX 5 ~ 600 Y CT9, 7 7 A4 /L MK 200 FTT,

fil

apicl (config-vpc) # peer-dead-interval 10

exit

Ja—\)ary7Z 4 FXal—arE—RIED £1,

1 -

apicl (config-vpc) # exit

template port-channel channel-name

BHLWR— MYy XV ZAENT 50, BFFEOR—FTFr 2V aRELET (Fe—ary7 s Fab—
valr) ,

TRTCOVPCIE, KV —7 XTOKR—FF ¥ ELTRESNET, RALTVPC DY —7 X7 T,
FIUAR— M F v % NALEHERTAIMNERHY T, ZOR—FFyxu, V—7 J—FD 120 ko
XTI TVPC ZERT A7 DIfEHTEES, £V —7 /—RIZiE, ZTOVPCDOA LV AF AN D
R VESM

1 -

apicl (config)# template port-channel corp

vlan-domain member vlan-domain-name
PIRMIZERE S172 VLAN KA A Ui, R—F Fx 307 7 b— b & £,
1 -
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vlan-domain member doml

ATw 79  switchport accessvlan vian-id tenant tenant-name application application-name epg epg-name
R— bk F v F N EEE#HM T 5T R TOR— b EIZ VLAN 2£2 EPG ZE AL £ 7,
1
apicl (config-po-ch-if) # switchport access vlan 4 tenant ExampleCorp application Web epg webEpg
AT w710 channel-mode active
GE)
VPC OR— " F X FET 7T 47 FX FNLE—RTHLILERH Y £,

I

apicl (config-po-ch-if)# channel-mode active
ATy 7N eit

HEE— FIZED £7,

fil

apicl (config-po-ch-if)# exit
AT w712 leaf node-idl node-id2

RETDY =T AL v FOXT ZIEELET,

fi

apicl(config) # leaf 101-102
AT w713 interface typeleaf/interface-range

R— b FXXVCREST DA F—T = ZERFA L F—T = A ZAOFHEFE L £,

i

apicl (config-leaf)# interface ethernet 1/3-4
AT w714 [no] channel-group channel-name vpc

A B =T 2 A AETNFIA LV H—T = A ADHFHER— b F v 3 UZEIV Y TET, A— hFrxin
LA H—T A AHEIBRTDITIE, F—T—FnozfALET, /v F—T = A ENLHR—F ¥
FNVDOENY Y TEEHETLH5E51X, BRIOR— FF XY RVnbA U F—T7 2 A AR RICHIRT 52 &
7¢< channé-group 2~ REANTHZ N TEET,

GE)
ZOawy Rovpex—U— Rk, A— b F ¥ RNV &ZVPCIZLET, vVPCHRELEHFIE LR WEEIEL, vPC
ID AHBIZAER S, TRXTOAN— T —7 J—FNZ#EH SN ET,

fi

apicl (config-leaf-if)# channel-group corp vpc
ATv 15 exit

fl

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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ATv 716

ATvT11

ATy 18

ATv 719

NX-0S CLl £ L 1= —7 / — KB LU FEX 7131 ROEER— k Fr#r0iE [

apicl (config-leaf-if)# exit
exit
fi

apicl (config-leaf) # exit

vpc context leaf node-id1 node-id2
VPC 2T HF X b F— FTIX, vPCOREZMWM ST DY —7 /) — R XTITHEMATE £,
fi

apicl (config) # vpc context leaf 101 102

interface vpc channel-name

1

apicl (config-vpc)# interface vpc blue fex 102 102
(f£#&) [no] shutdown

VPC 2T XA FNTOEFHREORTE T, WHFDOY—7 J—FRIZXLT1oDa<wy R TvPC OEH
REEZEECTEET,

1 -

apicl (config-vpc-if) # no shut

1
WIZ, FANRVPC ZRET DBl R L E£T,

apicl# configure

apicl (config) # vlan-domain doml dynamic

apicl (config-vlan)# wvlan 1000-1999

apicl (config-vlan) # exit

apicl (config) # vpc domain explicit 1 leaf 101 102
apicl (config-vpc) # peer-dead-interval 10

apicl (config-vpc) # exit

apicl (config) # template port-channel corp

apicl (config-po-ch-if)# vlan-domain member doml
apicl (config-po-ch-if)# channel-mode active
apicl (config-po-ch-if) # exit

apicl (config)# leaf 101-102

apicl (config-leaf) # interface ethernet 1/3-4
apicl (config-leaf-if)# channel-group corp vpc
apicl (config-leaf-if)# exit

apicl (config) # vpc context leaf 101 102

wIZ, FEX R— b2 LT VvPC 2R ETHH AR LET,

apicl (config-leaf)# interface ethernet 101/1/1-2
apicl (config-leaf-if)# channel-group Reg vpc
apicl (config) # vpc context leaf 101 102

apicl (config-vpc)# interface vpc corp

apicl (config-vpc-if) # exit

apicl (config-vpc) # interface vpc red fex 101 101
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apicl (config-vpc-if)# switchport

apicl (config-vpc-if) # exit

apicl (config-vpc) # interface vpc blue fex 102 102
apicl (config-vpc-if) # shut

4 7 1) L— (802.1Qbg)

V7V 277 47 UL —TIX, Cisco APIC U U —R23(1) CAA v F 7 F7 3 DORhE
ATd, V777 47 UL —IEEEFE#ER02.1Qbg D ¥ 7 D/g\\T 7 —F: R > —%iH
L. BEIOSUT, 588 E770134 =47y VMY —REIC N T 7 4 v 7 2EET D0 =
AT ~ODTRCONT T 4 v I EEELET, B—BDNVAS T TEHY EHA, Tu—
RE¥ ¥ A MNERFATIFXY AN FT 7400 270F, V7V 27407 U Lb—iE, & VMHP—N
TR—INMIRTFy hOLVT Y r— g vERELET,

V7V 7T 47 VL—0ORED 12/, AL v T v 7l LOVERKE., Vm 2V 3R — b
HY =N —=REMRT DDA v TFEZIEH L TCWES, VL7747 JL—
Tix, AV v —, RCH—"EOVm OO NF 7 ¢ v 7 M T % Cisco APIC THET 5
ZELTEET,

CiscoACI, Ao TEEDRILR— IO AVICRTICN T 74 v 7 &2 T5, V7L 7T 4
7 U L—EFMTTEET, APIC GUL, NX-OSCLI £721X RESTAPI #fH L T, L1 Y2
A B —T = A A RY I —& LT individual ports(ffl # DR — bk, {EHBIHR— k), A—F Fr %
NEIIEER—F F RV TYI 7L I T 47 VL—%GNNITHIENTEET, 2O
BEIZT 7 4V FCTIET 4 =7 M > T ET,

HEE KA —V Xy AR — Db DT 7Y 7 —4% 802.1Qbg #7395 (VEPA) MMM i
HHHERELET,
JyIoLy T4 ) L—DHYR—+
V7V 7747 JL—Ilid, ROYFR—FENTWET,
« IEEE #£¥£ 802.1Qbg # 7 D\ 7 7Va—F V7L 7747 UL —EL LI ET,

Cisco APIC2.3(1) Y U —Z2D Y U — A (X IEEE#E802.1Qbg AR — F L TWWEHA~VILF
FXexN T ) no—L S HITEET e —FTT,

SRR AL
(AR R A A AT e b LT E AL,
COPERA— | e Fr R (PO) LA — FFrFA (VPC)

VA Ty Ty T AT (FEX) LT L— R — N3 R — S TWERA,
V7V 2747 V=3 R—=—FEINTWRNA L F—T 2 A ATHMNI > TND &
PEENREET D & KBEOBFNLREDNRFFSNET, R— TV 7L 747 VL —%
BN DL, BEEZZ VT LET,

 Cisco Nexus 9000 >V — XD A A v F & EX £721%X FX . ET VLA DORFZIZLET,
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culz@ERALEY 7L 717 U L—oant [

GUI ZERLEYILIT47 JL—DFEE

FIE

ATvT1
ATy T2
ATvT3
ATvT4
ATy T5
ATvT6
ATvT71
ATvT8
ATvT9

ATv 710

ATvIN

;Bydefault(7 7 4 /L b C, T 74NV EFTIX) V7LV 7T 47 UL —0RNEZ> TWET 272
L. Ay TFDLAY2A4 0 F—T A AR =L LT, R—b, FLEFFR—-F Frxi
AR = Fy RV TIREARITEET, BOCHY —2FEL, K v— 7
N—T L RY —E BT E T,

1R BHHIIZ

Z OFNATIX, Cisco Application Centric Infrastructure (ACI) 777 U v 7%ty T v 7L,
WAL v F2RE L THDLZ L&AHELE LTOET,

[(Z7 VY] >NEBT7 IR R O—]> >[4 3 —T A RKR) =] ZFRL, [RYI—] 7+
NEEREET,

L2 A =D AR TANFELEZ ) 7 LT, [L2AVA—T 24 XA KR —DERK] ZiEIR L =
R

L2 B =D A RR)—DER]| XA T a7 Ry 7 AT, [&H] 74—V Ric4kaiz A LET,
[(W2L9FT47 JL— (8021Qbg) =V 7 C, [A %227V vyr LET,

VBN UT, AT T Ry 7 ADZDMOA T g 2RI L E T,

[Submit] 7 U v 7 LE7,
[(RUL—]FesFr—rar XqoT, [RU—=TUW—T 7417 %BNT, (V=T KRYP—FI)L—
ANo7andmrV) v LET,

[D—2 R >— T N—T] thh2q T, [ACTIONS] Fr v 7 & U A h%EB L. [Createl eaf
Access Port Paolicy Group]. [Create PC Interface Policy Group]. [CreatevPC Interface Policy Group]. =%
7213 [Create PC/VPC Override Policy Group] %R L £,

R —TN—T B4 Ty Ry 7 AT, [Namefidd] 7 1 —/V RIZ4BTIZ AT LET,

L2 A—T AR KR) =] kv T VAT, VZVL7T7 47 UL —%HGhIT 572D
ERC L7eR Y — 2RI L E T,

[Submit] 7 U v 7 LET,

NX-08 (. CLIZ{EALTY L9747 ) L—DOFEDIE

;Bydefault(Z 7 4 /L T, T7 4V TRV 7L 7T 47 VL= > CWETE
L, AT DAY 240 —T x4 AKRY—L LT, A—b, FLEFFR—F F¥ L
FTAXEAEAR— N Fr XL TINEANITEET, CLI TiX, NX-0S 77 L— M &
LT, BEOKR— b TY 777 407 U L—OaEE T ILindividual ports(ffl % DA — K,
BIAR—B) THMNCTHZ ENTEET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



TOEALVE—TTAR
B weosi cusgmLTUILY T4 T U L—0EDIE

1R BHHEIIZ

Z OFJNATIX, Cisco Application Centric Infrastructure (ACI) 777V v 7 #%E L., HWEA
AvFEA L AN—=NLTHDHI EERHEE LTWVET,

FIE

V7V 2747 Vb—129FR3EEOFR— N TEMILET,

1 -
ZOWFTIH, 1ODOR—FTYVTZLI2F 407 UL —REMLET,

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/2
apicl (config-leaf-if)# switchport vepa enabled
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

B -
TOFETIE, V7V T 4T U b—, FrAL—  EFER L TEROR— NTEICLET,

apicl (config) # template policy-group grpl
apicl (config-pol-grp-if)# switchport vepa enabled
apicl (config-pol-grp-if)# exit
apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/2-4
apicl (config-leaf-if)# policy-group grpl

5 -
ZOBITIEH, A—F FyRxATY 7V 72T 47 VU L—RNEMILET,

apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel po2
apicl (config-leaf-if)# switchport vepa enabled
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config) #

i -

ZOFITIE, BEOR—KF Fr XL TV T7VLIT 47 VU L—DBAEMILET,
apicl (config) # template port-channel pol

apicl (config-if)# switchport vepa enabled

apicl (config-if)# exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/3-4

apicl (config-leaf-if)# channel-group pol

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

i -

ZOFITIE, AR —F Fy AT 7L 7T 407 U L—D0BAMMILET,
apicl (config) # vpc domain explicit 1 leaf 101 102

apicl (config-vpc) # exit

apicl (config) # template port-channel po4

apicl (config-if)# exit
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apicl (config)# leaf 101-102

apicl (config-leaf)# interface eth 1/11-12
apicl (config-leaf-if)# channel-group po4 vpc
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# vpc context leaf 101 102

apicl (config-vpc) # interface vpc po4

apicl (config-vpc-if) # switchport vepa enabled

FEX T/ A~DHR— k. PC. 8LV vPC EHDHT

FEX #5fi & £ b ORI S H 7 e 7 7 A /Wid, GUL, NX-0S A X A /LD CLL, £72i%
REST API Z{#i H L T/ERK T £ 97, Cisco Application Policy Infrastructure Controller (APIC)
3.0 (1k) U YU —ALIKETIL, FEX B OA L 2 —T =4 2 T a7 7 A LPRHHR— b Sh
TWET,

HERRIZIX, 2 SO TEERFIERDH Y £,
« FEX & Cisco Application Centric Infrastructure (ACI) Y —7 A A v F RO D E K
o P N—|THERE STV D FEX AR — N ORERK
CiscoACI U —7 ZA v F~O FEX Hifot & Hpk L 72t O, FEX AR A MUAR— ~ OREpIE, 8 %

DA BZ =Tz A A K= F ¥, £IIFVPC & LTD Cisco ACl J —7 A v F R—
O EE DY FH A,

GUI, NX-OS A% A /L®D CLI. £7I1ZRESTAPI Z{FfH L TAR— . PC. BLOVPC Ak
HIECHONWTIEL, ROEESRL T ES0,

« MPLAR— b ORERL (86 X—)
AR — bk Frx (94 3—2)

« Cisco ACI DfAEAR— b F v 3/ (105 ~2—)

ACIFEXDHA K54 >

FEX Z BRI 2 L &%, ROTA RIA P> TLIEE N,

o J—7 24 v FRHiIE/SFRIN R— RN EPGEBLUNVLAN ZEBBIT 5 L ) IR TEEIN TV
WERE LT, K 10,000 O R — - EPG A FEX i L CRBT 2 Z L 2 R—F L
i‘d‘o

¢« A N—L LTFEX R— F & &4 FEX R— K E£721% vPC TlL, % VLAN THK 20 &
@® EPG Y KR—hENET,

eFEX A VX —T =2 A AZHZT-VvPCIE, R"—hF F¥ RNV KRY O —TREINEZI I D
BN E R AEEE LET, vPCIZ, U 7 HEPR/MEEZ TE--V . BAES FE-
720 LT, upREEAMERFL £,
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B exmek—rFern

FEX [RBER— bk Fy¥ RJL

AClI 777U v Z7iX, FEX A hL— K vPC & H X5 Cisco Fabric Extender (FEX) H—/N
AMAR AR — F F ¥ 32 (VPC) ZVHR—FLFET,

)

GE) 220UV —7 AL v FMITVPC KA A U EAERT 28551, AL vPC T O—5IZ72% 2D
DY =T A v FDN—FR7 =T IZCHBMEND D Z L 2R LE4, FEMIC >\ T, Cisco
ACI DIRFER—  Fry /b (105 3—) 2B L TSN,

B 27:9FR— &N D FEXvPCRRO D

340528
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GUI £6EA L1 ACl U—7 24 v F~0 FEX o ]

HR—FEHD FEXVPC AR — F F¥ R/ MR IZRO LY TT,
« FEX D75 #1235 VTEP 1 K OYE VTEP D J5 D/ ~A 78— 31

CACI 777V v 7 IZEERENTZ 2 2O FEX IZHE SN A A ~F (AVS X° VDS 73
L) (WFL FEX " — MIEEERE SN VPC TV R— M ENFEHA, vVPCIIAR—F F¥
FNTOHYR—FENET) ,

Y

((F) GARP %, [FIUFEX LORALL A H—T oA ATIP D MAC A VT 4V T ~EFT D
BEom@m~'m havkt LTHERAT 285G, 7Y vy RALUVIX[ARP 25y T4 249 (ARP
Flooding)] (Z7% & L. [EP # &%t E— K (EP Mode Detection Mode)] : [GARP R—X D& H
(GARP-based Detection)] #, 7 U v RAA > 7 ¢ — KD [L3#ERK (L3 Configuration)]
NR=UTHNCT HLERDY E£3, ZORBERIL, ORLERL AL v F TURETT, F2
ROAAL v F T, ETIFLUBETIE, ZORETIES Y FHA,

GUI ZERAL=ACI ) —T XA v F~D FEX DB

ZOFNETIE, FEX ICH— "% 5 T4 ~m LEd, FNEIX. Cisco Application Centric
Infrastructure (ACI) 23EHt S4V72 FEX 1T 3 A&kt T 256 LR CIZR D £7,

28: BLAMITL FEXERTE

Leaf1

8 |8

Ll -

FEX 101

110

e i

Y

(GE¥)  FEXID1e5 ~ 199 @ FEX DR EIL., APIC GUI TV AR—FENRTWEHA, THbHD
FEXID DWWz 4 5121%, NX-OS AX AV CLIZ LT a7 » AV ERELE
T, FEAC OV TIE. INX-OSAHZ A IVCLIDA v X —T = A AT 07 7 A )VEMHALTFEX
P ik €15 #SR LTSN,

a2
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B cuzEmLEAC Y- 1 v FAD FEX GO

1R BHHEIIZ

* Cisco ACI 7 7 7 U » 7 73R S 41, Cisco Application Policy Infrastructure Controller (APIC)
WA T A 2725 TEY, CiscoAPIC 7 7 A X PR SNV TIEFICEEL TWAD Z &,

MBI Ty TNV I AT TAN T I F v RETIER TE 5 CiscoAPIC 7 7 7V v 7 &
BET OO MNMERARRETH D Z &,

A=y N V—=T AL v TF AEF =Tz A, BLOT 2 Fa B EINTED,
A THD Z &,

sFEX IZERMNMA->TWNWTC, =7 b V=T A, vFDA X —T =1 ATEEHRINT
u\é_ko

\}

GE)  FEXIZEER SN TWB 777V v 7 R—FF ¥R TIE, HRKEODA U N—=RNVR— &N
i‘g—o

FIE

ATYT1 A=a2— =T, [Z7T)v% (FABRIC) |>[F7 IR K1) — (AccessPolicies) ] DJEIZER L
kD
ATYT2 FEF—=L 30 XA U T[A V23— 4 ADKE (Interface Configuration) | Z3&R L F 7,
ATV T3 FESA VT, [TUYaY (Acdions) 1>[Z7TVvY THRFTUA (FabricExtender) 127V v 7 L
i‘ﬂ—o
AT T4 [Z7TVwHY THARATUH (FabricExtender) | # A4 7Ry 7 AT, ROBEZFEITLET,
a) [/—F (Node) | T, [/—F®:&IR (SdectNode) 127 Vw27 L, BHDO /) —FRKDER Y 7 AZF = v
JHEANT, [OK]Z27 Vs LET, D/ — REeRIRTEET,
b) [TRTDRASYFNDA R —T 4R (InterfacesFor All Switches) 1 T, HIDA v H—T = A AD
giHAE AT LET,
¢) [#Ef%%k FEX @ ID (Connected FEX ID) ]iZi%, FEXDID # AL %,

NX-OS A% A /L CLI Zf# il LT, FEXID 165 ~ 199 Z #4252 % » £, [Configuring FEX
Connections Using Interface Profiles with the NX-OSStyle CLI] # &ML TL 72 &0,

d) [f&fF (Save) 1227 VU v 27 LET,
Cisco APIC ki\ %‘Eiﬁ FEX 7u 7 74’ V% (switch—policy—nameiFexPFEX—ID) E L7 #
(switch—policy—name ifselctor) Z BEWWIZAERKR L FT,

R FEXNA LU TA L ThHDHI &EEMHRTHITIE, FEXPEREIN TWAE AL v FIZkH L TCCLI <
K show fex Z#fEH L ¥ 9,
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FOT 74L& NX-0S R B A )L CLI £ L 1= ACl Y —7 X4 v F~0FeX E0ER [

ATY TS @FEDCiscoACl V) —T A v F A X —T 2 AIREDFEXA VA —T =2 A A%, [Z7TUYD
(Fabric) 1>[Z77Uv9 7R (FabricAccess) |>[1 2 —7 = A R#ERL (InterfaceConfiguration) ]
WX THERTE D LD IZR D LT,

RDEARY
\\4
GE) DOREIFIN— Ry =T EREZADNCLETR, 20— Ry = 7RECEENMN T ON=HA%)

73?777)/7‘“—“/5/711774'/1/\ EPG., BLOa v "I 7 FRWE, =% " T T 4>
JE7a—TZFEH A,

JA774ILENX-OS RAAJILCLUZFERALEACIY—2 XA vyFA
DFEX E#HT DI R

NX-OS AX A )V CLIZfHA LTV —7 /— F~O#f % FEX X €T D121, RO FNEEf#
HALET,

N

(G£)  FEXID165~199 ® FEX # D&%, Cisco Application Policy Infrastructure Controller (APIC)
GUI TiIHAR—hINTHEFA, ZNHOFEXId DWW EHEHT 5120, kOoa~vy
FEFERALT, 7urry A V2R ELET,

FIE

AT w71 configure
7u— Ve — RZ2BRB L ET,
i

apicl# configure

AT w72 leaf-interface-profile name
RETHV—T AU H—TzA AT T 7 A NVERELET,
1 -

apicl (config) # leaf-interface-profile fexIntProfl
AT v 73 leaf-interface-group name

RET DAL E—T =2 A AT N—TZEELET,

£

apicl (config-leaf-if-profile)# leaf-interface-group leafIntGrpl

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FOERAvE—Tx4R |
B <707 romx

AT v 74 fex associate fex-id [ template template-typefex-templ ate-name]
U—=7 )= FZFEXEVa— NV Z#Ei LEd, HTL7 L= efRETL20IAT v aroT 7
L= bhOF—T— 2R LET, FELRWEGS., VAT AL, ARTEZ A THEELLT, 707 L—
FZER L £,

51

apicl (config-leaf-if-group)# fex associate 101

151
ZO=—YOFITI, ID101 TFEX#HEDOY) —T A v X —T A A T 77 A )V%
HELET,

apicl# configure

apicl (config) # leaf-interface-profile fexIntProfl

apicl (config-leaf-if-profile)# leaf-interface-group leafIntGrpl
apicl (config-leaf-if-group)# fex associate 101

R— bk TAT7AILDERTE

TV I7BIOE T ) o7 EIE, AETORED EX ) FX, 72132 L&D Cisco
Nexus 9000 > U — X AA v FTHR—FENFET (=& 2I1E. NIK-C9348GC-FXP £ 7-1%
NIK-C93240YC-FX2) , BHEDXZ T U U 7 I ENTWD FEX b AR— &R TV E
KR

PR—FINTWVBYR— FRERD Cisco AA v FIZONWTCIE, [HR—h 777 A4 VORTE
ODFELD (133 =) ] 2L TLIEEN,

ToFV U IR—=IBE ) 7 R— MIEREIND L, thoX o) 7R — b LR U
BEERFOYL IR £,

HFIEIE

sFASTY V7 T x— A —N"—RY o—LAR—hFTa 77 A0 RLCHR— FTEYR—
FENTWETA, R—=r T 77 A BENI>TNBESE. FASTY V7 7 =2 —)L
F—=R—ZT BT E LI TEETA, TOWHFEETT,

cHR—FEINTNBY —T ZAA v FORED2ODOT v F Y7 R—FE, XU
7 R— MIEWT A LIITEETA (INBHIEET v 7Y 7 EGERICFRINTWE
#) [e]

XA F v TL—rT 7k (100Gb&40GbD M J7) 1%, NIK-C93180YC-FX AA v F D

a7 7 A NVENZQSFPAR— N THAR—bhEnEd, 7L A4 77U FPBIOR—K 7R
T ANTIH, R—149-52 TT v TV I N E T U 7 ~OBEWN I HR— k
ENTVWET, 7b—27 7k (10g4x 47 a b 25g-d4x 47> a Oiil) 1%, ¥
oYy TaTd A R— N THR—FENET,
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R—k 7A7 71 ILDHRE .

* N9K-C9348GC-FXP IZ FEX Z VAR — K L CTWEH A,

T VL= T U MIF TN TR FTOHRYR—FSNET, DAL v FITHER SN
TW57 77Uy 7 R—=FTIEHR—-bFSNEEA,

*CiscoACL V=7 AA v FiX, 56 25777 Vw7 Vo7 aFFOZ LITTEERTA,

c AA TFDR—F T T s ANMMEREER LI-RIAAL, v F I n—RT5L, 5—X4
FL—rBBBTANT 7 4 v I B SET,

HA LS4
TV DX TIZERLTZY, XV 25T v Y o TICERLIZY TR
X, WOTA KT A NCTHEBELTZEN,

$Iozy k HAKS4 Y

R—h7Tuar7rA V% |Talyviary&nz/ —FRR—hr7n7 7 A /VEHEEZBRLT
HEHLEZ —FRoTFa |WAEE, A— MBI —FoFayva v EbHIBREnEE
NV IV4 Ao

R—b&27 750 MREBICESICE, 72y ya YRICTFEH TR
EXHIRTO2MENDY £T, ZNEITIITE. A yFilu s
L. setup-clean-config.sh A7 V7 F&FITL T, FTENsdF
TRLET, b, ve—ravry REANLET, 7=
N LT, -k % setup-clean-config.sh A 7 -7 I T*E‘Eﬁ‘é N
MTEET, R=hFTaT7 7 A VORENY 0 — N bHERF S 11,
BMOY 7 — FRAREIZR Y T,

6.0(5) DT, 73 -x £721% ——keep-port-profile ZRIE
71 setup-clean-config.sh A7 U7 " 2379 5L, Vmr—FK
BHR— T 0T 7 A VREPRFFES N E T, Wz FECTHIRRT
DI, -4 e --delete-profiles é"flL’lEiﬁHﬂiﬂ LT
setup-clean-config. sh A7 U 70 I“ %iﬁi Liﬁ‘o
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HIJToxH K

HAFESA Y

BRT vV T R—
~ Ol [

BKRT v 7V 7 R—=FOHIRIZEL, N—F25BLUP2TRT v
TV IMEE T T ~EESILD & X, Cisco93180LCEX A
A FOT TV TITRY £9,

Cisco N9K-93180LC-EX AA v F Tl&, R— b 25 BL 27 84V
CINDT SV R—=FTT, A=K~ e T r A VEFEHL
T, R—=1r25BLOR272F ) v R— MIEHRTIEAT
B, R— 529, 30, 31, BLO3RIIFI&EHE 450D T v 7Y
YU AR—RELTHERATEET, BMRAERRFR— MO LEWED
72 (K12A—1) . SEULEDZ TV T R—+a2T v
Uy R— Mg TcEEd, E&xE, A—K1, 3, 5, 7. 9,
13, 15, 17137 v 7V v 7 R— Mo EBmEInE T, A—H29, 30,
31, BELO3RIE, 420 m6DT7 v 7Y 7 R— KT9 (Cisco
93180LC-EX A A v F TOHKRKT v 7V 7 K— FOHIIR)

AL 9 FNZOIRETR—F 707 7 A VRENPKR—F 25 BL O
27 THIRRE N DA, R—F 25 BILO271E7 v 7V 7 R— |
~NHEEBINE TN, B L7ZX 9 ICAAL v FIIETTIC 12 8
DT w7V K= BBV ET, F—F25BL02727 v 7V
Y7 AR—hE L TEHATAH, A— M1, 3. 5. 7. 9, 13,
15, 170267 U LA T2EADFR— MR T v 7V 7 ~OEBEFESR
ENFET, ZORMITZ—FICLVHIET D Z LIxTEEEA,

Z0RH, V—7 /— K&V a— KT 5T R TOEELHE
L, ™= hFZAAIHEHT BT LW EZRERET S Z ENRMET
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apicl# configure

leaf node-id
BRETDHV—T7FHITV—7 A v TFEHEELET,
51

apicl (config)# leaf 102

interface type

RETHA LA =T 2 A AZRELET, AV X —Tx2A A LA T LIDERECEET, A —VFv b
R— F DAL, ethernet slot/ port 2 H L £ 97,

&1

apicl (config-leaf)# interface ethernet 1/2

port-direction {uplink | downlink}
R—bOHAERETHNERLET, ZOFTHET L) U Z7ICR— 2R ELET,
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NIK-C9336C-FX AA v FTlX, TV I Mo F ) o7 ~OERTYR— SN TWEREA,

51

apicl (config-leaf-if)# port-direction downlink

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FOERAvE—Tx4R |

B wosxsqcusgRLEK—F F0T7 A LORE L THROER

ATYTS A=t R3&HdY—7 A yFicn/ AL, rdoad 2~ & AT LET,

NX-0S R 2 A IJLCLU ZFERLI=AR—F O 74 ILDERTEETHDNE

it

FIE

ATy T

ATy T2

showinterfacebrief CLIZ~ > FEEA LT, A— FORTE L BWEHERTDHZ N TEET,

)

G¥)

R— b 717 7 A&, Cisco N9K-CI3180LC EX A A v F D kv 7 R— MIOHRER S E
T, T2z 1L 3.5, 7. 9, 11, 13, 15, 17, 19, 21, BXU23 &R0 £4, R—K 7n
TrANEHRAL Ty 7 A= E2EHBTDHE, R ML KR— MIN— Y= 7T HICEN
DET, L&2E, A—F 7077 A VEFEHLTEh I/ 2£#3 5L, Eth1213—F

U = T NI A0 9,

ZOBITIER, Ty TV R— b EET Y T R— MIERT LA A TRLTWES, Ty Y
VI R—= R EXTY T R— MIEBERT HEIC. ZOHTOHENDNEREINFET, routed &S

F—U—RiZ,. R—=:BT7 7V 7 R—FTHDIEZEZRLTNET,
1 -

switch# show interface brief

<snip>
Ethl/49 - eth routed down sfp-missing 100G (D) ——
Ethl/50 - eth routed down sfp-missing 100G (D) ——
<snip>

R—=h7RT77ANEREL T, A vyFOYr—F, %IZ, fITIE HOBRFERSES, F—U—F
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i

switch# show interface brief

<snip>

Ethl/49 0 eth trunk down sfp-missing 100G (D) -=
Ethl/50 0 eth trunk down sfp-missing 100G (D) --
<snip>
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HL7ZVFC R— h~D EPG 77 BADER (160 X—) Oy 7 THMBAIN TS
X912, FCoE "I 7 4 v 7 %Y HR—=1+FT 5L R EINTWET,

« EPG 725 vVFC AR— h~D 7 7 & A%, TAPIC GUI Z{# /] L 7= vFC i;R— k ~® EPG 7 7
T ADER (160 2—) | O My Z THHALTWS LI, B> TnET,

FIE

ATYT1 FALTFT FOFT, FIPEYR— I TDXICBETFOT Y v RAL U ERET DM, FIPEZYR— T
HIEEDT Y v RAAL EAERLET,

A7 aw: FoTaw
FCoE DEE{ED 7 U v KA |1. Tenant > tenant_name > Networking > Bridge Domains >
LU BZETHITIT bridge domain_ name % 7V v 7 L %7,

2. Type 7 4 — IV R (7 U v RAA O Properties /S /L) T, Regular
7 Vw7 LET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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FCoE Initiation Protocol % +7/K— +9 % EPG DEA .

o
\4
\’l
w

\i

Toa:

3. [Submit] &7 Vv 7 LET,

FCoOEDHFH LT U v KR

A ERAERRT BT

1. Tenant > tenant_name> Networking > Bridge Domains > Actions> Create
aBridgeDomain %7 U v 27 L7,

2. Name 7 1 —/V K (Specify Bridge Domain for the VRF %1 7 1 7') T,
TV Y RAAL L OL4RTEAT LET,

3. [Specify Bridge Domain for the VRF] % A 7 &0 7' ® [Type] 7 4 —/L R T,
[Regular] #7 UV v 7 LET,

4. [VRF] 7 4 —/L RTC, Fry X6 VRF 2R3 572>, Create
VRF %7 U w7 L, #HLWVRF 2B L CRELET,

5. 7wy RALVDOREXKRTLET,
6. [Submit] %2 VU v 27 LET,

ATvT2 RULTF > MC, BEFD EPG Z2RET 27, T BETLOT ) v ¥ AL L BEfT 28 L EPG

ZERCL 77,
TFau Toaw
BEfF 0 EPG % B9ifHF |1. Tenant > tenant_name> Application Profiles> apl > Application EPGs>
% epg name &7 U w7 LET,
2. BridgeDomain 7 .t —/L K (EPG @ Properties/X%/)L) T, Fa vy 7 &7
YA &7 Y27 LT, IZEFIP 2V AR— b4 2589 ICRE L@
DTV Y RAL L DARTEANTILET,
3. [Submit] 7 Vv 7 LET,
LW EPG 2B LT |1 Tenant > tenant_name> Application Profiles> ap1 > Application EPGs % 7
BEEAHT 21T, Uy 27 LET,
2. ApplicationEPGs #4727 Y » 7 L., CreateApplicationEPG %7 U v 7 L&
R
3. BridgeDomain 7 4 —/L I (Specify theEPG Identity # 1 7 1 /) T, Ko v
TETUVARNEZ Y 7 LT, ZIFEFIP A AR— T 5L IITHREL
TEFEROTY v RAL U OAFIZEIRLET,
4, TV oV RALVOREEKTLET,
5 Finish%#7 U7 LET,

XATw T3 EPG EWFL KX A L OREMITZEBEML £,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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. APIC GUI %%/ L 1= FCoE D7 > T 70 A

ATy T4

a) Tenant > tenant_name> Application Profiles> apl > Application EPGs> epg_name > Domains & Bare
Metal 227 U v 27 LET,

b) Domains& BareMetal #4727 Y v 27 L. Add Physical Domain Association #27 U v 7 L¥ 7,

¢) Add Physical Domain Association 4 -{ 7 & 2@ [Physical Domain Profile Field] Z #:{E L &7,

d) Fevyr7Zyr VA&7 Y v 7 L, FIPOYVKR—FNTHHT S LAN 25 0ME KA A > O4 i % i3
WLET,

e) [Submit] %227V v 7 LET,

B3 % EPG T/ RAZEHE L ET,

FCoEF R— M £72INPAR— k& LTAHRNC S, BIRL7Z EPGIZBEf T 6ND A v F—T = A X% fi

ELET,

a) [Tenant] > [<TF > k4&>] > [Application Profiles] > [ap1] > [Application EPGs] > [<EPG 4 >] > [Static
Ports] DIIEIZZ U » 27 LET,

b) [Static Ports] #4727 U > 7 L. [Deploy Static EPG on PC, VPC, or Interface] &7 U v 7 L £,

c) PathType” +—/L RTC, FE— RVFCEEMTLHR—F XA 7 (F— b, BER—F Fr L, £
AR — F Fr ) ZfRELET,

d) Path 74—/ RT, FAR— FZRAT LT XTONRNZAZIEELET,

e) FCoOEVLAN T 4 AANY LT, BLUWHAR—KFE—RELT8.1p (T 7 ER)DEDITHEHT S
[VLAN Encap] Z &R L £7°,

f) [Submit] 227V v 7 LET,

FCoE 2t v iR—3 > ML, FCoE X~ MU —7 OEHEZ BRI D722, T4 AHN) Tk
A &EBE L E T,

APICGUI #{ERA L 7= FCoE &M 7 > T 704

AC1 777 Vw7 bEDV—T7 ZAA vF L H—T A ADFCoE A F—T /A FEHDH
FIZIE. APICGUI Z{# ) L7 FCoEvVFC R— FDRER (152 2—) TEHRLEZ 7 AN F ¥
FINRALE T 7 AR F YR RAL U EZOEZLHIRLET,

)

GE) 27 UV—r7 v 7 HICVFCHR— hDA —H Xy NEEA 7 T =7 b (infraHPortS) & HIBR L 72454
(7= & 21X, GUI @ Leaf Interface Profiles ~X— ™ Interface Selector 7—7 /1), T 7 4/ +D
VFC 7 a7 13 DA F—T = A ZTFEEMT e F TR 4, 72L& 21 vFCNP
R—=HN120 DA B2 —T = A AFZEDHIFRZ I, TOR— MIVFCAR— K OFETTHR, 7
74V RUADO NP R— FRENEH SN0 TiEe<, T 74/ FOF FR— MR ENMEH S

nEJ,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

APIC GUI &8 L 1= FeoE 07 > 7704 [

1R BHIIZ

FCoE D REBITICHSE L7-BHE 9 5% VSAN 7—/L. VLAN 7—/L. BLOVSAN Bt~ 7%
G, T ANT YR RRET 7 AN F ¥ )L RAAL L OLARITE A TNDNERD Y £
‘déo

BES 27 7 A4 N F v XA AZHIBRL T, ZORE CRABEE SNTAR— Mvsan b VvFCE T V7 7

nA LET,

ZOBETIE., ZOREAT/SANEE IR — Fvsan 5 vFC EBPHIBR I E T,

a) [Tenant]>[<T 7 > k%&>]>[Application Profiles]| > [<7 T — 3> TR T 74 )L£E>]>[Application
EPGs] >[<7 77— 3 ~ EPG £&>] > [FibreChannel (Paths) | DJIEIZZ V v 7 LE§, ®iZ, ¥—
Ty NDT 7 AN Fx XV NAOLHFI RS 7 U v 7 L, [Delete] 3R L £,

b) [Yes] =727 U7 LCHIBRZMELET,

Tr7ANF YRV AL &iEFRK LT & EITRIE L2 VLAN Xf VSAN v v 7 ZHIBR L £7,

ZOBEL, vy FICERSNTOVDS TN TOHEFRENS vFC DREFAZHIFRL £,

a) [Fabric] > [AccessPolicies] > [Pools] > [VSAN Attributes) 227 U >~ 7 LE9, KIZ, ¥—F v h~vv 7
DYHIEAZ Y v 7 L, [Delete] ZE4R L £,

b) [Yes]| &7 U v 7 LCHIBRZHETE L 9,

Tr7ANTF xR AL U HFEFRLILE ZITEF LT VLAN 7 —/L & VSAN 7 — L ZHIBR L £ 7,

ZHCEY, ACI 7 77U w7 B DT _TO vEC BN REIZ /20 £,

a) [Fabric] > [AccessPolicies] > [Pools] >[VSAN] #7 U v 7 L, #—72 > NVSANT— V4 & 57 U v 7
L C. [Delete] #&IRL E£7,

b) [Yes]#27 U v/ LCHIBRZME L E7,

c) [Fabric] >[AccessPolicies] > [Pools] >[VLAN] %27 U v 27 L, #—%> N VLAN 7 — V4% 57 V) v 7
LT, [Delete] ZE R L ET,

d) [Yes]®7 U7 LCHIBRZRETLET,

HIBR L721£7°0 @ VSAN 7—/L| VLAN 7'— /L, BIOR~vy T LA FE2EFLT7 7 A48 F ¥ F/L R R

A &HIRLET,

a) [Tenants] > [<TF > k4>] > [Application Profiles] > [Fibre Channel Domains] #7 UV v 7 L¥3, &K
Wy X—=F o "D T 7 AN F ¥ )V RAL VDA4RITEL 7Y v 7 L, [Deete] Z&R L £,

b) [Yes #27 U > 7 LCHIBRZMEE L 7,

T )2 NEPG/App &LV T X%, BEPRLWGAITHIBRTCE £,

73y Action
B9 %7 7 U r—v a3 > EPG % Hikrd 5% | [Tenants] > [tenant_name] > [Application Profiles] >
N, EETAETFF R ET Y r— g |[app_profile name] > [ApplicationEPGS| %7 U v 7 L, ¥ —

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FCoE 1% |
B nxos x5 Lo cu EER L1 FooE m3

AFoay Action
T 7y ANVERET LIRS ROLY | Fy b TV r—2 a3 EPGO&HIEEZ Y v 7 LT
IZLET, [Delete] #iRIN L, [Yes| #7 U v 7 L CHIBRZMER L E T,

B 257 7Y r—ar 7a”yA /L% |[Tenantg > [tenant_name] > [Application Profiles| 22 U » 7
HIBR S 20388557 7> NaRFET2Y (L. ¥—F vy N 77U r—vay 7a7r A VOL4RIEH

BlE, WO LI LET, 7V w7 L, [Delete TN LT 5 [Yes 27 Y v 7 LT
HIbRZ MR L E T,

#4575 b &HIRT 254 [Tenants|> #27 U v 27 L, ¥—4% v h 7+ FOLAHIEA
2w LC[Deete] Z#IR L, [Yes 22 U v~ LCHIRE
B L £,

NX-08 X %2 A JL®D CLI £ L 7= FCoE MEXTE

FCoE NX-0S X % 1 )L CLI &
NX-0S R 2 A J)LCLU ZFERALE=RY O—F=ETA T 74 ILD%E L FCoE DR TE

W’DOED NX-0OS A Z A )L CLI > —4 > % EPG @ FCoE i AR ET 5 el T FT tl &
EETNIAA T L f  H—T 2 A LYL R =T a7 7 A LEEATT,

FIE

AV RFEERETIVa Y B#

ARTFYTNNZ =7 b TF U FOFIZIE FCoE b7 7 4 w7 | VT a<wy Ry—r A3 7 0 vy RAL Y
ZYR—FTEH57V v RAAL U ERELET, %Wﬁbl?%ykquaﬁﬁﬁ%#ﬁ%%ﬁ

apicl (config) # tenant tl

apicl (config-tenant)# vrf context vl
apicl (config-tenant-vrf)# exit

apicl (config-tenant) # bridge-domain bl
apicl (config-tenant-bd)# fc

apicl (config-tenant-bd)# vrf member vl
apicl (config-tenant-bd)# exit

apicl (config-tenant) # exit

ATy T2|FLDOTF > FOTFITIE, FCoEICHREENT-T U v |HoF L avwr Ro—4 0 Z{ERREPG el L. FCoE
Y RAA & X —% > s EPG & BT E£7, WCRESINTZT Y Y FAA %D EPG % Bt
5 - fHFE9 b1,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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NX-0S 24 A )L CLl £ L= KU v—FrEF0 77 4 Lo reok Emase |

AU RFERETIVa Y

B8

apicl (config)# tenant tl

apicl (config-tenant)# application al

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member|
bl

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant)# exit

ATvT3

VLAN = v ' 712 VSAN KA A 2, VSAN 7 —
Jb. VLAN 7 —/L, VSAN Z1ERk L £,

1 -
A

apicl (config)# vsan-domain doml

apicl (config-vsan) # vsan 1-10

apicl (config-vsan)# vlan 1-10

apicl (config-vsan)# fcoe vsan 1 vlan 1
loadbalancing src-dst-ox-id

apicl (config-vsan)# fcoe vsan 2 vlan 2

1
B

apicl (config) # template vsan-attribute poll
apicl (config-vsan-attr)# fcoe vsan 2 vlan 12
loadbalancing src-dst-ox-id

apicl (config-vsan-attr)# fcoe vsan 3 vlan 13
loadbalancing src-dst-ox-id

apicl (config-vsan-attr)# exit

apicl (config)# vsan-domain doml

apicl (config-vsan)# vsan 1-10

apicl (config-vsan)# vlan 1-10
apicl (config-vsan)# inherit vsan-attribute poll
apicl (config-vsan) # exit

BIA , o7 a<vr K —4 A, VSAN K
A A & VER doml VSAN 77—/ & VLAN 7" — /L,
VSAN 1 % VLAN 1 |2~ v B> 7 &F, VLAN2 |Z
VSAN2 &~ v/

BB . (Y7L a~vy R o—A 2 A TEF A
A[HE72 VSAN J&M:T v 7 L — k& {ERK poll VSAN
RAAL Z2{ER L, doml, ZOT 7T L— kb
BEE~ o BT EMK L £,

ATvT4

FCoE Initialization (FIP) 7' 1 & A % ¥R — k9~ 5 ¥ FL
RAA B LET,

1

apicl (config)# vlan-domain fipVlanDom
apicl (config-vlan)# vlan 120
apicl (config-vlan) # exit

FITIX, a2~ K ¥—4F7 A, @EO VLAN F
A A %&AER fipvlanDom . VLAN %% ¢e 120 FIP
Jutv A&V AR—rLET,

ATy Th

=0y b T RO TR, EHRRTY vV
RAAL HRELET,

1

apicl (config)# tenant tl

apicl (config-tenant)# vrf context v2

apicl (config-tenant-vrf)# exit

apicl (config-tenant)# bridge-domain fip-bd
apicl (config-tenant-bd)# vrf member v2
apicl (config-tenant-bd)# exit

apicl (config-tenant)# exit

O R = U ANRT Y Y RAAL VU EERG)
Ti%. fipbd .

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B nxos 2L cu £ERLERY S —FHETOT 7 4 LD FCOE BHEDRE

ARV RFERETIVa Y

B8

ATvT6

RLCOTFHr FOFIZE, BEINTWDEHRNZ
7Y v RAA L TZOEPG ZEEER T F9,

1 -

apicl (config) # tenant tl

apicl (config-tenant)# application al

apicl (config-tenant-app) # epg epg-fip

apicl (config-tenant-app-epg) # bridge-domain member|
fip-bd

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

BITIX, I~y R v—7 o AR £ 9 EPG epg
fip 7V v RAAL % fipbd .

ATy T17

VFCA v #—T A A% FE—RTHRELET,

1 -
A

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/2
apicl (config-leaf-if)# vlan-domain member
fipVlanDom

apicl (config-leaf-if)# switchport trunk native
vlan 120 tenant tl application al epg epg-fip
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config-leaf)# interface vfc 1/2

apicl (config-leaf-if)# switchport mode f

apicl (config-leaf-if)# vsan-domain member doml
apicl (config-leaf-if)# switchport vsan 2 tenant
tl application al epg el

apicl (config-leaf-if)# switchport trunk allowed
vsan 3 tenant tl application al epg e2

apicl (config-leaf-if)# exit

1
B

apicl (config)# vpc context leaf 101 102

apicl (config-vpc)# interface vpc vpcl

apicl (config-vpc-if)# vlan-domain member vfdomlO00

apicl (config-vpc-if) # vsan-domain member doml

apicl (config-vpc-if)# #For FIP discovery

apicl (config-vpc-if) # switchport trunk native vlan
120 tenant tl application al epg epg-fip

apicl (config-vpc-if) # switchport vsan 2 tenant tl
application al epg el

apicl (config-vpc-if) # exit

apicl (config-vpc)# exit

apicl (config)# leaf 101-102

apicl (config-leaf)# interface ethernet 1/3

apicl (config-leaf-if)# channel-group vpcl vpc

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

1 -
C

BITIETA a~vr Ry—Fr AL, A v ¥ —TxA
AEEINC U2 V—7 A4 vFT 101 & L CHERE
5, FAR-FBIOA ¥ —7 A XD VSAN
DR AA ZEE#E doml .

XAT 47 F—RT1o (& 1271F) D VSAN %t
GDA L E—T oA ADFF VB THLENDH Y F
T, KA A —T oA AL, BEET— T2
LB Vsan ZFHID B CTHZ LR TEET,

Yo avr Ro—r R E, B A 2 —
7 A AT ET U2 &,

« VLAN 120 FIP 5 4 A J1/3 Y @ EPG (& BEE AT i
¥7 epgfip BLOT YV r—rar al 77
v RT L,

* VSAN 2 %A 47 VSAN & L. EPG (2[4
BT ET el BIOT VA r— 3> al 7
FrbTL,

* VSAN 3 FE#IHI72 VSAN & LT,

BIBTIX, a~vr Ry—FrrAE, lihory 7
[il U VSAN % £ O vPC %41 L CTVFC 3% E L £7°,
CLIb v/ ZE|\Z R 72D Vsan ZHET H 2 L1XT
T EH A, NEFREIX. GUI Z & E 72 apic N THELT
TEET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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AU RFERETIVa Y Be
apicl (config)# leaf 101

apicl (config-leaf)# interface vfc-po pcl

apicl (config-leaf-if)# vsan-domain member doml
apicl (config-leaf-if)# switchport vsan 2 tenant
tl application al epg el

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/2
apicl (config-leaf-if)# channel-group pcl

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

AFYTB|IVFCA v HZ—T oA A% NPE— RTRTELET, |V avr Fo—FrRE A F—TxA

1 - 2EBFNC Y4 V—7 AA »FT 101 & L CHERE
. T4, NPAR—=FBIOA ¥ =7 = A XD VSAN

apicl (config)# leaf 101 . RN
apicl (config-leaf)# interface vfc 1/4 D KA 4)«/§;B§ﬁ§ doml ,
apicl (config-leaf-if)# switchport mode np

apicl (config-leaf-if)# vsan-domain member doml

AT YT Y| VSAN % %G L 725 FCoE ®HinA > H—7 = A A | FA T 47 T—RT12(& 12721F) D VSAN %}
Y TET, LA —T 2 A ADZEFIV Y TLHLERD Y F
i - To HA V=T = A RITE, BHEE—RFTI1 DL
LB Vsan ZFI D B THZ ENTEET,

apicl (config-leaf-if)# switchport trunk allowed

vsan 1 tenant tl application al epg el 'Tj“/7°/1/ g }\ f/*‘b“/xﬂi 57_4/7/ }\ /]'/
apicl (config-leaf-if)# switchport vsan 2 tenant \;
t4 application a4 epg e4 §%7I4Z7PZVSAN1(:%'JD él'(\ % EPGel

L7 7Y — g alil Ty b tl o TRt
\FT¥9, Ttrunkallowed] I%. VSANI1|Z@#HE— K
DAT—HA%EEIN Y TES, a~v Fr—r A
HLEDYCET, f ¥ —T A A, LHER A
T4 7 EF—F VSAN 2, ROBNIRTIE, [F—D
AB =T oA AR DT T NT 7 ATHET
ENTNWDHSEXE 2 Epg it 2 720lc s £ &
F7¢ Vsan OENMEZTE L £7,

NX-OSRZAIJILCLIZFER LI=/RY) >—F=F 707 7414 ILH%H SFCoE
EHREDORTE

WOHI NX-OS A% A )V CLI D> —4 » ZA%VEM L, EPG @ FCoE ki 2 ET DR v —%
EHLT el ¥+ FT tl,

I CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B nxos 2L cu £ERLERY S —FETOT 7 4 LS S FCoE BHEDRE

FIE

AU RFEEETO 3y

B8

ATy T

B—=0y T T O TITE

. FCoErTT7 47

EYR—bT257V vy AL ERELET,

1 -

apicl# configure

apicl (config)# tenant tl
apicl
apicl
apicl
apicl
apicl
apicl
apicl
apicl

config) #

config-tenant)# vrf context vl
config-tenant-vrf) # exit
config-tenant)# bridge-domain bl
config-tenant-bd)# fc
config-tenant-bd)# vrf member vl
config-tenant-bd)# exit
config-tenant)# exit

Yo TN av s Ry—F AT oY RAAL
Z1ERE bl 7> F T tl FCoE £k & ¥R — 4
HEIITERELET,

ATvT2

FUDOTF v DT

L RESHTWADFCoE Y

UyY RAAL L =5y | EPG Z BT £

‘j—o
&1

apicl (config)# tenant tl

(
apicl (config-tenant) # application al
apicl (config-tenant-app)# epg el

apicl (config-tenant-app-epg) # bridge-domain

member bl

apicl (config-tenant-app-epg) # exit
apicl (config-tenant-app) # exit

apicl (config-tenant)# exit
(

apicl (config) #

Yo FN av N —~ o AERE EPG €l D
EPG ® FCoE IZRREINT=T7 Y v KA A B
5 bl .

ATvT3

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)

VLAN v v B 7T

VSAN KA A | VSAN 7'—

JL. VLAN 7 —/L_ VSAN Z{ER L £,

&1
A

apicl (config) # vsan-domain doml

apicl (config-vsan)# vsan 1-10

apicl (config-vsan)# vlan 1-10

apicl (config-vsan)# fcoe vsan 1 vlan 1

loadbalancing

src-dst-ox-id
apicl (config-vsan)# fcoe vsan 2 vlan 2

1 -
B

apicl (config) # template vsan-attribute poll

apicl (config-vsan-attr) #

src-dst-ox-id
apicl (config-vsan-attr) #

src-dst-ox-id

fcoe vsan 2 vlan 12
loadbalancing

fcoe vsan 3 vlan 13
loadbalancing

BIA ., Yo7 aw Ko—4 2 XL, VSAN K
A A v %&AVER doml VSAN 7 —/L & VLAN 7'—
b, ¥v 7 VSAN1VLAN1 & VLAN 2 (T VSAN 2
A<y

B, R Ta~vs K o—r 2 ZEHH A
A[RE7 vsan BIMET 7 L— b &1ERL poll VSAN
RAALZERRL, doml , ZD7 7 L— kin
LML~y BT EMRLET,
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ARV FFEREETIVa Yy
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apicl (config-vsan-attr)# exit

apicl (config)# vsan-domain doml

apicl (config-vsan) # inherit vsan-attribute
poll

apicl (config-vsan) # exit

AT w74 |FCoE Initialization (FIP) 7' & & 2 ZHR— h 3254
AL 2 ERCLET,
i
apicl (config)# vlan-domain fipVlanDom
apicl (config) # vlan-pool fipVlanPool
ATYTE | Ty AN Fr RV SANKY v—2RELET, (T avr Fy—r U3, SANOT 7 AN
B - T VR Y —E AR fipl OfAE DY ZRE
) " THTT—fMH & A L7 7 MEEDTOV), resource
apic
agicl# configure allocation(V Y —AE| Y KT, U YV —2DEY HC)
apicl (config)# template fc-fabric-policy ffpl 2 A LT T ME (RATOV), BIORY—4 v K J—
a};icﬁ (config-fc-fabric-policy)# fctimer e-d-tov 7J:@FCOE§QLJ/J‘L;@/I) \/57%71/], X@‘f7j‘/l/ ]\
apicl (config-fc-fabric-policy)# fctimer r-a-tov|FC < v 7fHAA v F T9,
2222
apicl (config-fc-fabric-policy)# fcoe fcmap
OE:FC:01
apicl (config-fc-fabric-policy) # exit
ATYT6 | T7ANF RN ) — KRRV —%ERLET, | TNVavr Ro—Fr R E, 7743 F v =%
B - NV )= RORY —%ER flpl 2o — R
,'1( iy b temblate feoleat-bolicy fion NI TOFEE FIP ¥ —7 7T 74 7HED
apicl (config emplate fc-leaf-policy p y e - R
apicl (config-fc-leaf-policy) # fcoe fka-adv-period #ﬂﬁé\bﬁ%?gﬂi Li—g«o \_ﬂ%@ﬂﬁli\ 57%/7/
44 . . . FU =7 24 v F EOFTXTDFCoEXIGA > 4 —
apicl (config-fc-leaf-policy)# exit 714;(&:%)@)% ézhiﬁ‘o
ATF9TT1 | V=R ARV = I N—T5ERLET, TN a~w s Ry—F VA E )= KR v— 7
B - N—"T%VERK Ipgl . SAN D7 7 A /X F ¥ 1)L R
,'1( eyt temmiate leaf-nori Loy | VY DEERET S fipl &7 7 AN Ty L
apicl (config emplate leaf-policy-group lpg . o _ . e -
apicl (config-leaf-policy-group)# inherit J—KDRY VT flpl o 2D/ — RARY—
fo-fabric-policy ffpl TN—TOEFHEIL, B TRESNTWVD S, — D
apicl (config-leaf-policy-group)# inherit o - -
fc-leaf-policy flpl A= T/fll/kﬁ)ﬂfé? iTo
apicl (config-leaf-policy-group) # exit
apicl (config) # exit
apicl#
ARTYT8 | /=R Tua7rAVEERLET, VI av s Ro—r U AR ) —RDoTa 7y

51

apicl (config) # leaf-profile 1pl

apicl (config-leaf-profile)# leaf-group 1lgl
apicl (config-leaf-group)# leaf 101

apicl (config-leaf-group) # leaf-policy-group lpgl

ANEER lpl / — KR >— Zv—7 L Biff
JET Ipgl . / —F 71— gl . BLWY —
7 AA »F 101,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B nxos 2L cu £ERLERY S —FETOT 7 4 LS S FCoE BHEDRE

ARV FFEREETIVa Yy

S

ATYT9 |FR—MAUH—T 2 ADA L H—T 2 A AR | P TN avr Ry—Fr A3, A4 —T A
Vo— I n—7%ERLET, A TN—TDRY —%&EK ipgl L, 7744
B - V7 4 7ue—HlEofae, FR—hOfAZME,

o1 (contig) b template poli o BIOZORY v— A —FIZHEA SN TS T
apicl (config emplate policy-group ipg . . o . . . .
apicl (config-pol-grp-if)# priority-flow-control J\—CO)/]) /&_7:’:/]) A G‘XTLT{'E—EJE R I//f ¥R

mode auto U —DEERET HEOMAEDEEEFID Y TE
apicl (config-pol-grp-if)# switchport mode f 7f

apicl (config-pol-grp-if)# slow-drain pause °

timeout 111

apicl (config-pol-grp-if) # slow-drain

congestion-timeout count 55

apicl (config-pol-grp-if)# slow-drain

congestion-timeout action log

ATFYTI0 [NPHR—F A H =T 2 ADA L HE—T =2 A A |V TN avr R o—rrAE, A v H—T=A
RV — I N—T%ER L ET, A TN—FRKY —ipg2 Z{EK L, ZOKRY »—
i - ITN—TIZHHINTWATRTOAS X —T = A

o1 (confio) ¥ tomplate poli o ZITHRE LT, EERIEN 7 v —HlE oAb, NP
apicl (config emplate policy-group ipg R . . . . o . |
apicl (config-pol-grp-if)# priority-flow-control = ]\@ﬁs‘jﬂh\ ﬂi&@ N B ) :/%O)fﬁ%&

mode auto ET DEDOMAEDEEZEID Y TET,
apicl (config-pol-grp-if) # switchport mode np

apicl (config-pol-grp-if) # slow-drain pause

timeout 111

apicl (config-pol-grp-if)# slow-drain

congestion-timeout count 55

apicl (config-pol-grp-if)# slow-drain

congestion-timeout action log

ATYIN |[FR=b AL F =T A ADA B =T 2 A AT | P TN avw Ro—F VA E, A4 —T =4
07y A NVEERLET, A Ta 77 A NEER lipl FR— DA X —
5 - Tz A ADF K= bOFFEDA o H—T = A A K

X . Vo= N—"77a7 7 A NEEEMNTET ipgl
apicl# configure - . S o
apicl (config)# leaf-interface-profile 1lipl DA E =T AR %‘—)EFE'/IE Lrm7y ez
apicl(config-leaf-if-profile)# description 'test| OBESETAHRY > —, #WHINFE T,

description lipl'
apicl (config-leaf-if-profile) #
leaf-interface-group ligl
apicl (config-leaf-if-group)# description 'test
description 1ligl'
apicl (config-leaf-if-group)# policy-group ipgl
apicl (config-leaf-if-group)# interface ethernet
1/2-6, 1/9-13
ATFYF12 INPKR—h A HF =T 2 A ADA B =T 2 A A | TN av Ro—F VAL, A4 —TxA

Ta 7y A NVEERLET,
1 -

apicl# configure

apicl (confiqg) # leaf-interface-profile 1lip2
apicl (config-leaf-if-profile) #

description 'test description lip2'

apicl (config-leaf-if-profile)#
leaf-interface-group lig2

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)

A Ta 77 ANVEERK lip2 NP AR— b A & —
Tz A A, NPR—hDRFEDA 2 HZ—T =4 AR
U— 7 N—7F Fua 7y A BEEMNIT £ ipg2
DA UE—T oA AEREL, TRT7 AL
ZTOEETARY —dEA SN ET,
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NX-08 2 % 4 JL CLl £ L T FCok +—/3i— FEX D3t ]

ARV FFEREETIVa Yy

E:)

apicl (config-leaf-if-group) #
description 'test description 1lig2'

1/14

apicl (config-leaf-if-group)# policy-group ipg2
apicl (config-leaf-if-group)# interface ethernet

ATv 713

51

apicl (config)# gos parameters levell

apicl (config-qos)# pause no-drop cos 3

L1 D QoS 7 T ARY v—%RELET, Yo avwr Ry —4 A%, FCoE R T 7 4 v

7 TIAF VT 4 7a—HllRY) —2EHT 5
CENRBLWIERr T Ty DT T ADY—
E R LoUL 3 OB E —IRFE 1D QoS L L&
ELET,

NX-0S X4 4 JL CLI Z{#FH L T FCoE =—/\— FEX DX TE

FEX R— hiE, R"—h Vsan & L TREINET,

FIE

ATvT1

TF 2 hEVSAND RA A U EFRELET,

1 -

apicl# configure
apicl (config)# tenant tl
apicl (config-tenant) # vrf context vl

apicl (config-tenant-vrf) # exit

apicl (config-tenant) # bridge-domain bl
apicl (config-tenant-bd) # fc

apicl (config-tenant-bd) # vrf member vl
apicl (config-tenant-bd) # exit

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member bl

(
(
(
(
(
(
apicl (config-tenant) # application al
(
(
apicl (config-tenant-app-epg) # exit
apicl (config-tenant-app) # exit
apicl (config-tenant) # exit

apicl (config)# vsan-domain doml
apicl (config-vsan)# vlan 1-100
apicl (config-vsan)# vsan 1-100
apicl (config-vsan
(
(
(

)

) #
apicl (config-vsan) #
apicl (config-vsan) # fcoe vsan 5 vlan 5
apicl (config-vsan) # exit

FEX %A % —7 = A AZBEA T £,

fcoe vsan 2 vlan 2 loadbalancing src-dst-ox-id
fcoe vsan 3 vlan 3 loadbalancing src-dst-ox-id

11
apicl (config)# 1leaf 101
apicl (config-leaf)# interface ethernet 1/12

apicl (config-leaf-if)# exit

(
(

apicl (config-leaf-if)# fex associate 111
(

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



B nx0s x5 1)L cL # 4R LT FCoE A —/\— FEX DR

ATvT3

RTvT4

A—hr, "=k Fr 31, BEOVPC 79 FEX %41 LT FCoE #&RE L £,
1 -

apicl (config-leaf)# interface vfc 111/1/2

apicl (config-leaf-if)# vsan-domain member doml

apicl (config-leaf-if)# switchport vsan 2 tenant tl application al epg el
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface vfc-po pcl fex 111

apicl (config-leaf-if)# vsan-domain member doml

apicl (config-leaf-if)# switchport vsan 2 tenant tl application al epg el
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 111/1/3

apicl (config-leaf-if) # channel-group pcl

apicl (config-leaf-if# exit

apicl (config-leaf) # exit

apicl (config)# vpc domain explicit 12 leaf 101 102
apicl (config-vpc) # exit
apicl (config) # vpc context leaf 101 102

apicl (config-vpc) # interface vpc vpcl fex 111 111

apicl (config-vpc-if) # vsan-domain member doml

apicl (config-vpc-if) # switchport vsan 2 tenant tl application al epg el
apicl (config-vpc-if) # exit

(

(

(

(

(

(

(

apicl (config-vpc) # exit

apicl (config)# leaf 101-102
apicl (config-leaf) # interface ethernet 1/2
apicl (config-leaf-if)# fex associate 111
apicl (config-leaf-if) # exit
apicl (config-leaf) # interface ethernet 111/1/2
apicl (config-leaf-if)# channel-group vpcl vpc
apicl (config-leaf-if)# exit

REEMRT DHITIE, WDa~y REEITLET,
B -

apicl (config-vpc) # show vsan-domain detail
vsan-domain : doml

vsan : 1-100

vlan : 1-100

Leaf Interface Vsan Vlan Vsan-Mode Port-Mode Usage

State

101 vfclll/1/2 2 2 Native Tenant: tl
App: al
Epg: el

101 PC:pcl 5 5 Native Tenant: tl
App: al
Epg: el

101 vfclll/1/3 3 3 Native F Tenant: tl
App: al
Epg: el

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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| FCoE #£#5
NX-0S % % 1 L0 CLI % FA L1 FeoE e izl |

NX-0S X % 1 )L CLI Z A L 7= FCoE %% D HR:L
W show =2~ RiX, U—7 AA vF R—  TFCoE DFE L MR L £,

FIE

fEML T, vsan A VERR A~ R ¥ =0 v b ZAA v F TFCoE WA/ > T D Z & Zfifgad
L&,

a2 ROFITIE, FCOEMY A FSNTND Y —7 AL v FBLOBEROFEMA FCF THZIZ /2> T
DT EEMERRLET

1

ifav-isim8-ifcl# show vsan-domain detail
vsan-domain : iPostfcoeDomPl

vsan : 1-20 51-52 100-102 104-110 200 1999 3100-3101 3133
2000

vlan : 1-20 51-52 100-102 104-110 200 1999 3100-3101 3133

2000
Vsan Port Operational

Leaf Interface Vsan Vlan Mode Mode Usage State

101 vfcl/11 1 1 Regular F Tenant: iPostl01l Deployed
App: iPostl
Epg: iPostl

101 vfcl/12 1 1 Regular NP Tenant: iPostl01 Deployed
App: iPostl
Epg: iPostl

101 PC:infraAccBndl 4 4 Regular NP Tenant: iPostl01l Deployed

Grp pcO01 App: iPost4

Epg: iPost4

101 vfcl/30 2000 Native Tenant: tl Not deployed
App: al (invalid-path)
Epg: el

NX-0S X % A JL CLI Z & L 7= FCoE =& D KRR

ACI 7 77V v 7 &5 FCoE #f5t & EAMEFRIZBE L TH TIE, W< 202D LT FCoE =
VA= NEHIBRT D ENRMETT,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



FCoE #2455 |

B Nx-0s x5 1L cU &R LT FOoE ERO R

FIE

ATy T

ATvT3

V=T R—=h A H =Tz ADBEMEDOIY A+, ZOF— ROFELET 74/ MIEEL., D EPG D
AL RA AL OB T ZHIFRLET,

A B =Tz A Avfc DR— bk T— ROREZHET D6 U2 OF 7 /v M [EPG DEAZHIFR el &
VSAN R A A ZBE#EHT doml DA v F—T A4 A0b,

1 -

apicl (config)# leaf 101
apicl (config-leaf)# interface vfc 1/2
apicl (config-leaf-if)# show run
# Command: show running-config leaf 101 interface vfc 1 / 2
# Time: Tue Jul 26 09:41:11 2016
leaf 101
interface vfc 1/2
vsan-domain member doml
switchport vsan 2 tenant tl application al epg el
exit
exit
apicl (config-leaf-if)# no switchport mode

apicl (config-leaf-if)# no switchport vsan 2 tenant tl application al epg el
apicl (config-leaf-if)# no vsan-domain member doml

apicl (config-leaf-if)# exit

apicl (config-leaf)# exit

VSAN/VLAN ¥ v ' 27 BELOVLAN & VSAN O/ — /L& —E#R R LU THIBRL £,

ZOFITIE, vsean2 D VSAN/VLAN <+ > 7. VLAN 7—/1 1-10, B XX VSAN 7 —/L 1-10 2. VSAN
RAA v doml 2268 L E9,

&1

apicl (config) # vsan-domain doml
apicl (config-vsan)# show run
# Command: show running-config vsan-domain doml
# Time: Tue Jul 26 09:43:47 2016
vsan-domain doml
vsan 1-10

vlan 1-10

fcoe vsan 2 vlan 2

exit
apicl (config-vsan)# no fcoe vsan 2
apicl (config-vsan)# no vlan 1-10
apicl (config-vsan)# no vsan 1-10
apicl (config-vsan) # exit

FHEF AR R R R R
NOTE: To remove a template-based VSAN to VLAN mapping use an alternate sequence:
FHEH AR R R R

apicl (config)# template vsan-attribute <template name>
apicl (config-vsan-attr)# no fcoe vsan 2

VSAN R A A ZHIBBLET,
BllX., RAA > ® VSAN ZHI3 % doml ,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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weizszsanT—+ ]

1
apicl (config) # no vsan-domain doml

ATy T4 LETROHE S nE. BEMAT LR TWATF U M, BPG. BX OB L7 X RHIBRTX T,

vPCIZ &k % SAN J— k

Cisco ACI |Z, Link Aggregation Control Protocol (LACP) ~X—A®D vPCIZBIFHA = = —H
D SAN 7 — b ZH R —F LTWET, ZORRFHEIT, LACP N—ADR— F ¥ R/LZ[H
AHTT,

BWHORARVPC FARB P TIE, AA MIEHE L TWD VFC A X —T = A AT vPC 1T/ A
VRENTEY, VFCA v Z—T =2 A A% T v 7T BHHENIVPC I T » 7T 50N ERH
DET, 2O KRR YT, vPC TLACP BERESNTWAEE, BFA MISAN L7 — b
TEFEHA, NI, A MDLACPILEFIIT X T XD T 77— 7 =T TEEINTHDED
TR, AR RIANRTHEINLTWDLEDHTT,

SAN 7' — MZHOWTIEL, RA MIEEH L TWDVFC A V' H—T = A AL, R—F F¥ x)VH
RTIER, A=K FXFILDAN—ZRAL  RENTWET, ZONL T 472k
0. EAIOER TLACP X—ZADKR— K~ F v RUKIFT HZ L72< . CNA/ARA R AR T X
7% (HBA) DV I N7 w7 LIZFE T, SAN 7' — FHIZHA A Ml vEC BT v 795 &
T FT,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B ocicszsan—+

X 30:vPCIZ& % SAN T— +@ RO D

Spine
Switch

Leaf Leaf Leaf

Switch 1

Configuration " Configuration
interface vic 1 interface vfc 2

=
&5
2

bind interface ethl/1 bind interface ethl/1

Cisco APIC U U — 2 4.02) LAFE, IROBIZTRT L HIZ, SAN 7 — MIFEXHRA K A & —
7 = A A (HIF) "— bk VvPC EZNLTHHR—FENET,

. CiscoAPIC LA ¥ 2y FTO—VHBHEAA F. J'—X6.1(x)
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GUI AL vwe =& sAN T— roiE I

B 31:FEXiRRA A 2B —T AR (HIp R— b vPCEFERLIZ=SANT—k +ROD

Spine
Switch

—— —

FEX 102

307165

WCIZEBSAN T— rDHA RS54 2 E4IEE
cEDA L N—DFR—F Fy xR — SR TOEREA,

s VFC N A U /N— R— NINA  RENTWDEHE, A=k Fyv RUEEDO A R —%
BFl-gaszZtizTeEEA,

e VFC MR — K F ¥ ZMIINAAL V RENLTWBES

VAR R FRRUTIE L DDA =
R—=F LR EDL 2 EIXTEEE A,

GUI ZERA L= vPCIZ k5 SAN J— FDEETE

BRIE A HIZAT 9 728, T O FJETIX [Configure Interface, PC, and vPC] 7 « ¥ — K ([Fabric] >
[Access Policies] > [Quickstart]) Zf#ifH L £,

388 BRI

ZOFIETIE, WOEANT TICREFHATHDHZ LEHTRE LTHET,
* VSAN Pool
+ VLAN Pool

* VSAN OJEf:, VSAN 7—/LIN®D VSAN @ VLAN ~D~ v B2 7

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj
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B cuzsEmALEweiz£ 2 saN T— FoE

FIE

ATy I

ATy T2

ATy T3

RATv74
ATy TH

ATvT6
ATy FT17

ATvT8
ATvT9

ATv 710

« 77 AN F X)L RAAL L (VSAN KA A V)
cTFUN, TV r—vary Tuzy AL

T HYF T 4T TR T A

APIC A == — /N—"T, [Fabric] > [Access Policies] > [Quick Start] (Z#&) L. [Configure an interface, PC, and
VPCl%#7 Vv 7 LET,

[Configure an interface, PC, and VPC] {EZ£FEIR ™ [vPC Switch Pairs] > —/L3—T, [+] %27 U v 27 L TA
Ay F RTEERLET, KOT 7 v ar&EZFTLET,
a) [VPCDomainID] 7 F Ak Ry 7 AT, AAf v F XTEEETHHEZEZAILET,
b) [Switch1] Fry X7 VA KT, V—7 A4 v FERNLET,
AT VPCARY >— IN—TNDOA L H—T 2 A AEFFORAAL v TFDHENT VT TEET,

¢) [Switch2] RKr vy 7FH DU UARNT, V=7 A v FEEIRLET,

d) [Save] 7 U w27 LTIDAA vF X7 Z2RFELET,

[Configure an interface, PC, and vVPC] {EZ IR T, #AEOREWH Z 7 U v 7 L, AL v FEZRIRLE T,
[Select Switches To Configure Interfaces] fEZEREIK B & | [Quick] &7 a VU NT 7 4 /L F TR I N F
TO

[Switches] K2 v 7 X 7 U A RNBH2DODAAL vF ID ZIBIRL, AL vTF T a7 7 A LA RTENT
e 8

HOFEOKREW[H 227 Vv 7 L, AA v F A F—T oA AEHELET,

[Interface Type] = > b @ —/LC, [vPC] Zi&IN L £,

[Interfaces] 121X, M DAL »F TVWPCA L N—L LTHEMAIND1IODOFR— L ES (14972 5) AT
LET,

ZOBEICE o TA V=T oA A LT X R —0MERE N E T, [Interface Selector Name] 7 3 A
F ARy 7 AT, R —OARTEZTANDLINERETEET,

[Interface Policy Group] = > b @ —/L"C, [Create One] % =N L 77,

[Fibre Channel Interface Policy] 7 % A N7~ > 7 A5, [Create Fibre Channel Interface Policy] Z R L, &
DEEZFAT L E T,

a) [Name] 7 4 —/L RIZ, 77 A XN F ¥R A H—T oA ARY —DL4HTIZEALET,

b) [PortMode] L 27 ¥ C, [F] &R L ET,

¢) [Trunk Mode] £ L7 % T, [trunk-on] Z %R L £ 7,

d) [Submit] %7 Vv 7 LET,

[Port Channel Policy] 7 %% A bk 78 v 77 AT, [Create Port Channel Policy] Z iR L, IRO#IEELZEITL T,

a) [Name] 7 4 —/LV RiZ, A— K Fr¥ 3L KU > —O4FTEA LET,
b) [Mode] RKr v 7 XU A KT, [LACP Active] Z &R L £7°,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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ATy 1
ATvT12

ATvT13
ATy 714
RATvT15
AT 716
ATy

ATv 718
ATv7T19

ATy T2

GUI EEA L= vwe =& 5 saN T— roiE [

¢) [Control] £ L7 # 7> [Suspend Individual Port] % IR L £,

[Suspend Individual Port] (X7 — ~ F ¥ XA HHIBRT 20BN H Y £3, HIFRLZRWE, RZX Ehb
@ LACP BPDU 2332(5 SN WA ICWEA V7 — T = A ARFET S vET,

d) [Submit]Z7Z7 VU 27 L%,

[Attached Device Type] K2 v 7% 7 U A K"C, [Fibre Channel] Z 3R L £ 77,

[Fibre Channel Domain] K2 > X7 U A R T, 77 A /X F ¥ 1)L RAAL L (VSAN RAA V) Zi&R
LET,

(17 (Save) 1% 27 Vw27 LT, ZOVPCRELRFELET,

[Save] #27 Vv 7 LT, ZDA v H—T = ARELZHRFELET,

[Submit] 7 U v 7 LET,

[Tenants] > [<7 7} > R4 >] > [Application Profiles] > [<44 Hi[>] > [Application EPGs] DIIEIZE L 97,
[Application EPGs] #4727 U 7 L. [Create Application EPG] %= L T, KOBIEEZFEITL 7,

ZDEPG WA AT 4 7 EPGIZR Y, XA 7T 47 VLAN BREINFET,

a) [Name] 7 4 —/L R, EPG D4RTEZ A LET,

b) [Bridge Domain] K2 > 74 7> U X KT, [Create Bridge Domain] Z 3R L £ 9",

¢) [Name] 7 4 —/V RiZ, 7 U v Y ALV DLEIEZEATILET,

d) [Type] => k1 —/LC, [regular] &R L £,

e) [VRF] Ry 7 X JRARNT, 757 FVRFZRINLET, VREDBEZHELRWEETE, [Create
VRF] #8R L, VRF IZA4RTZ T T, [Submit] %27 Y » 7 LET,

f) [Next]. [Next]., [Finish] ®NEIZZ U »» 2 LT [Create Application EPG] IZFR Y £,

g) [Finish) %27V > 27 LET,

HID AT 7 CHER LTz A 7« 7 EPG Z BB L £,

[Static Ports] #4572 U » 27 L. [Deploy Static EPG On PC, VPC, or Interface] 27 U v 7 LT, IROEEEHE

TLET,

a) [Path Type] = k2 —/LC, [Virtual Port Channel] % %R L £,

b) [Path) K>y 7 XU R MG, vPCHITIER S NIZAR—F Fr 2 R —Z @R L E T,

¢) [PortEncap] Kt 7 &7 U A R)nb [VLAN] 2R L, A —HF v b VLAN OFZE2 AN LE
R

d) [Deployment Immediacy] =3 F 2 —/LC, [Immediate] Z 3R L £ 7,

e) [Mode] =¥ h 1 —/LC, [Access (802.1P) ] ZHER L £,

f) [Submit] %7 Vv 27 LET,

[Application EPGs] #7427 U 7 L. [Create Application EPG] # %I L T, ROBIEEZFEITL T,
ZDEPG L, SAN ZXIZ2 2D EPG DO LD 1 FHIZRY £,

a) [Name] 7 4 —/V FiZ, EPG O4HiZ A LET,

b) [Bridge Domain] K2 > 74 77> U X KT, [Create Bridge Domain] Z 3R L £ 9,
¢) [Name] 7 4 —/V RiZ, 7V v ¥ ALV DLEIEZATILET,

d) [Type] 2> F a2 —/L T, [fo] Z#IRL 7,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B cuzmmLrwpeiz£3 AN T— LoRE

e)

f)
g

[VRF] Fa v 7 & A NC, 752 B VRFEZEIRLET, VREDEIEIF(E LW AIL, [Create
VRF] ##{R L, VRF A FTZAFT T, [Submit] 27 UV v 27 LET,

[Next]. [Next], [Finish] ®JIEIZZ U 2 LT [Create Application EPG] {ZFE Y £,

[Finish) #7 U » 7 L£7,

AT TN HIOFIEEZBEVIELT, 2&KBDOT 7Y r—3 9 EPG Z1E L £7,
ZO2FEBEDEPGIX2EFHD SAN ITEAENE T,

RTwTF22 250 SANEPG D5 HUWLF ) 1 D% B L, [Fibre Channel (Paths) ] %47 Y > 27 L. [Deploy Fibre
Channel] &R L T, ROBIELZETLET,

a)
b)
¢)
d)

e)
f)

[Path Type] = > k7 —/LC, [Port] Z3#IR L £,

[Node] Ry 77X T UARNT, AL v F XTO—FDU —T7 %R L ET,
[Path] kv 7H 7 )Z2KNT, VPC DA —H Ky b R— bFESEZRINLET,
[VSAN] 7% A kR 27 A C, [lysan-] THED VSANFEHFEZ AT LET,

7= & 21X, VSAN FE 5205 300 DA 1L Tvsan-300) & ASILET,

[VSAN Mode] =2 > F 1 —/LC, [Native] 23R L £,
[Submit] #7 V v 7 LET,

ATYT23 2ODOSANEPGDOHIHH ) —FHEREL, fIOFIEEZBEYVIELTAL v F XT0OHL 9 —HD Y —7 %5
WLET,

CLl AL vwCI[ZXk5SAN J— FDETE

ZOPITIE, WOHEART TICHESN TS ERELTHET,
* VLAN R XA
cTFUN TV r—=varyTarr AN, 7TV r— 3 EPG

e R— kK F¥ RNV T 7 L— |k [Switch101-102 1-ports-49 PolGrp

ZOBFITIEX, VSAN200IZY —7 101 LOEEA —Hh Ry b A X —T = A A 1/4912351 R
SN TWT, VSAN300(ZY —7 102 EOYEA —H Ry b A F—T A A1/491234 2 K
SNTWET, 20DA F—7 = A RF, AR — k F ¥ £/b Switch101-102_1-ports-49_PolGrp
DAL IR—TF,

apicl (config-leaf)# show running-config
# Command: show running-config leaf 101
# Time: Sat Sep 1 12:51:23 2018

leaf 101

interface ethernet 1/49
# channel-group Switchl01-102 1-ports-49 PolGrp vpc
switchport trunk native vlan 5 tenant newtenant application APl epg epgNative
port-direction downlink
exit

# Port-Channel inherits configuration from "template port-channel
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Switch101-102 1-ports-49 PolGrp"
interface port-channel Switchl101-102 1-ports-49 PolGrp
exit

interface vfc 1/49
# Interface inherits configuration from "channel-group
Switchl01-102 1-ports-49 PolGrp" applied to interface ethernet 1/49
switchport vsan 200 tenant newtenant application APl epg epg200
exit

apicl (config-leaf)# show running-config

# Command: show running-config leaf 102

# Time: Sat Sep 1 13:28:02 2018

leaf 102
interface ethernet 1/49

# channel-group Switchl01-102 1-ports-49 PolGrp vpc
switchport trunk native vlan 1 tenant newtenant application APl epg epgNative
port-direction downlink
exit

# Port-Channel inherits configuration from "template port-channel
Switch101-102_ 1-ports-49 PolGrp"
interface port-channel Switchl101-102 1l-ports-49 PolGrp
exit

interface vfc 1/49
# Interface inherits configuration from "channel-group
Switchl01-102 1-ports-49 PolGrp" applied to interface ethernet 1/49
switchport vsan 300 tenant newtenant application APl epg epg300
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ZOET, WONETHELINLTWET,

o T 7 AN Fx RVEGEOME (187 <X—)

NPV N7 7 ¢ v 748 (190 =—7)

« SAN A/B D43 (193 =—2)

* SAN R— k F¥ %L (193 <X—)

e 77 AN F ¥ XN B— MRALDHTA KT A4 LHIBEE (194 <—)

s 77 AN F ¥ XNV NFB— ML TYHR—FENDENN—FKu=7 (196 X—2)
« 77 AN Fx XU NARA— ML O AERNME (196 ~—)

« 77 AN F ¥ F/LNPV GUI DF%E (197 <—7)

« 77 AN F ¥ X)L NPV NX-OS A% A /L CLI DF&%E (205 ~<—2)

« 77 A /3 F 4 F/L NPV REST APl O E (209 =—)

T7A4I1NF ¥ RILIEGEOEE

Cisco ACI TiE, NAR— M4k (NPV) E— R&EHLZY —7 A, v FTOT7 7 AN F ¥
v (FC) BV R —FENTHWET, NPVITED, XA v FITBWT, a—h L i S
NTeARA RN AR—=KF (NA—=K) 26OFC N7 74w 2%/ —R7axy NPHR—F) 7T
FVUTIZERNLT, a7 AL vFITEDLZENTEET,

AA v FiE, NPV 2N LIZRIZNPY £ — RiZ72 0 £9, NPV E— NIZAA v F 2RI
AENET, NPVE—RORA v FIZHERET D= K T30 RAFENEh, 2 ORREZ F
THEDIINR—FEL TR A T HHLERDY 9 Ob—TEEHT A AIHHR— &
TWEHA) , NPVE—RD) =TV AL v TFNHNPV AT AL v TF~OFTXTOY 7
X, ER—=PFTIEARL) NPAR—=FE L THYLENET, ZOR— ML, @FEO AL v FH
Vo7 iEHSNET,
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(X)) FCNPV 77U —aiiBild ACL U —7 AL v FOKENL, v —h V8 S iz SAN
RAFEu—DNEERESNTZaT AL v FBOFCHT 7 4 v 7 ORRA T 52 LT,
Y—7 24 v F TIXSAN R X Filoa—h v 24 v F o 23 70T, FC F T 7 4 v 7 1%
AR v ALy FITERIE SN E R A

FC NPV O F| 5

FC NPV TlIk OfREZ=-MHL L £ 7,
c 77TV I TRALVIDZBMLARLS TH, 777V v 71T D82 RN
LET, NPVOIT AL v FD RAAL IDIX. BEDONPV AL vFHECTFEINET,
*FCARAFME FCoERA ME, XATATDFCA X —T A ZA&FEHLTSAN 777
Uy 718w LET,
s h T 74w DOHBI I A — R AT/ NPV ISR L TV D H—
ZHLBMULIEGAIL., T T7 40 v 2 BBIED NT 7 4 v 7 ARIIHESWT, S ED
Ty ETTEBMICOBmEINET,
s NI T4 v IO~y BT, NPVIZER L TWD Y —R% IO T v 7V 7T
I~y B T2 EMNTEET,

FCNPV E—F

ACI @ Feature-set fcoe-npv (£, M FCoE/FCREN T v ad&8Nb & X2, T 74/ N TH
BRI AENT R0 £7,

FC ~RR D

ACI7 77V v 7RHBDOFC b7 74 v 7 b R—F 23 FIERRED MRV H, RD
Iz R LET,
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sranFrrrggonzs [

Spine Spine
Switch Switch

i K
1 I
Leaf | Leaf i Leaf
Switch 1 | Switch 2/ | Switch 3
[ FCoE NPV }
) VFC-PO |
: Virtual F TNP or :
! F Port Port Port SAN-PO :
Core
Switch
SAN SAN DEEGE
Accessing Accessing
Host Host
2
g
— FCoE 3
—FC SAN SAN SAN
—— FCoE or FC Storage  Storage  Storage

cACI U —7 ZA v F FOYP—NR—/Z L=V FRA A v BZ—T A RT, AT 47D
FC /R— F2MRAE FC (FCoE) R—hDOEBLHLME LTHRET A Lo ICRETE £,

cFCag7 AA v F~DT v TV 7 4 F—Tx A AT, WONTNDILDOR— XA T L
LCHRETEET,

* %A 7 47 FCNP K— h
* SAN-PO NP 7R— b
e FCF AA v F~DT v TSV o7 A B —Tx A AL, WOWNTHIOR—K XA T7E 1L
TRETEET,
« 48 (VFC) NP R— bk

* VFC-PO NP 7" — k
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« N7AR— kIDEAE(L (NPIV) NYHR—hrENTEY, T 74V s THINZR>TWET,
FDD, B—DV I ERBALTNAR— MIBEEONKR—FIDERIE 77 A N F v 3
/VID (FCID) %% YTz LEMARETT,

e AT AA v F~DNPR—FTIE, "X 2NN THIENTEXET, FT %
YN E Y R— N THEED VSAN 29 R—FT&x£9, T 7 BT— KRBRAEDITR-
J-NPR—FDZ &%, ITNP AR— k EFENET,

DO FCNP F— FEHEELTaT AA v F~D SANKR— k ¥ %/ (SAN-PO) L7
HIEMNTEFET, FIUFUPILSANKR— K F¥r gL THR—FENET,

« FCF AR — hClE4/16/32Gbps 38 K NHEHER EN T AR — FINETN, KA M ¥ —
7 A ATIX8Gbps 1TV AR — bSnEHA, T 74/ FOHEEIL Tauto] TT,

« FCNP 7" — N CliX, 4/8/16/32 Gbps 35 L A Bl EFR EN A — bILEd, 7 74/ b
O E L Tauto] TT,

* Flogi (Z#t < #%#4® FDISC (% A k NPIV) %, FC/FCoE 7" A k & FC/FCoENP U > 7 (Z
LoTHR—-FINET,

« FEX O%128 % FCoE AR A MM, FCoENP/T v U v 7 2 LTHR— FSNFET,

« APIC4.1(1) U U —ALIF%E, FEX D528 D FCoER A ME, 77 A /X F ¥ X)L NP/T v
TV BN LT R—ENET,

¢ 1 DD FEX DE#%IZH AT XTPD FCoE A ME., D vFC B L OVFC-POT v 7 U o
M. ETE—-DO T AR F Y XI/SAN R — Fr L Ty 7@l Ta—
RART v 7 TEEd,

* SAN 7' — ~if. FEX CFCoE 7 v 7'V V7 RRHATHR—F S FET,

« APIC4.1(1) U U —ALIFE, SAN 7'— KNI FC/SAN-PO 7 v 7'V 7 THHAR— & E
ﬁ‘o

¢ SAN 7'— MM, FEXZ L T ENTZFCoEAR A hDVPCEN LTHR— hENET,

NPV FS5 D040 v O BEHE
BEIX, TXTORT 740 7I2BWT, TXTOEMATRERT v 7V 7 OFERZFFAIT5

TLEBEOLET, NPV F T 7 4w 0BT, BRIN T 74 v = =T ) TR R
U — 0 BT S WA L T 72 E 0,

BEI7 v 7 U9 ER

NPV IZ, MNP T v 7V v A B —T oA AOHEERZ YR —FLTWOET, P—
(RAR) AVHE—T 2 AART v D e, = X =T ALEL VSANNT
FIHFRERRIN A o Z—T = A 20D, AP DRUVINTA & —T = A APBIRI I E
ﬁ‘o
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FST4vo T .

LW A B —T = A AREMEFREIC 2> Th, Fi-CRAARIC RS T=T v Vv 7 %
EDDHTOICHFOATIIEFMICHSHENEE L, MBS v X —T =2 ZABF LT v 7
Vo7 B@RINTEALITRoToD, =R A F—T = APREMELE T,

kS TJ4vD YD
FCNPVIL, "9 74 v~ 72V R—Fr L TWET, T 747 <o 72k, —nN

(RAR) AV F—T A ANRTT AL v FICHERT DDA TEEZRINT NP7 v 7Y
7)) AV A =T 2 AEFETEET,

\ )

Note FCNPV hT 74 v/ =P NP =AU F—T o2 f RAIRESNDE, =R Af X —T =
ARFEDRNT T 4T < THNOINERA LV H—T =2 ADEDREIRTDILEND Y £7°,
BESNZIBA v Z—T =2 A ADBWT I HEMEL TWARWEE, P — N3 FEEfERRED £ £
2720 £9,

FCNPV F 77 4 v 7 ~ v AT H L, ROL O XY v b ELNET,
FEEDY—NA B —T oA A (V=R A X —T = A ADHEFH) ([ZHERA o HF —
T2 A ADHFRBRESNTZRELZENV L THZLICE-T, NI 749720 v=T Y
TINBG 72 F7,

o AL H—T A ADFHHULFEZIZ AL v TFOFEENZIZ, — A F—T = A XTI

C b7 4w 7 NRAERMETHZ LT, HICRIUNRA X —T = A (FRITHEES
NG A 2 —T A ATy hOWT D) IZEERT DD T, K72 FCIDHRED
WG R ENEDS MR SIVE T,

0 NP ')/”7L—§ﬂLb\%ﬂf——/ ‘7xf,/aﬂﬁﬁﬁy”§§bn__ N *—
g

\" %
\

\I

FCNPV X, —u s A ol — KT 7% R— L T0nET, e —
RARG oy  TNEDOEE. HTLWNPT v 7 U 7 BNEEST 5 &, FCNPVIZE - T, ¥—
Ne A B =T 2 ARTXTORHFEERNP 7 v 7 U 7 Zblo THAEINET,
PR A H =T 2 A A= FDONP T v 7V I NEOMEDONP 7 v 7Y 7 IZBENIT 5
7912, FCNPVIZH— A v 2 —T = A4 ZZWEINCHOEE LT, =" ar7 21 vF
~DOBRTA L EFICETTHEIICLET,

BOT v TV o 7B EINTZY =N, o F—T o AT DNEAY LS ET, Ban-V—
NRAVE—T 2 A ATLIZV AT A AvEe—URNERSINVET,

)

Note 4— 8 f 5 —7 o f AEFRATH &, BHESNITY K78, AD T 7 1 v 7 25
WS ET, BEEOHE— b F X XA A—ZEML TS, FRifETn— K ATy
TN H—SHEE A,
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PR LT T 47 OFWERET 72D, HILWLWNPT v 7Y 7 2 BIMLTHEL, 2O
EEA =TI L, V=AU F—T o ARFHEAGINTHD ZOEELZHEST +—7 1
IZLTL7EE0,

TAATTTAT B=RRTG UL TPRA R=T VTGS =N A =T 2 2D
—EBEITTRCEFEHTHAEL T, HILWNPT v 7V vy A U H—T = A ATH—
FNTT 4T EST D ENTEET,

FCNPV FS 4 v O BEBOAA KA
FCNPV 7 7 4 v 7 EBZEAT HERTIL, ROTEEFHIZHES T E,

NPV b7 4w 7FHII, BN T 7400 2o P=T VIRl Ry U — 7 B A
TERWEAICEFHEH LT EE N,

T RTCDY =N A H =T 2 A AT T 4 v v T HRETHLETIHY FHA,
FCNPVIIT 74V N CHEI N T 7 4 v 7 EBEZHEHLET,

NP7 vV A E =T A0ty FEFEATAIIIITRESINZY—N A o F—
T A AL, FIAFRERNP T v TV 7 A2 —T 2 AN TYH, ORI AFE
NP7 oFV oo f v B —T oA AEFEHATEXERTA,

CTURTTT 4T B— R NGV TRAR—=T NI DBE, =N HZ—T (A

X1 2DONP T 7Y I NBRIONP T v 7Y 7B SNDGE1RH Y £7, NP
ToTV g B —T A AMEBET 584, FCNPV CTlEa T AA v FICHER S
AT HADVERHY, T 747 OFENELET,

e P —RDYy FEFEDIT AL v FICV T HI0E, Y= A F—T = A A% NP
ToITV T AB—T oA ADEY b (TRTZIOaT A vy FIZHEREINLTND)
WCEERHT T &,

a7 AA v FITKBMRFCID ZHE L, T 74 v 7 ~ v TR EFERHL T — 1 A
VE—T A AZADINTFT T4 T ENP T v T Y 7IZEDVET (TRTOT v 7Y 70
BEfHT OG- a T AL v FITHER L TWET) &

e " T T 4w T DEEEND TRETIHERIL. MDD NT T 4 w7 ~v T HEHRET
HENZ, —="OFEA BN R—F 2Ty N UTHZVLERHY £97,

NI T U I DY BT EEEDT v TV TICEERELTWT, RA R~DBR T A T
FERHEIND N T 74 v 7 =y T EHIRT 2581, BICAA N2y y N T T H0E
NV £9,

*FEX OEH%IZHDFCOERAND T 7 4 v v v ThFRETDHHE. 1 DDKRANEE
D FCoENP/7 v 7V v 7 (VFEC £7-1% VFC-PO) F7-1XH—D 7 7 A4 /X F ¥ %/L/SAN
AN—hF F¥XNNP/T v I~y BT TEET,
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Note - — SHUNEIA L 2 — T = A RAFHNICY v BV 7 ER TV DHEIE, SN v 2 —T = A A
PTSINOHBTH T T 5FBITHA T, = b7 710 v 7 BEDSEENEE A,

SAN A/B O 77 &

SANA &£ SANBOLSEEIZE Y . WD 777U w7 arFf—Ry MREEL2E-LTH
SAN BEG MBI CT&E 2 Z L MR EEN £, SANA & SANB D4, 777V v 7 2KT
BAZITUVWD VSAN 2455142 Z & T, MBI E 2I3mEaICER TE £9°,

[ 32: SAN A/B D 53

Spine .
Switch i —— SANB

I I I |

Leaf i Leaf i i = Leaf i
Switch 1 | Switch2/ port| | port Switchd/ |
: NPV : | NPV :

I I I |

SAN
Accessing
Host

502135

SAN /R— k F¥ )L

SAN R— k Fv RJILIZCDINT

*SANAR— h FxxME, FLTZ77 AN F ¥ /) — NI NTZ—FD FC A > % —
TxA RAEFRELT1IODY 7 & LTEESESmBIA V2 —T = A TT,

* SANR— bk F¥ x/MZ KV | FORME L FHERYR— S ET,
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* Cisco ACI AA v F D SAN KR — b F¥ 3L, FC a7 AA v F IR+ D7D, LT
VSAN DT v 7V v 7 B Cle 72 8w F & G o 7 = — VA —R—2FZB T 5790
WA & E T,

SANR— k FYRILDAA RS54 2 LEIREIR

*Cisco ACI AA v F DT 77T 4 7 R— K F ¥ XNVDERKRE (SAN R— |k F¥ F/L & VFC
TV INPAR— K T RVOEE) 137 T, BMTRESNTZAR—F FvrL
T R_T, BBEOWTIIADT VT 4 7 R— K Fx i vy NET o F TS
HFET, erdisabled REEOFEETT, BEFOT 77 47 A—bFFx¥Rx i vy NE D
CEITHIBRL TS, errdisabled DR — F F ¥ %% shut/noshut L C7 v 7 L FE T,

¢« SANR— b F ¥ RITHFEBE TEBFCA VX —T7 = A ADFHKREIL 16 EICHIE S £,
¢« SAN AR— ~ F ¥ /LD Cisco ACI AA v F TOT 7 4V sDOF ¥ %)V E— KIIFTI T4
JTT, ZHIIEFETEEHA,

oMNﬁ~k%v*wﬁ:7x4y%tLf&mﬁC27x4y%K%ﬁéMTwé%é
X, 77074 7R F v T— RETR Y ER—FENFET, CiscoFC a7 AA vFTT
IT 4 TRF YA NE— RERTCTHILERHY £9,

SAN R— k F¥ RJL E— FIZDWL\T

SAN AR — bk F¥ XL, 774/ b TEF ¥R ET— KRBT 77 4 7ORETHES LT
T, 77T 4T DA, BT R—FOF ¥ 3V T—7 F— NZBfFRR L, A /\—F—
MIET R—hEDOR—FFr L Fa halorasz—a 2B LET. Fy XL
7»—7( KESNTWDHET R— B AR—FF ¥ 7r harztiR— kL TR0

VFERERE VY 3 URAREE R T AT — X ARSI E . A— N T ROV
Di¢077747®f ¥ FVE— RTiE, FCTR— FF ¥ RNV A R—=DFR— D
Ak L OEN AP RICATD < TH, BEIEIENAETT,

T77A4NFrRI)LNKR— MRBIED A 54 2 EHIR
15

77 AN TF ¥ RN A= Mife (NPV) ZRET 256, ROEEFHE L OHRFEHIC
EELTIIESN,

e TFANF Y RUNPR—MIFT 7 T—FEYR—FLETH, 7743 F ¥ x/L
FAR— MIVAR—-FLEHEA,

s hTUT T AN T xR — FTIL, OBV VSAN IZX VN e 71 U i¥MThivE
—g—o

« A7 AL v FTROEEEZANZT DLERHY 7,

feature npiv
feature fport-channel-trunk
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TrARF R UNK— MRELEDHA K51 v enRFE ]

c8GDOT vV I HREAFEHRATAIEAIL. 27 AL v F TIDLE 7 4 )L RXZ— U B iRIE

TOBERD Y £7,

GE)

Cisco MDS A A v FTD IDLE 7 4 /L /NZ — L DR EWH 2 RITT
LET,

Switch (config)# int £c2/3
Switch (config) # switchport fill-pattern IDLE speed 8000
Switch(config)# show run int fc2/3

interface fc2/3

switchport speed 8000

switchport mode NP

switchport fill-pattern IDLE speed 8000
no shutdown

o« 7 7 A X F ¥ X )LNPV DY 7R — ~ L CiscoNIK-CI3180YC-FX A A v FIZRE SN TV FE

R

c 7T ANF ¥ FNUREIZIFAR— Ml — 48 E#FEHTEEST, F—149—54%27 74N

F v B MIF B LI TE TR A,

e R—ha A —H Ry EPDLT 7 ANRNTF X XU, EFTOFERT IH5E51F. A1 >

FaEYr— RTH6ENHY £9, Currently, you can convert only one contiguous range of
ports to Fibre Channel ports, and this range must be a multiple of 4, ending with a port number that

isamultiple of 4. BiRF ;R CAEBTE Z2DIE, 7 7 A N F v /0 A — O L 72 §iH DR —
rET T, FLTZOHPMITIADERTHHIVLERND D, HEDOR— FFE ST 4 DfEHK
W72 TWDBMERHY E4, 72 201E 1 ~4, 1~8, 21 ~24 72T,

eBrocadle R"— h 7L — R 77 A XN F ¥R 16 ~32~DT77AXF ¥/ T v )7

(NP) #5%5i%. CiscoNIK-93180YC-FX U —7 ZA v F R— RN 8GDHETRESINT
WABAIT Y AR— SN EEA,

JEIRLTEAR— FOHEEN SFPIZ L > THR— F STV ORERH Y £7, 72& 21X

32G @ SFP 1% 8/16/32G ¥R — 3578, 4G DAR— MEEEIZIET 8G £ 7213 16G D SFP
DMBLTT, 16G D SFP DY R — ~E 4/8/16G Th A7, 32G DAR— FEEIZIZ32G D
SFP 3BT,

HWEOHFHRIT—v g VB R—FEINTWET, T 740 FOEET Tauto] TI,

AGBLIOTL—I TR R =P T T 7ANRNTF YR EHEATEER A,
* FEX % FC R — MIE#EHEHTHZ LI TEEE A,
* FEXHIF ;R— h & FCIZEHTH Z LT TE XA,

e AL FDIR—b T T ANMMEREET LIZBICAS v F 2 ) u—R$hHE, 5—H

A S 18 iy R N A G /e ol TR g W S B
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77 AN F ¥ 2 N K= MiAk (FCNPV) X, ROAA v FTHR—FENFET,
» N9K-C93108TC-FX
* N9K-C93180YC-FX

IRD 7 7 A 73 F ¥ /L Small Form-Factor Pluggable (SFP) K7 23— N[FHR— K I TV E
T

« DS-SFP-FC8G-SW : 2/4/8G (2G @ FC NPV AR— F#EE TV R — F4h)
« DS-SFP-FC16G-SW : 4/8/16G (FC NPV 7~ — RN IEEEDS 32G OA 1 LFE A #)
« DS-SFP-FC32G-SW : 8/16/32G (FC NPVA— NN 4G OH-AI1TIEAHL)

YR —FINTWABNPIV 27 AA »F L, CiscoNexus5000 > U — &, Nexus6000 >V — X
Nexus 7000 >V — X (FCoE) . BX U CiscoMDS9000 > ) — X <)L F L A ¥ AL v F T,

T77ANFyrILNFR— MrBEDHBEEER%

R DFIZ, Cisco Application Policy Infrastructure Controller (APIC) D7 7 A /N F % /L N 7R —
MrAE L (FCNPV) HEREOM EGEMMENT A s/t — R =7 s a2 " L ET,

R4 FCNPVTHR—FENDZY—FRA—T 1 HE

H—F X—F 4 R4 yF RU&—  |Brocade

Y— K /—F 14 N—FHx7 £FT/)L |DS-6620B
Y—RK—F4 YT k7 1J)— |82la

3

CiscoNX-0S 1) 1) —R 14.1(1) AR

Cisco Nexus 9000 € 7L NIK-C93180YC-FX
HEEAMEE—F NA (NPV)
CiscoSFPEYa1—)L DS-SFP-FC32G-SW
H—RK/N—F 4 SFPEZ 21—l Brocade-32G
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774 /N F v )L NPV GUI DERTE

GUI Z2FERALERSATAT 274N FrRILEA—FTAT7Z7A4ILD

=L =
ax ;&
ZOFIATIZ, 77 AT ¥ FXNVDERAN (=70 E) BT 27000 —BHOXAT 47
TZ7 AN F ¥/ (FC) FAR— FOEREEZITWET,
RERHEIIT ) 72, ZOFIETIX [Configure Interface, PC, and VPC] 7 « ' — K& L
£,
FIE

AT 91 APIC A ==— /3—"C, [Fabric] > [Access Policies| > [Quickstart] (Zf4%) L, [Configure an interface, PC, and
VPCl %27 U v 7 LET,

AT 72 [Configured Switch Interfaces] V —/L/N—"TC, [+] 227 Vv 7 LCAAL v T T 77 A VEERLET, KD
TIarEFTLET,
TDAA v F T Ty ANTIE, VP—"HKA N KR—bE2RELET, HOAL vTF 707740 Tlk
Ty TV R—be#EELET,

a)  [Switches] K2y &7 U A KNT, NPV U —7 A4 v FZRINLET,

ZOBEIC KT, BEWIZY —7 AL v TF a7y A ABER S VE T, [Switch Profile Name] 7
FALRY AT, V=T A vF TuT7 7 A VOLRTEZITANDS AR TE ET,

b) B HF—T oA ABREERITIE, A= M CTRERFEOAD[H E27 ) v 7 LET,

9) [Interface Type] T. [FC] ZBINL T, 77 AN F ¥RV KA A F—T = X R—F (FF—
) ZEELET,

d)  [Interfaces] T, FC AR— hDOAR— hiFHZ A LET,

FC AR— NMIEBTE 58— hOEGHHEIL 1 S7210 T, ZO#HIZ4 OBKICTLI2HERS D
4 DEFDOR—FESTRDOOIVENHD T (2L 2iE, 1 ~4, 1~8, 21 ~24 [3F%h7e%H T
1) .

ZOBEIZE - TA =T =2A A BLZ X RY —NEMREIET, [Interface Selector Name] 7
FAN Ry 7 AT, RY —DA4HEZITANDNERTEET,

GE)

A —H %y E)E FC ~OR— FOEHIZIZ, AA v FOYa— RRUETT, (v F—T AR
RV —%@EHTHIE, AL vFE2Va—RTEHLIRDODHBEHMT 77— LN GULIZERSNET,
ALy FOYr— RHFIAAL v F~OBENPFEIN, AL TFIZTI7EALELI ETHEX AL
T NI ET,

e)  [Policy Group Name] K2 v 7% 7> U X K C, [Create FC Interface Policy Group] % & L £,
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2)

h)

)

[Create FC Interface Policy Group] %4 7 &2 778 v 7 A C, [Name] 7 4 —/V RIZAFiIZ AT LET,
[Fibre Channel Interface Policy] K& > 74 7> U A kT, [Create Fibre Channel Interface Policy] % &R
LET,

[Create Fibre Channel Interface Policy] %A 7 7 77K v 7 AT, [Name] 7 4 —/V RIZ4RTEZ AT L, KR
DREZATVET,

TJ4—ILK RE

R—kE—F RARNA LV E—T = ZADBPE, [F] @R L £
R

Trunk Mode KA A X —T 2 A ADPA ., [trunk-off] %1%
WLET,

RE [auto] (7 74V k) ZERLET,

[BEEI&XEE (Auto Max Speed)] Auto Max SpeediX &1, AN auto DIGHEITD
KA S ET,
[Auto Max Speed]id, HENHEE— FD L (T
RIHEZHIR L E 9,

Receive Buffer Credit [64] IR L 7,

[Submit] 27 Vv 7 LT, Z7ANF xRNV A Z—T A AKRY —%FfF L, [Create FC Interface
PolicyGroup] A 70 7R v 7 AZRY £7,

[Attached Entity Profile] K& v 74 72U A kT, [Create Attachable Access Entity Profile] % %R L &
7

TRYFARRRTZ T 4T 4 T 77 ANDF T a Tk, V=7 7 78AFR—-M K —%
BT DA v A —T = A AERELET,

[Name] 7 4 —/V RIZ, 7T X v FRERRT T 4T 4 DR Y U —DA4RTE AT LET,
[Domains (VMM, Physical, or External) To Be Associated To Interfaces] > —/L/3—"T, [+] &2 U v 7
LTRAAS L TaT7 7 AV aBIILET,
[Domain Profile] K& > 7% 72 A N, [Create Fibre Channel Domain] % &R L £ 7,
[Name] 7 4 —/V RIZ, 77 AN F v RV RAAL L OLAFTEANTILET,
[VSAN Pool] K v 7% 7 J X F T, [Create VSAN Pool] Z &R L £ 7,
[Name] 7 4 —/V RiZ, VSAN 7 — /L O£ i Z AT LET,
[Encap Blocks] > —/W/3—T, [+] %2 U » 7 LT VSAN iz L £,
[Create VSAN Ranges] %A 7 2 778 v 7 AT, [From] 3 KU [To] ® VSAN H=5&2 AT LET,
[Allocation Mode] C. [Static Allocation] Z&{R L, [OK] %7 UV v 7 L% T,
[Create VSAN Ranges] % 7 2 7 7R v 7 AT, [Submit] %7 U v 7 LET,
[Create Fibre Channel Domain] %4 7 2 778 v 7 AT, [Submit] %7 U v 27 LET,
GE)
T7ANF ¥ RN RAA L TliE, FCoE Tlde %47 4 7 FCAR— M &fEHT 2354, VLAN 7' —
VX2 VSAN Bz ET 2 8135 0 £8 A,
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v)  [Create Attachable Access Entity Profile] #1472 7 7R v 7 A C, [Update] #27 Vv 7 LTT7 7 A N F ¥
I RAL L Ta 7y A VEEIRL, [Submit] %7 U v 27 LET,

w)  [Create FC Policy Group] # A 7 2 7 7R v 7 A C, [Submit] 7 U v 27 LET,

x)  [Configurelnterface, PC, andvPC] ¥ A4 7 a2 /K> 27 AT, [Savel %7 U v 7 LT, #—/3— KA
N AR=bDZDAA vF TR 77 A NVERELET,

GE)

A =Py FPBFCA~DR— FOEHUTIT, A v FOY v —  FPRETT, A =T = AR —

EHMATAE, AMvTFEIVu—RKTDH5LIRDDZBEBHMT 7 —LBGULICERREINET, AL vTDY

02— RRFEAAL v F~OBENFRSN, AL v TFITI7EALELI ETDHEXA LT T NI ET,

GE)

T2ez2E TV RE T ELTEHREL, AMyTFain—RT578E, AL vFDR—
N a7 ANEETETLE,. AL v F R Cisco APIC ) HREZTETHE T, AL vF L OWBEN T
INET,

[Fabric] > [Access Policies] > [Switches] > [Leaf Switches] > [Profiles] > [<44 Hi}>] C. [Leaf Profiles] {EZ£~A >
® [Associated Interface Selector Profiles] U A MZ 7 7 A N F ¥ x)LV AHR— K 07 7 A LBFRRENET,

RDERY
T FANRF XN T T IR TT e T y ANV ERELET,

cFFL DT AR R LT T s e hERBIL, 77 A S FrRADaT A
Ay FICHERLET,

GUI ZFRLE=RM T4 TFRCER—F FrR)L TOT7A4ILDEEKTE

CZOFEETIE, 77ANNF v xNDAT AL v F~DT v 7V o 7GRS 53547 4
T TrFANRNT xRN R —k F¥ /L FCPC) 7u7 7 A NVERELET,

N

(GE)  ZOFIEIE, [Configurelnterface, PC,and vPC] 7 ¢ ¥ — K& AL CEITT5 2L TE &E
K

1R BHIIC
THEYFRERT T 4T 4 a7y AN EEGe, Ty 7)o 7EREZRELET,

FIE

AT 71 [Fabric] > [Access Policies] > [Interfaces] > [Leaf Interfaces] > [Profiles] DJEIZJERI L £,
AT w72 [Profiles] #4577 U » 7 L. [Create Leaf Interface Profile] #2 U v 7 L £,
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AT w73 [Create Leaf Interface Profile] ¥ 7 2 7R v 7 AT, WOFIEEETLET,

a)
b)

<)
d)

2)

h)

)

k)
)

[Name] 7 4 —/V RIZ, V=T A U H =Tz AT 77 A VOL4RTEANTILET,

[Interface Selectors] »—/L 3—"T, [+] &7 U w7 LT [Create Access Port Selector] ¥ 7 &2 7R v 7
AR LET,

[Name] 7 4 —/V RiZ, R— K~ BV 7 ZD4FTIE AT LET,

[Interface IDs] 7 4 —/L R C, FCPC &~"— b DR — M Z A LET,

A= Fr TR K 16 HOR— M E2F-Hb 2 EnTEFET,

FC AR— MIZEHTE AR — FOMEFHHEIL 1 72T, 2oL 4 OIS T 2 0ERSH Y |
4 DfESEDOR— FEETRDOOIVENRSY 9 (& Z2IE, 1~4, 1 ~8, 21 ~24 387 %PFHT
SRR

GX)

A =P Fy b5 FC~OR— hOEHIZIE, A v FOY v — FPBETT, fF =T xR
RV —%MAT 5L, AA v FEFEHTYIr—RFT5XI9RDLEHT 7— L0 GULIZE RS
FT, AL v FDOY v— RFEAL vy F~OBEVFER S, A v FIZTI7EBALELIET DL
BALT D MR ET,

[Interface Policy Group] K7 > 7% 7> J A2 k"G, [Create FC PC Interface Policy Group] Z &R L %7,
[Name] 7 4 —/L RIZ, FCPCA v H—T =2 A ARV o — T N—T ORI AT LET,

[Fibre Channel Interface Policy] K& > 4 7 .- A G, [Create Fibre Channel Interface Policy] % iR
LET,

[Name] 7 4 —/V FiZ, FCPC A > X —T = A AR ¥ —D4HiH AT LET,

[Create Interface FC Policy] # A 7 1 Z'7/R v 7/ A C, [Name] 7 4 —/V RIZ4HTE AT L, IROBEET
WET,

J4—ILFK BE

r— bk E—F ToTV T LB —T A ADEA., [NP] &
BN L F7,

Trunk Mode T oIV A B —T A ADEA ., [trunk-on]
FEIRLUFET,

[Submit] %2 VU v 7 LT, FCPCA ' Z—7 = A A RY T —%{R{EL. [Create FC PC Interface Policy
Group] XA 70 7R v 7 AZRD £,

Port Channel Policy K= »» 7°C, Create Port Channel Policy %8R L £ 97,

[Name] 7 4 —/L RiZ, R—F F¥ 3NV KU o—D4FTIEZ AT LET,

DA =2—ZHDHMMOREITER TEET,

[Submit] 7 U v 7 LT, A"— bk F¥ xR IU T —%{ZfF L, [Create FC PC Interface Policy Group]
AT RITRy 7 ARY £7,

[Attached Entity Profile] Kw v 7 # 7 U R T, BIfFOT X v FARRRT T 4T 4 077 AV
EIRLET,

[Submit] &2 U w7 L < [Create Access Port Selector] # A 7 02 7R v 7 AZRED £7,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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p)  [OK] %27 U > 27 LT [Create Leaf Interface Profile] A 7 1 /7R v 7 AZR Y £,
q [OK] %7 YU v 7 LT [Leaf Interfaces - Profiles] {fEZ£A IRV £7,

AT 74 [Fabric] > [Access Policies] > [Switches] > [Leaf Switches] > [Profiles] DJIEIZ FEE L £,
AT TS fER L2V —7 24 v F Fa7 7 A4 V&47 Y v 7 L, [Create Interface Profile] #7 UV v 7 L ¥,
AT 76 [Create Interface Profile] # A 7 12 7R v 7 AT, IROTFNEZFATL 7,

a) [Interface SelectProfile] Ku v 77X 7 U A NT, R—h F¥rIVHAIELLZY—T A X —T A
A TaT 7 ANERERLET,
b) [Submit] %27 U 2 LT [Leaf Interfaces - Profiles] {E3£A1 IR D £,

G¥)
A=V %y FMBFC~DR— bOEHIZIE, AL v TFDY a— FNRUETT, [ F—T =2 AR —
FEATHE, AL vTFEIa—RTHLIRDDZBMT 7—20BGULIZEREINET, AL vTFDY
o0 — FHIAAL v F~OBEBPFHIEN, AAvFIZTIEBVALIEYI ETDEEHXA LT T MY FT,

[Fabric] > [Access Policies] > [Switches] > [Leaf Switches] > [Profiles] > [<£ Ri[>] T. {EZ3A > @ [Associated
Interface Selector Profiles] Y A MZ FCAR— Kk F¥ /L 707 7 A VPRFRRINET,

RDZRY

T FPROY—=NRER—=F T o7V 7 R—=FEEBEL, 774 XF 30D ay ALy
TG LET,

TJ74/\NF 2L R—DER

TOFETHEH, 77 AT XY RNV Y —N_NRERARNR= T vV T R—b 2T 7T 47T
L%,
1R BHEIIC
e 77 ANTF ¥ N (FC) h—"N"AKARKR—F 7774 (FFR—bF) ZEHELET,
cFCT v 7V R—FFa77A4 WNPEFIZTINPA— ) #HELET,

CEEEMIT LN TR 2O, F—T 2 AL I TaT7r AL (1 D/IFA R F—
M, 1237 v 7V 7 R—M ) 280V —T A v TF7Tur77 A VERELET,

FIE

AT F1 [Tenants] > [<7 F  F4>] > [Application Profiles] DIEIZER L £,
T RBFELRWEGAIX, 7T FEERT O ERH Y £,

AT 72 [Application Profiles] #4772 U 7 L. [Create Application Profile] 27 VU v 7 L C, WOEIEEZFEITLET,
a) [Name] 7 4 —/V RIZ, 77U r—vary 7ua7r7 A VOLETEATILET,
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ATvT3
ATy T4
ATy Th

ATvT6

ATy 17

ATvT8

b) [Submit] #7 U 2 LET,

[Tenants] > [<7 > K 4>] > [Application Profiles] > [<44 Hi[>] > [Application EPGs] D JIEIZ &R L £ 9,
[Application EPGs] #4577 U = 7 L. [Create Application EPG] %7 V v 7 LC, IRO#EEEZFEITLET,
[Create Application EPG] #' A 7 12 77K v 7/ AT, IROEEEZEITLET,

a) [Name] 7 4 —/V RIZ, 77U /r—3 a2 EPG OARTIZANLET,

b) WRERELET,

J4—JLE RE

Intra EPG Isolation [Unenforced] % %4 L £7,
Preferred Group Member [Exclude] Z &R L £ 7,
hTENMMED TSy T4 T [Disabled] %R L £ 7,

c) [Bridge Domain] K72 > 74 7> U X K C, [Create Bridge Domain] % 3R L £ 97,
d) [Name] 7 4 —/V RIZ, 7V vY RAAL U DARTZATILET,
e) [Type] T, [fc] ZIIRL TTZ 7 AN Fx L T U v RAL UERELET,
f)  [VRF] ke vy 7% 7 U A KT, [Create VRF] Z 3R L £,
2) [Name] 7 « —/V RiZ, VRF O&4aiz AT LET,
h)  [Submit] Z % Y v 7 L T [Create Bridge Domain] ¥ A 7 2 7R v 7 ZAZED £7°,
i) [Next], [Next]. [Finish] ®JIE(Z~ V »Z L T [Create Application EPG] # A 7 1 7R v 7 AZREY F
R
i) [Finish) #727 U » 7 LE7,
[Tenants] > [<7 7} k44 >]>[Application Profiles] > [<44 Ril>] > [Application EPGs] > [<44 Fii>] > [Domains (VMs
and Bare-Metals) | DIEIZER L £,
[Domains (VMs and Bare-Metals) ] #7427 U 7 L. [Add Fibre Channel Domain Association] 27 U v 7 L
T, ROBAFZFEITLET,
a) [Fibre Channel Domain Profile] K2 > 7% 7 U 2 T, ARA N R— FORERITIER LT 7 7 A A
F v Xy RAAL CEBRIRLET,
b) [Submit] Z#27 VU v 27 LET,
[Tenants] > [<7 7} > K4 >] > [Application Profiles] > [<44 Hii>] > [Application EPGs] > [<44 fij>] > [Fibre Channel
(Paths) ] DMEIZEB L, IROEBIEZETLET,

COAT IR, =N EKRA M FAR—FEEBRLET,

a)  [Fibre Channel (Paths) ] %472 U > 2 L. [Deploy Fibre Channel] %#72 V v 7 L ¥7,

b)  [Path Type] = b — LT, [Port] 27 V v 27 LE£7,

¢) [Node] Fey7H T URARNT, V—7 A v FERINLET,

d) [Path) Fry 7 X7 UARNT, =N HKA N K—FLELTHRESNTNDI —T A vF HK—F
IR L ET,

e) [VSAN] 7 4 —/L RiZ, R— D VSAN Z AL £7,

f) [VSAN Mode] = > b e —/LC, [Native] %7 U v 7 LET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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h)

)
)

TFANFRALE— DS Tvs v ToBE [

[Type] 75 fcoe ThH 2D Z & 2R LET,

(ATvay) NI7 4w~y T EMELETDHEAIL, [PinningLabel] K v 77X w7 U A R &{f
MALET,

GE)

DT vV 7 R— EBMERFEET, AA N FR— MZBWTHIZZDFLOGI ZFEDT v 7Y
VIWZEL LT HELAF, BETR T AN (F 774y 7 ~v ) ZERLTHEA R AR—h
T w7V 7 A= MIBEEMT L2 ENTEET, ZOXIITLARWGAEIL, HHMERT v 7
U2 A—FETHERA MR E— T 2SN ET,

[Submit] 7 U » 27 LET,
Tr7ANRNF ¥R R— K BFARNTELICRATFy TandbiviELET,

AT w79 [Tenants] > [<7 F > ~4>]> [Application Profiles] > [<4 Rii>] > [Application EPGs] > [<44 fii>] > [Fibre Channel
(Paths) ] DIEIZEEA L, ROBAEZFITLET,

CDAT T T, Ty 7V o7 R—h FyrLzEELET,

a)
b)
c)
d)
e)

f)

2)
h)

[Fibre Channel (Paths) | %472 U v 27 L. [Deploy Fibre Channel] 22 U v 7 L ¥,

[Path Type] =2 > b & —/L"C, [Direct Port Channel] %7 UV v 7 L%,

[Port Type] KRy FX 7 YA RNT, Ty Yo R—FFrmLzi@RLET,

[VSAN] 7 4 —/LV RIZ, R—FDT 74/ h®D VSAN Z A LET,

[VSAN Mode] =+ k 2—/L G, K— h® VSAN D413 [Native] 22 U v 27 L. ~F 22 D VSAN O
B& 1k [Regular) 27V v 7 LET,

[Type] 2% fecoe T D Z & ZfEa L £ 7,

[Submit] 7 UV v 7 LET, °

T7ANTF XN T v TV FB—=hEREIFR— K Fy RV T ECRATY Tanb@ikLEd,

TJ7ANFYRILTR— DS T4 v T TOERTE

EEOT vV N— b PMERRERT S r—2a Tk, T 74V 8T, =N T
T4y I BMERFEERT v ) 7 R—KMETr— KR Z23nET, HHEICL->TL 1
SULEDORFEDT v 7Y Y R—FEIIHR— N Fr e 7 A CER (FLOGI) %58
THEIYV—NERETILERDDET, ZOLIRGA. BET e 7740 (M7 4>
7= 7) ZERLT, TNHDOT v 7Y 7 K= FELEFR— F F ¥ 1M — S K—k
FRE T ENTEET,

ZOFNETHEH, 1 DU EDY—NRFK—=FL 1 OUEDT 7V 7 R—bFFERIIR—F F¥
FIVINT TICHEBHTHDL EIRELET, V= KR — R TTIIHEEFATHDLT-D, &)
W, 7o 7)o i~y 75T _RTCOYV—NNR— a2 vy b2 T (ML) 72404
ERHVET, NTFT 747 v v TEHRELELT, BHER— 2L ET,

1R BHIIZ

ZOFNETIE, WOEART TICREFATHDL Z Eamites LTWET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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e —NHK—hF (FAR—bF) BIXOT 7Y 7 R—bEEIFIER—F FrxL NP FR—
M)

e TFU b (T r—vary TuaTdrANBIOT 7Y r—3 a3 EPG Z&Tr)

\)

G [BEETve7ZryAN (FT7T74v7 ~v7) ZERTIENC,. Ty TV o7~y 745
Y= NR—= b 2T vy NETUTOHMERD Y 7,

FIE

AT 71 [Fabric] > [Inventory] > [Pod <n>] > [Leaf <n>] > [Interfaces] > [FC Interfaces] fE£ 7 4 > R U ZEIR L, 7T v 7
Vo7il=o e 73— A =T A R— Fe@RLTEDZLET,
AT w72 [Tenants] > [<7 F > h4>] > [Application Profiles] > [<7 7'V 77— = o 7' 7 7 A )L4>] > [Application

EPGs] > [<EPG 4.>] > [Fibre Channel (Paths) ] DIEIZER L. OEEEZEITLET,

a)  [Fibre Channel (Paths) ] %42 U > 2 L. [Deploy Fibre Channel] Z#27 V v 7 L £7°,

b)  [Path Type] = h a2 —/L T, [Port] #7 U v/ LET,

¢) [Node] Fmy 77X T JAXARNT, V=7 A v FEZRIRNLET,

d) [Path) kR 7H T URRNT, FFEDT v 7V 7 R— My B TT 55— R— F 28R
LET,

e) [VSAN] 7 4 —/L RiZ, "— DT 7 4/ D VSAN % A1 L £,

f) [VSAN Mode] = > b @—/ L C, [Native] 7 U v 7 LE7,

g)  [Type] 7% fecoe THDHZ & AR L £,

h)  [Pinning Label] Kw v 7% 7 1 X T, [Create Pinning Profile] Z &R L £ 7,

1) [Name] 7 4 —/V RIZ, T 7 4 >0 <=y T OLFIEATNLET,

j)  [PathType] 2> br—/LT, [Port] 27 YV v 27 LTH—O NP 7 v 7'V 7 R— MIHERET 5.
[Direct Port Channel] #2 U » 7 L CFCAR— k v /ML E T,
RADFESET [Port] Z BN L7I2GAIE, a5 [Node] Fey 77X 7 JARNTY—7 A v F
ZERT LML H Y 7,
/XA OFEFAT [Direct Port Channel] Z R L2 81%, A v 4 —T =2 A A HRY v— ZL—TTERL
/ZFCPC Z#RT HMELH Y £,

k) [Path] Ky X7 JRARNT, Y= K= e~v oy 7T57 v 7V 7 A—MEEFFR—b
F ¥ FVERIRLET,

) [Submit] %2 V v 7 L [Deploy Fibre Channel] Z 1 7 12 7' 7R v 7 A2 Y £9°,

m) [Submit] &2 VU v 7 LET,

AT 73 [Fabric] > [Inventory] > [Pod <n>] > [Leaf <n>] > [Interfaces] > [FC Interfaces] fE¥£ 7 1 > KU Z&EIR L, 7T v
Vo= T Hh =R F—T o A R— b BIRL THOAEDNZLET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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J7A4/\N F v %JLNPVNX-0S X2 1)L CLI DEFE

CUZFERALEI7Z7ANFYRILAVEZ—T 24 ADEKTE

NPV Y —7 AL v FTlE, 2=A_A—H A K= &7 74 A F v Fb (FC) F— MLk
TAHZENTEET, FCARA—HMIFAR—=FERIEINPR—=FDELLENITAEI ENTE,
NP R— hCliEAR— b F¥ XV EERTE ET,

FIE

ATV Tl R=FO#FMHEZA =YXy bHT 7 A48 F v R/UITEH L £,
1 -

apicl (config)# leaf 101
apicl (config-leaf)# slot 1
apicl (config-leaf-slot)# port 1 12 type fc

ZOFTIE, V=7 101 OR— K 1/1-12 27 7 A4 )X F ¥ )L R— MIE#HR L E3, [no] B D port type
fca~v FC, R—=FZ27 74NN FX¥RXANLHEOA =V Ry MIERLET,

GE)
R—FDOEHITY) —7 2L v F DY 7T — RO TONET,

BEO L Z A, FCA— MIZEHTE 58— FOwEGHHIL 1 D720 T, ZOHHEIT 4 OFERIcT 2038
BHO., 4 DEBEDR— FESTROAIVLENHY £ (il : 1 ~4, 1~8, 21 ~24) ,

ATYT2 TRTCOT7ANRNF vy R A H—T oA AHELET,
B -

apicl (config)# leaf 101

apicl (config-leaf)# interface fc 1/1

apicl (config-leaf-fc-if)# switchport mode [f | np]

apicl (config-leaf-fc-if) # switchport rxbbcredit <16-64>

apicl (config-leaf-fc-if) # switchport speed [16G | 32G | 4G | 8G | auto | unknown]

apicl (config-leaf-fc-if) # switchport trunk-mode [ auto | trunk-off | trunk-on | un-init]

apicl (config-leaf-fc-if)# switchport [trunk allowed] vsan <1-4093> tenant <name> \
application <name> epg <name>

GE)
FCAHRARN AL H—T A A (FAR—h) IL, 8Gbps DBEHEL AR — KL TWEHA,

FCA VA =Tz AL, T7BAFE—FEFREFI I TV E—RTHRETEFET, FCHR—1+2T 7 A
F— RIZERET DI, koa~vy REXEZFEHLET,

1 -
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apicl (config-leaf-fc-if)# switchport vsan 2 tenant tl application al epg el

FCAR—FE2 FT7 07 F— RICRET DL, ROa~xy FEAZEHLET,

&1
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apicl (config-leaf-fc-if)# switchport trunk allowed vsan 4 tenant tl application al epg el

FCﬁ%F??*W%ﬂﬁﬁé’\[@f%F4V§M7:42?V7V%F%%E

FIVDAUNR—ZIRBHFCA v B —T = A ZZHHALET,
A=k Fr 2UIIRKR 16 HDO A L R_R—2 -5 N TEET,
1 -

apicl (config) # template fc-port-channel my-fc-pc
apicl (config-fc-po-ch-if)# lacp max-links 4

apicl (config-fc-po-ch-if) # lacp min-links 1

apicl (config-fc-po-ch-if)# vsan-domain member doml
apicl (config-fc-po-ch-if) # exit

apicl (config)# leaf 101

apicl (config-leaf-fc-if)# fc-channel-group my-fc-pc
apicl (config-leaf-fc-if)# exit

apicl (config-leaf) # interface fc-port-channel my-fc-pc
apicl (config-leaf-fc-pc) # switchport mode [f | np]
apicl (config-leaf-fc-pc) # switchport rxbbcredit <16-64>

L, FCAR—FF¥

apicl (config-leaf-fc-pc) # switchport speed [16G | 32G | 4G | 8G | auto | unknown]
apicl (config-leaf-fc-pc) # switchport trunkmode [ auto | trunk-off | trunk-on | un-init]

(
(
(
(
(
(c
apicl (config-leaf) # interface fc 1/1-2
(
(
(
(
(
(
(

48 HHEIIZ
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axX A&

NPVT 7V r—ya b CTEATDHI)—T7 AL v F HR—1+2 774 3F v/ (FC) R— MZ

a7,

Tr7ANFXRXNVER—R R — T N—TOF T L— R EER L ET,
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apicl (config) # template fc-policy-group my-fc-policy-group-f-ports
apicl (config-fc-pol-grp-if) # vsan-domain member doml

apicl (config-fc-pol-grp-if)# switchport mode £

apicl (config-fc-pol-grp-if)# switchport trunk-mode trunk-off

WERE MDA v F R— FREZITO ZENTEET,
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ATFYT2 T77ANRXRF XU NPR— KRNI — TN —TDOF 07— MfERLET,
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apicl (config) # template fc-policy-group my-fc-policy-group-np-ports
apicl (config-fc-pol-grp-if)# vsan-domain member doml
apicl (config-fc-pol-grp-if)# switchport mode np

apicl (config-fc-pol-grp-if)# switchport trunk-mode trunk-on

HWER Y, DAL v F R— FREEITH Z LN TEET,
ATYT3 777V I BEOT7 7 AR F v 32 R —2ERLET,
B -

apicl (config)# template fc-fabric-policy my-fabric-fc-policy
apicl (config-fc-fabric-policy)# fctimer e-d-tov 1000
apicl (config-fc-fabric-policy) # fctimer r-a-tov 5000
apicl (config-fc-fabric-policy)# fcoe fcmap OE:FC:01

ATFYTE T AN F v FN B— bk FrFL R o—2ERLET,
11 -

apicl (config) # template fc-port-channel my-fc-pc
apicl (config-fc-po-ch-if)# lacp max-links 4

apicl (config-fc-po-ch-if)# lacp min-links 1

apicl (config-fc-po-ch-if)# vsan-domain member doml

ZFYTE V—=TRIKDT 7 AN Fy 3 B o— FA—TEER LET,
i

apicl (config)# template fc-leaf-policy my-fc-leaf-policy
apicl (config-fc-leaf-policy)# npv auto-load-balance disruptive
apicl (config-fc-leaf-policy) # fcoe fka-adv-period 10

GE)
ZZWRTARY — a<wr RIZEZRHTH Y, MEDERETIEIH D 1A,

AFvT6 V—7 KU — I A—T5ERLET,

apicl (config) # template leaf-policy-group lpgl
apicl (config-leaf-policy-group)# inherit fc-fabric-policy my-fabric-fc-policy
apicl (config-leaf-policy-group)# inherit fc-leaf-policy my-fc-leaf-policy

FCEHEDORY) o —2fKTHZ LIk ->T, V=7 KRIJ — TV —TERINFET,
ATFYT1 V—7 FaT7ry A NVEERL, V=RV =T N—TF% ) —T L —FIZEA L £,
5 -

apicl (config) # leaf-profile my-leaf-profile
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apicl (config-leaf-profile)# leaf-group my-leaf-group
apicl (config-leaf-group)# leaf 101
apicl (config-leaf-group) # leaf-policy-group lpgl

ZOFTIE, V=7 R =T N—Tlpgl T N—TbENT=, 777V v 7 BIKOFCKRY) v—L& U —
TREDFCAHRY v—%, U—7 101 IZ#H L E7,

V=T A B =T A AT 77 ANVEERHRL, R —IN—T%—FDFCA v Z—T = A AITiE
HALET,

&1

apicl (config)# leaf-interface-profile my-leaf-interface-profile

apicl (config-leaf-if-profile)# leaf-interface-group my-leaf-interface-group
apicl (config-leaf-if-group)# fc-policy-group my-fc-policy-group-f-ports
apicl (config-leaf-if-group)# interface fc 1/1-10

CLUZFERALINPV +r5 74099 Ty TDETE

FIE

ZDOFNETIX, FC/FCoE H—/N (IRAR) A X —T A AMNDH NP E— RIZREENT
FC/FCoE#NER (7T vV 7) A v B —T oA RATEEEINDH N T T4 v~ T LE
7,

1R BHHIIZ

FTRTCOY =N A HZ =T 2 A ANFR—=FTHLILERHD, T XTCOT TV T 4
H—=T 2 ANRNPR—FTHHILENDY £7,

1 -

apicl (config)# leaf 101

apicl (config-leaf) # npv traffic-map server-interface \
{ vfc <slot/port> | vfc-po <po-name> |fc <slot/port> } \
label <name> tenant <tn> app <ap> epg <ep>

apicl (config-leaf) # npv traffic-map external-interface \
{ vfc <slot/port> | vfc-po <po-name> |fc <slot/port> } \
tenant <tn> label <name>

1 -

apicl (config)# leaf 101
apicl (config-leaf) # npv traffic-map server-interface vfc 1/1 label servl tenant tl app apl epg epgl
apicl (config-leaf) # npv traffic-map external-interface vfc-po my-fc-pc tenant tl label extl
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774 /\ F ¥ 3)L NPV REST APl D% TE

RESTAPI Z{&FH L 1= FC 8t DK TE

FC B3 E#h7eA % —7 = A AL EpgRESTAPI Z#fEH L C, FC 7'm ha Lz FEHLTIND
DAV BE—=T 2 A ANDT JERAGZRETDHIENTEET,

FIE

AT Y1 VSAN 7=V ZERRT 2121, ROBI72 E & XMLpost #2545 LE 3, ZOHFITIL, VSAN 7' —/L'myVsanPooll
ZVER L. vsan-50 75 vsan-60 &£ T & e X 912 VSAN O#FPHAFRE L £,
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https://apic-ip-address/api/mo/uni/infra/vsanns-[myVsanPooll]-static.xml

<fvnsVsanInstP allocMode="static" name="myVsanPooll">
<fvnsVsanEncapBlk from="vsan-50" name="encap" to="vsan-60"/>
</fvnsVsanInstP>

RT9T2 T7ARXF ) RAL VEAERT DI, ROFIO L HIZ XML T post Z#ikfE LET, ZOBITIE,
T AN F xR KA AL (VSAN KA A ) myFcDomainl % /Em L, VSAN 7' —/L myVsanPooll (2B
AT ET,

1 -

https://apic-ip-address/api/mo/uni/fc-myFcDomainl.xml

<fcDomP name="myFcDomainl">
<fcRsVsanNs tDn="uni/infra/vsanns-[myVsanPooll]-static"/>
</fcDomP>

ATV T3 FCAR—bDOT Xy F 7 47 4 KRV — (AEP) ZA{ERT 5121, WOFID X 512 XML T POST % %
FELET. ZoOFITIE. AEP myFcAEPI ZAFR L. 7 7 A /X F ¥ R/ KA A > myFcDomainl {2 B S 1)
i—a_o

% -

https://apic-ip-address/api/mo/uni.xml

<polUni>
<infraInfra>
<infraAttEntityP name="myFcAEP1">
<infraRsDomP tDn="uni/fc-myFcDomainl"/>
</infraAttEntityP>
</infralInfra>
</polUni>
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ATV Tl Y—NREKAMR—=FDFCA v H—T 2 AR — R — N —T%EdT 5121Z. XML TPOST
FEELET, ZOFNIROBEREZEITLET,

e —NKRA K K—=KIDFCA ¥ —7xA ARV I~ myFcHostlfPolicyl Z{Emk L9, i 5L,
N7 X TDIRNE R—KTT,

*FCAHA N A% —7 x4 AR > —myFcHostlfPolicyl & #¢FC A > #—7 = A AR I — JjL—
7 myFcHostPortGroupl Z1ERk L £ 97,

RV — ITN—THFCA v EZ—T = A RY —ZEEMNIT T, ZNOHDR— % FC R— MIZE
@Liﬁqo

ARA N R— bk 77 7 A /L myFcHostPortProfile & {Ek L =7,

R—h% 5~ 8 O#HTIRET DA — k &L 27 ¥ myFcHostSelector % 1ERk L %9,
V—7 7 —FK 104 Z45ET 5/ — K &L 7 ¥ myFcNodel Z1ER L £,

V—7 J—FR 104 25T %5/ — R L7 ¥ myLeafSelector Z1ER L £,
RARNKR—br2Y—7 7 — RIZBEEM T ET,

i -
https://apic-ip-address/api/mo/uni.xml
<polUni>
<infraInfra>
<fcIfPol name="myFcHostIfPolicyl" portMode="f" trunkMode="trunk-off" speed="auto"/>
<infraFuncP>

<infraFcAccPortGrp name="myFcHostPortGroupl">
<infraRsFcL2IfPol tnFcIfPolName="myFcHostIfPolicyl" />
</infraFcAccPortGrp>
</infraFuncP>
<infraAccPortP name="myFcHostPortProfile">
<infraHPortS name="myFcHostSelector" type="range">
<infraPortBlk name="myHostPorts" fromCard="1" toCard="1" fromPort="1" toPort="8" />

<infraRsAccBaseGrp tDn="uni/infra/funcprof/fcaccportgrp-myFcHostPortGroupl" />
</infraHPortS>
</infraAccPortP>
<infraNodeP name="myFcNodel">
<infralLeafS name="myLeafSelector" type="range">
<infraNodeBlk name="myLeafl04" from ="104" to_="104" />

</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-myHostPorts" />
</infraNodeP>
</infralInfra>

</polUni>
(6=3))
ZOREEZEATOHEIE. A—FEFCHR—ML LTT v 7T H72DICAA v F DY m— FRLET/
DET,

BEOHFCHA— MIEBRTEZDLR—F D 1 SO L-&H L, ZOHHICTILERHY T34 O
BETHKRDDR— b EFA4D/BEETT, 2T 1~4, 1 ~8, 21 ~24 72 X TY,
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ATFYTS ToTV T R—=FFYRXLVDEFCT v TV R—bh A F—=T2A AR —LR)— T —TF
FYERET DICIE, XML TPOST #41E LET, ZOBNIROEREZFEITLET,

T TV R—=FDFCA 4 —7 =A ARV I — myFcUplinkIfPolicy2 Z{Efk L £4, Zhbix
N7 TREMII 5 TND NP R— F T,

FCT vV A2 F—T x4 AR — myFcUplinklfPolicy2 # & &e FC A > X —7 = A A /X R
b R Y 2— J—7 myFcUplinkBundleGroup2 % {Eil L &7,

IR — TN—THECA LV E—T 2 A AR —ICHEMT T, 25D R— % FC R— MIZE
@Lij‘o

T w7V T R— b 7u 7 7 A /L myFcUplinkPortProfile % {ER% L £ 77,
o R— k% 1/9 ~ 12 OFPH THET HH— F &1L 27 ¥ myFcUplinkSelector Z E L £9°,
e ARARNAR—FE2Y—7 /7 —F 104 ([ZBHd#fT T £,

https://apic-ip-address/api/mo/uni.xml
<polUni>
<infralInfra>
<fcIfPol name="myFcUplinkIfPolicy2" portMode="np" trunkMode="trunk-on" speed="auto"/>
<infraFuncP>

<infraFcAccBndlGrp name="myFcUplinkBundleGroup2">
<infraRsFcL2IfPol tnFcIfPolName="myFcUplinkIfPolicy2" />
</infraFcAccBndlGrp>
</infraFuncP>
<infraAccPortP name="myFcUplinkPortProfile">
<infraHPortS name="myFcUplinkSelector" type="range">
<infraPortBlk name="myUplinkPorts" fromCard="1" toCard="1" fromPort="9" toPort="12"

/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/fcaccportgrp-myFcUplinkBundleGroup2" />
</infraHPortS>
</infraAccPortP>
<infraNodeP name="myFcNodel">
<infralLeafS name="myLeafSelector" type="range">
<infraNodeBlk name="myLeafl04" from ="104" to ="104" />
</infraLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-myUplinkPorts" />
</infraNodeP>
</infralnfra>
</polUni>
G¥)
COBREEEATIHAIEL, A= M2 FCAR—RMe LTT v 7T EHEDICAL v T DY v— RPLEIT/
VET,

BAEDHFCAR— MIEHWTEAR—MD 1 DOEKE L&A L., ZO&FICTA2UNERH D T84 0
B CHROAR—FEFA4DOEK LT, e xE, 1~4, 1 ~8, 21 ~2472 K TT,

AT TFh, TV r—varFarr A0, EPG ZEH L. FC 7V v KA A % EPG I[ZEEHESHT 53

HIiE, WOBI7e E L XML post Z#i5{5 LET, #ITIX, FCBLOT 7 U r—3 3> EPGepgl & 7HR—
FE2E9CREENTZH—F Y b TF U ROTFIZ, 7Y Y RAAL Y myFeBDI 1B L £4, Zhiz
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ATy T

S0, 774 F ¥R/ RAAL 2 myFecDomainl & 7 7 A /N F ¥ RV RAN, U—7 XA v F 104 DA
VH—=T oA AT ICEEMNS T BNE T, HA v F—T =1 AiX, VSAN IR EAT S ET,

1 -

https://apic-ip-address/api/mo/uni/tn-tenantl.xml

<fvTenant name="tenantl">
<fvCtx name="myFcVREF"/>
<fvBD name="myFcBD1" type="fc">
<fvRsCtx tnFvCtxName="myFcVRF"/>
</fvBD>
<fvAp name="appl">
<fvAEPg name="epgl">
<fvRsBd tnFvBDName="myFcBD1"/>
<fvRsDomAtt tDn="uni/fc-myFcDomainl"/>
<fvRsFcPathAtt tDn="topology/pod-1/paths-104/pathep-[fcl/1]" vsan="vsan-50" vsanMode="native"/>

<fvRsFcPathAtt tDn="topology/pod-1/paths-104/pathep-[fcl/2]" vsan="vsan-50" vsanMode="native"/>

</fvAEPg>
</ fvAp>
</fvTenant>

Y= RNR—=1+Z2T7 TV I R—=MIBEETE T T4 v~y TEAERT HITIE, ROFID X HIZXML
TPOSTZERELET, ZOFITIEL, Y—_"KR—KrvFC147 %27 v 7V 7 R— K FCUTIZHEET S
7497 =y T EERLET,

51

https://apic-ip-address/api/mo/uni/tn-tenantl.xml

<fvTenant name="tenantl">
<fvAp name="appl">
<fvAEPg name="epgl">
<fvRsFcPathAtt tDn="topology/pod-1/paths-104/pathep-[ethl/47]" vsan="vsan-50" vsanMode="native">

<fcPinningLbl name="labell"/>
</fvRsFcPathAtt>
</fvAEPg>
</fvAp>
</fvTenant>

https://apic-ip-address/api/mo/uni/tn-vfc tl.xml

<fvTenant name="tenantl">
<fcPinningP name="labell">
<fcRsPinToPath tDn="topology/pod-1/paths-104/pathep-[£fcl/71"/>
</fcPinningP>
</fvTenant>

GE)
NT7 740 <~y 7 OEEEPD THRETIHHEE. OO ST 7 4 v ~ v T ERET DHENTH—
RANR—=+ 2Ty NETUVTEIVERSY 7,
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1R BHHIIZ
Mo xNEFERTST 2 P EERLE T,

FIE

ATYF1 A==2— "—7T, [Fabric] >[AccessPolicies] DIEZZ U v 7 L7,
RT9T2 [FEF—va ] "—T, [[RUI—]>[AV3—T A R]>[L2A VA —T AR %22 Vv LET,
ATV T3 [LRAVA—TzA R ZH7 Vv 7L, [L2AVA—T A4 R KR —DERK] ZINL T, KOBEE
FITLET,
a) Name”7 4 — /L RiZ, LAY 2A L4 —T A AR —D&4RHIEATLET,
b) A7var, RI—0@AZENLET, 24X —T A AR U —DOHMNERATLIZ L2H
BmHLET,
¢) Dotlg hoRILT, =V R—hELTERTHIAN X —T oA AEANTHA 0 H—T A4 AR
Uy —%ERT H7-0I12, QinQ 7 —/L KT, edgePort 27V v 7 LE7,
d) Dotlg k>R TaT R—hr e LTHHATLIA LV F—T oA AT DA X —T = A AR
— BT D702, QinQ 7 4 —/L KT, corePort 27 U v 7 LET,
ATV T84 WOFET, L2A v F—Tx2A A R) > —%KRY— ZL—FICHH LET,
a) [Z77V9I]>[T7O9ERKRI)O—=]>[4A23—T A RX]|>[V—TAE3—TA R &7 Vv I L
T, [RUS—FL—T]#EBELET,
b) [V=F F7UOERAKR—=FK]., [PCAUA—T AR FIFH[VPCAUE—D AR L7V w7 L,
P FICHEELTWDAL v H =T 2 ZADZ A TS LT, IROWTRNETER L £7,
)= TR R—+RYI—FIL—TDERK
cPCRYL— FTIL—TDERK

*VPCHKRY — JIL—TDIER
) FBRINDEATOT Ry AT, UFOT 7 varaFaTLET:

eName 7 4 — /L RiZ, RYU > — FIL—7DLETEZ AT LET,

ATvav, K= TN—=FIZONTORHZBMLET, K =T —TDHNZBHAT
HILEREDLES,
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L2 InterfacePolicy 7 + —/V R C, TREKRMZZ Y v 7 L, BIC/ER LT L2 A v F—T = A R
AU —ZRIRLET,

-awv4?2F/%)/77UF:wTF/ZW%¢%¢éﬁA\[GWMMﬂTW%%W%
27U w7 L, RV—FATarRy 7 ZTRY —OARTZBEMN L, FHREE A HEIC
[Submit] 7 U v 7 LET,

«LLDP L' A Y2 b3V 7 7 hanThrxVEERT 55E121%, [LLDP Policy] Tlﬁ%é‘%
a2 Uy 7L, RIT—FAT TRy 7 ATRY —DL4FTZBIML., BERELED)C
T [submit] 7 U v 7 LET,

s [Submit] #27 Y v 27 LET,

ATV TS ROFMEIE-TY =T A H—T 2 A AT T 7 A VEERLET

a) [Fabric] > [Access Policies] > [Interfaces] > [Leaf Interfaces] > [Profiles] #27 U v 7 L ¥,
b) Profiles”a 77 A% 47V v 7 L, CreateLeaf Interface Profile Z 34 L, WO FINEIZHEVFE T

« Name 7 . —/V FIZ, Leaf Interface Profile D4/l A I L £,

F7ar, A BMLET,
s Interface Selectors 7 1 —/V R T, + %27 U w7 L, LLFOEREATILET:
C[BAEN 74—V RIZ, A VX —T A A VLI XDARTEANTILET,
F7Fvar, SEBEMLET,

s InterfaceIDs 7 4 —/L NiZ, 2D b FVIZED HILS Dotlg Tunnd o v X —7 = A A, &
B DA v H—T 2 A ADLARTEANTILET,

« InterfacePolicy Group 7 4 —/V R C, R EREZ27 Y v 7 LT, BNERLTcA 4 —7 =
AARY — I —TF %R L ET,

ATYT6 MURABREDKR— NADRET 47 NA 2T 42 T EAERT 5121E, [Tenant] >[Networking] > [Dot1Q
Tunnels) DIIEIZZ U >~ 7 L %9, [DotlQ Tunnels] %z R L. Rill WmLtDmmemkﬁﬁU>—%>%
70 w7 LT, ROEBIEEZFETLET,
a) [Static Bindings] 7— 7 /L % &R L T [Create Static Binding] # 4 7 2 7R v 7 A& & F7,
b) [Port] 7 4 —/V R, A— hOFEEA IR L £,
¢) [Node] 74— /L RT, Ky X URENG /) — REeBRLET,
d) [Path] 74—/ R T, FryTZH TR NOA L H—=T 2 ZANZZERL, [Submit) 227 U v 7

LET,
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NX-0S X2 A4 )LD CLl Z{EAL7-8021Q k> RILDERTE

NX-0S X2 A )L CLI Z{£FH L 1-8021Q F > RILDEXRTE
A\

GE)  Dotlg > RILIZEENDIA LV H—T oA ADKR— bk, R—F Fyv 3, FEAFR—K F¥x
NEEATE XY, FIHOFEMIZIIR— FORENGTENET, Ty VBITa7r R—FF¥
FIVEFRRR— N Fr 2NV ERETDHa~ RIZoVTiE, FoflzsRBL T ZEND,

WOFINET, Dotlg bRV Z/EK L, NX-OS A ¥ AL CLI ZH LT ko THEMATS
A H =T 2 A RAEHRELET,

)

GE)  Dotlg bRV ICII2ELLED A v X —T oA A GO HMERH Y £, FEEZHVIEL
(FF2floA 2 —7 2 A4 R%F LOHTHKE), Dotlg bR THEAT LKA L F—T =
A A%~—7 LET, ZOFIT, 2MHOA X —T = f A TH—-OFEETHERAIh TNy
VAL vF R—hELTRESNET,

ROFMEEMA LT, REZROFIAZMA LT, NX-OS 2 ¥ A /L CLI 2 L T Dotlg k
I ERBGELET,

1. PRV THATIA X —T oA A B2 HRELET,
2. Dotlg )L ZAERKL 77,
3. PN ETRTOAS o Z—T = A A% EEITE T,

188 BRI
Dotlqg bV 2T 27 MERRELET,

FleD#HE
1 configure
2. WOFIEIZELY 802.1Q THEATAHT=OD2HDA v X —T =2 ABRELET,
3. leaf ID
4. interface ethernet sot/port
5. switchport mode dot1g-tunnel {edgePort | corePort}
6. KOTFIETR02.1q bR/ ZEMERKR L ET,
7 leaf ID
8. interface ether netslot/port
9.

switchport tenanttenant-namedot1g-tunnel tunnel-name
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10. RV EFOMDA U H—T =2 A ZAZBEMT DI, AT v 7 T~10%2#0ELE

j—o

FIED

FIE
ARV EFEREETIVa Y EL:Y

AFwF1 |configure Ay 7 4F¥al—varyE—RIADET,
i -
apicl# configure

ATFv 72 |ROFMEIZLY 802.1Q THAT 720D 2 HDA
YH—=T A AR ELET,

AFv 73 |leaf ID Dotlg ko RIL DA v X —T = A ANEESND
- ) — 7 mEEELET,
i -
apicl (config)# leaf 101

Z5 w74 |interfaceethernet sot/port FoFADHE— R LTe—s &NHA VX —T =

: A AERELET,

i
apicl (config-leaf)# interface ethernet 1/13-14

AT w75 |switchport modedotlg-tunnel {edgePort | corePort} |802.1Q b /L THEHTHA v X —T = A R~ —
Bl - 7 LT, REE—FEZOEEITLET,
apicl (config-leaf-if)# switchport mode ZOFITIE, =Y A R— AT HEHICNL
dotlg-tu 1 edgePort N EiN==2 — N2
agiciI (coigiq—iegi—i; # exit /)75\0)/]) A= I/r Xﬁxﬂ&?ﬂ_\' Liﬁ‘o l\ i
apicl (config-leaf)# exit 0:%’5%1@/( VEHE—=T A A %?&Eﬁiﬂﬁ—é (i, E}EJIIE\3
apicl (config) # exit ~5 %—f;ﬁg@j@bij—o

ATy T6 |[ROFINETL02.1q b wa B L ET,

ATy 71 |leafID A H =T A APRE SN TND Y —TITRY &
i - kK
apicl (config)# leaf 101

RFw 78 |interfaceethernetslot/port R RMZEENDA L H—T = A RITED £,
i -
apicl (config-leaf)# interface ethernet 1/13-14

R w79 |switchport tenanttenant-namedotlg-tunne tunnel-name| k> (2 A v ¥ — 7 = A AZBEMT ., RET—

1 -

apicl (config-leaf-if)# switchport tenant

RERKRTLET,
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AT RERETIVa Y S

apicl (config-leaf-if)# exit

dotlg-tunnel vrf64 edgetunnel

ATv710

o rnEZOMDA ¥ —T o A A BT
HIFE, AT 7T~ 10 0L ET,

1 : NX-08 X2 )L CLI TR— b ZERY 580210 b U RILERTET

%

ZOFEITIE, 2oDFR— & Dotlg hURIILTHERAEINIZ YV R— b A U F—Txf AL
LCv—72 L, EBIE220FR— | &2a7 FA—r A ¥ =Tz ATHEHINDZEDEEL
Tv—27 L, FURAEERLT, K=& bV BEEMA T 7,

apicl# configure

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/13-14

apicl (config-leaf-if) # switchport mode dotlg-tunnel edgePort
apicl (config-leaf-if)# exit

apicl (config-leaf)# exit

apicl (config)leaf 102

apicl (config-leaf) # interface ethernet 1/10, 1/21

apicl (config-leaf-if)# switchport mode dotlqg-tunnel corePort
apicl (config-leaf-if) # exit

apicl (config-leaf) # exit

apicl (config)# tenant tenant64

apicl (config-tenant) # dotlg-tunnel vrfé4_tunnel

apicl (config-tenant-tunnel)# l2protocol-tunnel cdp

apicl (config-tenant-tunnel)# l2protocol-tunnel 1lldp

apicl (config-tenant-tunnel)# access-encap 200
apicl (config-tenant-tunnel) # mac-learning disable
apicl (config-tenant-tunnel) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/13-14

apicl (config-leaf-if) # switchport tenant tenanté4 dotlq-tunnel vrfé4_tunnel
apicl (config-leaf-if) # exit

apicl (config-leaf) # exit

apicl (config)# leaf 102

apicl (config-leaf)# interface ethernet 1/10, 1/21

apicl (config-leaf-if) # switchport tenant tenanté4 dotlqg-tunnel vrfé4_tunnel
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

5l : NX-0S R 2 A JLCLI THR— b FrRIILZEHAT 580210 ~ R

EEHRET D

BITIE, 2Oy P R—=F8R2qA v F—T =2 AL LT2ODKR—KF ¥ FII~v—7 L,
2O EDR—FN FryxEaT K—Fr8021qA v ¥ —7 A AL LT~¥—2 LT, Dotq b
DRI EERL, b E R — b Ty RV E BEAHT £,
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apicl# configure

apicl (config)# tenant tenant64

apicl (config-tenant) # dotlg-tunnel vrf64_tunnel

apicl (config-tenant-tunnel)# l1l2protocol-tunnel cdp

apicl (config-tenant-tunnel)# l2protocol-tunnel 1lldp

apicl (config-tenant-tunnel)# access-encap 200

apicl (config-tenant-tunnel) # mac-learning disable
apicl (config-tenant-tunnel) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel pcl
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/2-3
apicl (config-leaf-if) # channel-group pcl
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface port-channel pcl
apicl (config-leaf-if)# switchport mode dotlg-tunnel edgePort
apicl (config-leaf-if) # switchport tenant tenanté4 dotlqg-tunnel vrfé4_tunnel
apicl (config-tenant-tunnel) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 102

apicl (config-leaf)# interface port-channel pc2

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/4-5

apicl (config-leaf-if) # channel-group pc2

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface port-channel pc2

apicl (config-leaf-if) # switchport mode dotlg-tunnel corePort

apicl (config-leaf-if) # switchport tenant tenanté4 dotlqg-tunnel vrfé4_tunnel

5l : NX-0S X2 A JLCLI TIRER—F FrRILZFEHAT 580210 >

RILE

BREYT B

ZORITIE, 2 2OEMEKR— b F¥ 1)L (VPC) & Dotlg kU RILD T VR — |k 802.1Q 1
=Tz AL LTv—2 L, EBIZ2DODVPCEHE bV RNADIZODATR— b AV F—T =
AAELT—27 L, brrVEEHRLT, IKEAR—FF v 3% b RUZEEEMT T E

ﬁ‘o

apicl# configure

apicl (config) # vpc domain explicit 1 leaf 101 102

apicl (config) # vpc context leaf 101 102

apicl (config-vpc)# interface vpc vpcl

apicl (config-vpc-if)# switchport mode dotlg-tunnel edgePort
apicl (config-vpc-if) # exit

apicl (config-vpc) # exit

apicl (config)# vpc domain explicit 1 leaf 103 104

apicl (config) # vpc context leaf 103 104

apicl (config-vpc)# interface vpc vpc2

apicl (config-vpc-if) # switchport mode dotlg-tunnel corePort
apicl (config-vpc-if) # exit

apicl (config-vpc) # exit

apicl (config) # tenant tenant64

apicl (config-tenant) # dotlg-tunnel vrfé4_tunnel

apicl (config-tenant-tunnel)# l2protocol-tunnel cdp

apicl (config-tenant-tunnel)# l1l2protocol-tunnel 1l1ldp
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apicl (config-tenant-tunnel)# access-encap 200
apicl (config-tenant-tunnel) # mac-learning disable
apicl (config-tenant-tunnel) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 103

apicl (config-leaf)# interface ethernet 1/6

apicl (config-leaf-if)# channel-group vpcl vpc

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# leaf 104

apicl (config-leaf)# interface ethernet 1/6

apicl (config-leaf-if)# channel-group vpcl vpc

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config-vpc) # interface vpc vpcl

apicl (config-vpc-if)# switchport tenant tenant64 dotlg-tunnel vrfé64 tunnel
apicl (config-vpc-if)# exit
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CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



Epg D 0-T-Q A TELEDTvELY |
B cuzEmLEEPCeD Cinah TELET Y ELTDRE

« vPC R — F 2 Q-in-Q # 7B /LT — FIZx L THERINZ 2 > TW B A, VLAN A5
Fxy 7IIETINEE A,
ZOMRETIL, WROBIEL A7 v a U AR— F SR TV ER A,
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4 R (Interface)] ¥ 7T Q-in-Q 7 7 E /W LE— FEHF N LET,

* [Fabric] > [Inventory] > [Topology]
* [Fabric] > [Inventory] > [Pod]

* [Fabric] > [Inventory] > [Pod] > [leaf-name]

[Topology] # 7 % 7-1% [Pod Interface] % 7 CVPC ##E L £7,
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A = a2 —/3—"C[Fabric>Inventory] 2% L. [Topology]. [Pod] %27 U v 27 3257/, [Pod] ZEBH LTV —
T EBEBRLUET,

[Topology] # 7', F7=1% [Pod] /X% /LD [Interface] ¥ 7 & H4R L £ 7,

[Operation/Configuration] k7 /v RHZ > %7V v 7 LT, HENRRKNVERRLET,

HE227V v 27 LTV =R v FORZBML, 1 DLLEDAA v F %8R L CT[Add Sdected] %7 U >
7 LET,

[<V —74>] 7%/ D [Interface] ¥ 7 T, [Operation]/[Configuration] N 7 VARZ %7 U v 745 L, HE)
BHNZAAL T DEAT 7T AINFRINET,

Q-in-Q W S EMbLE— REANT HA L H—T =2 A A% Vv 7 LET,

R—MEHRET DL, WOFIREZFATLET,

a) LEOL2%7 Vv 7 LET,

b) L2 #7®[L2QinQ State] 7 1 —/v KT [DoubleQ TagPort] #7 U v 7 L. [Submit] %7V v 7 L&
D

PCERRIET HITIL, ROFIAZFATL £ T,

a) H£EOPCZZY 7 LET,

b) [Physical Interface] % 7 C. [Policy Group Name] # AJj L £,

c) L2 ¥ 7®[L2QinQ State] 7 4+ —/L KT [DoubleQ TagPort] 27 U v 7 L. [Submit] %7 VU v 7 L&
D

VPC R ET HI2IE, ROAT v T HFITLET,

a) 2200V —T A F XA TTITLT, VPCO2ODOL T DAL E—TxA A% 7Y v 7 LET,

b) [VPC]ZZ7 VU277 LET,

19) [Physical Interface] %# 7 C. [Logical Pair ID] (H @i 7 Vv — 7 Oihl+) 2 AN LET, Hip#ES L—

i, EEOID BZH Y £7, ID i£1~1000 OFFH TI) 35 L O [Policy Group Name],

d) L2 5'703 [L2QinQ State] 7 + —/L KT [DoubleQ TagPort] #27 U v 27 L., [Submit] #2 U v 27 L&

R

GUIZERALE=77)Y O A 3—DT A RKRY—T)—T74 >
B—T 1A AD 0-in-Q 7 T EIL{EDEZE

V=T A E—=T A AT T 7 A NVEHEHLT, Q-in-Q W /MDY —7 f X —T =
A A, PC, BLXOVPC #HBCLET,
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FIE
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ATy T2 [TeF—va )T, [[RUP=]>[AVF—T A R]>[L2A B —T AR %27V v LET,
ATYTI [LR2AVA—T AR ZE7 Vw7 L, [L2AVE—T A R KR —DER] 23R T, ROBIEE
FITLET,
a) [BEI} 74— VR, LAV 2A L F—T 2 A AR U —DL4RIEATLET,
by A7var, RV —0O@HAZENLET, L2A VX —T A AR —OHMEHATLHZ L2
B LEd,
¢) Q-in-Q W7 EIMLEFINIT DA X —T = A A RY —EERT HITIE, [QInNQ] 7 4 —/L KT
[doubleQtagPort] #727 U v 7 L &7,
d) [Submit] %27V v 2 LET,
ATV T4 ROFET, RV — TN —TIC L2 A F—T oA AR) —Z@mHAINET,
a) [Z7TVVI)>EBT7IERR) =>4 23—T A R]|>[U—TAVE3—T AR %7 Vv
7L, [RUS— =T #EBELET,
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—aBRL, [EE 27V v LET,

ATYTS ROFET, V=T A HF—T A AT 77 A /VEEHRLET,
a) [Z7VYI]>[ABTIOERAR)O—]>[A23—T A RX]>[U—T A2 —T (4 X]>[7A
T7AIN]DIEIZZ Y v 7 LET,
b) (W=7 787740 24E27) 7 LT, V=T AVE—T A RXAKR)I—DEK] 28R, KD
FIEAZFEITLET,

« Name 7 .t —/V RIZ, Leaf Interface Profile D4 fija AJJ L E 7,

FTFva v, AEZBMLET,

A VB=TARELIB] 74— FT, [HEZVv7 L, ROWHEEATLET,
< [BHI 74— VR, AVF =T A XA EBLIXOARTIEANTILET,
F7Tva v, mAEZBMLET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| gD O-T-ehTEILEDTYELY
GUI £ A L TEPG AN D Q-in-0 1 TEILELAEHHEA VE—T A RIZIVELTT B .

kL7 04 TE L, EETHAEZALLET,

oAU HE—T 2 A AIDT7 4 —/VRIZ, 707 7 A NMIEGLHE—FITEHDODA X —T 2 A
EANLET,

[AVB—=TzARKR) = TN—T 74—V T, URHER LIcA v X —T A A K
V= IN—T IR L ET,

GUI #FH L TEPGH 5 Q-in-Q A TEILIEBEGA VA —T (4 R
R YvEVTT 5
EPF IZ, IRDOETNLDOWTINT Q-in-Q B 7 RIVINERIRA X —T = A AT 5 Z
LR TEFET
BEED Q-in-Q W TV IMLINE RN A L H —T = A A BT EPG R L 7,
* EPG % Q-in-Q 1 7B /ML G2 —7 AL v FITFHHIZ) > 7 LET,
« EPG % Q-in-Q 1 7B NI BRI RARA YV N(AZT 4 v 7 MACT RLAZRDOH
D) IZBHEAHT £ 3

APICGUI DRI L= Y TIZ3 DT XRTDOX AT NETEINET,

IR HEIIZ
cQ-in-Q T— R TR SNTaA v H—T oA AT~ v BV T ENETF o b, TF U r—
varZurZyrAnN, BBOT Y r—3 3 EPG Z#ERL L £,

cH=T b A F =T 2 AT Q-in-Q W T ENMETHR SN TV LBERDH Y 77,

FIRDEE

1. A==— "—7T, Tenants>tenant-name DJIEIZ 7 U v 7 LE T,

2. Jv5—var v RUT, Application Profiles> > application-profile-name> Application
EPGs> application-EPG-name % R L £,

3. QinQEF—KPAMIR-oTNWBA L Z—T A A, PC, £721XVPCIZAH T 4 v 7 EPG
AT 2I2IE. WOFIEZFEITLET,

4. EPG #Q-in-Q E— KA/ — FIZEIZY 7 35121, ROFIRZFEITLET:

5. EPG &#fHI— > NAA > b BEfTT 1213, ROFIHZHEITLET:
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Epg D 0-T-Q A TELEDTvELY |

B nxosxaq el £#EALE G0 A TEEY—T A 22— T4 RADEPC DT Y ELY

F IR D

FIE

&
ATy T2

ATy T3

ATvT4

ATy T5

A ==2— "—T, Tenants>tenant-name DJEIZZ U v 7 L£7,

FESF—ar vg RUT, Application Profiles> > application-profile-name > Application EPGs>

application-EPG-name % &R L £,

Q-in-Q E— RWAMR>TNDHA v Z—T =A A PC, £/FVPCIZAXT 1 v 2 EPG 2RI 5IC

E. ROFIREFETLET,

a)y 77UV —3a EPGOTT, [RET4vY R— bk (StaticPorts)] #4527 Vw7 L, [RETa4vYD
EPG # PC, VPC, F1=[&4 >4 —7 A4 RIZER (Deploy Static EPG on PC, vPC, or Interface)] % i
WLET,

b) NADEAT J—F, BEORQin-Q AN TWNDHA L F—T = A ZADNNAZEIRL LT,

c) Port Encap (or Secondary VLAN for Micro-Seg) 7 « —/L R C, QIinQ Zi&N L, EPG I~y 7S5
N7 74 w7 OB L OWE VLAN # 72 AJJ L £,

d) [Submit]Z7 V27 LET,

EPG % Q-in-Q &— RAHZN7 ) — RICEIIC Y > 73 512id, ROTFIEEEIT L £

a) 77U/ —iaEPG T, StaticLeafsz 47V v 7 LT, Statically Link With Node 38R L £,

b) [Node] 74—/ KT, U R RND Q-in-Q WEDRAAL v FHEINLET,

¢) [Encap] 7 4 —/L KT, QinQ Z3&ER L. EPG DHERR L OWES VLAN % 7 & A L,

d) [Submit]Z7 V27 LET,

EPG & T RARA & M &2 BT 2121%, ROFIREZETLET:

a) 77V —3i a3 EPG T, StaticEndPoints #4727 U v~ L. Create Static EndPoint Z &R L £,

b) A1V H—T A ADMACT RLAZAHLET,

c) NADHAT, J—F, BEOQ-in-Q h T v RNET o TWDA U H—T = A ADI/RA ZER
LET,

d A7var, mURRA U FDIPT RLAZBMLE T,

e) Encap 7 4 —/L KT, QinQ ZEIR L, SMHE L ONH VLAN ¥ 7%= A SJ LET,

f) [Submit] #7 U > 27 LET,

NX-0S X2 A J)LCU Z{FEAHL=0Q-in-QHhTE)LiL)—7
A 2IB—T T4 ANDEPGHDTVvEVY

Q-in-Q N T NMEDA v H—T 2 A AN L, EPGITA ¥ —7 = A A& B#fHT £,
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| gD O-T-ehTEILEDTYELY

NX-0S 2 % A )L CLl £ L1 Q-in-Q h Tty —7 4 28— T4 2~ PG DT v ELY [

1R BHHIIZ

Q-in-Q E— RIZERESINTWHA X —T A ATy BT EINDIT T b 77V r—
varruaZyrAN, 77V r— 3 EPG B{ERLET,

FIEDHE
1. Configure
2. leaf number
3. interface ethernetslot/port
4. switchport mode dot1g-tunnel doubleQtagPort
5. switchport trunkqging outer-vlanvian-number inner-vlan vian-number tenant tenant-name
application application-name epg epg-name
F gD F¥H
Fl&E
ARV RFERIETY a3 B#Y
A7y 71| Configure Jua—s )L a3y 4 Xal—ar ®— NEth
1 - LET.
apicl# configure
AT 72 | leaf number HETHV—T7EEELET,
1 -
apicl(config)# leaf 101
R 7 3 |interface ethernetslot/port BMETAA L H—T oA AREELET,
1 -
apicl (config-leaf)# interface ethernet 1/25
R 7 4 | switchport mode dot1g-tunnel doubleQtagPort Q-in-Q W T IMEDA v H—T = A ZAEHNILE
{5 EE
apicl (config-leaf-if)# switchport mode
dotlg-tunnel doubleQtagPort
R Fw 75 | switchport trunkging outer-vlanvian-number inner-vlan | 1 % — 7 = 4 2 % EPG |ZBJ# AT 1T £ 3,

vlan-number tenant tenant-name application
application-name epg epg-name

1

apicl (config-leaf-if)# switchport trunk ging
outer-vlan 202 inner-vlan 203 tenant tenant64
application AP64 epg EPG64
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Epg D 0-T-Q A TELEDTvELY |
B nxosxaq el £#EALE G0 A TEEY—T A 22— T4 RADEPC DT Y ELY

il

WOBITIE, V=7 4 ¥ —7 =A A 101/1/25 T Q-in-Q 7 7w b ZHM L T
(VLANID 201 4535 X OV VLAN ID 203 () . EPG64 (2 A & F— 7 = A A Z Bf}
JET,

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/25

apicl (config-leaf-if) #switchport mode dotlg-tunnel doubleQtagPort

apicl (config-leaf-if)# switchport trunk ging outer-vlan 202 inner-vlan 203 tenant tenanté64
application AP64 epg EPG64

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



5 12

i

TJL—0777 bk iR—

oL, WOBETHRSNWTVET,

« 7L —7T UM AR—=FDORE (231 X—)
KGN T DEAFT Iy T—rT U AR — NOFEEFEHELEGIREE (232-8—)

777 Vw7 VI OEET L= T U N AR— FOFEEFHELGHFE (237 =)
cGUIEER L7077 A VBN L7 X ICLBTL—2 77~ iR— hORERE (240
~—)
cGUIZHHA L7 77 A VBIOBL 7 ZICLA2TL—0 T Uk R—kOWRE (243
~—)

GUI R LAV H—T oA A a7 4 X2 —valib7 =277k BE—F
DOBTE (246 X—)

*NX-OS AX A NDCLI R LIZFZAFI v TLA 7T T8 R—bFOEE (247 2—
V)

JL—9 79k R—FDEHRTE

TVL—7 TN r—7MIEFEIEN) CZICHELTEY, 22 MNIROBWT v 7 NEB XY
Bz o © 7 M a2+ 2 ket LEd, 7L —2 7 U R TlE, 40Xy b (Gb) KR—
K% 4 DSOS L725mPE 10 Gb A — MZEIT 5 Z &, 100Gb AR — ~ % 4 DOMANE L 7= 7wk
25Gb AR— MIHEIT 2 2 A, 7213 400Gb R — k% 4 SOPSL L7257 100Gb R — - 25
TAHIENTEET,

AL FOE TN T (T RAMUR—bERIZF T 7 K= EBIEENET) B
W77 TV VT Vv—0T U NeRELET, 777 Vw7 Vo 7iE, V— 7%4/
F L AN AL T WO, FRF~ATFT 47 "R YOT 4T 1) =7 AL vTF &
TAT2V—T AL v FEOEREER L ET,

TL—=7T7 U kA= MI ROTGIETHETE 7,

eAR—h T T A NERL I EZEFERHTEET, ZOFETIE, V=T A F—TxA
AT TFANTT =0T 7K V=T R—FZ2HRL, 7077412 v F%H
AT, BT R— R R L £,
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B 50547390 TL—079 1 K- rORBESELHNER

« Cisco Application Policy Infrastructure Controller (APIC) 6.0(1) UV UV —ALIETIX, [Z7 7
1) w4 (Fabric) |>[7# £ R K1) < — (AccessPolicies) | >[4 4% —7 = 4 AR
(Interface Configuration) |V —7 7 o —%& i c& £,

[Z77YUwy (Fabric) 1>[4 > ~> k1) (Inventory) ]>pod>leaf_name 7V —7 71—
A TX ET, CiscoAPIC6.0(1) U U —RALIKE, A FY Ea—DRTHA
B—T A ADORREHBHLET,

B o9DEFAFITVY ITL—U7 FiRk—rDFE
BEEIELHIREIE
40Gb 75 10Gb ~D XA F v 7 T L—2 7 7 MEREIEX, IROAL v FOT 7 ZllA—
THHE— P SRET,
* N9K-C93180LC-EX
* N9K-C93180YC-FX
* N9K-C9336C-FX2
* N9K-C93360YC-FX2
* N9K-C93216TC-FX2
* N9K-C93108TC-FX3P
« N9K-C93180YC-FX3
* N9K-C93600CD-GX
* N9K-(9364C-GX

« N9K-C9408 (6.0 (2) U U—ALIKE)

« N9K-C9348D-GX2A (6.0 (3) U U —ALLEF)
* N9K-C9364D-GX2A (6.0 (3) U U —ALLEF)
« N9K-C9332D-GX2B (6.0 (3) VU U —ALIKE)

100Gb 725 25Gb ~D 7 L—27 7 7 MEREIX, RKOAAL v FOT 7 AR— N THFR—FEh
\iﬁqo

* N9K-C93180LC-EX

* N9K-C9336C-FX2

* N9K-C93180YC-FX

* N9K-C93360YC-FX2
* N9K-C93216TC-FX2

* N9K-C93108TC-FX3P
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B ) DL+l TL—s 79k k- roxesaLsnsE [

* N9K-C93180YC-FX3
* N9K-C93600CD-GX
* N9K-C9364C-GX

« N9K-C9408 (6.0 (2) U U—ALIKE)

* N9K-C9348D-GX2A (6.0 (3) U U —RLIk%)
* N9K-C9364D-GX2A (6.0 (3) U U —ALLEF)
« N9K-C9332D-GX2B (6.0 (3) VU U —ZLIRKE)

400Gb 75 100Gb ~D 7 L—27 7 7 MEREIX, IROAAL v FOT 7 AR — N THHR— M
F7,

* N9K-C9348D-GX2A
* N9K-C9364D-GX2A

« N9K-C9332D-GX2B

* N9K-C93600CD-GX

* N9K-C9316D-GX

« NOK-C9408 (6.0(2) U U — ALLE%)

«6.02) U U —ALIFE, QDD-400G-SR4.2-BD Y7 7 A /3% 400Gb R — h THHR— b S E
9, 100Gb HEDO T / — Fix. QSFP-100G-SR1.2 .7 7 A NZHHT 2 0LENH Y £
9,

«6.03) U U — AL, EEDE XD QDD-4ZQ100 77— 7 /L Z{# H L 72 400Gb-100Gb 7' L —
IJT I RMI UFDOT Ty b 74— AL TORYR—NENET,

* N9K-C9332D-GX2B. NIK-C9348D-GX2A, NIK-C9364D-GX2A, NIK-C9316D-GX,
B EVNIK-C93600CD-GX V=7 B LUV A/NA 2 AL v F

¢ N9K-X9716D-GX 7 A1 > 1— K
* N9K-C9400-SW-GX2A A A v Fix. N9K-X9400-8D 7 1 > H— FILIEEY = — /L&D

400Gb 7L —27 77 FEYAR— KL, E7 100G-PCC i3, NIK-X9400-8D 33 L X
NOK-X9400-16W T A > B— RYEERE Y 2 — /L THHR— I FET,

« QDD-400G-DR4-S, QDD-4X100G-FR-S. QDD-4X100G-LR-S Y. 7 7 A #31% 400Gb /R— kT
PR—FENZET, 100G HEDOET /— K%, ROLTT 4 7 A& TEET,

« QSFP-100G-DR-S
« QSFP-100G-FR-S
« QSFP-100G-LR-S
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JL—o79 k=t |
O YLIDEAF I TL—0 7Yk R— FOEEEBEEHIHEE

TVL—27 T T A= MERETHEINZ, ROWNTNNOr —T /N EHAL T, 40Gb R— %
450 10Gb A — KT, 100Gb K— % 4 5D 25 Gb R— MM, F721F 400Gb R— % 4 H>D
100Gb " — MZHERE L F T,

* Cisco QSFP-4SFP10G

6.0 3) VY —2LME, GX2 AL v FITZOEEES/ r — 7 V2 R— L TWET,

* Cisco QSFP-4SFP25G

6.0 3) VU—2LIE, GX2 A4 v FIXZOEFEEG r— I V&2 R— L TWET,

« Cisco QSFP-4X10G-AOC

6.0 3) VU—2LIE., GX2 AL v FIXZOEHEES r — 7 V&2 R—FLTWET,

« Cisco QDD-4ZQ100-CU (1M, 2M. 2.5M, BELU3M) (6.0 (3) U U —ALIK)

« MPO 75, [i¥iic QSFP-40G-SR4 35 . (8 4 X SFP-10G-SR #1277V —2 T k 27

U & r—="T b~

« MPO 725, [i¥iic QSFP-100G-SR4-S & 4 X SFP-25G-SR-S #2727 L—2 77 h 27

Uy & r—="T b~

« MPO 75, i#lZ QDD-400G-DR4-S, QDD-4X100G-FR-S, % 7-1% QDD-4X100G-LR-S,
B X1V 4 x QSFP-100G-DR-S. 4 x QSFP-100G-FR-S. F 7213 4 x QSFP-100G-LR-S % fifi 2. 7=
TV—IT T RNATY X r—T )L~

* MPO 75, [i##iZ QDD-400G-SR4.2-BD 1 J. (8 4 x QSFP-100G-SR1.2 {2727 L —2 T
TR ATY B =T~

)

GE) VP ER—=FENTWDEHT7ANNEr—T N> TIL,  [Cisco Optics-to-Device Compatibility
Matrix] #ZH L T 7EE 0,

https://tmgmatrix.cisco.com/

IR HA R4 v BLOHIREEICKE > TLTEEWD,
e TV —I T RR—=RNI, XUV T EEBME T ) DOl R— N ENET,

cRDAA v FIE, T 77 A NVENTZQSFPAR— N THAFI v 7 7L—2T7 7 K (100Gb
L 40Gb D) Y AR—FLET,

* Cisco N9K-C93180YC-FX

* Cisco N9K-C93216TC-FX2
* Cisco N9K-C93360YC-FX2
* Cisco N9K-C93600CD-GX

it A= 125 =3B ICoRrBEHEINET, R— 2 X000 7B 535
B R—=F129 =34 FFAFI v T TL—r T 7 MIEHTEET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)


https://tmgmatrix.cisco.com/

| FL—o79k #—
B ) DL+l TL—s 79k k- roxesaLsnsE [

« Cisco N9K-C9336C-FX2
BR3MDOEAF IV TL—0 T 7 "R TXET,
« Cisco N9K-C9364C-GX

N1 ~59 DHFEEZOTa 77 A4V 7 ENT-QSFPAR— T, I K30DXAFI v
7 T —I T NERETEET,

* Cisco N9K-93600CD-GX

40/100G R—F x 24 MO KR 12 DX AFI w7 TL—0 T U MERETE, A— b
5~ NEHRRKI0ODEAFT I v TL—IT U haRETEET, "—LE24D
VYU IICET A, R—h29 343X A F I v TL—r T MIEATE
F9, HED2OOR—F (K—1r35L36) X, 777V v7 Vo7 HICTFHEIN
TWET,

« Cisco N9K-C9400-SW-GX2A & Cisco N9K-X9400-16W T A > H1— K
HHEREDOTa T 7 A ) T ENTZQSFPAR— T, 7L—2r 70 Mkt E
‘g—o
¢ CiscoN9K-C9336C-FX2 A A v FI%, 7L —2 77 k H7R— | TLACP fasthello % 7R —
FLET,

« 7L —2 77 k 7"— N ILCisco Application Policy Infrastructure Controller (APIC) #%#¢1Z(%
EHTE LA,

CANRL UV AA Y TF AU H =T 2 A ATDEAFT I v T—0 T 0 MERIZHR— &
NTWER AL

e TF ANV Txa— A —NR—=RY—%, FAFTIv 7 TL—r 77 MEREL F—
R—=FTEHIR—FERhTWEREA,

e T L= T UMDY R—=NMI, RV —FTANEAINTWBEEFOMDOE—K AT
ERIUCFIETCHERTEET,

R —FNTHEAFT IV TL—0 T T MBEDS>THDEEGEE, BlA— b EOfMoRY
V= (B=X VT R =) T £,

e R—= IR EAFT IV I T =0T 7 M LTHDNI > TWBEESE, HAR— FOF0H
@ EPG BRI F7,

T VL= T UM YTR=MI, T TR = TN —TEREHLTH N E
DETHZLIFTE LA,

* Cisco APIC R U > —ZfiH LTk STz, ¥4Iy 7 7L—27 0 METZIL 400Gb
A= KD 100Gb R— k x4 ~D 7' L—27 7 7 hME, QDD-4X100G-FR-S L
QDD-4X100G-LR-S 77 4 7 A THR—h I TWET,

c TV AT U MY TR—MILACPEZYHR—FLET, T4/ ETIE. [FT7x1 1]
ﬁ~h?k*wxyﬂ—ﬁuy—fﬁ%éﬂkLMP%@V~b&ﬁﬁﬁ%éﬂiﬁo
LACP XEL— DX, [T 7400 A=k FXx /L AL N— R —%EET D5,
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ZPCVNPCA LV HE—T 2 A AR — T N—TTCOL—N"—F3 4 AR — T NL—T%
EHTEL, BRETEET,

T TIZTL—2I T RENTWLER—FCAR—F 707740V HRY —%HIFRTD L,
TL—U T RRENIZ V=T w7 EN, AL v FD)n— FICR— b BRAT 47
HIANZRY £7,

T VLA TN BT HR=REFFOR— K F¥ /LD LACP #E L — M EET L 0N
bLGE, TLv—2T U N TR EEHTRXTOR— N F ¥ R/ TH L LACP #F
L— MREZHERTLZEBMETT, A= —FA4 RV —FRELT, KOLHIZ
EELV—FERETEET,

L T7FNVEDHR—K F¥ R A N— R U —%%E/ZAT LT, Fast Transmit Rate
e E9 ([Fabric] > [Access Palicies] > [Policies] > [Interface] > [Port Channel
Member]) .

2. TXTOPCNPCA v H—Tz2A AR) =T N—THFELT, EROT 7411
R—=h Fx N A= R =% F—N"=F A FR)— T N—TITEDET
([Fabric] > [AccessPoalicies] >[I nterfaces] > [L eaf I nterfaces] > [Policy Groups] > [PC/vPC
Interface]) .

« MOVFEIER L OMHIFIEEIE DY Cisco N9K-C9364C-GX A A v FICHEM S £,

cABESOR—F (T1BEUITI) I, 7= 70 hadarR— b LET, BT
HWEAR— K (T2F7213174) 13D/ Y =7 ( Thw-disabled] ) o ZALE, H—
b1/ =60 (A S ET,

e HED2ODR—F (1/63 £ 64) 1., 777V v 7 Vo7 HIZTFRHINTHET,

eAR—h1/61 L Q2QIFF T 7 R—NMIEMWTEETN, 7L—27T7 7 MIVFR—

MEnTWERA, 7L —2 77 hR— K E40/100G DT L —2 T kF— M
UVl —4 F7031/5 =878, N1 bhhED 450K — DOy MIUBESEDLZ &
IETEEHA,

TeziE, A= UL BT L= T bIGEOHE, A—RF131E7V—2 77 bxt
JnETERAT 4 710G THEATE 9, &— b 1/35340/100G DG4, error-disabled
REEIZZ2 D £97,

c B 7 DRRENL, 30x4R— K 1025 (FL—2T7 7 k) +2AR—bk (1/61 &
62) =12R— T, R—F1/63BLN641Z777 Vw7 Vo7 BICTFRENT
B0, 12 — 60D DR — i error-disabled (272> CTUVWE T,

¢« ZDAAL v FIL, TRTCHOKR—FTI0GWithQSAZHHR—+LE9T, AT 4 710G
i QSA MME T,
o WOFEEFEL L OHIFIEHEN Cisco N9K-93600CD-GX A1 v FIZHH I E T,

e HEEFEFDOR—F TIOTRTOR—F) IT7LV—2T7 v eV R—FLFET, 1T
2 DIREEZOR— NIz 72 v £9 ( Thw-disabled) ) . ZAuiE, &A— k1 —24
WCOAEHA S NET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)
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I7IUvs UL IOEBIL—sTY kK- roxasEesnsE ]

c T L—=7T T REA0100GHT L= T T NI, U1 — 4 TS5 -8 L 11 »
5124 £ TOADDR— Dy MIRBESEDLZ LI TE £ A, KICHZRLE
‘a—c

e AR—=hM U1 =24 DA, By FZELIZ4DOR— bR TE £,

T ZiE, R=F BT Lv—07 0 HEO%E, R—M1BIETLv—0T D
NI ETEARA T 4 710G THEHATE E3, A— bk 1/3 53 40/100G DA,
error-disabled JRFEIZ 72 ) F 97,

e R—F125—28TliE, By FZLIZ2oDR— M 2fiHTXE7,
72EZE A—=FI25DBT7 L —27 T U FLDEETEH, A— b 1/271%40/100G
THEHATx X7,

e XY v ORKRENE. 12x4 R —F 1025G (FL—2T7 k) +10x4 R—k
10/25G (Zv—277 U K) =88 AK—FTF, F—F35BLNR361T777 Vv
JHIZTRENTEY, R2EOR— MIEDIZ/>TWET,

¢« ZDAAL v FIE, TRTOKR— FTI0GWithQSA ZHHR—FLE9, AT 4 710G
IZ1d QSA B EETT,

27V U IODBEIL—U T2 M R—rDEE
FIH L FEIR

TL—=0T T RBIR=FINTNWDEIA L I—RIT Ty —"2fHAT 5L, A— MIHE
T L= T UM LET, TL—2T7 U FeFHTRET DLEITHY A,

400Gb 75 100Gb~D 7 L —2 7 7 MERBIZ, ROTA > I— KO 777V v 7 R— K TH
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o V=7 a7y AND4igE, A7 a L LTERAEATILET,
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JACTF =y 7N, [OKl 227 Vw7 LET, BEOAL v FERIRTEET,

b) [TRTDRALYFDA 22— 4R (InterfacesFor All Switches) 1 ¢, HHIDA > X —T = A4 AD
HHEAEATILET,

) [FL—U 72k <vT (Breakout Map) 1 T, HHDOT L—2r 70 kN XA TEERRLET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| Fv=o7%FR=+
NX-0S 2% A LD CUEEALE=F1F 399 TL1o75 kK- roiE [

d) [frRfF (Save) 1Z27 U7 LET,

NX-0S RAAILDCUZFERALI=E14F+IvY TJLAY
7ok AHR—FDERTE

T =0T 7 R—FERE. REEZMERBIONX-0S AX A )V CLIZEHA LT 7 R—Fh
T, BPG 3% ET DHITiE. WOFIREFEHL E9,

5RO BRI

CACI 7 7 7V o V7 BFRESIL, APIC2 Y " a—F R4 T4 27> TRY, APICY
A VDRI TEFICEELTND Z &,

MBI TN I AT TAN T I TR EEERTEDAPIC 7 7 7V v 7 EHET
Hor SBIERAETHD Z &,

cB—=Ty b V=T ALy FNACL 7 77U v Z7ITFgRS L, EARRETHD Z &,

* 40GE F721X 100GE U —7 AA v F R— NI, ¥ V7 R— K Cisco7 VA7 T
N =T B LFET,

FIRDEE

configure

leaf ID

interface ether netslot/port
breakout10g-4x|25g-4x

show run

tenant tenant-name

vrf context vrf-name
bridge-domain bridge-domain-name
vrf member vrf-name

10. application application-profile-name
11.  epg epg-name

12. bridge-domain member bridge-domain-name
13. leaf leaf-name

14. speed interface-speed

15. showrun

©ENDGOHAWN
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B vosxssiocuEBERLESAF2 Y5 TLAH 7Y b K— LR

JL—=479kR—+ |

F gD FEH

F&E
AV RFERETI3Y B#Y

RXTw 71 |configure a7 4 X2l —varE—RIIAYET,

i -
apicl# configure

AFwvJS2 |leafID TL—7T7 U hAR— FREESN, V—T
Bl - configuration mode(GX EE— N, 27 4 ¥ =2 L —
apicl(config)# leaf 101 va s E ]\) hila) —7 AL v FERNLE

TO

AFw 73 |interfaceethernetslot/port FHEy b A =%y F(GE) 7L —27T Uk
Bl A b & LTHINET B4 25— 7 = A AEHHIL
apicl (config-leaf)# interface ethernet 1/16 §i7fo

AT v 74 |breakout10g-4x|25g-4x TUA 7 T RERIRLIoA VA —T oA A% A
15“ : ;Zj‘”: Li‘d—o
apicl (config-leaf-if)# breakout 10g-4x GE)

HAFIv T TvA2 70 b AR— M MERIZ, A
Ay TFOVR—FE2ZRLTIEIN, TL—7
TU N A= bORE 231 =)

RFwv 5 |showrun LB =T oA ADFFar 7 4 F¥al—a vk
- KRTDHZEIZE-T, REZMRL, Fr—rUL
apicl (config-leaf-if)# show run AT A Fal—va s T }\&:)j:% g jf'a—o
# Command: show running-config leaf 101 interface

ethernet 1 / 16
# Time: Fri Dec 2 18:13:39 2016
leaf 101
interface ethernet 1/16
breakout 10g-4x
apicl (config-leaf-if)# exit
apicl (config-leaf) # exit

AFw 76 |tenant tenant-name BRELIT VA7 7O b A= FTHESL, T

Bl - 7> | configurationmode(XEE— K, =27 4 F =
— > — K N = N v
apicl (config)# tenant tenanté4 v vasE }\) %Fﬁﬁuﬁéjj‘/ }\ %f/ﬁﬁkbi
R
AT w1 |vrfcontext vrf-name TERCE 72137 - MBS IT 54TV % Virtual

1 -

apicl (config-tenant)# vrf context vrfé4
apicl (config-tenant-vrf)# exit

Routing and Forwarding (VRF) - > A & > R Z 55
L. configuration mode(FX EE— K, 2> 7 4 F¥=
L—yaryE—R)&a&TLET,

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| Fv=o7%FR=+

NX-0S 2% A LD CUEEALE=F1F 399 TL1o75 kK- roiE [

ARV FFEREETIVa Yy

E:)

AT w78 |bridge-domain bridge-domain-name VERRE 72137 F v MCBEMT bR TnD 7Y v
B - R A A %5 L. BD configuration mode(i% i & —
> ~ > - ~ e A
apicl (config-tenant)# bridge-domain bdé64 _;:‘ AT Fal—vasE }\) %‘:’Fﬂﬂﬁu LE
A7 79 |vrf member vrf-name 7V v KAA Y, VRF OEFHESFIT, configuration
Bl - mode(FXEE— K, 274 F=2lb—T 3 EF—NK)
&
apicl (config-tenant-bd) # vrf member vrfo4 %E%\j?l/zkjfo
apicl (config-tenant-bd) # exit
A7 710 |application application-profile-name TERLE 721Z7 F > b & EPG ICHEAHT BT 5
Bl - TIVr—varru Tz s A VEBBILET,
apicl (config-tenant)# application app64
A7 711 |epgepg-name YERY F 7213 EPG %35 L. EPG configuration
Bl - mode(GREE— R, a7 4 F=2lb— g F—K)
apicl (config-tenant) # epg epg64d ¢:)\jjljj£7f°
R w712 |bridge-domain member bridge-domain-name EPG %27V v RAAL ZEENT, Zue—31
i WEET— FZITRY £,
apicl (config-tenant-app-epg) # bridge-domain -l ziE, MEIZSUTC, T AR—rEREav
member bdé64 NRR N — N — —
apicl (config-tenant-app-epg) # exit ~ R %ﬁﬁﬁﬁ}/‘(‘ jg:}_g Y TAI =T =2 A AT
apicl (config-tenant-app) # exit FCH 7 A—F %E&ﬁ LET,
apicl (config-tenant) # exit
A7 713 |leaf leaf-name EPG 27 L—2 7 v k A— MIBEM T ET,
i -
apicl (config)# leaf 1017
apicl (config-leaf)# interface ethernet 1/13
apicl (config-leaf-if)# vlan-domain member doml
apicl (config-leaf-if)# switchport trunk allowed
vlan 20 tenant tl application APl epg EPG1
G¥)
EofFZR LTz vlan-domain =< >~ R & vlan-domain
member 2> KX, A"— NI EPG #E AT 57
D DOFHRSA T,
AT 714 |speed interface-speed J—T f B —T = A FT—REBRIBL, [1V

51

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/16/1
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# exit

B —7 = A ZADMREE % GE configuration mode(FX &
T—R, ar74¥al—var®—RNaKkrL
i—é—o
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B wosxsqiocusERLESAF v TLLHTH b K- LORE

JL—=479kR—+ |

ARV FFEREETIVa Yy

S

ATvT15

show run

1 -

apicl (config-leaf)# show run

BT R— RN ERE L7-1%IZ U — 7 configuration
modeGXEE— R, a7 4 Fal— g F—N)
TROa~y REAHLT, 7 K— hOFERN
TRINET,

H7AR— bk 1/16/1, 2/1/16, /163 B L4116 Tv A2 T N2> TWNWH Y —T A
VE—T A A 1/16 T101 FOR—NZHEELET,

1

ZOFITIEH, TLA 7 TU R AR—FTHRELET,

apicl# configure

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet
apicl (config-leaf-if)# breakout 10g-4x

1/16

ZOBETIR, TS A —T A A R— D EPG TRELET,

apicl
apicl
apicl
apicl
apicl
apicl
apicl
apicl
apicl
apicl

config)# tenant tenant64

config-tenant-vrf) # exit

config-tenant-bd) # exit

config-tenant-app) # epg epg6d

config-tenant-app-epg) # end

config-tenant)# vrf context vrfé4d

config-tenant)# application app64

config-tenant) # bridge-domain bd64
config-tenant-bd)# vrf member vrfé4d

config-tenant-app-epg) # bridge-domain member bd64

ZOBITIE, 10GIZ, T A7 T MOEEYST R— 2R ELET,

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet
apicl (config-leaf-if)# speed 10G

apicl (config-leaf-if)# exit

1/16/1

1/16/2

1/16/3

1/16/4

TOFITIE., V=7 101, A F—T A A6 ITEFEINTWS, 4 ODT IV AK

¥ MR — bR LET,

apicl# (config-leaf)# show run
# Command:

# Time: Fri Dec 2 00:51:08 2016
leaf 101
interface ethernet 1/16/1
speed 10G

negotiate auto
link debounce time 100

show running-config leaf 101

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| Fv=o7%FR=+
NX-0S 2% A LD CUEEALE=F1F 399 TL1o75 kK- roiE [

exit

interface ethernet 1/16/2
speed 10G
negotiate auto
link debounce time 100
exit

interface ethernet 1/16/3
speed 10G
negotiate auto
link debounce time 100
exit

interface ethernet 1/16/4
speed 10G
negotiate auto
link debounce time 100
exit

interface ethernet 1/16
breakout 10g-4x
exit

interface vfc 1/16
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i

Z’A< 3 ARP

ZOET, WONETHELINLTWET,

e XL ARPIZHOWNT (253 X—2)

« HEFHEELHKEE (260 X—)

s 7 X ARP XV AR — RSN TV AHMAEDE (261 X—)

«JLIE GUI 2 L7272 %3 ARP ORE (261 ~<X—)

« 711 % 3 ARP 1L, Cisco NX-OS A% AL CLI i L TORE (262 2—)

JAXS ARP [Z2DNT

Cisco ACID 7B X ARP (X, Fv hU—27 723V 7 %y NNOTZ Y RARA V3, Blo=x
YRRALVFDOMACT RLRZFHLRTH, FOZY RARA U FEBETELEIICLE
T, TEXVARPII N T 7 4 v 7 OG- TR, b iz, w5 LT
HE&DMAC 7 RL A& L £,

¥ ARP ZHEZNZT 521X, EPGNT Y KRR A > M5 EEZRZ EPG THIINCT D2 MLERH Y
9, FEICOWVTIZ. ROMEZR LT &V, EPGN= Y RAR A hyBfEE Cisco ACI
DFEHIZOWTIE,  [Cisco ACI IABL A K] 2B L T 72 &0,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



v xARP |

JOx<T ARP[ZDINT

34:70x ARP & U Cisco APIC

EPG3
(BD 1)
(no isolation enforced
and no proxy ARP)

4,

Communication
allowed based on
presence of contracts

Base-EPC
(BD 1) (isolatic
enforced and proxy

EPG2
(BD 1)
(isolation enforced
and proxy ARP)

Assuming VM1 and VM2
are placed in the same Allowed if there

uSeg EPG then VM1 can is a contract between
communicate with VM2 uSeg-EPG1 and EPG2.
(no contract needed).

No communications
allowed as VM3 and
VM4 atiributes are not
part of any uSeg EPG.

501047

Cisco ACI 7 7 7 U v 7 NDO 7 B F L ARP [IERD 7 1% ARP LT8R 7, @F7 0
EADFE LT, 7BXx T ARP 23 EPG THNZ /> TWAHE X, =2 RARA 2 N A7 ARP
FREZTZY RFRA FBIZEEFEL, TV RFRA Y FBR 777V v 7 INTEEH I NHGA.

TURRALRAIFTY vY RAALL (BD) MAC/2H 7% ARP IWE A ZIELET, —
Y RAEAL U MAMNRB, =V RAKA Y RO ARP ERZEFE L, =2 RAA 2 b BIXT Tl ACI
T 7V INTHEELARWEAIE, 777U v 737 2% ARP ® BD N CTERZEEL
F9, TURFRA B, 777V v IICREDER, ZOTaF U ARPIIGELET, =
DS TIZ, 777V v 71370 F L ARP =V RiRA U M A ~DISEZEE LEEAN, =
YRRAEBIE, 777 Y v JNTEELEY, = FFA Y AKX, = FRAS LB
WZBID ARP BRZXET DA, 777U v 7137 a2 ARP & DB 2415 BD mac T,

WOFITIT 7T a2 ARP iGN 7 54 7 >k VML & VM2 [ O@EDFIEL £,
1. VM2 E(E% VM1 RLETT,

. CiscoAPIC LA ¥ 2y FTO—VHBHEAA F. J'—X6.1(x)



| 7o+ nArp

FoxvarpizonT ]

35:VM2E1E%E VM1 B"LETY,

Cisco APIC

% 6:ARP R DEREA

TINA R B
VM1 IP = * MAC = *
AC1 777U w7 IP=*MAC=*
VM2 IP =* MAC = *

2. VMIliE, 72— K¥¥ A FMACT RL &L L 412 ARP #xkA VM2 ICEE L ET,

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj



Ry xARP |

B o= mriconc

36:VMIETO— K4 Rk MACT FLR & &HIZ ARPERE VM2ITE{E LT

Cisco APIC

% 7:ARP R DA

TINA R IR EE

VM1 IP = VM2 IP; MAC = ?

AC1L 7770 w7 IP = VM1 IP; MAC = VM1 MAC
VM2 IP =* MAC = *

3. AC1777 Y wZiZ, 77Uy RAALY (BD) WO uXxT ARPERAZ 7T v F 40
L7,

. CiscoAPIC LA ¥ 2y FTO—VHBHEAA F. J'—X6.1(x)



| 7o+ nArp

FoxvarpizonT ]

R37:AC1 777w IEBDRDTOFXFS ARPERE DSy T4V LET

Cisco APIC

% 8: ARP R DEREA

TINA R YN

VMI IP = VM2 IP; MAC =?

ACI1 777V w7 IP = VM1 IP; MAC = VM1 MAC
VM2 IP = VM1 IP; MAC = BD MAC

4. VM2 iZ. ARPJEZEZ ACIL 77 7V v ZIZEELET,

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj



oy ARp |

B oo mrizonc

38:VM2IZ ARPIGE%# ACI D7 TV v ISEELET

Cisco APIC

% 9:ARP R DEREA

TINA R YN

VMI IP = VM2 IP; MAC =?

ACI1 777V w7 IP = VM1 IP; MAC = VM1 MAC
VM2 IP = VM1 IP; MAC = BD MAC

5 VM2 BREEINET,
X 39:VM2HEEShET

Cisco APIC

. CiscoAPIC LA ¥ 2y FTO—VHBHEAA F. J'—X6.1(x)



| 7o+ nArp

FoxvarpizonT ]

% 10: ARP & D E5iBH

TINA R 1hEE
VM1 IP = VM2 IP; MAC =?
ACL 777V w2 IP = VM1 IP; MAC = VM1 MAC

IP = VM2 IP; MAC = VM2 MAC

VM2 IP = VMI IP; MAC = BD MAC

6. VMIIZ, 78— FXx¥ A FMACT RL A& & 412 ARP Bk %A VM2 122 LE 7,
40:YMEZTO—FXv XA FMACT FLREELIZARPERZ VM2IZEELET

Cisco APIC

[=
APIC
‘l"

= 11: ARP R D3R A

TINA R KeE
VM1 IP = VM2 IP MAC =?
ACIL 777V w7/ IP = VM1 IP; MAC = VM1 MAC

IP = VM2 IP; MAC = VM2 MAC

VM2 IP = VM1 IP; MAC = BD MAC

7. ACl 777V v 7%, 2% ARP VM1 ~DJEEZ X E L E7,

CiscoAPIC LA Y21y kD—H#mA4 K. Uy—261x) [Jj
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B sssacsnss

4M:ACI D7)y VMIIZTFOXS ARPISEEEELET .

Cisco APIC

& 12: ARP R DEREA

TINA R NG
VM1 IP = VM2 IP;MAC = BD MAC
ACL 777V w7 IP = VM1 IP; MAC = VM1 MAC

IP = VM2 IP; MAC = VM2 MAC

VM2 IP = VM1 IP; MAC =BD MAC

TFEFHEEFINER

TuXxU ARP AT DL, ROTA RT A4V EHIBFREEZEEL TS EEN,

s 71X ARP 1L, [GHE Epg COAY R — hSivE T, EPG MRREEETIXRWEA, BEN
HAELET, 7ax ARP AN/ > TV D L [EEE Epg N THRAET 55 TiE, uSeg
Epg R ET HMENH Y £7, 72L& 21X, WRiED EPG N THID IP 7 R L A Z RO 85
DOVm WD AEEMENH Y . 25O Vm O IP address range(IP 7 K L A&i[H, IP 7 KL
AZDFPA)IZ—FT D IP DJEtEE o uSeg EPG 2% ET 5 Z N TX £,

cfREE SNy RaRA v hEBE O RiRA v b, EHRT Y RRA > b ETREED
T RRA L I HO ARP ERIZIL, 7uF U ARPIMEA LA VWTL &Y, 20k
AT, = FRA Y ME, #5250 Vm OFEBEOMAC T FLAZHEH L GRELE
7,

. CiscoAPIC LA ¥ 2y FTO—VHBHEAA F. J'—X6.1(x)



| Fav+arp
Foxy ARP A HR— FsnTLsasht [

70+% Y ARP WY R— b EhTWWSHAEHLE

DT rxL ARPETIEL, VAR—FENTWEHELAEDEEZRLET,

ARP #1{EJT/5E8 5% EHIR % EPG 7Ox ARPZEREND
EPG D ImEk

EHR) 72 EPG ARP ARP

7udx T ARPICHEHA &N |ARP 71 % ARP

EPG O [REf

YL5E GUI ZfEF L= 0+ ARP DX E

1R BHHIIZ
@727 b, VRE, 7V v RAL v, TV r—ar7a7 7 A48l ONEPG
PER T DMENH Y FT,

o« 7113 ARP WNEZNTT 5 DIZH EPG TN EPG OS5 BEZ AN T ALENRNH Y £,

FIE

ATYFT1 A=2— =T, Tenant>Tenant_ name% 7 YV v 7 LE7,

AT9 72 FEHF—=I 32 AT, EB. Tenant_name> 77U~ —>3> JAIT7AI)L >
Application_Profile name > 7 7Y% —> 3> Epg . 57V v 27 LT 7F)r—3 2 EPG DIERL %
FTTX AT TRy I A ROT 7 al, FTIVr—3 Vv EPG DR # A 7w /Ry 7 A
a) Name 7 1 —/L RIZEPG A4 ZEML £,

AT v 73 IntraEPG Isolation 7 .t —/L K¢, Enforced %3##R L £,

Wil EPG B Sh o & &1, Bl 7« —v NI RIS e 0 £,

AT w74 Forwarding Control 7 4 —/L K C, proxy-arp F=v 7 Ry 7 A& A2 LET,
proxy-arp A F TR0 £7,

RTw 75 BridgeDomain 7 4 —/L KT, Ry 7 X7 A Nnpb, BEMT 280727 v RAL 2R
£7

ATYT6 MBEIIGLT, AT TRy 7 ADEYV DT 4 — /L REBRRL, 227V v 7 LT 8T ,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}



v xARP |
B oo AR, CiscoNX-08 2 % L CU %A L TORE

Z’O0%< ARP(X. CiscoNX-0S X2 A JLCLIZ{FERLT®

=L

X AE

1R BHEIIZ

@Y TF v N, VREF, 7V oY RAAL v, TV r—gr7Fa 77 A0 L ONEPG

EVERRT D RERH Y £,

o 71 % ARP BNEZNTT 5 DITHS EPG T EPG D52 BN T ALERNH Y £4,

FIE
ARV FFEEET7TIVa Y =LY
A7 71 |configure 274 F¥alb—var E—RIADET,
fi
apicl# configure
ATy 7 2 |tenant tenant-name FFUhar74¥al—iary T— RE2BBL
{5 E3
apicl (config) # tenant Tenantl
A7 7 3 | application application-profile-name TV r—vary FuTr A VEERL, T
Bl - r—varE— RERBLET,
apicl (config-tenant)# application Tenantl-App
A7 7 4 | epg application-profile-EPG-name EPG Z1{ER L. EPG E— FIZAY £,
{5
apicl (config-tenant-app)# epg Tenantl-epgl
A7y 75 |proxy-arp enable 7 rX Y ARP A HMNCLET,
fi GE)
apicl (config-tenant-app-epg) # proxy-arp enable A= o arp 2&%4’ JZ“*?\II/G:“C“% iﬂ‘\ no 7O
Foap avUR,
ATy 76 |exit R—h 77V r—arE—FNIREY £,
i
apicl (config-tenant-app-epg) # exit

. CiscoAPIC LA YV 2 %y FI—ORAA4 K, ) 1—X6.1(x)



| Fov*arp
FO% ARP [, CiscoNX-08 2% L cu zEALToBE [

ARV RFERETI Va3 B#)

ATy 1| exit TrFrharz4X¥al—varET—RCoRV %
1 - K
apicl (config-tenant-app) # exit

AT 78| exit sa—r ) ar74Xal—iar ET— RIREY
Bl - 7,

apicl (config-tenant) # exit

451
W, ¥ ARP R ET 262 RLE T,

apicl# conf t

apicl (config)# tenant Tenantl

apicl (config-tenant)# application Tenantl-App
apicl (config-tenant-app)# epg Tenantl-epgl
apicl (config-tenant-app-epg) # proxy-arp enable
apicl (config-tenant-app-epg) #

apicl (config-tenant) #

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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B oo AR, CiscoNX-08 2 % L CU %A L TORE
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F2 T4 99 R b—LHlEH

ZOFEF, WO THMEINTHET,

« 8T T 4w A M—=AHHENZONWT (265 X—Y)

o A h— A OEEFIE EFHFOEE (266 X—)

cGUIZHER LN T 7 4 v 7 AP—LHIEARY > —DFE (269 2—)

*NX-OS AZANDCLIZEHLIE N T 7 4 v 7 A N—LHHARY >—DORE (271 ~—
D)

« A b—AHl#H SNMP k7 > T ORGE (272 ~—)

5S4 99 R M—LHFH|IEHIZDUNT

cNTF7 7427 A=A, X7y MR LANTY 7 v T 4 7T 2GEICRETHHLOT,
Rl T T 4w 7 EBAER L, Xy NI =7 DR T 3 —< U AZETEEET, FT 7407 R
F—2HHERY) —2 AT E, MEA =T 2 A LIZBITFS 78— K%y A b, R
DNTHx A, FHITRADOZ=F Y ANDIN T T 4T AR—AIZLH>T, L1F2
A= MEROBENIEINLIOZGSZENTEET,

T 74N RN TIE, AR —AHNTACIZ 7 7V » 7 TIEEDIZ>TWEFA, ACIT Y v
KAALY BD) LAFV2DORMOZ=F YA INDTFTvT 4 ZIEBDNTT 74/ N TH
ZIp o TOWETN, BHENEDZTL LN TEET, TOHE, A M—LH#ARY > —
Z7 B —R¥x A RERMDOVALF XY A RD RT 7 4 w7 ICOLBASNET, LA Y20
RIDA=ZX XY A NDT T T 4T HBD TENZR > TWBEE, A M—AHfHARY >—
X, 78— FXF XY A NERHOVLVTFIYARDNT 7 4 v 7ITMAT, LA P2ORMD
=X Y ANDT T vT 4 U ICHEASINET,

NI 7 497 Ab—AH1H (b7 747l bV ET) Z2HATLE, BETLH7Te—
REr 2~ vVFXXY AN RHMOZ=F% Y XA DT T 47 DL | BHERETE=
ZTCEET, ZOMZ, VT T4 v 7 Ly (R— b CERAFRERAFHHEIEO R—t v T —
V. FRIEBFEOR— FTHAESND IBHT0 DRy Mt LTRENET) 28, &
ELTE N7 7 47 A=A~V INET, AN T 7 4w 70, R— MIERE
L7 T 7497 A N—LHIL~VIZEESTHE, VT T 4 v 7 A h—AHlEREIZ L -
TEDA G —=NAPETTHETE I 74 v 7B Py FsiEd, BEEIT X F—24fl
BLEVMEZBAT- LI T —2REIELIICE=X IV VTR V—2BRETEET,

CiscoAPIC LA ¥ 2%y hT7—4#EAHA K. YU—261x) [}
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vy,

., Ty 7TV v VEREIIUTOA L E—T A ADT 7T Vw7 TI7EAKRY v—
TA =L ZHRE L LT,

NEHERNT T A B —T A A,
CH—Y—T 2 v F EOX A LT hAR— K Fx 3,
e NR—F ¥ FE—KFrxiL QoD —T7 AL vF EOFE—K Fy L) |

« VU —242(1) BIFETIL, A b—2HHO L& UVMEIZE L7256 12, IROFIFIFHEIZHE -
CT. SNMP h Z v 7% Cisco Application Centric Infrastructure (ACI) Mo M) H—TEDH X
TR £ LT,

o A M—LAHIENCBEEST T 7 v ailid, Fry vy AT CO2O08BHY F
T, VY NEDL T a TR, AV E—T 2 A A NT o TRREELETN,
AN—DEWBT I T4 TERIZIIVTTHDHI L ERTTRODOA M—LFII ~NT v
E, Yy MU T 7 a o TTERRESNERA, Lo T, AY T —T
VY NETUT I a vINREENTVD R F =4l N T v IR S ST
b ET,

e 2 b —AHIHIRY —NA L DIREETHR— N7 T v 745 L, HHIERONERIZ
IJVT b I TETIT 4T NI TR IR REINET, BE. VT R Ty
TETIT 4T T T HICEREINEEAN, ZOBAIETHEINSEMET
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c = b FrFVBLON=F v K=k Fy 2T, A b—Afll#E 0BHLY O
Ny MERETF A=t T =) B = Fy R OTXTOMBIA =M S
E

N

(G¥)  Cisco Application Policy Infrastructure Controller (APIC) U U —X
13 BEPAAL v F VY —=ZA NI UEDAL v F N— K7 =
7@%Q\T~b%vzw TiX, BHAR— b DT 7 4 74
FNIREMBORR2MEIZRDZEBHVET, HTLLIWNN—FT =
7 ‘J‘DP* N slice-0 & slice-1 D 2 DD 7 /L—F NI X 512
NEENTOWET, ATA A~y T EMHERT DHITIE, vsh 1ca~
Ve }‘@ show platform internal hal 12 port gpd %’fﬁ)ﬂ LT\ Sl
BT AT slice 0 F00T slice 1 2 LET, R— K Fr /L A
VR=RATA A0 EATA A OWIFITEELT D5, s
ATGAAIFESWTHEIND 20, FFAfSILD A b—Adl#E b
T4y I BREMD 2EZRDZEBHY T,
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EITORWIZ E&2EWRL, H0.011ZT_XCTHORNT 7 4 v 7 Wl LET,

e N— R 2T OHIBRBLIOIEIERY A XN ry vOB 7 S HFDNFERT, L~L
DONR— T =T R0 £, ERFENT T 4 v 7 EBWHERT DT L— 20 A X
CTC, BEBRICHEHASNA A=t 7=V LV ERE LT =T —Y LULO[IC
X, BoS—t > NORBENRHDAREERH Y £3, 1 BH7=0 o~ N (PPS) Ofi
1%, 256 /34 MIHEASWT A= T —VICEBmENET,

BRAN—=A NI, BT DNT 74 v I NN E I TSNS L — FORKEFETY,
N7 4y BRI L, RUIOMBTIERMEL—FETOTRTORNT 7 4 v IR
FFRTEhET, BRORMBTIZ. F7 74 v 7 HRBRESHIZ L — FETOAFFAI SN E
T, PAR— FINDEARENT65535KBTY, sk ESNTL— MR ZOEEBEZ 5 &, PPS
L= TF— VDM FIZONT I OETHITE S E 7,

BIREATRER R A/ N—Z MT 512 MB T,

b SN~V FXY AN 7T 9T 427 (OMF) £— RO H Y —7 A1 »F Tl
N7 47 A M—AHENTEE S ETA,

OMF T — RCIlIRWHAH Y —7 AL v FTiE, P77 4 v 27 Ab—AFfHN B I E

ﬁqo
cFEX DY —7 ZAA v FTliE, "RAMIA L F—T =4 ZZE T T 4 v 7 A b— Ll
A TEEE A,

CiscoNexus C93128TX., C9396PX. C9396TX, C93120TX. C9332PQ. C9372PX. C9372TX,
C9372PX-E, C9372TX-E DX AA v TFTiE, FTF7 74 v 7 A b—AHHOT=5%% X |/
N F X A SOEFUELNR T FR—FINTWEREA,

Cisco Nexus C93128TX, C9396PX. C9396TX. C93120TX. C9332PQ. C9372PX. C9372TX.
C9372PX-E, C9372TX-E DHEAA v FTiL, T 7 4 v 7 A F—21H#HD SNMP kT v
TR R — N TWERA,

Cisco Nexus C93128TX., C9396PX. C9396TX. C93120TX. C9332PQ. C9372PX. C9372TX.
C9372PX-E, CO32TX-EDEAA v F T, b7 74 v 7 A F—2A1MIH F T v 7B HR—
FENTWER A,

A N—=LHIHT 7 aidk, WA —Y Ry h A F =T 2 A ZABLVHR—F Fr v
A B =T 2 A ATOHIR—FENET,

YU —=Z241()LETIE, A M—2HIHS vy bEF O AT a R AR— STV E
9, 7 7 # /L b ® Soak Instance Count & FfO A ' X —7 =4 AZK L TO¥y REOU T
JvarPEREINSE, LEWEZBZAS Ny MI3BRE ey 7S, A—ME3
By hET U ENET, TV IOT 7 a i, KAy T T, vy bS8
VT varEERTLE, =YY —F U IR ERRET AL TV a v EERATE
ET, TN IOV —F TR 3BTT, BERRERHIPHIL 3 ~ 10 TT,

e A B —T oA ATERESNTET—F FL—rRY 2 (DPP) KU P —DENA h—
LRV —DfE LY BIRVIES. DPPAR Y —2MBE S £, DPPARY —& X h—A
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R —DRICERE SN TWAIERNEDOMEN, REINA VX —T A ATHEHAINE
7,

« U U —24206) LA, A h—2 ARV ¥ —iI, DHCP, ARP, ND, HSRP, PIM, IGMP,
LOVEIGRP 7'u h aiZxtisd b, V—7 AL v FOFTXTOEHIE T 7 40 v 712
Bl ESNET, ZOZEE, TV Y RALUNRBDTNISYT AT E3hTEIL
IETDISYTAVITDOELLICERESN TVDINCIEEFRLEYA, ZOBEOER
X, EXLIBEDY —T7 24 v FIZOHEH SET,

eEXAA v FTIEL, 7 bard Ikt lL, A== "L PFRYP—L X F—LK
VHh—DOMFE2RETEET, ZOHE, V= "—D0NRESNTZA—IR= A HF K
P—Lr—F HFE7L—2 KRV 7 CoPP) LV HLEWL—FThT T4 v %
EETHE A= RV —ZIA =L ARV — L= LTEREINTND L
DHES DT 74 v %FRAILET, BERENT 747 L— EBRA—/3— A4
AU — Lb— b UATOEHE., A= RV —IIRESNTZAR—L T T 4D
L—hE2ELFAILET, ZOEX FESINTZA——NAF R P —BIW
A =L RV —DL— MIBfRZ<EHASINET,
¢ A h—L RUB—N, FHESN-Ta FalD)—T7 2 v FTEE(RINDHTIT
OFEH ST 7 4 v 7 IZHEASND LRk ER, V—T AL v F Tlaik S5
MEZ7 749 BAN—LFRIY— Fay7OxRI2H70 £7, i) J—AT
. ZOEWEOEFORELZ T 70 halTiE, ZOXIRAM—LRI P —0D
%n/7i%$biﬁho

s 8T T 4 v A =AML, PIMBAEDNI 2> TNDET Y v RAAL ET2IL VRF A
VAR UADZIVF XY AN T T 4o BRI TEEY A,

cAb—Lbaryrae— N RIP—BR—-—FFrv XN A FZ—T = AZHMHAINTWDE
B, HFNENHIL—FFRRESINTWAL— 2B ENBYVET, R—bFF v 3L

=N

DAN=Y I PEEDATA AZETZNDEE, FASND T 7 4 v 7 L— R,
RSN L —MIA VNV VI RETENDATA ADOEERITZEDIZELL D F

j‘o
R—=IPOEARATAA~NDZ TN, AL v T FET /UL > TRZ2D 7,

Bl LT, A=A AU P — L— KM 10Mbps DA /3— U 7 portl, port2, }LW
port3 ZFFOR— M F ¥ XANRHDHELET,

e portl, port2, port3 Aslicel IZJ{ELTWAELE, FTF77 4 v 71X 10MbpsicAR Y >
SNET,

s portl & port2 73 slicel IZJ& L. port3 73 slice2 IZE L TWAGA, N7 7 4 v 7%
20Mbps [ZAHR Y o7 EET,

« portl 7% slicel |ZJ& L, port27° slice2 IZJ& L, port3 7% slice3 IZJ& L CWAHEHE, MF
74 v 71X 30Mbps IZR Y S ENET,
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GUI EEALEF5T ¢ vs R h—udlwRy v—akE [

GUI ZFEARALFS5 T4 v 9 X F—LFIHK) O—DE%

X
FIE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

A= a— /N—"TC, [Fabric] 27 Vv 7 LET,

Y7 A==z — /X—"T, [Access Policies] %7 V v 7 LE£7,

Navigation 7 1 > K7 C Policies & JEBI L £,

Interface - J&BA L £,

[Storm Control] #4727 U »» 7 L. [Create Storm Control Interface Policy] % ¥R L £,

[Create Storm Control Interface Policy] % 4 7 12 77K > 7 AT, [Name] 7 4 —/L RIZAR Y > —D4RTZ AT
LET,

Configure Storm Control 7 + —/L G, All Types % 721% Unicast, Broadcast, Multicast D\ T D A7
varREvEI v LET,

GE)
Unicagt, Broadcast, Multicast 47> a > R¥ U EBINTDH L. TNEND T T 4 v 7 XA 7 THEHN
A N—LHHERETDHIENTETET,

[Specify Policy In] 7 f —/L KT, [Percentage] &% 7= (% [Packets Per Second] W\ TN DA T > a v RHZ %

70y 7 LET,

[Percentage] # i8R L7255 1%, IROFIEEFEITLET,

a) [Rate] 74—V RIZ, 774 v 7 L—bhDR—toT—UE2ANLET,
A— N CHERFRERAFHTIRIED S—t v 7T —UZHET 50~ 100 DEEEZ AT LET, 1O
RHICAN T T4 v 7 BZDLYINET S, ThEBRA5E. P77 4 v 7 A F—AHlElc
KV, ZOMBOEZYDO N T 7 4y 7 iE ke y 7INET, H1001E, T 74 v 7 A F— Al
HATORWZEEZEWRLET, [H0DGLE. TXTO NI 7 4 v 7B IflSnE T,

b) [Max BurstRate] 7 4 —/V RIZ, N"—A KN NT7 747 L— b sONX—8T—VHANLET,
A— N TR A FHTIRIED S—t v 7T —VZET 5 0~ 100 DFEE AT LET, AJ) K
T4 I RIS E T T 4y A M—AHEBHBL TN Vv 2 Py TE
NHE 0 ET,

GE)
Max Burst Rate i%, Rate DfELL E T2 T iL 720 8 A,

[Packets Per Second] Z i8R L 7235515, WOFIAEZFETLET,
a) [Rate] 74—V RIZ, bF7 74 v 7 L= &2 1BHVDONTy NICTATLET,
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B cuzEmLE ST 90 R b —LfifRY L —DBRE

ATy I N

ATvT12
ATv713

b)

ZOM, FTT74v 7 Lo I BHZYICKR— M@ d o377y ML LTERIND) 2B, &
ELIZ b7 74y 27 A=A~V L ESnET, AT 74 w703, R— MIRELTL
N7 407 AR—LHIL-YVWVZETOINTNEBAL L, FT T 4 v 7 A —AHlEEEIC
LoTEDA LV E—=NABRTTLETE T 74w IR FryTShET,

[Max BurstRate] 7  —/L KIiZ, N—=A b T 747 L= 1OV ONTy METATILE
TO

ZOM. NI 747 Lok A BHDIIR— FedmEd 537y Mk LTRSLD) 2B, @&
ELIEN—=AN 774y 7 A=A~V EBSNET, AT T4 070 R—RIC
RELIZN T 7 47 AP—=LHlILNIVSET DN ENEBALE, bT T4 v 7 A b— Al
BEEICL - TEDA =AU KETTDETE I 74 v 7B Ry FENET,

[Storm Control Action] C [shutdown] %33R L, [Storm Control Soak Count] 7 4 —/v K CF 7 4 /L b &
BIHLT RV =T 203 arv a7 74V ENLERTEET,

GE)

7 7 4 /L b ® Soak Instance Count ZFf oA L X —7 = A4 AZXH LTIy REDY T 7 2 a UHRRRS
nosé, LEWMEZBZA X7y MI3BH Rey 7S, A—MI3BMY Yy by ShET,

[Submit] #7 U v 27 LET,
APN—LHHl A =T 2 A AR =" F—T =2 A F— NIEALET,

a)
b)
¢)
d)
e)
f)

g

h)

A= =a2— N\—"T, [Fabric] 7 U v 27 LET,
BT A =2 — X—"7T, [Access Policies] 7 V v 7 L¥7,
Navigation 7 ¢ > K7 T Interfaces Z & L £,
Leaf Interfaces # J&BH L £ 97,
Policy Groups % BB L 9,
L eaf Policy Groups % i#4R L £,
()
APIC N—2 3 93 2.x L0 HETOH AL, [Policy Groups] &R L £,
V=T T7I78AR=-FRY) =T N—T PCALE—T A ARY = T N—T vPCA L H—
TxAAR) = IN—" FFTA S —LHEARY —%#@ T 5 PCVPC A—N—F A K&K
= IN—TEBIRLET,
[Work] ~X~4 > C, [Storm Control Interface Policy]® Ku v 7 X %7 U w7 L, {EkLIZ T 7 4 v
7 A N—LHIHARY —ZBIR L E 7,
[Submit] 27 U v 7 LET,
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NX-0S 24 A LD CU EFALE k5T 4 v 2 h—ngi@ry v—niE ]

NX-0S X2 A IILDCUZFERBLEEFS 7499 R b—LA
HEAR) O—DERTE

FIEOHE

F IR D 48

FIE

WDa<y REAHLTPPS A Y v —%ER L £,

DA~y REANLT =k b BY —2Ek LET,

PR — b, K= Fr RNV ERIIRER—F Fv RV TA F—AKlIEZHELET,
RV —T 7 varyzBRT 5%, WOFIHEEZFATLET,

R—=F ¥y bEHOUT 7 a  ZOHuEH & 5 soak-instance 7 7 2 M B FRE L £,

a ks woDd=

AU RFEEEFT7II Y B#

ATy T

WDa<wy REANLTPPS RY > —ZERL L %
?—O

1

(config) # template policy-group pgl
(config-pol-grp-if)# storm-control pps 10000
burst-rate 10000

ATvT2

WDa~y REANLTN—tr b RY o —%{ERk
Lij‘o

1 -

(config)# template policy-group pg2
(config-pol-grp-if)# storm-control level 50
burst-rate 60

ATvT3

YER— K, R— b F ¥ RNV EIIRBR— K F ¥
FIVTA M—AHIHEZRRE L ET,
1

[no] storm-control [unicast|multicast|broadcast]
level <percentage> [burst-rate <percentage>]
[no] storm-control [unicast|multicast|broadcast]
pps <packet-per-second> [burst-rate
<packet-per-second>]

sd-tb2-ifcl# configure terminal
sd-tb2-ifcl (config)# leaf 102

sd-tb2-ifcl (config-leaf)# interface ethernet 1/19
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filt

ARV KRFERIETI Va3 BHY
sd-tb2-ifcl (config-leaf-if)# storm-control unicast
level 35 burst-rate 45

sd-tb2-ifcl (config-leaf-if)# storm-control

broadcast level 36 burst-rate 36

sd-tb2-ifcl (config-leaf-if)# storm-control

broadcast level 37 burst-rate 38

sd-tb2-ifcl (config-leaf-if) #

sd-tb2-ifcl# configure terminal
sd-tb2-ifcl (config)# leaf 102
sd-tb2-ifcl (config-leaf)# interface ethernet 1/19

sd-tb2-ifcl (config-leaf-if)# storm-control

broadcast pps 5000 burst-rate 6000

sd-tb2-ifcl (config-leaf-if)# storm-control unicast
pps 7000 burst-rate 7000

sd-tb2-ifcl (config-leaf-if)# storm-control unicast
pps 8000 burst-rate 10000

sd-tb2-ifcl (config-leaf-if) #

ATV TRV —T a2 EBHETHI20%, (kOFIELFE

TLET,

{5

apicl (config-leaf-if)# storm-control action ?
drop drop

shutdown shutdown

ATFYTE|R—=F vy MO TV aicoRrEA S
5 soak-instance WV > P EHRELE T,

1 -

apic-ifcl (config-leaf)# int eth 1/27
apic-ifcl (config-leaf-if)# storm-control
soak-instance-count ?

<3-10> Storm Control SI-Count Instances

Vi = Y T\ S ==

A bF—LH|{E SNMP 5 v JDETE
ZIZTHEH V=T AL vTFTI T T 47 A S—1F#H SNMP T v 7P HRTET D IFIEICD
WTCHBA L £ 97,
MIB EFED N7 v 74 %MEH LT, SNMP b7 v 7DA b —AfilillA2RETH LN TEE
T, AV B —T 2 AA ADMIBA XL b, WORAM—LBKBBENTZ U T SNENTEY,
FCU—TDRrI TR T4 NEYV LT, A—LERELET, A F—AITKRD2OD
FHETHRETEET,

FEMZCRRE : 2=F XY A R, VAT XY A TR—RFX YA RNREDRT T4 v T DX

AT HERELET,

FEHMTRWVWERE  TR_XTODEATDN T T4 v 7 ERELET,
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Ab=L +F

ar—ut3v7 |

A =L L& UVMEICE L7235HA 12 Cisco ACI 705 SNMP b7 v 7% R U A —4 B EEDH|
FROFEHICOWTIE, A b —AHEOFEFHE L HIFFE (266°—) 22 LTIEE,
FNF77 47 AF—2AHIHE FT v 7 THAR— K ZFL TV Cisco Nexus A1~ FDFEEMIZD
WTIE, A R—AHIHOT A RTA4 2B LTIEIN,

S} :7
APN—LFToTE ARXVIDRREL, AN—2NT I T 4T ERTT VT INDHTON b
VH—SNnET,

cpscEventRevl NOTIFICATION-TYPE

OBJECTS { cpscStatus }
STATUS current
DESCRIPTION

FIETIE, BFED T 74 v 7 AATICBHLTA v H—T = A ATA =L A2 MPRRAE
Lzl X2, Zo@EMmeERETLZ Lk £,

APN=LAT=HAF, ERERT o= FXy A b, 2=%Fy X b, v LFFr 2 b BLO
équiffﬁ]? A 7 54 70@ 74—V }\VC% 6 [bcDropIncreased]. [uucDropIncreased].
[mcDropIncreased]. 38T [dropIncreased] TR SN FET, ZIUHIX dbgIstormMO D7 ¢ —
U RTY, FEMRRE & IEFEMRRE TR, 77 7R LTA =L ZRELET, A h—Ln
TOTA4TREE, T 7IENICRESN, A =R 7 VTS5 L, 7T VIE2ICHRES
NET, KOa~v ROT7Z 780, SNMP F7 v 7 U H—IChB A X FVER S
£75

cat / mit / sys / phys-\ [eth--1 \] / dbgIfStorm / summary

# Interface Storm Drop Couters

bcDropBytes :0

bcDropIncreased :2

childAction

dn :sys/phys-[eth/1]/dbgIfStorm
dropBytes :0

dropIncreased :2

mcDropBytes :0

mcDropIncreased :2

modTs :never

monPoIDn :uni/infra/moninfra-default
m :dbgIfStorm

status :

uucDropBytes :0

uucDropIncreased :2
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ZOET, WONETHELSINLTWET,

e MACsec |22V T (275 ~X—2)

s AA v F TuT A NVOEEFEB LORKEFEE 277 X—)
cGUIZER L7777V v 7 27 ®DMACsec DiRE (281 ~2—3)
cGUI MR L7772 U7 ®MACsec D& (281 ~_—)

« APIC GUI Zf# ] L 72 MACsec /37 A — X OFRE (282 ~<—7)
«GUI Zf/H L7- MACsec F¥—F =—> R U > —DRE (283 2—3)
* NX-OS A ¥ A )LD CLI ZfEH L7-MACsecDF%E (284 ~X—2)

MACsec [ZTDILNT

MACsec 1Z. IEEE 802.1AE HI-_X—2D LA ¥ 2Ry I A KRy TS THY ., ik
V. AF 4T T BRIFEKET 0 Fa ikt LTTF — 2 OSSN L o2 Ecx £,

MACsec (%, Kfb¥—I27 V7 AT R FERZFEH LT, Ay T —2 ETMAC b
A YOS Z ML L £ 9, MACsecKeyAgreement (MKA) 7’2 k2L ClE, MEQRE v 3
VR —mEMA L, NEREES(EF—E2EELET,

802.1 ac MKA LiFEALIZV > 7, 2F0, Voo (v bI—2 T RBAFNA AL PCH
IPEFEE DT RBRA L b TAAAMOU 7)Y BNEHE L THWARA DT RXTOX AT
THR=FEINETNIY 7 BB SN THODMMD AL v FE T —4,

MACsec |E, A=Yy b 37y FOBEFELB L OSEMACT KL RAZERSTXTOT =4
AL LET, 2—FF, BEIL LD MAC 7 R L ADRITHRK 50 N4 F O 5z

AX T THAF T arbbET,

WAN 7234 b A =%y b EIZMACseec —E XA 2t 572012, —E X Frsdg
4 —|%. Ethernet over Multiprotocol Label Switching (EoMPLS) 3 X ONL2TPV3 72 E D X F & &
METUAR=F LAY T a b2 Z LT, E-LineR°E-LAN 2 8D LA ¥ 2% —E
Az R L TWET,

EAP-over-LAN (EAPOL) v h=aL 5 —% a2=v | (PDU) DO/ 7 v MARIKIL, MACsecKey
AgreementPDU (MKPDU) & BEFILES, 3[EID/N—FE— ME (F—FE—MI2B) (I
SINFE D MKPDU 2515 Lo 73Gh, E71747 ©7 VA M bHIBRShET, 2
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MACsec |

20X VATV MR ERERERE LTSS, AA v TF LEOSINEILI TA T "B EED
MKPDU % %15 L7z, 3 [ED /— F B — F3RIET 2 F TMKA OEMEZ MR L £7,

APIC 77 7' w4 MACsec

APIC 1T E 73BT A HA D MACsec ¥—F = —> T4 A MY Ea—TarOfRy RNOTRT
D) —RIZFEEDOHR—FD /) —RiZeD £7, VR —FZNTWVWBEMACsecF—F =—2 L,
apic NCTHAR—FINTWD MACsec R v — T 4 A MU Ea—TaroblkhTd,

s Mo —PREF—F =2 L IRy BV ARY >—

e —YRPHEINDEF—F 2= T 7TV v I A F =T 2 AT L D—F Rt X
NAHRY L —

cHEAERENZF—TF=2—rBLIOR1I Ry RH72 0 Oa—F Rl En s Ry o —

J—Rix, HEORY o—iF, BHO7 77V v 7 Vo7 OEANEROZENTEET, Zh
DEAETLHE, T7 TV I A B —T oA AT LF—F 2= BIORY —MEELE L TR
EDOHBEZTHA L Z—T A A, HEVER SN X —F = — v EBEMFIT O TS
MACsec AR U > —Tix, IbEEEN GRS ET,

APICMACsec TlX, 29200t X 2V T 4 F— 2 FR—FLTWET, MACsec ¥ l) T«
TRETDIVDELHYET i, V7o bEnNZ T 74 v 7 OREFTS €%
74 CTRETEHIVENHYET (LY, liHFoZ7 VT L, Vo7 EDNT T 4 w7 Bl
{ELEJ, MACsec # BT 2ANIC %2 T4 CTHREITDIDELNHYET E— K TOF—
F o —NIREBEZTDY) I CEBATAVNENH Y EFTELIY IR T LET, 2L
21X, R—=bFE2 A I TEETTMACseec X1 T4 CRETDIVLENHYET =— 0
ETRLTNLY 7 TOF—F =— 0 Z2ET 5N LET, MACsec ZHAT5H 2 &2
BEINT, ZORMBEICHLT D X2 ) T4 CRETIVELAHYET TRV 701
A4 _TICEF 2T 4 T—F24EE vX2) T4 TRETIVRENHYET .

N

GE)  MACsec A vV H—T7 A ADREELEFIL, X7y FORa vy 2y £9,
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Name 7 4 —/L RIZ. MACsec 77 7 U w7 A B —T x4 Z RV —DLETIEZATTILET,
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a)
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NX-0S X % 1 JL® CLI Z £ L 7~-MACsec®

FIE
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ATy T2

ATvT3
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TIEBAAL L BE—T 24 ADMACsec X2 U T 4 R —Di%
&1

apicl# configure
apicl (confiqg) # template macsec access security-policy accmacsecpoll

Q\
f

apicl (config-macsec-param) # cipher-suite gcm-aes-128

apicl (config-macsec-param) # conf-offset offset-30

apicl (config-macsec-param) # description 'description for mac sec parameters'
apicl (config-macsec-param) # key-server-priority 1

apicl (config-macsec-param) # sak-expiry-time 110

apicl (config-macsec-param) # security-mode must-secure

aapicl (config-macsec-param) # window-size 1

apicl (config-macsec-param) # exit

apicl (config) #
TIERAALE—T 2 AD MACsec ¥— F = — 2 EHRELET,

PSK L, 2V D HETRETETET:

GF)
s FOF—12ab IR T L HIZ, pk-string 2~ REFEHLTA T4 TRELET, PSKiX, 17
IZRiER S, A S A D, BETIEHY THA,

. A’»~ abl2 T/RT XK D2, FrLv <> K Enter PSK string % psk-string =~ > RKO% CEH L. fE#%5]
WADLTHRELET, B—H Nz a—In5720 T, v IZidiegksSni2nizd, PSKIT%E4aeT
7T

i
apicl# configure
apicl (config) # template macsec access keychain acckeychainpoll
apicl (config-macsec-keychain) # description 'macsec key chain kcl'
apicl (config-macsec-keychain) # key 1l2ab
apicl (config-macsec-keychain-key) # life-time start 2017-09-19T12:03:15 end 2017-12-19T12:03:15
apicl (config-macsec-keychain-key) # psk-string 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # exit
apicl (config-macsec-keychain) # key abl2
apicl (config-macsec-keychain-key) # life-time start now end infinite
apicl (config-macsec-keychain-key) # life-time start now end infinite
(

apicl (config-macsec-keychain-key)# psk-string
Enter PSK string: 123456789a223456789a323456789%abc
apicl (config-macsec-keychain-key) # exit

apicl (config-macsec-keychain) # exit

apicl (config) #

TIRBAAL L H =Tz ADMACsec f V' H—T 2A AR —ZHRTELET
B -
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ATvT4
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apicl# configure
apicl (config) #

acckeychainpoll

apicl (config-macsec-if-policy)#

apicl (config) #

NX-0S 2 4 1 )L CUl %A L 7-MACsecn it I

template macsec access interface-policy accmacsecifpoll
apicl (config-macsec-if-policy) #

inherit macsec security-policy accmacsecpoll keychain

exit

MACsec f > H—T 2 A AR —% V=T (FIEAA ) LEOT 7R 2 —T7 = 4 AZBEM T F

KN
51

apicl# configure
apicl (config) #

acckeychainpoll

apicl (config-macsec-if-policy) #

apicl (confiqg)

template macsec access interface-policy accmacsecifpoll
apicl (config-macsec-if-policy) #

inherit macsec security-policy accmacsecpoll keychain

exit

Ty IV A —T 2 A4 AFITMACsec EFX =2V T 4 R —ZFRELET:

&1

apicl# configure
apicl (config) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config) #

template macsec fabric security-policy fabmacsecpoll

cipher-suite gcm-aes-xpn-128

description 'description for mac sec parameters'
window-size 1

sak-expiry-time 100

security-mode must-secure

exit

T TV A H—T 2 A AHITMACseec ¥ — F = — U ZRELET
PSK X, 20 O HFIETHRETEET:

G

s FOF—12ab 2R T L H T, psk-gtring a2~ REFEHLTA I TRELET, PSKIiE, a7
IZREER S L, A En D720, ZETIEH Y FHA,

e F—abl2 T/RT X I, HFLva~ 2 K Enter PSK string % psk-string =~ > RO#% CEHA L, @5
WAJILTRELET, =AWl a—In5721 T, v s gz, PSKITZET

‘3_0

51

apicl# configure
apicl (config) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config-macsec-param) #
apicl (config) #

(

(

(

(

(

template macsec fabric security-policy fabmacsecpoll

cipher-suite gcm-aes-xpn-128

description 'description for mac sec parameters'
window-size 1

sak-expiry-time 100

security-mode must-secure

exit

template macsec fabric keychain fabkeychainpoll
apicl (config-macsec-keychain) #
apicl (config-macsec-keychain) #
apicl (config-macsec-keychain-key) #
apicl (config-macsec-keychain-key) #
apicl (config-macsec-keychain-key) #

description 'macsec key chain kcl'
key 1l2ab
psk-string 123456789a223456789%9a323456789%abc
life-time start 2016-09-19T12:03:15 end 2017-09-19T12:03:15
exit
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apicl (config-macsec-keychain) # key cd78

apicl (config-macsec-keychain-key)# psk-string

Enter PSK string: 123456789a223456789a323456789%abc

apicl (config-macsec-keychain-key)# life-time start now end infinite
apicl (config-macsec-keychain-key)# exit

apicl (config-macsec-keychain) # exit

apicl (config) #

MACsec |

MACsec f > Z—T 2 A AR —% V=T (LT ARL N DT 7TV w7 X —T = A AL}

JET
51

apicl# configure
apicl (confiqg) # leaf 101

apicl (config-leaf) # fabric-interface ethernet 1/52-53
apicl (config-leaf-if)# inherit macsec interface-policy fabmacsecifpol2
apicl (config-leaf-if) # exit

(

apicl (config-leaf) #
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