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HVET, 7T AEZKND 1 DLLED Cisco APIC D~V A 2T —& AN [H43I2ER ] T
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NEBICHEATIODETYT TFAX~DMOEFIZLRNTL EE0,

* Cisco APIC ZBEI T 2B8IE., mANCIERR I FAXZBHDH Z & &R L EJ, Cisco APIC
7T AK DWREEFERT DI, By v v M X725 CiscoAPIC &R L £9, Cisco

APIC% > % v NE 7 LT-%. CiscoAPICIZRBE) L, B L T, BFE ANET, GUI
MWH, JITAFINODTRTOa b —F REEICHEAREBICRETZ L 2R LET,

A

G¥)  —JEI2 1 2 Cisco APIC DL L £1,
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BIIL T TAZNHLT a2 v g9 5 Cisco APIC #38R L £9°, Cisco APIC 237 =
SyvaryEnitsh, CiscoAPICEZBEI L CTaIviarLET,

* CiscoAPIC 7 7 A X % ET DRI, T3TD CiscoAPIC D/X7 —< 2 ANRE L7 7 —
LT 2T N=Ta 2T LT0D 2L 2B LET, BARLH/— 3 2347 L TCisco
APIC DT 4 —<V ADRPD I T AZ Vo IR — ST Z2WaEifEL, 7 J A
ZNORENREET D TREMER H U £,

MDA T s FEITERRY, vl La— R 3TV M, WD Cisco APIC D
T HRXR=ADIODY ¥ — NIZOMEESINET, ZN6DAFT V=7 M, #HEHAEIE
F 7214 Cisco APICAZ#A T % & KA R DIVE T,
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LEBEIHLET,
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GE) « VAL OEBROFEMIONTIE, 77 AFEROEEFH] 2L TSN,

* Cisco APIC Z#ZHad B L, NAT— REIMT 7 T AXZNLRB I ET, APIC 1 & 45H
T5EXIZE, NATY—FROANEROOENET, TONRRAT— KT T 72X NORELT
DIRAT — RN U CHER SN E T, Cisco APIC2 £721%3 43+ 5 L x1Tid, /S &
J— ROANIRDOENERA,

48 SRS

Cisco Application Policy Infrastructure Controller (APIC) % A& #4932 RijlZ, 2AZH#aH Cisco APIC 73,
T 5 CiscoAPIC LA L7 7 — AT =27 N—Va U EFATLTND Z L AR LET, N—
Va URELTTRWESIE, BT DRTNSAAE CiscoAPICO 7 7 — LT = 7 % B 2 b B3
b FEF, BB N—T 3 v &FT LT Cisco APIC DT +—< L ADKRND I T AL v
NI HR—=FSNTOWRWENEL, 7 7 AXZNORMBEREET DR H Y £,

A4 % Cisco APIC ZHrE LE 1,

acidiagavread =~ > &M H LT, A7 5 Cisco APICO R E DFEM A il L £ 7,

decommission controller controller-id =< > FZ&{#EH L T CiscoAPIC #5723 v g LET,

Cisco APIC fi#fit3 5 &, APICID £+ — ID DO~ v B I REIREINET, @5, B LU Cisco APIC

12X, B2 APICID "&H 5 DT, 7T AZZH LU Cisco APIC Z BT I Z D~ v 72 IR+ 5 4
ERH Y FT,

Cisco APICY U —2 6.0 (2) LIRE, BEILEMEZTRHITX 2L DI 5720, A7 3 > D518 (force)
23 decommission =< RIZIBMEINE L7z, il &4/ 2~ Fid decommission controller controller-id
[force] T, DL D IZEMEL £,

cforce T HF LRWE . 7T AZPEREEIIT v 77 b— MIREEOGEITIIFE LS E L] T2 e
W% DT, TNLSDEGEIZDHRBEILDR AT SN ET,

cforce ZEHFTHE, 7T AZDOIRMICERR L BEIEDB TSN ET,

f: k i@i\ decommission controller 3 force Li\ 7 ?X&O)%ﬁ?‘@:%f%fﬁ< . APIC3 %?ﬁ%ﬂﬂ’]&i?: 2 b4
varLET,

H LW Cisco APIC #2X v g T AFEIL, kDB TI,
a) 777V w755 E Cisco APIC 28I L £,
b) 777U w75 Cisco APIC Z 45 L 77,
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1 L\ \Cisco APIC [RFBA[ 0 > b B—7S (Unauthorized Controllers)] U A k ® Cisco APIC GUI A = = —
[ AT L (System)] >>[2 > k B—7S (Controllers)]>> [apic_controller_name]> >[/ — K THRT %5
S A4 (Cluster as Seen by Node)]iZFr &L E 7,

c) controller controller-id commission =~ > R&MEH L TH L) Cisco APIC 2 v a > LET,

d) #H L\ Cisco APIC ZiEZEH L £,

e) 2 T AXDIEY OEAIITH LU Cisco APIC FHRAMEET D £ TS0 £7,
#T L\ Cisco APIC [ERFE% O > O —S (ActiveControllers)] U A b ® Cisco APICGUI A == — [V AT
L\ (System)]> >[3a >~ kO —35 (Controllers)]>> [apic_controller_name]> >[/ — KTHERIT S0 54
(Cluster as Seen by Node)]iIZF /RS E,

RDEZRY

fiEfi Lz a2y ha—J225&, ZOay hu—7 OEWERRENSRBEEIC/RY, T TIT7 7 A
ZNTEE L TWARWT E 2R LET,

\}

GE) T aIvvarE&NECisco APICH 7 7 7V v 7 b3 CICHIBREN WS, R Sh b
AREMEDN B VU . BIENRAET I AREMENH Y £3, ZOHE, ar bue—F2HIRT 572901
APIC 7 T A% DA A/ OFEICHENE T,

APIC 7 5 X % D4 A Xiffg/ly

Cisco Application Policy Infrastructure Controller (APIC) 27 7 AKX O A X%&HEg/hL, 7 7 AKX
B HIER S 7z Cisco APICZFRIAT D12IZ, RDHA RT A APV ET,
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FFEIZLARNWTL XN,
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L/iﬁ‘o

« 7T ZAXIND 1 OLLED Cisco APIC D~JL A AT — 2 AN T+ IEH | TRWEAIE.
Sl HETeRIICE DR EBEE L T ESV,

« 7 T AL DAREY A REFTREMEICHD LET, 2L 2id BfFED07 I 2% A1 X0
6 T.3B0ar =& T L2581, 77 AZDORAEYA X2 3126 LET,
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Far bo—7 ZfHEs KOHIERT 2 2812, Cisco APIC 137 7 A2 R L £,

A

GE) 7T AZD0 5 CiscoAPICET 22X v a v Liztkiz, BEHICER
EATICL, BRAETHT D777 ) v 7 bR LE
T, V=B REEET DR, RIEEZFET L CTIEHARFOR
Bty FLET,

GIrNEE L, TaIvvaranikzary bu—IR3FHRESh
AL, ROFIAIZHE> THIBRL £7 :

1. Cisco APICOERZEIY ., 777U v 7 mbUllrLFE9,

2. [FKFE = bue—7 (Unauthorized Controllers) ] U A kG,
ayhe—J%ESLET,

3. GUInbarhhe—J%HEELET,

« BEfFD CiscoAPICMER T& 2 2B &, 77 AXDORIMNELELET, 7T XX DR
D DHENC, ZORBEE MR L ET,

o« 1 b — T OHIBROBRIZ Cisco APIC NFEIMITREF—FDREICLY ., Far br—TF
Ot 7 7 AX DRI ZZE T T 57DICETHRIL, a2 he—7 28210 500k
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Cisco APIC 7 T A X Dfig/Ne1d, IELRBERANT, 77 AZ L ANPDH N-1 ~P A ADAR
— AT L2EETT, ik 2T T 2AZNDIED D APIC DEFREB LI UOAEY OATR
DEIR L, B ESNI- APIC 7 G AZDAT sy MIARL—Z AFAET EHTEARLL R F
T,

75 AR DKENDERT. 7T AZNDEH%D APIC Z N @i U, LAREEIE CEESHIIZ TV
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B ocuzsEmLca 3o apic HTT 7 4 T APICEBTRA v F oY

CLIZERALTRA/NA apic ITT7 Y T« T APIC 2
HTRAYFI

AL NA apic NTT 77 4 772 APIC I TAA v F T 5101F, WOFIEEZFEH L £7,

FIE

AT w71 replace-controller replace|ID &5 v 77 v 7 U TIEKE
AR NA APIC TT 77 4 772 APIC ICZ[EE iz HivE T,
1 -

apicl#replace-controller replace 2 FCH1804V27L
Do you want to replace APIC 2 with a backup? (Y/n): Y

AT 72 replace-controller reset ID & =
TIT 4T Rary ha—I9DAT—X A%ty FHBRRILET,
1 -

apicl# replace-controller reset 2
Do you want to reset failover status of APIC 2? (Y/n): Y

CLl #{&F L T Cold Standby X 7 — % R RS 3

FIE

APIC @ show controller A7 —# 2 Zfifggd 4 2 121%, HFHF L L TAPICIZRE 7 A LT, Cold Standbyshow
controllerCold Standby ==~ > K& AL £,

apicl# show controller

Fabric Name : vegas

Operational Size : 3

Cluster Size HI

Time Difference : 496

Fabric Security Mode : strict

D Pod Address In-Band IPv4 In-Band IPv6 OOB IPv4 OOB IPv6
Version Flags Serial Number Health

1* 1 10.0.0.1 0.0.0.0 fc00::1 172.23.142.4

fe80::26e9:b3ff:fe%9l:cd4e0 2.2(0.172) crva- FCH1748VODF fully-fit

2 1 10.0.0.2 0.0.0.0 fc00::1 172.23.142.6
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cuzEALEkaRRA vF0si

fe80::26e9:bf8f:fe91:£f37c 2.2(0.172) crva- FCH1747VOYF fully-fit
3 1 10.0.0.3 0.0.0.0 fc00::1 172.23.142.8
fe80::4e00:82ff:fead:bcb6 2.2(0.172) crva- FCH1725V2DK fully-fit
21~ 10.0.0.21
————— FCH1734V2DG

Flags - c:Commissioned | r:Registered | v:Valid Certificate | a:Approved | f/s:Failover fail/success
(*)Current (~)Standby

CLI ZEAL=REHZRAA v FDEE

ZOFNEEFEH LT, CLIZEHLTC[Z7TU v A 2—w 7 (Fabric Membership)] 1E
(0400 R0 [REH / — FDZE% (NodesPending Registration)] % 7725 A A w F & Ek L
7

N

GE) ZoFEX., CLIZHERALET A ADNVEIOAAL vTFOBEM ERLCTT, avr FaHE
TTHE. VAT AT — FRFEETINE D DEZHB L, IFELBRWERIZZD ) — K&2ia
MLET, /J— FBRFETDIHE. VAT AL BEINET,

FIE

ARV RFERFTIVaY =)

X 7w 71 |[no] system switch-id serial-number switch-id namepod | 2 { « F 2R OESED 2 MBI L F9,
id role leaf node-type tier-2-leaf

CUZFERALIT 4 RANYRIDRA v FDEM

COFEEFEHLC, CLIZ#EHALTC[Z7 7Y vY A 2N—y T (Fabric Membership)] 7
¥4 Fuo R8s/ — FDEEk (Nodes Pending Registration)] # 712 AA v F &8 L &
j—O

N\

GE) ZoFIEF., [CLIZERALEREEAL v TF OB LELCTYT, avr REaETT5 L,
VAT ML — RBEET DN E IR L, TFELRWERITED ) — REZ BN LE9,
J— FBEELRWES., VAT AL BESNET,
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FIE

[no] system switch-id serial-number switch-id name pod id role leaf node-type tier-2-leaf

AA v FHRERORGEY X MBIML £,

CLLZERLTAVTF VR E—RIZRSA v FERBTT
%

CLIZEAHALTA LT F U A E—RICAL v T =BT T2I21E,. ROFNEEFEHLET,
Y

GE) AAYTFNRRALTF L RAE— RFOEE., AA v FDCLI lshow] =~ RTIE, B/ gL
A= bFNT v FRETHY, BGP 71 a7 v FIRENOSEFTH THHZ L 2R LET,
A B =T A RFERICT Yy N TS, BGP DX DM X TORERENR X U LE
TN, BRENTWET 7T 4 TRETT Ny ZRARETT,

FIE

[no]debug-switch node_id or node_name

AUTFF LA ET—RIZAAL v TFEZRBITLET,

CLI ZFEALTEEE—FICRA Vv FZ2HEAT S

ZOFIEZM->T, A vF%& CLI 2 L TWDE{EE— FIZHALET,
FIE

[no]no debug-switch node_id or node_name

EE— FICAA v F AL LT,
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NX-08 22 A LD CU %ALY E—F or—savoiE [

NX-0S R 2 A4 JILDCLU ZFERAL-)E—FOSy— 3>
DEETE

FIEDEE

FIRD

FIE

ACI 7 77V v 7 Tl

techsupport F72i3 2> 7 4 X2 b—2a 77 AV ET T AR — T

512U EDY E— MiLERETEET,

configure

user username

Pobd-=

[no] remote path remote-path-name

path {ftp | scp | sftp} host[:port] [remote-directory ]

aAv U RFEREIT7TIIY

=)

R 71 |configure Jya— L ar7 4 Xalb—vary B— Ruh
15“ : L/i—a—o
apicl# configure

R w 72 | [no] remote path remote-path-name VE—RF XZ2Dar 74 Fal—aryET— K%
1 BRAL L £,
apicl (config) # remote path myFiles

AT 73| user username JE—hF—Nicn s A 3 ba—FHERELE
1 Fo SAT—REANT DL ISRDENET,
apicl (config-remote) # user admin5

R w 74 |path {ftp | scp | sftp} host[:port] [remote-directory ] VEe—h =R 2L 7 haLZHELE

1

apicl (config-remote) # path sftp
filehost.example.com:21 remote-directory
/reports/apic

T, NAUV—=FZANTLEIITROONET,

1

WIZ, 77 ANEZT AR—= T 57DIZ)E— b N2AZHETLHHERLET,

apicl# configure
apicl (config) # remote path myFiles
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apicl (config-remote) # user admin5

You must reset the password when modifying the path:
Password:

Retype password:

CLI £/ L TL 3 Cisco APIC DEEE |

apicl (config-remote) # path sftp filehost.example.com:21 remote-directory /reports/apic

You must reset the password when modifying the path:
Password:
Retype password:

NX-OSCLl ZER LIRS Y F ARV L) DIRE

OB Vg TE, NXOSCLIZ R L TAAL v TFOET N E Y TAEKSEZROT 555

FIE

IZOWTHEBILET,

WDEIZAAL T LX) ERDITET,
B -

switch# show hardware
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd products support series home.html

Copyright (c) 2002-2014, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

Software
BIOS: version 07.56
kickstart: version 12.1(1lh) [build 12.1(1lh)]
system: version 12.1(1lh) [build 12.1(1lh)]
PE: version 2.1 (1lh)
BIOS compile time: 06/08/2016

kickstart image file is: /bootflash/aci-n9000-dk9.12.1.1lh.bin
kickstart compile time: 10/01/2016 20:10:40 [10/01/2016 20:10:40]

system image file is: /bootflash/auto-s
system compile time: 10/01/2016 20:10:40 [10/01/2016 20:10:40]
Hardware

cisco N9K-C93180YC-EX ("supervisor")
Intel (R) Xeon(R) CPU (@ 1.80GHz with 16400384 kB of memory.
Processor Board ID FDO20101H1W

Device name: ifav4l-leaf204
bootflash: 62522368 kB

Kernel uptime is 02 day(s), 21 hour(s), 42 minute(s), 31 second(s)
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Last reset at 241000 usecs after Sun Oct 02 01:27:25 2016
Reason: reset-by-installer
System version: 12.1(le)
Service: Upgrade

plugin
Core Plugin, Ethernet Plugin

Switch is booted up

Switch type is : Nexus C93180YC-EX Chassis
Model number is N9K-C93180YC-EX

H/W version is 0.2010

Part Number is 73-15298-01

Part Revision is 1

Manufacture Date is Year 20 Week 10

Serial number is FDO20101H1W

CLEI code is 73-15298-01

Modulel ok
Module type is : 48x10/25G
1 submodules are present
Model number is N9K-C93180YC-EX
H/W version is 0.2110
Part Number is 73-17776-02
Part Revision is 11
Manufacture Date is Year 20 Week 10
Serial number is FDO20101H1W
CLEI code is 73-17776-02

GEM ok
Module type is : 6x40/100G Switch
1 submodules are present
Model number is N9K-C93180YC-EX
H/W version is 0.2110
Part Number is 73-17776-02
Part Revision is 11
Manufacture Date is Year 20 Week 10
Serial number is FDO20101H1W
CLEI code is 73-17776-02

Chassis has 2 PowerSupply Slots

PS1 shut
Power supply type is : 54.000000W 220v AC
Model number is NXA-PAC-650W-PE
H/W version is 0.0
Part Number is 341-0729-01
Part Revision is A0
Manufacture Date is Year 19 Week 50
Serial number is LIT19500ZEK
CLEI code is 341-0729-01

PS2 ok

Power supply type is : 54.000000W 220v AC
Model number is NXA-PAC-650W-PE
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H/W version is 0.0

Part Number is 341-0729-01

Part Revision is A0

Manufacture Date is Year 19 Week 50
Serial number is LIT19500ZEA

CLEI code is 341-0729-01

Chassis has 4 Fans

FT1 ok

Fanl (sys_fanl) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT2 ok

Fan2 (sys_fan2) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT3 ok

Fan3 (sys_fan3) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

FT4 ok

Fan4 (sys_fand4) (fan_model :NXA-FAN-30CFM-F) is inserted but info
is not available

CLI Z{&EFR L - Cisco APIC 7 5 X & —DFESR

Cisco Application Policy Infrastructure Controller (APIC) VU U —2Z 4.2.(1) Ci&, Cisco APIC 7 7
AL DAT —H A% BEPECHEZR T& 5 custer_health 2~ RAMEA SN TWET, KkDOH
TBNE. FET 7T 47150 —F (ID1002) ZERWTTNTHAMBERWS T Y A 275 L
Tb\ij—o

\}

(GE)  cluster_health =~ FEMATHI11%, FHEE Ll A 0T 0ERHY 9,

FIE

I TR AT — B R u e Dk

F1-APICl# cluster_health
Password:
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Running...

Checking Wiring and UUID: OK

Checking AD Processes: Running

Checking All Apics in Commission State: OK
Checking All Apics in Active State: OK

CU EEAL TS CiscoAPIC 03 I}

Checking Fabric Nodes: Inactive switches: ID=1002(IP=10.1.176.66/32)

Checking Apic Fully-Fit: OK
Checking Shard Convergence: OK

Checking Leadership Degration: Optimal leader for all shards

Ping OOB IPs:

APIC-1: 172.31.184.12 - OK

APIC-2: 172.31.184.13 - OK

APIC-3: 172.31.184.14 - OK

Ping Infra IPs:

APIC-1: 10.1.0.1 - OK

APIC-2: 10.1.0.2 - OK

APIC-3: 10.1.0.3 - OK

Checking APIC Versions: Same (4.2(0.26la))
Checking SSL: OK

Done!

5= 1: Cluster_Health 1&5E F )@

ATy

Bl

Bl & UUID O

J—7 AA v Fi%, CiscoAPIC ® LLDP Z{#H L T
i+ 5 2 L2k v, Cisco APICH AR DA > 7
SR ARt L E T, ZOFIETIL, LLDP M H
IR &7 Y — 7 & Cisco APIC D D ECHR D[ E
Ty LET,

ZZTCoOMEX, ARRERN WD, V=T X
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