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THR/ANDYR—FENTHDEY T Xy
MX/23 T3, VU—2x200)%HEHL
TWBHEEEITIE, &/INE22 TT,

AV TTANT I F ¥
%> NU—2 @ VLAN ID
2

RFRA A~ F % & T Cisco
APIC/ A A FR]Oi@E(EH
DAVTTARNT I F ¥
VLAN

GE)

Cisco APIC T i E
\IZZDVLAN ZFH) L%
T AVITANTY

F ¥ VLANID /%, BifF

DOEREES T TE £
Th, £lftho7Z > k
7 4 —h EOMoOTH S
7= VLAN L B T %
A,

TUNET A RERE
O IPV4/IPv6 7 K L A

GUI, CLI, F£7ZIXAPI%
1 U T Cisco APIC 12T 7
TATHDIZ—TN)
ERTHIPT KL A,

ZDOT RLAL, hAZ
~—®O VRFNHDOTHT
FULATHLULERHY
*7,

VA W N/l N S
P IPv4/IPV6 7 K LA

T RAT R NEHE
R L72sMSR >y b U —
7 ~DWEHDT—h
JxA 7 KLRA

B 7%
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Fo74TAPIC ERE LA APICDEY T v T [

K

£l Bl T4 ME
BHLA VR —T oA AD | T hA TRy REELL | auto
BEIT 2TV I AT | W I =T 2 A XDAY gy ko LY T

H—T oA AHE LT 2
Ty & E— R * auto
« 10baseT/Half

* 10baseT/Full

* 100baseT/Half
* 100baseT/Full
* 1000baseT/Full

SRS IR R AT — ROFER |58 A T — N & [Y]

Frv 7 LET,

NRAT— R AT NEME DA —
U—F
ZDO/NNAT— KiZ, 12D
RRRSUT R & e 8 SUTALL
LIZT 20BN F
7,

1

> JHIO APIC £ v R 7 v FH#IC VLANID 28 E 451013, #EE=7 AK— kL. #HL
WAL TTARNTZF ¥ VLANID CT7 7 7 U w7 HHMEERLT, 777U v 7B H0NA
YT TARNTIF ¥ VLANIDIZE S 720K S Ik E A AR —hLET, =7 AKR—
FBEOA UAR— 2L TRERELZE LTS OKBRFEZ2ZR LTI ZIN,

Wi, 22 Y —NVICEREINDIHHRTE S A 7 a7 O TI,

)

GE)

Clu
E
E
E
E
I

APICY S RAADMEUH L GUI #EH3 21012, RESTAPIZEHA LTI T AX 2T —
ANy FRBIVERTEE T, FEMICOWTIE, CiscoAPICRESTAPI REH A REBMR L
TLIEENY,

Cisco APIC U U — X 6.0(2) LAFETlE, HABIOERIZE T\ EH A, Cisco APIC 7 T A ¥
27— AN o LTCEBITAICIE, GUIZERLET, >0 TiE, TGUIEMEA L
72 Cisco APIC 7 7 A Z DO L (14 X—2) | OFIEEZSRL T EFEW,

ster configuration ...

nter the fabric name [ACI Fabricl]:

nter the fabric ID (1-128) [1]:

nter the number of active controllers in the fabric (1-9) [3]:
nter the POD ID (1-9) [1]:

s this a standby controller? [NO]J:

DEEYE |
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Enter the controller ID (1-3) [1]:
Enter the controller name [apicl]: apic-1
Enter address pool for TEP addresses [10.0.0.0/16]:
Note: The infra VLAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved VLANs on other platforms.
Enter the VLAN ID for infra network (2-4094): 3914
Enter address pool for BD multicast addresses (GIPO) [225.0.0.0/15]:

Out-of-band management configuration
Enable IPv6 for Out of Band Mgmt Interface? [N]:
Enter the IPv4 address [192.168.10.1/24]1: 172.31.1.2/24
Enter the IPv4 address of the default gateway [None]: 172.31.1.1
Enter the interface speed/duplex mode [auto]:

admin user configuration
Enable strong passwords? [Y]:
Enter the password for admin:

Reenter the password for admin:

Cluster configuration
Fabric name: ACI Fabricl
Fabric ID: 1
Number of controllers: 3
Controller name: apic-1
POD ID: 1
Controller ID: 1
TEP address pool: 10.0.0.0/16
Infra VLAN ID: 3914
Multicast address pool: 225.0.0.0/15

Out-of-band management configuration
Management IP address: 172.31.1.2/24
Default gateway: 172.31.1.1
Interface speed/duplex mode: auto

admin user configuration
Strong Passwords: Y
User name: admin
Password: ****xkxkxx

The above configuration will be applied ...

Warning: TEP address pool, Infra VLAN ID and Multicast address pool
cannot be changed later, these are permanent until the
fabric is wiped.

Would you like to edit the configuration? (y/n) I[n]:

GUI Z{E A L 7= CiscoAPIC 7 S A A DMEUH L

Cisco APIC U U —Z 6.0Q2) LARE, 7 F A& Oy b7 v e 7 — R NT v FFIANREFE
fbxin, 7 722 EEHO GUIME A EMEE L, APICY S XZDMEUE L GULIE, K
TP APIC 7T v 7 4 — L&Y R—KMLET, KA APIC (ESXi 721X AWS & L
THER) EWPELAPICIX, UV —7 AA v FIZEHBEACI 7 7 7V v 7 28T 528, LAY
33Xy hU—Z % LTCYE—MEHRTHZEHLTEET, GUUITMFDO T U &P KR— b
LTWET, APICY S RAFUH L GUI T 5 E2FAIE. 7 7 AXNDTXTDAPIC
DING A =B T ASJTHMBNRNZ LT, 190 APIC 1. 7 T A X Do APIC (215 #H
UL —Tx%E7,
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F721%. RESTAPI 2 L CHIMIERE & 7 7 A Z OfeB &2 FEITCE £7, [APIC REST API
Configuration Procedures] %4 F® [Getting Sarted] 7 > 3 V2SR LT EE0,

1R BRI

« ESXi D4R APIC A 1%, VMware vCenter GUL CTOVF 7 > 7 L — | &{& ] L C Cisco
APIC VM OEFZ5ET LTSV, 3/ — R 7 7 AX DFAIE, FHIP T FLA,
F—br=A, BEOFRESAV—FEHEALT3I SO VM ZRELET, VM 0%
I%. Cisco APIC 7 T AZ DY A Rk » THRRY £9°,

« AWS TOAE APIC DAL, AWSGUI TZ 77 RIEKT 7 L— bk (CFT) %ML
C Cisco APIC VM DJEBIZ 52 T L TL 72 &V, AWS 1Z, {KAHD APICEC2 A > A X A
DXy NT—=7 T XTI T DL, 7Y AT/ K (O0B) /A7 F/4 N
VRV TRy B IP T RUAZEICEID ¥ CTET,

« A8 APIC D54 (AWS/ESXi Z#fEH L CTRE) | BHEE AT — KB 7 T AFXHNDOT
T® Cisco APIC TRILTHDZ L MR LET,

« MF APIC 7 T 2 X D34, APICI ® O0OB 7 RL 2 Z#Hpk LE1, APIC ® CIMC 7 KL
Z2~N NIZZFAZ YA X) WAPIC1 D O0OB 7 RL A%/ L CEERIGETH S Z
LEMERLET,

e 7 hAT R K& CIMC OB IIMNATY,

HIRE1E
o AWS Zf ] U TRBE &2 {48 APIC TIXIPV6 7 L A XV HR—FENFEH A,

e A BLOY T RAABEDEE . T 7 4V FEAO HTTPS R— F (57 4V M
443) X, UE— FEEEE S 72 Cisco APIC (WELS L OMRAR) Tl AR— S nEHA,

FIE

ATy 1 htps//APICI-IP 2 L TAPIC 1 (Icu 7/ A > LET,
a) A8 APICOEA -
ESXi (OVF 7 7L — 1K) F7213 VU E— h AWS (CFT) ZfEH L7248 APIC D REBNE T LT
LA, ROBIDO LSRN VM = ) — L FRENE T,

System pre-configured successfully.
Use: https://172.31.1.2 to complete the bootstrapping.

T—h AT T GUIILT 7 AT H72HDIP 7 KL A ([APIC Cluster Bringup]) 1%, #iliZR~9
EOWCHIRINTRENE T, AT v P2 1T 2 LN TEET,

AWS |Z Cisco APIC % 2B L 7=, OOBMgmtIP 7 KL A% FICITE W T, 9 5 R EZ DFEE) GUI 12
TR ALET, OOBEHIPT FL AX, AWSGUI®D [RA v o H A (StacksOutputs) | ¥ 775
BfEcEE7,

b) ¥ APIC :

| DEEYE |
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ATy T2

ATvT3

ATvT4
ATy

CIMC #EF LTAPICIKVM 2> Y — a7 A4 LET, RO LD AHENIFRINET,

APIC Version: 6.0(2a)
Welcome to Cisco APIC Setup Utility
Press Enter Or Input JSON string to bootstrap your APIC node.

KVM IZBEWWHEHE L)FRR S 372 WA, SSH 24 H LT CIMC (2#5%¢ L. Serialover LAN (SoL)
( Tconnecthost] ) #fEHL Cav Y — LITHEEE L E9,

APIC 1 TEnter L, TR/ EHREANLET, 77— A7 v 7 GUI (APIC Cluster
Bringup) (27 7 AT 570D P 7 KL ARBRIIIORENE T,

admin user configuration ...
Enter the password for admin [None]:
Reenter the password for admin [None]:
Out-of-band management configuration ...
Enter the IP Address [192.168.10.1/24]1: 172.20.7.79/23
Enter the IP Address of default gateway [192.168.10.254]: 172.20.6.1
Would you like to edit the configuration? (y/n) [n]:
System pre-configured successfully.
Use: https://172.20.7.79 to complete the bootstrapping

FROIP T FLAEHITT, IPT RLAE, BHEREICL S TRRIGENRDHY £,
OOB7 RLAZMFH LT, APICYSREZMOEVHL GUIICe 74 > LET, GUIBEIZIX4 SDERSY
BHYET, UTOWmOEMaE AN LET,

* Connection Type

o« 7T AKX DM

o I o — T BRGE

e Y= —
FROKLEEIZOWTI, UBOTFMETHELLBBALET, EiEiE, 1. 2, 3. 4 D#EKEESTAT v

ELTv—27&SNET, TNOOFEHE TUERFMEAN L TRFT DL, BEENT =y I/ ~v—7IC
EIHZONET,

BOIDAT v 71, BEIA THEREANTDHZ L TT, [EHE2 4 T (Connection Type) ] i C
APIC L 777U v VORI O X A 7RI L E T,

WOFTFrarnb F£9,
=T XA vF (AC1 777V v7) ICHEEREINET
e LAV 3Xy NU—IRHETY T— MR

AWS & U7 {RAE(L APIC DS, AT ATIAPIC LAV 3 2y NU—27 20 LTV E— MNEF:
INTWBZ EEBRBL, [P35 RXRFDEM (Cluster Details) | BiEICEEEAFE T,

[k~ (Next) 1227 U > 7 LET,

QEHDOAT v 7 TlE, [T RAZ DM (Cluster Details) | # AN LET, [V 5 X2 DM (Cluster
Details) | HfiIC7 7 7V v 7 L-YULDREMAZ AT L £,

[Z77 7YV v 74 (FabricName) |: 777V v 7 OL4RTIZAILET,
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ATvT6
ATy 717

GUI £ L 1= Cisco APIC 2 5 2 2 U L ]

[/ TAZ YA X (ClusterSize) |: ZREINDT 74N DI T AZY A RXiT, HERINDLHNT T
ALPA X ThD (3] T, O, 7T A A RESHNTERTEES, FA— 3D
i, 1, 30 4, 5, 6. 7, 8, BLULITY,

«GiPo /= : 777 Vvl v VFXYANCHERATDHIPT RLAZANLET, 741 5DT
R L 21 225.0.0.0/15 T, #iPHI 225.0.0.0/15 ~ 231.254.0.0/15 T, prefixlen (% 15 (128k ® IP 7
RLR) THHULERDY 7,

KRR OSE THRICZOEAEEFTAHZ LI TEXEHA, ZOEELEETANERNLAEAIE. 777
Vw7 DA TRBETT,

«[A> FID (PodID) |: (EHE:HEHGEIL- APIC (RAEB L UOWER) oA H) Ay R ID BAER
SNET, FIOTO APIC HAIE, 11 BEEWIICATISNET, 7T XX DO%BO APIC 1%, 1T
BEORy RESIZEEMITHZ N TEET,

U & — M S L7z APIC O34, KRy Kiko T,

« [TEP 7—/ L (TEP Pool) ]: (E#:HktSh7- APIC (ESXi {R4E APIC 3 X OMIFEAPIC) 1Z DA
H) X, A7 77 ) v 7 BEICEHASNAT RLADOH T xy hEATILET, FHIND T
Xy FOY A XiE, Ry RORZr—TEEL £,

RO THRICZDEAYEETAZ L3 TEERA, TOBEZEFRETINERHLIESIT. 777
Vo7 DOUATHRNETT,

s[> 7T A KT 27 F ¥ VLAN (Infrastructure VLAN) |: 77 7 U v 7 $#5i O VLANID ([ > 7 F
VLAN) # AHLET, 2@ VLANID |Z., ACLICOLEI Y ¥THN, Xv NT—ZAOMO LA
= FNRA ATIIMEHESNERAT 7 40 MEIZ 3914 T, &I 0 — 4093 T,

W OTE TRICZDEAEE T HZLIXTEETA, ZOEEERTLILENHLGEIE. 777
Uo7 DUATRLEETT,

* [Enable IPv6 on APICs] (AWS D48 APIC (21T H SvEHA) T hA 7N REBD IPve 7
RLRAEZENCTDHBEE. COF 2w 7Ry 7 A% F A2 LET,

[k~ (Next) 127V w7 LET,

3FRHOAT v 7 CliE, ar bO—35&KOMAE A LET, [32 FO—5DEM (AddController) ]
Uo7 LT, (ZF7AFD) H&HID APIC ZBIML £, ROFEME AT LET,

s[> hu—F ¥ A7 (Controller Type) ]: 7 — hA N7 v 7 FEIL, #ERNPFITSINTWDIERRZ
BERM L ET, 20T, [RE (Virtual) ] £7213 [ (Physical) | 28& RS E T, K
Harv k=447t a s v a—F A TIZEREINDET T a3 AoV TIEL, FnEnt
TAT v 7 (@) & (b) THHLET, a2 ba—J0% A FIZHSNT, ROVT AT v 7D
TNNEETLET,

a) 2 hr—FXA4 7R RE (Virtual) DFE

o [ARA AKX oA (VirtualInstance) | : APIC 7 7 A XN L GUI~O T 7 B AIZEHIND

BHIP, mAIDHZEIZDOIH, ZOIPT RLUAZHBAINET, APICE D%V 7 A X |ZiB
T5 /= RIZOWTik, BEHIP 7 NV A& AN LT [HREE (Validate) 1 7 V v 7 50N
HVET,
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BELIP 7 N L A%, ESXiI/AWS 2 L7- VM OEBFCEZR SN E T, A/ T L
Yo, 77922 R LWL, BERTRXTOIP T RLAZFTIZENTBWTLZ
é I/\O

o [—f% (General) |31 >
o [4H] (Name) ]: 2> hr—FOa2—HF—FEFKL4,

s[m FE—F1ID (ControllerID) ]: IDITEEANSNET, IV T AHZ DIgAID APIC
DA, IDIE 1) TF, 7I9AXDO2FHO 2 ba—J 2B+ 5581, 2] BE
AT S ET CLFRER) .

«[AR> FID (PodID) ]: (ESXi CHEHEEHH SV APIC ICOAEH ENET) Ay R
IDIX, 77 AZDOAPICLICHBIANSNE T, 7 7 AZDOKEO a2 b —T OLAEIL,
EEADLET, AR eEMAIX 1 ~ 128 T,

o[>V 7 vF+ (Serial Number) |: i~ > D U T AFBITHEBATISNET,

[T NATINY R Xy RU—7 (Out of Band Network) ] A >
«[IPv4 7 KL A (IPv4 Address) ]: 1P 7 KL ARFREINET (BRRKFIZER) .
« [IPv4 7— b7 =4 (IPv4 Gateway) |:IP 7 RLARNE /RSN ET (BHFICERINE
)
FTTIZ (AT v 75) TOOBEHMIZIPV6 7 KL AZHZZ L TV DHEHEAIE, IPv6 7 KL A L
F—b oA B ANTILET,

(A T7TFANT I F ¥ L3 x> hT—7 (InfraL3 Network) ]3A > (Z D<A %, DARTIZE
RUT- [E#HS2 4 7 (Connection Type) | 28 [L3 %~ T —27 &/ LTV E— bkt (Remotely
attach) | THLGAICOARRINET,

«[IPvd 7 KL A (IPv4 Address) ]: 4> 77 %y hU—27 7T RLAZ AN LET,

«[IPv4 75— 7 =4 (IPv4 Gateway) |: 77— hU A DIP T RLAZ AT LET,

« [VLAN] : (Y &— M SNAABAPIC - ESXi (O H) AT A v X —T oA A
VLANID # AJJLET,

AWS Z{#H LTI APIC # BT 285G, [1 7 7 L3 % v b7 —72 (Infra L3 Network) ]
A VEFRRENET A,

BAID APIC #fA2 A L CTIRFE LD, [a Y AE—5MZEk (Controller Registration) ] MG T
[ bB—5M:EM (Add Controller) 1227V w7 LT, 77 AZ|ZHD APIC ZBL £7,
b) I hu—TFX A7) [ (Physical) | DA -
s CIMCDFEARAA

«[IP7 KL A (IP Address) ]: CIMC ®IP 7 KL X, ##IPD Cisco APIC DIFEIZDIA, Z D
IP7 RVAFHBANSNET, 77 AXIZay ha—F&BNT 5541, CIMCIP 7
RV AZ AT 0B NH Y £,
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GUI % & L 7= Cisco APIC 7 5 2 2 iUt L [

o [2—H¥—4 (Usemmame) ]: CIMCIZ7 7 BAT L7720 D2—Y—4, 22— —LIXAE
WA ENET EHIO=a hr—F &GO ar he—JD5H) .

o [/SAU—F (Password) ]: CIMC|ZT7 7 AT BOD/NNAT—RKEANLET, OO
ay he—I7DEA, RAT—RNZAEBMICALSNE T, #ioar be—J DAL,
NAT—REANLET,

o [Validate] #7 UV v 7 LET, FBERRIT 2 &, BRI ERINET,

CIMC NIC &— RREMNFIK T Cisco APIC 7V b AT/ REHIP 7 KL AN CIMC 12
BETEXRWIEASIE. NICE— REEF$ 50, JSON LFHEZANLTCT—FA T v
FEITLET,

o [f% (General) ]-3A >
« [4HT (Name) ]: 2> bue—F D4R AT LET,

s[> hrE—FID (ControllerID) ]: 7 7 AX DDy v —F DA, 1) NEEHA
NENET, 2FHO= L ha—J05EIEL, 20 PAEMIICATI S, DELFERETT
(5ME)

e[ RID (PodID) ]: (APICIZHEHBHE SN ICOAREEH) 7 T A Z D APICLIZA Y R
ID NHEIANSINET, 7 7AZOKKEDO L hn—FD8EIE. 2 AILET, A%
PREPHIE 1 ~ 128 T,

«[¥U 75 (SerialNumber) ]: 2V 7 /b1, CIMCRGERIZHEIATSILET (APIC
N1 ~NODOBFE, NIZZ TAY A XTT) |

APIC 1%, CIMCIP 7 KL ADZFERGEM 2R L. BILWAPICO VY T LEELF ¥ 7
F¥ LET,
[7TU hAT /R K Xy U—2 (Outof Band Network) ] 3A >

«[IPv47 LA (IPv4 Address) ]: APIC 1 D35, 7 RV RIZEHBAISNET, %D
APIC TiE, IP 7 FL 2 (BBAKRHIZER) 2 AL ET,

o [IPv4 7 — s 7 = A (IPv4 Gateway) ]: APIC 1 D&, F—hU=A 7T KL RIZBEAT
SNFET, %D APIC Tid, IP 7 FLx (JBRERHCER) AN LET,
TTIZ (AT v 75 TOOBEHMIZIPVG 7 RLAZAINZL TWHEAIT. IPv6 7 KL &
F—bho=A B AN LET,

AT TARNTITF ¥ L3Ry hU—7 (Infral3 Network) ]34 > (Z DA id, LLENC SR
WU #8424 7 (Connection Type) | BN [LA ¥ 3%y hU—27 &2/ LTV ET— hEkE
(Remotely attach) ] TH LG HICOARRINET,

s[IPvd 7 KL A (IPv4Address) 1: 1> 77 Xy NU—JDIPT RLAEZ AN LET,

«[IPv4 7'— s = A (IPv4 Gateway) |: 7 — NV A DAL 7T Xy NU—Z P T KL R
BN LET,

*[VLANID] : VLANID # A L £ 77,

DEEYE |
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ATvT8

[3> ba—5DO&E (Controller Registration) | Hiffi T, f#D APIC DFffia AJ) L TRAF LT
#. [a>bO—3>®mEM (AddController) |22 Vw27 LT, 7 ZAX|ZHIO APIC 2 hr—7F
ZBEMLET,

(A7 ar, (RAAPIC ICOAEM) [ay bO—S5%48% (Controller Registration) ] i <. [BX
BEOEFXa )T ABAED A > R— b (Import existing security certificates) | F = v 7 R v 7 2% 4
ATLT, RBAPICO 7 77U v 27 U AN HICBEFO R 2 ) 7 4 GEAEZ A v AR—FLET,
Fry IRy 7 ReA NI LT, ROT 4 —/v NICRERFEMZ AT LET,

cHERR T T ANEESL)E—FY—N—DIPT7 KFLX,
MR T AN EET) BE— b IR,
T FAILE,

KDy 7Ty P LIENCEH S - AESEESIE/RR I L—X, RNv I 7 v TR 7 7 A4
M, ZOF— (R T7VL—X) |2V 7 EnFET,

7O RO BBIRLET, BIRTX DRI, kLB TT,
-FTP
- SFTP
- SCP

«[V)E—F R—F (RemotePort) ]

« (SFTP B XL USCP 7R baicDAiEH) [FREEZ A4 7 (Authentication Type) | Z3&R L &
T, BIRTE DT, kD LB TY,

e NNRAJ—KZ%ZEH
+SSH #&FZX— 774 IILDER

cusername: U E— k —R—~DT 7 B RN E R —PF—L4TF,
e JE— | '}j‘*‘/\?‘“@wuuﬁgfx 75 INA)— K (Password) o

. ([SSH W&? 77’/1’ NEERT HEBEEA 4 7 (Use SSH Private Key Files Authentication Type) ]
ZOHGEMH) ZZI2SSH F—DOREEZ AT LET,

s ([SSHEX— 7 7 A NZEMHT 5B 2 A4 7 (Use SSH Private Key Files Authentication Type) ]
(CORIEM) B — DR ALICHEM T % SSH F— NRRATL—XZEEL £,

A VR — M J AR— RN FRIEOFEMIZOWTIX,  [Cisco ACI Configuration Files : Import and
Export] ZZM L T 7230,

[BEEDEXF1) TAEBAZED A >7R— kb (Import existing security certificates) ] 1%, {48 APIC
(AWS/ESXi Z ] L TRERH) ([CoZgM s Ed, B APIC IZITM AR DFEHERH Y £7,
72U, ABAPICOYA, 777 U v 7 ZEHET 5720123y 7 77 v TREEEHALTETLT Y

& BBfrotX2 ) 7 it ELHAHTE £,

[R~ (Next)] 27 U 7 LET,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Using_Import_Export_to_Recover_Config_States.html#concept_3135143AFB8340FE8D78F5C0706B12F9
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| o

ATvT9
ATv 710

AP 1P EET KLRoTaeEva=vy |

[RAN (Next) |RZ N, 7 TAXOTRTOay ba—F8B8NMENn5 E TEDCRY 3, i,
[V 5 R2 DM (Cluster Details) | Hiifid [ 5 XA Y4 X (Cluster Size) 11 AT L7fEIZ L » TE
‘INET,

[R5 (Back) | RZ A LT, RiOEEmICEEI T £d, APIC ZBML7Z5, [FHOFmSE (Edit
Details) | #2 U v 7 LC APIC DIE#AEMRE L ET, HAID APIC ZBrE, MEIZE U T, HIBRT A =
VEIZUY I LT ary fe—5 2R TxE T,

[#EZE (Summary) | WiE CHE G 2R L., BB (Deploy) |27V v 7 LET,
[V 5RE RT—2 R (Clugter Status) | X— UV NRERII, 7 T AZEROBAED AT — X APRI
£, BHE oL HEYE Cisco APIC GULICHEIIC U # A4 L7 FERET,

APICOIPV6 EIET7 KLRADOT7OEY a=> 4y

IPv6 BT KL AL, &> b7 v 7H=e, Cisco APIC BEMEHIC 2 5 TZBRICAR Y v —Iic k-
T, Cisco Application Policy Infrastructure Controller (APIC) (7 vty a =7 C&E7, fl
Frrz IPva, fliFE72 IPv6, £7213T 27V A% 7 (DF Y IPv6 & IPvd 7 KL A7) M4
A—hSET, By b7 v THICHENERA X —T 2 A ADT 2T )V AH v 7 (IPv6
BELWIPVE) 7 R 2%ty N7 v 75 5EEZUAT 5Nty b7 v THEEO A=
Ny MELITIORLES, 72720, ROEMFIHIX, 6.0Q) LVATOV U —RIT#EHIINET,
Cisco APIC U U —2R 6.0Q2) ">, 7 7 AKX OfLENE LG GUI Z##H L £,

Cluster configuration ..

Enter the fabric name [ACI Fabricl]:
Enter the number of controllers in the fabric (1-9) [3]:
Enter the controller ID (1-3) [1]:
Enter the controller name [apicl]: infraipv6-ifcl
Enter address pool for TEP addresses [10.0.0.0/16]:
Note: The infra VLAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved VLANs on other platforms.
Enter the VLAN ID for infra network (1-4094): 3914
Enter address pool for BD multicast addresses (GIPO) [225.0.0.0/15]:

Out-of-band management configuration ...

Enable IPv6 for Out of Band Mgmt Interface? [N]: Y (Enter Y to Configure IPv6 Address

for Out of Band Management Address)

Enter the IPv6 address [0:0:0:0:0:ffff:c0a8:a01/40]:
2001:420:28e:2020:0:ffff:aclf:88e4/64 (IPv6 Address)

Enter the IPv6 address of the default gateway [None]:
2001:420:28e:2020:acc:68ff:fe28:b540 (IPv6 Gateway)

Enable IPv4 also for Out of Band Mgmt Interface? [Y]: (Enter Y to Configure IPv4 Address

for Out of Band Management Address)

Enter the IPv4 address [192.168.10.1/24]: 172.31.136.228/21 (IPv4 Address)

Enter the IPv4 address of the default gateway [None]: 172.31.136.1 (IPv4 Gateway)

Enter the interface speed/duplex mode [auto]:

admin user configuration ...
Enable strong passwords? [Y]:

Enter the password for admin:

Reenter the password for admin:
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(G¥)  APICHU SRAMEUH L GUI »fFEMAFIZ, [IPv6 DEZIE (EnablelPv6) | 47 a &%k
LTIPV6 7 RLAZEHATXET,

GUI~ND7 7 tXR

FIE

ATYT1 $AR—FSINTVWELETTUFD 1 DEHEET,
* Chrome 73— 2 > 59 (F721xZFNLI%)
« Firefox /N\—7 = > 54 (E7213 L)
« Internet Explorer /X—30 2 > 11 (£ 721X L)
e Safari X— =3 > 10 (FIFFNLE)
G¥)
BEFN O RIS Safari 77 U I LOKREA OREAFITFE L £9°, WebSockets THE T2 72 DITRES D

FREFAEZZ T AN DENC, 2 2 TRy EME BiA< 723V, HTTPS O A MIT 72X TBH L, kD
A ob—UNEKRENET,

“Safari can’t verify the identity of the website APIC. The certificate for this website is invalid. You might be connecting
to a website that is pretending to be an APIC, which could put your confidential information at risk. Would you like to
connect to the website anyway?”’

WebSockets 3 i C& 5 Z & ZRIET DT, ROFIEEEITLET,
[Show Certificate] 7 U > 27 LE4,

FREND 3OO RKayF Xy U A KT [Always Trust] Z338#IR L E 97,
IHRHDFNEIZHED 72U E | WebSockets [F#2#iE T & £H A,

ATw7F2 URL Z#AJJL £, https//mgmt_ip-address

VMR ERHCRTE LT U hAT N REBLIP 7 KL AZMH L ET, 72& 2 1E, https:/192.168.10.1 72
ENZIITHEY LET,

GE)
https 7217 37 7 4 /L h TA R—=T M7 > TWET, 7 7 4/0 h T, http 33 X Ot http 2> 5 https ~D U &
AL IvaryinT 48— Mo TVET,

GE)
Cisco APIC (IZu 7 A T B L ZIZROTT — A=V BRERREINDGE -

Need a valid webtoken cookie (named APIC-Cookie) or a signed request with signature in the cookie.

B 85 |



| e
ReSTAPI A7 7 2 [

Z AU, https & http DTS 2] LT Cisco APIC (27 7 A > % & X (25/4ET 5B o RIEMN R K T,
T OB L ERREE OFEMIZ OV TIE, Cisco APIC Dy F T v (4_—) O [EEFIE| 2201
TLTIEEW,

ATV T3 vl A VEEPERSINT D, PIHERERHIERE LT EIEEL L XAT—REALET,
AT w74 [Domain] 7 4 —/V RT, Ray X2 JA NS, EFLEBETR RAAL 2 RIRLET,

IO A RAALUBERZRSNTWSHEA, [Domain] 7  —/LV RNFERENET, 2—FRNFAAL >
PRI L72WW &, T 7 4L F T DefaultAuth D2 7 A o RAAL URRBIFTHEH SN ET, ZDOHE.
DefaultAuth D2 7 A > KA A N2 —FE B2\ E a7 A A ZRT D RN H D 37,

RDERY

TV —=var vy NI I AT TANT VT 777 Y w7 I Application Policy
Infrastructure Controller OF§EETS L OMLERIZ DWW T, YA b _X—s3—%>,  [CiscoApplication
Centric Infrastructure Fundamentals Guidel] ZZ ML T 723\,

RESTAPI~ND7 71X

FIE

27 VT NERITT TP R—ZADREST 7 74 7 > M LT, kO D APIPOST %7213 GET
A =T EIRETE £, https.//apic-ip-address/api/api-message-url

MR ERFIZRRE L2 T 7 hA TR REHIP T RLAZFEHLET,

GE)
e https 72U 3T 7 AL b TTA RX—T 72> TWET, 7 74 /L hTiE, hitp 3 KX Ot http 2> 5 https ~D

VEAL VLTS a U BNT =Tl TWET,

*API v a VEBIBT DTZDICHIEA v —V AR ETILENDY T3, PIHHREFICHRTE L
BEEa A G RAT— R L E T,

NX-0S A XA J)LCLI~ADT7 IR

SR D EFEE 21T APIC GUI ©, APICNX-0S ZZ A )L CLIIZT 7 BEATX £,
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B sxponmxosza L cu~n7s2R

NX-OS A% A /L@ CLI 2~ REMHEHAT 5 HEOFEMIZONTESR L T Z &V, Cisco
APICNX-OSAZ AN a~vw L RIA L AV F—T AR AT 4 Falb—ar HAR |
BELO CiscoAPICNX-OSA X A )L CLl 2~ R V77 LR

4 K54 &, APICNX-0S X% 1 JL CLI D4R EIE
«CLIIZ, BHE L LTl A vV HEREFS 22— L TORYR—FENFET,

* APIC NX-OS A% A )L ® CLI i%, Cisco NX-OS CLI LHAl L7=> v % v 7 A A &
L ETN., APIC AL —F 4 > 7 27 LE CiscoNX-0S Y 7 h 7 =7 D 1 /83—
VarTcEnobiFTlEH Y £H A, Cisco NX-OS CLI =< > KA APIC CLI CEIfET %
PIFTH, AUHMEEZFEHATE2DTTLHY FHADOTERELTLIEZEN,

* Cisco ACI X E Tli%. FIPS AR TH DG SHA256 R— ~iL, SSHZ T4 7 v MMdh
ZATY, 61T, SHA256 AR— F%%T‘?‘é I%. openssh 7 7 A 7 > N7 BB
LTWAB A= 30 6.6.1 LIRS,

* Cisco APIC V U —R 12 EIDO Y V—ATiX, 77 4/V k CLLIZEFENRA T =7 b
(MO) BLOEHERTT LOT 087 4006 ECHEBEEES 52~ RO Bash v = /v
TL72, Cisco APIC U U —Z 12 IFEDT 7 4 /L b CLI (£ NX-OS A% A )L CLI T9, A
7Vl N ETFNCLIL, VIO CLI a7 FThash 2~ REANTHZ L2k
AT ET,

iR A o NX-0S A Z A JLCLI~ADT U X
FIE

ATFYF1 X7 =/ (SSH) 7 747 b5, username@ip-address D APIC ~® SSH i 2 Bl & £47,
VIR ERFICRE LTEBEHE O A V4T U AT NN RERIPTY RLAZFEHALET, & 23,
admin@192.168.10.1 72 K8 ZAUTEE L £ T,

ATFvT2 TurT IREREINES, BHESRT—FEASNLET,

RDZRY

NX-0S A% A )V CLI Z AJ1$ 2546, IO~ K LoULE EXEC L-ULl7e ) £77,
EXECE— FOEFEIZT 5D, configurez AN LT, Fa— L ar7 4 Falb—var E—
RIZAD £9, EOF—FRTH, 22 ANTHUL, FEHATERa~ RESHRTEXET,

NX-OS A% A )L®D CLI 22~ REFEHT 5 HFEOFEMIZOWTiE,  [Cisco APIC NX-OS A 4
AN a<w s RIA4 2 A0 H—T oA ARTETA K] BI O [Cisco APIC NX-OS A # A jL CLI
av R UT77 LR #ZRLTLIEZN,
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GUI 75 NX-08 22 A Leu~nF7 o 12 [

GUI » 5 NX-0S A2 A JLCLU~ADT 71X

FIE

ATFYF1 A=2— =T, System> Controllers R L £,

RATv T2 FEsr—v a3~/ T Controllers %R L E 5,

RTwT3 R 5 APICZ4H2 Y v 7 LT, Launch SSH #3&R L 7,

ATy T4 Wi LI RICES T, BIRLcary he—F~DSSHE Yy v a v EREET,

RDBERY

NX-0S 2 X A )V CLI # AJ1T 256, RO~ B LoULiZ EXEC LT D £,
EXECE— ROFEEIZT 50, configurex AJJ LT, Zu— a7 4 Falb—v g ET—
NIZAVET, EOE—FTH, ?ZANTUIL, AR~ FE2SRTEET,

NX-0S A% A /)V® CLI 2= REMFHT 5 HFEOFEMIZOWTIE,  [Cisco APIC NX-OS A #
AN A R I A H—T A AFRETA K] BLO TCisco APIC NX-OS A 4% A L CLI
av R UT77 LR LTI EEN,

IOV FETILCUADT I LR

)

GE)

FIE

CiscoAPIC Y U —Z 12RO Y UV —ATIE, 774V b CLIIEHAGSRA 7Y =2 ~ (MO)
BLOEEERET VO T 0T 400D ECHEHBEENEST 22~ ROBash v = /L CL7, Cisco
APIC V U —A 12 PIFEDT 7 4 /b b CLIIZNX-0S AZ A L CLI CY, A7V =7k ET L
CLIZ, B#DOCLI 7rYy 7 FThash 2~ REANTHZ LICEVHEHATEET,

ATV Tl BXaT Y=L (SSH) 7 74 7> Finb ., username@ip-address ~ SSH i # Bl & 77,

PR ERICRELEEHEO I A LT AT NN REHIPT FLAZEHLET, 728203
ssh admin@192.168.10.1 & AL F 7,

ATY T2 ANERDLNTHET, PIHRERHICHRE LEEHEE ATV N2 AN LET,
Bi{E APIC fl D NX-OS 2% A /L CLI T,

ATV T3 A7V N EFICLI ZASTAITIZ, bash E AN LFET,
AT 84 NXOS ZZ AL CLLIZREDIZIE, exit E AT LET,

DEEYE |



omsE |
B oo rz5sru~nrsex

WOHITIE, A7 V=7 b E®FTI/CLIICT D HE, BEXUNX-0S A% AV CLIWCET HiExa R L TWE
j—o

$ ssh admin@192.168.10.1
Application Policy Infrastructure Controller
admin@192.168.10.1's password: ciscol23

apic# <---- NX-0S style CLI prompt
apic# bash
admin@apicl:~> <---- object model CLI prompt
admin@apicl:~> exit
apic#

RDZBRY

FTRTOZ—YN /home EMHINLILFT 4+ L7 N AEHTLIMLERHV ET, ZOT «
L7 RUTIE, T4V 27 MY T 7 ANVEERT DHERDB 2 —PFIZHEZ G ET, /home NT
BRI 7 7 A MET 7 4V b O umask HERRZ K L, = —P B L Wroot & LTT 7 AT
EET, 2L, MHTOB T A UBHIZ, /home/jsmith R EDT 7 A VERTFT DD
® /home/userid 7 4 L7 bV Z{ERT 5 Z L 2HERE L £9,

BASH F721X VSH 72 P OEIEE— FTACICLI ZffH L TAA v FIT 7 B AT 25 FEITD
W%, [Cisco APIC Command Line Interface User Guidel 3 O ['Cisco ACI Switch Command
Referencel] #ZMW1L T &y,

APIC CLI D% EDFEMIZ >V, [Cisco APIC Object Model Command Line Interface User
Guide] #ZML T 7EEWV,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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